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tar -xvf <signature file>

i
[test@cw-build sample]% tar -xvf cnc-5.0.0-capp-signatures.tar.gz
README

CW-CCO_RELEASE.cer

cisco_x509 verify release.py3

cisco_x509 verify release.py
cw-na-cncessential-5.0.0-72-release-230502.tar.gz.signature
cw-na-cncadvantage-5.0.0-77-release-230425.tar.gz.signature
cw-na-cncaddon-5.0.0-68-release-230502.tar.gz.signature
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Python 2.x Z il L TWAEAIL, ROa~r RE2HHLTT7 7 A LV ERIEL£T,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Python 3.x il L TWAEAIL, KOa~r REHHLTT7 7 AV ERFEL £,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab512

il

[test@cw-build sample]% python cisco x509 verify release.py3 -s
cw-na-cncessential-5.0.0-72-release-230502.tar.gz.signature -1i
cw-na-cncessential-5.0.0-72-release-230502.tar.gz -e CW-CCO_RELEASE.cer

Retrieving CA certificate from http://www.cisco.com/security/pki/certs/crcam2.cer ...
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from http://www.cisco.com/security/pki/certs/innerspace.cer ...
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from CW-CCO RELEASE.cer.

Successfully verified the signature of cw-na-cncessential-5.0.0-72-release-230502.tar.gz using
CW-CCO _RELEASE.cer
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A / Administration / Crosswork Manager

Crosswork Summary Crosswork Health Application Management

Applications Job History Showtech Requests Smart License

Platform Infrastructure

°

@ Installed v4.3.0
rc.80+build.91
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Add File (.tar.gz) via Secure Copy X

Server Path/Location

Network/server_name/directory/file name

Host Name/IP Address
Port 22
Username

Password o

[] Automatically clean all repository files before adding new one

BIMBEEOWEITIRIAA [7 7V /r— 3 > (Applications) | HEIZFRSNE T, [V a 7EE (Job
History) | % 7124 Y A b— VO TIRINEZRRTHZ L HTEET,

A / Administration / Crosswork Manager @ The product file /root/untar/cw-na-cncadvantage-4.0.0-51-release-220809.tar.gz was
successfully added, check job id: AJ3. Go to Job History

Crosswork Summary Crosswork Health Application Management

Applications Job History Showtech Requests Smart License

Job AJ3: Di ing /root/untar/cw-na-cr 4.0.0- Add File (tar.gz) @

51-release-220809.tar.gz in process
1%

Platform Infrastructure

@ Installed v4.3.0-
rc.80+build.91

Plan, design, implement, operate,
and optimize your network with
Cisco Crosswork Platform
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