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. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
1v8—7z427 kLz0BE |

AT T [BUEO VAT LF%EDZEH (Change Current System Settings) ] A == —72>5, [cauditd%Z 5% & (c Configure
auditd) ] ZBIRL £,

RTv7T2 ROFMEATLES,
« JE— b Auditd y——7 F L,

« UE— b auditd —/3—R— |,

ATv T3 [OK] Z@IRL TEFNFEZRIFLET,

~ E |
A3 —TART FLADETE
Crosswork Data Gateway A > A ¥ A& B L1-th, A > AKX AT TIZREfT T ST
HAVE—T 2 ALHBETEET, A =T oA AeBERT DL, TOARTELEEL
20 P T RLAZMEMTY, A X —T7 o4 AZBEEMT O T2 XY T 04 7
N—FT VALY TEET,
1R8O BRI

e AUH—T 2 A AT RLAZHRET D Crosswork Data Gateway A > AKX L A6 XT
DT NA AZG Y HEFT MR H Y £7,

» Crosswork Data Gateway { > A X L AT A LT F U AE— RIZTLHMLERH Y 7,

RT9T1 [VAT LAREDOZEHE (Change System Settings) | A == —2 b, [gA ¥ —T A AT RLADRE (g
Configure Interface Address) ] Z &R L £ 7,

Crosswork Data Gateway 1 > X 42 > A DHRTE .
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. Crosswork Data Gateway f > X % > A DR TE

5:[ AT LEREDZEE (Change System Settings) ] A —1—

AT T2 A H—=TxA AT RLADOEHE (Change Interface Address) | fEREAR >~ 7 AT, [IZW (Yes) 1227 VU v
7 LET,

6:[1 23— A RT7 FLADZERE (Change Interface Address) JHEZEA v t—

ATV T3 FHERTAHA X —T oA ABEIRL, [OK] 227 U v 27 LET, #7323 0F, etho, ethl, eth2, £7=
!i eth3 "Cﬁ—o

7:[4 53 —2 x4 RDER (Interface Selection) ] * —1—

ﬂ%l
il

. Crosswork Data Gateway f > X2 > A D



| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data Gateway /N # LD KT .

AT v T4 <interface>IPv4 7 KL v v 7 HREBRINLE9, 472 3 1, pHCP, Static Address, F721&No address
TY, Day0 DA VA M —VHFIHRE LA TV a VERRT D Z L 2BED LET,

X 8:IPv6 7 KL RAMDEIR

Select eth0 IPvé6
addressing method:

1 DHCP
2 Static Address
3 No Address
4 SLAAC
< [OK <Cancel>

ATy TE IPv4a7 RLAEZAJL, [OK]%2 27V v 7 LET,
ATYT6 IPvd Ry h~ZAZ T RLAZANL, [OK] %227 Vv 7 LET,

RATv 1 [AF >y F<interface> IPv4— k7 = A OHERLHERS (Skip <interface> [Pv4 gateway configuration confirmation) ]
N4 AT, True £721d False Z BN L | [OK] Vv LET,

ATY T8 BIDOFNET rrue ZRINL725E1E, 1PV —bU = A7 RLAZEELET,

ARTFY T [f v H—T A AT KLADAERE (ChangeInterface Address) |#EsBR >~ 7 AT, [OK]Z7 U v 7 LET,
B 9:FERAvE—D
Change Interface Address

Please remember to
reboot when you are done

< oK

AH =T 2 A AR LT D, BT VM ZHER L TS0,

Crosswork Data Gateway 0D /\{ 7 )LD KR

PLFOFINAIZAE - T, Cisco Crosswork 7 — 4 77— k7 = 4 (Cisco Crosswork Data Gateway)
WA G NEFR LET,

ATFYT1 AL A=a—T, "NAEZILEADBIRLET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .
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. Crosswork Data Gateway f > X % > A DR TE

ATy T2 [VMDO A Z)LDER (Show VM Vitals) | A == —nb, FaRT D310 L ERIRLET,
10: [VM@D /A 2 )L DT (Show VM Vitals) ] A =21 —

N1 2L i BA

Docker =7} (Docker Containers) VAT L THAEA VAKX 2L ST 5 Docker =
YT FTDRDONA ZNEFRRLET,

27 F ID (Container ID)
A A=V (Image)
4l (Name)

a< > K (Command)
VERLIREZ] (Created Time)

AT —H A (Status)

AR—1 (Port)

[l Crosswork Data Gateway 1 > 2 % » R DT



| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data Gateway 1 > X % » A DERE .

INA 2L A
Docker 4 A —3 (Docker Images) VAT NTCHIERAF S 4L TU 5 Docker 4 A — Y DR
DFfMIZ R R LET,

UARY U (Repository)
A A= 1D (Image ID)
YERIRF 4] (Created Time)
P14 X (Size)

% 7 (Tag)

2 hr—7 OFEAHEM: (Controller Reachability) | =2 b 72— 7 ORERGEMET A b D FITHER 2 For
L/i‘é—o

T 74N NIPvA 7 — N =4 (Default IPv4 gateway)
T 7 4 /V MPv6 7 — b =4 (DefaultIPv6 gateway)
DNS #—~3 (DNS server)
2> hu—5 (Controller)

avhka—Iky g LODAT—H A (Controller
session status)

NTP O A HEM: (NTP Reachability) NTP R (a7 A FOFEREZFR R L ET,
NTP H— ~Ofigik (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BIED > A7 AFE[H (Current system time)

Jb— bk 5 —7L (Route Table) IPv4 BELWNIPV6 v —T 4 V7T —T N ERRLE
—é—o

ARP 5 —7 /L (ARP Table) ARP T — 7 N E2FK R LET,

T v b U— 27 8%t (Network Connections) BHEORy NI—T8RE VA= R— M EFmr
L\i‘a_(]

T 4 A7 fEIE % (Disk Space Usage) TRTCONR—T > a VOBIEDT 4 A7 KaDfE
AR ERRLET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 > X % > A DEKXTE I
. Crosswork Data GatewayVM D S5 )L a—F 4 U4

NS B Bl

Linux #—E A (Linux Services) KO Linux Y —EADRAT—H A% FKRrLET,
* NTP

* SSH

* Syslog

* Docker

* Cisco Crosswork & — % %7— k7 =4 (Cisco
Crosswork Data Gateway) > 7 7 A N7 7 Fx

a7
NTP A5 — X A DFER NTP #—R—D AT —H A% KR LET,
AT LR OMERR VAT AR AR LT,

Crosswork Data GatewayVM @D S5 T )L a—F 4 25

[N TN a—F 47 (Troubleshooting) | A =2 —IZ7 7 BATHITIL, AA v A=a—
M [5 8T TN a—F 17 (5 Troubleshooting) | Z %R L £,

N

GE)  mfi%. dg-admin =2 —F—IZx e T 5[ N T 7 2 —F ¢ 7 (Troubleshooting) ] A ==z —
ZRLTWET, dgoper =—HF b4 7 v aro—MefEHTEErAL, £1: 50—
JVORERR 3 ~—) ZZRL TSN,

[NF7 7Ny 2—F 47 (Troubleshooting) | A == —IZiX, ROA T arBdbh £7,
cira -~y FOET (23 =)
« show-tech D LT (27 X—)
* Crosswork Data Gateway VM O if#E) (28 ~—1)
» Crosswork Data Gateway VM D> ¢ >~ R Z 7 (28 ~X—)
cauditd 2 7 DT 7 AR — K (28 X—)

s TAC > = VT 7 B ADHFYE (29 =—)

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
pra<> roxs i

=\ Y N /4
ZEra~< 2 FDOET
PZWr 3T (RunDiagnostics) | A == —TlE, 2>V —VIKROA T > a U INFRINET,

11: 2B DEST (Run Diagnostics) ] * —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

EO®ONOUO,®WN R

RA k~® Ping

Crosswork Data Gateway |£, {EE®D IP 7 R L A~OELEREMEZHERT H7-OIHEHTE S
ping +—7 4 U7 1 R L £,

ATYT1 A A=a—nD, [FT TN 2—T 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[ping] IZBE L £,
ATV T2 ROFEHREANTILET,

« Ping [A14%
« 3R CHAR A ML ETITIP
« ¥{Z75HK— b (UDP. TCP. TCP #:f%)

« 5L CHEAR—  (UDP. TCP. TCP ¥:5%)

ATy F3I [OK] #2727 LET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 > X % > A DEKXTE I
B sxresgaro—z0—+

RRARMIHTSHFL—RIL—F

Crosswork Data Gateway |Z1&, ZBIEDED b T TNV a—TF 4 ZITRLD [ F L—ZL— |
(traceroute) |47V a v NHBEESNTWET, ZOF 7Y a2 EMAT % &, Crosswork Data
Gateway 2N A EICEIET D F TORE 2R 2 TR CE £,

ATYT1 A A=a—nD, [NT TN 2—T 47 (Troubleshooting) ]>[ZWr? 31T (Run Diagnostics) ]>
[ —RA/L— ]k (traceroute) ] (ZEHL 1,

ATFYwT2 FL—2L— ek AN LET,

ATy T3 [OK] &7V v 7 LET,

ST a—TF409DE=HOAR ATy

Crosswork Data Gateway (21X, hT7 7Ny a—T 4 THOa<wy KRRV OPHESLTY
£

ATYT1 A A=a—nD, [T TN 2—T 47 (Troubleshooting) ]>[Z2Wi?31T (Run Diagnostics) ] {Z
BEhL £,
ATYT2 avr Refa~vy ROMOF T v a VETTT7 4 V2 28R L ET,
* 4top
* 5Isof
* 6iostat

e 7vmstat

* 8 nsolookup
25y T3 [OK| %2 U v s LET,
TRCOA TV a &R T D L Crosswork Data Gateway (X% 7 V7 L, f8E L7747
varEFEHLTCavyry REFETLET,

tecpdump DA O—F

Crosswork Data Gateway |Z(X, *> NU—27 8T 7 4 v 7 DX ¥ 7 F ¥ L orEaiElcd 5
tepdump A7 > a bV £,

A\

GE)  ZoXA7F, dg-admin 2 —H—DHNFEITTE ET,

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
avka—5tvrav iz rozi |

ATYT1 A A=a—nD, [NT TN 2—T 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[tepdump] (ZFEE) L F 97,
ATY T2 tepdump 2—7T 4 VT 4 B FATT DA H—T =2 A ABBIRLET, TXTOA 2 F—T =4 Rx LT
2—7 4 VT 4 ZFTTHITE, [T3C (Al |7V a 2@ RLET,
AT T3 @Y RF = IRy 7 A AN LT BRI v MEREFRT D0, FHEFYy 7 F v Lz Ty
N7 7 A MIERGELET,
ATy T4 ROFEMEATI LT, [OK] 227V v LET,
o« Xy MEEDHIBR  (Packet count limit)
o IVEERFR OHIIFE  (Collection time limit)
o 7L A XOHIBR (File size limit)

e 74N H K

BN L72A 7 > 3 G U T, Crosswork Data Gateway (/37 > % v 7' F ¥ (E#H &2 WiHE 12K
IRT BN, FFT 7 AMRELET, tepdump2—7 4 U T ¢ BFEE LIHIBRICET D &
Crosswork Data Gateway |7 7 A V& [EfE L. 7 7 A V% UE— FR A MIEET 5729 D SCP
07 A UEREERLE T, BENTETT 50, FRITE TN 7 A MREL T v 2T
L%a. JEM L7 7 A VITHIBRSIVE T,

O hkA—5 YL 3 TAMDET
Crosswork Data Gateway % > A h—/LF 5 &, arhe—F By vary TANF v a v
R LT, A A% A Crosswork Cloud & DL & N TE D E D MERGECX £,

BefgeT A MIMz2 T, =T 4 V7 43 VvMIIZEI D Y Tobn/zl) Y —A (CPUBLOATEY)
CRET a7 A NVTHESNZY V=2 L DBIZAR BB 2O BEERS L O L £,

AA A Za—=nb, [FT TN 2—T 42 (Troubleshooting) ]>[Z2WrdD 4T (Run Diagnostics) ]>
[ he—FFy a7 A RDFEIT (RunController Session Tests) JIZBENI L E3, #ne 145 L,
AUVAB L ADERINESL SN 2 B mT A v bE—UNary Y — MR R ESNET, BRIl 5 &,
RRRET A b 2SBINCHEM S 4L, ROFERPFRSNET,

«DNS H— "D P 7 R L *&
*DNS FAA

*NTP %+— DT R L&

* NTP A7 —% A (NTP status)
« 7% URL

s X VOBFEFREMEA T — X R

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 ~ X4 Y ADHE |

. Crosswork Data Gateway f > X % > A DR TE

e 2 hwu—> URL
ey b —T DORIFERFEIMEA T —H A

o F 2 NRBITERE S 7z B A

12:[A> kA—5tvP 3T R NDEFT (Run Controller Session Tests) ] 4 —1—

[l Crosswork Data Gateway 1 > 2 % » R DT



| Crosswork Data Gateway 1 > X 2 > R DKXTE
show-tech D E1T .

13:[2>b0—5tvy>a> TR MDEIT (RunController Session Tests) ] A — 1 —D#ER

:17 AM UTC

RDBERY

Oy hE—TFy g UBRTESL SN oA, oY —MICE RSN ER AR L
BEZONDRMOFERZFEL, = //—/VTT%%éhf_@EY& varEFTLET,

show-tech ND=E1T

Crosswork Data Gateway (&£, 77 7 7 A /L& 2 —HWF—EFD SCP DIELICT 7 AR — T 54
7' a v show tech 242t L F9°,

DX 2T — 2P S NET,
* Docker = 7 CHEIT N TV HTXTD Data Gateway 2 > R—R 2 hdra
* VM /XA Z L
FATHFTOT 4 L7 h VT tarball Z{ER L EJ, H /1L pe-<cpG version>-<cDG host
name>-year-month-day--hour-minute-second.tar.xz.enc k A 5 Zl ﬁﬁ@ tarball T“ﬁ‘o

Crosswork Data Gateway DIRREIC K> T, ZDa~y ROFETITHG D0 D5608H 0 £7,

ATV TN [FFT Vv a—F 7 (Troubleshooting) ] A ==—72>5 [5 Show-tech] Zi®R L, [OK] %27 U v 27 L&
R
ATYT2 vl LA ZNEETe aball DRAFEE AT LET,
ATV T3 SCP AT L—X%ANL, [OK] %27V v LET,
showtech 7 7 A VT sk S e B TH v or— RSivE T,
GH) AT LOMARERIZ & - T, showtech 7 7 A VDX 7 i — RIZEGDINDEERH Y £
R
ATy T8 Xyra—RFRgETLEL, ROavy REFITLTESLET,
GE) T ANEE ST DI i<xm$LA—va/11h%%ﬁ¢éb%#&@i# VAT AD
openssl IN— g U E R T DITIL, openssl version IV R&EMFEHLET,

MAC T7 7 A V&EE ST HIZIE, OpenSSL 1.1.1+ & A A b — 30BN H Y £3, T
[%. LibreSSL @ openssl 2~ N yibs OpenSSL @ openssl T~ FCTHR—FINTWNBETT
DAL FIIH R —F L TN RNTZHTT,

Crosswork Data Gateway 1 > X 42 > A DHRTE .
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. Crosswork Data Gateway VM (D B #Z &)

openssl enc -d -AES-256-CBC -pbkdf2 -md shabl2 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data Gateway VM 0D FE #Z &}
A

GE) ZoX A7, dg-admin 22— DOHRNEITTE 9,

Crosswork Data Gateway (1%, VM Z FEEIT 572002 2OF 7> a U BdH 0 7,

c[TRTOa VL7 ZZHIBRL TVMZ HEEI9% (Remove all Collectors and Reboot VM) ] :
AVA M= NBIZF T = RElcarT ) (avr et 7e—R) #F1EL T,
Docker nHA A=Y &HIBRL, 2Ly ¥ 7 —2 LR ZHIRL T VM 2 EE T 555
X, [FZ7 7V =—F 47 (Troubleshooting) | A == —nHL I DA T &R L
FT, ZHUCEY . MHIRRERTET LIZEHRD, A V7 TFARNT I Fx arTFORNE
TSN TWVDHIREEIZ VM N Y £,

« [VMOFHES) (Reboot VM) |: EH OFEBEDGAIX, [N TF T NVYa—T 47
(Troubleshooting) | A == —nH I DAV a U ZIERLE T,

Crosswork Data GatewayVM D> v v 5 Y

[NZ 7Ny =2—T 42 (Troubleshooting) | A ==—22L[SVM DY ¥ v h& 7 (5Shutdown
VM) ] %#4R L C, Crosswork Data Gateway VM OFEJRE 4 712 L £,

auditd A DT H A AKR— k

auditd @ 72 =7 AR — T 5H121E, ROFIEEZEITLET,

ATYT1 [N T TNV a2—T 47 (Troubleshooting) ] T, [9 A& /D= AR — bk (9 Export audit Logs) ] % i
RLET,

AT T2 auditd 7 7 O tarball B 5L D /RA T L—X%E AT LET,

ATy T3 [OK] &7V v 7 LET,

Crosswork Data Gateway O B & £%

WD FNEIZHE > T Crosswork Data Gateway % F&8k L £,

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
n—5—vavantns771L08E [

15D B HIIC
BEAF? Crosswork Data Gateway DX $klE, BT DRIC2 Y b r—F O HIBRT 2 LERH
DET,

ATY TN [N T TNy a—T 47 (Troubleshooting) ] A == —75, [7 Data Gateway D Ff&$k (7 Re-enroll Data
Gateway) | ZFIRL £7,

RT9T2 ROFATOT Ry 7 AT[Yes] &7 U »7 LET,

O—F—>araht=-a5 2774 IILOHIK

ZOFEEFEHL T, /var/log BE DN Jopt/dg/log 7 A/ FHNDOO—TFT — 9 I T
DOrT Ty AN (*gz ol *xz) ZHIFRLET,

ATFY TN [N T TNy a—T 47 (Troubleshooting) | A == —nb, [ —T—L a3l 77 A LOHIER (8
Remove Rotated Log files) ] Z# R L £,

ATV T2 BRENDEAT 7 TUIWV (Yes) | ZRIRL T, ZEARIFELET,

TAC >z L7V RXADEZME
TACY = /L7 72 AMRER T A L. v AaDxT YV =T 1%, dgtac &\ ) A RTOTHIFE
Da—HF 2 FEH LT, $EHRRIFIC KL > T Ubuntu > = /VICEFER V' A L TEET,

BONE, 2—VRv a7 VERS LAWK S ICdgtace—YF T v e v 7 X
TWT, NRAT— KPR > TWET, AZNCT 5 &, dg-tac =—FIZROER D
12:00am UTC (4FRITOFFUTC) £TT 77 4 712720 ¥4, Zid 24 BRI T,

dg-tac = —HEZHNTT L FIHIL, kD EBY TT,

A\

GE) ZOT 7R AEENCTHICIE, AT TICHEBTALERH Y 1,

1R BHHIIZ
VAADWEYE T =T 8 SWIMS Aberto Y —MIZT VA TEXAZ AR L TLE X,

AT v 71 dg-admin ==—+ & L T Data Gateway VM (212 71 > L £ 77,
ARTYT2 A A=a—nb, [§ T TN 2—F 47 (5 Troubleshooting) | Z IR L 97,

ATY T3 [FTF TNy a—TF 47 (Troubleshooting) ] A ==—25, [TACY =/V7T 7 & Z2AD4a%ME (Enable TAC
Shell Access) ] Zi&IRL £,

Crosswork Data Gateway 1 > X 42 > A DHRTE .
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. Crosswork Data Gateway f > X 2 > A DEXTE

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

dgtac—H D a 7 A NNIFREEHD/RXAT— RETACHHLT ¥ LV b= VDI ENLETH D
ZLREETLAAT R IIRRREINET, ZORETAIMET v 2 2A4F 1T 21T Wiz (No) ]
. BATT DI [IEV (Yes) 1 2R L 9,

AT T DL, HEHTL2HLWSRRAT—=ROANBRRDBIL, THT L SRR HRERRSNET,

ALYV AZa =TT AT "Oa Yy 7 EffRT 570D AT— REeAJLET,

Crosswork Data Gateway 2°5 12 7 7 7 h LET,

VAIADIT Y =T ) Crosswork Data Gateway O VM ([ZEEET 7 Z A TX 254 1F, ROFIEEZFITLE

T ENLSOLGEIL. FIR 8 ITHEARAE T,

a) dgtac 2 —H—OFIAS THELIZ/NRAT— &, i Raxv=7 LHEFLET,

b) RELERAV—FREEAL T Aanxz V=7 Ndgtacz—H—& L TSSHEHTr /4 LFE
D
NXU~F%Aﬁ¢5k Fr LV b= UBRERENET, YAADT V=T, SWIMSAberto

V=V EHEHLTF Y LY h—7 VB L, BRABEHDINE % Crosswork Data Gateway @ VM T

Fx LY b= ZBE0 fHF £,

) YAaOTrY=TFdgtact—H—L LTEFIIar/A L, NTT NV a—T 4 THFATLE
D

dgtac +—H DT A B2 A L7 7 MERIZ 15 0M T, v 77 v LGS, Y Aaoxrv=7
X, BER AT 272D LNT XY LU DICEATHUNERDHY £7,

d) "INV a—T 4 VI RETLEDL, VAIDT U YV=TXTAC Yo Anbu 777 hLET,
VA aADxT Y =T 3 Crosswork Data Gateway O VM [ZIEHET 7 B A TE 2 WIEAIE, T A2 by 7R
EENDNIL TV RADZ V=T O —T 4 7 EBBLET,
a) WOa~wr REFEHLT, dgtac=—HFE L TCSSHEHTr A LET,

ssh dg-tac @<DG hostname or IP>
b) dgtac 2—WFICRE LI RAT—FE AN LET,

WNRAT—=KREANTREE, FY Lo P b= UBRERENFET, ZO—F v EIRAaDT V=T
CHFLEST, FOL RO =T L SWIMS Aberto Y — V2 LT h—7 IZBL L, I5E %

) Tx¥ LY h—27 kT DB ZIEE % Crosswork Data Gateway VM (ZHE U £41F £ 97, Enter ¥ —
BTz a s N RERENET,

d FITNva—T AT ETOE. TAZ by TR T L0, FFV AT V=T OFR
WZHEVE T,
dgtac =—HF DT A FAZA LT ¥ MERIZ IS HCT, =T R LEHE, Y RAanzr =7
I HEa AT 5Dl LT ¥ L PICEATOLERS Y £7,

e) NI TNYa—TFT 4 IRETLEL, TACY = Anbr 7y MLET,

. Crosswork Data Gateway 1 > X 4 > R DERTE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



