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« [#H (Description) ]: 7" —/L D&,

ATv T4 [F—nVU Y—AZ (Pool Resources) | A > T, IROFFEMZEML F9,

TV OFEFAIZS U T, =Y = RADNRT A=A N EDY £, =& 2L, [L2A R LT (L2Stretch) ]
DE. T—NY V=R X IPvd T RLAEBEL£7,
o [IPv4] £721X [IPv6] : AR IP D IPv4 F 721X IPv6 7 KL A7 7 S U AR L £9, IP 7 KL A2,
IRDINT A —ZNMETT,
o[ %> I (Subnet) ]: % Cisco Crosswork Data Gateway D% 7 %> h~A 7, IPvd %7 x> |
~ A7 OFPHIL 1 — 32, A— b OHFPHIL 1024 — 65535 T,

s [*y hT—27 55— 1D xA (Network Gateway) ]: 7 /34 R Lil{E 3 572 ® Cisco Crosswork
Data Gateway ZILEND 7 — 7= A7 KL X,

o (A7 vay) RFIPT KL ADFQDNEZ AT 5] : ZDOA 7 v a 3R LT, syslog sk
£ Crosswork Data Gateway DFRARIP 7 N L AZAHR A M £ 721352 2Ef K A A >4 (FQDN)
ZEHLET,

+ [FQDN] : syslog fEBHE D Crosswork Data Gateway DOSARALIP 7 R L ATk D2 2B/ KA A U4
(FQDN)
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Cisco Crosswork Data Gateway — L DERK .

«[H O 12BMNT 2% (AddAnother) ]: BIIZIEIRL7=7 KL A7 7 I U (IPv4 721X 1Pv6, FQDN) (25
SWT, T_XTDT 77 4 7 7% Cisco Crosswork Data Gateway - > A X ADRABIP 7 KL A FE =i
FQDN # A) L £,

s RFEICHEIR AL N, T =8 7 — FT = A O Z&ENT % (Add the number of standby data gateways
desired for protection) ]: 2D 7 4 —/L NIZ0 LV KEVMEZ AT L5 L. = OE T HERAEIC
ROET, 70T 4T RT—F5 = oADK LGS, RELHRT HT-DIZT—LHD [
B NS | NEEHDY £T,

7 — VI % Cisco Crosswork Data Gateway A » A % ADOHE, R IP & X & /34 Cisco
Crosswork Data Gateway { ' A Z L ADGEH LRI CICT 2 MERH Y £, & 2E FHEIP %3
DAL, 2DDARBZ N A L AB L APMEIRGETEL, 5 DD Cisco Crosswork Data Gateway 1
AL Al = TBINLE T,

(TSN T BT = EF = T A A AF L ADY V=A% L TGEMT 5 (Select and add Data
Gateway Instance resources topool) ] : ZEID [KEFIV K THOF —H ' — DU = A A AKX A (Unassigned
Data Gateway Instance(s)) | 22H7 —% 7 — Uz A A VAKX RAERIRL, HREEZ 7Y v 7 LTA
VAR R [ MTBNESNTT =4 — MU = A A A F A (Data Gateway Instance(s) Added
to Pool) 1 IZF@E)L 9,

4:[FT—ILDERL (Create Pool) J™9 4 > K™

FaDN *

o

ATvT5 [fRIF (Save) 127U v LET,

Amazon EC2 T, 7' —/VMERK S =B, 727 7 1 772 Crosswork Data Gateway @ NLB 23 IE & 72 RBETH
LT L EMERLET,

[R77 (Save) 1% 7 VU w27 L, {48 Crosswork Data Gateway 7> H BHICAERL S A, [T —H &7 —
N7z A A AK A (Data Gateway Instances) | ¥ 7ICERINET, T3 2% Z DO
Crosswork Data Gateway |ZH2f5E L CUUE Y a 72 EIT L £ T,

\)

GE)  DNS #—"—D{AE IP & FQDN ERK I K% L TV D356, 7 — /VOLERIER L £3°, DNS
P — 3— FQDN #k Z Mgz 957>, FQDN A7 a v 28 L CTHRITL T 7E &V,
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B =vo—r—rn—oxs

FET LA —N—DET

ATy I

ATy T2

ATvT3

ATvT4

HEENZA LT T AR a— A NBIEE. AV AZ ANPGRS —ILHNICH D AKX
VRA A VAR U AND T o)L — N — B IR TT X F 4,

188 BRI
Crosswork Data Gateway 7 —/L C7 = — /LA — R—%BAIAT DI, ROSIEE L TLES
U,
c N7 = — VA —N—=RNETHDOT —F 5 — U = A TiX, FET = — A — " —%3AT
TEEHA,

e Crosswork X, —FEIC1 2D 7 2 — /L F—RN—BROLZEZELET, FFICE»RD T =—
VA —N—FIR VR —F L TWET A,

W7 EH 1 DDA L AH U ADOEMERIED UP £7213 NOT_READY Th 5 Z L Z il
LE9, Crosswork IZ. ZDA VAL L A% T 2—)LF—N—=NRBETLHAZ L NAL LR
R LET,

R EB I ODAR N, F—F F— R T = A A AF AN NOT_READY IREET
HHULENDY F7,

C RUTFFYAE— ROF =4 S — b7 = A 1F, BIRIED UP 1072 5 £ C, 19RO 7 = —
NF—NR—FHEDO AT & L THHATE £ A,

T — VA —NR—IEHT D TFEDOTHOT —F = U= £V AZ AT,
NOT_READY IREETH 2 LERH Y 3,

PLFOFNAIZAE - T, Crosswork Data Gateway > A X ZADFE 7 = — /LA — —% G L
ij‘o

A v A=a—b, [E#H (Administration) |>[7 —% 7 — h U = A OEH (DataGateway Management) |
>[7T—#%7— b7 =xA (DataGateways) | ¥ 7 ONEIZERIN L E,

7 = — )V A ——% BT % Crosswork Data Gateway @ [7 2 2 = > (Actions) || T, [7 = —/LF—/3—
D45 (Initiate Failover) (%2 7 U v 7 LTEIR L E T,

L5 (Warning) |V 4 > RU T, 72— /LA — =05 THIZ, BIRLZT—F = VoA AT
VAE— RIIBITT DG AE, Ty IRy 7 A LET,

[#i4T (Continue) 1 %27 U w7 LET,

RDRARY

T—HNR— A E 721 OAM T+ RNV ORENR K T = — /A —"—NET LR WEGE
I, DR L b AZ A A AZ AN NOT_READY JREETH D Z L ZHER L T b,
T x— )V —N"—mHRITLET,
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Crosswork Data Gateway ~D 7 /3 X DiE#E .

Bt D 7 = — A — =% IAT DRI, AX A FT—% F— K~ 7 = A B NOT_READY Ik
EBICRBAITTAETI0~30 DL ET, AZX A A VA AN 30 %RICUPIREED E =+

ThIHEE. T—% 7 — U =A D oam-manager % FHELHE) L T, #ERAELZ NOT_READY
LLTHETLET,

=N

b

Crosswork Data Gateway ~®D T /\ A X DIEHi
Crosswork Data Gateway (27 /3 A ZHfi T H5551E, IROTA BT A ZHENET,
s 734 AL 1 D® Crosswork Data Gateway D | ZHfkt Tx 97,

« RN T F—~ V AEEDHITIE, 300 BLLTFOT S A A THIAENZ531F T Crosswork Data
Gateway (ZHEt T 2 Z L 2 BEIO L ET,

)

(GE)  Crosswork Data Gateway Tl&, SSH #Ei23 BT 2 AIREMED B D 76D, VAR TR W EASHR
T A (KEX) OMAZYR—FLTHEEA,

1R BHHIIZ

T3 AP d 5 Crosswork Data Gateway O [ EIRFE (Admin state) | & [EhfEIRAE
(Operational state) ] 23 [7 v~ (Up) | THDHZ L xR LET,

ATy 1 (AT =) BEAFD Crosswork Data Gateway (27 /34 A &5t 9 HAIIZ, Crosswork Data Gateway O 1F %
WEERT L 2B LET, FEMICOWTIE,  [Crosswork Data Gateway IEFfEDE=4% U 7 (16
N=) | EBRLTIES N,

AT T2 A A=a—nb, [EH (Administration) ]>[DataGateway D& (Data Gateway Management) ]>[7 —
X7 — k7= A (Data Gateways) ] 28I L £,

ATy T3 FAA REHHET D Crosswork Data Gateway O [7 7 2 3 > (Actions) 151, = %#27 U v 27 LT [F3A
A D (Attach Devices) | R LE T, [7 /34 ADOHHE (Attach Devices) |V 1 > RUDBH & #ft
AIREZR T R TDOTNA ANFKRENET,

5:[T /131 AR (Attach Devices) 179 1 > K

Attach Al Devices (1)

Cisco Crosswork Data Gateway .



Cisco Crosswork Data Gateway |
. Crosswork Data Gateway D& E %R D EIE

ATFY T8 TRTCOT A AT DI21E, [TXTOT A A0 (Attach All Devices) 1% 7V v 7 LET, £
NSO G, BT 27 3 A2 L, [BR L7731 ADO#HE (Attach Selected Devices) | % 7
Vw27 LET,

ATY TS [HER T3 ADH (Confirm-Attach Devices) | # A 7 1 7 C., [##t (Attach) 127 VU v 7 LE9,

[F—4 % — b7 =A (DataGateways) | 3A > D [$kt7 734 2% (Attached Device Count) ]
Faed LT, BEPEN LI Z 2R L ET,

Crosswork Data Gateway O IE 714 % & =4 — L. Crosswork Data Gateway 2387 L < ¥t S vz 7
NAZATIEFICHEL TV Z L 2B LET, EFEEZE=F—F 2 HEICONTEL,
Crosswork Data Gateway [EFPEDE=% Y 7 (16 X—) ZZHL T LEEW,

Crosswork Data Gateway D% E % D EIE

Z DIATIX, Crosswork DataGateway WD S EIFER AT T U AX AT IZOWTIHALET,
» Crosswork Data Gateway [IEFPEDE =XV 7 (16 _X—)
« 7 — U2 X % Crosswork Data Gateway @& A FME (8 ~2—3)
« Cisco Crosswork Data Gateway 7 /34 ZE|) Y CTOEH (22 X—)

* Crosswork Data Gateway { o A ¥ > ADHERE (25 ~X—)

Crosswork Data Gateway EEHDE=42 1) >4

Crosswork Data Gateway OEIE & EFHEOMZE X, [HE (Administration) | >[T—42 4% — bk
D4 DEE (DataGateway Management) |>[T—42 4 — k> x4 (DataGateways) 1> (¥
1)y %) {Crosswork DataGateway} DIE|ZT 2 = A L. Crosswork Data Gateway /3o X JL~3—
UNHLRRTEET, ZTOX—IZIE, Crosswork Data Gateway THEITINTWAH I E I E /2
a7 HEENTZ—EADOREOFEM S & £ TV ET, Crosswork Data Gateway D 2R
RIEFMEIL, 27 HEENTH/ T —EADOEFEIZBIRFELE T,

[7 27 ay (Actions) | ARF &7V v 7 L, @HRA=a—%2FEIRTHZ LT, NFT0
Va—T 4T T I T AT A BFETTEET,

* [Ping] : fEED IP 7 FLA~DEEA ML T = v 7 LET,

o[ N L —A)L— | (Trace Route) |: BIEDHBED T TN a2 —T 4 L TITERNEBET,
ZOF T arEMHT S EL Crosswork Data Gateway 23 JGIZBET 5 F TORKE D
7R 2 THIC X £,

o [—EAXRX U v DHF 7 a—F (Download Service Metrics) ] : Cisco Crosswork @ Ul
725 Crosswork Data Gateway DT X TCOIUET a 7D A N v 7B X —RLET,

* [Showtech® % 7 > 22— K (Download Showtech) ] : Cisco Crosswork @ UI 2> showtech &
TwaEXya—RRLET,
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Crosswork Data Gateway EEHEDE=4 1) 245 .

o [B 7 L~ULDZEH (Change Log Level) ] : Crosswork Data Gateway @ =2 > 7/R— %> k(=2
L7 % (cli-collector) °A > 7 F#—E A (oam-manager) 72&) D1/ L~YLZZEH T
xFET, v LULOER L, AW %X % Crosswork Data Gateway (2 D& S v E T,

K 6:[T—%45— kx4 (DataGateway) ]9 1> Ko

il Healt nsights and Change Automaton n youwA. Moo d
disco. Crosswork Network Controller A fth Insights '0e Automa 00
A / Administration / Data Gateway Management / dmz-dg-wdc-1 (Assigned) Last Refresh: 28-Dec-2022 09:51:01 PMPST | O
dc-1 (Assigned)
10 | Protected @ | Curent Data Gateway nstance Name: cmz-cg-wac-1
Jobs: 15 (view Jobs)
History ® 21 Events were found inlast two weeks
©0_80L
« . ®
Degrases D o o .
0
200 27060 2806
U @Dogudes @Emr ONot Roscy @ Unkoown
Events @ em)
Event Type Messag Start Time End Time Duraton

ice Status @ Data as of 28-Dec-2022 09:50:55 PM PST | £

@ cpuizaton Memory Used (MB)  Java Heap Memory UseclMax (MB) Network n/Out (M) Network In/Out Rate (8/.. () Disk n/Out (MB) Actons

23 173713 754.18/0 ®
002% 27.43 ®
w292 654710 ®

004% s17.88 = 672/1077 306873891 e
0% e
019% 57.99/0 15 26127147886 @
. a9 ! ®
0% - @]
243% e
033% 00.08/ 1601 7412 28 e
7% 9 3.83 2 ®

0

WDINT A—=E NI DO_—=DICFRENET,

* [—#%# 72 Cisco Crosswork Data Gateway D7l (General Cisco Crosswork Data Gateway) | :
TYEREE, mATHMEOREE, HE SN TWD TS 20, oY Tonleya Ty,
Crosswork Data Gateway D—#xH 7252 R R LET, [727 3 (Actions) | 47 =
VUIPLEATEDEESER NI TNV a—T 4 T DOF TV a ZOWTHLE
R

s /B (History) |: # A LAX 7 fZIEEEHE, 7V 7R A2 &Te, 14 B O Cisco
Crosswork Data Gateway DAF ILJBRETF ¥ — &2 FRLE T, ~A DL EOA 79
EHEHLT, 77 7NOREOHIRIOBRET v — 0K, #i/h, Nr&23471L720
SVG & PNG ¥ 7> m—RFLET,

s[4 X2k (Events) ]: 82 14 HM D3 T? Cisco Crosswork Data Gateway D iEFIKHE D
EHEOYAMERRLET, ZHTiE, BIERBOEE, o—LOEER, A7 —F ALH
DHHZRT A v E—U, XA LRAZ T BEzZEGTeA N2 bOFEMR EDOIFRNE =
ET,
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. Crosswork Data Gateway IEE D E=42 1) 5

o [IEHM: (Health) ] : Cisco Crosswork Data Gateway D 1EHF PEfF# A~ £~ L £7, A LMD
HA DAZ T, e DEFT — % ﬁiﬂﬂﬁ SN EDIA LAL T TT, Crosswork
DataGateway 73 [T 7 — (Error) [REEOHHE. 3o OBE TTF — 2 BN WgGE .
HADARR LT ZXJEIT —H DB EHWZ L &R LET, Crosswork Data Gateway [CPU{%
FiI% (CPU Utilization) ]72° 80% % # 2 52854 1%, [CPUMEf = (CPU Utilization) ] S 5
(ZHEAN L C Crosswork Data Gateway DOFEEIZ DN HENT, BRIEHELZ#H T D Z &2 RE)
HLET,

[%v FU—27 A% (Network In/Out) &2 23 icid, WIC 3%y hU—27F—X
EEZETOHENRRTINET,

GEMo v —1E#H  (Additional Role Information) | DFICH D [ T A 2 %27 U v 7935
ELWICIZEI DY THNTEA VF—T oA Au—VEFRTEET, Ny 77 v 7T,
AR — L ICB T DM RS IINLET,

7: [Crosswork Data Gateway® IE %1% (Crosswork Data Gateway Health) ]9« > K™

abalh Crossw utoma ¢
ersee. Crosswork Network Automation °

Health @ Data as of 22-Jan-2023 03:16:25 PM GMT+5:30

Disk Space Used Disk Reads/Writes (Cumulative) CPU Utilization Used Memory (2) Network In/Out
Partition1 TG IR e e 14202 /6654239 N eth2
Jroot Interface Role(s): Sb data
05% 14% 0.06 KBps / 0.02 KBps
Partition2 ©008GB ©034GB 0.42GB 147 132
/boot

12 eUsed 6823.23 MB
0.24 Buffer/Cache 9919.44 MB
Partition3

®151GB 141GB  1561GB 12360 /1028970

02 Free 31448.17 MB
opt/dg/log
018
Partition ©001GB ©048GB 049GB 163
Iboot/ef
Partitions ©401GB - 1495GB  18.96GB

var/lib/docker

Partition6
opt/dg/appdata

© 059568 1988GB 2047 GB 1563 /87222

® Used Free

o [h—BERRT—4 X (Service Status) ] : Crosswork Data Gateway TE/T S LTV 5% D

AT TP ADOEHRENR L, e OV —CREFEBT 4T v ay (T2 =
> (Actions) 1> [FH##E) (Restart) ]) ZfEH LY Y —RAHENRFRRINET, [Afr
(Load) 15X, ZOHREED L7 X/ —ERAOMBHAMEZ R LET, 2L 7 XDAMA
ATIE WSO DA M) w7 2R L TRESAET, ARAaTIZ & B £
BOBEREY — NI~y TENET, AL 7 ZREICHY — THEL TV D55, 20D
ALY EREED CPUAEY Y Y —AT 077 A VO — IV FEICELLEIEAEKL
F9, AfTA T OHEHTEOFEMIZOWTIX,  Load Score Calculation) ZZ R L T<
720,

. Cisco Crosswork Data Gateway
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| Cisco Crosswork Data Gateway
Crosswork Data Gateway EEHEDE=4 1) 245 .

\}

) arv7FP—v20U A NI, fEH D Crosswork Data Gateway &
JI5E Crosswork Data Gateway C#:72 V) £ 7, JLiE Crosswork Data
Gateway (21, KV E DI TFHFRA A P—LENTWVET,

FREND Y YV —REET —H 1%, docker HHMPOL DL D TY,
THHOfEIE. arTHEENEY— P RIC Lo THEESNDE
DY Y —A XD HEL D E9,

8:[F—ERART—A R (Service Status) ]9 1> K™

a as of 22-Jan-2023 03:16:25 PM GMT+5:30 | £%

©00000000
)

©
> b
)

v b —27 N® Crosswork Data Gateway O IE 542 EMMICEA L T, @AM ZHEL, B8
MDY Y —ZZBI L7 Y . Crosswork Data Gateway D fif &2 #HI 72 % A 2 > 7 CTHIKT 5 72
FOREHEZEBIICGELD Z L aBEIO LET,

1. Crosswork Data Gateway (ZFEENFAE L2 HE, £2id) VY —ARBEOHIRITE-SWN T
5854, DG-Manager |27 7 — A% A% L £ 9, [Crosswork UI]>[ShowtechZ >k (Showtech
Requests) | 725, F7IET7 7 —LRy FicaZ 4 LT, 77205l T
hd‘o

TI=LZE AN NDEA MV, BRE, HRAT—Y (Day0, 1. £721L2) | @
., BXMEET 7 v a U BEENET, [ShowtechZ>K (Showtech Requests) ] 7 1 > K
T ENT D JFIEIC DWW TIE, Crosswork Data Gateway 7 7 — ADFE R (20 X—) &%
LTS EEN,

2. Crosswork Data Gateway ® [CPUf# i (CPU Utilization) ]74%80% %2 5%&1E, T34
A &RD CDGIZBEIT D, o VM 27— W iZBINT 5, £33 FEOINEY 3 7 Ok
JEARMERTZ LIk~ T, [CPUEMZE (CPUUtilization) 1% FIF 5 £ T, INEY 3 7 & 1E
LN &R BEID L ET,

3. Crosswork Data Gateway @ [CPUfEH 2 (CPU Utilization) ] 7% 90% % #8 2 %5 1%, [CPU
2 (CPU Utilization) ] @K\ 5D Crosswork Data Gateway (27 /31 A &= E4 5 Z &
BEIDLET,

4 VAT LT I—LuBEERT LI LaBBOLET, U Y —ADMETIIRL, T4
DRy FPHEICREAEL TR L 2R L TS, KIT, 7—F O5E5E0RE
ZEET 200, IWEY a 7OBELHPLET,
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. Crosswork Data Gateway 7 5 — LD KRR

Crosswork Data Gateway 7 5 — LD KR

ATv T

ATy T2

ATvT3

ATvT4

ATy TH

Crosswork Data Gateway |&, 7 —ZWUEA T D E 2T 25 &, 77 —L%ERLET,
T I —LEMER LT, T—XUIUEICEEY 52 DEEZE L, VEISCTEET 7 v a v
EFETTEET,

77— LEFT HIZIE, Crosswork UL IZREEN L £,

\}

GE)  F7/ix, 77—24AKy FlgrZ A > LT, DgManageryaml 7 7 A /L CT T — L& FKRTH
L TEET,

AA A =a—nb, & (Administration) ]>[Crosswork Manager]>[7 7'V 77— 3 »&H (Application
Management) | % 7 &3&IRL, [7 7 U7 — 3> (Applications) =27 V7 LET,

[Ty b7 —bA2T7F7ARNT 7 F % (PlatformInfrastructure) ] % A /L C., [FEMIDFE R (View Details) ]
Vw7 LET, [77 YV —a UMl (Application Details) ] 7 1 > RUMBAE 97,

[¥A1 27 a¥—E A (Microservices) | % 7 C. [4H] (Name) | 74—/ RIZT7F7—2%BAH LT, 7TT7—
LRy RERDTET, T7—LKy RORT—F AL, ERTHLULENRDD 7,

[727 3 2y (Actions) | D FD = TA a7 Y 7 L, [Showtech) 7 =& | (Showtech Requests) ]
AR L E T, [Showtech 23K (Showtech Requests) | 7 « & K 71T, showtech ¥ = 7 OFEMINAE /R S E
bg‘o

(AFvary) 79—LKy Ricue A4 LTT 7—L%&FrT 50, [ (Publish) 227V v 27 LT
T 7 —AL%HF 7 — R L Tshowtech 2 7 A L £, [seH— 3—DAJ) (Enter Destination Server) ]
AT R TRy 7 ANFRINET, BEET 2565 % AL, [2AB (Publish) 122U > 7 LET,

9:[Showtech') 7 T X ~ (Showtech Requests) ]2 1 > K

Enter Destination Server

File Selected to Publish

Server Path/Location*
Host Name/IP Address *
Port*

Username*

Password * ©o

T I —ALE, FBE LB TRBASNET,
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Crosswork Data Gateway 7— /)L DEE .

Crosswork Data Gateway 7— /)L D & IE

WD TFNEA FE1T L T Cisco Crosswork Data Gateway 7 — /L ZfRfE £/ (FHIBR L 9, 7—1 %
fERT 5 1Z1%, [Cisco Crosswork Data Gateway 7" —/VOER (10 X—) | 2R LT
é b \O

1R BHHIIZ
TNV EREETITHIRT RN EE T REEERRA Vb
c TNA ANRBEF SN TCWBEMET —Z 75— U = $7L 7 —MTHIBR T 8 A,

T =B F— R Uz A VAZ AL, TRTOT /XA AD~ v B2 7 Crosswork Data
Gateway N HHIFE S NG EICOH, F— /L HHIFRTE £9°, Crosswork Data Gateway
AV AR UANT = AINSHIREND &, 72— —_R—FEDFITHIC, RS —n
DAZ N A P AZ L ANEORDYIZIRD £, FET = — A ——DFEMIZ O
T, FE7 2=V A—R"—DFET (143—2) ZZRL TS0,

« Crosswork Data Gateway 7 —/L & HIFrR3 22, H AT Crosswork Data Gateway 7> H 7 /3
A ZA&YI BT, T 31 A% BID Crosswork Data Gateway (ZFHE) L £ 97,

ATV TN AL A=a—5 [EE (Administration) | > [Data Gateway DE ¥ (Data Gateway Management) ] %
HIRL, [7— (Pools) 1 #7 %27 Vv 7 LET,

AT w72 CiscoCrosswork Data Gateway 7—IL D#REE :

a) ZON—VIIRREIND T —NDO—ENDORET DTS — NV EBRRLET,

m[%ﬂmﬁzmm'fewmﬁ%(&mm@Ammww&mwmu&ay%%<Kﬁﬁaﬁ&y%ﬁUy
7 LET,
VY —AT = )VERET D56, [F—/ Y Y —A (Pool Resources) | A L D/XT A —XDIHEEH
T&EEJ, [F—n/3F A—% (Pool Parameters) | ~~A ' T/NNT A —Z &R+ 52 LI TEE A,
[/ =37 A—% (Pool Parameters) |4 L C/NT A — X BT 521X, LBERETH LN —/L
Z{ER L. Cisco Crosswork Data Gateway | > A X L A% D7 —/LIZBEI L7,
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. Cisco Crosswork Data Gateway 7 /34 XE|Y Y THERE

10:[FT—3245— x4 DEE (Data Gateway Management) ]-[HAT—ILD#RE (Edit HA Pool) ]9 14 > K9

[} Data Gateway Edit HA Pool

Pool Name * Description
dev-test-pool

Alphabets, numbers, underscore, hyphen and dot are allowed

v Pool Resources

FQDN * Add the number of standby data gateways desired for protection *

kantdev2test.cweisco.com 0 ®

+ Add Another

Select and add Data Gateway Instance resources to pool Data Gateway Instance Types (7) & Standard &g Standard Plus with Extra Resources g
Extended
Unassigned Data Gateway Instance(s, Selected 0 / Filter O / Total 0
Data Gat: nce(s) Added to Pool* Selected 0 / Filter 0 / Total 1
Operational State Data Gateway Instance Name
In Use Data Gateway Instan Data Gateway Name
BN
No = kant-dev2test dev-test-pool-1 @
Nin Rawe Tn Show < o =5 p @

c) [ —n VU Y—2Z (Pool Resources) | A > Tix, 7= NZA S L TELTDHY VY —ANRT A —H
HEERTEET,

CMBERT VT 4T T2 = Uz A TEIIRIP 7 R A E 721 FQDN A B L OHIBR L
e

« 2K 731 Crosswork Data Gateway - A ¥ L ADAEEH L ET,
« Crosswork Data Gateway { > A % > A % 7 — /L) LB MNE L OHIBR L 97,
« 7 —/L® FQDN Z A E 1213 mhlz LET,

dy EEMNET LG, [fRfF (Save) 1227 U v 7 LET,
AT w73 Crosswork Data Gateway 7— /L DHlB& :

a) MBI 27—La@Rl, Bl a0y LET,
b) [EAHAME (HA) 7—/LOHIER (Delete High Availability (HA) Pool] 7 « > K7 T [HIER (Delete) ] % 7
Uy LT, 77— E&HIBRLET,

Cisco Crosswork Data Gateway 7/ \1 RE| L ¥ THEE

Crosswork Data Gateway 72> 57 /34 A Z B8 E 713U 0 BETIHA1L. ROTA KT A THEN
\iﬁqo

« 7734 A% 1 DO Crosswork Data Gateway D A ZHife TX 97,

o TINA A% Bh70 % T — LD Crosswork Data Gateway (Z B Eh9- 5 551L, 77—V DOF— T =<
ANBUED T —NDTF— " Uz LRELTHH I EEHERLTLLEIY, F— Ry =A N
—EH L 72\ Crosswork Data Gateway (27 /3 A&7 5 & INENKKL 7,
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Cisco Crosswork Data Gateway 7 /34 XE|Y L THERE .

* Cisco Crosswork Data Gateway 7> 57 /NA A&V EfET & ZDT /34 ZTxHET 5T T
DIEEY a THHIBRENE T, BIVEET 731 ATEE S NTNEY a 72 RN 20
BA1E, 0 IZBID Cisco Data Gateway (27 /34 AZBHE) L F7,

Crosswork Data Gateway 7— /L7 b7 /3 A 2R B8 £ 72138 0 BE121E, RO FIRICHEVFE T,
T—IUUZT A A% BT 5121E, [Crosswork Data Gateway ~D 7 734 A D#kE (15 ~=—
V) | #BRLTIEEN,

AT w F1 Cisco Crosswork A A > A ==a—/n5, [H (Administration) ]>[Data Gateway D& FE (Data Gateway
Management) |>[7 —# % — k¥ =1 (Data Gateways) | IZBEI L £,

1M:[T—3245— 914 (DataGateways) ]'7 14 > K

A / Administration / Data Gateway Management

Data Gateways Pools Data Gateway Instances

) —
v Data Gateway Metrics Summary =)
Operational State Administration State High Availability Status Devices
®up() eup () @ Protected (1)
 Attached (3)
@Eror (0) Waintenance (0} ® ot Frotected (0) O tached 3
®Degraded (0) @ Limited Protection (0) ® Avallable (0)
None Planned (0)
Data Gateways Filter 0 / Total 1 O £¥
Ad
Name Operational State 4 Administration State High Availability Status Pool Name Outage History (@) Average Availability Data Gateway Instance Name Attached Device Count PDG Identifier Acti
pool1-1 ® OQup QU @ Protected pooll 100% Secdg-147ciscocom @ 3 567837af-cd1 =

ATYT2 TNAREBHT BT, KOFIEEZFETLET,

a) T3 A%ZBET D Crosswork Data Gateway D [7 7 = - (Actions) %1 C, lzrzyerLT [
NA ZDFHE) (Move Devices) | ZiEIR L E T, [HEEI N TWDT A 2D E) (Move Attached
Devices) | 7 4 &~ RUNRHE, BEYATRER T X TOT A ANKRRINET,

b) [ZDOFT =447 — b7 =AZBE (To this Data Gateway) | KB v 7 X 7 ind | T8 ZAOBEEO
TR = T oA BRIRLET,

Cisco Crosswork Data Gateway .
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. Cisco Crosswork Data Gateway 7 /34 XE|Y Y THERE

ATvT3

12: (65T /N1 ADFE) (Move Attached Devices) ]9 « > K™

\ ShowAll(2) |
A / Data Gateway Management / Move Attached Devices

Move Attached Devices

From this Data Gateway To this Data Gateway *
cdg1-1 [Select Data Gateway
cdg2-1
Attached Devices cdg5-coed-1 Selected 0 / Filtered 0 / Total 5113 () %%
Host Name IP Address Tags Operational State
v

O Node_117_20 10.20.117.20/24 cdg-1c;ios-xr;cli;reach-check;snmp;te-tunnel-id;clock-d. oOk
:\ Node_117_22 10.20.117.22/24 cdg-1c;ios-xr;cli;reach-check;snmp;te-tunnel-id;clock-d. oOK
(] Node_117_18 10.20.117.18/24 cdg-1ciiosxriclisnmpireach-checkite-tunnel-idiclock-d... @ Ok
0O Node_117_21 10.20.117.21/24 cdg-1¢;ios-xr;cli;snmp;reach-check;te-tunnel-id;clock-d oOK
:\ Node_117_28 10.20.117.28/24 cdg-1c;ios-xr;cli;snmp;reach-check;te-tunnel-id;clock-d. oOk
[J  Node_117_29 10.20.117.29/24 cdg-1ciios—xricliisnmpireach-checkite-tunnel-idiclock-d.. @ Ok
O Node_117_46 10.20.117.46/24 cdg-1c;ios-xr;cli;snmp;reach-check;te-tunnel-id;clock-d. oOK
:\ Node_117_48 10.20.117.48/24 cdg-1c;ios-xr;cli;snmp;reach-check;te-tunnel-id;clock-d. oOk
[J  Node_117_100 10.20.117.100/24 cdg-1ciiosxriclireach-checkisnmpite-tunnel-idiclock-d.. @ Ok

] Node_117_16 10.20.117.16/24 cdg-1c;ios—xricliisnmpireach-checkite-tunnel-idiclock-d.. @ Ok
:\ Node_117_19 10.20.117.19/24 cdg-1c;ios-xr;cli;snmp;reach-check;te-tunnel-id;clock-d. oOk
[J  Node_117_25 10.20.117.25/24 cdg-1ciios-xriclireach-checkisnmpite-tunnel-idiclock-d.. @ Ok
[J  Node_117_30 10.20.117.30/24 cdg-1c;ios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @ Ok

Move Selected Devices (0) Move All Devices (5113)

¢) TRTOF AL RZBET AT, [TXTOTF A ZDBE) (MoveAllDevices) (%27 U v 27 LET,
FNLSNDOGEIE. BEIT 27 3 AZRINL, [BIRLIZT 1 ZOBH) (Move Selected Devices) ]
Vw7 LET,

d) [#ERR : T3 ADBHE) (Confirm-MoveDevices) |V 4 > RU T, [BE) Move) 127 Vv 7 LET,

TNARZYYREETITIE, ROTFIEZIATLET,

a) T /31 A%&Y)Y @EEF Crosswork Data Gateway @ [7 7 = > (Actions) ] %/ T, S EIUS LT [7
XA ZDOHIF (Detach Devices) ] 3R LFE T, [T /34 ADOYIW (Detach Devices) ] 7 1 &~ K7 2368
BRI TV TRTOT A, ARFREINET,

13:[T /54 ZD YN (Detach Devices) ]2« > K™

v Showal(2)
A / Data Gateway Management / Detach Devices J

Devices from Data Gateway cdg1-1 Selocted 0/ Fitered 0 / Total 5114 &

[v]

Host Name 1P Address Tags Operational Sate
Node_117_42 10.20.117.42/24 cdg-Tcios-xriclieach-checkisnmpite-tunnel-idiclock-d.. @Ok
Node_117_20 10.20.117.20/24 cdg-1cjios-xriclireach-check:snmpite-tunnel-idiclock-d.. @Ok
Node_117_22 10.20.117.22/24 cdg-1c;ios-xriclireach-check;snmp;te-tunnel-idiclock-d.. @ Ok
Node_117_18 10.20.117.18/24 cdg-1;ios-xricli;snmp;reach-check;te-tunnel-id;clock-d... @ Ok
Node_117_21 1020.117.21/24 cdg-Teios-xriclisnmpireach-check te-tunnel-idiclock-d.. @Ok
Node_117_28 1020.117.28/24 cdg-1cjios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @Ok
Node_117_29 10.20.117.29/24 cdg-1eiios-xriclisnmpireach-checkte-tunnel-idiclock-d.. @ Ok
Node_117_46 10.20.117.46/24 cdg-Tcos-xriclisnmpireach-check te-tunnel-idiclock-d.. @Ok
Node_117_48 10.20.117.48/24 cdg-1ciios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @Ok
Node_117_100 10.20.117.100/24 cdg-1ciios-xriclireach-check:snmpite-tunnel-idiclock-d.. @ Ok
Node_117_16 10.20.117.16/24 cdg-eiios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @ Ok
Node_117_19 10.20.117.19/24 cdg-1ciios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @Ok
Node_117_25 10.20.117.25/24 cdg-Tciios-xriclireach-checkisnmpite-tunnel-idiclock-d.. @Ok
Node_117_30 10.20.117.30/24 cdg-1ejios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @ Ok
Node_117_31 1020.117.31/24 cdg-Tcos-xriclisnmpireach-check te-tunnel-idiclock-d.. @ Ok
Node_117_32 10.20.117.32/24 cdg-1cjios-xriclisnmpireach-checkite-tunnel-idiclock-d.. @Ok
Node_117_35 10.20.117.35/24 cdg-Tciios-xriclreach-checkisampite-tunnel-id:clock-d.. @ Ok
Node 11712 1090117 1204 crlo-1rvios-xrciisnmnreach-checkta-tinnal-idclock-d @30k

Detach seectod Devices 0 (EENNIENIEERE) (ooct )
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Crosswork Data Gateway f > X % > A D .

b) TRTOTFT A ZAZEYEETIZIE, [TXTOT A ZADYHr (Detach All Devices) | %27 Y v 7 L¥E
T ZTRLSNOGEIE, YIVEEST T NA 22BN L, [l (Detach) 1227V v LET,

c) [HEFR : 7 /34 ADYIWF (Confirm - Detach Devices) |17« > R C, [UWIKf (Detach) 127V v 27 L%
D

[7—% 77— v =A (DataGateways) |34 @ [##5i7 /31 24 (Attached Device Count) ]
R LT, BESRI LI Z L MR LE T, HhT A AROMICHD o T av &y
Vw734 25&, BIR L7 Crosswork Data Gateway (Z4%#¢ SILCTWDT /34 AD Y A MRFIR S
nE7,

7 == VA== 2B T 5 HECONTE, FET 2 — A —A"—DFET (142—Y) %
ZHLTLZE0,

Crosswork Data Gateway 1 > X & > X D#EHF

Z DIATIE, Crosswork DataGateway 1 > A X L ADA LT TV AZAZIZOWCIHALET,
» Cisco Crosswork Data Gateway { > A ¥ A DEHIREEDLETE (25 X—)
» Crosswork Data Gateway { > A % > A % Cisco Crosswork 2> HHIER (27 =—)

» Crosswork Data Gateway { A ¥ > ADOHER (28 *—)

Cisco Crosswork Data Gateway 1 ' X2 VAN EEIKENDE R

Cisco Crosswork 77 » N 7 +— 2 L Cisco Crosswork Data Gateway [#] COEIEZ — 5 L9 5
2O, T=HEUE—NTT v 7T L= REIZEDMDA T F U AEFATT DT LR
B BEERH Y £9, ZIL, Cisco Crosswork Data Gateway % [ A T F o A

(Maintenance) ] E— RNIZT 22 & TEBITEET, ¥V XA LR, HEHEITFEHZEDOHE
Hi7p EDETE % Cisco Crosswork Data Gateway [ZIN 25 Z LN TEE T,

Q%
- By

GE) AT F AT T 4 BT 1M Crosswork & Crosswork Data Gateway O [#] D iB{E (22 % 5 2
TWAGEITISRITHRB S, BEMNME TSNS EHASNET, FfRIC, AT Fr AT 7
7 4 ©°7 4 7 Crosswork Data Gateway & #hMili#fe st (Kafka/gRPC) M D@EIZEEL T2 5
BIRESHAICTR S, BENMETTIND EHEASNET,

BENFETTHE, FEHFIEHEREZ [T 7 (Up) 1IZEETEE7, Crosswork Data
Gateway f > A X ANEENT 5 L Cisco Crosswork 733 2 7 DR EEFHH L £,

Cisco Crosswork Data Gateway .
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. Cisco Crosswork Data Gateway 1 > X % V> XA DEBIRENDLEE

\)

GE)  [HI0 B TEA (Assigned) |WRETIE, 7— %7 — b U =A B AT RAE— RICEHEYY
BRZDZEFTEEEAL, AT T UAE—RICTDITEH, AX A PEHATRERR & X ICTF
87 2 — VA== FTT D, ST —E 5= T2 ZHIRTALENRH Y F
o FETZ = — A= =DM HONTE, FE 7 = — VA —"—DFT (14 =) &
ZHRLTLLIEEN,

Crosswork Data Gateway { > A ¥ > ADEHIRELZ A FE T 5I121%. RO FIEZFITLET,

IR BHHIIZ
0—NEYTENTWEEARIR. T—47F— b T =A% [ALTF A (Maintenance) ]
ET— RIZBITCTEERA, 2L, T~ U= A BT —NTTIT 4T THDHI &R
LCWET, 2770, F— oo A IIROE— L Z2E D SBCTHZ ENnTEET,

CcFEEITHE T = — L — NN LTBAD AT D —L,
« T NVHNOM—DF— T = THLIGHEIZEIV Y THNDEr—/L,

ATV TN AL A=a—n0b, E# (Administration) |>[7—# 7 — h 7 = A O (Data Gateway Management) ]
>S[T—HF— R T x=A A AKX (Data Gateway Instances) ] DNEIZEIN L F 9,

T—TNNDT—Z = T2 f VAR AETNET N7 ) v 7 LT, AV AX L ADEEL E
WPE O R A2 7R 5 Crosswork Data Gateway OFffIS—IZBEf T 52 C&FET, 7—4 FV— U=
AAVAZALDREC DD 0% ) v I ThHE AU F—T oA AR — VO EZ B TREEROTEMNR
RENFET,

AT+ 72 Cisco Crosswork Data Gateway DI E B AT — 4 AL EET5HI21E, [7 27 2~ (Actions) 5T [-]
Vv LET,

14:[F—35— b2z A4 2ARR R (Data Gateway Instances) ]9 « > Ko

A / Administration / Data Gateway Management
Data Gateways Pools Data Gateway Instances

Data Gateway Instances

# Not Ready ® QU Spar i ®
5 S z

oL oL Assig Admi St

@ Not Ready @ QUp 4 H \«

ATv T3 G2 L EHREAEIRL £,

. Cisco Crosswork Data Gateway
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Crosswork Data Gateway - > X 2 > X % Cisco Crosswork /i Bl kR .

Crosswork Data Gateway 1 > X % > X % Cisco Crosswork /" 5 FHlIfR
Cisco Crosswork Data Gateway - > A # > A % Cisco Crosswork 7 5 HIFR9 221X, DO FNEE
FATLET,
3D B HIIC

INHDTNRA AZKNET DY a THRRONRNE DI, BRI NTWDT A RAER|DT —
BF—= N A ICBEIT D 2 BEID L ET, CiscoCrosswork Data Gateway f > A & A7)
BT NAZGGVEET & s T 5T a 7HRAIRESIVET,

ATV TN AL A=a—n0b, E# (Administration) |>[7—% 7 — k7 = A O (Data Gateway Management) ]
>S[T—HF— R U= A A AKX (Data Gateway Instances) ] DNEIZERIN L F 9,

ZF w72 Crosswork Data Gateway % Bl 25 41%. [7 7 > 2> (Actions) [FIOFIcdHs a2 v L, KK
(Delete) 1227V v LET,

15:[T—32 45—+ x4 4 2AR VR (Data Gateway Instances) ]9 4 > K™

A / Administration / Data Gateway Management

Data Gateways Pools Data Gateway Instances

@ NotReady @ o @ Protect o)
ouw O%  Becdglsciscocom @ Asigned  oooo0d pooii-2 @ Protect
@ Not Ready ® QU 8 cdg- d 1 1-3et @ Not

AT w73 HIRT % Cisco Crosswork Data Gateway - > A X L AL, AT F U AE—RIZR>TVWAHLENDHD £
T, [A VT F A (Maintenance) | E— RIZEUIDEZ D L) ZRODONTE, [AvTF RV LT
%17 (Switch to maintenance & continue) ] %727 U v 7 LE T,

B 16:[*>TF 2 RICYIYE Z THST (Switch to maintenance & continue) ]~ 77w T4V K

Maintenan
Switch to maintenance & contine @I

ATV T8 [T—57— 0o OHIBRICED#HT 5 FIHEAZ B L F L7 (I understand the concern associated with deleting
the Data Gateways) | DF = v 7 Ry 7 A% AL E T, [CDGOHIFR (Remove CDG) 147 Y v 7 LE
@—O

Cisco Crosswork Data Gateway .
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. Crosswork Data Gateway 1 > X4 > XA DEERH

17:[T—32 45— b9 1 DYIBRTER (Delete Data Gateway Confirmation) ] 54 7 AJ Ry R

cdg-111.cisco.corn

& The following data gateway will be removed from data
eway Management

it o 4 Data Gateway Artached Devices. Assigned Jobs

QEnoe @ Qus cdg-111.cisco.com 19 cdg-111.cisco.com 0

View Jobs pool.gw. & Nane Planned

Crosswork Data Gateway 1 > X 2 > X DHEH

Crosswork Data Gateway A > A ¥ » A ZFHET H121E, A v A2 o A&HIBRL TH LW
AVABR U AEA A =L LET, B LV Crosswork Data Gateway 1 > A X A% A A
h— L9 5 FFIEOFERIZ DUV CIE,  [Cisco Crosswork Network Controller 5.0 Installation Guide]
EHRLTLEENW],

AVABUADRERT a7 7 A )V EETT H729IZ Crosswork Data Gateway A > A X > A % F
BT 254 (& 21X, 7’17 7 A /L% Standard 7> 5 Extended ([ZZZ # 35 354) . Crosswork
Data Gateway 1 > A % > A DR %234 5 H1IZ, DataGateway 7 H—/3L /3T A — X DIEH
ZFETE—L Ay 7 LTSN,

BERINESEELGR

1. Crosswork Data Gateway f > A & > A 739 TIZ Cisco Crosswork ([ZBER SN TRV, L4
HICA LV AZ U REfEA A F—/)L L7258 1L, Crosswork Data Gateway 1 > A & 2 A
D [EHEIRAE (Administration State) ] & [ A > 7 F A (Maintenance) ]I L CHEE
PREFATLET,

2. Crosswork Data Gateway - > A &# > A 239 TIZ Cisco Crosswork (2B #k I CTH Y | Cisco
Crosswork % fF A A h—/L L7=35613. BEAF O Crosswork Data Gateway A > A % > A %
Cisco Crosswork (Z FF& gk L £7,

Crosswork Data Gateway D &gk S L T 7230,

Crosswork Data Gateway M % O —/\)LERTFEDERTE

Z D& 3 TliL, Cisco Crosswork Data Gateway D 27 12— /N )L TE & i% €3 25 FiEIC DWW T
DSALET, ThOOBRERFIRDOLBY TT,

. Cisco Crosswork Data Gateway
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| Cisco Crosswork Data Gateway

smr—sEronnseE |

« SMERT — ZEEROIER LB (29 ~—)
« THRA ANy =V OEE (37 X—)
» Crosswork Data Gateway 7 2 —/3)L/X5 XA — X DFRE (40 <—)

« Crosswork Data Gateway !~/ —ZADE|IY 4T (43 <—)

NET—R2EERDIEREEE

CiscoCrosswork Cid, WY a 7 TTF—HX 2T KTy M THOIERATE 290487 — X 1515
S (Kafka F 72134858 gRPC) ZERRCT& £9,

Zhizix, [ (Administration) > [T — 47— bV =A O 0 — LERE (Data Gateway
Global Settmgs) 1> [7—# %55 (Data Destinations) | IZBE)L TT7 7 EATEEF, HL
T—HIEFHROBM, BEFEOT — X EEFHROBREOTEH, T — X EEFROHIREITH) Z LR T
FET,

[7—#%{55E (DataDestinations) [|"X—Y DT —7/ME, T—F %27 Ry M D720
£ 2 T THEMTE ZARFEHOT—H EFLEOV A MBRRSNET,

)

()  Crosswork_Kafka & cd-astack-pipeline (X7 —# #5ETH Y . BH EIFHIBRIZITE F
NEWUR

18:[T— 4R %1E% (Data Destinations) ]™9 4 > K

f / Administration / Data Gateway Global Settings

Data Destinations Data Destinations @ Selected 0 / Filtered 0 / Tota

Data Destinations | /| @

Device Package

Destination Name Server Type Compression Type Encoding uuD
System
Custom Crosswork_Kafka @ Kafka snappy gpbkv c2a8fba8-8363-3d22-b0c2-a9e449693fae
Data Gateway D1 @ Kafka snappy gpbkv 7635a06-b203-4b07-a137-80f99a4b00f3
Global Parameters O External-non-ssl-kafka @ Kafka snappy gpbkv ©4a0b41d-bf7d-4242-a8d0-9¢19fc3d0d33
External-non-ssl-kafka-json @ Kafka none json 3925e312-3039-4fde-9e57-4b234442c6a4
Resource
cdg-astack-pipeline @® gRPC gzip gpbkv e9bdc2ec-b2e6-4db0-a942-0402dd347ald
external-grpc-destination @ 9RPC gzip gpbkyv e6cd875f-c2¢3-4116-9210-d9ca37f4f14
grpe-external-destination @ gRPC gzip gpbkv ccd82ff2-03e9-4325-2943-67d575738605

UUID %, & —#EEHRD B DA+ T9, Cisco Crosswork X, #ERT — Z B1E 5L ERK &
nzoe., ZoIDZBEMITAERLET, CiscoCrosswork UL il L TUNEEY a 7 &2 AERLT 5
A, BREBHBOREELEO Ry FE A MR LTT—ZDORELEZBINL £,
APL 2/t LCUEEY a T E2AF T 256, WELET =2 &2 a L 7 ZREET D550 UUID
EHDMENH D £,

T EE RO E TR T DI, [T — %55 (DataDestinations) ]34 > C, sffll & #

T AF— 2 RERAORICHD © T aar ks ) o LET

Cisco Crosswork Data Gateway .
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B iougcadostozEp

NEIRES I TOSA UV RAEHR
T B ENOT — ZRERITEETELNEY a TEERTED L OICT 21T, ROT A
TURABEMR R LTS EEMR L ET,
1. AA U A==a—n06, [P (Administration) [>[7 7'V 7 — a3 V&P (Application
Management) ]>[A~— k7 A > A (Smart License) ]IZBEIL £,

2. 77V — a7 4—/)v RT[Crosswork” 7 v N7 4 — 2% —E X (Crosswork Platform
Services) | ZHIRL £ 7,

3. AT —HANPKDE I >TNDHI LR LET,
o Bk AT —H A (Registration Status ) | : [B&k#5 5 (Registered) |
Cisco Smart Software Manager (CSSM) (Z8BERFEATH Y . THRIEHRT A & AERED
HHANFTSN TS Z 2R LET,

o [T A B AFIAEAT — % X (License Authorization Status) ] : [FRFE# 4 (Authorized) ]
([#E4L (In Compliance) 1)

NEBINEE Y o T DT A A B2 TN LR LET,

[A¥—F T A B ADOMEMKDIL (Smart Licensing Usage) ] T
CW_EXTERNAL_COLLECT 0 A5 —# 273 [#fil (In Compliance) ] 1272 > TV &
R

REEEAM AL T L7t FI3MTNEY a 7OT A, 2FEB 21258 (74 v 2%
A7 —4 A (License Authorization Status) |23 [ 7' F A 7 > A3EX (Outof Compliance) ]) .
Cisco Smart Software Manager (CSSM) (8% L7aW & AMNTINEY a 72 ER TE £H A, 7=
2L, ZOREBEFOINEY a 7IEERTB LI OHIBRTE 7,

T—ARBEDEME-ILHHESE

FLWT —ZREREZBNT 21203, ROFIEZETLES, 20K, 207 —25uka MM
LTT— &R TE LT, BT -2 HMEEZBMT L2 LR TEET,

SERT —Z D3 SE & BN DEROIEERITIRO LB D TT,

o BEF DA Kafka 7 — 2 OEELEAZFCIP 7 RLATHA VA M—LT5851F,. b
7B EBREH L TCEELANCT HHLENDY £,

* Cisco Crosswork 33 L OMEE L7727 —Z {596, O F Y Crosswork Kafka F 72 |45 Kafka
OWTNPDOMOBETF v F Vet X=2 T 4 CHRETEET, (ZOFEORTYT6
WCHERET) , L, BEX2 VT 0 2FINITHE, "7+ —v A TEET D AREN:
BHY FT,

IERT — H R(E 5 C TLS #Ei DN B2 AE, ABREEZ W T 20, 7747 b
RAEDLERG AL, 7747 FiEHEE X —T7 7 AV EZHERLET, 774 T b
X —[I AT — RTHEBILINTWA RS, T— XX EEoTeEeya=r 7o

. Cisco Crosswork Data Gateway
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F—anrnemsiEEe [

—iE LTRHRET HHENH Y £9, BIFE, Crosswork Data Gateway (3 [P ~— R DFEH
DRV R— K LTNET,

AR CHFAELZ AT 585481, FEHEN PEM T a— RER, F—7 7 A AN
PKCS#8EXTHDZ & ZMER L E7,

Cisco Crosswork (2 2 7 #2557 5 HilZ, Kafka b B> 7 Z/ER L TL 72 &, F4 Kafka
L X DI Kafka TO by 7 OFFFIEIC K > TE, IESNZT — 4 22 OREDI
%B Kaﬂ<a/ MY 7T 4 ARy FT 25L& My 7 BIFHELRWESA. Cisco Crosswork
AR DFINNFETRENET, Zhid. FEY ZRELERER TR W, INEEY 5
775‘757?6 B FE Y 7 DHIBR SN2 ENRIKTH D ATREMERH D F 97,

destinationContext: topicmdt4d
org.apache.kafka.common.errors.UnknownTopicOrPartitionException: This server does
not host this topic-partition.

« T HRSEDOR— MERAZMERE L TREEL £97, 58 TR — MIBETE 2nGa . IUE
DRECL £,

» Crosswork Data Gateway Cli%. Kafka s85CD5 7 0 /T 4 THAX MEEHRETEET
(ZOFIEDO AT v 7 4 B

\}

GE)  Z gL, gRPCAEETIEAR— I THERA,

. [g"ﬁf‘ﬁﬁ)ﬁfﬁﬂi (Destination Details) ] ~~A VNI AN SN/ m— ST 037 4 (FMEATH
R DL ZLSNTHAY MEDREESILTWRWRY . 57 4L b TKafkass
5‘5 WCHEASNET, a7 X ITIEETAHII AL LMEIT., FOa L7 2 CORrEHAENE
7,

« Crosswork Data Gateway D JEBARFIZFEE S 417270 b 2Lt UT, A1 IPvd £ 72
X IPv6 THOMENH Y £¥, =& 21X, EEATIC IPv4 BRI N 5E, SMsEE S
IPv4 ThHHMERHY £,

e IRA MK EIPT RLA~ v BV 7 DOEEL, DNSH— N—0D [17#5E Al ierFM (TTL)  (Time
toLive (TTL)) |7 A —/V R CHEAR I HIMNTE T L72#&IZD I, Crosswork Data Gateway
KBS E T, BHEAET IIKBEETWEGEX, VMEZFHEES T2 L2880 LE
R

1R BHEIIZ
T — 2 NI AN Katka — _"—ZEH L TWAEEIE, RO Z L 2R LET,
o #MEB Katka —/S—TRO T a/XT % E LT,

\)

GE) Zo@HIZZDO RF 2 AL FOMGHIIANTHLT-D, ZhbD
Fa T 4 QT LR FEICOW T, Kafka D Ry = A2 b
EER L TLIEE N,

Cisco Crosswork Data Gateway .
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B = snroemsrime

® num.io.threads = 8

® num.network.threads 3

®* message.max.bytes= 30000000

« T— X UEIZMEHT 5 Katka b E v 7 ZER LTV 5,

HHROINEY 3 72 BIET DETIC,  Treachability-topic] 75 Z 0 Kafka #56 SGICEE ST
WD L AR LET, ZO#IT, Kafka B O IEFME 2 AT D -0 BE T,

AT TN A A=a—05, [BE (Administration) ] > [Data Gateway® 4 O—/\JLERE (Data Gateway Global
Settings) ] >[T—# %% (DataDestinations) %R L £,

ATy T2 [F—%%(ES% (Data Destinations) | ~2— T, HIR& 22U o s LEd, [HEELEOEN (Ad
Destination) ] ~X— U & £9,

%ﬁ@%ﬁ%%%iﬁé%ém\PLK?V%&Uy&Lﬂj%ﬁ%@%%(mnmmmmM]&—V%%
. NRNTRA—HERELET,

Gx) TR EEREEHT D L, FHNEIZHE > T Cisco Crosswork Data Gateway 23 DT — & 16{5
ety varERMNLT LRV ET, TXIEITREIESR, By v a VB E
FesrEns EHEBESET,

ATV T3 WORTA=ZOMENTIT D0, FTZFTEELET,

J4—ILFK & F| AT 8E FIATEE
gRPC Kafka
E2 Twved DL RTWT =X R ERAEAND LET, | R PSS
(Destination ZENTIE, K128 XF0EET L, T
Name) g—2ay ([ 1) EF@dnt7v
(I-)) 28052 LRnTEET, ToOM
DOFFERCTFIIEA T EH A,

LHEOT — 2 FETP D DY EIE. % TG
TEL X1, TELRET LT WAHE]

WZLET,
Y= T ey Zdorms, 7R EROF— |/ RIS
(Server Type) N—=F A T HIERLET,
I2A—TAYT | FryTHyripb, 2va—7 17 (son | Xk AL
(Encoding) F 7213 gpbkv) AFRL E7,
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F—amxoemnszrzme ]

J4—ILE & I FA AT BE FIFA T BE
gRPC Kafka
JEffG 2 A 7 Koy 7o uinG . B2 A T5@R L E | xhit Xt
T<C0)m pression. |7 FH— R ST |[HH— P ST
pe DIEMEZ A 1L, | DIEMEZ A 71,

snappy. gzip.
1z4, zstd, B LD

snappy. gzip. &
N deflate T,

none T,
GE) zstd [+
i & A
AN
Kafka
2.0 LA
BeCTo
FrH
A—k
ST
WE
‘j‘o
F U AR FOFE | ZDT7 4=V RliE, [— =% A7 (Server | %) FExFIs
%8 (Dispatch Type) |1 7 4 —/v 23 gRPC |ZF%E 41T
Type) HHEAICHEHTE ET,
Ry FZThn T4 ANy FhkEEL
TA MY —AFELIFHELZRNL 7,
Crosswork Data Gateway |%, [N L7=7—%
T —H A MY —NFEITHIE S LTI
EELET, 7740 MElx, HETT,
BRAvE—UT | BRAvE—UT A XEASLET (O | FEXFIG BT

AR (A R
fir)  (Maximum
Message Size

(bytes))

BAT)
e F 274 )L MME : 100000000 /XA /30 MB
« &/|\ : 1000000 /XA /1 MB

« K : 100000000 /XA ~/30 MB

Cisco Crosswork Data Gateway .




B = snroemsrime

ATv74

Cisco Crosswork Data Gateway |

Z4—ILF [ FI AT RE FIFATRE
gRPC Kafka
Ny T 7 AEY BNy T 7 AT 8 NHEALTAT L | FEREIG I
(Buffer Memory) | 79,
« T 74U ME : 52428800 /31 h
« B/IN 1 52428800 /31 b
« B K : 314572800 /XA h
Ny FHAX (N | BNy FHA X2 AT LET (1 FH | FERBIES I
A NHEAL)  (Batch [fi7)
Size (bytes)) « F T4 L ME : 6400000 /51 /6.4 MB
« Bx/IV 1 16384 /31 1/16.38 KB
« &K : 6400000 /XA /6.4 MB
Vodi— (2 WY AT A A LET (R UBE | IERS I
) (Linger fr) o
(milliseconds)) « T4 )L ME : 5,000 ms
e &/IV: Oms
« &K : 5000 ms
BRDZA LT | ERPISE LT 2R M2 A LET, # | 3a I
k (Request i S AVICRFRI MR 2 & | BLRITHIR G
Timeout) W20 £,
*TIAINME:30 IV
eE/N:30I VR
CBK603UP

T LA R R—Z2DINE DS

M. [V #— (Linger) 1% 500 X URICRETHZ &aBEIOLET,

X, BERRERESDT-DIC, [Ny TP A X (Batchsize) | % 16,384 /34

(F7vay) Kafka BEED 7 a— V7 aXT ¢ LIZRIs DD AR MERRETHICIE, [ L7 Xk
TEDH AL ~<A X (Customize Collector Settings) | <A > T,

a) [V 7 # (Collector) | #=IN L F T,
b) UTO7 4=V RIEEZ AN LET,

cHRBLINY T7AEY)
e WRBLNYFHAX
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F—amxoemnszrzme ]

GE) [1 A% L3y FH A X (Custom Batch Size) 1 [ A X LNy 77 AE Y (Custom
Buffer Memory) | DFEITREOMEZAZ D Z LI TEERHA, [WAX LNy T 7 AE]Y
(Custom Buffer Memory) |7 « —/V RIZEZRE L7eWEGEE, [HAX LNy FHA X
(Custom Batch Size) 11X [/ 7 7 A€ U (Buffer Memory) ] 7 4 —/L KOfEIZXF LT
FRAESAVE T,

o [1 A% LY 77— (Custom Linger) ]
o [ AH LERZ A LT 7 K (Custom Request Timeout) ]
19: BEEE DB (Add Destination) ]9 1 > K9

A / Administration / Data Gateway Global Settings / Add Destination

Add Destination

1. Ensure that topic ' ility-topic' is on this Kafka prior to starting a new collection job. This is critical for checking the health of the destination.

Destination Details

v Collectors - Custom Properties

4. Properties entered below for individual collectors takes precedence over global properties entered above.

Collector Custom Buffer Memory Custom Batch Size (7) Custom Linger Custom Request Timeout

Select Collector

GNMI a Range: 52428800 to 314572800 bytes Range: 16384 to max buffer memory value Range: 0 to 5000 miliseconds Range: 30 to 60 seconds

MDT

8

VO svp

@ NETCONF

IF Port*
SYSLOG

+ Add Another

v Security Details

Enable Secure Communication

c) [+hlZEN (+AddAnother) 127V v 7 LTZOFIAZMEVIRL, BlIOa LT XD AR LNGFE % B

G¥) ZZTANLIfllxDaLvr Zo7a)NT 1L, A7y 73 TANLEZZe— LR ELD B
BhEEnEd, 22T 40— A REEZANLRWES, RIUEIZAT v 73 TAS LIz v—
PNNTaRT 4 LRSS SIET,

AT w5 [HDOFEM (Connection Details) | 473 a2 /6 TCPIP AX v 7 IR L £4, R — & Tn5b7
ok =/LiE, IPv4, IPv6, B OVFQDN T,

GE) FQDN 7 R L A&, Kafka #5eE1Cxt L TOHRYR— £,
ATV T 6 WOFIHE- T [ DFERM (Connection Details) ] 7 4 —/V RICAA LET, FrnEhd 74—/ Kid,

ER UL A TR > TR 9, AT DMEIE. HME Kafka £721% gRPC Y — = TRIES T
WHEE BT LLENDHY T,
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B = snroemsrime

3 J4—ILF gRPC THIFATRIAE | Kafka THIFATI&E
(Connectivity

Type)

IPv4 MBI [IPvA 7 RL AT Ry kv RS It R

(IPv4 Address/Subnet Mask) ] & [FR— k
(Port) JIZAZILET, [+ 95 1 2EMT
% (+Add Another) 1% 7 U v 27 LT, #i¥k
DIPv4 T RLAZBINTE 9,

IPv4Y 7 %y b~ A7 OFFAIZ1—32, R—
DOFFIL 1024 — 65535 T,

IPv6 zgﬁnm67ﬁvxﬂhﬁ?/bvx7 % i I
(IPv6 Address/Subnet Mask) ] & [F— k
(Port) JIZAZILET, [+ 95 12EMT

% (+ Add Another) 1% 7 U v 7 LT, #HH

DIPV6 7 RLAZIBINTE £7°,

IPv6 7 %y b~ A7 OFHIL 1 — 128,
R— hO#IPHIT 1024 — 65535 T,

FQDN VL7 [ARA R4 (HostName) 1. [K A A v | % X s
4, (DomainName) ], B3ELO[F— bk (Port) ]
EANLET, R —bhSndHA— OB
1% 1024 ~ 65535 T,

[+H 9 121BIT % (+ Add Another) | % 7
Uw 27 LT, BEDFQDN T KL R ZBIIT
xF9,

ATwF1 (7 ar) Kafka £721F gRPC RX— A DT — X EE I LI T 5I121E, [BX =2V T 4 OFFEM
(Security Details) ] A7 A ¥ Z##8) L T [t = 78E DAL (Enable Secure Communication) |4 73 3
CEAEIILET,

AT v 78 Kafka £721XgRPCR—RADT — X EFHROGE, ROWTILNEZRIRL T, BIET mERADZ A 7 43R
LET,

« FHAEFGE (Mutual-Auth) : CA REFAE D% IZHEH— 3— & Crosswork Data Gateway = L 7 ¥ %383
L. REFERAEF 72133 —28 Crosswork UL |27 v 77— RS E 7,

o P/ X—FHZE (Server-Auth) : CA FEBHZE% Crosswork Ul G’T v7a— RLThb, A——L
Crosswork Data Gateway = L2 % Z 385k L £ 7, [h—/3—F8FE (Server-Auth) |37 7 4 /L b OFBGES
oA Td,

GE) FEEA T v g ik, [BEX a2 T @EDERME (Enable Secure Communication) ] 238 278> TV
LHEICDOHMERTEET,
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F—saiErosi [

ATYT9 [R1F (Save) 1227V w7 LET,

RDEZRY

[t = 785 DA% (Enable Secure Communication) |4 7> = V& HZhZ L& 1%. Cisco
Crosswork Ul ([#&# (Administration) ]>[fEBAFE D& L (Certificate Management) ]) dFZ@J L.
BB U727 — 2 HMERICBEE T 23 ELZBMLES, ZOFIRE, 7120t
X o T RBE BN T DTN T, AR OWTIE, GEBAEOEH AL T E X,

\)

GE)  [EXx=7@EOAE (Enable Secure Communication) |4 7' a3 VRN Lizth, 7 —#
PR SEDOREAE & BN L73?7§>o 723%& . Cisco Crosswork [Z 9 X TOIE D 3 71Tk L THtE
F o7 — N OHRERCTICHERE L 97

T —F XERDHIBR
T— A EEREHIRT DITIE, WOFIREZEITLET,
I8 BRI
T — 2 EE I, E@W%yaf’%%Lfff%ﬁ’b’Cb‘fﬁb\ IZOHHIFRTE E9, [UUE
v a7 (Collection Jobs) | B = —"T, T —H &G & M H L’Cb‘éﬂ2$/5775‘%575‘& 2
EHERTAHIZEEBED LET,

RTYT1 AL A=a—0b, [EE (Adminigration) |>[T—2 45— koA D5 O—/\LERE (Data Gateway
Global Settings) |1 >[7T—# %85 (Data Destinations) | # 3R L £,
ZAFw T2 BRSNS G DN LT — 25 @R L, (B Ry a2 r ) v s LET,

ATY T3 [T—XEEHLOHIFR (Delete Data Destination(s)) ] 7"~ 77 v 7 C, [HIER (Delete) ] %27 U v L CHER
LT,

—

TINARANYT—DER

TN ZAEBIZ LV | Crosswork Data Gateway 1, 7 /31 A/ 7 —T %4 LCT — & IUERK
VAADT SV r—a bt — RoN—F 0 TN R TPEBETE £ 97, Crosswork Data
Gateway |%, VAT ABLON AL LT NA ARy r—V %P R— N LET,

VAT LT INA AL MIB/ RNy 7 —UE, Crosswork Y 7 R = TN RLENTEBY, VA&
TOhA VAL RAZEEMICA Y e — RENET, VAT AT NS AL MIB /Xy 7 — V0%
BETEERA,

AL BT INA ANy I — DX, T3 ADORGEPH & IWEMEEZ ) — R/ X—F ¢ 731 R
TR L £,
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Cisco Crosswork Data Gateway |

[/Xw/r—3 (Packages) ]34 21X, [BH (Administration) |>[7—4% 7 —hT A D7 10—
7VLVERGE  (Data Gateway Global Settings) ]>[/3w 77— (Packages) |/H7 7 BATEE T,

HRBR LNy r—

WD 3 ODEATDHAK LN /r— % Cisco Crosswork (27 v 7’ — R TX £7,

1. CLI TNARNY S — i CLIR—ADKPIZfERA LT, — R X—F 54 2DF
NARAEFHEZE=F—LET, TXTOHAZ LACLIT A ARy r—0F, ®HihT 5
YANG EF /L & & HIT7 7 A )L custom-cli-device-packages.tar.xz ([C 8 AL TV MNEL
WO ET, BEROT7 7 A NVEFR—FTEET,

2. ARBALMIBINYr—2 : BAZLAMIBEBEIONT A ANy Fr—D0 %, — KX—F ¢
UFNA RZEETH L0, FIFNESINTZT =227 AV FRFELIZY) | 23T A
AARMCER LRI LT TLDIEHNTEES, by r =YL TE E
T TRTOH AL L SNMPMIB /Sy 7 —1F, YANG €7 /L& L biz7 7 AL
custom-mib-packages.tar.xz L.z. OHENRDH D FT, %Eéi@7 FANEYR—FTEE
R

N

() Cisco Crosswork Data Gateway I, ¥ A7 AZT TIZH EN TV DEEHER 72 MIB DY — R/3—
T 4 fF S AT SNMP A —V U 7 EAHNCLET, HMHE O MIB 1%, IEERIIME O MIB
B MIB 7 — 7 NAETIAN T =25 BRI HGEEICORMETT, 72721, FRH OID

R—Z2 DA, MIBIZLEH Y FH A,

3. SNMP 7/3A R/ r—% : Cisco Crosswork Data Gateway T, #Z 7 MIB & YANG @
AHZIBINLTZ D A X LSNMP T8 ANy r—V %7 v 7 u— K452 8T, SNMP Y
Ny VEIETEET,

HRE LISy r—DEM

Z U, CiscoCrosswork ~D /X r— D7 v 7a— NZETATA RTA4 DU R NTT,
L 12Oy r—Vtargz 77 AMZ I DU EDxar 77 A VET v 7o — R TEET,

2. Cisco Crosswork ClX, WAZLAMIB X7 —T7 7 A IVTU AT LAMIB AN r—2 7 7
A NE LEXTHZLIEITEEEAL, TOMRE, 7oy 7o — FEIT R L £,

3. HWABZLNR T —UDTAR 7 7 A NMICEHEENTWDEDII N r— T N E DB THY
TAR 7 7 A NVDO—EE LTB 7 ANTERIZ T 4V FOEBREEN TN & 2R

LET, ELLSAUR—bhSnedo>75E . Cisco Crosswork [ L7 A H LXy ir—T
TaTdEFETTLEMNEAT—LET,

N

(GE)  CiscoCrosswork (X, 7 7 A MEE T2 T = v 7T 20U, Ty u—RENd7 7 A VEKR

AELEE A,
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nzganiyr—oonk ]

WROFIRZFEITLCHARAZL YT N2 T Ny r—V%7 v 77— RLET,

4R HHEIIZ

HAZLMIB Ny r—O—i e LTEHLWMIB A7 v 7 u— RT5541%, ZR60HL
WMIB 7 7 A NVEFFEO AT AMIB 7 7 ANEEBIZI LI ERNICT v e — RTxAZ
LEWMRELET, 2FV, 77 A NVHNOT RN TORTFEBEINR S NET,

Y

GE)  WRZLNRN T —VERETTHNEY a TONRT 3 —< L AT, DARAZ LN —I R EDR
FERE L I TWAENT L » TR Y £9°, Cisco Crosswork IZ7 v 7 a— R 5HIZ, /Xy
=V NER LT WERICREL SN TS Z 2R LT3,

JI A B I MIB & YANG Z Gk 5 ik, DF D £4 50 Cisco Crosswork (27 > 7' — KT
ELME D DEMERT D HIEIZOW T, [Use Custom MIBs and Yangs on Cisco DevNet] % %
LT 7EE,

ATFY TN A A=a—0b, [BE (Administration) 1> [T—25— k9244 D5 O0—/\LERE (Data Gateway
Global Settings) ] Z&IRL £9°,

ATY T2 [BAH Ly /r— (Custom Packages) ] 31 > C, HxzrvorLET,
BEFD N AS I CLL T3 ANy =V THTHITE, 77— NADT7 7 ANVAORICHDHT v 7T r—FR
TAarEIY vy LET,

ATY T3 BREND [DAZ Ly /r—V DB (Add Custom Package) |V 4 > RV T, A ViR— T 5%y 7r—
CORATH[HZAT (Type) | Rey 7 XU U NHERLET,

ATy T84 [77 414 (FileName) |DZEHT 4=V REZ Vw7 LTI 7ANT TV T 0 RUERE, A h—
Moy —V%BIR LT[ (Open) 127V v 7 LET,

RT9 TS [AF (Notes) ] 74— /LRIy r—VOEAEZEBINLET, Z2HORyr—URb5581F, Thbz
XBITELLIICZOFIETHAZMZS Z E2BEIDLET,

ATY 76 [7Tv7r—FK (Upload) 127V v7 LET,

RDRARY
WELEZ T T X TCOV—EAZHER LT, &HOD AKX L MIB /Ry 7r—2 O 8 H & Bits
L7,

N RE LSy r—DHIB

HAB LRy —VHHIBRT DL TXTHDYANG 7 7 A /L & XAR 7 7 A L7 Cisco Crosswork
MHHIBERSNET, UL, WAX R =V ERTLT X CONEY g 71T EBLE
ﬁ—o

AL L8y =V 2 IR 21203, RO FNRIHEVE T,
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Cisco Crosswork Data Gateway |
| IPZSIK NPT T

RATFY TN A A=a—00, [BE (Administration) 1> [T—425— k224 D5 O—/\LERE (Data Gateway
Global Settings) 1> [/\v 4 — (Packages) | >[H X4 L (Custom) | ZINL E7,

ARTY T2 [HAH Ly /r— (Custom Packages) ] %A VIZEREINTNDY A IS, HIBRT B3y r—U %5
el zsy v LET,

AT9 T3 FRENTZ (DAL L3y r—VOHIBR (Delete Custom Package) |17 « > K7 ¢, [HIF (Delete) 1% 27
Uo7 LTHERLET,

SRTLTFINA RISy r—o
VAT NTNA ARy —IE, 1 DU EOEBIOA A R —VERET 7 A ABREEN T
T, R bbr—VHNOKET77A Ny ME, RICLT U r—va gLl £,
VAT LT AN =L, TV = a EEDY=T 2 A N7 7 A VAR U CHEA
RISONZ7 7 A& LTt ENF T, 77V r—2a NS VA M= LVFEREFEHFEIND =
N, VAT LT N, ARy =N BINERITERESNET, 77—y aid, #HE0
THRA AN r—=D %A VA =L TEET,

| &

BEE FEHEX. VATLATARAA ANy —VEERTEERAL, TNOLDT 7 ANEERBTEDHD
. 77— arORhTE, VAT AT ANA ARy =V BETHITNE, AT BAH
7 — T AN TR F—AIBWELELTE N,

20:[2 AT LT INA RNy r—3 (System Device Packages) ] « > K™D

A / Administration / Data Gateway Global Settings

Data Destinations System Device Packages ® Selected 0 / Filtered 0 / Total 3 () £

Data Destinations Y
Packages

9 File Name Last Modified Time Type Notes

System

Custom system-cli-device-packages.t... + 28-MAR-2022 09:22:47 AM GMT+5:30 CLI Device Package System CLI device package
Data Gateway common_yang_modelstargz  + 28-MAR-2022 09:22:44 AM GMT+5:30 System MIB Package System SNMP MIB

system-common-inventory-d... + 11-NOV-2021 02:06:59 AM GMT+5:30 XDE Inventory Default Package System COMMON Inventory .def files

Global Parameters

Resource

TR ARy r =V % By rn— RT3, [7 7444 (FileName) (5 DA FTOREIC H 5
YAREEIY 7 LET,

Crosswork Data Gateway D~ O —/\)L/NT A —Z DERE

Crosswork Data Gateway #1925 &, v h U —27 NOF T Crosswork Data Gateway T
WDIRTA—RERTHFTEET,
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Crosswork Data Gateway D' 0—/3)L/35 * — 8 DEETE .

\)

(B ZhooRTITE, BHEL—Y—DHRNT 78 ATEET,

ATy 1 [EH (Administration) |>[7 —% 47—~ A D7 a— L% E (Data Gateway Global Settings) > [7 —
%/ — k7= A (Data Gateway) |>[Z 17— 3Ls3F X —% (Global Parameters) ] I\ZBEIL £,

B 21:[7 B —/\)LiRS5 A —4%& (Global Parameters) ]™9 4 > K™

A / Administration / Data Gateway Global Settings

Data Destinations Global Parameters @

Data Destinations 1. Ensure the values entered for ports shown below do not conflict with the existing values configured on CDG.

Device Package Number of CLI Sessions* 5 ®

Sys!em Numeric value
SNMP Trap Port* 1067

Custom Range: 1-65535

Data Gateway Syslog UDP Port* 1083
Range: 1-65535
Global Parameters Syslog TCP Port* 9898

Resource Range: 1-65535

Q@ 60 0 O

Syslog TLS Port* 1069

Range: 1-65535
Force Re-Sync USM Engine Details for SNMPV3 @

ATV T2 WONRT A=D1 DL EEEELEI,

GB) EHT K= MERESAK— b THY | BFOH— MEL B LV Z & ERER LT S
WV, TS A ETEUAR— MEEZRET D LENRDY T,

INTGA—BZ £ EA

CLItyLaro# Crosswork Data Gateway & 7 /N1 AR} CLI& » ¥ =
YORKRE, 77N MEIZ3 TT,
GE) O, RIU/RT A—HITERESNT

WD NEER E A — =T 4 RLET,

SNMP Trap Port 77 4V M 1062 T,

Syslog UDP 7R— k 77 4V MHEIX 9514 T,

Sysog TCP ;R— k 7 7 4V MEIL 9898 T,

Syslog TLSR— b+ 7 7 4V MHEIX 6514 T,
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. Crosswork Data Gateway 0% O —/\)L/35 A — 2 DERTE

INTA—HF sRBA

NMPV3 D USM TP DFEMZEFMNICERE |USMOEEMIT, 51 ADRFRENE ZI1ZFA A —

ER) LEnA-NCEESHET, SNMPV3 L2 v g
UiE. USM OFEIDO W IUINETE S35 72 N
BEZ =1L LET,

IOFTarEANCT DL, RAIOIEN KK
L=, ZBENH SN USM OZEMAS 3 BRI
F# S E9,

7 7 4V MElX [False] T9,

ATV T3 R— b 2EHTHHAIE. FREND [Fr— 38T A —% (Global Parameters) ] ™7 4 > 7 T [I&W»
(Yes) |#BIRLC, a7 X 2HEBTEAIZLEMRLET, A= 2EHTLH L, a7 X ITHEil
L, ETHOIUEY a 72 —FHEIE LET, BEBINETTHE, Ya 7IXABMICHINET,

AT T8 [R1F (save) 127 V7 LCEELZMHALET,

v b U—27 ND Crosswork Data Gateway CTD/XT A —F OFHNKI LIZnE 9 nErd
U4V RUBRRRINET,

1. § T Crosswork Data Gateway 23 EF IZHEHT SN HE, BB LT Z & 2Rk
WA =N ULICERESNET,

2. % v hU—27 N Crosswork Data Gateways D\ TN aE FH TEXRho 7254, Ullicx
T—1 4 RUMNFREINET, Crosswork Data Gateway (%, 18 [HFIZEENFEA LT
Crosswork Data Gateway D /N7 A —Z ZHEIICHE R L LD & LET, —foa L 2L,
DANYDO—EE L THBEBSNIHGERHY £,

\}

(GE)  Crosswork Data Gateway T2 2 —/\)L/X T 2 — X OEFNZRILT HELHD 1 D1L, OAM Fx %
NWRZ T L TODAEEMEDR B Y £, OAM F ¥ R/VDSFHESL S 4721, Crosswork Data
Gateway |£ 2415 D/3F A —H % Crosswork Data Gateway ([CFFEEE L L9 & L (FHL TN
FEA) . O L G U722 58T L5,

RDBRY

WINNADR— R EEH LI-EAE, [EH (Administration) > [7— 4% 7 — b7 = A OFH

(Data Gateway Management) |>[7—%4 7 — k7 =1 (Data Gateways) | ¥ 7I\ZBEI L, T
T® Crosswork Data Gateways @ [BfEIRHE (Operational State) 723 [7 v~ 7" (Up) ]IZ72 5T\
L2 L MR LET,
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Crosswork Data Gateway 'J YV — X DE|Y LT .

Crosswork Data Gateway ') V —XDE| Y H T

Crosswork Data Gateway Zfli ]9 5 &, a2 L7 X% —EZADFATRHIZAE Y Z@IJIZERE L T
Y THZENTEET, HHBEORVIL I ZIZIBILELDRAEY ZEIV Y TZY,
UILNH Y Y —ADNRT U AZHE LY TEET,

\)

() ZhooRTITE, BHEL—Y—DARNT 78 ATEET,

ZON—=VITE, a7 P —EAMICBUERESINTNDAEY & CPUDE Y FRRRE
NFEF, ZORX=TUTAE VIR 228 E L, FAEREFA, B L OYFKED Crosswork Data
Gateway (23 FH SALE T,

\)

GE) Zo_N=VIFRENDHILIZEZOY R MIBHTYT, oF0 ., ERICEATT,

AL 72OV Y —=ZEY G T2 EHT DT, ROFIELZFETLET :

\)

() Cisco Customer Experience (CX) F—A LW IILTWRWED | ZHHDOFRELZEL LR

LaBEIOLET,

ATV Tl a7 X0V AN, LI X TLICHEINTZY Y= AR ZIZEREINET,
& 22:[') *)—RA (Resource) ]77 4> Ky

P
Data Destinations Resource @

Data Destinati
ata bestinations %, Recommend a minimum memory setting of 2000 mb for CLI & SNMP, 1000 mb for NETCONF collectors

Device Package System resource updates are not applicable to CDG instances running on EKS.

System Collector (2)  Memory (MB) (2) CPU Set (%) Enable Collector (7)
Custom *cu 8192 -)
0 or Range 500 - 153600 mb
Data Gateway
™
GNMI 9216 - )
Global Parameters 1 g -’
0 or Range 500 - 153600 mb
Resource
MDT 5120
0 or R
*NETCONF 3072 -)
0 or Rany > 53600 mt
“SNMP 9216 -)
0 or Range 500 53600 mb
SYSLOG 5120 -)
0 e 500 - 153600 mb

AT9 T2 AEVEVYECEERETLHaLZXDO[AEY (Memory) | 7 4 —/V RIZ, BHINMEEZATILET,
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B - osoamiezrzmmt

=] CLI B L NSNMP =2 L7 ZZ1Z 2000 MB, NETCONF =X " 7 4 |Z]% 1000 MB D/ A E U B A
R LET,

RATw T3 [ ZDHENE (Enable Collector) | AT A X h AL ONBIZRT v 7 LT, T—XWELHENILE
D

ATy T4 EENET LD, [IR1F (Save) 1227V v 7 LET,

ALV ZOEERHTLHE, a7 ZRFEE L, FTHONEY a9 7R —FElE LEd, FEENTET
THE VaTIZABMNICHRA SN ET,

ALY 2 0EMEEITEML

Crosswork Data Gateway I+, 7— ZUUE&HHCT 5 & . MESNEI L2 Z 2R LTF—¥
OWELFHMG L, BT H2E T LET, VY — A &b 572012, F721E7 —# I
BICHBE 253V ZIMERHLGEIE, 2L 4P —ERAZEHCTH N TEE
—éﬂo

L7 X BN EITENIT BT

1R BRI
VY B EFDNEITENCT BEIC, ROBEREMHR L T ZE0,

cSNMPEBLOCLIZLZ & (avTFF) OF— &W%%ﬁﬁmﬁé:kﬁf%iﬁho:
nNoEoavy 2L, T AQREAREM A R T D T2 DIZMLETT,

« F 7V T, I L7 ZITHEBRIREIC > TWET,

)

FB L7 XX, Day0 f7213 Day | OFERHPICO AT HLENRH Y £9, Dayl OF%IZ=a L
7B EMNT HTEDGE, EHEIIHET 2NEY a 72 FH T/ VT TL50ERH Y *
R

ATy 71 [FH# (Administration) |>[7—% 47—~ A D7 a— L% E (Data Gateway Global Settings) > [7 —
%/ — x4 (DataGateway) |>[V Y —A (Resource) | (ZBE L E7,

AL HDY ALY Y =AHIRPFIRSNET,
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Crosswork Data Gateway DURE P 3 TDEE .

23:a LY 2 DAMEFEITEML

# / Administration / Data Gateway Global Settings

Data Destinations Resource @
bata Destinations & Recommend a minimum memory setting of 2000 mb for CLI & SNMP, 1000 mb for NETCONF collectors
Device Package System resource updates are not applicable to CDG instances running g on EKS
srmen Collector (2 Memory (MB) CPUSet (D Enable Collector (2)
Custom o 8192 -
Data Gateway 0o
Global Parameters GNMI 9216 ‘:)
Resource i
MDT 5120 -
*NETCONF 3072 -
*SNMP | 9216 -)
SYSLoG 5120 -
0 or Range 500 - 153600 mb
ATw T2 [ 7 ZOE/ES{ (Enable/Disable Collectors) | AT A X &4 DEIZ KT v 7 LT, a7 4%
A LET, AMEERRENMUICL > Ta Ly 24 NHE#HTD 2L %Tffﬁﬁféu VAT TR g A
FoRSNET,

AT T3 [Yes] &7 U7 LET,
ATy T4 [IR7F (ave) 1227V v 7 LCEF WAL ET,

F—BWELZHENI LTS, AL A —EADAEVMHRERETEET, UV —2%EY
YCOFEMIZOWTIX,  [Crosswork DataGateway U Y —ADEI Y ¥ ) #BBLTLEIW,

Crosswork Data Gateway DUXE 2 3 T EIHE

IWEE T 2 71, Cisco Crosswork Data Gateway 23 AT 5 FEDZ A7 T, 77V r—va v
L, WEEY a 75N LT — X IUEEZER L ET, KRIZ, CiscoCrosswork [ 2415 DUUEEY 3
7 % Cisco Crosswork Data Gateway (ZH| V) 4T T, ZRICXHETEDL LI LET,

Crosswork Data Gateway /%, CLI, MDT, SNMP, gNMI (¥ ¥/L1 ) . syslog. NETCONF
R EOEEOT—ANUET e havEPAR—FLTWET, FFR—hShTWbH7 e haro
W EI L THRIEA[BE TH DR Y . Crosswork Data Gateway TILED L D 72X A 7 DT —
ZTHINETEET,

Cisco Crosswork (Z1%, kD 2FEEDOT — X INEBERNZH Y £,

1. Cisco Crosswork NOWNE 7 v ADT — X ZHpik$ 572005 — X INELER, Cisco
Crosswork X, ZOBMDTZDIZV AT LY a 7 EERLET, VAT LY a 7 2Bk E
ISR ETHZ LixTEEEA,

2. ST — X ORBEICT — X HHak T D720 OT — X IEEER, SMTT — % D%E (Kafka
F 7213 gRPC) DREKLDFEMUZ OV TR, SMIT — 2 RELROIERR L EEL 29 ~—Y) %
ZRLTIIZSN,
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KPL 70 7 7 A WV OVERRFIZ AN T — 2 XME A BINT 2 2 LIc kb H—DIUEZER T, 1L
FEINTZT — X BT — X %5 & Cisco Crosswork Health Insights [ZHADE T F97, FEAMIC
2 TIL, [Cisco Crosswork Change Automation and Health Insights 4.3 User Guide] @ [Create

aNew KPI Profile] OEASIL T 7ZI0,

\)

(GE) 1. Cisco Crosswork Data Gateway |%, X3 2 (VA=7) WED g 7 OERPR2VGE I
EENI 74 v Ry LET, o, FERET A A (DF Y, Crosswork Data
Gateway [ZHHE SV TWVRNT NA R) O FE LT —4, syslog A X2 b, BLW
SNMP +7 v 7'h Ry 7 LET,

2. "=V 7 ENT=T—H#X, Cisco Crosswork Data Gateway 737 — & Z JLEE L CTik{E3 5 %
R TEDETT A ADLERTE EHA,

[IN£E =27 (CollectionJobs) ]~—7225, Cisco Crosswork (28 k X 41TV 5 T D Crosswork
Data Gateway { > A X LV ATHET 77 4 TIRINEY a TE2FRRTEET,

Cisco Crosswork @ Ul O ElDF 47— g o _3—T, [ (Administration) ]>[NEEY a7
(Collection Jobs) | Z R L £,

[IM4 2 7 (Collection Jobs) ] 2= DEMD A %, [H#EY 27 (BulkJobs) ] & [2X
T A=t &7=Y a7 (Parametrized Jobs) | D2 DDX 703 H Y £7, [—f5Y a7 (Bulk
Jobs) J1ZIE, AT AL - T, £/2013 2 2D UL B L APL SRR S =R T OUEE
VaTtN—ERRENET, [NT A =X L&Y a7 (Parametrized Jobs) ] %A LTI,
Cisco Crosswork Service Health 7 7"V 77— a3 NI K > TERSNIZTRCOT 77 4 7732V 3
TR—ERRENET,

\)

GE) [T A—=2{bE&N7=Y a7 (Parametrized Jobs) ] XA 21T —# 2372 <, Cisco Crosswork
Service Health 28 BB STV AR WEEIZZEDO EETT,

A OWTIE, WEYa ToF=F— (89 N—) ZBRL T ZE,

RESITORAT

Cisco Crosswork @ UT (CLI) 75, 7T APIZEA L CTF— X 2 ERTHIWNED a TO®RD
UANEERRCTE £,

\}

CE)  SNMPOIDX—ZDINE Y 5 7%, CiscoCrosswork UL 236, F7/-IXAPLI 2 L CTIERL T,
SNMP kv 713 AP 2 H L CTIERLTE £9°,

CLINEEY a7 (47 ~—7)

« SNMP [WEEY a7 (48 =2—2)
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cugsar |

«MDT [ a7 (58 ~<X—3)

« Syslog INEEY 3 7 (59 X—2)

«cgNMIEY 57 (69 <2—2)

« NETCONF £V =2 7 (81 =—7)
YER L7-INEE Y 5 7 2 L 1T, Cisco Crosswork Data Gateway [ZUUEE TR 2 EITL, WE LT —
B EMESET — 2 RERITERE L E T,

Z DOFETIL, Cisco Crosswork D Ul 2> BUNEEY 3 7 AR T 5 HIEIZOWTHIBH L £9°, API
L CTIEY 3 7 21ET 512X, [Crosswork Data Gateway APIs on Cisco Devnetl] %%
LTSN,

Cisco Crosswork @ Ul O T _XTOUEEY g 7 OHA R T — 4% A% [ARB] (Unknown) ] T3, ¥
£ 9 7 &%(57 D &, CiscoCrosswork Data Gateway [T I AN 72 RFEEZ FIT L E 9, UEY =
TRENIGE, TDOARAT—XZ AL [k (Successful) 112EDHY £3, FNUUSNDEAIL[R
W (Failed) 112D Y £7,

[73% —> (Cadence) | DAHIIFENL T, ZOEIZ, RESN-t LV —F —X OIEHHE
W2 U T, 10 — 2764800 B (Fx Kk 32 HIE)) oI CTHRE T £,

\}

CLIiR&E>aJd

GE) =60zt rZtaBEdLET,

AIDEITNETEEITHR CTHDHTZDIZT NA ADLDOEN AT v 7S5 & CiscoCrosswork
Data Gateway |ZEE 0 724K LET, 2O FIATRT 7 — MIERSINERA,

Cisco Crosswork Data Gateway |X, & v b7 —27 T /34 250 CLI X—ADT — X UL % Y
R—RFLTWET, ZOXATONEY 3 7 TiE, RO~y KRV HR—FERTHET,

e show &, FfE/N— 3 D sh

® traceroute

*dir
CLIEZHEEUNCEESE D 72DITIE, T AT —FHEEZEORNTLIEE, ZhE
F 7T DHECONTE, TR ADY=a T VEBHR LTI IZEN,

CLI N4 3 71X, Cisco Crosswork @ Ul x5 7>, F721X API 2 A L CTERC& £,
IZDUWTIE. Cisco DevNet ZZ M L TL 72 & Wy,

RIZ, Kafka SME#EHREED CLIEEY 2 7 OA v— RORlZR LET, ZOFITIE, 2
ODEIZERE LTI EEU,

1. 7L RE, IPT RLATE7< UUID Tl & vE 4,

Cisco Crosswork Data Gateway .
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2. %L UUIDICE > CERENFT, Ul 240 L TER S ZIEEY 3 7OH4A . Cisco
Crosswork |Z UUID # B L7, MEOWNEY a TE2IERKT D & XL, ZNHLOEEZHA
RAEVENDH Y F9,

{
"collection job": {
"application context": {
"context id": "collection-jobl",
"application id": "APPL1"
} ’
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "CLI COLLECTOR"
} ’
"job device set": {
"device set": {
"devices": {
"device ids": [
"658adb03-cc61-448d-972f-4fcec32cbfe8"”
]

}
}l
"sensor input configs": [
{
"sensor data": {
"cli sensor": {
"command": "show platform"
}
}l
"cadence in millisec": "tel:60000"
}
]l
"sensor output configs": [
{
"sensor data": {
"cli sensor": {

"command": "show platform"
}
}l
"destination": {
"destination id": "le71f2fb-eat65-4242-8efa-e33cec71b369",
"context id": "topicl"

SNMP IR&E> 3 J

Cisco Crosswork Data Gateway Tl&, 7 /3 A THHR— K ZH T35 OID (255 < SNMP ~—
ADT—=ZWELEYHR—FLTVET,

SNMP 2 L7 %, RET 07740 (UETHMIBAT V=7 hOU AR ERBFTLEDOT A
AADY ARN) #HEIGFTHIODR—Y > 7 HR% Cisco Crosswork 2TV E T, FHAZ/ Sy
= ENTZMIBEY 2—VDUARNELEIMIBEY 2—/LOHAX LY A NERBEL
T, k9% OID ZkE L 7,
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snwp iz a7 [l

\)

()  Cisco Crosswork Data Gateway |£, A7 AIZT TIZE EAL TV HIEUER 72 MIB D H— K/8—
T A BT NA ZATSNMP A—U 7 Z2H L ET, MEO MIB 1, WEZRIME O MIB
B MIB 7 — 7 A £ T AN T — 4 % BT DU ORGETT, 7272 L. 3LR45 OID
R—=2DEE, MIB IXLEDH D A,

OID BfRIFENAH L. SNMP 2L 7 Z~DAHE LTSN ET,

v a B AF LRy =V OB (38 X—) OFHFICHE S T, Crosswork Data Gateway
AVAZLRNIT A ANy r—=V %A VIR— FTEET,

T=ZR=V 7L Ty T THR—=FENTND SNMP A=V 5 TR O LY TT,
cR—V T T—H
* SNMP V2
* SNMP V3 (no auth nopriv, auth no priv, authpriv)
e AR — RSN TWABFREEZ'® F =L : SHA-1, MD5

e AR — RSN TWDprivy e b a/b: AES-128, AES-192, AES-256, CiscoAES192,
CiscoAES256. DES. X O} 3-DES,

s NI v
« SNMP V2

« SNMP V3 (no auth nopriv, auth no priv, authpriv)
TINA A TOHEH

WDOFRIZ, SFEZF7% SNMP EEEZ AT BT a<wy ReaRrLEd, o0 T
X, 77 b7 —ABEADRF 2 A 2SR LTI EEN,
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% 3: T /54 X T SNMP #8329 %3 EH|

N—o3v av YR B8

V2c¢ snmp-server group SNMP N— g N :L%‘Tj‘**/
<group_name> v2cC :LFA{f_A5f/y_~:fa)§$%a%kﬁg
snmp-server user <user_ name> %%L/ji7ro

<group_name> v2cC

snmp-server host <host ip>
traps SNMP version
<community string> udp-port
1062

snmp-server host a.b.c.d
traps version 2c v2test
udp-port 1062

NT v 7T — 5 OERESEE TE
#LET,
GE) ZZiZRE# T

WDHIP 7 FLXA
{X. Crosswork
Data Gateway DX
BIPT FLATH
LHWLERH Y E
R

snmp-server traps snmp linkup

snmp-server traps snmp

linkdown

Vo AT —H A& Mt 5
N7 T ERENMLET,
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snwp iz a7 [l

N—o3ay

avy kR

S

V3
GE)

SNMPv3 =—H —
DNAT — R,
8 NA R kI
LHMBNH Y F

7

snmp-server host <host IP>
traps version 3 priv

<user name> udp-port 1062

kT o 7T — X OERIEEE E
HLET,

GE)

- >
— —

(Rt s T
W5HIP7 RL A
{X. Crosswork
Data Gateway D1
FHIPT RLATH
HHENRHY F
R

snmp-server user <user name>
<group name> v3 auth md5
<password> priv aes 128
<password>

REL4miftET 282 Y
AR A Nk L CRER
A F—TNIZT B LI
SNMP H—/ 7 —T %R E
LET,

snmp-server view <user name>

< MIB > included

il WE T 20BN D D%
ERLET,

snmp-server group
<group name> v3 auth notify
<user name> read <user name>

write <user name>

SNMP N—v 5 v —H—/
A=Y =T N —T DM E E
BLET

snmp-serverenabletrapssnmp

[authentication] [linkup]
[linkdown] [warmstart]
[coldstart]
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N—o3ay

avy kR

S

cFFarox—U—FK
—OEEETICERL
=%t
authenticationFailure,
linkUp, linkDown,
warmStart, 3 X
coldStart D% k7 v 7' %
A F—T NI LET,

F—U— FEETHEMHL
% EE, MELLZA
TDRNT T DOHRDA
F—=T IR £, =2
LZF FTRToOA
B —T A AZx LT
linkUp & linkDown O
SNMP 7 v 772 %7
o — U A — T NI
TAHIZE, Zoavr R
D
spsveaeespinkydirkdoan
EWVWIH R EFEHLE
R

SNMP =2 L 7 #i3,

C AT —

\}

ROEEZ YR — R LTHET,

GE) 1 ODIETEED AT — 0ID ZERTHBHEI1T. T34 A~
D 1 DD getbulkrequestquery CHEELD SNMP GET ER % /X 7

TEET,

* TABLE
* WALK
+ COLUMN

INHOEMET, B —RETERINET LULTFOA m— FlzZHR)
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snwp iz a7 [l

\)

GE) T ADOISERN 1,500 2 VB EB X 5581L. 47 3 @ deviceParams &1
snmpRequestTimeoutMillis ("o 72— RBNZITIFRRS N TR ZHEHATLILERNH Y £
Ty TA ADISEREEINRE W L SHEE TRV R Y . snmpRequestTimeoutMillis 9%
Tl EY A,

snmpRequestTimeoutMillis DfE (X I U M HAL THRET 2 LE 1 H Y £,
77 4V b OF/IMEIE 1,500 S VBTY, 7272 L. ZORMEOEKRMEICHIRIEH Y EEA,

WIZ. SNMP XY = 702~ LET,
{

"collection job": {
"application context": {
"context id": "collection-jobl",
"application_ id": "APP1"
} r
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "SNMP_COLLECTOR"
} r
"job device set": {
"device set": {
"devices": {

"device ids": [
"c70£c034-0cbd-443f-ad3d-a30d4319£937",
"8627c130-9127-4ed7-ace5-93d3b4321d5e",
"c0067069-c8£6-4183-9e67-1£2e9b£f56£58"

}
}7
"sensor input configs": [
{
"sensor data": {
"snmp_ sensor": {

"snmp mib": {
"oid": "1.3.6.1.2.1.1.3.0",
"snmp operation": "SCALAR"
}
}
}7
"cadence in millisec": "60000"

}7
{
"sensor data": {
"snmp_ sensor": {

"snmp mib": {
"oid": "1.3.6.1.2.1.31.1.1",
"snmp operation": "TABLE"
}
}
}7
"cadence in millisec": "60000"

}

] 4

"sensor output configs": [
{

"sensor data": {

Cisco Crosswork Data Gateway .
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"snmp_sensor": {

"snmp_mib": {
"oid": "1.3.6.1.2.1.1.3.0",
"snmp_operation": "SCALAR"
}
}
}I
"destination": {

"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topicl 46lcb8aa-al6a-44b8-b79f-c3daf3ead925f"
}
}I
{
"sensor_data": {
"snmp_sensor": {

"snmp_mib": {
"oid": "1.3.6.1.2.1.31.1.1",
"snmp_operation": "TABLE"
}
}
}I
"destination": {

"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topic2 e7ed6300-fc8c-47ee-8445-70e543057f8a"

SNMP +S v JIR&EL 37

SNMP F 5 v FINEY 3 7%, APLEZ N LTORERTEEST, FIv U A F—IR—FT
VoA, BELOHD ME Y I7IZESNWT) ZEHIT—X%2T 4 Ay F LET,

| o

EE SNMP + T v FUIUEABRLET 5172, Common EMS Services 7 7V r—3 a v %A VA h—/L
L. SNMP O/ A MEWREREL L ET,

Crosswork Data Gateway |£, UDP /R— h 1062 CrZ7 v 7% U v A LET,
“

GE)  SNMP 7 v 7IEY a 72X ET 2T, SNMP F 7 v 727 A A ETELSEEL T,
Crosswork Data Gateway DRAEIP 7 R L RZEET 2 HERH Y £77,

SNMP 5y JIR&EY 3 TDT—Y 70—
SNMP k7 v 7 %%{57 5 &, Cisco Crosswork Data Gateway |V F & EIT L £,
1L TAARZK L TEY a TRERR SNV TW AN E D AR L ET,

2. FIwINR—=Vgrtaa=T g XA EHERLET,
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snwp iz a7 [l

\}

(F)  Crosswork Data Gateway 78 SNMP h 7 v 7D a3 a2 =7 4 LFHN e F = v 7 LK I T D
\Z1E, Crosswork Ul 241 L CT /31 2% BMT 5 & ZIZ, [SNMP k7 » 7t F = > 7
(SNMP Disable Trap Check) | F = v 7Ry 7 A& A4 LEd, ZOF T 3 OFEMICo
WTIE, UL ZEH L7727 A ZA0EMEZRL T EIN,

3. SNMP V3 DAL, 2 —H—38iEL priv 70 a7 LT ooy LB FEEL £9,

N

GE)  SNMPV3 auth-priv b 7 v 71%, 7351 A E7213/L—F D engineld |24 (7 LT, 7—7/L USM
22— —=F =T NEMFFLET, LIRS T, T3 ZAE 72T —F Dengineld SEHL I LD
FENZ, NIy T OZERFEIENET, N7y T OZEEBRTLICIE. ERELOT AL
Az L THERD AT T ZE 0,

Crosswork Data Gateway (&, E >+ — XRRENTZ N7 v 7 OID IZESNWT AT v T %27 ¢
NWEREL, BRINTZ N7 v T OHREEELET,

WY a TR D, T3 RTEKEDRVD, ERIE N T v I BRZEFESNRWGE, Ya T
DAT —HZ AL [AH] (Unknown) |OFEFETT, HYAR—FINTWVWDHEFT7 vy 7 EMIBODY A

MZoOWTIE,  TSNMP TOWERICHRNICE—RLEZ Ty 7FEMIBDOY 2~ 2B L

TSN,

Crosswork Data Gateway (£, KD 3 DD % A 7 DI YANG/OID X—AD T v F &P R —KL
i‘a‘o

R 4:HKR—FENTULBIE YANG/OID A—ZD b5y TD YR +

oy —/R B
* TANZRLTTNANA AN w28 NTTR_RTO N7 v 7 ZEE L
ijqo

MIB L'~V T v |1 -20 MIB #8410 OID

7 W] : F_T D isismib Lo kT v FE TR B A
1.3.6.1.2.1.138.0)

FEED N7 v FEED K7 » 7 ® 0ID
(f5 : linkUp R 7 v 7 ZBUG7T 5354142 1.3.6.1.6.3.1.1.5.4)

WIZ, SNMP s 7 v INEY a TR ERLET,
{

"collection job": {
"application context": {
"context id": "collection-jobl",
"application id": "APPL1"
}l

"collection mode": {
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"lifetime_type" : "APPLICATION_MANAGED" ’
"collector_ type": "TRAP_COLLECTOR"
} 4
"job device set": {
"device_set": {
"devices": {

"device_ ids": [
"a9b8f43d-130b-4866-a26a-4d0£f9%e07562a",
"8c4431a0-f21d-452d-95a8-84323a19e0d6",
"eaab2647-2351-40ae-bf94-6e4a3d79af3a"

}
}I
"sensor_input configs": [
{
"sensor_data": {
"trap sensor": {
"path": "1.3.6.1.6.3.1.1.4"

}
}I

"cadence_in millisec": "60000"
}
] r
"sensor_ output configs": [
{
"sensor_data": {
"trap sensor": {
"path": "1.3.6.1.6.3.1.1.4"

}

}I

"destination": {
"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topicl 696600ae-80ee-4a02-96cb-3a01a2415324"

NETTUsr—230~AD S5y TEEOEME
T XA A LD Crosswork (LB b T v T OHEBRLTENZTDHZ E2RBED LET,

P e CRE LT =2 D N7 v 72 A 7% 5121%, oid (OBJECT_IDENTIFIER,
1.3.6.1.6.3.1.1.4.1.0 72 ) & OidRecords @ oid IZBHESTIT ST\ strvalue i L £
T (T =2 a ERGEO 0D A LT RN y VOB ERETCEET) |

WIZ, T v TEBIET ) r—a SNHRIET AT DEE XA n— FOflEZRLET,
VI Ty
1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.4

» Link Down

1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.3

* Syslog

1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.4.1.9.9.41.2.0.1

* Cold Start
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1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.1

"nodeIdStr": "BF5-XRVI9K1l.tr3.es",
"nodeIdUuid": "C9tz51J0SJKf50Z67+U5JQ=="",
"collectionId": "133",
"collectionStartTime": "1580931985267",
"msgTimestamp": "1580931985267",
"dataGpbkv": [
{
"timestamp": "1580931985267",
"name": "trapsensor.path",
"snmpTrap": {
"version": "V2c",
"pduType": "TRAP",
"v2v3Data": {
"agentAddress": "172.70.39.227",
"oidRecords": [
{
"oid": "1.3.6.1.2.1.1.3.0",
"strValue": "7 days, 2:15:17.02"
}I
{
"oid": "1.3.6.1.
"strValue": "1.3.
kind of trap.
}I
{

1.1
.6.3.

"oid": "1.3.6.1.2.1.2.2.1.1.8",
"strValue": "8"

"oid": "1.3.6.1.2.1.2.2.1.2.8",
"strvValue": "GigabitEthernet0/0/0/2"

"oid": "1.3.6.1.2.1.2.2.1.3.8",
"strValue": "6"

"oid": "1.3.6.1.4.1.9.9.276.1.1.2.1.3.8",
"strValue": "down"

"collectionEndTime": "1580931985267",

snwp iz a7 [l

.4.1.0", // This oid is the Object Identifier.
1.1.5.3" // This is the value that determines the

"collectorUuid": "YmNjZjEzMTktZjF1OSOONTESLWI40TgtY2Y1ZmOxZDFjNWEXOLRSQVBEQ09MTEVDVE9S",

"status": {
"status": "SUCCESS"
}I
"modelData": {},
"sensorData": {
"trapSensor": {
"path": "1.3.6.1.6.3.1.1.5.4"
}
}I

"applicationContexts": [
{
"applicationId": "APPL",
"contextId": "collection-job-snmp-traps"
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B vwormgcao

MDT YR>3 70

Crosswork Data Gateway |, E7 /VBRENIRT L2 R U (MDT) ZHL TRy NU—27F /34
AMBDOT—=LMEEYHR— L, TAALANRLOT LA M) AN —AEEHEHELET
(IOS-XR XR—=ADT'T v N7+ —LDF)

Crosswork Data Gateway |X, XD k7 v AR— hE— RKOT—XIWEEVFR— KL TWET,
*MDTTCP # A ¥ L7 D hE—F

Cisco Crosswork |X NSO #FJH L CTHE/ MDT RE&E T /3 AT v o L, X d 2UEE
¥ a 7 O E % Crosswork Data Gateway (22515 L £7,

\}

GE) o N 7Ty TEAE L ITTEMEDORIZEEFD MDT ¥ a 71T 60 OZEFE (BH) 5%
4. Cisco Crosswork (X7 /A A L CHETH O a 7EHALEHA, ZIUTIEINSO 2
BT 2720 TT, NSO/T /A ADOREEBEILT HHENRH Y £3, Cisco Crosswork 1%
F—=BR=2ZANDOY a T OHrEETLET,

* YANG EV 2 — V&2 T DRI, VR—FENTWENE I ZRLET, [MDT
TOWERICERIIZE— RLZYANG EV2— 1D U 2~ OEEZZBHB LT EE0,

WIZ, MDT INEDSRA o — RO~ LET,

{
"collection job": {
"job device set": {
"device set": {
"device group": "mdt"
}
}I
"sensor output configs": [{
"sensor data": {
"mdt sensor": ({
"path":
"Cisco-IOS-XR-infra-statsd-oper:infra-statistics/interfaces/interface/latest/generic-counters"

}

}I

"destination": {

"context id": "cw.mdt sensor.cisco-ios-xr-infra-statsd-oper.gpb",
"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"

}

’

"sensor data": {
"mdt sensor": ({
"path":
"Cisco-IOS-XR-infra-statsd-oper:infra-statistics/interfaces/interface/data-rate"
}
}I
"destination": {
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"context id": "cw.mdt sensor.cisco-ios-xr-infra-statsd-oper.gpb",
"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"

}
}
]I
"sensor_input configs": [{
"sensor_data": {
"mdt_sensor": {
"path":
"Cisco-I0S-XR-infra-statsd-oper:infra-statistics/interfaces/interface/data-rate"
}
}I
"cadence_in millisec": "70000"
oo Ao
"sensor_data": {
"mdt_sensor": {

" "
path":
"Cisco-IOS-XR-infra-statsd-oper:infra-statistics/interfaces/interface/latest/generic-counters"

}
}I

"cadence_in millisec": "70000"

}
] r

"application context": {

"context id": "c4",

"application_id": "a4-mdt"

} r
"collection mode": {

"lifetime type": "APPLICATION MANAGED",
"collector type": "MDT_COLLECTOR"

}
}
}

MDT IR&EC 3 TNT—Y 70—
MDT _—AD KPI 3T /A ATT 77 4 7{t&i 5 & Cisco Crosswork

1. HERERZNSOIWEEL T, =7y hTFAA ATOTF =2 EEZ AL ET,
2. Crosswork Data Gateway |ZUNEE Y =2 7B Y 7 =X M &2 #(E L E T,

3. Crosswork Data Gateway (X, IUE U727 — % Z45E LI EICEET D720 DT + A R
Ba—va s a2ERLET,

Syslog R&E> 37
Crosswork Data Gateway |, 7 /341 A5 D Syslog X—ADA X2 MUEEZFFR— N L TWE
‘d‘o

| B

EE Syslog b7 v 7UINEEBRET HHEIIC, Common EMS Services 7 /) r—1a & A A h—/b
L. Syslog DA MEBREHERL 7,

HAR— F I TV 5D Syslog XL, kD LY TT,
« RFC5424 syslog 15

Cisco Crosswork Data Gateway .



Cisco Crosswork Data Gateway |
Syslog IN&E P 37

« RFC3164 syslog &5

\}

GE) v b7 —2N® Crosswork Data Gateway 7> 5 Syslog 7 — ¥ #[UET H 21X, T /341 A %80
9% & X2 YANG _CLIFEREZ 3R L. Crosswork Data Gateway 7> 5 Syslog 7— ¥ #5575 &
MDD RT A= EHFRELET, 77 v 74— LEFEOV=aT7 VEBRL T EE,

WRFIRDNEFIZEE TIEH D FHEALN, MFOFIELZFETTL2HLERHY £3, £ L
L T EBEEELIFNESNET A, T ADFREBNZDOWTIE, 77314 2T Syslog

GEEx=7) OFRE (64 =) | 2L T 72XV, Cisco Crosswork Tlt, T /34 &
~DOEF 2T 72 SyslogllfG 2R ETHZ L HTEET, FEllcO VT, T34 A TOEFx =
7 Syslog ODFEE (65 X—) #HHRLTIEI,

LAFIE. Syslog INEE~A v — ROFITY,
{

"collection job": {
"job device set": {
"device set": {
"devices": {
"device ids": [
"c6f25a33-92e6-468a-ba0d-15490f1ce787"
]
}
}
}7
"sensor output configs": [
{
"sensor data": {
"syslog sensor": {

"pris": {
"facilities": [0, 1, 3, 23,41,
"severities": [0, 4, 5, 6, 7]
}
}
}7
"destination": {
"context id": "syslogtopic",

"destination id": "c2a8fba8-8363-3d22-b0c2-a9%e449693fae"
}
}
] 4
"sensor input configs": [
{
"sensor data": {
"syslog sensor": {

"pris": {
"facilities": [0,1, 3, 23,4],
"severities": [0,4, 5, 6, 7]
}
}
}7
"cadence in millisec": "60000"

}

] r

"application context": {
"context id": "demomilesstone2syslog",
"application id": "SyslogDemo2"
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}I
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "SYSLOG_COLLECTOR"
}
}
}

* Syslog 7 — Z WEEDHI JJ1X, PRIN— A D SyslogSensor F 721X 7 1 /L Z ~— A D SyslogSensor
ERRETDHIETT A NEFBETHZ LN TEET, A 17— NI ST HHEE
BHREIC 8T 5 Syslog £ X "3, FREESNTSEEITEESINET, —ELRVMiliod
RTD Syslog A X MEI Ry FIEd, EHRBL, ERE, F72I3EICESNT
TANZERETEET,

« R ERREDMEAFRE LTZBE. MLTORMIET. 740 LYV THRE S U fm B
FIZESNTHESNET,

o FHPREAE - AND £721FOR 2 LT, K3 DD T7 4 VHDMAEOEEIEETEE
T, TN FTIE. HEFEZEELRWSES ., ANDEE 2B SNET,

Syslog R&EP 3 TDHEA

Cisco Crosswork D Ul 25T NA A% AV R—T 4 73586 (734 AEE (Device

Management) ]>[F > h U —2 7 /31 A (Network Devices) |>[7 /31 ADFEH (Device

Details) ]) . [Syslog JEZ (Syslog Format) ] 7 4 —/L R CEIR L7ZfHIZ L > T, T34 A5

{5 L7z syslog 4 X k% Syslog =2 L 7 X THMTT 2 AN ESNE T, [~
(UNKNOWN) 1. [RFC5424], F721% [RFC3164] DT hina iR T& 97,

WIZ, KA a O HHlERLEST,

1. [AB] (UNKNOWN) ] : Syslog N> a 7 OHIIIZ, T34 A5 52/F L7z syslog A X
FREENTNET,

N

GE) 7734 AILRFC5424/RFC3164 JEH T syslog A X2 k&K T 5 & 9 I E STV T [Syslog
JE3 (Syslog Format) ] 7 4 —/L RIZIEADBEE SN TWRWES, 7 7 4L Tl [RH
(UNKNOWN) | & RZe & &7,

VAN 2 WA

node id str: "xrv9k-vM8"
node id uuid: ":i\300\216>\366BM\262\270@\337\225\2723&"
collection id: 1056
collection start time: 1616711596200
msg_timestamp: 1616711596201
data gpbkv {
timestamp: 1616711596201
name: "syslogsensor.path"

fields {
name: "RAW"
string value: "<6>1 Mar 25 15:34:41.321 PDT - SSHD_ 69570 - - 98949:

RP/O/RPO/CPUO:SSHD7[69570]: $SECURITY-SSHD-6-INFO SUCCESS : Successfully authenticated
user \'admin\' from \'40.40.40.116\"' on \'vtyO\' (cipher \'aesl28-ctr\', mac
\ 'hmac-shal\') \n"
}
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fields {
name: "DEVICE_IP"
string value: "40.40.40.30"
}
}
collection end time: 1616711596200
collector uuid: "17328736-b726-4fe3-b922-2312a4a30a54f:SYSLOG_COLLECTOR"
status {
status: SUCCESS
}
model data {
}
sensor_data {
syslog_sensor ({
pris {
facilities:
facilities:
facilities:
facilities:
severities:
severities:
severities:
severities:
}
}

~N o U1 O N B WO
w

}

application_contexts {
application_id: "SyslogApp-xr-8-jobl"
context id: "xr-8-jobl"

}
version: "1"

2. [RFC5424] : 7 /3A AN syslog A X2 k% RFC5424 X CHERT 5 L 9 IZE%E S 4, [Syslog
JE (Syslog Format) | 7 4 —/L KT [RFC5424] TE &I ST D854, Syslog IN4E
Va TWEOH TN, T3 A0B%[E Lizsyslog A X b (RAW) & T /34 26D
RFC5424 DA k=7 4 — MENTHE D syslog 4 X2 PR EENET,

N

(GE)  Syslog = L7 ZiX, KD Java RegEx /3% — NI > TXA M= 7 4— h Tsyslog £ X &
AT LET,

RFC5424

"A<(?<pri>\\d+)>(?<version>\\d{1,3})\\s*(?<date>(([0-9]{4\\s+) ?[a-zA-Z]{8I\\s+\\d+\\s+\\d+:\\d+:\\d+.\\d{3}\\s +[a-zA-Z]{3}"
9T:.Z-]+))\s*(?<host>\\S+)\\s*(?<processname>\\S+)\\s*(?<procid>\S+)\\s *(?<msgid>\S+)\\s*(?<structureddata>(-|\\[. +\\
<message>.+)$";

T

collection start time: 1596307542398
msg_timestamp: 1596307542405

data gpbkv {
timestamp: 1596307542405
name: "syslogsensor.path"
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fields {
name: "RAW"
string value: "<13>1 2020 Aug 1 12:03:32.461 UTC: iosxr254node config 65910 -
- 2782: RP/0/RSP0O/CPU0:2020 Aug 1 12:03:32.461 UTC: config[65910]:
$MGBL-SYS-5-CONFIG I : Configured from console by admin on vty0 (10.24.88.215) \n"

}

fields {
name: "RFC5424"
string value: "pri=13, severity=5, facility=1, version=1,

date=2020-08-01T12:03:32.461, remoteAddress=/172.28.122.254, host=\'iosxr254node\’,
message=\"'2782: RP/0/RSPO/CPU0:2020 Aug 1 12:03:32.461 UTC: config[65910]:
$MGBL-SYS-5-CONFIG I : Configured from console by admin on vty0 (10.24.88.215) \',
messageld=null, processName=config, structuredDatalist=null"
}
fields {
name: "DEVICE_ IP"
string value: "172.28.122.254"
}

}
collection end time: 1596307542404
collector uuid: "ac961b09-8f67-4c93-a9%9%a-31leef50£f7fa9:SYSLOG_COLLECTOR"

status {
status: SUCCESS

}

[RFC3164] : 7 /3A A3 syslog 1 X2 k% RFC3164 LA TR T 2 £ 9 IZFEE S 4, [Syslog
£ (Syslog Format) ] 7 ¢ —/L KT [RFC3164] FEA DI STV D4, Syslog ¥ =
TIEDHINZIE, RAW (T ZBEAF LT b D) syslog A 2k &ET /8, 20D
RFC3164 DA~ 7 4 — MENTE D syslog A X NOEHFNEENET,

N

GE)

Syslog @ L' 7 Z 1%, IR®D Java RegEx /3 ¥ —N\ZHE5> TRA M7 4 — kTsyslog 1 X2 M &
M L E T,

RFC3164

"N<(?<pri>\\d+)>[]"\\s*)?(?<date>(\\"[a-zA-Z[{B\s+\\d-+\\s+[0-9]{4 \\s+\\d+:\\d-+:\\d--\\. \\d{B\\s +]+[[a-zA-Z]{3}[:]"] \\s

[a-zA-Z]){8\s-+-\\d+\\s+\\d-+:\\d-+\d+[.]*Nd {3M\\s+]+[[a-ZA-Z] B} 1)([0-9T:.Z-]+))\\s+(?<host>\\S+) M\\s+((?<tag>["\\[\s
<procid>\d+)\\])?:)"\\s*(?<message>.+)$";

VAN 2 VAR

collection id: 20
collection start time: 1596306752737
msg_timestamp: 1596306752743

data gpbkv {
timestamp: 1596306752743
name: "syslogsensor.path"
fields {

name: "RAW"
string value: "<14>2020 Aug 1 11:50:22.799 UTC: iosxr254node 2756:
RP/0/RSP0/CPU0:2020 Aug 1 11:50:22.799 UTC: config[65910]: %MGBL-CONFIG-6-DB_COMMIT
: Configuration committed by user \'admin\'. Use \'show configuration commit changes
1000000580\"' to view the changes. \n"
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}

fields {
name: "RFC3164"
string value: "pri=14, severity=6, facility=1, version=null,

date=2020-08-01T11:50:22.799, remoteAddress=/172.28.122.254, host=\"'iosxr254node\",
message=\"'RP/0/RSP0O/CPU0:2020 Aug 1 11:50:22.799 UTC: config[65910]:
$MGBL-CONFIG-6-DB_COMMIT : Configuration committed by user \'admin\'. Use \'show
configuration commit changes 1000000580\' to view the changes. \', tag=2756"
}
fields {
name: "DEVICE_ IP"
string value: "172.28.122.254"
}
}
collection end time: 1596306752742
collector uuid: "ac961b09-8f67-4c93-a9%9%a-31leef50£f7fa9:SYSLOG_COLLECTOR"
status {
status: SUCCESS

Syslog = L7 % 73 [Syslog /&2 (Syslog Format) | 7 « —/b R CTHE S L7 BRUTHE > T syslog
ARy b BN TEIRWEA, Syslog Y a 7O X, T3 A0 6345 L= syslog A
~r b (RAW) VEENLET,

TINARATD Syslog GEEF¥27) DFE

ZDIETIL, T/3 ATRFC3164 TER F 7213 RFC5424 XD syslog & i E T 5 72 D% E B
R LET,

RFC3164 Sysog 2 X DR E

\}

CE)  koO=a— FTHARRENTODIRET, TSN TO7 +—< v FOREZ RS 2
TeOITEE T,

Cisco IOS XR T /31 ZADH4A -

logging <CDG IP> port 9514 OR logging <CDG IP> vrf <vrfname> port 9514
logging trap [severity]

logging facility [facility valuel]

logging suppress duplicates

service timestamps log datetime msec show-timezone year

logging hostnameprefix <some host related prefix e.g.iosxrhost2>

Cisco IOS XE T /34 ADEHA -

no logging message-counter syslog

logging trap <serverity>

logging facility <facility>

logging host <CDG IP> transport tcp port 9898 session-id string <sessionidstring> -->
To use TCP channel

OR

logging host <CDG IP> transport udp port 9514 session-id string <sessionidstring> --->
To use UDP channel

OR

logging host <CDG IP> vrf Mgmt-intf transport udp port 9514 session-id string
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<sessionidstring> --> To use UDP via vrf
service timestamps log datetime msec year show-timezone

RFC5424 Sysdog ¢ X DR E

Cisco IOS XR T34 ZADIFA -

logging <CDG IP> port 9514 OR logging <server 1> vrf <vrfname> port 9514
logging trap [severity]

logging facility [facility value]

logging suppress duplicates

service timestamps log datetime msec show-timezone year

logging hostnameprefix <some host related prefix e.g.iosxrhost2>
logging format rfc5424

Cisco IOS XE 7 /31 ZADIFA -

no logging message-counter syslog

logging trap <serverity>

logging facility <facility>

logging host <CDG IP> transport tcp port 9898 session-id string <sessionidstring> -->
To use TCP channel

OR

logging host <CDG IP> transport udp port 9514 session-id string <sessionidstring> --->
To use UDP channel

OR

logging host <CDG IP> vrf Mgmt-intf transport udp port 9514 session-id string
<sessionidstring> --> To use UDP via vrf

service timestamps log datetime msec year show-timezone

logging trap syslog-format 5424 --> if applicable

TINA ATDEF 27 Syslog DEERTE
T ZADEF 27 72 syslog 815 ML DI, IROFIEZFEATLET,

1. Cisco Crosswork @ [RIEFEEHE Ul (Certificate Management) ] -X— 77> Cisco Crosswork
EEHFz—rE&Xyrm—RNLET,

2. Cisco Crosswork 3T = — L ZEH L CT A AZHRELFT,

Syslog sIFAZN Ay O— K

1. Cisco Crosswork ® UI'C, [P (Administration) ]>[AERAZEE L (Certificate Management) ]
WZBE L9,

2. [lcrosswork-device-sysog] T C[i]%#72 U > 27 LT,
3. [T Tx=Z7 AFR—bF (ExportAll) 127 Vv 7 LT, stHEEZXY Y a—RRLET,
WKDT7 7 A NN AT NIH T a— REINET,

Name

>

interrmediate.key
interrmediate.crt
ca.crt
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T34 AT Cisco Crosswork k5 X kR4 > FDEEE
TLSZEHMIZT S XR T/81 ADHREH

RP/0/RSP0/CPUO:ASRIk (config) #crypto ca trustpoint syslog-root
RP/0/RSP0/CPUO:ASRI9k (config-trustp) #enrollment terminal
RP/0/RSP0/CPUO:ASR9k (config-trustp) #crl optional
RP/0/RSP0/CPUO:ASRIk (config-trustp) #commit
RP/0/RSPO/CPU0:ASRIk (config-trustp) #end

RP/0/RSPO/CPUO:ASRIOk#

RP/0/RSP0/CPUO:ASRIk#crypto ca authenticate syslog-root

Fri Jan 22 11:07:41.880 GMT

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIGKzCCBBOgAWIBAgIRAKfyU89yjmrXVDRKBWuUSGPgwDQYJKoZIhvcNAQELBQAW
bDELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMREWDWYDVQOHEWhTYW4gSm9zZTEa

JPQ/Ur08N3sC1lgGJX7CITh5cE+KIJ51ep8ileKSI5wHWRTMv342MnG2StgOTtaFF
vrkWHD0206jRuYXDWEUptDOg80EritZb+SNPXWUc/2mbYog6ks6EeMC69VikZPo=

Read 1583 bytes as CA certificate
Serial Number A7:F2:53:CF:72:8E:6A:D7:54:34:4A:05:6B:92:18:F8
Subject:
CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Issued By
Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Jan 16 2021

Jan 15 2026

CN=Crosswork Device
02:37:09 UTC Sat
02:37:09 UTC Thu

Validity Start

Validity End

SHA1l Fingerprint:
209B3815271C22ADF78CB906F6A32DDI9D97BBDBA

Fingerprint: 2FF85849EBAABI9BO59ACBIF5363D5CICDo you accept this certificate? [yes/no]:
yes

RP/0/RSP0/CPUO:ASR9k#config

RP/0/RSP0/CPUO:ASRIk (config) #crypto ca trustpoint syslog-inter

RP/0/RSP0/CPUO:ASRI9k (config-trustp) #enrollment terminal

RP/0/RSP0/CPUO:ASR9k (config-trustp) #crl optional

RP/0/RSPO/CPU0:ASRIk (config-trustp) #commit

RP/0/RSP0/CPUO:ASRIk#crypto ca authenticate syslog-inter

Fri Jan 22 11:10:30.090 GMT

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIGFDCCA/ygAwIBAgIRAkhgHQOXcJzQzeQK6U2wn8PIwDQYJKoZIhvcNAQELBQAW
bDELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMREWDWYDVQOHEWhTYW4gSm9zZTEa

51Bk617z6cxFER5c+/PmJFhcreisTxXgladJbFdnB5C8f+0uUIdLghykQ/zaZGuBn
AAB70c9r90eKGIWzvv1e2U8HH1pdQ/nd

Read 1560 bytes as CA certificate
Serial Number 02:48:6A:1D:05:DC:27:34:33:79:02:BA:53:6C:27:F0:F2
Subject:
CN=device-syslog,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
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CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US

Validity Start
Validity End
SHAl Fingerprint:

02:37:11 UTC Sat Jan 16 2021
02:37:11 UTC Mon Jan 16 2023

BO6F2BFDE95413A8D08A01IEE3511BC3D42F01E59

CA Certificate validated using issuer certificate.
RP/0/RSP0O/CPUO:ASR9k#show crypto ca certificates
Fri Jan 22 15:45:17.196 GMT

Trustpoint

syslog-ro

ot

CA certificate

Trustpoint

Serial Number A7:F2:53
Subject:

CN=Crosswork Device
Issued By

CN=Crosswork Device
Validity Start 02:37:09
Validity End 02:37:09
SHAl Fingerprint:

:CF:72:8E:6A:D7:54:34:4A:05:6B:92:18:F8

Root CA,0=CISCO SYSTEMS INC,L=San Jose,ST=CA,C=US

Root CA,0=CISCO SYSTEMS INC,L=San Jose,ST=CA,C=US
UTC Sat Jan 16 2021
UTC Thu Jan 15 2026

209B3815271C22ADF78CB906F6A32DDID97BBDBA

syslog-in

ter

CA certificate

RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

Serial Number
Subject:

02:48:6A:1D:05:DC:27:34:33:79:02:BA:53:6C:27:F0:F2

CN=device-syslog,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US

Issued By

CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US

Validity Start
Validity End
SHAl Fingerprint:

02:37:11 UTC Sat Jan 16 2021
02:37:11 UTC Mon Jan 16 2023

BO6F2BFDE95413A8D08A01IEE3511BC3D42F01E59

:ASR9k
:ASR9k
:ASR9k
:ASR9k
:ASR9k
:ASR9k
:ASR9k (config)
:ASROk#exit

config-

Fri Jan 22 11:17:19.385 GMT
logging tls-server syslog-tbl31
vrf default

severity debugging
trustpoint syslog-inter
tls-hostname <CDG Southbound IP>

logging
logging
logging
logging
logging

trap debugging
format rfcb5424
facility user
hostnameprefix ASR9k
suppress duplicates

RP/0/RSP0O/CPUOQ :ASROk#

TLSZEMIZT % XE T/31 ADFKREH!

)
)
logging-tls-peer)
)
)

#exit

:ASR9k (config) #logging tls-server syslog-tbl31l
config-logging-tls-peer) #tls-hostname 10.13.0.159
config-logging-tls-peer) #trustpoint syslog-inter
config-logging-tls-peer) #severity debugging

#vrf default

config-logging-tls-peer) #commit
config-logging-tls-peer) #exit

:ASR9k#show running-config logging
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csr8kv
csr8kv
csr8kv
csr8kv
csr8kv
csr8kv

config) #crypto pki trustpoint syslog-root
ca-trustpoint) #enrollment terminal
ca-trustpoint) #revocation-check none
ca-trustpoint) #chain-validation stop
ca-trustpoint) #end

config) #crypto pki authenticate syslog-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFPjCCAyYCCQCO6pK5A0GYdjANBgkaghkiGOwOBAQsFADBhMQOswCQYDVQQGEWJIV
UzELMAkKGA1UECAWCQOEXETAPBgNVBACMCE1pbHBpdGEzMQ4wDAYDVQQOKDAVDaXNj

JEA=

Certificate has the following attributes:
Fingerprint MD5: D88D6D8F E53750D4 B36EB498 OA435DAL
Fingerprint SHAl: 649DE822 1C222C1F 5101BEB8 B29CDF12 5CEE463B

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

csr8kv
csr8kv
csr8kv
csr8kv
csr8kv
csr8kv

config) #crypto pki trustpoint syslog-intermediate
ca-trustpoint) #enrollment terminal

ca-trustpoint) #revocation-check none

ca-trustpoint) #chain-validation continue syslog-root
ca-trustpoint) #end

config) #crypto pki authenticate syslog-intermediate

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFfTCCA2WgAWIBAgICEAAWDQYJKOZIhvcNAQELBQAWXDELMAKGA1IUEBhMCVVMx
EzARBgNVBAgMCkNhbG1lmb3JuaWExDjAMBgNVBAOMBUNpc2NvMQO4wDAYDVQQLDAVT

Nmz 6NQynD7bxdQa9Xq9kyPuY3ZVKXkf312IRHOMEY2yFX/tAen9JqOeZlg8canmw
TxsWASTLzylRmxgQh88£0CM=

Trustpoint 'syslog-intermediate' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:
Fingerprint MD5: FE27BDBE 9265208A 681670AC F59A2BF1
Fingerprint SHAl: O03F513BD 4BEB689F A4F4E001 57EC210E 88C7BD19

csr8kv (config) #logging host <CDG Southbound IP> transport tls port 6514
csr8kv (config) #logging trap informational syslog-format rfc5424
csr8kv (config) #logging facility user

csr8kv (config) #service timestamps log datetime msec year show-timezone
csr8kv (config) #logging tls-profile tlsvl2

FQDN ZH#7/R— b9 578D Syslog R

BT NDT A AN Z TROa~ > R&EFLT LT, TLSAFQDN 247K — h T& % &
I LET,
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gNMI IR &

N
~

g

37

oz a7 i

. RAA L EZFHEL, DNSIP #5834 A THRETHLENHY £,

RP/0/RSP0/CPUQO:ASROk#config
RP/0/RSPO/CPU0:ASR9k (config) #domain name <DNS domain name>
RP/0/RSP0O/CPUO:ASR9k (config) #domain name-server <DNS server IP>

2. tls-hostname @ CDG VIP FQDN Z#[k9" %

RP/0/RSP0O/CPUO0:ASR9k (config) #logging tls-server syslog-tbl31
RP/0/RSP0O/CPUO0:ASR9k (config-logging-tls-peer) #tls-hostname <CDG VIP FQDN>

Cisco Crosswork [Z, Cisco Crosswork Data Gateway % /I L 7= gRPC * v s U — 7 FH A L X —
ZxAA (gNMID) R—=ZADT LA M TF—=FDNELIR—FLTWET, Y727 Fg
NZHES S gNMIZ A Y vA v (gRPCHEAYNA L) AR =T DT VAN T—Z&
R LTcHE e~ OROY 7 27 U 7 a VIRE (@) O L—0hzYR—LET,

\}

GE)

HVFET, 7Ty b7 —LEAO~Y=2T V2R LET,

EFETNNE =T NOTNARAT Ty 873 —LTHR—FINTOHEYD . gNMIIUEIZY
A—hSNFET, gNMIEY 3 7E2EETDHITE. T3 AT gNMI Z3%E L Tl < LR

TNA AT NMI ZRET DX, (T35 ZAOFER] : gNMIL (76 X—) | 2B L TL
720,

gNMI Tlt, EF a7 E— NLHEFaTET— ROMLET A A THFEELENTEE
9, CiscoCrosswork (%, A X MY TEINTHFRICESNT, FeFaT7E—FLOHE
%:—17:{:“_ F‘%{Efiﬁ Lij—o

FTNRAANY B—RENDE, gNMI 2 L7 X FBEFOTT 27 ) T g VRTS8 RZHED
TAIIATENDEIITLET,

eNMIAEERICIE, A v =V DDV 2~—0 T HHENRDY FHEA, Lo T, Btk s
T A AR FONRE =T gNMI 2 L7 XTI rR—hSnuEdA,

Cisco Crosswork Data Gateway (X, gNMI DIRD X A T DY T A7 54 T 4T arwhi—h
LTWET,

KREGNMIDY TRy ) ToavtToay

847 HIaq47 B

[1[8] (Once) ] FBE LT _RTD/RRIZHON
T, VAT LREDBED A
T 7ay ME1EETI
HL£LTHELET,
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247 YIa47 ERBA
Stream SAMPLE INH = R_R— 2D,
ON_CHANGE BODISEIZIX, YT RT T

AT LTWE/RADTRTDH
BEROWRENE L. £0%
2, EBEEY —7EI T 5%
DN E EFNTWET,

TARGET DEFINED

N—B [T INA A, TR
FATLTWAHNRR (DF
Y. SAMPLE F 721
ON_CHANGE O\ 34y 12
KON TY —THATH T R
) FarDE— RE@ER
LET,

Crosswork Data Gateway |X, 7 /3 A~DHE DV T A7 )T a2 ) A NTEEOY T A
VFoa " ReYT A7 57473 5E AR — L TnWET, 72& %X, ON_ CHANGE
EH TR Y Ty arET— ROONCEEY 3 7OMAELEEFRE TE £4, ON CHANGE
E— NI, HELIEANADRFEOEFOELRICOLT —ZZNELET, —FH, 7227
7'V a U E— ROONCEL, HEE LI/ ADQBIED Y AT L7 — 2 Z L ETZIFIE L TEE L

=75

N\

G¥) « Crosswork Data Gateway (£, 1 2LL EDE— ROV KR — FDESET /A AUKFELET,

F 7 H )V MED gNMI & > — R 23 B— RIZERENEE A, ZHUTEER D protobuf

DEMETT,

boolean D5, 7 7 4V MEIT false TT, enum OH51E, gnmi.proto NHEE SALE T,

i1 -

message GNMIDeviceSetting {
bool suppress redundant = 1;
bool allow aggregation = 4;
bool updates only = 6;

}

5] 2 -

enum SubscriptionMode {

TARGET DEFINED = 0; //default value will not be printed

ON_CHANGE = 1;
SAMPLE = 2;
}

WIZ, eNMIUESA B — ROV TV ERLET, ZOV T TIE, T3 AT —
Imilpitas] D2 ODEFE Y NFIRINET, KL, 607 T L2 Tmode] = [SAMPLE| % f#
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ALTA v H—T oA AEHERENELE T, 2FBOV a TE, A X —T = ADIRKE
(ToTIFT ) OEREZX Y 7Fx LET, IS5 &, BIZ Tmode="STREAM" |
Ny XZEEFEEINET,

{

"collection job": {
"job device set": {
"device set": {
"device group": "milpitas"
}
}l
"sensor output configs": [{
"sensor data": {
"gnmi standard sensor": {
"Subscribe request": {

"subscribe": {
"subscription": [{
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name": "interfaces/interface/state/ifindex"
H]
}l
"mode": "SAMPLE",

"sample interval": 10000000000
boo A
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name":
"interfaces/interfaces/state/counters/out-octets"
H]
}l
"mode": "ON_CHANGE",
"sample interval": 10000000000
11

"mode": "STREAM",
"encoding": "JSON"
}
}
}
}l
"destination": {
"context id": "hukarz",

"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"

1y
"sensor input configs": [{
"sensor data": {
"gnmi standard sensor": {
"Subscribe request": {

"subscribe": {
"subscription": [{
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name": "interfaces/interface/state/ifindex"
H]
}l
"mode": "SAMPLE",

"sample interval": 10000000000

boo A
"path": {
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. T /34 R & Crosswork Data Gateway il TOD+ % 1 7 gNMI EEDE L

"origin": "openconfig-interfaces",
"elem": [{
"name":
"interfaces/interfaces/state/counters/out-octets"

H

}I

"mode": "ON_CHANGE",

"sample interval": 10000000000

1

"mode": "STREAM",
"encoding": "JSON"
}
}
}
}I
"cadence_in millisec": "60000"

11y
"application context": {
"context id": "testing.group.gnmi.subscription.onchange",
"application id": "testing.postman.gnmi.standard.persistent"
} 4
"collection mode": {
"lifetime_type" : "APPLICATION_ MANAGED",
"collector type": "GNMI_COLLECTOR"

}

T /31 R & Crosswork Data Gateway [l TD+ ¥ 2 7 gNMI BEDH 1L

Cisco Crosswork (£ 1 DD/L— ks CAFEAE (HCBAFLIXEHETEAL—FNCAILLDE
&) ODHEFERTEET, 2F0V ., T X_RTOT A RFFHEBIZIFRC CAICLDZEL THDHZ &
ﬁ§‘\‘gw€‘ﬂ‘o

fEHHTE DHDN—F CAILL > TEL INTZIEHERS 2581, BPIOFIEEZ AX 7L
CTFIE2 /5 BA%E L. Cisco Crosswork |Z rootCA FFBHEZ A Vi R— K T& £ 4,

Cisco Crosswork &7 /31 A TEF 27 gNMI 26T HI21F, ROFIEEEITLET,
1 FEAEZARLET, 7 ZGEHEDOAER (73 2—) | 2L TIEEN,

2. Cisco Crosswork @ [Crosswork AFBHEE B (Crosswork Certificate Management) | @ UI [ZFE
HEZ7 vy 7e—RFLET, [gNMIGEAEORE (73 3—) | 2ZHL T,

3. Cisco Crosswork D Ul 2> 5 F 27 gNMI AR — R OFEMZEH L TT 3 AR EEZEH L
%7, Cisco Crosswork "5 DT /NA ADT7 v ha/LOFEH (75 2—) 2R LT

W
4. THRAATgNMIZFINZLET, 731 ZAOREH] : gNMI (76 X—2) | #BHL
TN,

5. T8 ATgNMINY RLEEZCLET, [gNMIANY Aotk (79 2—2) | 2%
L TSIZEN,

6. THAAATIHMELT NS AXT—2RELET, 71 A~OFEAFEDA R —F (80
)
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7iq zimzosmn |

TS AGEAE O AR
Z OIATIL, OpenSSL Z i U CREMEZ AR T D HIEIC DWW TR L £ 77,

AFIA#E 2 R4 5 FIEIL. Open SSL & Microsoft THGEH &+ T9, ZDOFNETIEL, OpenSSL %
BHLTT A RAGEHEZ AT D FIRIC OV TR LE Lz,

)

GE)  Open SSL 7213 Microsoft S D2 —TF 1 U T ¢ 2 L TT /3 AGEHFEZ AT 2121,
VAP R— FF—AICBANWAEDELEE N,

1. rootCA MERK

# openssl genrsa -out rootCA.key

# openssl req -subj /C=/ST=/L=/0=/CN=CrossworkCA -x509 -new -nodes -key rootCA.key
-sha256 -out rootCA.pem -days 1024

FROa~y FTIE, days BIEIC L - CREAEOAIWIM AR E Y £77, H/MEIL 30 A
TY, DEV, 30 H ZLICREAFL T T OLERHY 5, HE365 HICRETHZ &
EREIOLET,

2. TNARX—LAAZOER

# openssl genrsa -out device.key
# openssl req -subj /C=/ST=/L=/0=/CN=Crosswork -new -key device.key -out device.crs

# openssl x509 -reqg -extfile <(printf "subjectAltName=IP.0: 10.58.56.18") -in
device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -sha256 -out device3.crt
-days 1024

BEDT RA AN D6 BEOT A AGEAEZERT 518DV 12, subjectaltName
WCEBDOTSA AP T RL AR B v~ TR > THHETEET,

# openssl x509 -req -extfile <(printf "subjectAltName=IP.0: 10.58.56.18, IP.1:
10.58.56.19, IP.2: 10.58.56.20 ..... ") -in device.csr -CA rootCA.pem -CAkey rootCA.key
-CAcreateserial -sha256 -out device.crt -days 1024

gNMI FERT E DR E

Crosswork Data Gateway |£ gNMI 27 7 A4 7> h & LTHREL . 7 /341 AL gNMI $— 13— & L
CH§RE L £ 7, Crosswork Data Gateway |, BT = — M H L TTF /A A ZGEL £77,
FTRCOT AL AT = VREET == Rb 5 Z LA ShET, BT = — 2
B D5E1E, TXTOT AL AMEEHT =—> (B—F 3B O % —) % 15D pem
T AMTEML, Z® pem 7 7 A /L% Crosswork sEBEEHO ULIZT v 7o — RLET,

)

GE)  Crosswork 27 v 7' — RT& 2% gNMIGEHEIL 1 DOHTT,

eNMIGEEAZRET HI121E, ROFIMEEZFEITLET,

AT F1 Cisco Crosswork D UI 725, [%FH (Administration) ]> [FEBES R (Certificate Management) | (ZFE) L %
R
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AT T2 [H|T7Aar%7 0y 7 LCGERAEZEMLET,
ATw T3 [FEHEDEN (Add Certificate) |7 1 > KU T, ROFFEMIEHRZ AL ET,
o [T 31 AGEHES (Device Certificate Name) | : sEFIZEO4FIAZ AT LET,

o [REEDO 7 —/L (Certificate Role) |: K27 X7 U A KW E [T/34 A gNMI#E{E (Device gNMI
Communication) | % 3#&R L F 7,

o [T /31 AEHET = — > (Device Trust Chain) ] : rootCA 7 7 A VDGFTETa—HI VT 7 A VT AT
LEZRL, TO77ANVET v 7T ue—RKLET,

[ 24: FEBAEDEN (Add Certificate) 177 1 > K™

A / Administration / Certificate Management / Add Certificate

Add Certificate

Certificate Name * Device-gNMI-Certs

Certificate Role * Device gNMI Communication

Device Trust Chain * ca.pem ®@

GE) eNMIGEENR T TICRE SN TV DLHE T, MOGEEHTF = — U 2HH L TTF NS RE2F R —
TAUTTHEEE, BEFD pem 7 7 A NVEEH L TH LW CA OFEMAZDET, VA M
HEEFD gNMI GEEZEIR L, [fRE (Bdit) | 742227V v 27 LT, H LV pem 77 A
NET v 7a—RKLET,

ATy T4 [R1F (Save) 127V v 7 LET,

eNMIGEENEFICTBMSND &, REFHDFHEFED Y X MIERRINET,
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Cisco Crosswork /™ 5 D T/3f 2D 70 b I JLOEH .

25:[EEEAZE (Certificate) ]9 4 > K9

alraln ; 6

teeo” Crosswork Network Automation Q06
A / Administration / Certificate Management O | @ Last Refresh: Sat, Jan 23, 2021, 1:04:39 AM PST

Certificates Selected 0 / Total 8 O $#

©

Device

Management /

3

- Name Expiration Date Last Update... Last Update Time Associations
Device-gNMI-Certs @® Fri,Jan7,2022,3:31:... admin Sat, Jan 23, 202...  Device gNMI Communication
Crosswork-Internal-Communic... Sun, Jan 22, 2023, 7:... Crosswork Fri, Jan 22, 202... Crosswork Internal TLS

\: Crosswork-ZTP-Device-SUDI (@)  Mon, May 14, 2029, 1... Crosswork Fri, Jan 22, 202... ZTP SUDI
(] Crosswork-ZTP-Owner @ Sun, Jan 22, 2023, 7:... Crosswork Fri, Jan 22, 202... Secure ZTP Provisioning

Cisco Crosswork N5 DT /N4 AD T A R JLDFEFH

Cisco Crosswork C gNMI GEBAE A ZE L7z 5. Cisco Crosswork @ Ul ([T /31 ZAEH (Device
Management) ]>[% > b7 —2 5 /31 A (Network Devices) ]) 75, F7ziX .csv 7 7 A /LT
7'vm b a oA GNMI_SECURE R — R ELTHRELT, M A& t®XaT27m b
NDOFMAEER L CHER LET,

WO, THRA ADEF EINT-tXaT 7 e haroiEMaze L E9,

26: [T/ RDEMDWRE (Edit Device Details) ]9 « > K

Edit Device Details X
~ General
Configured State* DOWN ~ UuID
Reachability Check® ENABLE W Serial Number
Credential Profile*  xrvr ~ Mac Address
Host Name Capability* SNMP, YANG_CLI ~
Inventory ID Tags ~
Data Gateway None Product Type CISCO-XRv9000 |
Software Type [0S XR Syslog Format  UNKNOWN ~
Software Version 6.6.2 )

v Connectivity Details

Protocol * IP Address | Subnet Mask * Port* Timeout Encoding Type *

SSH ~ 10.11.0.11 ] 16 22 30 v i i
SNMP v 10.11.0.11 ] 16 161 30 v
GNMI_SECURE Y 10.11.0.11 ] 16 57400 1500 PROTO v i

+ Add Another

> Routing Info

Save Cancel
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TSN ZADRER] - gNMI
CiscolOSXR T/31 R
1. HTTP/2 ##i T gRPC ZHNZ L £ 7,

Router#configure
Router (config) #grpc
Router (config-grpc) #port <port-number>

R— FESOHPAIL 57344 ~ 57999 T, RN— FESMEATERWERIT. =T —2F
RENET,

2. By alr RIA—HFERELET,

Router (config) #grpc{ address-family | dscp | max-request-per-user | max-request-total
| max-streams |

max-streams-per-user | no-tls | service-layer | tls-cipher | tls-mutual |

tls-trustpoint | vrf }

XKD LB T,
e address-family: 7 RV A 77 I VB F ¥ A4 7E2HFE L ET
* dscp : 518 &X72 gRPC T QoS ¥ —F 7/ DSCP R & L £3
* max-request-per-user : L — W —H 72 Y DRIFFEROFAE A HRE L £ T
* max-request-total : Gl MRFEROR KA R E LT

* max-streams : FJH%?gRPC TSRO RKBEZRELET, YT AZ7 VT a0 ERIZ128
FRTT, T 74 ME 32 ERTT

* max-streams-per-user : SV Y DI gRPC ERDIEAMERE L £T. 7
22 Y7y a o LT 128 ERTT, 7740 ME 32 WRTT

sno-tls: TV AR—b LAY ¥Xa VT ¢ (TLS) WAL L. TLS 137 7 4
VR THT > TV ET,

e service-layer : gRPC —E X LA YORELHNMILET
e tls-cipher : gRPC TLS Bf 5 A A — F AN L £ 9
s tls-mutual : fHAGRREZ X E L T
e tls—trustpoint : N7 A RNRA YV FEBRELET
evre: P—/S—VRF ZHC L ET
3 TPA (B—FR_—=F 4T AV r—a D bT7 4 v 7%#) 2HMNLET,

tpa
vrf default
address-family ipv4
default-route mgmt
update-source dataports MgmtEth0/RP0/CPUO/0O

Cisco IOSXE T/81 X
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WIZ, gNMI P —RZ It F 27 £— N THENZT 502 LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 50052.>
Device (config) # end

Device

WIZ, gNMI — "%t F 2T F— RTHENCT D02 R LET,
FEAEL T A MRA U ME, BF 2T gNMI — 2O HRMETT,

Device# configure terminal
Device (config) # gnmi-yang server
Device (config)# gnmi-yang secure-server

( )
Device (config) # gnmi-yang secure-trustpoint trustpointl
Device (config) # gnmi-yang secure-client-auth
Device (config) # gnmi-yang secure-port 50001 <The default port is 50051.>
Device (config) # end
Device
T/ ADFEAE

FEFAEL R T2 RARA V ME, BX 2T gNMI = NIZDO BN BT,
Linux T® OpenSSL Z & L f=sEEAZ DERL
KRIZ, Linux v 1T OpenSSL Z i H U CREM EH 2 AERCT Dl &2~ L E 7,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -req -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key
openssl genrsa -out client.key 2048
openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -req -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256
Cisco IOSXR T/3f AADIIAEDND A VX b—JL
Cisco IOS XRZFEHIE A A L A =L T 2ITIE, RONADT 7 A N EEHZ ET,
1. XR~vIvicuZArLET,
2. WiR7my 7 R Truna~vy REANLET,
RP/0/RPO/CPUO:xrvr-7.2.1l#run

3 WMDT4 L7 MIICBEILET,

cd /misc/config/grpc

4. WROT 7 ANVONBEEZHZET,
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. TN ZDEREF] - gNMI

* ems.pem DN % device.crt [ZE X2 7,
« ems.key DINE % device.key |ZE X iz £,
« ca.cert DN % rootCA.pem |[ZE &2 F7,

Cisco IOSXE T/A\f AADEIBAED A VX F—JL
WIZ, CiscoIOS XE 7 /34 AZFEHEZ A VA =T 502 R LET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

4=

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

o° oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint)# revocation-check none
Device (ca-trustpoint) # end

Device#
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gNMI 73> R

ATy T

ATy T2

gNMI /> RILD#ERL .

L ORERK,
IOS XR TlE, SubscribeResponse A v E—V DA v —VIZEENLDL N DO EH A »
=T EEART OO, gNMI Ay FARELINTHES, ZhbD A vyE—I1F 108
XRF AL ACEESNET, TH A v =D& FATBICE, I0SXRT /A 2T/ K
NEFMIL, AvE—VOh A XZBETLHLERH Y 7,
156D HHIIZ
ROFITIEZE L TS IZE W,
*IOSXR U Y —RAR— 23 > 781 LIETIL, gNMINY RAUBERENS AR — h Z TV E T,
NV RIVEEREDBEMEDFEIZ DWW TiE,  [Programmability Configuration Guide for Cisco 8000
Series Routers, IOS XR Release 7.8.x] Z#ZM L T 72 &V,
« gNMI N2 RABERRIL, T3 AN OHRTEET, ZOA 7T 3 1%, Crosswork
A F =T =24 ATIIEATEEEA,
MDA~ R LT, Ny FAERZAMNILET,

telemetry model-driven
gnmi
bundling

eNMI /N> RAVBEEEIL, 7 7 4V b THHIZ/R > T ET,
Woa<y REfALT, gNMI ARy LA X&2fELET,

telemetry model-driven
gnmi
bundling
size <1024-65536>

T 7 XV DR R A XL, 32768 /N4 R TY,

BEE (N-1) A S AZ U AZWBLTR T, Ay = A PN FAY A LD b/hSWEgE,
b1 ODA AL ANHFAISNDARMENRDH Y . HRE LT FAY A X2 B2 T,

RDBERY
W LT, Ny FARRENRER SN TN D Z 2R L £,

RP/0/RPO/CPUO:RO (config) #telemetry model-driven
RP/0/RP0O/CPUO:RO (config-model-driven) #gnmi ?
bundling gNMI bundling of telemetry updates
heartbeat gNMI heartbeat
<cr>
RP/0/RP0O/CPUO:RO (config-model-driven) #gnmi bundling ?
size gNMI bundling size (default: 32768)
<cr>
RP/0/RP0/CPUO:RO (config-model-driven) #gnmi bundling
RP/0/RPO/CPUO:RO (config-gnmi-bdl) #size ?
<1024-65536> gNMI bundling size (bytes)

Cisco Crosswork Data Gateway .
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B 71 x~oimEn( k-

T ASDFEHED A R — K
Cisco IOSXR T/3f A~DFEAED A VX b—JL
Cisco IOS XR 7 /34 AZREHEL A VA =13 25121F, ROFIEEZFEITLET,
1. rootCA.pem, devicekey, 3L W device.crt & /tmp 7 4+ /LA DT DT /RA AZa’—LFE
D
2. IOSXR TS AR A LET,

3. run A< REEALTVM Y =V ZBRR L £,

RP/0/RPO/CPUQ:xrvr—-7.2.1#run

4. WROT 47 FVICBEILET,
cd /misc/config/grpc

5. DT 7 ANVDONEEAEREITER L ET,
S

GE)  F 4 AT TLS BULENCANC 2 > TWEHAIE, RO 7 7 A AN T TICFEELET, Z0
A UTFCHATAE N 77 AVONRFEXILZET, MO TITHHESIE. 7
NAATTLS ZHIZ L, tmp 7 ANVE NI DT ANFIIT 7 A NVEa—LET,

» ems.pem with device.crt
* ems.key with device.key

* ca.cert with rootCA.pem

6. BEAZAMITHITIE. TAATILS ZHETHLET, Zhzfro512iE. lnotls) =
~ > R&FEHALTTLS 88 L., /5% 2T lhono-tls] fRET~ l"a”:@*;ﬁﬁ L CHE
HMzLET,

Cisco IOSXE T/A\f AADEIBHEZED A VX F—JL
KIZ. Cisco IOS XE T34 AZFEBAEZ A VA b= 3 562~ LE1,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:
% Enter PEM-formatted CA certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.
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NETCONF U5 < 3

nerconF iz 7 [l

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:

)

% PEM files import succeeded.
Device (confiqg) #

# Send:
Device (config)# crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none

(
(
Device (ca-trustpoint) # end
Device#

5
Crosswork Data Gateway |£, *> NT—27 T XA ANMHOFRy NU—JFFET 1 kil
(NETCONF) =207 —Z LI R —F L THET,

NETCONF [4£ D54, Crosswork Data Gateway I, CLINEEY 3 7o — RSN HROT N
A ARy =V EFALET,

o VAT LT NA ANy lr— : Crosswork Data Gateway ORLENZ ICHX 7o m— RSL5 v
AT DT IS Ay =,

e HARLTNA AN — ULERIZAPI IS T v 7 a— RENTZHDAX LTS, A
Ry lr—3,
NETCONF 2 L7 Z%, I(RD2ODEA TDOTF—ZNELEZYHR—FLTWET,
« FILR— 2 DILE
NRE— o R=2DNE LA T~ FINEEZYR—FLET,

)

(G¥) NETCONF 2= RR—Z2DIE TV R— FENTWERA,

o AR R—ZDINE
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https://tools.ietf.org/html/rfc5277 D K = A > MIFLE &4 TV 2D NETCONF A X2 N @A
ZYVR—FLTWET, AT~ RIEIZZOX A TORETIIYR— SN TEDL
T INOOINEY s TITRRESN A Z —dER S E T,

NETCONF IR&EL a3 JnD—4- 70—

1. NETCONF U g 7 BUNEY —E 2 (Helios/Magellan) [Zi%(E S NESR Sz INEED R
=V FEITHL B DHWIEA R MNEBARPC ZHRE L ET,

2. INEEY—E X (Helios/ Magellan) (. N5 5 7 % Crosswork Data Gateway @ NETCONF
a7 ZIZRELET,

3. WWEDH AT (f Xy bR=ZADIENT NN —ZADINEDY) 12t LT, NETCONF = L
7 BIET A ADBIEZRBIB L ET,

4, WEINT—21F, fHEINTT —XiEEL (gRPC/Kafka) [ZHAE SVE T,

RN =Rl
{

"createUpdatedJob": {
"jobId": {
"deviceId": "6£fa90381-95f3-4a95-ac32-37754e002225",
"sensorPath": {
"netconfSensor": ({
"devicePackage": {
"devicePackageName": "optical inventory svo mne",
"functionName": "getRawNodeInfo"
}
}
} 4
"collectionType": "PERSISTENT COLLECTION TYPE"
} 4
"collectionType": "PERSISTENT COLLECTION TYPE",
"deviceId": "6£fa90381-95f3-4a95-ac32-37754e002225",
"sensorConfig": ({
"sensorPath": {
"netconfSensor": ({
"devicePackage": {
"devicePackageName": "optical inventory svo mne",
"functionName": "getRawNodeInfo"
}
}
} 4
"cadenceInMillisec": "60000"

}l
"destinationSensorConfigs": [
{
"jobDestinationId": {

"destinationId": "6dbc2ad4c-e827-438f-9bab-bbeb508c06e2",
"destinationContextId": "NativeNetconfTopic"
}l
"destinationId": "6dbc2ad4c-e827-438f-9bab-bbeb508c06e2",
"destinationContextId": "NativeNetconfTopic",
"sensorConfigHandler": ({
"action": "NORMAL"

}l
"applicationContext": [
{
"applicationId": "EPNM-APP",
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Cisco Crosswork Ul ) 5 DURE S 3 TDER .

"contextId": "Native-Netconf"

NETCONFO LY A DMED FS TN a—Ta 2y
NETCONF O L 2 W\ it fnkICHEENT 5

WD~ R&23F4T LT, NETCONF =2 L 7 # @ docker 0 7/ & HEiR L £ 47,
docker logs netconf-collector

[ar2M % % 72 13448 L T\ % (invalid or corruptjar) ] & WD A v B— U RNFERINTHEIT,
a T IR 7 o m— RE7z Docker £ A— VLTS Z EEEKRLET,

MEZ BT 2720 DOREER & LT, ROFIRIHENET,
1. Crosswork Data Gateway VM (212 714 > L £7°,

2. AVHETIT 4T Ay —nAn5[5 T TNy 2—T 47 (5Troubleshooting) | % &R
LET,

3. BIRNCOIHFA 7T a7 E2HRL TVMEFEEIT5 (3 Removeall Non-Infra Containers
and Reboot VM) | 23R L £ 77,

TOFIEZED, A A NABRBIZIF Y- RENTFarT ) (av A Ta—
K) 23HIBRE A (Crosswork f 7 7 A N 7 F v a7 F%#FR<) . Docker oA A —
TS, ALy 27— 2 CHERMHIRS L, VM ABEE S, VMIZ, AT 7
ARNTIF v arTFOENEITEN T DPIREL N T L% OIREIZED £,

Crosswork Data Gateway ® FHfe®ht%, = > 7 F 1% Cisco Infrastructure 72 H FEX 7 o — R
SINET,

Cisco Crosswork Ul /™ 5 DUNE S 3 T DERL

WY a 72l 21213, ROFIHEZFATLET,

)

GE£)  Cisco Crosswork D Ul ~— V& fEH L TR L7ZIEE Y 5 718, 1TRIOHRART Y v 2 TEE
7,

188 BRI

IRELT=T — X BRIET DTODT — X EELENER SN TND (T 7T 4 712725 TW5)
EEMRLET, £, T X EUETHTEDOE L —/IX L MIBOFEMAZMR L E T,
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. Cisco Crosswork Ul )\ 5 DURE 2 3 TDIERK

ATV TN A A=a—05, [EH (Administration) ]>[N#ET 2 7 (CollectionJobs) ]>[—FEY 2 7 (BulkJobs) ]
WZBEN L £,

2Fv T2 Eloq Tl Ry a2 v s LET,
ATw 73 [Va 7Ot (Jobdetails) ] X—Y T, IROT 4 —/L RIZEEZATILET,
X 27:[2 3 TDEH (Job Details) 771> Ko

A / COG Jobs [ N
Job Detalls.

Job Details

Collector Type*

«[7 7V r—a 1D (ApplicationID) |: 77U r—=3 a3 v O— O

s[22T XA (Context) ]: T RTCOIEY a7 TT 7V r—v a7 A7) Ty a a2l
D7D D—FE OB,

s [2L 7 ZH AT (Collector Type) |: UUEED X A 7 (CLI £721% SNMP) %R L £,
[K~ (Next) %27V vZ7 LET,

AT T8 T—HEWNET LT A AZEIRLE T, TARAXTCHESNWCGRERT L2, FHITEIRTHZ &
HTEET, R~ Next) |27 Vv T LET,
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ATy T5

Cisco Crosswork Ul ) 5 DURE S 3 TDER .

28:[T /54 ZADE4R (Select Devices) ]9 1 > Ko

A / CDG Jobs / New Collection Jot

Detsils Select Devices
SelectBy @ Select Deviea Tag () Select Device Manual

Select Tags*

Default

Polling

4

Select tags from the left panel to preview the devices

(CLI CONEDLAICOREH) RO o —0fffaE A LET,
29: [t Y —DEE# (Sensor Details) ]™9 1 > K™y

A / COG Jobs / New Collaction Job

Sensor Details

Sensor Types * (3 [

CLI PATH |

)

o [T —HZIEE DRI (Select Data Destination) | K2 v X7 b7 — 2 EGFHEZRRLET,
« MO [B P —2 A7 (Sensor Types) | ~A b —2 A TR L £,

[CLI/SA (CLIPATH) | %8R L7=341%. (R & %2 ) » 27 LT, [CLIZSADEM (Add CLI Path)
HAT TRy 7 AZRDONRT A= AN LET,
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. Cisco Crosswork Ul )\ 5 DURE 2 3 TDIERK

30:[CLUSZA DB (Add CLIPath) J5 4 7O4F Ry o R

Collection Gadence*

« [Iu4E 35— (Collection Cadence) |: 7' & a FIlddi— 1 v /8% — L 2 FPHALCHEE L £,
«[Z2~>F (Command) ]:CLI =~ K
c[FE w7 (Topic) ]: HALICEBEMT HR TS FE Y 7,

GE) M gRPC H—A—Z T2 HE. N Ey 2 HEEO XTI TE £,

[T /34 A% /77— (Device Package) | &R L7256 13, xRz zrv 9L, [T /34 AR Ar—
Ut —@iEN (AddDevice Package Sensor) %A 7 2 7R v 7 ANZIRD/NT A—2DEE AT LET,

N:[TINA RNy —T 1 ¥ —0ENM (Add Device Package Sensor) 154 7045 Ry 4o X

s [INEE /X% —> (Collection Cadence) ]: 7w a2 F IR —VU o FR¥— BWHEMNTHRELET,
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Cisco Crosswork Ul ) 5 DURE S 3 TDER .

o [T AR r—4  (Device Package Name) | : 7 /3NA A/ r— U OVERREHIH 32 0 A X A
XDE 7 /3 A8y r—T D 1D,

« [B9%c4  (Function Name) ]: 5 A % 1 XDE T /31 AN v r— U NO B4,
s [NE > (Topic) |: HJIEICEEM T HNTWD ME Y 7,

NI A—=ZDF—EXFIOMEE AT LET,
[PR1F (Save) 1227 U w7 LET,

ATY 76 (SNMP COWEDLZAICOREH) ROB P —0iEMaE A LET,

32:[t o9 —DiM (SensorDetails) ™74 > Kt

A / CDG Jobs / New Collection Job.

Sensor Details

Sensor Types * (2) 4

SMP MiB |

Device Package

o [T —HIE(E DRI (Select Data Destination) | K2 v X b7 — X EGFHERRLET,
« EMOD [B Y —H AT (Sensor Types) | <A bl Hh—2 A4 F2BRL £,

[SNMP MIB] %34k L7=#40%, I R% %2 U » 2 LT, [SNMPMIB D3/l (Add SNMP MIB) | 1
TaTR Yy T AIRDINT A—2 B AT LET,
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. Cisco Crosswork Ul )\ 5 DURE 2 3 TDIERK

33:[SNMP MIBDEN (Add SNMPMIB) J5 A4 7RY Ry X

o [LEE /¥ — > (Collection Cadence) |: 7' v ¥ = Fi2ldR—V v I/ F — BN THRELET,
« OID

« [#/E (Operation) ]: U A M HEMEZEIRL £,

s [FEwZ (Topic) |: HAEICEEM TN TS FE Y 7,

[T /34 AR 77— (Device Package) | 23R L7254 1L, HRE L BTV w7 L, [T Ay
Ut —0iB (AddDevice Package Sensor) | ¥ A 7 R 7R v 7 ANZIRD/NT A—2 DIEE ATTLET,

34:[FTINA RNy r—S o5 —DBN (Add Device Package Sensor) ] 54 7 OF Ry 9 R

o [N/ % — > (Collection Cadence) |: 7' v ¥ o £7idR—V I RXZ - BRHEN THRELET,
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pgEvane=4— |

o [T AR r—4  (Device Package Name) | : 7 /3NA A/ r— U OVERREHIH 32 0 A X A
T A AN r—T D D,

o« [B9%c4  (Function Name) ]: AKX LT 34 2w r—PNOBEHA4,
s [NEwZ (Topic) |: HAEIZBEEMS T O TS FE Y 7,

NI A—=ZDF—EXFIOMEE AT LET,
[PR1F (Save) 1227 U w7 LET,

ATw 1 [UEY 3 7 DIERL (Create CollectionJob) 1% 7 VU v 27 LE9,

G

MR D Kafka #685c (O F V24Tl Kafka) (ZxF L CTINEEY 3 784 & D &, Kafka ~
DT A ANy FVa TIFERICKRLET, a7 2or 7|
|—orq.apacl'xe .kafka.common.errors.TimeoutException: Topic cli-job-kafka-unsecure not present

in metadata after 60000 ms] kb‘aiﬁ‘—ﬁ)i@ﬂf\‘éﬂiﬁ‘o Kafka ®va 7'|21% lsst
authentication error "[2021-01-08 22:17:03,049] INFO [SocketServer brokerId=0] Failed
authentication with /80.80.80.108 (SSL handshake failed)

(org.apache.kafka.common.network.Selector)] &WITT—NFRINFET,

ZHUE, MO Katka VM THR— MR 7 0w 7 SRTWAHTOICBELET, kOa~vr K%
LT, &— b KafkaDocker/H—/N—HR—FTU v AL L TWENE I NEHERTETET,

netstat -tulpn

Kafka -— _X—DOEAEE L, Kafka b —_X—7F o 22 HiZd L x4,

RECITOE=ZS—

[UXEE< =7 (CollectionJobs) ]-X— 7>, Cisco Crosswork {284k XA TU Y5 9T D Crosswork
DataGateway { ¥ A XV ATHAET 77 4 TRIUEY a TDOAT —H AT —TEFET,

Cisco Crosswork @ Ul O MO F B —2 g o N—T, [FH (Administration) |>[INEY a3 7
(Collection Jobs) ]| # &R L F 7,

ZDEMDOSRA N, TRTCOT 7T 4 TRINEY a TR, A7 —% A, 77V ID, BX

Rary7H 2D EEbIC—EERRINET, [P a 7OFEM (JobDetails) 1A Zi%, £

BARA L DORFED Y a ZTIZBEEIT DTS TR TONEX 27 OFFMNFR RS NET, [UX

#£97 (CollectionJobs) %A > DIEY 3 7 DORIKN IR AT —X AL, [V a 7 DOl (Jobs

Details) ] <A > OFT X TOIES A7 DERKAT —FZ AT,

[IEE3 3 7 (Collection Jobs) ]34 > TV a 7RI DL, [V a 7O (Job Details) ]
NA VNZROFEMDB R SIVET,
NEY a TICEESN T b T T = a vkt arT XA b,

NEYa T DORT—H A,
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N
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pgEvane=4— |

o 7734 A} Crosswork Data Gateway (Z#5#5t S 7= 122 Z DT
NS ZNCEEA T B TWBINES 27 D AT —% AL, [~
B (Unknown) ]iZ720 £,

cIRDWTHODOHEH T, Ya 7 DAT—H AN [AH
(Unknown) 112725 AIREMEDSH VD £,

* Crosswork Data Gateway N £72F D AT — X A& L
TR,

« Crosswork Data Gateway & Cisco Crosswork ] D56 23 2%
P,

« Crosswork Data Gateway |FINEEY 5 725 Lo, &
BEROIEIL F 2R R > TC0D, T2 xiE, Ty
773 Crosswork Data Gateway D7 AT 2 K A & —
Tz A ATEFENTVRNEER, T/ ABT L A
FUBEHZEGE L TOARVWEARETT,

AL TWAHSNMP 7 v FINEY a 7D T v IREE
MBEELTHWERTA, eI Vo7 7 ERRY
VIET DB EELTWT, ALy ZRHELESNT
NH U ZRENEE SN TWZRWEEA, IRIEIX [RA
(Unknown) 1& LTHESINET, Lo T, FT7 v
TR—=2OQAL v a PEIEL TS Z L ZRAET 5
Wik, EBIC N7 v 7R NI T —FTB0ERH Y 7,

Y 3 TBE I T, B LT B E AT — 4
A% (Successful) 112DV . TS DOBFEIT [k
(Failed) JI2Z&bY £,

MUEY 3 TR TIREBOS S, TORKO 1oL LT, T2
A ASDF/L— R )3 Crosswork Data Gateway 7> 5 {H 2 S 4
TWAIEREZLNET,

s T —RREICH DIEE~DI VLT va HEIELER A, 5B
FeRRBII ANy 7 T o RCEAl SN ET, 5= —Ik
RBOLAE, 27— MRA 7 VA NERET, [T+
A MY B a— g (Distribution) | A7 —H AZRKRIND
TIT—AvE—VERIAFTTL, TNENOILT X
T TR E R E LT L ET,

» Cisco Crosswork Health Insights : KPI 3 = 71, JL4E Crosswork
Data Gateway { ' AKX L AL~ v B T ENTZT /A ATD
AN DHMENH Y £, FEUED Crosswork Data Gateway
A LAZ LA Y BT SNTNDT/NA ATKPI Y a7
EEMMZT DL [Va 7O (Jobs Details) ] <A > TIUYL
a9 T DAT—ZAN[ETF (Degraded) 1. UEEX 27 D
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B sscao0e=4—

AT —H AW R (Failed) | & LCHEESNET,

*RESTAPIZUR CHETINEY a 7DV a TR E, ¥Va 7 OREEF/RT HITIL, [REDFE

# (Config Details) ] DHEIZH D Dyspavzzrvvy L% 9, CiscoCrosswork TiE, &
D2ODE— R TRELZFRTEET,

e a—F—F

« TXARFE—FR

L AT
VY 3 T DRI H I,

« [IX£ (x) (Collections (x)) ]:xiF. B I — AL > TT NS RCEENDHEREN
TWED AN ZFRLUET, feT 5[ (y) B ((y)Issues) 1% [ARB] (UNKNOWN) ]Ik
ReF 721X [RB (FAILED) 1IREED ATIEDE T,

« [Bdfi (x) (Distributions (x)) ]:x 1, B — SR LS TT A RAZEZNDHER S
NTHIUEZTR L E T, ST 5[ (y) B ((y)Issues) 11E [FH] (UNKNOWN) ik
RBE 7213 [k (FAILED) ]iRREDHNINEDOH T,

Cisco Crosswork 1%, UV L BCATICEE T AW OFEM b RR L £97,

TZ4—ILF Bl

UXAE /B A AT — 4 A (Collection/Distribution | IXEE/BLA D A7 — 4 A, Crosswork Data

Status) Gateway O EHEX—2THE SN ET, 7F

M OWTIE, AR AT — 4 A
(Collection/Distribution Status) ] DREIZ & 25

D rryorLET,

A A M4 (Hostname) AL = 7 BB B AL TN B TS 20
RA N,
T34 A ID (Device 1d) F B DUETED T A A D— T DT
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peEsatnr=s— |

J4—ILF

B

9 —5—4# (Sensor Data)

TR

IR B AT OB A Rt B, Y ez )y
7 LET, B —T—XOWMER YT T
TG [Z7 Uy T AR— RiZa e — (Copy to
Clipboard) %7 U v 7 LTy ¥ —FT—H %
aEr—TEET,

WM A Y v 7 OMEZFRT 5121,

W70y 7 LET, ARY v EIRF—
VR—A DFEDT T AN NTIHI05 DRI
1EEE S VET, INEICET2ROA R »
I INFREINET,

* last_collection_time msec
* total collection_message count
* last_device latency msec

* last_collection_cadence msec

WEEIZBIT 2RO A B v 7 BFRSNET,
« total_output_message_count
* last destination_latency msec
* last_output cadence msec
* last_output time msec

« total_output_bytes count

PEfe St (Destination)

¥a T DT — F k.

W% D AT — 2 ZEFEDOHAWFZ] (Last Status
Change Reported Time)

THA AR Y —=RT DREDAT — 5 A%
H 73 Crosswork Data Gateway 7> b #5 S fu7- A
IKFo
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6=

\)

e Create Failed TT—|I. NBDTFNAAD I EDO—E DT /SA ZADHREICKKLI-Z &
ZRLET, 2720, WEITERICREINTZT A A TIThivE 7, control statusAPI
PHERALT, 205 —0EKRERS>TWET A A HETEET,

NSO =7 —NRKTHEDT A ATV a 7OMERN K LIZHE1E,. NSO =T —%21E
EL7Z#%, 73 AOEHIRIER FEICTRANZ [¥ 7> (Down) ]i LT[ Ty
(Up) ICEETHIXLERHD ET, L. InEiTo2E, TXA A LEONERY &
FanhEd,

6=

[ER/HIBRISH (Create/Delete failed) | =7 —3BIDEE AR » 77 v SR RSINES, =T —
DFMEERT DI, PaTATF—ZAOMBICHD Y s ) v LET,
AU A B —RTPUTWEY a7 API ZH L CYa 72 FERTH 2L TEET,

AR PR—ZDWED I TOPRERT—E2 R

1

T2 DWENRKTH L, [T a7 (CollectionJobs) ]34 » TIEEY a TD AT —
2 AN A (Unknown) ]7205 [%) (Success) ]I2Z8 0 £7,

7 /3A A7 Crosswork Data Gateway 2> HEIET & s & xS T 23X TONLEY 2 7 H3H|
PrEAu, [N a7 (Collection Jobs) <A NNIEEY a T D AT — X A [KY)

(Success) ] EFRENET, [V a 7OREM (Job Details) ]84 VNCRRSNDT /A A
FTTWES 27 13H 0 R A,

7 73A A D3 Crosswork Data Gateway (ZHift S415 &, Crosswork Data Gateway (%, A7 —#
AWM (Unknown) JIZERESNTWAHLWNEY a 72ZELET, ZORAT—H
AlX, TAAADPBA R N ESAF LI [ (Success) [ ICZEDY 7,

7"CIZ Crosswork Data Gateway (28t AL TS T /3 A TT NA ARENR - THH S
N7=3%A . Crosswork DataGateway 732 3 7 & A XV b aZ G L TH, [V a 7 OFEM (Jobs
Details) |34 DUUEHX 2T DAT —H A 3EDLY £H A,

TN AL X MY BFRSTZT A AP THEH SN SA. [V a 7Ol (JobsDetails) ]
NA L DOWES AT DAT—H AL [AH] (Unknown) 12720 £,

IR&E T 3 T DHIBR

VAT AV a7 (SEXE Crosswork 7Y r—va Ko THER S LIZT 7 40 b D
Ya7) &, MEPBETLRREENRH D720, HIFR LW T 723V, HealthInsights (2 & -
TR SNy a 7i%, BASATZINEY 2 7Z2HIBRTAKPI 7 v 7 7 A VAT 52 &
WL TOAEIBRT DHMENSH Y £, [INEET a7 (CollectionJobs) | X— b id, ZEIX
£ a TEHIBRT DT, ROFNEEFEHLET,
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Crosswork Data Gateway ® b5 J)LSa—F 4 25 .

WY a 7 Z2HIBRT 21203 ROFIREFEITLET,

ATy 71 [E# (Administration) ]>[IXEET 3 7 (Collection Jobs) 2B E L £,

RTw T2 [T a 7 (Bulklobs) 1 ¥ 7 F£721L /37 A—Z{b&i=Y a7 (Parameterized Jobs) | % 7 DU i
EIRL £,

RATv T3 MO UEEY 2 7 (Collection Jobs) |31 > C, HIBRT HIUEY a 7E2RIRL 7,
AFyFa Dl zry oy LET,
ATy TS ERERD NS, [HIEE (Delete) 1227V v 7 LET,

Crosswork Data Gateway D k5 )L a—F 4 04

Crosswork Data Gateway (%, UI % 721% Crosswork Data Gateway VM DA % Z 77 4 7 2/ —
WD N TG TN a—T 4 T TEET,

Z DIETIE, CiscoCrosswork UMM TE LI FEIER NI TNV a—T 4 T DF T g
NZOWTHIALET,

K35:F—25—boxA - bSTNYa—Fa425

History @ 11 Events we

«©

oooooooooo

Crosswork Data Gateway VM DA > X 7 77 4 7 a Y — b TEL N7 7V a—T 4
YIHF T a OFMCONWTIX,  [Crosswork Data Gateway VM O R 7 7V 2—F 7|
BT TEEN,

Bl e~ D HE e D FE R

Cisco Data Gateway 7> BRI e~DER AR T DL, [N T TNy a—T 47
(Troubleshooting) ] A ==—® [Ping] &7 a > & [ F L —A/b— |} (Traceroute) | 47 =
YEMERLET,

\}

GE)  BEEZEEICping T2, Xy FU—2 Tping T 74 v 7 AT HHLERHY £
kR
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B »—cxxrvvsnsyon—¢

1. [®&# (Administration) ]>[DataGateway D4 (Data Gateway Management) |>[7— 4 7 —
k7 =4 (Data Gateways) ][ IZBEIL £,

2. B # MR35 Cisco Crosswork Data Gateway D4 RiZ 27 U 7 LET,

3. [Crosswork Data Gateway D f#ll (Crosswork Data Gateway details) | ~X—OA5 ERET, [7
273y (Actions) 1227V > 27 L, [Ping] £72iX [ b L —A/L—  (Traceroute) ] % &R
LET,

* [Ping] : [/X% > b4 (Numberof Packets) ] 7 « —/V N & [##E5c7 K LA (Destination
Address) 17 4 —/V RIZFEMIAZ AL, [Ping]l 7 U v 7 LET,

o[ N L —R)b— |k (Traceroute) |: [#Ec7 K1 A (Destination Address) JIZAJI L,
[ L —Z/L— | (Traceroute) 1 %727V v 7 LET,

4. BN EIEATRE/2 Y5, Cisco Crosswork [ %[/ U™ o > R 7IZ [Ping] 72X [ F L—A/L—
I (Traceroute) ] D7 A FDFEMIAZF R L E T,

H—EXA MYy oDFO—FK

ATvT1

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

Cisco Crosswork @ UI 7> Crosswork Data Gateway DO X TCOIET a 7D A N v 7 2 XD
yu— RT52E, WOFIEEZFATLET,

[ZF (Administration) ]>[DataGateway D4 B (Data Gateway Management) |>[7—# % — k7 = (Data
Gateways) | IZB#E)L £,

P—ERARX N v &EX 71— R§ 5 Crosswork Data Gateway D4 fiiAZ 27 U v 7 LET,

[Crosswork Data Gateway D af#ll (Crosswork Data Gateway details) |~— D4 LT, [7 27 2 a > (Actions) ]
>[H—EAX M) w7 OF 7 a—FK (Download Service Metrics) | %7 U v 7 LET,

INAT =X AN LET,

G¥) TORATL—XEMTAELTEBNTLEEN, 20X T71L—XF, BT 7 ANV EEE
TADIHERALET,

[—EAXNU v Z7DOF 7 a—FR (Download Service Metrics) (% 7 U v 27 LET, 77 A/MEL, VAT
ADT T HNV DX T ra— RT7 AV FIChsbanizEA Ty v re— RFEnEd,
Hora—RKRETLEL, ROa<wy REFTLTESLET,
GE) 77/1//1/%?§%¢%)¢:@:\ opensslf\‘_ya > 1.1.11 ’i’ﬁiﬂﬂﬁ‘é%%ﬁ)% N i#o openssl version
avw REFEHLT, VAT ADopenssl N— 3 VAR LET,

openssl enc -d -aes-256-ctr -pbkdf2 -md sha3-512 -iter 100000 -in <service metrics file> -out
<decrypted filename> -pass pass:<encrypt string>

. Cisco Crosswork Data Gateway



| Cisco Crosswork Data Gateway
Showtech A5 DA vO— K .

Showtech O/ M5 H>oAO— K

Cisco Crosswork @ Ul 7> showtech 1 7 & X v oo — R4 A5 FIEEZFETLET,

\}

(G¥)  Crosstech Data Gateway 7% [= 7 — (ERROR) ]IRREDIGA . Showtech & 7| Ul I HIEE T
FH A, Cisco Crosswork Data Gateway 7° [{&  (DEGRADED) ]{K#EDH;E. OAM-Manager
T—EARFETEINTEY, IKFLTWRTIE, 7 Z2RETEET,

ATv 71 8 (Administration) ]>[DataGateway D& P (Data Gateway Management) |>[7—# 7 — k7 = A (Data
Gateways) | IZB#E)L £,

AT w T2 showtech # % > 11— K3 % Crosswork Data Gateway D4 %27 U > 7 LET,

AT 73 Crosswork Data Gateway DFfEfll~— D45 EBIZH S [7 7 > 3 > (Actions) 1% 27 U v 27 L. [Showtech
At m— K (Download Showtech) | %7 U >~ 7 LEd,

R36:F—245— 1A -ShowtechD 5o >0— K

A / Administration / Data Gateway Management / gnmipool-1 Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | )

® Data Gateway: gnmipool-1
dmin State @ | Operationa State © | None Planned © | Current Virtual Machine Name: cdig-110.cisco.cor
4 Devices: O (View Devi Assigned Jobs: O (View Jobs)

29

]
«
=t
o

900000000

ATy T4 2T L —X AN LET,

Gx) ZONRAT L —RXELTAELTBNTLEE, showtech 7 7 A VE2E BT HI121%, Z DX
AT L —REHRTANTLHILENH Y F,
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37:[Showtech® 59 > O — K (Download Showtech) ]y T7 v T4 2 K

AT w75 [Showtech DX 7 11— K (Download Showtech) 1% 27 VU v 7 LE£9, showtech 7 7 A MIHF EAL S 7= TB
XTHUra—RERET,
GF) VAT LOE AR X o TiE, showtech 7 7 A VD HF 7 o — RIZED PN DGERH Y £
‘a—o

ATYT6 FUrm—RRETLEL, ROavy REFEITLTERS LET,

G¥) T 7 ANEEFTHIZIE, OpenSSL X— g > 1111 AT 2 4ERHY £3, VAT LD
OpenSSL N—T g VEMERT AT, openssl version A~ REfEHLET,

MAC CT7 7 A V& ST 5121, OpenSSL 1.1.1+ A VA b=/ ¢ HMERH Y £, Zh
{&. LibreSSL ® openssl I~ 7 K23 OpenSSL @ openssl T~ RCTHR—FINTNBETT
DAA » FIIHPHR— L TWeW=dH T,

openssl enc -d -aes-256-ctr -pbkdf2 -md sha3-512 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<encrypt string>

Cisco Crosswork Data Gateway VM 0D B2 &

WO TFNE% FEAT LT, Cisco Crosswork Ul 7> & Crosswork Data Gateway % FFiC#E) L £ 97,

)

(GE)  Crosswork Data Gateway # FF L@ 35 & | BERENHOT v 735 F T RfFIE LET,
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Cisco Crosswork Data Gateway VM (O B #28) .

ATv 71 [ (Administration) ]>[Data Gateway D # (Data Gateway Management) |>[7—4 %7 — k7 =1 (Data
Gateways) [ IZBEIL 7,

AT w72 HiEHEI§ 5 Cisco Crosswork Data Gateway D44 fiix 7 V v 7 LE7,

AT w73 Crosswork Data Gateway DFffll— D4 EBIZH S [727 > a > (Actions) 1 %27V w7 L, [HiELHE)
(Reboot) 1227V w7 LET,

X 38:[T—% 45— bt x4 (DataGateway) ]-[EB#2E) (Reboot) |

Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | ()

Degrased
?e

. 8000006060

ATY T8 [F— b T =AOFEH (Reboot Gateway) | %7 U v/ LET,
39:[5— b9 = A DEFEE (Reboot Gateway) ]y T7 v T4V Ky
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. Crosswork Data Gateway 3 > 7/R—HR > DAY LARNIILDER

HE#BNET LS, [EE8 (Adminigration) [>[T—4245— b2z A DEHE (Data Gateway
Management) |>[T—2 47—k x4 42 X2 VX (DataGateway Instances) | 7 4 >~ KU T
Cisco Crosswork Data Gateway DENMEA T — X A &M L £,

Crosswork Data Gateway O > 7R—HR > FDAYJ LRILDERE

Cisco Crosswork @ ULZ (%, Crosswork Data Gateway =2 > AR—Fx > b (2 L7 % (cli-collector)
A 7 TP —E A (cam-manager) 72EF) O LNV EERTLA T arRNH0 £,
0y LUV OEEL, BEEEMZ 5 Crosswork Data Gateway (20D A i A SV E 3,

\ )

GE) F7r—R¥—r20a 7 LY)LOLEFE I R—FINTHEEA,

ATv 1 [E# (Administration) ]>[Data Gateway D% H (Data Gateway Management) |>[7 —% % — k7 =1 (Data
Gateways) | IZBEILE 7,

RT9 T2 Crosswork A Y 77 ARNT 7 F v h—vRAODaAL 7 XD 7 L~ YLEZEHET 5 Crosswork Data Gateway 4 %
7Yy LET,

AT w73 [Crosswork Data Gateway DFE#l (Crosswork Data Gateway details) ]-2— DA BT, [7 27 2 > (Actions) ]
>[a 7 L~ LDZAEE (Change LogLevel) 127 U v 7 LET,

[2 7 L~ULDZEH (Change LogLevel) 1V 1 > RUMNKRRIHL, 27T —ERXOBIEOR 7 L)L
MRENET,
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40:[M 5 LANJLDZEE (Change Log Level) ]9 4 > K

Change Log Level: ha-pool-1

Change Log Level v ( Reset to Default )

Crosswork Data Gateway I > 7/R—F > FDRST LRILDER .

Selected 0 / Filtered 0 / Total 66

Container Service Name 4 Component Log Level
D cli collector grpc Info
(] cli collector xde runtime Error
D cli collector xde cli_transport Error
(] cli collector dispatcher Info
(] cli collector kafka Info
] cli collector xde function Error
] cli collector all Info
] cli collector xde session Error
] cli collector xde snmp Error
D cli collector spring web Info
] cli collector netty Info
(] cli collector coordinator Info
D controller gateway all Info
D gnmi collector spring web Info
Save Discard Changes

RT9Td o VXV EETT LT —EAOF 2w IRy 7 A A A LET,

AT TS T—=TNDOEHICHD [r T LULDAERF (Change LogLevel) | K v 77X 7 U A R, [T/ 7
(Debug) 1. [ M b —A (Trace) ]|. [#4F (Warning) ]. [fE# (Info) . BEL O [=TF— (Error) | 22H 1
TV RN L ET,

G¥) TRTORTZORT L ET 740 hor s Lok (HE#H (Info) 1) 1V Y M52,
[7 74/ M2Vt~ (ResettoDefault) 1 %27 U7 LET,
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. Iy b= 0— KNS Y NT Y T 4 T Crosswork Data Gateway DR D = ANILA R T—AR R ERER

ATvT6 [fR1F (Save) 15227 Vw7 LTEE LIcn 7 LNV ERIELET,

[f~7F (Save) 1227V w7 LT, avFR—3 bOa g L-YULREFICEEINT-Z & EmRT
Ul AvtE—VEFRRILET,

2y 7= 0—FNZ YD T YU T 14 T3 Crosswork Data Gateway
DIRDEZANILRART—E RERTR

7 — )V OAERKHIZ, Crosswork Data Gateway |£% v k7 —27 17— RK3Z >4 (NLB) O~/LA
N— kP&, Crosswork Data Gateway D~V A AT —H A%~ L %7, 7272 L. NLBFQDN
MNeth2 DERLHY T %y b EICHDHIPT R L AR SN 58 4A . Crosswork Data Gateway (%
VMIZERHIL— b 2B L ET, Ry b U — 7 HRORENRE T, #rL— ~ O AL D
T —TCTRITDHENH Y £9°, Crosswork Data Gateway [T A& ML L, HA 7 — /L & {ERK
LET, ZOFEHE, Crosswork Data Gateway |37 /NA ANHT — X & IUE L EH A,

C OB Z MRS 1213, ROFIMEEZIATLET,

ATvF 1 NLB & LTSN AT AlZr 71 > L, Crosswork Data Gateway D~V A AT — 4 A Form LET,
RTYT2 AT = AREEIRGET, NLBY 72y b7 FLAD ethl R eth0 7 EDA X —7 = A A LS LT
WOENE D MEMRLET, BEEMRET 5121, ROWTINEETLET,

NLBIP 7 RLRAAZZEH L, 47 7%—E A (oam-manager) # fFEcs) L £,
e H LW T Ry MERLZ M H L T Crosswork Data Gateway VM % FERH L £ 97,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



