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A AZEWEEL, 7o —RE2ETLET,
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PR—=FENTWEDITTIEHY FHA) . ZTPT v R %, HILLA A—=VIbEN=T
WA RTZRET 7 ANEL T m— R, FATLET, ZTPBRITITRE T 7 A VD E
TY, BEX 2T ZTP X, mKR3IDOERLRILIFETZT 7 ANV b R—FLET, ZTNHDOK
ET 7AW, FAERE, Day 0. BLORERDIATFTAH U AR—FT 1 7HIZEA S
7,

HEONIEE. : tXa2T7 ZTP 22—V —F 7T a3, HFILWREZMEDT A ZAHE
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PnPZTP 1%, ¥ — FR—F 4 8IS RA RFE TV 7 b 2T 2R —FLTOEEA,

PnP ZTP i1 9 %5513, ZTP LB Z U U —F 28N, % 10S-XE 731 ZADR/NT A &
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* C
) rosswork
Device DHCF Server
' Server
| 1 |
| | |
i i i
operator triggers ZTP i Davice iniiates DHGP discovery o i _i_
»
on device o = ks
@ DHGF Ofter with bootflle (option 67)
g o R R
i
5
g Restart DHCP
5 discovary unti
SUCCESS 1
Device API call requests boot script’ (HTTP GET), supplies serial number >
Vrity serial
€ Rewmspowtsent rumber and
Exacuie update status
IPXE boot loader requaests image download to In Progress
Dboot script 2
Device downloads Image
IPXE reloads i
dewvice with
new image
Loop / For each SMU listed In the Doot script {if any):
?@ Re-run boot 8 " MU download
Ea script 001 SCnpt requests jownioa >
o
= Device downloads SMU
IPXE applias i
new SML,
reloads device
Boot script requests Day-Zero CLI config tile &
Device downloads Day-Zero GLI config flle (HTTP GET)
Apply <
Day-Zero
GLI config On success, device notitles Crosswork via ZTP AP call -
1o device 5
Update status:
T Frovisionad
Call GLMS? AP
1o et/ increment
llicense count
g par
2 Natas: Call DLM? AP
& 1. Bash or Pyinan script D onioard o
2. GLMS=Crosswork License Manager Service Inventary
4. DLM= Crosswork Device Litecycle Manager
Update status:
= Onboarded

DHCPV— =3, TN ZADV Y TINEFIZESNTT NN, ADT AT T 4T 4 R L
T, T— R T77ANEA A=V OF T a— RERMELEST, ZIPRT A, RE2 A A—
b325&. TRAATIREZT 7 A NVELX T a— R L, FITLET,

X217 ZTP DNE

WD, X 2T ZTP BT AL ZADTFab Va7t Ai—F 4 o I+ A7
2 Yy s ERLET,

toavF Joneva=vy ||}
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togyvF Jneva=vy |

2:2% a7 ZTP DALE
. Crosswork
' Server
|
1
i
Operator triggers ZTP o
on devica
o
o
£
i)
% Validates TLS Yk aies
2 L oman ) ) SUDI Gartiticate
= Certificate Device sends onboarding request
»
Crosswork returns certs, onboarding data
‘ .....................................................................
Device sends report progress via AP| .
Update status:
In Progress
LDDp'I ) For each bootstrap server in the YANG Model:
Valldates Owner
Cartificate
against
Qwnarship Device requests Image _ |
Vioucher i
Device downloads Image
Reloads
device with
new iImage I:
After reload,
re-funs ZTP
g Device requests configuration files _|
»
E’ Device downloads configuration files
o s e e e e e e e e e
£ i
Validates
configuration
file signatures
Executes
Pre-Config
file (if present)
Executes
Day-Zera
configuration
file
Executes
Post-Config
file (if present)
Device sends report prograss via API i
»
Update status:
Provisioned
Gall GLMS? API
Notes: 10 satfincrament
2 1. Normally, the model specifies only one bootstrap license count
5 server. If the model specifies multiple servers, par
‘g ZTP will cycle through them in the order specified. Gall DLW AFI
a 2. CLMS=Crosswork License Manager Service 1o onboard to
3. DLM= Crosswork Device Lifecycle Manager Ranry
Update status:
Onboarded

FNRA AL ZTP 7 — A b T v 7P —/R—[TTLS/HTTPS % /I L TF /31 R & P — R —FEE
TEXa TR —EOT A A#HF (SUDD ZfEH L, HAICHEFEL £, EF% 27 7Z2HTTPS
FX¥rNEN LT, 77— RARNT TP — R T NS RBAEA A=V EBRET —T «
Tyl hEA - REEET, TROHDT—T 47 77 &, RFC 8572 YANG A F—~
(https:/tools.ietf.org/html/rfc8572#section-6.3) (ZHELT HXLENRH Y 3, T34 A FH L
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| trayF FoEva=vy
mronzEnsyy |

A A=Y (FHETHEE) A A= LTI r—FT5s, REAZ I 2F T o—
RLTHEITLET,

PnP ZTP O 4132

KORNZ, PnPZTP RTF AR ZAD TV a=r T e A R—F 4 IR T A7t xnm
Uyl ERLET,
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3:PnPZTP OA0LER

(Operator triggers ZTP

on davica

o4y F FAE

S as

vazy

5

SUDI certificate

Save configuration,

fpNpWORK-REQUEST wisession Id

JpnpWORK-REQUEST Image-install request w/sid

Download image from image repo service

reload and upgrad PNP/WORK-RESPONSE SUCCBSS=0/1 WiSla
image
e -info bye request
/pNp/WORK-REQUEST wisession id N
EPSCE SR R T pnp/WORK-REQUEST config-upgrade requestwisid __________
Download day0 config from config repo service -
»
Save d Ipnp/WORK-RESPONSE success=0/1 wisld "
Y
configuration

Cisco IQS—XE DHCP + TFTP Crosswork S =
device Servers
o
ZTP process, lj'j
VLAN discovery DHCP discover on BDI
o
2 . DHCP offer wiopt 150
g Download Pnf profile
= gt
5 |
5 |
Initiate PnP !
dizcovery JpNpWORK-REQUEST wiserial Rk
»
P, A T oy ey e e
{pNp/WORK-RESPONSE success=0/1 w supported capabilities
o
Update status:
WORK-RESPONSE send bye request |:
e it D In Prograss
JonpWORK-RESPONSE success=0/1 w device Info
o
e /pNpWORK-AESPONSE send byerequest
fpNp/WORK-REQUEST wiserial o
»
fonpWORK-REQUEST certificate install service
‘ __________________________________________________________________
IpVCERT-DOWNLOAD responsa
Install PKI >
trustpoint, trigger {pNpMELLO response
55L handshake 1 HTTPS channel & allow
I WORK-RESPONSE success=001 i server to authenticate device SUDI
= using challenge request-response
B IPNDIWORK-REQUEST wiserial
2 B
{pNpWORK-REQUEST device-auth wichallange
g Encrypt challenge & e g
; wiSUDI key, send Handshake Messages:

Red: Initial HTTP work request from
device, asking the server which
sarvice to perform.

Blue: Server tells device which PnP
sarvice to perform.

Green: Device downleads files or
reports status.

Black: Server acknowledges or tells
the device the handshake is done.

Provisioned

Update status:
Provisioned

Call CLMS® API
o setincramant
license count

Notes:
1. CLMS: Grosswork License Manager Service
2. DLM: Grosswork Device Lifecycle Manager

Gall DLW AP
o onboard to
Inventory

Update status:
Onboaraed

AR —% 3 PP ZTP ALEE A U H—F 2% L, 734 AL VLAN Bl #5217 L, DHCP & H
NS NDBDIA V¥ —7 = A A&ER LE4, DHCPHH DL LT, /31 AL DHCP

A7 a3 150

HEZEMEH L TINE TFTP — =D 1P 7 LA HEAGF L E T, 7731 R,

B L CTFTP Y — =ML PnP Va7 7 A V&2 X ru— KL, T3 ADFE{fTa 7 4
Fal—railart’—LFEd, PnP 72 77 A WVIZCLITXHA N7 7 A LTY, 7uarr7A
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I, TRAADPWP =—V = NET 77 4712, A— |k 30620 | THLAIAA Crosswork
PnP $— " —|TfEHEERZ HTTP B CTEE LE T, RIZ, PP b—R—[FZT A 2D U T
V5 % Crosswork DU 7 V&K EO [FFa7) U A b (LLAEGIZ Crosswork (27 > 7' m— R L7z
L) LA LTHEEL, PaPBEREY— EREREZBAMG LT, 7 /51 25 O PP AEEIGE
BT HE, TRALADT Y a = S AT —=F AN [Fabya=r Tl
(Unprovisioned) 17> [#1TH (InProgress) JICAE I ET, %0)& PnP Y—_—i%, T
WA ZEH, FEAZEDOA VA N—=L A A=V DA ANV, FHEDT v I T L— KD
FoRZ B —HOb—E REREZMBLET, o0&V — EXE* 1L, PnPH— "— L
PnP =—Vx MDD 4 T =AY Ry oA 7 REENET, FEHEA VA b —LERO—HE
& LT, Crosswork PnP H— N—|ZZ DFEHEEZT NS A LHEHELET, TXAMRZZDO KT
ARRA L FEEFBIZA VA R—=LTBHE, PnP 707 7 A VRENLEFE S, Crosswork T
HTTPS & AN— k30603 DIEA B S E T, BfDOA A=V EREDF 7 1 — FER(T
HTTPS ZfEH LT hT o7 va VAR L £7, BUE. 731 A TILSUDIGEEZER ;Hf
A—hFENTWERA, TRALABHF LA A= (FETIHE) 2X4va—RKLTA v
A b=, Yr—FKT5&, PP 7oA IS E/HECLIREZ 7 AV EX T rm— KL,
TNRAADFATAL 7 4 X alb—va @A LET, T ADAT—X AN [T rE V3
=27 %7 (Provisioned) JIZF%E Z4L, T4 2 AHAM Crosswork THHFTEINE T, T34 &
DAT —H A X [A Y R—TF 4 > 7 %I (Onboarded) | IZEXE S4L, T /34 AL PnP H#—/3—
EDOBEEIFIELET,

ZTP LFHES AR

T D Cisco Crosswork 7 7V r—a id, 4B AR LT HEMEA C&E 9, =—
P—N AT A 7 A 3 B7=NT, Crosswork i3~ 7 7/VHARIOFR Y O H & /Rk§ /37—
ERALET, NIATANRIINIC/RD &, N —ICEOENFEREINE T, TORT
T, TN EDOTNRARATILZTP AR —T 4 7T avRAEET &R £F, ZTP
TAB L AF, TRy VBN THRIESND TA B AL DHEHR—AET VIV ET,
ZTPEMEH L CT A R F R —T 4 7T HBREZ 0 BR3ICiX, M7 4 78I A
VIR—=T 4 T LIET A ADEE A ZTP THUR—FT 4 VI T 5T EDOH LT 3 A
ADBDOW S NN_N—FTDHT7A4 8 ATy T A VA N—NALTINERNHY T, T-& 2
WE. FIATAHRICI0OEDT A, A2 A R—=F 47 LThH, 91 HREIZIOEDT /A A
DITABANS RVEA VA M=)V LTGE, EHTEL 74 R38R0 £ A, BIOT
NA AL F LV R—=F 4 7T HEN, D b 120T7 4B ATy VA A M—)LF
HUENRHY F£9, LBEISL T, 94 A7 ay 7 #BNTEET, AL —H X, 74
YU ADHEET=S— LT, THIEOTA B AREEZBHETHLERH D £, HHFER
DITA L ADEE ., FIEEMARER T A o 2D AR T HI21%, Cisco Smart Licensing
DY A FEHERLET,

AU R—T 4 U TERD ZTP T A AL, WIZIROWT I BEEA T S E T,
s VU TNEF, EIX

« Option 82 27— = > ID @EDOME (VE— K ID L [EHRID) .

VIUTNEEERS—arIDIZEoT FFA[) VR BRI NET, ZTP X, T3 A
EFUR=FT 4T L TCIA R ARAEZEN Y TCAHRZ L EARETILEEIC, 2OV A MEFERAL
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B zrc0o0—so0-—

FI, AVR—TFT A T ERDZTP T, A A o _2 FUMNGHIBRL, %R CTHEAS L HR—
FU U TTAEAIE, RULV YV TAEREE-IInsr—2a  IDEEHALET, Bl U 7L
Feonr—yarIDEEHTLIE, T4 BV ARRFICHEESNIBEERH Y 4, HALE
DOV Y—=ATIEL, ZOTF I AOEBERIFREINTHETAL, WTHoHEE, AT
NFEBEIZulr— a3 ID 2252 OORNB ZITP TAA AERMCT 77 4 72+ 5 2
LiETcEEEA,

IZTPEEEDT—Y JA—

Yoy Frarla=r Tk, ZTP 7 — b EeREEZ M) H—T D0, ROBESX AT &
ANZFEAT L TR MERH D 97,

L BEN, BX=2UT 4, Tu XM AHE. BLOT A AEFICEET 5 ZTP ORiteRMt %
L TCWDZEE2MERLET, ZTP OEEMt 279 (14 X—) 2L T2
YA

2. ZTP UM E LT 23T vy bDH A F AT T Crosswork (23 AT £,
HALTZWZTP B— RRA VAR —T 4 7T DT 3 AT Ko ThE, A& 3 FE B e 8
FHEOT Yy hEABTHILENDY £, ZTP T v FOMBL T EFHHRIALR (15-5—
V) BERLTLEEN

3. AT vary i ZTP /a7 7 A NVEERLET, Tk, v AR—T 7oA fics
INAADA A= 7 LR E FRIbBS KO T 2 DICENL L ET, ZTP Ve 7 7 A
NOER 38X—V) &L

4. ZTPT A R MU B1ERKR L E T, ZTPIE., T /34 A% Cisco Crosswork 7 /XA A A L
YRV VR=T 4 THEEIL, TNEDT NS AT N 2T —FRX=2D [T
YH—] ELTHALET, AV R—F 4 T DTN, AN EH 5B, CSV T 7
AN (ZTPTARA A NV DOT v 7 r—F 475—=) | 288) 24 F—FL
T N Z—FETERLET, T R—T 4 7T 57 34 ARDEOEE1E, Cisco
Crosswork D Ul ( [HL—ZTP 7 /314 2= b U DIERL (46 X—2) | #5M) ZfEHL
TInsoxy MY E15TSERT 51E 9 2MEFITT, Crosswork API Z il L T /3o
AueA AR —FT5ZLHTEXFET (Cisco Crosswork DevNet ~X—3D ZTP API U 7 7 L
VAEBR)

ORIV aryOEVO Ny TR, INHDKH AT BFEITTHHEICOWTIMBALE
7,

ZTP DEIiREH Zimt=-9

ZTP & O B M 2 FEfR9 B 7-D1Z, CiscoCrosswork DA > A b — LI IR OHFHESM 23 7- L T
WAVENH D £7,

« ZTP I25 /34 A% Cisco NSO ~A L R—TF 4 7 XHF535E1%. NSO % Cisco Crosswork
TanfHZE LT RELET, BT NSO 7u XM X7 a7 4% —% forward 12, 7
TXT A fEE true IZRRE L TL7Z X0,
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| £e4vF Foevaz=vy
P 7y roasTeRars [

* CiscoCrosswork 7 7 A% /) — RIET /A A D, J— RIET A Ab, 7O A7y
REHRX Y NV =V 3 RN T U R T =% Xy NU—=7 DWW Tz L TEER
RETHLILENDY £, ZhbDOBEMHFOFMO A RFRIZOWTIE,  [Cisco
Crosswork Infrastructure and Applications Installation Guide] @ [Network Requirements| ¢DIH
ZHDdFxy NT—IMEBBLTLLIEEN, ZOXATOT 7 AT DX
Tr7AT U —VREEEPRLERGENH D £7,

* Crosswork ZTP % fi i L’CZI“/‘J*'H?R V745 Crosswork 7 A% ) — REF A AN
FolK BB YT Xy MIHDHEETE. Crosswork / — RIB TS, AT Ry h~D
10&£®%%W*F%§ﬁfézﬁb%bi?o%4/%ﬁ1%ﬂ%_m%ﬁ5_
(B (Administration) > [E&%E (Settings) |>[###9)L— & (StaticRoutes) ] IR L
TRV s L, BT TRy FOIP T RLRERAY (AT v vaFil) A
HLT, B (Add) 127V v 7 LET,

« PnP ZTP Of % Gl L TV 2854 1%, TFTP $—/3—% Cisco Crosswork 7' 11 /34 4 — &
LTEM?%M?%%DE?}TNP#%A%i\ﬁ®i9&ﬂ%7m774w%ﬁﬁb
TRETEET,
pnp profile test-profile

transport http ipv4 192.168.100.205 port 30620

ITP 7ty FDAILT EFmAIRAH

[ZTP7 &Y b LW HFEIEL, ROF =7 U ANMIRENTWDLY 7 by =T LR T 7
A, al A AEHR, FEAE, BLXOFoMmoT vy FEFELET, ¥l L T Crosswork (258
HIANERFDMENH LT 2y OIX, EHT 5 ZTP £ — NIZHENE S, T/ ZADF
VAR—T 4 TR LIZEEDT AL AORE, BLORZEOMOERIZE > TR £,

HHELE o607ty baF v 7 U R MURISILTOWDIERCTHR L THAdATrZ L 2R
BMOLET, VIV 2TARA—DREDET T a7ty hagdhsg 7ty 2L T
AR HFIEDOFEMZOWVWTIX, T=v 7 U R NOKREDOINZHD ) V7 SN ey 7 25
L TLSIEE,

£ OMRkIT. U TABERCHS 7 7 ANREDZTP TRy NOTA T 5 Y ZHEELTH
F9, MBI DL IR TIA T T IUNBLIHAIE. TR by INLEHEICT 7B ATES L
AL TLIEEY, 2k, ZTP DR TEEHBICE T TE £9,

IOS-XR T /34 A TEFX 27 ZTP AT 58 FlZ oW\ Tid,  [System Setup and Software
Installation Guide for Cisco NCS540 Series Routers, IOSXR Release 7.3.x] @ [Securely Provision
Your Network Devices] DFEAZSM L T 7ZX0,

Cisco Crosswork {E. I0S-XR 7734 A IZ, Cisco Crosswork ##3FE)R & L CHE @ TLS FEHE
ZHEME L CuvE 9, 10S-XR 7734 AL Crosswork TLS H— S —FEBE T X.509 MiE % 3217 L
RN, ME D TLSCAGEET = — v At E 72137 v e — R 320 EITH D A,
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WET,
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VT 7'a 7 7 A IVOIERR
Vi (30 ~—2)
5 VU TNE WA WA WA FNRAZAD ) TILEE
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=)= 7y k 25w %Y |tXa7ZTP |PnPZTP HMIZOWTIX, XES
ZTP BLTLEEL,
8 SUDI/V— b | £ H WHB IOS-XE 5 |SUDI /L— kEFEBFE D #E
FERRE INA RADH | ifi & FtAiAFH (37—
[CE V)

VIRV ITAA—DDREEFTARLH

VTR 2TA A=V, F*y U= T84 ZOMEREEAIREIZT D, A A h—/LA[EEZR
F NT—0 FR_RL—F 47 VAT 5 V7 v =T (CiscolOS-XR, F£7-1% PnP ZTP D
A1X CiscoIOS-XE 72 &) &7 7 A LT,

VTR T 2T A A=V DHEFART, TRTOZTPE— R TAH T a TR, Frh—F 4
VI LTWET AR T hT 2T ARA=UNA VA =)L ERTWRWEEIINETT,
TTIA A=V ENTWDET AL RV T MY 2T A A=V uEATHHEIIH D 8 A,
ARV ERPPIAETIZ, T 7 ANVET AL RAZEHATHZEHTEET, /1 A—V O
IIAIT, AU R—=FTEHF S RN, A =T VA =L ENTWARWES, 237 AR
AADFVHR—RERFFCF Y NU—27 0S 27 v 77 L— KT HEAICDOHMLETT,

v ZaiE, I0S-XR A A—% TAR, 1SO, BIN, £7-1ZRPM 7 7 /L & L THMG L TV E
T YAITIEL, I0S-XEA A—VEBINZ 7 AL E LTRAMLTVET, HL A A
TrANMT, BEDTNAA AT Ty N T4+ —LFE 77 I VDEBEDFR Y NU—27 0S DH
— Y —2&FFRKLET,

[AaHPHR—hK&FX U >ra— K (Cisco Support & Downloads) ]https://www.cisco.com/c/en/us/
support/index.html X—TNHY 7 N 2T A A=V Ty A VEXyra— RKLET, XU
R— RNl A A=YDOMDS F =y 7Y hzitiklExd, 7y 7u—RFRToH4 A—-VOMA
DMD5 F = 7 LEAERKTHZEHTEET, Cisco Crosswork | MDS F = v 7 H A& ff
MLCTY T =T A A=Y T A VOEEMEERHGEEL 7,

VTP T2T A A=Y 77 A& —E|Z 127D Cisco Crosswork (ZFHiAIAFE R, FiAdAFLH
BT I I 2T A A=Y T7AILDMDS F =y 72 AT LET,

YI YT F7A +*—2% CiscoCrosswork [Z5RARAFEEBICIE. ROFIEEEITLET .
1. Cisco Crosswork Z @) L £,

2. AA L A=a—nb, [T/INM RAEHE (DeviceManagement) |>[V 7 bz T7A A=
(Software Images) % #R L F 7,

3. %2V vr LS, [+

4. ANNT5h, £2E[BR Browse) 127V v 7 L, Ty 77 L —FR+5arrR—xrh
DITRT 2T A A=Y T ANERIRLET 07 FRFERENTEL, 77400
MDS F = v 7% LE AT LET,

5 [E&M (Add) 1227 Vv 27 LT, Y7 V=T A A=Y T7ALOEMEET LET,
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(SH) . Python 27 U7+ (PY) . £/2IXASCHTFA M7 74 /v (TXT) IZRfFSNT=T
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7 ZTP &L x 27 ZTP OAHZHT 25513, M7 7 A V&AL T, SMU ZfEH L TA
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77 ANTT, Day 0 X EDANMETT, 77V r—rva rOIEFIEEE SN TOET,
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ERH Y £9, PnPZTPIL, Linux ¥ =/b (SH) F72i&Python (PY) A7 U h7 7 A L%&H
A—bFLTWERA,

Cisco Crosswork ICFRTEZ 7 A V& 1 DT 27 v —RNLET,

FFkE T a2 o RPET 7 ANV B L E S, ROEZ 29 Tk ZTPE— RO
WTENDEEHAH L TCTFA, R F AR —F 4 oI5 L ZIFEHTHER T 7 A VA2 M T 5
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F9,
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TWEHR A,
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2, 2O IO [RETZ7ANTT 74V OBEZHZFRER AT A—Z BHHT
51 7 arTHPEIENTWE Y =AML T 24 MEPFEAINET,
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A—FSHTWEREA,

6. —ERDH AV H#ELTT AIZIL. Cisco Crosswork @D APl = — )L &2+ A NENH Y £4°,
FRlZ, T AR DD ZTPIRIED GRIORIEICEIT LI & &2, =— R TAPI=— /L%
ffiF} L T Cisco Crosswork V— N—|Z@HMT AL ENH Y F9, .

7. PORET7ANTHROREZ 7 A NEa—L LTIEITTEETH (FL XTEFIC
Houa— RTEXL8E) . X227 ZTP oL, iflotxaT7ex v ra— RKo—
ELTHEBIOFERIRET 7 AV, REZL T 74/, BEL R Day 05X E7 7 A VEFFEETE
ij‘o

8 HRETZ 7 ANAIIEHOL Y A REeEGwAZ LixTEd, £/, AX—20bYicT v
B —=2aT BRI 20LERHY T, TOMDOT 7 A LOHIRIE, AT T+ 5% E
Bl7 7 A MG H SN TWET,

X Moz ATHE R /R T A — & L API 21— )L DA 7 1EDFINZ >\ Tl Cisco Crosswork ZTP 7 7
U r—3 a3 B O Cisco IOS-XR 7 /34 AD ZTP R 7 7 A VW E S L T 72 &V, Cisco
Crosswork 725 ZTP &% EHI 7 7 A V& X T v m— R 512F, [T/A1 AEE (Device
Management) ]>[ZTPE&E 7 7 4/ JL (ZTP Configuration Files) | Z&iR L, [>T LA 7Y
ZhOF 7 e—R (XR) (Download Sample Script (XR)) 1 %7 V v 7 L¥4, 74
FRAZ U7 MIZaA s bR o TR L0 —fRAICHH S5 APIFFOH L & (& & #i
ZATREIR N T A —=H DB RENTWET,

B ATREZR X T A —Z OFEMIZHONTIEL, LLFD®Z v ay 7 7 AV TOT 7 4L FOD
BEHATRE NN T A —Z D] BLW TR T 7 AV TOH A X LOEWRFE/NT A —Z Dff
M) #ZRLTIEEN,

Crosswork API = — VD FEFIIZ DU Tid, Cisco Crosswork @ Cisco Developer Network (DevNet)
WA N THIFFTHEZ: [Crosswork API References] A = =—® ZTP 7 /31 A L 3% E APL 27
HEAEZR LTI I,

Wt s vay UV ZTPHERAZ U M) Til, B ARE/R/NT A—X & API D
fERIFEDH ZR L £,
BEIFAILDTLE 12—

LIRITIZ Cisco Crosswork (27 v 7' — FENTZRET 7 A VOWNEE T L E2—F 2123, [T
N AEHE (Device Management) ]>[ZTP §&%E 7 7 4 JL (ZTP Configuration Files) ] Z %R
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IEMRI, HE %
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BREITF7AILTODTIAHIL COBBRARE/NS A —2DFEA

WDFNZ, HWAZLRET 7 ANVTHHTEDT 74/ OBEBRARENRNT A —F R LET,
FITHRIC, 2B DK T L — ARV Z % Cisco Crosswork 13457 /34 ZA DY) /MEICE X #1x
9, INHDOT L —AKRNVEDFERBIT OV TIX, CiscoCrosswork 7> HFREAZ U 7 kD
A a—RLTLEESW ([T/A34 XAEHE (DeviceManagement) | > [ZTPERE 771U

(ZTPConfigurationFiles) [>[¥ > FILRAY ) T rDA>A—FK (XR) (Download Sample
Script (XR)) 1D o THHDOT 7 4V NOE XX FIRE/R /X T A — & O 7L E R~ T HIC
WTIE, 2Oy 70RO E v ay TH TV ZTPHERAZ U7 M #3L T2
X\,

RIVZIIPRET7ANDTIAIL bIRT A—4

Cisco Crosswork WE# 9 5 |{FRHINB(E

TL—RKRILE

{$HOSTNAME} ZTP THRA ATy F U TREIN TS T /A ADK A MM,

{$IP_ADDRESS} ZTPTNA AT FYTHRESNTWABT A ZADIPT R A,

{$SSH_USERNAME} JLVTFovyTa Ty A NO[—%—4 (UserName) ]7 4 —
)V ROME ([#%i% A 7 (Connectivity Type) ]74% [SSH] DA

vyF JOES3=vy
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ERSNSIE

{$SSH_PASSWORD}

JVTUvxNTnT T ANDSAT =R (Password) ]7 A —
N ROfE ([ 4 A 7 (Connectivity Type) 173 [SSH] DHE) .

{$SSH_ENPASSWORD}

JVLT oy Ta Ty AND [ F—T /AT — K (Enable
Password) | 7 4 —/L ROfE ([##i# A 7 (Connectivity Type) ]
23 [SSH] OH5)

{$SNMP_READ_COM}

JVLT Uy NTa T AN [HARY 21 2=7 1 (Read
Community) ] 7 4 —/v ROfE ([##¢5 1 7 (Connectivity Type) ]
23 [SNMPv2] DE)

{$SNMP_WRITE_COM}

JVT oy NTu Ty AN [EEIAHLAI =T 1 (Write
Community) |7« —/L ROfE ([##5E 5 1 7 (Connectivity Type) ]
75 [SNMPv2] DA

{$SNMP_SEC_LEVEL}

JVLTryxATa Ty AND X2 VT 4 LU (Security
Level) ] 7 4 —/V FOfE ([##t# A 7" (Connectivity Type) ] 73
[SNMPv3] DE)

{$SNMP_USERNAME}

JLTovxTa Ty A ND[2—W—4 (UserName) |7 4 —
Jv ROl (Bt % A 7 (Connectivity Type) 7% [SNMPv2] % 7=
% [SNMPv3] DHA)

{$SNMP_AUTH_TYPE}

JVTUTxNT 0T 7 A ND =P =4 (UserName) |7 4 —
v ROE (B % A~ (Connectivity Type) 7% [SNMPv3] T [
= U7 4 L~Ub (Security Level) |75 [AUTH NO PRIV] 7=
I% [AUTH_PRIV] DE)

{$SNMP_AUTH_PASS}

VLT T a7 7 A NND[—F—4 (UserName) |7 A —
v ROl ([Bt % A 7 (Connectivity Type) ]73 [SNMPv3] T [t
¥=U7 4 LUl (Security Level) ]7% [AUTH NO PRIV] %7z
I% [AUTH_PRIV] D#4)

{$SNMP_PRIV_TYPE}

JVLTF oI a T A D [2—H—4% (UserName) |7 4 —
b ROfE ([Bkt # A 7 (Connectivity Type) ] 7% [SNMPv3] T [t
¥ = U T 4 LUl (Security Level) ]73 [AUTH PRIV] D34)

{$SNMP_PRIV_PASS}

TJVTForixyNTa Ty AND([TTA =2 T — K (Priv
Password) | 7 « —/V ROJE ([#ki¥ 1 7 (Connectivity Type) ]
73 [SNMPv3] T [t F = U7 1 L~ (Security Level) ] 7%
[AUTH_PRIV] D8 .
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BRET7Z7AILTODHARS LEMAIRE/NS A —F2 DOEH

WOBNRT L9, WME DN AR LAEHARENT A—H ERET 7 A MIERTEET,
OHENZTRT LT, RUBRET 7 ANVHNTHAZLLF 7 4V NOBHATHE ST 2 — X %

TExET,
WDOEMEZEMTZ L TCOBIRY , [EBEDOLFTZ D AR LB ARE ST A =X |ZEIV Y THZ LN
T&EET,

« FRE SNTAEHEREA ({$MyParm} 72 &) (299,
e RGRA—BHPDAR—A LT A —F 4 VL RICEERZ D,
« 77 )V b OBEHAFERT A —H L [A] LA RO CT &2 FEH L7,

e TNARTY MY 77 AND [FRERBM (Configuration Attributes) |7 4 —/L FIZ, &5 A
BINTGA=ZDMEEANTT D, RO CLIREDY > TNT 7 A NELDAARL LINT
A—=Lu ZTP TNRA AT MY T 7 AV THAT ST, ZTP 7 A= Y 77 A
IWNDET A AD [ZEEME (Configuration Attributes) ] 7 « —/L KT {$LOOPBACKO_| P}
TAL BNTG A =B DIEEIEET DMENH D ET, WAZ LT A—ZOEEZIEE LS
NIZGEE, RENKBRLET,

X 2T ZTP 2 L TV 55813, Day 0 E Y 7 A NV DHTH A Z LEWATRE/ ST A —HF
DY R—hSNET,

ZDAT VT FOFIORFOITIE, I0S-XR T /34 ADCLI A7 V7 FTHETYT, Zhizk
V. ZTP X7 7 A )L/’ CLI A2 U 7 k> bash/Python A7 V) 7 " ZERTE 4, LIS
LTNR—V g v BESEZHEHFLTLIEEY, [I0S-XE F3A ZADOEE. 20X 2 BT M0ELY
A,

X 4: BEATA/SS A — 2 HSEIET B I0S-XRCLIZER S Y 7 O

!'l TOS XR Configuration 7.3.1
|

hostname {$HOSTNAME }
username {$SSH USERNAME}
group root-lr

group cisco-support
password 0 {$SSH PASSWORD}
|

cdp

|

line console

exec-timeout 0 O

|

line default

exec-timeout 0 O

session-timeout 120
|

call-home
service active
contact smart-licensing
profile CiscoTAC-1
active
destination transport-method http
|
|
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interface LoopbackO

ipv4 address {$LOOPBACKO IP} 255.255.255.255
|

interface MgmtEthO/RPO/CPU0/0

description OOB Management ZTP

ipv4 address {$IP_ADDRESS}

|

end

ZTPRERY ) T FD

ZOkv 7 a TR, ZTP O A 27 U 7 Ol Z R LET,

5:10SXRTINA ZADY S5 v ZIPDay 0t A ') 7 +

#!/bin/bash

[z et R s s TR E e e L
ztpSampleScriptFile.sh

Purpose: This sample script is required to notify Crosswork of the status of
ZTP processing on an IOS XR device, and to update the device's IP address and
hostname in Crosswork. It is also used to download a dayO config file from
Crosswork config repository and apply this initial configuration to the device.

#

#

#

#

#

#

#

#

# To use: Modify the sample script as needed, following the comment guidance.

# Then upload the modified script to the Crosswork config repository.

# Next, copy the URL of this file from the repository and set that

# value in the DHCP server boot filename for ZTP config download. When ZTP is

# triggered on the device, it will download and run the script, then notify

# Crosswork.

#

# Replace the following variables with valid values & upload to Crosswork config
# repository. Sample values are provided for reference.

# - XRZTP_ INTERFACE NAME: e.g., MgmtEthO/RPO/CPUO/0 interface where ZTP triggered
# - CW _HOST IP: Crosswork VM management or data network IP address

# - CW_PORT: 30604 for HTTP & 30603 only for HTTPS download of config file

# - CW _CONFIG UUID: Replace with UUID of day0 config file from Crosswork repo,

# assuming user has already uploaded device day-0 config file.

#
#
#
#
#

This script has been tested and is known to work on Cisco NCS5501, NCS5401,
ASR9901, and 8800 routers.

FHEHHFH AR R R R R R R R R R R R R R R R

export LOGFILE=/disk0:/ztp/customer/user-script.log

XRZTP_INTERFACE NAME="MgmtEthO/RP0O/CPU0/0"

# ZTP helper library is assumed to be installed in IOS-XR linux shell
source /pkg/bin/ztp helper.sh

interfacedata=$ (xrcmd "show interface ${XRZTP_ INTERFACE NAME}")

CW_HOST IP="<EnterIPv4AddressHere>"
CW_PORT="30604"
CW_CONFIG_UUID="e04661f8-0169-4ad3-82b8-a7c26c4f2565"

# Send logging information to log file on device diskO:/ztp/user-script.log
function ztp log() {

echo "$(date +"%b %d $H:%$M:%S"™) "$1 >> SLOGFILE
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#

# Get chassis serial number of the device, required by ZTP process.
# This works on Cisco NCS5501, NCS5401, 8800 series routers.

#

function get_serialkey () {

local sn=$(dmidecode | grep -m 1 "Serial Number:" | awk '{print S$NF}'");
if [ "$sn" != "Not found" ]; then
ztp_log "Serial $sn found.";
# The value of $sn from dmidecode should be same as serial number
# of XR device chassis.
DEVNAME=S$sn;
return 0
else
ztp_log "Serial $sn not found.";
return 1
fi

#

# Get chassis serial number of the device, required by ZTP process.
# This is tested and works on Cisco ASR 9901, but not other devices.
#

function get serialkey asr9901 () {

udi=$ (xrcmd "show license udi")

sn="$ (cut -d':' -f4 <<<"Sudi")"
pid="$ (cut -d':' -f3 <<<"$udi")"
pid="$ (cut -d',' -fl <<<"$pid")"

echo "Serial Number $sn"
echo "product id $pid"

#

# Get IP address and subnet mask from device. IP address is assigned from DHCP
# server on interface where ZTP was triggered.

#

function get_ ipaddress() {

local ipvar=($(echo $interfacedata | awk -F "Internet address is " '{sub(/
K/, $2) jprint $2)1'))

local ipvé4addr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipv4 address"
| awk '{print $3}"')

local ipv6addr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipv6 address"

| awk '{print $3}'")
local ipaddress=($(echo $ipvar | awk -F "/"™ '{sub(/ .*/,"",$1);print $1}'"));
local mask=($ (echo S$ipvar | awk -F "/" '"{sub(/ .*/,"",$2);print $2}'));
local maskv6=($(echo S$ipvé6addr | awk -F "/" '{sub(/ .*/,"",$2);print $2}'));

ztp log "### Value of interfacedata => $interfacedata ###"
ztp_log "### Value of ipvar => $Sipvar ###"
ztp log "#####IPv4 address $ipaddress and mask $mask found. #####";

IPADDR=$ipaddress
MASK=S$mask
MASKV6=Smaskv6

return 0
}
#
# Fetch hostname from device configuration.
#
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function get hostname () {

hostnamedata=$ (xrcmd "show running-config hostname")

local hostname=($ (echo $hostnamedata | awk -F "hostname " '{sub(/ .*/,"",$2);print
$21"));
ztp_log "#####hostname S$hostname found.";
HOSTNAME=S$hostname;
return 0;
}
#
# Download day-0 config file from Crosswork config repository using values
# set for CW_HOST IP, CW PORT and CW _CONFIG UUID.
# The MESSAGE variable is optional, can be used to display a suitable message
# based on the ZTP success/failure log.
#
function download config() {
ztp_log "### Downloading system configuration ::: ${DEVNAME} ###";
ztp_log "### ip address passed value ::: ${IPADDR} ###";

ip netns exec global-vrf /usr/bin/curl -k --connect-timeout 60 -L -v --max-filesize
104857600
http://${CW HOST IP}:${CW PORT}/crosswork/configsvc/vl/configs/device/files/${CW _CONFIG UUID}
-H X-cisco-serial*:${DEVNAME} -H X-cisco-arch*:x86 64 -H X-cisco-uuid*: -H
X-cisco-oper*:exr-config -o /disk0:/ztp/customer/downloaded-config 2>&1

if [[ "$?" != 0 ]]; then
STATUS="ProvisioningError"
ztp log "### status::: ${STATUS} ###"

ztp log "### Error downloading system configuration, please review the log ###"
MESSAGE="Error downloading system configuration"

else
STATUS="Provisioned"
ztp log "### status::: ${STATUS} ###"
ztp log "### Downloading system configuration complete ###"
MESSAGE="Downloading system configuration complete”

#
# Apply downloaded configuration to the device and derive ZTP status based on
# success/failure of ZTP process. The MESSAGE variable is optional, can be used
# to display a suitable message based on the ZTP success/failure log.
#
function apply config() {
ztp_log "### Applying initial system configuration ###";
xrapply with reason "Initial ZTP configuration" /disk0O:/ztp/customer/downloaded-config
2>81 >> SLOGFILE;
ztp log "### Checking for errors ###";
local config status=$ (xrcmd "show configuration failed");
if [[ Sconfig status ]]; then
echo $config status >> SLOGFILE
STATUS="ProvisioningError"

ztp log "### status::: ${STATUS} ###"
ztp log "!!! Error encountered applying configuration file, please review the
log !ttim,
MESSAGE="Error encountered applying configuration file, ZTP process failed"
else
STATUS="Provisioned"
ztp log "### status::: ${STATUS} ###"
ztp log "### Applying system configuration complete ###";
MESSAGE="Applying system configuration complete, ZTP process completed"
fi
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Call Crosswork ZTP API to update device ZTP status, IP address, hostname.
Without this function, device status will remain in "In Progress" and not
be updated in Crosswork.

Using this API, device SSH/SNMP connectivity details can also be updated.
Values for connectivity details values can be added as part of

"connectivityDetails" array in below curl command. Sample snippet provided:

"connectivityDetails": [{

"protocol": "SSH",

"inetAddr": [{
"inetAddressFamily": "IPV4/IPV6",
"ipaddrs": "<ssh/snmp ipaddress>",
"mask": <ipaddress mask (Integer) .>,
"type": "CONNECTIVITYINFO"

1
"port": <ssh/snmp port (Integer)>,
"timeout": <ssh/snmp timeout (Integer). default to 60sec>

H

H o e o S S 3 3 S S S S 3 3 S S S S S

function update device status() {

echo "'"SIPADDR"'"
echo mrn $MASK" IRl
echo "'"$DEVNAME"'"
echo ""'sSTATUS"'"
echo "'"S$HOSTNAME"'"
echo "'"SMESSAGE"'"
curl -d '{

"ipAddress":{
"inetAddressFamily": "IPV4",
"ipaddrs": "'"$IPADDR"'",
"mask": '$MASK'

}I
"serialNumber":"'"$DEVNAME"'",
"status":"'"$STATUS"'",
"hostName":"'"SHOSTNAME" '",
"messagen ("YU SMESSAGE" '

}' -H "Content-Type: application/json" -X PATCH
http://${CW_HOST IP}:${CW PORT}/crosswork/ztp/vl/deviceinfo/status
}

# ==== Script entry point ====
STATUS="InProgress"

get_serialkey;

#get serialkey asr9901; // For Cisco ASR9901, replace get serialkey with
get_serialkey asr9901.

ztp_log "Hello from ${DEVNAME} !!!";
get_ipaddress;

ztp log "Starting autoprovision process...";
download config;

apply config;

get_hostname;

update device status;

ztp log "Autoprovision complete...";
exit 0
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6:tX17 ZTP: 2> FIL1E Day-Zero ¥65RA 9 V) 7 +

'l IOS XR
!

hostname ztpdevicel
|

interface MgmtEthO/RP0O/CPU0/0

ipv4 address dhcp
|

7: X7 ZIP: BEMAREL/INS A —2 EEA LTz Day-Zero ¥R Y ') 7 +
Il I0S XR

hostname {$hname}
|

interface MgmtEthO/RPO/CPU0/0

ipv4 address {$mgmt ipaddr} {$mgmt subnet mask}
!

K8: X7 ZTP: #HEBRY )T+

#!/bin/bash

FHEFHFHH A A AR AR R R R R R R R R R R R

#

#SZTP post script to update hostname and ipaddress for the device
# input - serial key and crosswork host and port

#

FHEFHFHH A A AR AR R R R R R R R R R R R

export LOGFILE=/disk0:/ztp/customer/user-script.log

XRZTP_INTERFACE NAME="MgmtEthO/RP0O/CPU0/0"

# ZTP helper library is assumed to be installed in IOS-XR linux shell
source /pkg/bin/ztp helper.sh

interfacedata=$ (xrcmd "show interface ${XRZTP_ INTERFACE NAME}")

CW_HOST IP="<EnterIPv4AddressHere>" #update from the post script prepare code
CW_PORT="30603" #update from the post script prepare code

# Send logging information to log file on device diskO:/ztp/user-script.log
function ztp log() {

echo "$(date +"%b %d $H:%$M:%S"™) "$1 >> SLOGFILE

#

# Get IP address and subnet mask from device. IP address is assigned from DHCP
# server on interface where ZTP was triggered.

#

function get ipaddress() {

local ipvar=($(echo $interfacedata | awk -F "Internet address is " '{sub(/
K/, ", 82) sprint $2)1 7))

local ipvéaddr=$ (xrcmd "sh run interface ${XRZTP_ INTERFACE NAME} | i ipv4 address"
| awk '{print $3}"')

local ipvé6addr=$ (xrcmd "sh run interface ${XRZTP INTERFACE NAME} | i ipvé6 address"
| awk '{print $3}"'")

local ipaddress=($(echo S$ipvar | awk -F "/" '{sub(/ .*/,"",$1);print $1}"));

local mask=($(echo S$ipvar | awk -F "/" '{sub(/ .*/,"",$2);print $2}'));

local maskv6=($ (echo $ipveaddr | awk -F "/" '{sub(/ .*/,"",$2);print $2}"));
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ztp log "### Value of interfacedata => $interfacedata ###"
ztp_log "### Value of ipvar => $Sipvar ###"
ztp log "#####IPv4 address $ipaddress and mask $mask found. #####";

IPADDR=$ipaddress
MASK=S$mask
MASKV6=Smaskv6

return 0

#
# Fetch hostname from device configuration.
#

function get hostname () {

hostnamedata=$ (xrcmd "show running-config hostname")
local hostname=($ (echo $hostnamedata | awk -F "hostname " '{sub(/ .*/,"",$2);print

$2}')) i

ztp_log "#####hostname S$hostname found.";
HOSTNAME=S$hostname;
return 0;

Call Crosswork ZTP API to update device ZTP status, IP address, hostname.
Without this function, device status will remain in "In Progress" and not
be updated in Crosswork.

Using this API, device SSH/SNMP connectivity details can also be updated.
Values for connectivity details values can be added as part of

"connectivityDetails" array in below curl command. Sample snippet provided:

"connectivityDetails": [{

"protocol": "SSH",

"inetAddr": [{
"inetAddressFamily": "IPV4/IPV6",
"ipaddrs": "<ssh/snmp ipaddress>",
"mask": <ipaddress mask (Integer) .>,
"type": "CONNECTIVITYINFO"

1
"port": <ssh/snmp port (Integer)>,
"timeout": <ssh/snmp timeout (Integer). default to 60sec>

H

H o e o S S 3 3 S S S S S 3 3 S S S S S

function update_device status() {

echo "'"$IPADDR"'"
echo "'"SMASK"'"

echo "'"$SERIAL KEY"'"
echo "'"$HOSTNAME"'"
curl -d '{

"ipAddress":{
"inetAddressFamily": "IPV4",
"ipaddrs": "'"SIPADDR"'",
"mask": '$MASK'

}I

"serialNumber":"'"SSERIAL KEY"'",
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"hostName":"'"SHOSTNAME"'",
"message":"Post config script updated succssfully"
}' -H "Content-Type: application/json" -X PATCH
http://${CW_HOST IP}:${CW PORT}/crosswork/ztp/vl/deviceinfo/status
}

function get sudi_serial() {

local rp card num="ip netns exec xrnns /pkg/bin/show platform sysdb | grep Active |
cut -d ' ' -f 1°

echo $rp_card num

xrcmd "show platform security tam all location $rp card num" > tamfile.txt

local sudi_serial=$(sed -n -e '/Device Serial Number/ s/.*\- *//p' tamfile.txt)

echo $sudi_serial

SERIAL KEY=$sudi_ serial

return 0

}

function ztp_disable()
{

xrcmd "ztp disable noprompt"

}

function ztp_enable()

{

xrcmd "ztp enable noprompt"

}

# ==== Script entry point ====
get_sudi_serial;

ztp log "Hello from ${SERIAL KEY} !!!";
get_ipaddress;

get_hostname;

update device status;

ztp log "Autoprovision complete...";
ztp log "Disabling secure mod"

ztp disable;
exit 0

BT 74 ILOHEHAH
¥R 7 7 1 JL% Cisco Crosswork (2R AL 21, ROFIEFERTLET,
1. Cisco Crosswork Z #Z#E) L £9,

2. AA U A=a—nb, [T/AM RAEHE (DeviceManagement) > [ZTPHER 774/ JL (ZTP
Configuration Files) ] &R E 7,

3. %2VvrLEd, [H]
4. [BWR (Browse) 127V v/ LTRET 7 ANVEBRLET,

5. WEERIEREA LET,

X T ZTP Z# EET HGEIT, [ A7 (Type) | Kuy 7 X2 fHL T, BINT5
Rk 7 7 A VS [FRTEEE  (Pre-config) ]7>, [Day 0i% /& (Day0config) ]7>, F72Id [XE
% (Post-config) | MEHEELET,

7 Z 3w 7 ZTP & PP ZTP D& 1E. #1Z [Day 0% & (DayO-config) ][# 1 7 (Type) ]
[N A AR5 = N D= e
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VI NT2TAA—TDRDALTF A V=R SMU O T oY 2R LET,

ZTP AL AR —T 4 L THIZT NRA AZSMU T2 81X, 7737 ZTP B LU0t F =
7 ZTP TOHYAR— K I, ZORIFHER T 7 A VOBEHFIZOHLYR—FZhET (T
7 7 A Vv EGEAAA (18 =) | #ZM) . SMU (X, Cisco IOS-XE 7 /34 A F 721X PnP
ZTP ClEV AR —hEnTWnEHA,

VT N =T A A=Y LREKIC, [Cisco Support & Downloads (VA2 R—h & X7 m—
R) Jhttps://www.cisco.com/c/en/us/support/index.html ~—705 SMU 7 7 A v&E X 7 a— K
LET, Fyorm—FKfZ, SMUZ 7 A /VOMD5F = v 7 % L%E5esk LET, CiscoCrosswork
[IMDS F = v 7 FL&EALTSMU 7 7 A VOBEASHEEZRIEL 9, —EIZ 1 29D SMU
% Cisco Crosswork (ZFi/ A £, FEAALFUZH SMU 7 7 A /LD MD5 F = v 7 % La NJ)
LET,

SMU % Cisco Crosswork [ZEEAAFEH BIZIE, ROFIEFEITLET :
1. Cisco Crosswork Z & L £9°,

2. AA L A=a—nb, [T/INA RAEHE (DeviceManagement) |>[V 7 bz T7A A=
(Software Images) %% L F 7,

3. %2Vvr %4, [+

4. ANT 50, £IE[BE Browse) (27 Vv 7L, Ty 77— RTharf—xr b
DSMUZ7 7 ANERIRLET 0 7 FRFRRINTZL, 77 A/LDMDS F =7 %4
EATILET,

5 [BM (Add) 1227V >»Z7 LT, SMUDBEMEKTLET,

6. FFEENTZ ZTP E(TTHAENDTXTHO SMU 7 7 A L&A E T, BEISUT
VIR L £,

ITP TOHOLToovIILTAT 74 ILDIER

Cisco CrossworkZTP TiX, T3 R T VB A L CHRETHDIZ 7 LT oy L7ar7 v AL
DLEETT, WIZ, CSVIZ 7 ANEFEHLTHETI LTy v a7y A VEBINT 50
HEERLET,

B trs2yFJoECa=vy


https://www.chrisjhart.com/Basics-Of-IOS-XR-Software/
https://www.cisco.com/c/en/us/support/index.html
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ATy T

ATy T2
ATvT3

ATvT4

ZIPTOI LT LTRT 74 ILOER .

JUTF Yy T aT 7 Ak L OTOEMTHZE B TEET, TRET IS, [FAA
A& (DeviceManagement) 1> [7 LTI v )L 7O 774 )L (Credential Profiles) ]% &R

L Hzry o LEd,

TVTooxynNTuaTd s ANEFRATIE TAAALAARNY R = T57 0 ha LI LIcikie5
TVF oy VERETEET, SNMPZ LT U Uy LEEATWATNNAL AT LT Uy )b
T 7y A NVEERT AL, TR T 7 A T T N A TEERICHENIC e 5 T D SNMP
DNR—=29 DI VLT ooy )Le FONR=g 0 Dbl eaBRIOLET, -8 %
£, TA ARE TSNMPVI BNEZNZ /2> TORWERIE, TDOT AL ADIT LT vy )V
077 A /I SNMPV3 7 LT oy v L2 G hR T IEE,

AA A =a—D [TINA AEE (DeviceManagement) |>[Z LTI ¥)ILTRT 74 )L (Credential
Profiles) | Z@&IRL 9,

Elxrvvr gy,
[ [Credential template (*.csv) | %> 7 V77 A LDF 71— K (Download sample 'Credential template
(fesvyfile) UL 2 %20 w2 L, CSVT7ANT T L— k% a—hUTRAE LET,

EEOT 4 X EHEHLTCSV T 7 L—hEREET, (EkT27 v vy rrmar7rA 00101
T o7 7 A MATZEBIMLET,
INETHIHEF. RDOHA KT A N ET,

VT NTuT 7 AND [PRAT =R (Password) [FIBZEHDE G, CSV 7 7 A i A L R—
FCEFEHA, HREIILUT, INHDT 4 —/ RIZEBEDO/SRAY— K& AJJT&FJ, CiscoCrosswork
IS SN TINSLDONRR Y — RERFLET, ZOHEEZRRLEZSGEE, 7y 7 e—F
BT IZCSV 7 7 A NVEEIEL CL 3V, CSVZ 7 A VD [/SAT— K (Password) ]5IZT AH Y
AT EANTTLTCA VA= T B LE2BEIOLET, A1 F— FREZH L7265, Cisco Crosswork @
GUIZMALTE e 77 A NV EREL, WOFIETHAT L L IICEBEORRT - REANTEE
7,

cFLC7 4=V FNTEROTZ M) ZXUIZITE, BEIan 2 LET,

cHEOT ) EEIan s TRYIZGEE, K7 4=V FIEEANTDIEFPEETHLH Z LI
HEELTLESW, 120FDOREPIO= N VITIROINDORPIDOE NI~y B rTIsinEd, fl:
[/NAT— K& A7 (Password Type) ]2, NAU—RZATDY A I,
ROBOT USERPASS_SSH;ROBOT USERPASS TELNET ; ROBOT USERPASS NETCONF # AJJ L £,
Wiz, [2=—%—4 (UserName) ]%/iZ Tom;Dick;Harry;. [/XA 7 — R (Password) ]%IlC
root;MyPass;Turtledove; AL E T, ZNODINIATTHIEFIZE>T, AJL7Z3 2D
RAT—=REA T 3D Da—F =4, BLO3 DDA T— ROMIZKRO~ v BV I RRESHE
R

* ROBOT _USERPASS SSH; Tom ; root

* ROBOT USERPASS NETCONF; Dick ; MyPass
*« ROBOT USERPASS TELNET; Harry; Turtledove

« T ANERGET DN, BT AT =272 L THIRL T IZS W, Flny X —ITI3ERTE £7,

toavF Joneva=vy ||}



togyF FoEsa=vy |

B 7 zxovurrBEORRLHEHRL

ATy TH
ATvT6

ATy T1
ATvT8
ATvT9

FETLES, CSV 77 A NEHLWARTTIRIELE T,

MR T, [T/31 REE (DeviceManagement) 1>[7 LT3 %)L 7O 774 )L (Credentia Profiles) ]
rEEERL, Elzryor gy,

[ (Browse) 127 U w7 LTCSVZ7ANETBELERLET,

CSV 7 7 A NVEFR LTZRIET, [4 VAR —bF (Import) 1227V v7 LET,

AVHR—IRET LS, WOFIREZFATLET,

a)

b)

c)

[Z VT vy 7 a7y AL (Credential Profiles) |V « > RUDEMNG, BHTLH 7077 A VE

L. aer o LET,

TVLT ooy NTaTZ s ANVDNRNAT—REaI =T 4 LTFHEAND L, [R1F (Save) (227 ) v
LT,

FRTOARRAT— NEaI 2= 4 LFHEANTHET, BB LTIALOTFIEZ &YKL E
+,

TINARADY ) TILESDIRE & FRAHAH

FNRAADYVY TIVE L, T_XTO ZTP T— R THLETT,

1EE A LD, FERFBEEL I —RO—EE L TRy hI—T T AL ADT VT NLEZFD
F=HR=AZHFE L TWET, Xy hT—=ZIZH LT A ZEBINT 5846, W@, A
BRZH LWT NS ZADV ) TAREERI LT —Z_X—RZBMLET, ik, ZTPEZHEHAL
THUYR—=RTEBTFEDT A ZADL Y T NESEZET B OSBRI,

FLKBEALLET AL, AV Y TR SEZRSET HI2IE, Y AaVR— MIEKETL2Z2EHT
=FE9,

REOFELE LT, TTICA A—UMPER I TV D Cisco I0S 7 /34 ADEAIL, T34 A
ay Y —)Zra 7 A LT, show inventory CLI 2~ RZEITLFET, a~ NHIIT, &
DENTRT LI RT AL 2L EFHHAOE 7 v a VAELET, (Zoplirt ko) 510
H— RENIEOMDF T > a L EF2TeT A ADEE, Yy —Y e —ROWHEOL I T
NEFERAADVLENDH Y £77,

RP/0/RPO/CPUO:ios#sh inv

Wed May 18 13:33:53.674 UTC

NAME: "O/RPO", DESCR: "NC5501 w/o TCAM Route Processor Card"
PID: NCS-5501 , VID: V01, SN: FOC23297HGS

NAME: "Rack 0", DESCR: "NCS5501 w/o TCAM 1RU Chassis"
PID: NCS-5501 , VID: V01, SN: FOC2332R014

FINAAD ) 7 ILES % Cisco Crosswork [ZEHRAAEEBIZIE,. ROFIEEZETLET,
1. Cisco Crosswork Z &) L £9,

2. A A=a—0b, [T/NA AEE (DeviceManagement) |>[ U 7ILBESENIFr—
(Serial Number and Voucher) | Z&#IR L 7,

3. [V T NAESEIBI (Use Serial Number) %27 VU w27 L7,

. tosyF JoES 3=y



| trayF FoEva=vy
POC. FiEEIRE. sLUmEES—2E#75 [}

4, [CSVDT w7 m—K (UploadCSV) 147V v 7 L, serialnumbercsv V> 27 %27V v
LT sampleSerialnumber.csv7 v 7L —h 77 A& X 7 an—RLET,

5. BIRL/ZCSVIZ7ANTT 4 ZEFEALT, ZIPEFEHA L CAVR—F 4 7T 5FiE
DT RTCDTNRAADV N TNEEZEZT T L —NMIANLET, EFHLZCSVI 7 AL
FUFL— N LWARTIRELE T,

6. [> VT NAEZOEN (Add Serial Number) | Z FHERIR L 9,
7. [ZH (Browse) 1227V v 27 LT, BHINTZCSV 77 A NVEEIRL ET,

8. [V VUTNEEZDEN (AddSerial Number) |27 Vv 7 LT, YUTNAEFEA L HR— b
L/iﬁ‘o

PDC. FTEEGIBAE. RELUMBEX—ZEH IS

U NI AL VREE, A EENE, BXOHAE X —IX, X =27 ZTP IZOH
WETY, ZbiE, Classic ZTP B X OVPnP ZTP TIIfERH &SN EH A,

T A NREETIL, ZTP W ANZA A b —/LE 7z & X1 Cisco Crosswork AT 5T 7 4+
IV EDOE D RAA CFERE (PDC) | prAERENRE (0C) . BILUPAEXF—2MHT
TFET, IhLOBEBIERIT, I (CA) L LTy AKFELTRY, ®BET 2 hof#
HOEDIZOAREHENTHET, VA2, INL0T 740 bou s A U EREFEH LT
WAHEGAE, Xy M=% X2 VT 4 URZIZELIRUVMRESN [ Ry 7 X 88
B2 C Cisco Crosswork 27 A h L CW5 EAELTWET,

AEBEECHERATAHA1E. RAA VIEAELZE VD L, PR OC#AEK L, FTEH3F—I2
BLTAHVERHY FT. F0%. OBV 3y [F 744 O PDC, OC. BLUHHEH
F—ZHFITH] OFIEEZEHL T, Znboa A U NEROT 7 4V bX—T g3 U EEHT
xFET,

B OFFAEEHR A Y v 7 L FIEAZF M. BIR L7 CA Z#H L TPDC, OC. BLW
FIEEX—Z4ARTH2HECHEBELTVET, INHDOX AT TELIZENLELMERBRIL,
ORI DBRYDE T ary [RALVEHEOY VR, FTAEEEHEOAR., FTEH
F—DBEL] OHET AL 2R LT EE,
TI7AILEDPDC, OC, BLUMEBAEF—ZFEHIT S

FTI7HI OIS N AL VFEAE (PDC) | ArE&EIEHE (0C) . BIUHIEES—%
FHT 52X, WOFINEEZFEITLET,

1. Crosswork Zj&ZE L £9,

2. A A=a—0b, [BE (Administration) ]>[SEBAEZEE (CertificateManagement) ]
ZIBINL ET,

3. [FEBAZE (Certificates) ] T. [Crosswork ZTP FiA# (Crosswork-ZTP-Owner) | DFiIZH 5
E7 U7 L, REBAZEOEH (Update Certificate) 1227 U v 7 LET,

4. [ (Browse) | %27 U v 7 LT, [HERAA VFEHFE (PEM 7 7 A /L £ 721X CRT 7 7
AN) BRIRUET, 77 A VEZRIRUIREET, [BR1F (Save) 1227V v 7 LET,

toavF Joneva=vy ||}



togyF FoEsa=vy |
B roc. mEzEnE. sLURAES—EEHTS

5 [ (Browse) ]% 7 U > 7 LT, FrAEFEHE (PEM 77 A LV E 721X CRT 7 7 1 /L)
BRIRLET, 77 A NVERIRUIIRET, (A7 (Save) 1227V v 7 LET,

6. [ZM (Browse) 127 Vv 7 LT, frf&*— (PEM77A/L, KEYZ7 7 A /L, CRT 7 7
AN) BRIRLET, 77 AVEBRLIRIET, [R1F (Save) 122V v 27 LET,

7. [RFF (Save) 1227 Uy 2Z LT, 774/ FOGEAELF—ZHH L ET,

FAAVEIBAEZE VB L. MEEMRAEEZERL. IEEF—ICERLEY

ROFNETIL, OpenSSL & LinuxBash & = /LA L C, MMH OFFERZ M L TPDC, OC,
BLOBL SNEE X — 2R T 2 HEEZ R T —EHOFZ R LET, 207 at 2ADEN
DO EFIL, WOAHY YV —ATRS1TF 5 Z LN TE £ : OpenSSL Certificate Authority (72
AER) o Zbonr A U AEREAER LIS, #iot s v ar TBEED PDC, OC, X UFET
AEHEX—ZEHT 5 OFIEIENET,

1 HHEITERT 2R EL ZOMD T 7 A NV EERT H0D—HOT 1 L7 M &
TERR L £97, RiChlZR L £,

#!/bin/sh

mkdir ./ca

mkdir ./ca/certs

mkdir ./ca/crl

mkdir ./ca/newcerts

mkdir ./ca/private

chmod 700 ./ca/private

touch ./ca/index.txt

echo 1000 > ./ca/serial

mkdir ./ca/intermediate

mkdir ./ca/intermediate/certs

mkdir ./ca/intermediate/crl

mkdir ./ca/intermediate/csr

mkdir ./ca/intermediate/newcerts
mkdir ./ca/intermediate/private
chmod 700 ./ca/intermediate/private
touch ./ca/intermediate/index.txt
echo 1000 > ./ca/intermediate/serial
echo 1000 > ./ca/intermediate/crlnumber

2. N—hrF—FERLET, RIHEZRLET,

#!/bin/bash

cd ca

openssl genrsa -aes256 -out private/ca.key.pem 4096
chmod 400 ./private/ca.key.pem

3. J—RMEAFEEZAERLET, RICHEZRLET,

#!/bin/bash

cd ca

##-subj "/C=us/ST=nc/L=rtp/O=cisco/0OU=cx/CN=cisco.com" \

openssl req -config openssl.cnf -key ./private/ca.key.pem -new -x509 -days 7300
-sha256 -subj "/C=us/ST=nc/L=rtp/O=cisco/OU=cx/CN=cisco.com" -extensions v3 ca -out
certs/ca.cert.pem

chmod 444 ./certs/ca.cert.pem

4.  — MERAEEHEE L ET, RICHEZRLET,

. tosyF JoES 3=y


https://jamielinux.com/docs/openssl-certificate-authority/index-full.html
https://jamielinux.com/docs/openssl-certificate-authority/index-full.html
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#!/bin/bash
cd ca
openssl x509 -noout -text -in certs/ca.cert.pem

5 WEF—2AERLET, RIHIZRLES,

#!/bin/bash

cd ca

openssl genrsa -aes256 -out intermediate/private/intermediate.key.pem 4096
chmod 400 ./intermediate/private/intermediate.key.pem

6. PHREAFEAZAERLET, RICHEZRLET,

#!/bin/bash
cd ca
##-subj "/C=us/ST=nc/L=rtp/O=cisco/0OU=cx/CN=cisco.com" \
openssl req -config intermediate/openssl.cnf -new -sha256 \
-key intermediate/private/intermediate.key.pem \
-out intermediate/csr/intermediate.csr.pem \
-subj "/C=us/ST=nc/L=rtp/O=cisco/OU=cx/CN=intermediate.cisco.com"
chmod 444 ./certs/ca.cert.pem
© 2022 GitHub, Inc.

7. RHEICES LET, RIHERLET,

#!/bin/bash

cd ca

openssl ca -config openssl.cnf -extensions v3 intermediate ca \
-days 3650 -notext -md sha256 \
-in intermediate/csr/intermediate.csr.pem \
-out intermediate/certs/intermediate.cert.pem

chmod 444 ./intermediate/certs/intermediate.cert.pem

8  WRHEEMAFEZMRE L ET, WICHZRLET,

#!/bin/bash
cd ca
openssl x509 -noout -text -in intermediate/certs/intermediate.cert.pem

9. FEAEF=— AERLET. KICHIERLET,

#!/bin/bash

cd ca

cat intermediate/certs/intermediate.cert.pem \
certs/ca.cert.pem > intermediate/certs/ca-chain.cert.pem

chmod 444 intermediate/certs/ca-chain.cert.pem

10.  GEHIERZN YU X b (CRL) (2B LET, WICHZRLET,

#!/bin/bash

mycsr=$1

myip=$2

export SAN="IP:${myip}"

echo $SAN

cd ca

openssl ca -config intermediate/openssl.cnf \
-extensions usrSrv_cert -days 750 -notext -md sha256 \
-in intermediate/csr/${mycsr}.csr.pem \
-out intermediate/certs/${mycsr}.cert.pem

chmod 444 intermediate/certs/${mycsr}.cert.pem

toavF Joneva=vy ||}
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B rsiesvre—ousIzremans

FMBENIDFY—DY I IR+ EGEHAH

FrAMEREAE (OV) 1, &% =7 ZTP IZOAMKETT, #BIFEIEE T, —EIZ1>F
BARTZ L, FEOTHAAL LB TEET,

AL, ERIZG L TOV & VCI £721X TAR 7 7 A VO TR L £ 4,

Secure ZTP Z il L T — K/8—F 4 DT NS A& F L R— T 2881F, — K X—=F 1D
BHEICIZ VCI 7 7 A N E BRT D0 E R H Y £, WET) 2T 25 VCI 7 7 A Viddimd Bl
Bl serial.vei WCHED MBENH D £, T 2T, serial ITMISTEHT XA ADT ) T ILFEET
7, CiscoCrosswork TliX, FIAMNY T ¥ —4%T A Ry BT T 570, ZO7 74
NARBRAINVETT, = =T 4 A—H =D\ F v — (2T HHROEFIZDONT

X, T#unique 151 unique 151 Connect 42 SecureZTPGuidelinesThird (5 =X—°) | #&MH L

TLIEENY,

DAOANLDFREENIFY—DI) I IR b

Secure ZTP Zfil L TA VR — FTEHFED L AT A ZAD OV ZERTHI21E, [V A=
PR — MZBRWE DL 7ZE W (Contact Cisco Support)  |https://www.cisco.com/c/en/us/support/
web/tsd-cisco-worldwide-contacts.html, OV ZZk$ 2 & =13, U T 2T 208N H D 7,

c[BrEO SN KA A VFEBAE (Pinned Domain Certificate) | : 58iF/R (CA) 12Xk~ TH

TEN, 22— —NELVEO LEHETE 5T VX NVGEAZE, PDCOE U E O DFEMIIZD
WTIE, PDC, FrA#aEE, BXOEEX—%28HT25 B3 —) | 2L
TLIEEW,

e Secure ZTP ZfiH L TH v AR — R+ B TEDETFTNSA ZADL Y TAE S ( [F4 20D
VT NVESORR LGRS 323—=) | 25H)

BT NA Ak T5) 72 A NOFZRIRLET,

{
"expires-on": "2016-10-21T19:31:42z2",
"assertion": "verified",
"serial-number": "JADA123456789",
"idevid-issuer": "baseb6dencodedvalue==",
"pinned-domain-cert": "base64endvalue==",
"last-renewal-date": "2017-10-07T19:31:422"

}

PAAYPR—PME, VI 77 A NVEEETDHZEICEY, OVESRISELET, #HEOFA
A ADOVEY 7 AN LT8E. B—DVCI 7 7 AL TlEa< . TAR 7 7 A L THEED VC]
EZITROES, AR BGRLIEERRFEZEH LT, VCI £72IXTAR 7 7 A
N FITTH L2 BEIO LET,

fll % > VCI 7 7 A MZiE, EEIERATHIL, 77 ANLELTT A, ADY Y TAE N
VETHDZ EIWCHERBLTLEEN, AT v I TIRESINTZERFIHE-> T, A2 FKRD
ZHIDT 7 A NVEIRLET 1 JADA123456789.VCJ,

BN F ¥ —DHEHIAH
TN D T v — O HATITIL, WOFINEEZFITLET,

. tosyF JoES 3=y


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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1. Cisco Crosswork Z @) L £7°,

2. AA L A=a—0b, [T/NM AEE (DeviceManagement) |>[V ) ZILESENIFr—
(Serial Number and Voucher) ] Z#R L £,

3. [XUFr—niEN (Add Voucher) 1227V v 7 LET,
4. T v —F925VCI £2ILTAR 7 7 AV OL&RiI# AT 50, ZRLET,
5 [7v7r—F (Upload) 17 V27 LT, OVDOT v7ua—R&a%ETLET,

T4 EOFRBENIDF v —EAEDEH
T 7 v FOFTAMEAN T F X —iEHEFEZ T 0123 WEFITLET,

1. AA U A==a—0b, [EE (Adminigration) |>[(EEAEEE (CertificateManagement) ]
ZIERLET,

2. [REBIEOFH (Update Certificate) | %27 UV v 7 LET,

3. [ (Browse) 127 U v 7 LT, T 74/ NOFIEWENAY T ¥ —OFEFIZM T 5 TAR
T ANFEZIIVCI 7 7 A VEEIRLET,

4. [FEMIFEOTEH (Update Certificate) 1 %27 U v 7 LET,
5 [RfF (Save) |27 U v 7 LET,

SUDI JL— ~EEFAE D # (R & &

SUDI /b— REFAZET, 10S-XE T 3L 2D F v R—F 4 TR E X 27 ¢ ZTP 3 L 1 PnP
ZTP 2354, Classic ZTP IZIXfFH SN E ¥ A,

[SUDI GERHZE ) 23k 2 FENH Y 97,

e T XA ZAD SUDI SFBAZE (M XA MT U A —3FHE L LEENET) ., 3T Cisco
I0S-XR B X TVIOS-XE 7 /34 A1Z1E, SUDIZEBAENR T N4 RIRESHTWET, T3
A4 AD SUDI GEFAEII AT T A,

« SUDI JL— REFBAZE, Z“RUE. K731 A CSUDIGFELZ AT 5L — MR T,
SUDI/V— REEBE % Crosswork IZ7 v 7'm— R§5 L %27 ZTP 7 rE A (B XL TI0S-XE

FONA ZADEAITI PP ZTP 7' ut R) 73, SUDI/L— REFHEZ T SA R ITREEEN TV D
SUDIGERAE L BT H Z LIk o T, TN A AZEATE DL 918720 9, ik, PnP

ZTP £ 7-1% Secure ZTP 7' 0 £ AT /A AT — M A b7 v Mz #AT DRI SLETT,
SUDI JL— hEEBAZE % #£{#% L T Cisco Crosswork 27y 7O— K$ 3I21E, ROFIEEEITL
F9,

1.  [CiscoRoot CA2048] # L [CiscoRootCA2099] 7 7 A /L% PEM T, CiscoPKI :
AU —, FEHE, BELORF2 A2 (https://www.cisco.com/security/pki/policies/
index.html) 2264 7 m— RKLET,

toavF Joneva=vy ||}


https://www.cisco.com/security/pki/
https://www.cisco.com/security/pki/
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2. WOFIDOEHIZ, ASCHTHFA =T 4 X ZFEHLC, ¥Uyoa—RKL7E22OPEM 7 7
A)NV%E 120 PEM 7 7 A VIZTHEE LE4,
MIIDQzCCAiugAwIBAgIQX/h7KCtU3I1CoxW1aMmt/zANngqhkiG9wOBAQUFADA1

kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIDITCCAgmgAwWIBAgIJAZozWH]OFsHBMAOGCSgGSIb3DQEBCWUAMCOxDjAMBgNV

PKkmB1NQ9hQcNM3CSzVVvEAKOCCEO/NJ/xzZ6WX1/£8DfleXbFg==

3. Cisco Crosswork Z 2 L %9,

4, A A=a—nb, [BE (Adminigration) |>[ZEBAZEE (CertificateAdministration) ]
a7 D= S

5. Ha27007LC kDEIICT4— N RICANLET,
[REFAE4  (Certificate Name) ] : Crosswork-ZTP-Device-SUDI
[FERAE D E] (Certificate Role) ] : ZTP SUDI

[Cisco M2 CAGERE (Cisco M2 CA Certificate) |: 7 72— K925 PEM 7 7 A /L DA
E AT D0, ZRUET,

6. [f~1F (Save) 127 U v 27 LE¥, Crosswork i% SUDI /b— FFERAEZREL £,

ZTP 787 74 ILDERL

CiscoCrosswork (X, ZTP 7B 7 7 A LV EMH LT, A A—b7nv A LHRET A% HE)
fbLET, ZIPT v 7 7 A T4 T v a U CTFR, AERT 2 2 &2l B LET, ZTPA
A=V ERET DA EM[FLT DO HLET, ZIPT 7 7 A VEFHT S & FE
DI FADETNIT NA AT 7 IVHADOT N RAZHHATE D, ERFAHDA A= T 74
ERET7ANDEY Y FEEITE £9,

753w ZTP T 2E . B ZTP 70 7 7 A M1 DDA A=V T 7 AL 19O
DBRET 7 ANDLEEEMTLZZENTEET, BX27 ZTP TIE, FARE T 71 /L,
WEZR T 7 AN, BEXODay0 X E7 7 A VERETEET,

ZTIP 7 7 7 ANTIH, A A=V 77 ANERETINETIHY EHA,

ZTP 7 a7 7 A VFEWNK D THIERTEE T, TAAT77IV T, 2—RF—RATE, &
iy hU—2a— L L1 DODZTP 7 e 7 7 A VDB EERT D Z L2 BEID LE T,

ATY TN A A=a—05 [T/ REHE (DeviceManagement) | >[¥0%vF 70T 74 )L (ZeroTouch
Profiles) ] Z3&R L £,

ATy T2 [+#H LW a7 7 A/ (+NewProfile) |27 VU7 LET,

ATYT3 HLWZTP 7 a7 7 A MK BE R EEZATILET, T 77 ANDY T v 2T A A=V EIRET DHNE
EH EFHE A,

. tosyF JoES 3=y
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ITIP TINA AT MY T 74 LDIER .

ATV T8 BXaT ZTP 2 EET AEE1T. [EX =27 ZTP (Secure ZTP) | D AT A X% [£%) (Enabled) ]IZHENL
FI, I, FRRET 7 A NWVERERT 7 A NVOLARTEANTILET,
0S N— 3 L LTIOS-XE @R L7-HA, X a7 ZTPIIATE A,

ATw TS [IR1E (Save) 1227V w27 LTHLWZTP 707 7 A LV EER L ET,

ITP TINA AT R 774 IILDERL

Cisco Crosswork 3. ZTP T R_A R MU RERH LT, et ya=r 74553410 2D 1P
T RULA, Fu bhai, BIOREOMOIERZFHFICHEE TX £9, Cisco Crosswork |3, ZTP
BN EFIZETTHE, 26D A vR—hEanzzy b VICEHEREZ A LET,

D ZTP T34 A N ZERT Al b FEIL, 74 A= MU D CSV 77 A
NEFHLT, TNbaxEEO TV AR—FT52LTT, BRDHETEH, 734 A= Y
DCSV 77 ANEREZRT 2B LET, 77— hDabt— (21 DEiL2 250
TNRAAZ M) OHEBNML, A AR—bLET, TDHT, LERERZIGT 2 HES
R TEET,

KDORE Y 7 TlE, SRAZZ RNV DCSV 77 A vaF 7 ra— RUTHML, @Ak
KD ZTP T NA A2 v & —FETIERT D HFIEIC DWW TR L E 9,

Fio, B—ZTP 731 2> MU DOER (46 2—2) T4 % X 9 (2. Cisco Crosswork ®
Ul ZFEHLT, ZIPT A A ") &2 1 OTHERTHZ b TExET,

ZIPFNARIU R CSVTF U TL— FDE Yo O— R EfRE

1. A A=a—n5 [T/\/4 RAEE (DeviceManagement) |>[7/314 R (Devices) | %&i#
WLET,

2. [Ba%vFF /31 A (Zero Touch Devices) | # 7% 7 U v 7 LET,

3 Exrvor s,

4. [ Tdevicesimport] 7> 7 L — b (csv) OF 7> u— K (Download 'devices import' template
(esv)) 1V 7% 27Uy 7L, [BR1F (Save) 1227 Vv 27 L TCr—HANLARL—TY V—
ANRGFLET, [FrB (Cancel) |27 Vw7 LTHATRITRY 7 A7 YT L
\iﬁqo

5, BIRLET U F—2arTCSVTF U7 L— b ElX. BILOVARTHRELET, K17
T ZTP AR L CAVR—FT 4 VI T HTEDET A ADxT b ZERLET, &
TN AT T HEIZHONWTIE, RO FE Y 7 DIEEZZB L TL 7 E0,

ZIPTNARTY FYDCSVN T TL—FYTF7 LR

WDORT, T 7 — FROHOFEHATIECHOWTHALET, = b E2LELE T 252>
WTIE, AL DORICT AZ Y A7 (*) ZAHORLTVET,

toavF Joneva=vy ||}
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togyvF Jneva=vy |

450 [Bkt (Connectivity) | FITIXEEO= L N BFHFRAISNTWADZD, 1 BOT /31 A
BEOBG T2 Fa LV ERETEET, o4 Ty a v EERATIHAIE. = FURBICER
avEEH L, RO 3OOFNZFEUIEF CTEEZANLES, 72éxid, B e har
(Connectivity Protocol) ]%1iZ SSH;NETCONF; & AJj4 % & LE9, [#fiA— bk (Connectivity
Port) 1511223;830; L AN LTZGE, 220050y Y IFRO LS~y B T INET,

* SSH : 22

* NETCONF : 830

RY:ZIPTNAR IV M) FoTL—RDHYITF7LUR

ToTL— D

ERAE

LU 7 ES (Serial
Number) *

FNRAZADIVIVTNANEEEAD LET, FUTFT A R L THREA3
OOV TNEFEAIITEET, I bHiE, LLATIZ Cisco Crosswork
W — RL7EE TN AV TAEFZF LR L THLILENRH Y £
T,

ZTP TlE, WHEOTXTOREMIZ U TAESFOT S MY BUET
9, DHCP Option 82 ZffHH L TV L—=— = M2 EET L HE
. ZOT7 4=V REZEAOEEIZTHIELTEETN, T34 A
T 57212 £ — N D EEHRIDITFRET D HERH D £7,

ol — g UINER)
(Location Enabled)

n/r— a3 D ZEM L TT A A %&#53 5845 1%, TRUE & A
HLET, YU TNAESTHEHNT 25 E1%. FALSE & AL ET,

TRUE & AJJ L7e880%, S350 €— M ID L [EHRID 2 A )
LEd, FALSE & AT L7235A1E, st d 28I ) 7S5 A
HLET,

JE£— kK ID (Remote
ID) *

X a7 ZTP #5245 L, Option 82 #2454 : 7— M A R T v
T R—L L THERET DY E— F R A FNOAHIZFEN L E9,
DHCPOption82 # i LTV L —=—Y = haRETLHEIE, 2
DTy FVIEMATT, FALZD Y E— KD & [EIFREID DA D
HEANTHHLERDH Y 7,

Option 82 A L72WEAIE, 207 4 — /L REZEADEFICTE
ETH, T ROV I TAEFITEET DLERH Y £7,

A% ID (CircuitID) *

X a7 ZTP #5245 L, Option 82 # T 245G : 7— M A R T v
T R—=NEREZET DA X —T7 = A AFE 121X VLAN Z ik 5l
LET,

DHCPOption82 # i L TV L —=—Y = > h 2 EIEFTLHEHIE, 2
DTy FVIEIMATT, FALZADYE— KD & EIFEID OFAE D
TEANTLHMERH Y £,

Option 82 Z A L2WEAIX, 27 4 — NV REZEHOEFICTE
FTW, TAADV I TNVEZIIEETH2LENRHY £,

. tosyF JoES 3=y
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ITIP TINA AT MY T 74 LDIER .

TUIL— D3

ERAE

AA 4 (Host

Name) *

TNRARZEIDYBTHFRA ML EASILET,

A AN eI A=
7 7 A /b (Credential
Profile) *

Cisco Crosswork 37 /NA AT 7B AL CRET DO HT D2
LTy v Ta 7y ANVOARTIEAT LET, AT D540,
CiscoCrosswork CfEE SN TN D7 LT vy b7 a7 7 A )V DL HI
LT HMERDY 7,

OS 77 v h74—A
(OS Platform) *

TNAADOS 7Ty v 77— AN LET, 72& 21E, I0SXR
I ETF, CiscolOS 77 v b7 4 —2441F, A 7 TiEa AR—
AEMEHALTCANTANENG D Z LIZHEE LT EEN,

X—3 g > (Version)
3k

TNRAAT T N T =L A A=TDOS T Ty N7 F—ILD/—
TarEANLET, 7T N TF—LbDONN—T a0, TrEV S
=V TR T DA AT T 7 A NVERET 7 A MIFBESINL TN D
HbOELEFRIUNAN—Va r THAVERDHY 97,

[7'm 7 7 A% (Profile Name) ]%IZ ZTP 7'v 7 7 A L& f77E L 72
WA D BMETT,

FRA AT 7Y
(Device Family) *

TNRAADTNRA AT 7 IV EANLET, T34 A7 7 IV IiF,
ZTIP AT ey a = JIERHT A AT T 7 A NVERET 7 AV
DT NRAAT 7 IV E—HTHHLERHY FT,

[7 v 77 A 0% (Profile Name) |52 ZTP 7' 7 7 A L Z457E L 72
" \%/EH: @A%‘gbﬁj«o

FXEID (ConfigID) *

T NA ZADOFRERHFEAT DR E T 7 A /LD Cisco Crosswork (Z & >
TEIYYTHLN-ID ZASJLFET, Cisco Crosswork IX, 7 v 7 m—
REFICT RTORET 7 A M —EDID ZE 0 ¥ TEJ,

(7w 7 7 A4 (Profile Name) ]2 ZTP 7'm 7 7 A )V & F57E L 72
l/ \%{5\&: 0)%(%‘%’6#‘0

[Ta 77 A%
(Profile Name) ] *

DT NRAADTREY a = 7T 5 ZTP 7'un 7 7 A L D4
AIZ A LET,

ZTP 7 7 7 A VEFEH L CHREID, A A—YID, OS7 7 v b7 —
LR L RET DG A OHMETT,

[#5 ID (Product
ID) ]*

TNA AN—= Ry =T Za—RMeEni, YAk ->THYHTH
A7-PID (S ID) Z# AL ET, PIDIL, LHHMIFICT X TDOY
Aa Fy NT—F% 27 TR, RRF STV D T ~UZHIBI S
72 UDI (—EOT ™A Zi@AT1) E#RPOEETEET,

ZDOVY U —ATIX, PID OMGEFITOILRWNWZ LICERELTLEE

VW, BREROZEMICEZ T, IELWPID Z2f8ET 52 L 2B L%

ERS

toavF Joneva=vy ||}
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To7TL— D5 FERAE
UUID F R —T 4 TRHCT A ANZEND YT DI SRR T (UUID)
EZEMLTHET D ZEMTEET, ZOF T v a v a@RLTY;
iE, ZOFNT 128 By FUUID Z A LEd, LS OEEIE, :
D7 4=V REZEHDOEFIZLTHL &, CiscoCrosswork [ L7 /31 A
DAV HR—T 4 VTR T X 272 UUID 2810 4 CTET,
[MACT KLU A (MAC|T /%A ADMAC 7 KL A& AN LET,
Address) ]
[IP7 KLA (IP TNAADIP 7 KL A (IPv4 £72(LIPv6) &, TOV TRy hv A
Address) ] JHEAT v aRLTANILET,
[RRE J& M TS, ZADFERET 7 A INDH AR LOEWRARE/NT A —Z T Cisco
(Configuration Crosswork CHEM T HEZ AT LET, 77 /L FOEHFRE ST A —
Attributes) ] EOHEERT 2561E, 2074 — NV REZEAOEEIZLET, &
Fa27 ZTP A L CW DG, I A X LAOEWRARER /T A —X
X, Day 0 iR ET7 7 A NVD/RTA—=ZIZDOHMMEATEES, ThbD
INTA=FOFERFEIZONTIEX, RESRLTIEIN,
Befie 7 b =L TNA AT —F 5720, £721E CiscoCrosswork 77U r—3/ 3
(Connectivity VERREA Y AR — NSO DI E R T e F AL, BIRTE 5T
Protocol) = k=13, SSH., SNMPv2, NETCONF. TELNET. HTTP, HTTPS.
GRPC, BLUSNMPv3 T, 7’1 F /LD IE LWHAA D 23R
T5I21E, ROEZ v =3 [Crosswork #5710 k2 /LD ELE] D
LT IESN,
[ IP 7 R L& B a haLoIP 7 LA (IPv4 7203 IPv6) &%7‘% v hv A
(Connectivity IP JHEANNLET, 7o FalOREZER LIZGESICORMNET
Address) ] 7
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ITIP TINA AT MY T 74 LDIER .

TUIL— D3

ERAE

[HZfi AR — b
(Connectivity Port) ]

O ha VAT AR - EASTILET, £ 1 hain
R—NvvbBrr7a3nEd, #BRLE7v baliivy B 7SN
HIR—FEFEMLT AN LT EEN,

WOBPEEERE, T_XRTOFAAL A1 DO EOR—FEFr fhan
PHELET,

A UR=F 4 T LT A, AD AT — R AL E PR RINE 1T
o LTHELET,

o FUR—F 4 T LT=T /NA AD Cisco Crosswork 2|12 A] ek
F v B LET,

TNRARAZT LD T a ba)Lv b R— NERET HIVEND H5H
NHYET, HBHETDH7 1 hardR— oL, CiscoCrosswork D
BREFTIELFEA L TV 5D Crosswork 7 7 ) r—y g iz ko TR Y
F9., 7B FaVDOELWVHEAEDEEBIRT 5121, ROk Vs
> TCrosswork #fit 7' 12 s 2 /VOEAME: ] ODREZSHL TN,

Pefgi 2 A LT 0 B
(Connectivity
Timeout)

Zova harvEFER LZBERITH XA AT U N5 F TORER
MZANLET MWL) . T 740 MEIZ30F, HREINDL Z A
AT T MEE 60 BT,

TS, S =4,

(Provider Name)

FHLWZTP TNRA R F VR —T 4 T D70 XOL4RTE AN
FLET, AT 24RNE. CiscoCrosswork THREINTWB T3
AEBTaNA X DLFE EMEC BT H2HLENDH Y F7,

A~ Y ID
(Inventory ID)

FORAL ZNZEN S TEHEAL X R IDEASLET,

Y X 27 ZTP A%
(Secure ZTP Enabled)

X aT ZTPZEH LTS, 22Ty a = 7T 5881%
TRUE, % 9 CRWEHEIXFALSE & AJILET,

[% =7 ZTP 23K 5
{b# # (Secure ZTP
Encrypted) ]

BAEYR—FENTWERA, FALSE E AHLET,

[f A—2 1D (Image
D) ]

Cisco Crosswork 1%, 7 v 70— FREFIZTXTDOY 7 b7 =T A A—
I ANC—EDID ZENY Y TET,

FNRAANIA VA P=NTDEIT "I 2T A4 A= 7 7 A LD Cisco
Crosswork IZ L > CEIV Y CToHNZID Z A LET,

FUR—=FT 4 VT T 2T A A=V DA VA N—IVEEDD
WENHY . [T 7 A4 (Profile Name) [FIZZDY 7 b=
TAA=VHREGE ZTP 70 7 7 A VEFRE LR D> 2RI OB
%:/(:‘To

toavF Joneva=vy ||}
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TUITL— D3

ERAE

[FRTRXE ID
(PreConfig ID) ]

CiscoCrosswork [%, 7 v 7' — REIFIZTRTORET 7 A MIZ—ED
ID #EI0 4 CTET,

[

X E ID (ConfigID) FNTHRE LTEREE T 7 A V& FATT DA,
FEITTBHHREAZ U7 FD Cisco Crosswork ID # AJ1LFE T,

U R—T 4 VTERCERIRRE T 7 A N FITT HEAICDOARLET
T,

(SZTP ConfigMode) ]

[(XE%ID (PostConfig | Cisco Crosswork (£, 7 v 70— RIFIZTXRTORET 7 1 /UIZ—ED

ID) ] ID #EI0 B CTET,
E ID (ConfigID) 1 FNIHEE LIZiRE T 7 A V& BT LT EREIC
FATT L EAZ V7 D Cisco Crosswork ID # AJJ L E T,
FUR—=T 4 VTRHICRER T 7 A N FATT D5 DHMET
j‘o

[SZTP fXEE— N X 27 ZTP C, [XEID (ConfigID) 151, [Fnis%/EID (PreConfig

ID) 1%, BLO[EEHID (PostConfigID) ¥ THRE LIZi%E 7 7
ANET A A EOBEFORE L ~—U T 58451L. merge & AJ)
LET, BELLEREY 7 A VONECHFOREL EEXT A
X, ZOFNEEAOEFIZLET (ZOFNEEHOEFEICTLHI L
T, EEERT T4V MIRVET) .

N— 31D
(Version ID)

=

BEDNR—T 3 1D,

FUIR—T 4 VT RHIFEATT BRI E T 7 AV &
FE LB lc 0B BT,

E%7 7 ANVE

e

routingInfo.globalospfrouterid

T34 A|Z OSPF % EET LA 1F. T/ AD OSPF L —# ID %
ANLET, ZNUHNDHEILZ. 207 4=V FIZZEADEFIZL T
BEET,

routingInfo.globalisissystemid

FONA AT IS-IS B FEIEFT BPEIL, TAALADIS-IS VAT AL ID %
AN LEST, 2SN OEEIE, 207 4 —/V RIFZEADOFEFIZLT
BEET,

routingInfo.teRouterid

TFNRARZ T T 4wy 2o P=T ) o T RFET AL T
AADTENL—ZIDEATILET, TNUHNDEEIT. 207 14—

NVRIFZEADEFICLTBEET,

Crosswork E# 70 FaJLOEH

CiscoCrosswork 7 7' U 77—+ 3 »TlE, T30 A D LICS E S ERBER T 0 a2 AT
HMENRHY ET, ROFKIZ, YR—FENHDEER T2 ba Lo nNb0EfEEZRLET,
ZORIFRENTOET TV =y a VEENT 2581, 7 A ATIRbDT e Fatk
A LTS, AV R—F 4 v 7T 5013, #F A ATIREOT B ka7l

. tosyF JoES 3=y
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ITIP TINA AT MY T 74 LDIER .

EH1IDZAMCTIMERHY ET, 607 a1 obRITIE 71 A4

VIR—=F 4 T TEER AL

®5ETITVr—LavEBREOERTO FILOES

Jakra) |HR—Fk

Crosswork 7 74— 3>

T r— 3 Uk

GRPC 9090

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Crosswork API 18/

patll

HTTP 80

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Network Services Orchestrator
NDFNRA ADF o R—F 4
7‘

HTTPS 443

* Cisco Crosswork Network
Controller

Cisco Network Services Orchestrator
NDT A ADF VIR—F
7

NETCONF 830

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Network Services Orchestrator
SNDOTFNRAADF R —F 1>
o

SNMPv2 161

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

SNMPv2 TOF — X IIN4E

toavF Joneva=vy ||}
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Jara)l |R—Fk Crosswork 7 ) or— a3y | 7T 5r—3 3 U#EE
SNMPv3 161 * Cisco Crosswork Network | SNMPv3 T F — & N 4E
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

SSH 22 » Cisco Crosswork Network « CLI TOF —ZIV4E

Controller
« TNA A~ SSH 7 7 & A
* Cisco Crosswork Change

Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

B—Z72TP T/INA AT ') DIERL

ZIPEFH LT R —F 4 T T BTN ZARDEOEE T, T4 2 ) &2 15T
TERLT 213 9 DHEARBAENH Y £, H—0D ZTP 734 2= b 2R+ 512i%, ZTP
=Y L H =T 2 ATROFIEEZFEITLET,

ATV TN A A =a—n5 [T/ AEE (DeviceManagement) | >[7/V4 X (Devices) | Zi®R L £,
ATv T2 [Bu¥ vFF /314 A (Zero Touch Devices) 1| X7 %7V v 7 LET,
2FvF3 Her vy LET,
RATYT4 HLWZTP T A A MY OfEE AT LET,
BT NA ATy U ICRERERICONWTIE, [ZTP F A 22 b 77 A VOFERE (39 ~—) |
DT T —h )77 LU AEBRLTLTEE N,

ZTP TTFNA A% F v R—F 4 745 L Cisco Crosswork (L7 /34 ZAOHBINER E. T34 A2
THMEREERT D7 =V REFRLET, TR —F 4 U TERZTPT A ZAERDOANT) (71
N—=) | OIS T, T ADA o _y b La— REREL T, ZoBNERE RT3 0E
NI 7,

ATw TS5 [1FE (Save) 1227V v LET,

. tosyF JoES 3=y
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zp7oneva=vinr—s70— |

O W > — »
ZTP 7OELaz=2707—o 70—
ZTP DFENZE T LTeb, WO LT A AT e ya=r 7 LTHERECE £,

1. ZTPALHZ NV H— L7271, CiscoCrosswork " A A— EREY 7 N =2 T 2 HRICHE D
> —RT&5 K 9ICDHCP % E L £,

2. EfL7=ZTP 534 A "V D CSV 7 7 A /L% Cisco Crosswork |27 v 72— KL F
T, T7ANEALR—= TDE AVR—T 4 VTR ZTPINANT DT /34 A b
UDPMERRENE T, DED ZTP TR, ADHBFEF LV R—F 4 7T 58E1F,. RbviZ
ZTP 22— —A L H =T 2 A AEFER L TT A A Y B L E7,

3. KT NA ADBIFROFRANE 1L CLI OFREIOFEITIC L > T ZTP LB A MY H— L F
@—O

4 FUR—T 4T EINDTNNAADEFEREATILET, TNOEREL, (i zxd) 7
oY a = JRC ZTP M TE e o BRI E T A AT L E T,
ZOaAT U= 7u—%%ETTHE RO MY ITDOT KA R e FiEEFEHLT, ZTPF A
A ZADHEGHIIR A T F o A RBITTEE7,
« BHME T ZTP T/3A A% HH LE9,

e UR—=F 4 T, MOT T — g U EERT AN, T ARHIR L CEA
R—=F 4 T L%, ZTP T4 22 HHRELET,

e TNRAATA VU AEBMETDHZ LML, ZTP T, A BEIEF 21355 # L E7,
e FNRAADF R —F 4 SIFEH LI ZIP T2y F T AFZF—E L 72 FTLET,
ZTP BB L OT A ZADMEE VT TNy a—T 4 7 LET,

ZOHDEY D FE Y7 TE, TNODEFZ AT DIATHIEIZOWTHMHLET,

ITP TINA AT N)DT7y 70—k
WIZ, FANAERR LT ZTP 73 A= MU CSV 7 7 A L&A AR — F LT, 8D ZTP 7
NAZAZ MY ZET 2 FIEEZ R L ET,
A= LIZZTP T34 A U X, [BEu¥ v FF /314 A (Zero Touch Devices) | ¥ 7
WZHIZ[AT—H AN (Status) [ [FrEY 3 =277 L (Unprovisioned) | IZERE S 74k
TR RSINET, ZbiE, ZTPAHEE NV T—35FT[Fueeya=v2r7L
(Unprovisioned) | OF FIZ720 £7,

ATV TN AL A=a2—05 [T/IN4 AEHE (DeviceManagement) ]>[% v kT—% F/34 X (Network Devices) ]
PERLET,

ATw T2 [Ea¥vFF /314 A (Zero Touch Devices) | ¥ 7 %7V v 7 LET,

toavF Joneva=vy ||}
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25973 Enry o Lst,

ATy T4 [BE Browse) |27 V27 L, fERLZZTP T34 A FY CSV 7 7 A MIZBEIL CZED T 7 A /L
ZEIRLET,

ATY TS5 CSV 77 A NNEBRLUTIREET, [/ AR—"bF (mport) 1227V v27 LET,

Crosswork ZTP T® DHCP D&% E

ZTPALFE A R V) H—3 B2, CiscoCrosswork 287 /XA A LiB(E L CTH 7o — RERIZGE
T& %X 9512, DHCP (B XU PnP ZTP DA 1E TFTP) H— —ELX EH T HLE R H D
9,

WD M7 T, ZOBEHEEZT IS —_N—RELEHT 02~ LET, KOTFIE
CENE, FERTH ZTP E— RIc k> TEALR Y 1,

« VT ZTPIZOWTIX, 7 F3 > 7 ZTP TP DHCP OfRE (48 X—Y) | &%
FRLTL &,

e X a7 ZTPICHOWTIEX, [EF =27 ZTP TO DHCP OFE (52 2—) | 2HMWL
TLIE&E W,

«PnP ZTP IZ2W %, [PnP ZTP T® DHCP & TFTP OFRE (54 X—¥) | #&RL T
<TEEW,

o« 753 w7 ZTP & CiscoPNR D EAZ 7 FdDE v MZOW\WTiL, [CiscoPrime Network
Registrar (CPNR) T®D 2 73 v 7 ZTPDHCP DFREAZ V7 (543—) | &ML
TL7EEW,

253w % ZTP T DHCP DEXRE

ZTPIWERZ N U W —F DRI, ZTPT A AL EZNDICHEMAT DY 7 by =7 2 ET H1E®
ZHEALUTDHCPRETZ 7 A NV ETH LET, ZOFEHRIZE Y, Cisco Crosswork & DHCP (%
ZTP T A ZAEHAN L, Fy NU—J 8L 77 A NVDFA T o — ROBERINETEH L)
R0 F9,

PBED by 7 Tlix, ZOBEMFEENZT X 9 ICDHCP h— "—ELX BHT 2042~ L ET,
INHD My 7 OFITIE, ROKIZTRT DHCP 27 % A MREZHHR L L TWET,
IZ. Internet Systems Consortium DHCP ¥ —/N— DR EHl %8 L CTWE T,

®9:95Lv%9 ZIPDHCP 2 > T XX +

#
authoritative;

default-lease-time 7200;
max-lease-time 7200;

subnet 192.168.100.0 netmask 255.255.255.0 {
option routers 192.168.100.1;
option domain-name "cisco.com";
option domain-name-servers 171.70.168.183;

. tosyF JoES 3=y



| £e4vF Foevaz=vy
25w 4 ZTP TOH DHCP DR E .

option subnet-mask 255.255.255.0;
range 192.168.100.105 192.168.100.195;
}

Bl : 25 v% ZTP @ DHCP X E

X aT Fy FNT—2 RAL L DOHBENLTCTAAL R ETa a3 58801F. 75
Vw7 ZTP AT 5 2 L@ BEID LET,

75397 ZTP THR—FENTNWDELZaDF A, 2T, HTTP BB TO 4 iPXE VY 7 b
VT A A—TEX Yy a— RRTEXET, ZNOHOFR LT /3 AL, HTTP £721X HTTPS %
NLIEZRETZ 7ANVDOA T a— RedR— L TWET, ZNHDOA T a Tk, Mo
DHCP Y — R —F%EIZDHCP 7 — 7 7 A /L URL D> kU BMLILTI,

ARA=—DERETFANDE T a— RO IHIZ HTTP 242854813, 25O URL T
HTTP 7’'u ha/ &R — b 30604 ZHEETHMLENH Y £9, dFIZOVTIEE, K1 & 2 Dl
EBRBLTLLEE N,

E1n==

RETT7ANDE Y v a— ROHIZHTTPS # AT 58%4613, URL THTTPS 7'u k=Ll
A— k30603 IEETAHMLENHY £+, URLDHTTPS 71 2 LOFNC -k AT a &R
TELET, ~NVTIZHONTiE, M3 BL4DHZ2SL TN,

ZTP TiL, REDH 71— K|Z DHCP Option 82 % f#i 1 ¢ ¥4, Option 82 (DHCP U L —
Ty MERA T a EBEND) X IPAT—T 4 TRMAC AT —7 4 T,
F7ILDHCP 7 R L AEB A LI2 BN DT A A% R# L £3, Option 82 Z#fEMHT 2
LA UR—T 4 T LD TN AL TN, AR E SRR H DHCP - — N —fIC Al E S 7z
L —Z £ 3P —Z A RETEET, ZOF T a L E2ENT LTI, mr—va v
IDEFELET, 27— 3 VIDE, BRID (f ¥ —7 A AF7ZIXVLANID) & VU E—
FID (ARA h4) THRESNET, M2BL04OFIIRT LIS, THOEDEEHREL Y
»u— RURL O/NF A—2 L UTHIE L £, Option 82 DFEAMIZ-DOUVNTIE, RFC 3046
(http://tools.ietf.org/html/rfc3046) % ZHE L TL 72 &0,

ROBNHE S 6
+ <CW_HOST_IP> #% Cisco Crosswork 7 7 AX D IP 7 KL AIZHTEEHEZ T EEW,

+<IMAGE UUID> Z ZTP VR NI DY 7 "I 2T A A—V 7 740D UUID IZ1& & # 2
¥4, T— 77 A4 L UUID OERICET A~ L FAIZONWTIZ, 2O RE Y 7 DH%O
®27var IDHCPty T vy 7HOT— 77404 & UUID Dab—] 2L TL
722N,

e RET 7 A ML UUID IZMEH Y FH A,

10:HTTP %#{ER L= 5 v % ZTP DHCP DX TE

host cztpl {
hardware ethernet 00:a7:42:86:54:£f1;
if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" ({
filename = "http://<CW HOST IP>:30604/crosswork/configsvc/vl/file";

}
}

toavF Joneva=vy ||}
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11:HTTP & Option 82 %fERA L 1= 5> v Y ZTP DHCP D&%

host cztp2 {
hardware ethernet 00:a7:42:86:54:£2;

if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW_HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename =

"http://<CW _HOST IP>:30604/crosswork/configsvc/vl/file?circuitid=Gig00l&remoteid=MAR1";
}
}

12:HTTPS #ERA L= 5 v ZTP DHCP DERE

host cztp3 {
hardware ethernet 00:a7:42:86:54:£3;
if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW_HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename = "-k https://<CW HOST IP>:30603/crosswork/configsvc/vl/file";
}
}

13: HTTPS & Option 82 % (&3 L1=% 5 < v & ZTP DHCP DE&5E

host cztp4d {
hardware ethernet 00:a7:42:86:54:f4;

if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename = "-k

https://<CW _HOST IP>:30603/crosswork/configsvc/vl/file?circuitid=Gig00l&remoteid=MARL";
}
}

Bl : 425w 4 ZTP T® Generic Internet Systems Consortium (ISC) DHCP M E&XE

WDKIZ, Internet Systems Consortium (ISC) DHCP #—/3—® /etc/dhcp/dhcp.conf #iE
TrANTY T2y 7 ZTPIZH L THERT 2R A b N DX A T Ol 2R LE T,

D — RK/—F ¢ "IDHCP — /N — I 2RI TN R ) £908, 2L DEARFRINLD
ISC Dl L FIED AT a v A EFEMALET,

IHH0FH LWy Y OERNET L6, ISCDHCP —R_"—% V) a— R4+ 50, £
7ZIEFEEE L E9,

14:9 5<% ZTPISC IPv4 DHCP 055 5E 15l

host NCS5k-1
{
option dhcp-client-identifier "FOC2302RO09H";
hardware ethernet 00:cc:fc:bb:be:6a;
fixed-address 105.1.1.16;
if exists user-class and option user-class = "iPXE" ({
filename = "http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/
<IMAGE UUID>
} else if exists user-class and option user-class = "exr-config" ({
filename = "http://<CW HOST IP>:30604/crosswork/configsvc/vl/file";

. tosyF JoES 3=y
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}
15:9 5 < % ZTP ISC IPv6 DHCP®) 5% E 15!

host 5501
{
host-identifier option dhcp6.client-id
00:02:00:00:00:09:46:4£:43:32:33:30:38:52:30:53:33:00;
fixed-address6 fc00:15:2::36;
if exists dhcp6.user-class and substring(option dhcp6.user-class, 2, 4) = "iPXE" {
option dhcp6.bootfile-url
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/
<IMAGE_UUID> "
} else {if exists dhcp6.user-class and substring(option dhcp6.user-class, 0, 10) =
"exr-config" {
option dhcp6.bootfile-url
"http://<CW _HOST IP>:30604/crosswork/crosswork/configsvc/vl/file";
}
}

WDFIZ, IPv4ISCDHCP 7 /34 A2 Y OBINOZATE, A SNDHEO Y — 2 &R L E
4, IPv6 DBHIOT > U OFIAILE U TT A, IPv6 DT KLy o 7RG SE T E
KR

K 6:1SCIPvADHCPEREDHRR FT Y b &fE (V529D ZTP)

IPvdT 1Y) s BA

host NCS5k-1 TNAAZY N DERA N, RAMGIE, EERICEY 4T
BNEARAMALIFCIZT 2 N TEETR, ALTHD
VEIIH D A,

option dhcp-client-identifier | F /N4 A MY D—E D ID, IPv4d ORI N TV AHIE

lroc2302r09H] X, TAAA ZADV Y TAESTE, YU T
FHIT A ADY ¥ =V TR TEET, 7754 ZTH#
BINCT 7 B ATE 20 GE X, 10S-XR @ show inventory =
<~ R TV U TAEEDRERINET,

hardware ethernet FRA ADA —HY %~ F NIC " — FD MAC T KL X, ZoD
00:cc:fc:bb:be:6a 7 RLRIZ, ZTP 7 vt RA% MY H—F57 KL ATJ, Cisco

Crosswork 22 HEEWHEZR T FL A ThHIIX, FEHA—MFE-
1157 —ZR— b EIEETEET,

fixed-address 105.1.1.16 HREHICT AL ACE DY TEHENDIPT RV A, ZOHIEE
HIIP DA TI A, ZEUEDO DHCPIP O 7 — v E| ¥ Ca<
FaffEfd+s2 b TEET,

toavF Joneva=vy ||}
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option user-class = "iPXE" | Z OfTIE, FFfF ZTP BRIZ liexe] A7 v a VBEENL T
and £ilename = HZEEMWHELET, 7T v 7 ZTP Tk, 2047 a
EERALTT AN, A% A A=V LET, ERICZDOAT T3
\‘/75§ﬁiﬂfl/‘é%é\\ '3‘:\/“/])Xli\ filename = /N7 A —X%
THRESNZ UUID &R —FHTHA A= T 7 AN EH
7o —RLET,

option user—class = :@?ﬂi\ %1% ZTP Ei}?ﬁi ’—exr—configj j_7o‘.‘/5 Vﬁ‘é\i
"exr-config"and £f1 filename |} C\NZ = L AR LET, ZTPIXZOA T v a VAL
- TTFNA AZRELET, BRIZZOF T a v nEENT
WABEA. T3 Al filename = /8T A—H THRE SN2
AN—HTHAHRET 7 ANV EL Y a— RRLET,

DHCPEEAD T —r 774 )LBZEUVUID DO E—

DHCPH—N—DRET 7 A NVEEETLHEIE. FY 7 NV =T AA—VDT— 77 AL
4 & UUID ##8€ L £, 9 TIT Cisco Crosswork |27 v 72— R L7V 7 b =T A A=
DY ARG, WHZ7 ) vy 7HR=NIEHZaE—T&ET, RET 71 /VIZIFTUUID (T4 2
H0FEHA,

VT RT2TARA=TDT— 77 A4 ¢ UUID a2t —4 51203, ROFIEEZFEITLE
7,

1. AA U A=a—D05 [T/N1 XREE (DeviceManagement) |>[VY 7 kD T7A A=
(Software Images) | # R L £7,

2. av—925003 KROFEZFETLET,

VTN T A A=Y DT — T 7 A N4 L UUID : [4 A—/SMU 44 (Image/SMU
Name) [HDOOE27 U v 7 LET,

VT T 2T A A—=TDUUID DA : [ A= O UUID (Image UUID) 150 (1 % 7
Uo7 LET,

Cisco Crosswork IC X > CT =77 A4 V4L UUID N7 Y v FR—Rizabv—&SnE9,
ZHEDHCP R A b MUIZBED T B Z ENRTEET,

At — L7 7 7 A NRZ A L TCDHCP 8 A b= U BT 5858013, IP 8%
Cisco Crosswork #"—/X—®D P 7 KL A LR — MIEEH 2 1,

+ 3217 ZTP T® DHCP DEFE

TX o7 ZTP LA N U A —F DRI, ZTP T A AL ZNOICHEAT LY 7 b =7 %55
ETHEHRZFEH LU CDHCP KT 7 A V&2 FEH LET, ZOFRIZE Y, Cisco Crosswork
& DHCP I ZTP T34 A& L, *v NU—J 8 7 7 A ND X 7 v a— KOERITG
BETEDHEIITR T,
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%27z o bHer o ]

WIZ, ZOBEHERTZT X HIZDHCP Y — —# 7 7 A VE TG T 5 HEERTHE R~ L E
T, ZOFITIE, A F—Fy NI AT A —T A (ICS) DHCP #— "—%fEH L T
WAZ EEFHELE LTCWET, BX 27 ZTPITIE., sztp-redirect A7 a VA AN T 51T
BB TT,

TNAAIA T a 143 L Ebila—V—I T AF T a3 xr-contig BERETH2D, 2
TUIFRA R T 70— E L TURINTWALIICERETAVLENHD Z EICEELTLE
S,

16: %17 ZTIPDHCPHERK 7 7 1 )L

# dhcpd.conf

#

# Sample configuration file for ISC dhcpd

#

# Attention: If /etc/ltsp/dhcpd.conf exists, it will be used as the
# configuration file instead of this file.

#

# option definitions common to all supported networks...
option domain-name "cisco.com";

option domain-name-servers 192.168.100.101, 171.70.168.183;
option sztp-redirect code 143 = text;

option subnet-mask 255.255.255.0;

default-lease-time 600;

max-lease-time 7200;

INTERFACES="ensl192";

# The ddns-updates-style parameter controls whether or not the server will
# attempt to do a DNS update when a lease is confirmed. We default to the
# behavior of the version 2 packages ('none'), since DHCP v2 does not

# have support for DDNS.

#ddns-update-style none;

# If this DHCP server is the official DHCP server for the local
# network, uncomment the "authoritative" directive below.
fauthoritative;

# Use this to send dhcp log messages to a different log file (you also
# have to hack syslog.conf to complete the redirection).
#log-facility local7;

# No service will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.

subnet 192.168.100.0 netmask 255.255.255.0 ¢{
option routers 192.168.100.100;

range 192.168.100.105 192.168.100.150;

}

host sztpdevice {

hardware ethernet 08:4f:a9:0e:43:c8;

fixed-address 192.168.100.153;

if exists user-class and option user-class ="xr-config" {
# If you want to use a remote circuit ID to identify a remote host
# comment out the first option line and uncomment the second.

option sztp-redirect

"https://<CrossworkHostIP>:30617/restconf/operations/ietf-sztp-bootstrap-server:get-bootstrap-data";

#option sztp-redirect
"hittps: //<CrossworkHost TP>: 3061 7/ restaonf/gperations/ietf-sztptoootstrap-server :get-tootstrap-data?renotei EHVERI sci raui tid=Gig001"';
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togyF FoEsa=vy |
B rorzie <o oHep L TRIP RE

}
}

PnP ZTP T DHCP & TFTP MR E
PnP ZTP W% N U H—F HENZ, ROFNAEZFATT HMLE R H Y £7,
1. ASR900 7 /34 Z & NCS 520 7 /3A AN B EEF BRI TFTP r—"—%2RE L £7,
2. PnP 707 7 A )VESE TFTP —"—I7 v 7r— KLET,

3. Cisco Crosswork PnP H— _R— O 2 R fF M CDHCP R E 7 7 A VA EH L ET,

Z DOE#HRIZ LY, Cisco Crosswork 235l SHVE T,
PBtD FE > 7 TlX, TROOEX AT ZFATT 502" LET,

SMER TFTP H—/\—DERTE

PR—FENTWNBTTD Cisco ASR900 2V — X & NCS 520 U — XD )L—H | TiX, FMED
TFTP " — "B ME T, P — "= IR — KM 69UDP TT 7T 4 7 CTHOHIVLENDH Y F7,

TFIPA®O PP 7O 74 )LD 7 vy FO—FK
PnP 7' 7 7 A WX, HMiZRHAHRE 7 7 A VT, TFTP U ARY b Y O EH—E A~D PnP
TaT7rANDT vy 7a—RE 1RRYOT T4 ET 4 TT,

777 A NVONET, Crosswork 7 7 A X DIRET — 2 R—sORRAERET H2LENHY
9, ZOFITIE, IP7T FL A 192.168.100.211 IZHHAIA A Cisco Crosswork PnP H—/3— D5 —
2 VIP TH Y. 30620 (X PnP ¥ —/X—DIHEHR— F T,

X 17:4 : SRR PP FO T 7 A )L

pnp profile cwpnp-data
transport http ipv4 192.168.100.211 port 30620

DHCP H—/\—DERE
DCHCP = h U iE. FNA A LD PP =— = 2 RIS AE TFTP H— "—D IP 7 K L AIZ

N7 4w ) ZA VLT PLET,
18: PnP ZTP DHCP 0355I

option tftp code 150 = text;
host cztpl {
hardware ethernet 00:a7:42:86:54:£f1;
option tftpl50 "192.168.100.205":
}

Cisco Prime Network Registrar (CPNR) TD% 5 v % ZTIPDHCP DERERA Y 1) 7 +

WITRT DL, 7TV T ZTPT A A, A A=V, BLORETZ 7 A /D= +V % CPNR
DHCP #— " —DHET 7 A MBINTEXBLZA 27U D2%®y N T, IPv4 HIZ3I DD R Y
U7X N1y b, IPV6 FHIZS DORZ UL RERED 1Ry FHY FET,
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Cisco Prime Network Registrar (CPNR) T®D% 5% w4 zTPDHCeP nEEz 2y T+ ]

\)

GE) WoRZVFRME, 77V v 7 ZTPHEHATY, BHF =7 ZTP £7/21X PnP ZTP Tl c& £
A,

INHDOAT V)T NEFEHAT A, WOFEEZETLET,

1. AUV FONFEZ2E—L T, ZIIWRTEARIOOT—DNLT XA N 74 VIZEED £HiF
ij‘o

2. A7V OaRA s NTHAIN TS L HIZ, ztp-vd-setup-vi-nremd. txt A7 Y
7 FEIE ztp-v6-setup-vi-nremd.txt A7 VT FDTNRA A A A=Y BIW
HETY N ZHLEG U TERLET,

3. FHTHAZ VS 77 A4V Ea—H )L CPNR b —_"—D)L— N7 L F|Zat™—LF
7,

4, Woa<w s FEEHA LT, CPNR V—"X—TRAZ7 V7 2FEITLET,

[root@cpnr-local ~]#/opt/nwreg2/local/usrbin/nrcmd -N username -P password

<ztp-IPVersion-setup-via-nrcmd.txt

- -
— — N

s« username 1%, CPNR H— \—TCEHEMERZ FoO2—V — ID OLHITT,
e password (%, xf/59 % CPNR FHE D2 —HF—ID OD/NA T — R T,

s IPVersion (X IPv4 N—2 3 VDA T V7 MDA va, IPV6 X—Ta L DAT U K
DAL ve T,

19:IPvd R ') 7+ 1/3 : ztp-vd-setup-vi-nremd.txt

#

# Create the scope

#

scope ztp-ncs-5501-mgmt create 192.0.20.0/24

# Add the dynamic range
scope ztp-ncs-5501-mgmt addrange 200 225

# Default the routers option. Note: No need to do subnet-mask. It is automatically
provided.
scope-policy ztp-ncs-5501-mgmt setoption routers 10.10.10.1

# Set the lease time for clients on this scope

scope-policy ztp-ncs-5501-mgmt setoption dhcp-lease-time 216000

#

# Load the option 43 definitions

import option-set ztp-v4-option-set.txt

#

# Set the client classing expression and enable use of client-class
dhcp set client-class-lookup-id=@ztp-v4-client-class-expr.txt

dhcp enable client-class

#

# Load the client classes - these are used to lookup the correct client details
# depending on whether an iso or script is requested by the client.

toavF Joneva=vy ||}
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client-class
client-class

ztp-iso create

ztp-iso set client-lookup-id=" (or

(try (concat (as-string

(request get option 61)) \"-iso\")) (request macaddress-string))"

#

client-class ztp-script create

client-class ztp-script set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-script\")) (request macaddress-string))"

#

# Clients that are not ztp will fall into the ztp-none class
# and should not be offered service so they are excluded.

#

client-class ztp-none create

client-class ztp-none set action=exclude

#

# Create a default client that will prevent service to unknown clients.

client default create

client default set action=exclude

#

Create some ZTP clients

For each ZTP client we create two clients based on their serial number.
(See above for the client-lookup-id expressions.)

added to the end that will be used when the client's

request includes "iPXE" in option 77.
The other has "-script" added to the end that will be used when the

client's request includes

#
#
#
#
# One has "-iso"
#
#
#
#

### Device-1 Settings ####

'exr-config" in option 77.

client <device-l-serial-num>-iso create
client-policy <device-l-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900cb"

client <device-l-serial-num>-script create
client-policy <device-l-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1d b441-3a27-47d1-aef0-39¢3087d34c1"
client-policy <device-l-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2

O)"

### Device-2 Settings ####

client <device-2-serial-num>--iso create
client-policy <device-2-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900c"

client <device-2-serial-num>-script create
client-policy <device-2-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1640deb—8252-4Tb6-aabl-a843c0c7 757"
client-policy <device-2-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2

(boot file), you can use:

Uncomment it if you want to log what the script is doing.

o)y"
#
# Create more as needed using the above as models.
# Note: For those that need option 67
# client-policy <name> setoption boot-file "<file-url>"
#
# The next line is optional.
#

M tosyFJREva=oy
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# Assure that the server is up-to-date with this configuration
dhcp reload

20:1PvdR % ) T+ 2/3 : ztp-vd-setup-vi-nremd.txt

#

# Create the scope

#

scope ztp-ncs-5501-mgmt create 192.0.20.0/24

# Add the dynamic range
scope ztp-ncs-5501-mgmt addrange 200 225

# Default the routers option. Note: No need to do subnet-mask. It is automatically
provided.
scope-policy ztp-ncs-5501-mgmt setoption routers 10.10.10.1

# Set the lease time for clients on this scope

scope-policy ztp-ncs-5501-mgmt setoption dhcp-lease-time 216000

#

# Load the option 43 definitions

import option-set ztp-v4-option-set.txt

#

# Set the client classing expression and enable use of client-class

dhcp set client-class-lookup-id=@ztp-v4-client-class-expr.txt

dhcp enable client-class

#

# Load the client classes - these are used to lookup the correct client details

# depending on whether an iso or script is requested by the client.

client-class ztp-iso create

client-class ztp-iso set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-iso\")) (request macaddress-string))"

#

client-class ztp-script create

client-class ztp-script set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-script\")) (request macaddress-string))"

#

# Clients that are not ztp will fall into the ztp-none class

# and should not be offered service so they are excluded.

#

client-class ztp-none create

client-class ztp-none set action=exclude

#

# Create a default client that will prevent service to unknown clients.

client default create

client default set action=exclude

#

Create some ZTP clients

#
#
# For each ZTP client we create two clients based on their serial number.
# (See above for the client-lookup-id expressions.)

# One has "-iso" added to the end that will be used when the client's

# request includes "iPXE" in option 77.

# The other has "-script" added to the end that will be used when the

# client's request includes "exr-config" in option 77.

#

### Device-1 Settings ####
client <device-l-serial-num>-iso create
client-policy <device-l-serial-num>-iso set packet-file-name=

"http: //<cw-ipvi-address>: 30604/ crosswork/imegesve/vl/device/files/ow-image-uuid-d3930e13-0b081-4905-02e5-051249d900c"

client <device-l-serial-num>-script create

toavF Joneva=vy ||}
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client-policy <device-l-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1d b441-3a27-47d1-aef0-39¢3087d34c1"
client-policy <device-l-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll

### Device-2 Settings ####
client <device-2-serial-num>--iso create
client-policy <device-2-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900cb"

client <device-2-serial-num>-script create
client-policy <device-2-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1640deb-8252-4Tb6-aabl-a843c0c77570"
client-policy <device-2-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll

HH o = H

#

Create more as needed using the above as models.
Note: For those that need option 67 (boot file), you can use:
client-policy <name> setoption boot-file "<file-url>"

The next line is optional. Uncomment it if you want to log what the script is doing.

dhcp set log-settings=+incoming-packet-detail,outgoing-packet-detail,client-detail

Assure that the server is up-to-date with this configuration

dhcp reload

21:1Pvd R 1) 7 & 3/3 : ztp-v4-client-class-expr.txt

(or

)

(if (equal (as-string (request get-blob option 77)) "iPXE") "ztp-iso")
(if (equal (as-string (request get-blob option 77)) "exr-config") "ztp-script")
"ztp-none"

22:1Pv6 2% ') 7 +1/5: ztp-v6-setup-vi-nremd.txt

#
#

create prefix for mgmt

prefix prefix-for-mgmt create 2001:DB8:10e:20la::/64

#
#
#
#

Set the client classing expression and enable use
of client-class

dhcp set vé6-client-class-lookup-id=@ztp-v6-client-class-expr.txt
dhcp enable client-class

#
#
#
#
#

Load the client classes - these are used to lookup the correct
client details depending on whether an iso or script is requested
by the client.

client-class ztp-iso create
client-class ztp-iso set v6-client-lookup-id=Q@ztp-v6-iso-lookup-expr.txt

#

client-class ztp-script create
client-class ztp-script set v6-client-lookup-id=@ztp-vé6-script-lookup-expr.txt
client-class-policy ztp-script set vé6-reply-options=17

#
#

Delete option set (may not exist and ok if fails)
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#
option-set dhcp6-cisco-custom delete
#
import option-set ztp-vé-options.txt
#

# Clients that are not ztp will fall into the ztp-none class
# and should not be offered service so they are excluded.

#

client-class ztp-none create action=exclude

#

# Create a default client that will prevent service to

# unknown clients.

#

client default create

client default set action=exclude

Create some ZTP clients

#
#
# For each ZTP client we create two clients based on their mac-address.

# One has "-iso" added to the end that will be used when the client's

# request does not include the "exr-config" in option 77.

# The other has "-script" added to the end that will be used when the

# client's request does include "exr-config" in option 77.

#

client <device-serial-no>-iso create

# Set the vendor options using blob format as option definitions are for different data
client-policy <device-serial-no>-iso setV6VendorOption 17 dhcp6-cisco-custom " (1
exr-config) (2 0)"

# Escape the [ and ] as nrcmd (which uses tcl interpreter) will otherwise fail command
client-policy <device-serial-no>-iso setv6option bootfile-url

"http://\ [cw-ipv6-address\]:30604/crosswork/imagesvc/vl/device/files/cw-image-uuid-aec596

al-7847-4254-966a-2456aa5"

#
client <device-serial-no>-script create
# Set the vendor options using blob format as option definitions are for different data
client-policy <device-serial-no>-script setV6VendorOption 17 dhcp6-cisco-custom " (1
exr-config) (2 0)"
# Escape the [ and ] as nrcmd (which uses tcl interpreter) will otherwise fail command
client-policy <device-serial-no>-script setv6option bootfile-url

"http://\ [cw-ipv6-address\]:30604/crosswork/configsvc/vl/configs/device/files/8eb6biel

-bd54-40bb-84e0-89f11a60128b"
#

# Assure the server is up-to-date with this configuration
dhcp reload

23:1Pv6 R % ') 7 2/5 : ztp-v6-client-class-expr.txt

(or (try (if (equal (as-string (request get option 15)) "exr-config") "ztp-script"))
(try (if (equal (as-string (request get option 15)) "iPXE") "ztp-iso"))
"ztp-none"

)
24:1Pv6 2% ') 7 & 3/5: ztp-v6-iso-lookup-expr.txt

(let (id)
(setq id (request get option 1)
(or
# First try extracting the serial number from DUID
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(try (if (equali (substring id 0 6) 00:02:00:00:00:09)
(concat (as-string (substring id 6 128)) "-script")
)
)
# If that fails, use normal client-id (DUID) lookup
(concat (to-string id) "-iso")

)
25:1Pv6 2% ') 7 & 4/5 : ztp-v6-script-lookup-expr.xt

(let (id)

(setg id (request get option 1)

(or
# First try extracting the serial number from DUID

(try (if (equali (substring id 0 6) 00:02:00:00:00:09)
(concat (as-string (substring id 6 128)) "-script")
)
)
# If that fails, use normal client-id (DUID) lookup
(concat (to-string id) "-script")

)
26:1Pv6 2% ') 7 & 5/5 : ztp-v6-options.txt

# Option Definition Set Export/Import Utility
# Version: 1
#
{
( name = dhcp6-cisco-custom )
( desc = Cisco Systems, Inc. )
( vendor-option-enterprise-id = 9
( id-range = 2 )
( option-list = [
{
name = cisco-17 )
id = 17 )
base-type = AT VENDOR OPTS )
flags = AF TMMUTABLE )
sepstr = , )
option-list = [

{

(
(
(
(
(
(

( name = clientID )

(id =1

( base-type = AT NSTRING )
( sepstr =, )

(

desc = ZTP - clientID )

( name = authCode )
(1id = 2 )

( base-type = AT INT8 )
( sepstr =, )

(

desc = ZTP - authCode )

id = 3 )

name = md5Ssum )
base-type = AT NSTRING )
desc = ZTP - md5sum )
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name = cnr-leasequery )
id = 13 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [

{

name = 0Oro )

id = 1)

base-type = AT_SHORT )
flags = AF_IMMUTABLE )

repeat = ZERO_OR MORE )
sepstr =, )
}
{
name = dhcp-state )
id = 2 )

flags = AF_IMMUTABLE )

(
(
( base-type = AT INT8 )
(
( sepstr =, )

( name = data-source )
(id = 3 )

( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = start-time-of-state )
(id = 4 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = base-time )
(id = 5)

( base-type = AT _DATE )
( flags = AF IMMUTABLE )
( sepstr =, )

( name = query-start-time )
(id = 6 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = query-end-time )
(id = 7))

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )
( sepstr =, )

( name = client-class-name )
(id = 8 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )
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( name = partner-last-transaction-time )
(id =9)

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = client-creation-time )
(id = 10 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = limitation-id )
(id = 11 )

( base-type = AT _BLOB )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = binding-start-time )
(id = 12 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = binding-end-time )
(id = 13 )

( base-type = AT_STIME )

( flags = AF IMMUTABLE )

( sepstr =, )

( name = fwd-dns-config-name )
(id = 14 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = rev-dns-config-name )
(id = 15 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = lookup-key )
(id = 16 )

( base-type = AT _BLOB )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = user-defined-data )
(id = 17 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )
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name = prefix-name )

id = 18 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

name = failover-state-serial-number )
id = 19 )

base-type = AT_INT )

flags = AF_IMMUTABLE )

sepstr =, )

name = reservation-key )
id = 20 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )

name = failover-partner-lifetime )
id = 21 )

base-type = AT_STIME )

flags = AF_IMMUTABLE )

sepstr =, )

name = failover-next-partner-lifetime )
id = 22 )

base-type = AT_STIME )

flags = AF_IMMUTABLE )

sepstr =, )

name = failover-expiration-time )
id = 23 )

base-type = AT_STIME )

flags = AF_IMMUTABLE )

sepstr =, )

name = client-oro )

id = 24 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
repeat = ZERO_OR MORE )
sepstr =, )

name = failover )

id

=21 )

base-type = AT BLOB )

flags = AF_NO_CONFIG_OPTION,AF SUPPORTS_ ENCAP_OPTION,AF IMMUTABLE )
sepstr =, )

option-list = [

{

name = server-state )
id =1

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )
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name = server-flags )
id = 2 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

name = binding-status )
id = 3 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

name = binding-flags )
id = 4 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

name = start-time-of-state

id = 5 )

base-type = AT _DATE )
flags = AF_IMMUTABLE )
sepstr =, )

name = state-expiration-time )

id = 6 )

base-type = AT _DATE )
flags = AF_IMMUTABLE )
sepstr =, )

name = failover-expiration-time )

id = 7))

base-type = AT _DATE )
flags = AF_IMMUTABLE )
sepstr =, )

name = bndupd-serial )
id = 8 )

base-type = AT_INT )
flags = AF_IMMUTABLE )
sepstr =, )

name = bndack-serial )
id = 9)

base-type = AT_INT )
flags = AF_IMMUTABLE )
sepstr =, )

name = client-flags )
id = 10 )

base-type = AT_INT )
flags = AF_IMMUTABLE )
sepstr =, )
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( name = vpn-id )

(id = 11 )

( base-type = AT_INT )

( flags = AF IMMUTABLE )
( sepstr =, )

name = lookup-key )

id = 12 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list

{

[

( name = type )

(id = 0 )

( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = data )

id = 0 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )

( name = user-defined-data )
(id = 13 )

( base-type = AT _BLOB )

( flags = AF_IMMUTABLE )

( sepstr =, )

name = reconfigure-data )
id = 14 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list

{

[

( name = time )

(id = 0 )

( base-type = AT_DATE )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = key )

id = 0 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )

( name = requested-fgdn )
(id = 15 )
( base-type = AT _BLOB )
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( flags = AF_IMMUTABLE )
( sepstr =, )
( option-list = [
{
( name = flags )
(id = 0 )
( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = domain-name )

id = 0 )

base-type = AT _DNSNAME )
flags = AF_IMMUTABLE )
sepstr =, )

( name = forward-dnsupdate )
(id = 16 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = reverse-dnsupdate )
(id =17 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = partner-raw-cltt )
(id = 18 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = client-class )
(id =19 )

( base-type = AT _NSTRING )
( flags = AF IMMUTABLE )

( sepstr =, )

name = status-code )
id = 20
base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [
{
( name = status-code )
(id =0
( base-type = AT_SHORT )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name

= status-message )
(id = 0 )
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( base-type = AT _NSTRING )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = dns-info )

id 21

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [

{

( name = flags )

(id = 0 )

( base-type = AT_SHORT )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = host-label-count )
id = 0 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

name = name-number )
id = 0 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

( name = base-time )

( id 22 )

( base-type = AT _DATE )
(

(

flags = AF_IMMUTABLE )
sepstr =, )

( name = relationship-name )
( id 23 )

( base-type = AT _NSTRING )

(

(

flags = AF_IMMUTABLE )
sepstr =, )

( name = protocol-version )
( id 24 )

( base-type = AT_INT )

(

(

flags = AF_IMMUTABLE )
sepstr =, )

( name = mclt )

(id = 25 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )
( sepstr =, )
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name = dns-removal-info )
id = 26

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )

option-list = [

{

( name = host-name )

(id =1 )

( base-type = AT_RDNSNAME )
( flags = AF_IMMUTABLE )

( sepstr =, )

name = zone-name )

id = 2 )

base-type = AT _DNSNAME )
flags = AF_IMMUTABLE )
sepstr =, )

name = flags )

id = 3 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
sepstr =, )

name = forward-dnsupdate )
id = 4 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

name = reverse-dnsupdate )
id = 5 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

( name = max-unacked-bndupd )
(id = 27 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = receive-timer )
(id = 28 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )
( sepstr =, )

name = hash-bucket-assignment )
id = 29 )

base-type = AT BLOB )

flags = AF_IMMUTABLE )

sepstr =, )
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name = partner-down-time )
id = 30 )

base-type = AT _DATE )
flags = AF_IMMUTABLE )
sepstr =, )

name = next-partner-lifetime )
id = 31 )

base-type = AT _DATE )

flags = AF_IMMUTABLE )

sepstr =, )

name = next-partner-lifetime-sent )
id = 32 )

base-type = AT _DATE )

flags = AF_IMMUTABLE )

sepstr =, )

name = client-oro )

id = 33 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
repeat = ZERO_OR MORE )
sepstr =, )

name = requested-prefix-length )
id = 34 )

base-type = AT _INTS8 )

flags = AF_IMMUTABLE )

sepstr =, )

ITP TNNART—+rRAMSYTD MY Fi—

Cisco Crosswork 124 AR — FEN7/7=T /XA A= MU & DHCP DNiREINTWAIEAIT. %
TN A HRENT S 2 LT ZTP L Z B CTE £4,

1R BHHEIIZ

WFNDDTFT AL ZATZTP 77— A T v 7% M) H—F DRI, ROEENRZETLTND
ZlEMRLET,

[ZTPRED T —7 7u— (14—=2) | THHAIN TWDETRTOPMRES A7,

e ZTP T NR_A A U 77 A VOERR 39 —) FHITH—~ZTP T XA A M
DOYERE (46 2—) OB ST T = A T v T TE5F A4 ZADZTP T /3 AL
U OFER
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* Crosswork ZTP T DHCP DR E (48 X—) OBt~ 7= ZTP T— K &P ——D
ERIZ5E L 72 DHCP OF%E
X7 ZTPZFERAL TV SIGE
1. FUAR—FTEET A AD LY —)U|T Telnet THERE L F T : telnet <device
IP><userID><password>q
2. T3 AT Secure ZTP MWH N2> T DENE I iR L ET,
1. I0S-XR/X— 3 v 752 LIETOHA - Bash E{TE— RICAD, kD=~ RERITL
F9 [xr-vm _node:~]$pyztp2 --ztp-mode ZTP E—F:k&Fa7

2. 752D IOS-XR N— a3 VORE (I0SCLL 2~y R 7 MIBE L, RO
< K show ztp information Z AJJLE T,

3. mZlMENETLITE, ROa<w > RERITLET,
ios#ztp clean
ios#config terminal
ios (config) #commit EH

ios (config) #end

PnPZTP AT A15E(&. ZTP LM E h U U —F LHIIZ, K I0S-XE T /A 2ADHNT A &
v AT — k L~UL A metroipaccess F 72 13 advancedmetroipaccess [ZF%E STV D Z & AR
LET, T— ML~ RELLSREINTWAIEES, T8 ADI0S-XE #sh run | sec license
CLI 2~ ROWENIZ, 225DT AL AL YL, license boot level advancedmetroipaccess
F 7713 license boot level metroipaccess @l/‘@—ﬂfp%i\‘jﬂx T— KA b ﬁ§€iﬂfb\}:)ﬂ\
ERHYET, avy FHAICINGED 2 0KV IRNMLD T A B AL RER SN
£, Cisco PnP 5 SALMERES AN 2 0 EX A ZHICEY | FEAEDOA A b= RML
TPPZTP T AL ADT eV a = IR RIRL £,

ATy 1 HHLTWS ZTP E— R L7 ZTP L 2Bt L £ 4,
« 75w ZTP OBFAIL. ROWTFNLDOFT T 3 2R L £,
e TNRA ADEREFHRAL CTHES L ET,

U EFEHLT, TAALRADOEHICHDY Yy — Uy hARX U EHLEST, ISPM. 2137
IRAAZADERT A MBERLIED D ETHLET,

o LANCA A= AL LT2T A ADEA L, Telnet B TT /34 A2 —)LIZHEE L, ztpinitiator
aw s REFITLET,

e X 2T ZTP OBAIX. ROWTNIOF > a v ZEALET,
o TNA ZADBEIREFHHRAN L CHES L ET,
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U EMHLT, TS ADOERICHDY v — Uy AR U EZHLUES, ISPHE. 720137
NAADERT A SRR LIED D ETHLET,

o LIBHZA A =L ENT2T A ZADEE : Telnet B TT A A3 Y — Vil L, ROz~
Vg f\é‘"%ﬁi Li—g— (: :T?ﬁ;ﬁéﬂfi ztp initiate interface 1@@:J: N 5:‘/{/1) x%ﬁﬂ_\g“‘ kT
X a7 ZTP BBt S ET)

ztp enable noprompt

ztp initiate debug verbose interface MgmtEth 0/RP0/CPU0/0

«PnP ZTP OHAINL. TNRA RIZHE LTI=AT v a v & A LET,

« Cisco ASR 903, ASR907. 3L TINCS 5207 /31 ADHEA1E., Telnet FRF THEGE L. writeerase =
U REFRITLTHS, rdoad =~ REEITLET,

*+ Cisco ASR 920 T34 ZADLFANE, ¥ —3 D ZTP A& % MM L £,
IOy varfITueyan ST A TEDT ANA AT LI, BEILUTCZOFIEEBYIKLET,
LEIO® Y g ORI, TRTOTFAA ZAFEIFMEREOTFT A, 22 HEH T E7,

ATY T2 ROKRT LI, [Eu¥vyF7Freya =7 (Zero Touch Provisioning) | A7 — X A X A JL % ffi
LT, ZTPAHE DI TR Z T =X — L E T, XA NEFRTDHIZIE, A A==2—D[F—2L (Home) ]
TAarxzs Uy 7 LET,

Zero Touch Provisioning

[ ] 0 Onboarded
9 ® 0 Errors
Total ZTP 9 Unprovisioned
Devices o 0 In Progress
9 13 12
Profiles Software Images Config Files

ZA WA, BUED ZTP WA T — 2 ZAOME L 2 —NERR SN E T, BUEEHAP O XTo ZTP 71
T7AN, A A=Y, BIXORETZT 7 ANVOEERLET, £, XA MK, FTREMN H 5 ZTP ALBRIK
RRILDOT A A0k bR IIENET,

A oR—T 4 VT EHZTP T8 RFHRD A S

ZTP TA AL, AR —T 4 7S5 & BEWIIZ Cisco Crosswork DIHAF T /A 2 A
Ny M UICHZIAENE T, MOT /A R LFERRICRETE £, ROFIATIE, ZTP ZHEH
LTHUR=T o4 T SNTT A ANEFREZIBINT 5 2 DOFECHOWTHHLET,

TN AZHRET DRI, BHETET XA ADCSNN RN I T v T T AR—bTEHZ L%
BEOLET, Zhux, FlE2 CRITHZ 7 AR — MEREZHBHA L TEITTXET,
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W Ao k—7 o oEn TP T REROAD

1R BHHEIIZ

ERIRT NAA A XU M) La— RZUBER - OBERPAETH L0, F2IXHEMRIC
KXo TRHIHTE ERA, 72E2I1E, BT —X T, T34 AREYNORFEDFEFTE 21T
GPSEIEDE v MDD Z 2R T —2ETY, Zokrhhulr—varsy—XiE, 77
TATIeFy NI =27 BFEOI3E A EOMBROEMTHY . AHOAN L —X 2L > TOHEB
mcxEd,

ZOMOFEFAD A X N UIFRIL, o7 7V r—va v EBFEHL TRy N —7 2EFHT
HEGEITEIL B E T, 72 & 21X, Cisco Crosswork % 7 %l 4% & . Cisco Crosswork Health
Insights @ b KPI ZFfE DT /S A AZfHICHEHA TE £, [FAKIC, SREARY —% T /31 R
WZBEEf 1 B &, Cisco Crosswork Network Controller & 72 (% Cisco Crosswork Optimization Engine
X OEICHERATE 5 K 912720 £9, CiscoNSO 72 & D —#5?D Cisco Crosswork 7 1 /3o 4
Z OFEDYLIET A AFRICE SO THER 2B 2Rt L E T, T X TUIARIT L 285
DIELTY,
flL> Cisco Crosswork 7 U -r—a L Fu A XOBRERHEHA LT, 20k 5 iEH%48
MTEET, ZO MY ZOFEMIONVWTIE, 77V r—varDa—F—Av=a T ViaH
ML TL 72 &V, Cisco Crosswork ZTP ZfEH L C, FHDOEL ZEBMTH L TEET,

RF YT ZTP 7734 ADA oy b Y La— FEEHT5I00E, kO FIEE%ETLET,

a)

b)
¢)
d)
e)
f)

AL A =2 =05 [TINA AEE (DeviceManagement) |>[# v kT —% T/34 X (Network Devices) ]
EBRLET,

[ZTP 7 /3A A (ZTP Devices) | ¥ 7% 7 U v 7 LET,

BEFHF AL 25@RL, (ary 0 LEd

[AT—H& A (Status) | 7 4 —/V ROfE% [y a =772 L (Unprovisioned) | IZEE LT,
MENZJSE U T, TS R ESN T HMOMEERE L £,

[fR1F (Save) 1272 Vw7 LET,

AFYvT2 ZIP AL TCA LV R—FT 4 VT ENTET A ZAEED, TAALAADA Xy h) La— RE2—iETEH
THI1E, WOFIEEZFETLET,

a)
b)
¢)

d)
e)

2
h)

AA VA= a =00 [T/34 REIE (DeviceManagement) |>[T/34 R (Devices) ] Z R L £7°,

Blas Yy s LET, CSVI7 A AEREFELET,

BINL=T 7V r—2a > TCCSVT U7 L— haflE, BIMEITEHT 5731 AERERE L
T, BELRWT ANA ZADITZHIBRT 5 Z L2 BEID LET,

BT LD, MELECSV 77 A VERIFLET,

IR C T, [T/31 AEE (DeviceManagement) |>[7/34 X (Devices) | Z&R L, [Fu X v
F5/3A A (Zero Touch Devices) | ¥ 7 %27 U v 7 LET,

E%rvvs LET,

[ZH Browse) |7 U w27 L, fERLTZCSV 77 A /IZBEI L TED T 7 A )V ERINL F97,
CSV 7 7 A )VEEIN LIZIREE T, [A > AR— b (Import) 1227 U v LET,
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CiscoCrosswork ZTP ® B9, FLWTF A ZAD T F A/— M ZHIBICHET L 2 22 <, B
LWTF RS 2R HE NSRBI A R —F 4 752 & T, ZTPIE, TDX A7 DO—f L
LTCAA—VILEREEZFEITL, TNAAREO—HFELTAZ VT v &FTLET, 272
L. IWHDOT ARA ABREL—T 4 VT 4 L LTHEFESNTWARNWEZD, 20Xk eflividL
RNTLTE &Y,

IZTP ML CHA R —T 4 VT LT A A2 \RET DLEN D 25613, WEHEHLE
‘/Jﬂo

» Cisco Crosswork Change Automation Playbook, A > 7 <> R TT /A AR ELEZERT
TET

» Cisco Network Services Orchestrator (Cisco NSO) F 7= i3f#iff L TV % Cisco Crosswork D1t
DT A X OFER FHERE

e TNAAELETNRAADOS A~ K T2 AU H—T oA A~DHEPHE,

TRLDHFEONTNLEATEX RVESIT. T 2 E2HIRT 50N EEDOTETT, EL
WREEMEHTIE, 7 AE AR =T SR ET

ZTP 734 AZHIBRT HI2IE, [T/ REE (DevlceManagement) 1>[7/ 1 X (Devices) |>

[FB% v FF/NA R (Zero Touch Devices) | IR L, 7— 7 LADT /4 2 &R LT (D)
7V w7 LET,

ITPZFERALTAUAR—T 42T Li=T /N1 ADFELE LXK

ZTPEEA L CH LR —F 4 vV ENTEV A ADTF A ZADBEIEBMEREENH Y T, 7
NAATAV AR, VAR —T 4 VITRHIATI LTET A ZD 2 ) 7 AFBIZBEET T Hi
F9, ZTP TiX, 1 BOT NS AZHRKRIDORL L) T AFZICHEEMT L LN TEE
T, TOFEEEFEHL T, £ hT—72 & Cisco Crosswork A > X kU N BHEERFEA LT
TNA ZAETENT A, ZAEHIBRTEET, BNMOTA B AEZHETH L2, % TE
WX D ENTEET,

ZON—VE, VX —VERATET AN AT TR, A4 2 — RROZEDMDOERLARE/R T

NAREV a— VA INET, TRHOEET 2 — 2T, MEBOY Y TAESRHY

F9, TV a2—1DRMABKLEZREAIT, TWIA BV AEZH LWEY 22— 1DV ) TAE

FICEEA T ET, L, ROFIEIZES>T, A" MU hbinWIAf oh—RNezny

UTNVEFEHIRLET,

1. [T/\14 REHE (DeviceManagement) | >[7/\1 X (Devices) |>[EBOEZ Y FT/NA R
(Zero Touch Devices) | ##IN L £,

2. F—TATHWFAL ZEROT. 20OV TAR S LET,
3. FALREBIRL, @ 220 o7 LTHIBRLET,
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FNA A& L7721 B, Cisco Crosswork 1XZ D2 ) 7RSI B@E T b7 4 B
A HBEFEHRE L TAT S FLET, HLWT /A AE 7213 RMA ST S A ZADIEAD
—HELTIDIA B RAZBYL, 777 4 7RAEMDOTEDITENT AL ZADT A1
ABRTZENTEET,

Cisco Crosswork TiE, WL T A B RAEFFOT 7T 4 TIRT XA A% 2HBRETH I LI
TEERHA, FLWT AL RAETZIRBHT A R AR —T 4 7T R0, H0T
NA AZHIBRTDLENH Y 77,

4. FHLWTARA A F U R—F 4 7T 5E81F. ROFIEEZFITLET,

1L HLWT AL ADZTP T3 AT U ZERT 285E81F, LW U T AETE &
WU TNNEEOWE T EANTILET,

2. EXaT ZTPZEH L TV DA, HiLWT A ADOFTAEHEANYF ¥ —ERE LG
Wy DT ARNAL RALEH LT NS ADWFOV ) TAFREEZEELET, YA,
AR SNIZFAEEASRTF v —OfHT DT A4 o 22, WU TAFESLH L
U T NES A BEEMT £,

3. MDZTP T NA R ELFRRRIC, HILWT NS REF R —T 4 7 LET, 0T A
ATA RV ADHZMMER I ET,

ITP 7ty FrD/INHORZX—ELH

ZTIP IC L DT NAADE U R—FT 4 ITRET LIS, 7R TNV LEZTP 7y hDO—E
DF 7T a’—%HIBRTEET, HBEOR) =LA NTFFZ 7T 0 RS U T, o
P2 LE T, HELEEIE

«[ZTP 717 7 AL (ZTPprofiles) ]: M Ix. AL R—F 4 v 7 DOETHICZTP 707 7
ANEHIBRLTHLRETY, ZTP 7u 7 7 A L ZHIRT 521X, [T/31 REE (Device
Management) | >[¥R4 v FFOT 74 )L (ZeroTouch Profiles) ] Z#iR L 3, HIBR
FTHIZTP T 77 A NERTIANT, &7 Vv 7L, FryFH Y A=a—0b
[HIFk (Delete) ] ZEIRL £,

[ZTP 7 /"A A=~ U CSV 7 7 A /L (ZTP device entry CSV file) |: 2D 7 7 A /LD A7
TA L ab—%2RFHFLTT L= e LTHERT LN TEET, 207 7 A LI
RURYy NI T —XT 7 F ¥ T NARBATEHEGTDHT T T A7 4 ADREEH
LEEIMERTT, TNLSDOGEIX. 77 ANV AT L BHIBRTEET, CSV T 7 A
NT T = MNINWDOTHX e — RTCEET, AR —T 4V TRICATI LT —#
HEle, ZTP 7T ADTRTDT = NZFENTWDOL NNy 7T v 7 CSV 77 A )V T
JAR—= T 5 EHERBRGERHY ET, CSVT AL ADNY I T v T o x ) AR— T
HIZIE, [T/31 REHE (Device Management Devices) ] >[T7/%4 X (Devices) |>[¥ O
5w FF/NM X (ZeroTouch Devices) ] %R L £, %o, Bl&2 Uy s LTCsv
77 ANERFLET,

V7 hU T A A= & SMU (Softwareimagesand SMUs) | : ZiL5H D 7 7 A LD LR (S
N=Da v F 754 TREL, MBORY o —Itfit> THOA—T g V2B LE
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T, AML77IVDEEDT A A% A A—ILTH7-DIMERTLHEE61E. 7Ty a—
RU7=A A—7 7 A )% Cisco Crosswork 7> HHIER LZRNWTL 72 &V, g A —T%
B9 5121%, [T/31 RAEHE (DeviceManagement) [>[V 7 bz 74 A — (Software

Images) | ZIBIR L. T— 7 AND 77 ALEBRLT, B 22V v LET,

[XE 7 7 A /v (Configuration files) | : 9 TIZ Cisco Crosswork (27 v 7' — R LT\ 5%
EERHTIHERH Y FEAN, MEORY O —BNRER 550850 £, ZTP 2 H
LTHRELCZ 7 IVDT A, AEIBICRET2HAEFE. Ty 7 e —RNLERET 7 A V%
HIBRL 2T ES 0, BRENEE SINTZHEIE, RESNTNDLI A= g U EHRICE
BCxET, HLORET 7 ANVERITAZ )T M afEk L, [T/31 REE (Device
Management) ]>[E&%E 7 7 €/ JL (ConfigurationFiles) | Z#R L, 7—7ALND 7 7 A L
EERLT, (1220 07 LET, ic, (FRLEHLOAZ VT L7 7 A LEBHRL,
FLWHEZa =LA N TEET, FENE L o HGAITHIBR L £
3, [F/31 REE (DeviceManagement) ] > [E&5%E 7 7 4 JL (Configuration Files) ] %%
WL, T—FARDT 7 A VERRLT, [0 2270 v 7 LET,

[Z VT xn7r7 7 A/ (Credentialprofiles) 1: f >R —hL7Z LTy yL7nm
T7ANDCSV 77 A MITITHIBRTE LT, Ty Te—RFahTnWb 7 L7riy
N7a 77 A THIBR LN TS IZEN, 2= =4 & RAT— N2 EH LGE1E, 7
LTy ra 7y A NEREHLET, [T/A1 AEE (Device Management) >[4 L
T )L (Credentials) | ZiBIRL, 7—7VNOIZ LT oo ¥ 7 a7 7 A V&R

L. AaervorLes,

ZTP ODEED bS5 TN a—TFa4 2T
% . CiscoCrossworkZTP D7 By g = 7 L F R —TF 4 o ZIRE» D> HEIZ Thh

F7, BBITEE EERAET LD, RO My 7 Tld, — KRB E ZTP £— FICEA
ORIEOW 7 2 &1e, MEZ 2R L OMEIES 2 HEIZO W THB LET,

CiscoCrossworkZTP Z{HH L CTA v AR —FT 4 7 TEHY— FX—F fHF A 2% BF =
7 ZTP REC 1T 100% HEHL L TV B Y — RR—F 4 fF S ADHTT,

AT—H AR5 ZEFERALTIIP DREEZZWT S

[BEr % v F 731 A (ZeroTouchDevices) ] 7 1~ K7D [AT—4# A (Status) ]5ZIE, ZTP
BN [Fr ey a =/ =F— (Provisioning Error) |, [4 >R —7 427 =7 — (Onboarding
Error) |. £720% (%27 ZTP DBEDH) [ZTP =T — (ZTPError) | T T L7234 _TD
FAg 2z Mo @ pgrsnEd, @220 v r328 =5 —IcHT 5 ERE T
TR T T v T4y RUBRFRENET, RIHZRLET, Ry T T v 7T U0 RUDK
R T LT, XZ227 Uy 7 LTHALET,
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27:[70E< 3 =>4 xT5— (Provisioning Error) ]/ 77 v 7Fo4 v Ky
+] 7 @ &)
Status Host Name + Serial Number IP

Errors X

@ Provisioning Error (§) 1C
Error encountered applying configuration file, ZTP

>d process failed

~=r

nhoardina Frrar /A devica-12 m FC1234A1

w2507 g THATALIIC, ZTIPo T —n 7 2L CREEZZ2HT2 2L 8T
xFE7,

IS—AJ%HERALTITP OEEZZHT

Crosswork # F/T L TCWA 1 DL FEORIE~T v &, DO VM TEITIN TS Crosswork ZTP
P —E R Kubernetes N> RKOA LV AX L ADIDIZSSHE VA 0 FTHZ LI, ZTP= T —
0ng 7y AVIEBET 7 ATEET, FEIIKDO LB T,

1.IRD X 5 7% Secure Shell =~ > FZEHLTVMICur 7 A LET,
ssh admin@VMIP
ZNENOFMIIKRDO LBV TT,

* admin |& Crosswork H ¥4 ID T9, £ : cw-admin,

e yM1P X, Crosswork ZFEIT L TWAIRME~ D IP 7 KL ATY, f: 192.168.100.102,

QDK D 7pa~wr REFEH LT, cw-ztp-service Kubernetes 8 v NiZ7 7 A LET,
# kubectl exec -it PodID# bash

PodID# IX. cw-ztp-service Kubernetes N RO ID TF, 77 AT BHHRy ROFSZE—HTH
EolZ, MEIZLEU TRy RIDFEFEZERELET (Ky FOWFIZEMTT) o #i:

; . . Kt
cw-ztp-service-0, cw-ztp-service-1l, cw-ztp-service-2 IF

WOEXHlpa~  RTCal 7 3 VA BB LET @ cd /var/log/robot/s + D, PE NI AS
DOWRDZTP EHAG DT 7 A NONTINERL Z N TEET,

* cw-image-service stdout.log
* cw-image-service stderr.log
e cw-config-service stdout.log

*cw-config-service stderr.log

ZTPTS5—AJDER

Crosswork L —W'—A LV X —T =2 f A%FEHA LT, ZTIP=T7—a /7 7 A )LD a b’ —%2FRT
F9, PIEFIKDO LB TT,

1.EHEWERZFSID 2 H LT, Crosswork t—W—A X —T A Az A LET,
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2[& (Administration) ]>[Crosswork Manager] % #4R L £ 97,

3.[Crosswork O#f % (Crosswork Summary) [“X— U MNERINZH, [Er¥yTFrueda=
> 7" (Zero Touch Provisioning) | % A V%2V w27 LE7, Crosswork L, ZTP 77U rr—/3
COFMERRLET,

4. 77V r—a COFINE R SN 5, [Showtech®F 7 3 > (Showtech Options) ] >
[V TR +BT (RequestLogs) |DNRICEEIR L EF, &IZ, [Showtech!) ¥ TR k (Showtech
Requests) | #IRNLET, U/ AMRETTLE, ¥y vaRh—RKhburr 77 A VE2H
BFTEET,

)

GE)  WHOF U HR—T 477 = — XA TRIBENEA LTEAIL. ZTP O v 72 Z2 T, Crosswork
AR PNY) 32— 77V r—v a2y (dminvmgr) Ov 7 28RS 52N TEET,
FFREOTFIAZ T, [BEn¥ v F7r Y a =27 (ZeroTouchProvisioning) 1DHVIZ[TF v
FIOd+—LA TSR RS9 F+ (Platform Infrastructure) | Z3&R$T5Z LT, ZhE{TH
TLWTEET,

HBEDZIPREABED CS TN a—TFTa 0y

PLTFiE, ZTP =— FOWT NN TRAET D A[REMD & 5 — A 72 BB ORI K 2 7~ LTV E
‘@40
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Jz—X 18 fiE 4K Remedy
[ AE A A= M | Ty Fa—Fh | 774 0DOMDSF =y 7 HLANRELWT &
(Setup) ] |Hk. FE7oiZ WZa—H—A 2 | ZHERLET, 77 A ERPELWGE
SMU 77 AV |H—T A AT | TH, Fv M7 BHRNDENTZOITA A—
DT v7Fu—K|ERENDHT COT T a— RNKRIRT 5 AREER B D
NN ) T—A =y |7, TOMENPBELTWDILAIE. T
Fo— REmRITLET,
ZTPTNRA AT | Ky T XUy | Ry X7 A=a—TiX, 73 AT
YRUERE | VA BIRY Y MU ERFZTP Ve 7 7 A LV TRE LT
ZTP 777 A |77 AV TNRAATZ 7Y E10S VYV —AFEITH
JVDVERIREIT SNWTT 7 ANVERIRLET, 77 A E
TyvZa— K& W, B L CNWDET RS A Y 72
Nic7 7 A VI 7 e 77 ANVDEFEHRE L TND I L
A=A 7 R L ET,
A =2 —|ZFRR
AN
TNAAZY M BV ET, = | AR FIRNDOT AL RZA VAR — T
UOCSV 77 |T—ualuxsl |57 A ALFE LTV TAESRDH5H
ANDA UR— E. AR —= M T DRI T A AR [T rE
T = Ya=r772L (Unprovisioned) ] IREETH
BAELELE L2 L MR LET, CSV 7 7 A V2
LTAVAR—FLETRTOT A AD A
T—H AL, AR NI [TrEYa =
> 772 L (Unprovisioned) | IZF%E S4LE
7T
AV AR—NTDHENT, CSV 7 7 A VITFE#
ENTVDOHHRE, A A=Y, BIOZTP 7
a7 7y ANVNEETDHZ L a2 LET,
FNRAADCSV 77 A )VET 7 AR— b
L, BEEMZCHAVR— 52 LT,
FNRAZA A= T 7 A ILEHRET 74V
EWETEET, ZOMETEEZHERTS
BalE, A4 AR — MIZ CSV 7 7 A VIZIE
LWUUID 365 Z L &2iRLET,
ZubeYa |DHCP WNSE L | ZTP LB DL | ping 38 L ONFEIERD Y — /v &2 H LT, Cisco
=T ER | R, A Crosswork ¥—/3—725 DHCP %—/N—~D
TR 7 7 —DFEFTIT T RAETARMLET,
PN )
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7z—X |[H&E fEAR Remedy
AT (In | A A—F7201% | ZTP AR D= 1 | Cisco Crosswork & 73 A AT R > U —
Progress) SMU 7 7 A )V THHRN D LR LET, TN A
DY A7AVA=E N MNIP 7 KL A% DHCP — "—0 55 L
R L 72 TWAZ EEERLET, DHCP Y —/3—D
BREZ7ANVTHEESNZY 7 =T A
A=Y DUUIDMNIE LW & 2R L £7,
IET 7 A IVTHRE S Lz A A—¥ UUID
PEETAMLEND HLGEIE. ZTP L%
HEBAT 5 RIC DHCP Y— 3N— Z HiEL#)
LTL &N,
RETZ7AND | v 75k S | Cisco Crosswork & 7 /34 Aty hU—
HXora—RiZ|lmd— TN DD L EMERLET, TR
LA LT 2NIP 7 KL A% DHCP — "= B HUS L

TWHZ xR LET, DHCPH— —0D
HETT7ANVTHRESNZY 7 v =T A
A=Y DOUUIDMWNIE LW & 2R L £7,
DHCP ZE7 7 A VW THREINT-A A—
UUID ZE1ET 2 EENR B 5515, ZTP AL
A2 BRI 5 HiC DHCP U — —% H
EE LT ZSn, TN ADV Y TE
BEWTNAADY ¥ —2 DU T NEFEL
—HLTWAHZ AR LET,

ZTPILE A B DHNC, T3 AD AT —
AN [TrEYa=77 0
(Unprovisioned) ] 7> F721X HE/TH (In
Progress) | ThH I L &MHERLET, TN
A APMMOKRETHLHRY , REDK T
m— NITRE LT £
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FrR— K
W

T3 ADIRKE
D[ A R—
T TR
(Onboarded) |
LIRS,
[rbEya=
> T HE I
(Provisioned) ]

LFITRS NN

AT —H AFHZ
JoEva=y
TBEHNFERES
NEHATL

[Faebvya=r78% (Provisioned) ] 1.
ZTP D HPRPIREE T T, 7 /31 A DIREE
N[FrEYa=rT#FH (Provisioned) ]
(2D L, Cisco Crosswork (X7 < |27 /8
AADF LV R—T 4 VT ERBrEz T, AT —
B AN A R—T 4 > 7% (Onboarded) ]
N TR A vR—T 4T T—
(Onboarding Error) | IZZH Y 7,

FroR—T 4
JTT—

AT — 4 ZHZ
Frih—T4>
TI5—N4R
b

TN, A% —RICHERT B2 DT 7 v
k@ Cisco Crosswork /314 AT A 7 A 7
VEEL (DLM) AU —i, IP7 FL AT
To BBFEOT NA AL —FTHIPT KL A
ERFOFLWT AN R A VR — T 5 &,
FRAADAT—HAN[Taya=r7
## (Provisioned) | (&Y, ZDtk, [4
YR —7 4 77— (Onboarding Error) ]
WCEDDET, HILWT AL ZADIPT KL
AMMZEAOEE, R UMEENELNET,

A A F—/LCOSPFID, ISISID, 721
ZOMDODLMARY > —ZHHL TT /A A
ID ZPET %6 6. R CHMENIEEL £
T, AUR—F 4 7%, TRTODLM K
V=7 4= RIZ—EDZEALSNOfE %
AN LEGRICOBREHLET, TR —
T AT DR UTZGEE, Ry 7T v
TT— A=V aHFHNT, T DT 44—
VREEH L, AV R—T 4 7 HRIT
LET,

259D ITPDOBBED FS TN a—F 405

W DFIL, Classic ZTP ALEETHAT A AHEMEDO H DB OMIKR 2R L TV ET,
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7zx—X L] FEAR Remedy

7Y a = |Crosswork (3T XA 2D | AT —X AF||Z [ |ZTP 1%, IBINT 5T /314 ZAD
YITINTW | VU T AESEHERT (1TH) RSN | BUTBRR L. BEov I T
720 TEEA 2 NEGOEBMEYFR— N LE
I, T Ay b EERK
THEEIL, ELW YT L
BemmHD Y TTLIEINY,

ZTP X U T IVFE I HES N
THth S, Bt S =7
A Az b UIEZEUCHEE SN
TREDOZLZ RN Ligd £

R
HEATH (In T— 27 VTP NOE |RENMEIELET, |T— 227U TF Mz T—0
Progress) ITICRT % TI7—u 7 E%ZRL | RVDPHTEEL, BRIT
TLTIEEWY, LTL &N,
iPXED VY o— RN | AL LET, | 23X, T8 20—y 7
ERA) T —nJ%RL |HENRKETH D AEEEN &
TLIEZEW, DET, FEBRLIES

VY, T AR IR LR
TOLEIF, YA TNAR
PAR— b F—AITHERE LT
TZEVN,

TnvrYa= | T AEB LR [ AFEAMEIELET,  |APIFFOH LOERNIE L
VITENTUY |APIFEOMHH LARIET |25 —u 722 L | <. ERELWIZ & 2R L
o, EITH |5 TLIEE W, TLEEW, ZnHEEEL
T, FRITLTL7Z &0,
Fv b U—7 ORIENRIKNT
— IR AR N e o T i B
THDHAREMELH Y F7,

PnPZTP DREIEED b5 TN a—T 10T

ROFKIE, PnP ZTP LB THRAT 2 WIREVEDS & 2 I ORI 278 L TV E 4, B D45 B
TOT 7T 4 BT 4 OFFEAIOWTIE, [ZTPAED by 7 ~DY > 2 (Linkto ZTP Processing
topic) ] #ZHL T 72 &0,
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VT ENTN
VAL

PP 7007 7 A LDF
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)

Ny b ey FERIERE
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JOREICLY, ¥yrnma—
RN L 7= ATREME D B 0 &
4. ¥, PnP Fu T 7 AL
WIELWZ 7 A V4, 7a b
), IPT7 FLA, BIW
R—RIBRfEEINL TS Z &
ZRER L ET, TFTP ¥ —/3—
DBE L COCRIERETH
5T EEMERLET, KIZ,
FA A6 ZTP #HE R Y
=L THTLIEEN,

A =0 R
VT ENT
v, AT

KEEY—E R 7 =X
AR e )

ZTP 7 /34 A |
Uik, TH—ve 2
BET = v 71T L
FLiZ) 0o Ay
-kl bizx

F—IRBEICAT L £
T, BH  TNA R
DS EAK R B 70 B BE
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A,

PnP ZTP 2 HpEd 5121, 7
nEva=r7&h5XET
IS AR D e/ MERE &
R—=KMLTCWDARERHY £
7

* device-info

cRERAEDA A h—v

* image-install

* config-upgrade

NNy I FT
ZOEMICRHEN B DA
X, AT AL AP AR— b

F— LBV EDEL S
Wy,

H#ATH (In
Progress)

FERAEA A h—liZ
KHLELE

ZTP 7 /3 A AR~
7 —RRBIZ72 |
MFEHED A 2
R R 7 O
MLELEZ] &0
A w—INERE
nEJ,

FT. XET A RlZu T A
L. RS2 REA b
[CrossworkPnP| 34 TIZAF
ET5837 V-7 v
L¥9, &IZ. Crosswork GUI
5T 734 A % UnProvisioned
REEIZR L, ZTP Z il b
HRrIIT—LFET,

. tosyF JoES 3=y



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



