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Fo. ZOFIRICHE S TEEFEL THIFR] U CGGEELZE S 50, £23E0 S Tonk
et V7 4 25 ([BEX=2 7 RiBIEEZHNZT S (Enable Secure
Communication) | 47> a rZMWhcd5) 2L b TEET ( [F—Z5e0EMNE I3
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ATV TN AL A=a—0b, [BE (Adminigration) ]>[FIBAEZEE (CertificateManagement) ] # &R L, £ H
TOREAFELHR L ET,
27y T2 ERETLENECL) 220 v L, FEERAEOTH (Update Certificate) | &38R L E7,
RTw T3 MleA T a v EEHLET,
GH) CW Web #— N—FEBED FHRFIC, RO T —/v RICBEE S 5 EZ AT LET,
* [Crosswork Web CA] : /L — [ CAGEME & PRIGEEFZ | DL EETe), Eo72<{FATH
BRWMEHET =—> 7 7 AL (PEM EX) .
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LN TNDF—,
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MEEDSIT 5 & GEFEEH UL A EERICE 77 7 R L, Web 77— MU = A (ZREE A
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EIBAEDAHO—F
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Crosswork-Internal-Communication Certificate

| o | Description  Crosswork Internal Root CA
= B
Cl@ Signed CISCO SYSTEMS INC
Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By  Crosswork Internal Root CA

Expires  Sun Feb 15 19:01:49 UTC 2026

c/ Description  Crosswork-Internal-Communication B
=
al Signed CISCO SYSTEMS INC

Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By  Crosswork Internal Root CA

Expires  Sun Feb 15 19:01:52 UTC 2026

c/ Description  PRIVATE KEY
= E"
a Signed

Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By

Expires

Export All \/ Cancel \I
\ J

RFw T3 — NEEPE, PREEE. BLOBEF— 2Ny n— N5, Blery s UEd, EE
LR —T N TE AT — R 5I0E, [T_T=7 ZF— |k (ExportAll) [ %7V v 7 LE
—é—o

SERAE D ER

FERAET, AOWIRAYIN D £ TIEMAD T, UTFOFEZ, 77 AXRNDE /) —F (O~
A7V KeEU—h—) TIEFIZFATTIOILERHY ET, 1 20/ — RTIEAEL R L7z
5. WD — RIZHETRNIZA Yy RBIEFTHHL Z L 2R LET,

\)

GE)  ARHIRAUINDRNCREHEEZFHT 2561, 7 7 A BNEEREICH D720, A TF >
A4V R ZDT 7T 4 T 4 2F T T2 2RO LET,

AEAE 2 HH 51213, ROFIEEZFETLET,

ATYT1 J—FT, a~vr F&2FETLTroot 21— —IZBE L F7,
sudo -i

NRAT—=KREATTTBHEIICRKDONET, cw-admin T—P —/RRA T — K,
AT 72 GAEHEOBABHIRIINIC/ > TWDNE D hEHRLET,

kubeadm alpha certs check-expiration

YRFLT7EREEF2UT4DEE [
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ATvTH
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FEEAE D EH

WOEBIL, HHhoY T TT,
X 4:SBHEQADHBROY L FILH A

:~# kubeadm alpha certs check
on] Reading configuration from the cluster...
piration] FYI: You can loock at this config file with 'kubectl -n kube-system get cm kubeadm-config —oyaml'

EXPIRES RESIDUAL TIME CERTIFICATE AUTHORITY EXTERNALLY MANMAGED
May 16, 23 21:: H k no
May 16, - ca no
May 16, 2 z . etcd-ca no
apiserv May 16, ¥ - ca no
contreller-manager. f May 16, ¥ : > L]
etcd—healthcheck-client May 16, . etcd-ca no
etcd—peer May 16, 2 : = eted-ca no
etcd-s May 16, ¥ . etcd-ca no
May 16, ¥ : = front—-proxy-ca no
scheduler. May 16, 23 . ne

CERTIFICATE AUTHORITY  EXPIRES RESIDUAL TIME  EXTERNALLY MANAGED
ca May 13, 283 H / ne
etcd-ca ay 13 : : / no

front-pros E May 13, 2832 21: : / no
root@lé-9 7-67-hybrid:~#

SEBAE L conf 77 A NVD Ry I T v T HERER LET,

mkdir $HOME/Old-K8-Certs

mkdir $HOME/Old-K8-Certs/pki

cp -p /etc/kubernetes/pki/*.* SHOME/0Old-K8-Certs/pki
cp -p /etc/kubernetes/*.conf $HOME/Old-K8-Certs

~#

avy REFITLUCGEREZERH L E T,

kubeadm alpha certs renew all

FIE2 2V IRL T, SFTLWIFHEOER AR L E T,
< REEITL T xubelet ZHEENL £97,

systemctl stop kubelet

GE) BHEINIITXTO/— FTRAL., BHIN7-3EHEL kubelet & kube-apiserver DS FHEE) X
NDETEHEIMIRY A, FEREFICT IV r—a b OBERIZEIET 5 Z L 2RBED
LET,

kubelet Z1EIE L7725, ROT ot A% BT F T (ps -eaf | grep #fEf) <process name>)

kube-apiserver
controller-manager
kube-scheduler

FhoEHiE (ki1l -9 <pid> ZfH) LET, L7 o 2R2MEl#E T Lz, LA 23T L T kubelet
ZHEEBLET,

systemctl daemon-reload
systemctl start kubelet

J— FIIEm N Akl IBIT L, RIS kil IT L ET,

II VRATLTVEREEF AT A DEE
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GE) J— R RhiIlCBAT L2 T, syslog IZITBI &fiE N7 7 4 v 7V BEREINDIGENH

@iﬁqo

10-90-147-67-hybrid kernel: [1897091.695393] 11 header: 00000000:
51 56 a2 9c 7c 08 0

ff £ff £ff ff ff ff fa

10-90-147-67-hybrid kernel: [1897091.695414] IPv4: martian source 169.254.1.1 from

10.244.215.17, on dev calieff0340c649
10-90-147-67-hybrid kernel: [1897091.695416] 11 header: 00000000:
e8 75 10 bb 64 08 06

ATV T TRCORy RREFHFTEITEINTNDLZ 2B LET,

kubectl get pods -A -o wide

Fio, BEEBILIEAATY v K — RTEITHOR Y RHREELE T,
ATy T8 EAENEHINTODINE I DEMHERLET,
ATy 79 MERGI SR ERET L2561, conf 77 A VEEELET,

ff ff ff ff ff ff 72

sudo kubeadm alpha kubeconfig user --org system:nodes --client-name system:node:$ (hostname) >

/etc/kubernetes/kubelet.conf

TITAE—ND ) — R LI EROFIEZ B IR L ET,

T4 ADEE

VA Av—h T4V UTNE, VAT R—= T3 VAR IO EKRTY 7 by e
7 &LV ENORBEICEH L THEABLOEH T MR T B RAETAVTT, Fi,
ZHUFEETT, 22—V —RNT 7 AT L0EHIEITEEST, A~v— T4 B XEMH
THE, RO ENAREICZR Y T,

HERETOITAR—3Y Av— I U RIL, SR TCXAY T N 2T
FTARADT—NVEHSLET, PAK BT 77 4 _X— 3 % —) [TIRETT,

- EED#E : My Cisco Entitlements (MCE) 1%, AT WA —=Z LTI XTHO Rl
e P —EADFERRE 2 — 2T 20T, MG LD, EHLTWD DA HITH
T,

cTSAEVRADFEFHE : V7 MU 2T IIN— KU =TI/ — Ry SRTWRnzd, &%
BISLTIA B AEMBIERAB X ONEETE £,

A<v—h T A4 AEMHT HIT1E. £ Cisco Software Central TA~— T H 7 FEFRE
THINLENRHY 7 (software.cisco.com) , CisCORY—rTFHDI Y ML, A~— hRbGEL,
DIYRY PV EREEL, > 2aTA4 B ZADOFEME, T4 2 ZDOMEARNOER, BLTOY
Z SN OB A FTREIC L9, Cisco Smart Software Manage (CSSM) ZfEH9 5% &,
—TEENTZ1 2O Web A F235 Cisco A~— R~V 7 "7 =27 DT _RTCDTA B AEEH
T& %7, Cisco Smart Software Manager TlZ, 74 B A ZEHT H1-DICA~Y— T AT~
FNANTEEDON—F v LT T FEERBLOEH T ET, Y A7 ADOFEMIZO
WCIE, cisco.com/go/licensingguide 2 &/ L TL 72 &0,

YRFLT7EREEF2UT4DEE [
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VATFLTOEREEF2LY T4 DEE |
B oExsx

A A=a—00 [BEE (Adminigtration) |>[AY— b5/ 22 XADOFEF (Smart Licensing
Registration) | Z®&R L, [A~— K V7 kU =T 74 A (SmartSoftware Licensing) |7 «
YRUBRRLES, 20U 4 RUZMHEH LT, CiscoCrosswork 7 7" U 77— 3 > DX gk,

F 7V AR— MNREDOWHE, T4 ADOEF, 77V r—a COBREBRREITH Z LN T
TET,

AX— S ADEHZDORHRE L
WPV TT,
*Cisco A~w— LT 7k,

* Cisco Crosswork 77V r— g U OMEAFE AT A &L A,

TV AR— FNREZMK L T, CiscoCrosswork & A 2D — _3— L OFE HIEERE L E
D
« [E# (Direct) ]1: 77U 7 —3 = % Cisco Smart Software Manager (CSSM) |ZEL #8545t
L/iﬁ‘o

s [FTF U AR—F 7 —h~T A (TransportGateway) |: 77V r—aid, 7 U AKR—
Nr—=hU=A, LTI TV PR=2ADA—HP =27 AN 2 22 FR L TH AT
LI ADTRCOBEERFFT D CSSM AL T LI AL TV a v A LTEELET,

\}

GE)  CSSMA VT LI AAT v a OFEIICOWTIL,  [Smart Software
Manager guide] 2L T 7230,

« [HTTP/HTTPS 7 — k7 =1 (HTTP/HTTPS Gateway) |: 77V 7r—3 a VIHE 7 v
H—=N—F L CHERE L ET, ZhUE, BEEE— NCoAEHINET,

N

GE) T v AR— R EIL. CiscoCrosswork 238 GkE— RIZ72 > TWAMIFAEE CTE ¥ A, BF
T OB AR T OMLERH D £,

ATY TN [A~v—bF VT bUxT T4 A (SmartSoftware Licensing) 17 4 > KU D[ h 7 > AR— ~g%E (Transport
Settings) 112, BIERINSNTWD N T AKR— ME— RRFRINET, BET DT, [Rn/FmE
(View/Edit) 1 %27 VU v 27 LET,

[N7 AR — Ri%E (Transport Settings) | ¥ A TRV HR v 7 ANFRINET,
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https://www.cisco.com/web/software/286285517/147683/Smart_Software_Manager_On-Prem_7_User_Guide.pdf
https://www.cisco.com/web/software/286285517/147683/Smart_Software_Manager_On-Prem_7_User_Guide.pdf

| RFL7IEREEF2ITADER
Cisco Crosswork 7 7') r—< 3 > D&% .

Transport Settings

Configure how the product will communicate with Cisco. Note that this setting is shared with
Smart Call Home, so any changes made here will apply to other features using this service.

® Direct - product communicates directly with Cisco's licensing servers
URL : https://tools.cisco.com

Transport Gateway - proxy data via Transport Gateway or On Prem Smart Software Manager
URL:

HTTP/HTTPS Gateway - send data via an intermediate HTTP or HTTPS proxy
IP Address :

Port :

Ve
Save ( Cancel )
e ol

ATy T2 BHETE T UAR—FE—FEBEIRL, RENTET7 40—V RICE#ETSZ U EZASLET,
ATv T3 [R1FE (Save) 1227V v LET,

Cisco Crosswork 7 7)) r— S 3 O D&%

TA o AEEREAENTT DL, BEID h—2 »%{#f L T Cisco Crosswork 7 7"V /r—
a vk CSSMIICHRGRT 2 E R H Y £7, BEkInd L, IDAEHEFA~Y— T b
RIS, EITHOTXCoBEICER S ET, FEAEX L FRAT, 6 » A%
W2 BBV BT S AL Tk 2 M RGE S AL E T,

)

GE) ek b—2 L OERIZ OV TIX, Smart Software Manager @ Web ~X— ¥ Tl X T B YR —
FYY—=2EZRLTIIZEN,

RTYT1 A A=a—5[EE (Adminigration) |>[AY— k54 22 XDEEK (Smart LicensingRegigtration) ]
PERL, [A~— K Y7 hU =T A& A (Smart Software Licensing) |V 4 > FUEF /R LET, *H
SRAT —H A
BERAT —H AL TA R ABGEARAT —HF AL, ENEI[AREEH (Unregistered) | & [#EAfi (Evaluation) ]
T FICRY ET,

YRFLT7EREEF2UT4DEE [
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Select Crosswork
Crosswork Platform Services
Product

v

You are currently running in Evaluation Mode To register your Crosswork application with Cisco Smart
Licénsing:

- Ensure this product has access to the Internet or On Prem Smart Software Manager installed on your
network. This might require you to_edit the Smart Call Home Transport Settings.

- Log in to your Smart Account in Smart Software Manager on your On Prem Smart Software Manager.

- Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

- Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it.

Learn more about Smart Software Licensing

Smart Software Licensing Status

Registration Status

License Authorization Status
Product Instance Name
Export-Controlled Functionality

Transport Settings

% Un Registered

4. Evaluation Mode(87 days remaining )
UDI_PID:CW_INFRA;UDI_SN:f150b4bf-3f2f-4c98-842f-9097acf06498;
Not Allowed
Direct View / Edit

Smart Licensing Usage

License (Version) Description Count Status

CW_EXTERNAL_COLLECT(1.0) L Init

ATFY T2 [A~—hF VT U=T T4 %A (SmartSoftware Licensing) |7 « > K7 C, B4k (Register) %27 U v
7 LET,

[(A~v— K VT U7 T4 2RO (Smart Software Licensing Product Registration) ] %A 7 =2 7
RNy 7 ANFRENET,

Smart Software Licensing Product Registration
To register the product for Smart Software Licensing:

- Ensure you have connectivity to the URL specified in your Smart Call Home settings. By
default, this will require internet access. See the online help registering to a On Prem Smart
Software Manager.

- Paste the Product Instance Registration Token you generated from

Smart Software Manager or your On Prem Smart Software Manager.

O After succesful registration, page may need to be refreshed to see the updated status.

Product Instance Registration Token

[ ] Re-register this product instance if it is already registered

Register

Cancel )
. J

ATY T3 [BlREA VAR AEE F—2 > (Product Instance Registration Token) ] 7 4 —/L RiZ, A~— K T H 7
VEDDAERESNERE N v EASLET, b2 VIDAIERKET, AHHRNTHD 2 2R LT
F9, FEIZOWTIE,
ZHBRLTLLEEN,

AN

[ttps://www.cisco.com/c/en_in/products/software/smart-accounts/software-licensing. html
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AT T8 (FTvay) 77V 5= a VEBFBRETAHAE. [TTICEESIN TV AT ORI 2 FaeEE L
F 9 (Re-register this product registration if is already registered) | = v 7 R v 7 A& A4 NI LET,
G¥) N 7Ty TEICE T ITKER OB ITLEIEO% ., Cisco Crosswork VM % CSSM |2 F-8) T F 5 Gk
THOMENDY £, Ziud, BaofEER SNy 77 v Z7ORFSETIZ T TITRE S
T % Cisco Crosswork VM DA H S E T,

AT w75 [BEk Register) (27 Vv 7 LET, BEOMIBIZIIED D NDGEERHY £9, Khd 5 &, THEE
BN IEHEIZ58 T LE L7z (Product Registration completed successfully) | &9 A v bv—VNFREINET,

BIRAT =2 AL TA B ARAEART —Z AE, TR [BékFE S (Registered) | & [KFEHE A

(Authorized) ] IZHEHNET,

GE) e BT T — ( T@EE%Ezs—] X [Savr2r5y MhbomEass 708 NEE LIRS
. LIESL<Fo ThDBEEZFRITL L&, BEEFEITLTHLZ T =25 BHE
I, VAT HAZw— T ARY T A F—AIBWEDbELFE N,
cBERPISERIEA A LT 7 b T =R AELESAE. =T =X AT u /Ry 7 AT[OK] %
7Y rdHE TV r— g URREEERITLET,
GBI L o TE, BEDPRI LIERICEFH SN AT —F AR THI20E, =V % T
HCTHEHTILERHY 7,

— S > S 3 == 4=
SACARAT I3 VDFETOET
Cisco Crosswork DIFE ., BB L ORRGEOEHILT 7 /v F THERICH NI /> TWET,
72720, 77V =gt Ra—_"—lOBRERBRENRAE LS. ZhbnT s
varEFHTRBTEET, [T727 Y ar (Actions) | Ruy XU RE U EEHALT, 7
TV r—va rETFEITER., B, BIUOBGEMETEET,

\)

()  CiscoOptimizationEngine A~— h 7 A4 B ZADEE, /— R bMI. T3 ADHRY DA

VIR—=TFT 4 T BRI A B ARG EBRAMAETICBIRESNET, S — FEOEE

X, GMT DO 24K T Lt A~ — I A B AP —_"—LEMEN T, FHEL2WEAIT.

TIVIr—a T4 AEFERGE LT, /— FEETSICEHTEET,

ATV Tl [A~— T A4 A (SmartLicense) ]| V4> RUT, [77 3 (Actions) | Ky 7HE 7 RZ %
IV L, RDIA YT 7 a  AlBElT 547 g A ERLUET,
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Renew Authorization
Renew Registration
Reregister

Deregister

a) [7oYay (Actlons) 1> [FREEDES (Renew Authorization) ]: 30 H OOV ICHEN B —E X
DR LGB FE CRGEZ T L7,

b) [7V3 / (Actlons) 1> [Z8DEFH (RenewRegistration) ] : 6 7°H Of&b DI HENEHH— AN
KM LTGEICFH TREEZ TR LE T,

o [FUPav (Actlons) 1> [B&E (Reregister) ] : B&k h—7 OWREINZR EOBH T, 77U
T—arEEBERLET,

d) [72 3> (Actions) |>[Z8%fEF (Deregister) |: TV AR— FREALEFTIMLENH DR L
DPAHRIT, TFVr—a v OBERERIRL£T,

GE) BensfprEsns & 77U r— g UL [FHE (Evaluation) 1 E— R (GHIEIM 2 B 2 5
B) F2IT [FHEHAEEIAL (Evaluation Expired) ]E— RIZBATLET, FEMIZ OV TIE,
?4"12:/1;:qu17 A (18“\‘_“.‘/) %%%Lf<f’éb\

ATFwT2 BIRLET 7 a U RNIEFICETEINET,

TAEVARAERT—F R

CiscoCrosswork 7 7"V r—3 g VU DBERAT — X AN T, ROTA B AFBFHEAT —H
AMBREINET,

B O ATLT7VEREEFLITAOEE
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1—v-ozz [

R1:SA 2V RABHART—F R
ﬁ‘ﬁiX?—'s‘Z 5’(tythn.|.—tz nﬁﬁﬂ
T—2 R
ARGk FHE— R TV —a DT A BREAYBRICHER T
(Evaluation 590 HOFHMEHRE, —olkeex, 7Y r—va
mode) WD THEAT D & ZIZBhSET,
FEmEA R B AL FHEHI O THHZ T 7V r—3 3 U IEFIC R R S
(Evaluation ﬁfbiﬁ"/uf L7me ZOIRREEDR., TV r— a3 8%
Expired) BRIZIENC R0 £3, 77V r—va &R LT
Zo Wik, BETAVLERH Y 9,
BERIREI THVr—vaid, TAT T 47 A iEHEOHZ
(Registered HIFR2SGIAL DRI CSSM IR CE 37, AREGRIRAEIC
Expires) RO ELE, &Y ofHMI#IRI R S 28546, 77V o —
YaUEERELET, ZOBEMETIE, 77U A —T s
CVEEREGT AT OITH LWEERID h—27 U RNET
ﬁ—o
BRI P KR (MEL | T r— 3 %%ﬁﬁ@?%tyx%%@ﬁ

) (Authorized (In
Compliance))

MEma2llfFrsnTuhEY, @i
I SN ET,

130 B Z & ICHE)

aALTITAT A
#X (Outof

TV r—a r OBEOHEEZ AT 57202 T
TX 5+ @74?/%#%@HT6%£A~%?W

Compliance) TAT MY ERAL, TV —a xS &k
AT HI21E. b= VBB STV D HERRAT
FIRZTHTHLERH Y F,

FRENHARREII | 77U r—3 2 390 HLLE CSSM LdEfs T&E 3, @R

(Authorization | RED A ZHABRAEIANL TV E T,

Expired)

1—H—DEHE

NRANTT 7T 4 AL LT, EHEITT_RTCOZ—T =T L THEBIOT o v b &21ERRT 5
VEERH Y £9, CiscoCrosswork #3252 —HF—D VY X NEHEF L £3, =—P—H LT
i ~SAT—REREL, ZNHO2—F—T a7 7 A VEERLET, 2—F—T 7 bD
R, 22— —RNT 7 B A TEZHHEEZRET AT DO2—F—m— L 2E Y Y TET,

ladmin| USAO2—H—wo— L2 FEHT 2551L, 2—VF—%2BNT 5R1c2—F—a—
PERLET ( To2—HF—a—LOfER 23 2—) | #58) .

YRFLT7EREEF2UT4DEE [
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AT TN A4 A=a—05, [BE (Adminigration) ]>[1—H%—& O—JL (Usersand Roles) |>[1—H—
(Users) | # 7% BIRLET, 2OV Ry, FiLna—F—0iBn, BEfFO 2 —F —OE D
., BLO2—VF—DHIRZIT) Z LN TEET,

AT T2 HlLna—F—%BINT 5120k, WOFIEEZFEITLET

a) Hzr) v s LTuER2—F—DREMEAN LET,
b) [fR1fF (Save) 127V v LET,

ATY T3 2=V —%mETDIF. ROFIEEZFITLET,

Q) WD hEFry s Ry s 2%V L sy vrLEd,
b) BEEMxIL, RfF (Save) 1227 U v 7 LET,

ATy T84 2—PF—ZHIRT DI21E, ROFIEELFETLET,

a) PO HEF v IRy 2 2% ) v L, B %7Y vr LES,
b) [HIBRO#EZE (Confirm Deletion) 17 4 > K7 T, [HI (Delete) 122 U v 27 LET,

2Ty TE o P DA S EERT BT, RO TFIEEETLET
) [77ay (Adions) 1FI0FD 0 F4avasyys L, [BEn 2 (AuditLog) | %8R LS
3.

BRL a2 —PF—40 [EAE=2 2 (AuditLog) |EEARRSINET, BEER 7 OFEMIZOWTIL,
[View Audit Log] ZZML T 7EEW,

AR M= )LBEIZERSNE-EB1—Y—

A A h—)LIEIT . Crosswork 1 2 DOERI 2B ID 2Rk L £,

1. o2—H¥—LNRew-admin T, T 74/ FDONXZAT — RN admin D{RET S U EHE, 57—
Ay o 2B —EHEITIZOIDEFEAL T2 A L, Crosswork ' —/3—Z R A LTS
VM % STy a—F 4T LET,

2. 2—H—&MN admin TF 7 4/ FDO/3A T — K73 admin @ Cisco Crosswork EIEE #l
EHEIT., oD EEAL el AL, =P —A X =T ZAEHRTEL. FL
Wa— W — 1D OB 72 E ORI 72 B B2 FIT L £ 97,

W OEBL—F—ID OF 7 4V bXAT— RiE, BOUNERHT L L EIERTHLERD
DEd, ROFFEZEFEHP LT, CiscoCrosswork ®HE /RAT — RELHTLHZ L TXET,

EHEL YL L TrIA L, BFHEL—YF—RRT—RERELET,

® admin (config) # username admin <password> k )\jj Lijﬂo
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a——n—n, sy, scvER

A—H—0—)b, HEEHTIT . EITIER

[m—/L (Roles) 1V ¢ v R TIE, WUIMERERF>2—YF =N I AX ha—WF—a— L EE
FHCTEET, 7740 FDadminm —/L LRERIC, I AH ha—H—m— L TIROEFR TR
ShET,

« [Operator] <° ladmin] 72 &DO—E D4R,

IR L=, ARt &ED 1 DL EOREL T2, ZOor—LEfFFoa—F—», APLIZ
Ko THIEIN N TV D EFED Cisco Crosswork HERE % FIT T D 72 OITMEEIRZ D APLICT
TBRATELENE I DEFIFEILE T,

c BIRL7C 1 OULEOHEIR, ZOwu— L affoa—W—2 el 7 =Y WTIITTE H#(E
OHiPHZ HIE L E 9,

22— P—m— VBRI T IVICT 7 BEATEL LT ADITIE, £20h T3 L20RE L
2% APL DNBIR KL THH Z L NFD—LD [m—/L (Roles) | _X—IICFRINTWDH %
ERHY T, WEIT T RRBEIRE L Ca—P—a— LR RENTVWEHA, Z0u—
ARED B THRTWA—Y—F, ZOMWRRHEIKICT 7 EXT5Z LIFTEERA,

—EROFERESN T I VX, 1 D2DOHT I VL THEED APl # 7 V—7{L L E T, =& 2iE,
AAA) 7 3V, NAT—FROEHE, U E— MBREV—N"—DOfihs, BLR=a2—%—¢&
12—V DOEBDAPI~OT 7 A &EHH L ET, ZOXATDHT IV TiX, —E#D AP %35
WLAWEFICLT, ZRHAPI~DT 7 v A 2ELTEH—H T, OAPIZEIRL ThHT =
VNOZNLDAPI~DT 7 v A %I H N TEET, L2, BHORRATU— %
EHETETH, VE—FAAA YV —N—DA VA N =L EHRETHTODOREEFRETITE
HCTERW, FFfiLna—Y—Lto— a2 ERTE 20 (AR —% ] a— L Z{ERT 5
A, TAAAL LW O BT I VL4EFHEL, [VE— Pt — 33— A API (Remote
Authentication Server Integration API) ] F = v 7R v 7 AL [2—P—B L Ue —/LEH API
(Users and Role Management API) | T = v 27 Ry 7 A%&F7IZLET,

BIR L= H T T DK —/LZonT, [E—/b (Roles) |X— Tl HAk L 72 5 45HhE API
KT OMERZERT HZ LB TEET,
e [7HHLD (Read) HEFRTIX, =—HF—1IZDAPLIC L > CHIEISN TWAHEAT V=7 b
ARRBIOEETEXETN, 77907 FOZERHIBRIZTE EHA,

o [EEIAL (Write) [HERTIL, =2—F—3ZD APLIZ K-> TS TnWbd 4TV s
FeRRBLOERE TEETMN, HIRIZTTEEEA,

« [HIB (Delete) (HEFRTIX., TD APLIC L > THIEE N TWA ATV =7 M 5 HIER
MERS 2 — Y — o — U5 S g3, HIBRHERRIZ, Crosswork 7T v b7 4 —L EZFD
TN r—2a Nl o TREINIZEANRGIEZ EEX LN EICERLTLES
A

VEIEC THRZRBESED ZE B TEET,

e 2 —HP =T 7 ZAHADAPIZIRINT A58, TOAPLIZA 2L &b T5AIY | HERAE
5T 208 RHY £,

YRFLT7EREEF2UT4DEE [
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B 2o #eEnsay. srvER

e 2 —W—T 7 AHD APl ZEIR9 5 & . Cisco Crosswork (LZ D 2—H —NFD API I
KT DT XRCOMREZFSOZEAZBE L., BIIWIZ 3 DOMRT X CTEEINLET,

o [FEAHLD (Read) 1 & ETe T X CTOMERZA 71295 &, Cisco Crosswork |Z AP ~D 7 7
TARAEEGTHEMEL, BIRBEREINET,

AR TS0 F4R:

HAH ha—PF—a— LEERT D25 E1E, RORA NS T 7T 4 AW T ab#d LE
S

* Crosswork DREFAEED A T F v A L FBHEOT- O OEH 2 I/RIICHY T 25 HE = —
P—Dr—/LTO [HIE (Delete) |HERZHIEL £,

» T D Cisco Crosswork API Z f I~ 2 BHRHE DO v —/ U2, B = — W — L6 UHER
75%%%?#0

* Cisco Crosswork Zf [l L Cx v b U —27 OF BRI IZB 5 L’Cb‘Z):L*ﬁ: . &
72 &b [EAEY  (Read) |HEFR & [FEEIAAL (Write) | HEFRZ o —/LZ ﬁbi#

c VAT AT —FT 7 hEFITT 7/% & LTI Cisco Crosswork 7 — % D
B RBRTHEVENDLH2——21%, o — VL ~DOFLBYERT 7 v AL 5L E
9,

WORIT, (ERERFT 2UERH DAL ha—F—a—LOflzR LET,

R 2: H R La—H—O— )LD

Oo—JL SBA 51731 /API YERR

FR—Z TIT AT Hy FU—|FTT ALY . FZIAR
J w3 —V %, KPIT
7—MISLTT LA
Ty MIH-LE

R

ToH— 7T — hDOH%EE= |HealthInsights, A >~ |FiAHH Y 5
HF—1LFET N NN i =

API A T 7 L—4 | 4T ERANS ERANS

)

GE) EHE O — VTR ARRY . EEIAR, BLOHIBROMHRZ SO D LENH Y | B /E
TIAH T — VT FE A & EXALOM G OWEREZEZDLMLERHY £3, Eu¥vyF7n
t/aﬁ/ﬂ;&%ﬁ‘é%{%ﬂﬁ% X, T_XTDZTPAPLICT 7 ¥ 2T AHMENHY £,
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a—H—

ATy I

ATvT2
ATvT3
ATv74

ATy TH

a—H—

1—v—n—noks |

A—ILDERK

BEERER A FOo— L a—F—t, MNEISCTCH LW —F—2ERTExET ( [=2—
F—DEH (192—2) | #BHR) .

COHETER SN Za2——i%, B Y Cloa—P—o— VBTNV D HEREE 72
IX AT DRHEFITTEET,

o —% badmin @ —/ui%, TR TCOMEE~DT 7 EAZAREICLET, 1 A M— LIFZIER
S, BEELITHIBRT D LT TEERA, 2L, FOMEREIH LWL —F/La—F—(Z
BlpYCrZnTEET, n—Ira—P—DhN2—Y—o— LE{EREITEFRTE E
9, TACACS —V—3ZNn b0 EEZFEITTE EH A,

FlLna—HF—m— LT 51203, ROFIREZFETLET,

AA A =a—hb, [BE (Adminigration) ]>[1—H%—&A—)L (UsersandRoles) ]>[A—JL (Roles) ]
27 wBRLET,

[m—/L (Roles) 17 1> RUDLEMNZIE[r—/L (Roles) |17 —7 /b, HENZITxET 5 [E2E (admin) ]
F—TANHY ., TR LT — LD —F—HERD I N — T NRRINET,

[2—/ (Roles) | 7—7 AT, [H &2V v s LTF—FMcHiline—Lzy hY 2FRLET,

L — I —BDLuiZ# AN LET,

2 —HPF—m— LOMRFELZERLET,

a) ZOR—LERFOI—YPF—NT I ERATELTRXTDOAPIOT =y 7Ry 7 A%F N LET, API
X, S5 7 7Y r— g VS THREBRIIZ I L—LE N E T,

b) API ZLiZ, WY F v IRy 7 A AN LT, 2= —na—/Z [HAHARY (Read) ], [EXIA
F (Write) ]. BELO[HIBR (Delete) | DR B D0 E 9 EEFR LET, API 7 /L—7 2K (AAA
72E) BBEIRTAZLEHTEET, FA—THNOTXTOAPIPBRINS L, 246D APHITIE [FEAH
D (Read) ], [HEZiAA (Write) . BLO[HIFR (Delete) | DHERNFRIICER SN TWET,

[R1F (Save)] &2 U v 7 LT, LWL BE—LZER L E T,

Frina—¥—nm—1% 12 Eoa—F—IDIZHV Y THITIE, =2—PF—ID D 72—/ (Role) ] Dk
ExmE LET (=P —n—LoOfREE 24<—2) | 22H) ,

A—) LD E!

BEffoa—W—o— oL, Friina—F—a— L OfERER U TR, HRERET S
MENIH D £ A, HELUT, BRlanZa—Y—a— it —F—a—/LD3 T
DOWHERAZMA ST Z N TEET,

a—YP—a— LRI, ZHOF LV ——a— LB T IERER L TED Y THZDHD
BRI HETT, WOFMEIHES T, BEffor— L2 @REMcx £, gilanica—
P — LOMERDERITA T > a VOTFIETT, BRIz a—/ZH LWARTE T D0
ENRH LT TT, HBEISU T, a—YP =0 —7ICFETT 50— L 2Rt ARiaE 0 4T
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HZEMTEEYT, KIZ, FOa—Y—IN—TDa—Y—IDERELT, FrLe—L %
B ECTES (22— —FH (193—) | 25]) , KT, n—VEEZRHEEL T2—
P LBRHERE S TEET (22— —u—10OfFEE 24 2—) | 258]) ,

RT9T1 A A=a—nb, [BE (Adminigration) ]>[1—H—&0—)L (UsersandRoles) ]>[E—/L (Roles) ]
2T BRI LET,
AT9 72 BEfron—n&r71) v 7 LET,
AFy T3 F a2y or LT, 20— OTRTOMREHESH LWEBET L Y % [g—1 (Roles) | 7—7 /L
WAER L £,
ATw T4 HR Lo — B4R Z A LET,
ATFYTE (FFvay) a—LoORELXEFRLET,
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BT
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FHA X, Cisco Crosswork UL CT 7T 4 7ty a VEABERBLIOEHL, kOT 7=
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AT TN A4 A=a—05, [BE (Adminitration) ]>[1—H¥—&O0—JL (Usersand Roles) |>[79 7«4 7
w3 (ActiveSessions) |DJEIZEHR L £,

[727 7 47w ar (Active Sessions) | % 71Zld. Cisco Crosswork DT _XTCDT 7T 4Ty ray
N, —F—2 v s A UK, r A U FEREDFEE EBICRRINET,

RFYT2 e Fet oy a L RETTSICE. [72 Y a3y (Actions) 1FIOFD " FAav iU v s L, [y
v a »DFET (Terminate Session) | ZEIRLFE T, 7273 a VEMERTDHZODX AT al Ry 7 ANE
IRENFET, [T (Terminate) | ZRINL, By a2 TLET,

GE) Ty alERTILLEEFEET LI L2BBOLET, By a UM T Lica—H—id,
HANCE LT 22T 2 81370 < RESTORWEEITRDRLET,

ATy T3 a—PF—DERD S EF AT HIE. [72 2 (Actions) 18I0 Flcdh b S tavmryesL.
(B0 7 (Audit Log) | Z3&IR LT,

R Lz —Y—4 0 [BEdn 7 (AuditLog) |HEAFRRENE T, BEr VO VT, [View
Audit Log) #ZH L T 7ZE 0,

A—H—EBEEME%XE (TACACS+ & LDAP)

Cisco Crosswork (%, @ — /1l a—HF—D PR — MMz T, TACACS+ H—,3— L LDAP ¥ —
N—L DOFAIZ LY TACACS+ & LDAP D2 —H —% P R—hLET, AT 2R ITKD
FlELH D £,

« TACACS+ & LDAP — R—%ZFHE L £,
« TACACS+ & LDAP O a—H—NEM+ 50— L 2/ER L £,
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GE) e AAA P —R_—R—TF T RTCOY— =N [HOERTEHINS FEEHE—RNT
EvS)

BELET, —_—DlIRICBEET AT 7 AHF A A oa—F—Dz [V E— R
AV — =D A APl OEXIART 7B A 259252 L 2 BED LET,

ALY L EBEZIALDOT I AT R ORERFD ((THIER] 77 BAFROR\) 22— —
1T, HIBRERED [EEXAR] T 7B RAHFAO—ETH D728, Cisco Crosswork 7> 5H AAA
P N—DFMEHIRTE T, FHICONTIE, 22— —m—LDERk (23 <—)
EHRRLTLLEE N,

AAAY—R—IZEFT M2 5 L& (TERMREMAIBR) . BEITD-ONCHORfGEZ &%
BEIOLET, T072MRE 28T THEIZ AAAZEET L L, A8 7 A Rt 5
FEEMENH Y £97,

» Cisco Crosswork (%, K 5 BNV — \—D#EkZ R —hLET,

TACACS+ H—/\—DEHE
Crosswork 1%, TACACS+H— "—%fiH L Ca—V—%23iF+ 22 ¢ &2 R—FLTWVET,
A\

AE O ZOHEOFNEICHE S TEAEZIT O & Crosswork D—HW —A( L X —T = A ZA~DTXTOH
LWaZ A NS LICERLTLEZY, By a ryOflizE/NNRIZIZ 57D
12, TXRTDOTACACSH DEEZ 1 [HDE v a L TETL, HETHZLE2BHOLET,

48 DRI

Cisco Crosswork &[] Ut D&% ET HA1IC, TACACS+ Yr— —TUERpa2—HF—m—/L & {E
T D MENSH Y £9, Crosswork % CiscoISE (Identity Service Engine) 72 D7 7'V /r—3/ 3
v EFA LT, TACACSt 7' b VA L CRBRET 5 Z LN TE ET, ZDOH—ERX%F]
F9 5121, CiscolSE CTCrosswork #7 74 7 b & L CRET HMLENRH Y 7, FEAIICD
WTIE,  [Cisco Identity Services Engine Administrator Guidel] ZZ M L T 72 &0,
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b ISE admin 3 0/b_ISE admin
30 _device admin.html

ATY TN A4 A=a—05, [BE (Administration) ]>[AAA] > [H—/\— (Servers) | >[TACACSH] ¥ 7 % %
WLET, 20T 4 FUMBIE, #H L TACACSt — "—DiB, #EDHRE. BLOHIREZITY Z &
MTEET,

ATv T2 FHLWTACACSH H—/N\—%BMT BHICE. ROFIEEEITLET :

a) Flrgavasyys LES,
b) ME72 TACACS+ — "—1{F#HE A LET,
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GE) s ~HOBSEIEMEZHE L, REEERICERIAML 2T D B TH Z R TEET,

* Crosswork 23MFRAE Y — N— LBE T2 121E, ZO_X—Y TANT 5 AR (Shared
Secret) /3T A —H )3, TACACS+*7L“*/\“*'CEQ7£3%L“CI«\Z> HAHRBEOM L —BT 5
VERBH Y £,

C) nmum&/])7% *RL/SET;*

ePAP : WA — RR—ZRDFFEIL, 2200 T AT A D1 DDA TU— REHRNICEFEL, O
/\XU*‘]‘%nLnE@%E {%)EHT57E Fﬂ/bf—a—o

cCHAP : Fx LV INV Ry aA 7o ha LT, 2947 e —R_"—DiliFn7r 1L —
VTR A NOMERF—EZRBLTEY ., TOMBEX—ITHtizr Yy hU—7 BIGEESIRR2NWE
ERMIZR Y £9, CHAPIX., SAU— REIE7 2 b2 (PAP) LV ENT-ExX=2VU T ¢ 24
L E9,

d) BET LT XTOFEMEAL LIS, B (Add) 1227V v 27 LET,

GE) [AR U > —ID (PolicyID) ] 7 4 —/V Ri&, TACACS+ ¥ — _"—THERk L7z —H—a— iz
st LET, HFpa—H—a—/LE21ERT D HiIZ TACACS+ —H%— & L T Cisco Crosswork

ZrZArLEredsL, TSN TWERA, ~ETHRY) > —0H0 4
A (Key not authorized: no matching policy) | tWH =T —XA v —UBRRREINET, =
DEEF. 77UV EMLES, n—U A EHFEL—P—L LT A L, TACACS+

P N—TRREL TV D2—P—— L 2B L, TACACS+—H —n 7oA EH 2

LT Crosswork I 7' 14 > LE L £,

e) [TRTOEHLLZRAFE (Save AllChanges) 127 U v 7 LET, BHEEAZEFT H720OY——DH
T 2EEA v —UNRRINET, [EEDORSF (Save Changes) (47 U v 7 L THER L E
ﬁ—o

ATY T3 TACACS+ H—/N\—%HmET HICIE. ROFIEEERTLET :

a) TACACS+ H#——DRIc s F = v s Ry s 2%V wr L, ervvr s,
b) BEEMxItk., [EH (Update) 127 Vv 7 LET,

ATv T4 TACACS+ H—/N\—%HIBRT BIZX. XROFIEEERTLET :

a) TACACS+ —S—DICHbF = v/ Ry s 2% 2V vy L, Bl %20y LES, [H——1P
7 FLUADHIEE (Delete server-IP-address) | %A 7 02 7R v 7 AN E £7,
b) [HIBE (Delete) 127V v 7 LCHERLET,

LDAP H—/\—DEHE

Lightweight Directory Access Protocol (LDAP) 1%, T 4 L7 M UIFHIZT 7 A L TEHT S
DI ISP — =71 k2L TF, Crosswork |, LDAP ¥ —/3— (OpenLDAP, Active
Dlrectory\ BLOEF2T7LDAP) 2L Ca2—¥—%2FiEd 52 L2 AR— ML TVET,
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IPRy NU—IRBETT 4 L7 MY EEBL, T—XWBEAOHEMAR XTI EMHEH LT
TCP/IP ECEBEFEITLET,
X a7 LDAP 7O Fa I EZEHAT AL, LDAP Y — X—% BT B Hi1IZE ¥ = 7 LDAP i@

BREAEFEZIBNT 206EB8H Y 9, FEAFEOBMOFEMIC OV T, B LWREAE OB
@ ~=) ZZRMLTIIZSN,
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FE ZOHEOFIEIZHES THAEEZTIT S5 & Crosswork Da—W—A L B —T = f ZA~DFTXTDOH
LW 7 BT A LICERE LT EZE& Y, By a Ok a R/ NRIZIZ 5720
12, TRTOLDAP Y —R"—DOZEFZ 1EOE Yy 3 TETL, RETHZLZBEDLE
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ARTYT1 AA v A=a—0b, [EE (Adminigration) ]>[AAA] > [H—/3— (Servers) | >[LDAP] # 7 Z iR L
FT, ZOV 4 RUZBHALT, #H LW LDAP — N—0iBN, ZEOHRE. BIOHIREZITHY Z &0
T&EET,
ATY T2 HLWLDAP H—/N\—%EBMT BIZ1F. ROFIEZEFTLET :
a) Hrqaviksyos LET,
b) MER LDAP H— —OFEME A LET,
GE) * TACACS+H— "— L [AERIZ, —BEOERIBMEAZ R E L, RAEERICESEIEN 2 F 0
WTHIEMWTEET,
e EX 27 LDAP Y — —Z BT 5%, [BF = 7 (Secure Connection) | 7 /L

RE ML T, BET D% 27 LDAPGEHEA [REHE (Certificate) ] K1 v
THETUY XA LERLET,

« [R VU —ID (PolicyID) ] 7 4 —/V KiZ, LDAP % — _—TIEK LIz —H —nm—/L
WX LET, MERa——a— L E{ERT DRI LDAP = —%—& L T Cisco
Crosswork (IZR 7 A LEHETHE, B4 NCKRIMLE L, AU —nEOH
DEHA, Fv PT—ZEECBHWEDLEL S, | tW0WH T —RXvk—D
BRREINET, 20T —%BLET HIZ1E, Crosswork THT LVNLDAP H—/3— % 5%
FET HENZ, LDAP r—N"—TCH#F 52 —Y —a— L Z2EkL T ZE0,

o [Add] %7V v LET,

d) [TRTCOEEEZRTF (Save All Changes) 127 Vv 7 LET, BEEZFEHT D200V — —DHE
BT AEER v —URRREINET, [EEDORTE (Save Changes) 1% 7 U v 7 L CHER L E
—g—o

ATY 73 LDAPH—N—%HET HICIE. ROFIEFERTLET :

a) LDAP ¥ —N—DfEIch B F =y IRy 2 2% Vv L. X %20 v LET,
b) BEEMZ . [EH (Update) 127 Vv 7 LET,

ATv T4 LDAP H—N—%BIRT 5(12IE. ROFIEFERTLET :
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a) LDAP #—A—DMchHbFx v s Ry 7 2% 27V w2 L, [0l 22097 LET,
b) [HIBE (Delete) 1227 U w7 L THEGRLET,

AAA H—/N\N—BEHFHTE
B 5 AAA 7 7 B AFF Al o2 — P —d, AAARTELZRETETET,

AT TN A4 A=a—00, [BE (Administration) ]>[AAA] > [FRTE (Settings] DNEIZEIN L E 7,
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GE) EHE - IE e — IV TRIESNE T,
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EZBIRLET, FHEISNHIRELBEITT A RAREDOE FIZR>TWDHa—Y—iX, BHEWICr /T

v hENET,
(6=3) TN EDIA LT T MEIX30TT, ZA L7 0 MEZTHET L&, X—UREHFINT
ERBEH SNET,

ATy 74 [5t v a % (Number of Parallel Sessions) ] (ZREH# ¢ A2 AL £,

G¥) Crosswork (%, FFFfEH 22— —|Zx L CT5~200D4Ev gty a2 R—FLF
., Whleya a5 E ., Crosswork ~Da 7 A UIFIZ T —RNERENET,

ATY TS5 [m—H /AT — RR Y — (Local Password Policy) JIZBIH# I HRRELZBRINL F9°, FFED/ AT — R
RIEILT 74V TADC>TEY, BT LI TEERA (R 2IE, &AIOr 7 A URHIN
AT — REEETD) .
GE) INRAT— KRR —DEFIL, 2—P—NRICARRATV—REEFLZE oL @EHEINET,
oA UK, BEEONRATY —ROa Ly P53 AT VA TTF oy 7 SR EHA,

GE) [@— BV /RAT — KRR Y 32— (Local Password Policy) | #7325 &, FEE X, =—H—N0
Cisco Crosswork "6 v 77U hEfLbETor 7 A U EBITORMEEE e v 7 7o MR %
HETEET, FHERFRARRT S &, 2—F—FIELVW e A U ERTR A V2R ITH D
EINTEET,
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* Cisco Crosswork f ' 7 7 A KT 7 F ¥

e Cisco Crosswork A h L— 25 A (m—H )V FE - 13485)

Cisco Crosswork ¥ = UV 7 ¢ Z#{b 3 2121, IROF A7 ZFTTHLERD Y £7,
X 2T R—FERMEAR—FDT vy FFT
Xy NI —=2 Tr AT Ut —/VDRE
« MBI U7z Cisco Crosswork A > 7 7 A N T 7 Fx Ok

FERERIRE LT, YA a0 ENEREBREICEA OV — —gRb A ¥ 2% TRt L
FI N, ZOHEIRTFNEIZHE - T Cisco Crosswork ZR#ETHZ &b T F9,

DIL\I:IIEX Ay 1) /7

Cisco Crosswork (%, /NA U — ROHERICE DM OB #ET 2 RIEFHDO U A% ERET 5729
W2, B A UBATORBZIC e 7 A VERITEMEILE T, ——A0a 7 A RITR RIS
HE, ZO2—F—ZOTRTCORFARTNIBM 7oy 7 svET, Ary N U7X
TACACS. LDAP, T 7 4 /v hDu—h)ViBGER &, ViR— ]\éj’bfl/‘é‘@—’\f@ubnf[:jﬁ‘ﬁ
WHTEET,

FEGEFIVT AR

CiscoCrosswork Dt % = U 7 ¢ Ol w BIETEEE L. ROEX =2V 7 o f#E&% L <
PR L TR MLERH Y 7,

HTTPS

Hypertext Transfer Protocol Secure (HTTPS) TiX, F¥ rNV &N L TEEINDLT — X Ol
felz, %27 Y7 v h bA¥ (SSL) F7iXZDO%BEOEEAERK Td 5 Transport Layer
Security (TLS) 2MEHA &N E 9, SSL THEHEDHETINEN R o> 7272, Cisco Crosswork Tl
BIE TLS OANHAR— F SN TVET,

)

GE)  TLSITIRFEMNZSSL EMEEN D Z EMNEWN 2D, KA RTHZOETITHENET,

SSL X, T4 R —, Bk, BIXOWTFT—XEBAMEEZMAGDOEDLZLET, 77947 M
P —=R—DBOT —FEEETEHELET, NODEXF2 VT 4 A= RLEHINTHIZD
12, SSLIXAFMAE, FUEE F—/ABM ¥ —aH27 . B LU Diffie-Hellman 8844 /35 X — & Zfif
HALET,

X509 ;EBAE

X.509 EEE%ECE*ZE?\”“—//\F%% 0)/\077(i :L"—‘"j:"—'ntuuft}:];'fm/\“— ')_“’—‘0)7745::/5:/]’
T ARGEIZHE R ST VX VB O—FET7, VeriSign X° Thawte 72 & OFRFER (CA) 1%
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TT 4T 4 (= N—FFZT TAT N Z#BT 5720 0AEELRITLEST, 774
TV NEIT— N—REEICE, BITRRER AR E T A NVEL . v TR S, GEE
DIITSNT T TAT v NELIFY——D4H], AX—. BIXOGEHEFEDO AR E
NET, CAlX, 1 2 EOBEAGEHERMH L CSSLAFAELAER L 7, FELFEHAEIC
I, CABADOERICHEH SN DIWAEMET—DNH VY T3, CAIXBAMEEAE (AHF—
DHEHDIAETND) ZHBEICATTEDLLI2ICL TS, #THLZOREHELMAH L C,
SSL FERHENEERICHED CAICL > TEBL SN L 2R TE £,

—fIZ, N T_ATFE VT 4 (HA) EIFEHA OWGFOBRE CIHFHELRTET HITIL. RO
FNEMLEE T,

1L P——DIDEAELERT D,
2. V=R IDAEEA A F—1T D,
3. T ANL—REEHELZ IV SAT U NEFRITIT T UOTFICA A N—LT 5,

FATT 5 BB DB BERN R4 A 713, ZHAOREUC L > TRZY £,
ROMUTEE LT &,
« P N—DRHNEIE Y = v 73 HARBE THEIT O SE N H Y £,

AHEIP 7 RLUANERE SN TWHIEHA BEETIE., KV EMEARGEAZEER Y 0 A% 5%
TTHUENSHY T,

1 ﬁr’] sSL nll_,\

Z i, &747VF$L@&#~N~(¢W%—N—Ti&<)u%ﬁbfwé’&%%m
TOMERDLGAIHER SNDRAEHIET, T4 XU 7O Web A DX
PRV AN AP ﬁbfwiﬁomnm TIAT VIR —RN—LD Y ) —A~DT 7%
AEFRLIZEZICHBINE T, VY —ARFET DV ——%, ZOT AT T 4T 1%
FEBAT 57201, = 3N—FEBE (B4 SSLAFHEE 7213 x.509 FEHE) 227 T4 7 v Mok
BLET, 7747 MIZBELEY—N—GEHEEZ, 77947 N EREFT T UFICA R
h—=VFTBMNBERHDLPIOEETEL4 727 b (—"—)b— FEAE) LA L THIE
LEd, h—_"—Dfirk, BabEaniz (OFEVEXaT77R) WETF v RAVDHLSNE
4, Z Z . Cisco Crosswork —/3—|Z L o> THTML EROFR M —PF—4Z L XA T— K
DAV RD HIVET, SSLEFDNHEL SN RICa—F— 7 LT vy VEANTHE, R
RAEDFE =FIZ L DHEZ S T ENTEET, BB, 2= AL XAT— FRZIFA
nonz#, h—"_"—FEIHFETDY Y —A~DT 7B ANHFTSINET,
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GE) 77472 MIEEROY— =LV MY T 572010, ROV ——FEHEZ NI 205
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1: Client hello message is sent I

- 2: Server hello message and server certificate are sent

3: Client verifies server certificate

= B, . 4: Key exchange and server setup are completed .
Client

Server

II7AT v MI— NEAEEZA VA N —AVTHUENDL00E D 2T 512X, 77U
YPOURL 74—V KTy TAay R LET, BHIOTA 2 RNFERINDEEE.
WL — REEHERT TICA VA M=V EFERTHDHZ EERLET, ZLOHE. 23k
DREVWNTIDLORIER (CA) IZX->TEL SN — N—GEHEICEY LET, — W
RTTIFTIIINSGD CANSDIL— FEBHENEENTWEND TT,

T T v NN — N—FEAEICEA L7 CA 2GR L WGAE., Bt o U T ¢ TR
EINTWRNWIEZERLET, ZHENT L RERMETIERL, #id 50— —0D
ID ARFESNL TRV EERLTWAEITTT, ZORET, IRD 2 DDOEIEOWT I
EEITTEET, 1 DM E R L— NERAEZ 2 FA4 T N ERIZT I U9HICA A =L T
xF9d, 7T7UVDOURL 74—/ RiZu v TA arnNERrEINEHAE. GEHENEFIC
AVAP=NENTZZEEBERLET, I 120, 72747 MIHOBAGMAEZEEZ A A
F—=AT&HZLTYT, BHTEDCAICL > TEL SNV — MEHEL IR Y, HOE
AREEIIERE CHLIMANE LT T A T 4 I Ko TELA SNE T, ACELAEHELME
LTS ETF ¥ RV ZERCTE LT, 8T 2 —3—D ID BRRFAES TV RW 2D |
EEDOY AT BES Z LR L TEBW TSN,

EtEFaTHR—FBEIUH—EXDEML

—EIRAR Y =L LT, RERR— NN T H20ERHY £T, £5, EOR— MR AF
T2 > TN D ERER L7214, Cisco Crosswork Ol i DIERE A 1T 5 Z & 72 < BTk,
TELHR— F2YHRITHLENRHY 9, ZNEITIITIE, B THWDER—FDU X N EFRR
L. Cisco Crosswork THERR—FDY A N LB L E T,

FANWTNL TR TOY A= TR —=FDY A MEERRTDHITIE, ROFIRZFATLET,

ATv 71 Linux CLIEHE 22— —L L Trs AL, nesat-aln 2~ REAHLET,
netstat -aln =~ > Ri%, BIERWTWS (EobsihvTnbd) $—s3—@ TCP/UDP " — K, VAT AT
FEHLTWAMOY—EADAT =X A BLOZOMOEX =2 7 4 BEOREFEHRERRLET, =
Da<wr Rt ROXH>RHAAEIKLET,

[root@vm ~]# netstat -aln
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
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tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN

tcp 0 0 127.0.0.1:8080 0.0.0.0:%* LISTEN

tcp 0 0 0.0.0.0:22 0.0.0.0:%* LISTEN

tcp 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN

tcp 0 0 127.0.0.1:10248 0.0.0.0:%* LISTEN

tcp 0 0 127.0.0.1:10249 0.0.0.0:%* LISTEN

tcp 0 0 192.168.125.114:40764 192.168.125.114:2379 ESTABLISHED
tcp 0 0 192.168.125.114:48714 192.168.125.114:10250 CLOSE_WAIT
tcp 0 0 192.168.125.114:40798 192.168.125.114:2379 ESTABLISHED
tcp 0 0 127.0.0.1:33392 127.0.0.1:8080 TIME WAIT
tcp 0 0 192.168.125.114:40814 192.168.125.114:2379 ESTABLISHED
tcp 0 0 192.168.125.114:40780 192.168.125.114:2379 ESTABLISHED
tcp 0 0 127.0.0.1:8080 127.0.0.1:44276 ESTABLISHED
tcp 0 0 192.168.125.114:40836 192.168.125.114:2379 ESTABLISHED
tcp 0 0 192.168.125.114:40768 192.168.125.114:2379 ESTABLISHED
tcp 0 0 127.0.0.1:59434 127.0.0.1:8080 ESTABLISHED
tcp 0 0 192.168.125.114:40818 192.168.125.114:2379 ESTABLISHED
tcp 0 0 192.168.125.114:22 192.168.125.1:45837 ESTABLISHED
tcp 0 0 127.0.0.1:8080 127.0.0.1:48174 ESTABLISHED
tcp 0 0 127.0.0.1:49150 127.0.0.1:8080 ESTABLISHED
tcp 0 0 192.168.125.114:40816 192.168.125.114:2379 ESTABLISHED
tcp 0 0 192.168.125.114:55444 192.168.125.114:2379 ESTABLISHED

ATy

72

X Cisco Crosswork THEFH SN TWAR— DO TF—T N EZFER L, R—FRFOTFT—T IV A ST
LHNEIDEMRLET, TORESEIZTDHE, EOV—EARF—FE2FEHLTWDE, BLOED
P —EARRET, BRIZEMETEZ D0 ZHBITEET, ZOLAD M4 i, 8nICEZEL &
FESTICAR— P 2L TELZEEZERLET,
(6=3)) A= EITY—ECRAZ LT D2HLERNH D008 9 DR OEEL. Cisco DY EITHM
WEDbELTEEN,

Ty NT—=TNIZT7 7 AT U=V 586, Cisco Crosswork DEMEIZNEER N T 7 ¢ v 7 ORI EFFA]
THLOIE T 7AT U= NVEERELET,

AFL—TDRI1E

FT—HRX—A Ny T S P——72 Cisco Crosswork DA > A b —/)LIZE&ED DT T
DAN—VERARET L2 BEDOLET,

cHEA P L—VHBEH L TWAESIE. AL —V0R_ 0 F— 02 a2 E 2BV
BbELTEEN,

A P L=V AL T LHEIE, Y Aa0lYFTBRWEDEIES Y,
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