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Crosswork Summary Crosswork Health Application Management
~ N Crosswork Platform Infrastructure @ Healthy Microservices(30) @30 @o @o
Description: Flan, design, implement, operate, and optimize your network: with Cisco Crosswork Platforn
Microservices Alarms
Status MName Up Time Recommen
@ Healthy robot-topa-sve 316h 24m 475 None
@ Healthy cw-grouping-service 316h 18m 48s None
@ Healthy robot-alerting 316h 13m 19s Mone
@ Healthy cw-clms 316h 12m 19s Mong
@ Healthy CW=proxy 316h 11m 20s MNong
@ Healthy docker-registry 316h 36m 65 Mone
@ Healthy alarms 316h 27m 20s Maoneg
@ Healthy robot-fleet 316h 15m 59s MNone
@ Healthy nats 316h 47m 36s Mong
@ Healthy robot-diminvrnar 316h 32m 47s MNone
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Crosswork Summary Crosswork Health Applicatior
Crosswork Cluster Platform Infrastructure
Q Healthy Q Healthy

Plan, design, implement, operate, and
optimize your network with Cisco
O 0 5 Crosswork Platform

Down Degraded Up

Nodes (5)

ATY T2 Crosswork 77 v N7 4 —AL A VT TARNT I FXxO—H L LTEITEINTVWELEA 7 ot —ERZHT
DEEAIE R A ERB L ORR L ET,
a) [Crosswork D IEHE (Crosswork Health) 1 # 7 %27 U v 7 LET,
b) [Crosswork 77 v~ N7 4+ —Ah A 77 A K727 F ¥ (Crosswork Platform Infrastructure) ] D17 %
L. zrzyoric [7 7V r—a o OFffl (Application Details) | Z i8R L £,
B 2: [Crosswork D IEE M (Crosswork Health) ]

Crosswork Summary Crosswork Health Application Management

@ Platform Infrastructure @ Healthy Microservices(30) @30 @0 @0 Recommendation None
| View Application Details
Description:Plan, design, implement, operate, and optimize your network with Cisco Crosswork Platform e
Microservices Alarms

Status Name Up Time Recommendation Description

@ Healthy node-orchestrator 4h 57m 37s None

@ Healthy cw-views-service 4h 48m 47s None

@ Healthy neodj-topo-sve 4h 47m 325 None

@ Healthy dg-manager 4h 46m 47s None

@ Healthy robot-orch 7h 0m 12s None

c) [77Vr—a Ol (ApplicationDetails) [V 1 > RUMNDL, v 7 uh—EXADFHEMET = v 7
BLOWERL, vf 7o —ERALZFHEHE) L, showtech [FRZINETEET, ZOU 4 FRUnHA
A= NVEEDOS AT BFATTHIEHTEET,
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3:7FVr— 3 DM (Application Details)

‘ Platform Infrastructure

Health Status
Availability

Recommendation

Description Plan, design, implement, operate, and optimize ypu

Microservices

Status

L ]

@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy

@ Healthy
Limited Protection

None

Platform

Alarms

Name

cw-grouping-service
robot-ui
robot-astack-kapacitor
nats

robot-zookeeper
robot-fleet

cw-ipsec

robot-alerting

Request Metrics
Request Logs

View Showtech Jobs

(" Showtech Options )
e o)
Request Al

Up Time

5h8m 2s

5h 1m 155
5h 8m 48s
6h7mds

7h 16m 42s
5h 2m 43s
7h21m8s

5h 4m 455

Recommendation

None
None
None
None
None
None
None

None

Publisher Cisco
Version 4.0.0-rc.1+build.14
Build Date Mar-28-2021

App Status @ Active

Description

ATYT3 vA 7 uh—RCHET 5T 7 — L aERB LORTLET,

a) [77—4 (Alarms) [ # 7 %27V v 27 LET, U A NI, Crosswork Platform Infrastructure 7 7 —
ADOHRNERENET, TIZT 4 TRT T—LDOHhERRTHIET, VANEIHITT 4 /L2 LB

TEET,
B4:75—L

Microservices

Change Status v

Source

Node 3eld...
Node d137
Node bd41
Tyk APls

] Tyk APIs

Alarms

Notes -:D‘ Active Alarms Only

Severity

]

€ Waming
© Wamning
€ Waming
@ Info
€ Info

Description

MDT device configuration expected to be done out of
MDT device configuration expected to be done out of

MDT device configuration expected to be done out of

tyk-O[capp-infra] Sync APIs install completed

tyk-2[capp-infra] Sync APls install completed

Last Update . Status

Tue,

Tue

Tue,

Tue,

Tue

]

Mar 30, ... Mot Acknowledged
., Mar 30, ... Mot Acknowledged
Mar 30, ... Mot Acknowledged
Mar 30, ... Mot Acknowledged
, Mar 30, ... Mot Acknowledged
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FEINT OV |

(" Application Actions /)
o SR
nstall
Upgrade

Activate

Uninstall

Actions

Actions

Restart

Showtech Requests
Request Al

Request Metrics

Request Logs

=

Selected 0 / Total 33 C) £#
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R3:79—h—/—FDEM

YETT 4 (EKE)

[A Y% — (Major) ]

AL VM / — KBEmEnE Lz, ZoAXrh
X, K87 T AN ) — RERH L& &I03
ELET,

75— LD L

syslog A v &— DH

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-capp-infra -
b54ec903-9e0£f-49b8-aaf3-1d72cf644c28
vm4wkr-0 'Successfully added new VM into
Inventory: vm4wkr'

A
%

VM J —KRK&EE=X—L, EFRILE2rRT
AT —=H ATUNIRRINTND Z & 2R
l/\gzjqo

R4: 29 b TV TOEET « RV F=ILBEDREE

ve7T 4 (EKE)

[7 U7 ¢ 1)V (Critical) ]

syslog A > &—T D]

B ZDANY ME AT T AT F v Capp
DEBNC 1.5 3L oo 12354870, £
Docker 7" ¥ a2 DFETIZ 2 53 LA Lo 7285
BICREAELET,
ZDAvE—, firstbootlog 7 7 A /L THE
MTEET,

VAL N/A
N/A
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HDHZLEHRLET,

Day1 4/ R>

x5:7—h—/— FOHIK

vEIT 0 (ERE)

[A Y% — (Major) ]

i DAY NI, VM — FAHEEIND &3
ELET,
VAL L

syslog A > &—T D]

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
CLUSTER-CLUSTER -
33a5ce0d-6cd0-4e4d-8438-85cfa8fbdaed
CLUSTER-99

'user=adnin, policyld=admin, backend=local, loginTime=2021-02-
28T01:38:48%Z,Category=VM

Manager, RequestId=vmd4wkr [Erase VM []]'

R
&

VM /—FR&EEF=FZ—L_L, UlLIZE RN
RoTWDAI L 2R LET, HEBRENK
BLZ=8E1E. /— RoWEEZFERITLET,

R6:T7TUr—avnEM: B

eI (ERE)

(GRS

B!

ZDAR MR, T = a UINIEEIC
BNEnd ERAELET,

SRATLEEHDER .



. Day0. Day1. Day2 A N> 45|

AT LEREOER |

A / Administration / Crosswork Manager

Crosswork Summary Crosswork Health Application Management
Applications ~ Job History ~ Showtech Requests  Smart License
Towo 0 2 | Job Details
Status Job 1D Action User JobID Status
E % 9 e
A5 Completed
admin Jobs (8)
admin
admin Timestamp

admin

4 User Start Tir

admin End Tim

Description

Indexed cont

Indexe

admin ] Download co
Downloading
syslog RAy— <time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
CLUSTER-CLUSTER -
627p2140-a906-4a96-b59%b-1af22f2af9f6
CLUSTER-99
"o type=INSTALL AND ACTTVATE, APPLICATICN, NErager=app Terager
,user=admin, policyId=admin, backend=local, loginTime=2021-02+
28T09:34:547, payload={"package identifier":{"id":"cappztp","
version":"1.1.0-prerelease.259+build.260"}}
[accepted] !
HELE 7L
R71:7TUr— 3 0mEM: KK
YEIT 4 (HRE) T
B ZOAXRY NI, 77V = a r&2BNT
IRV AITEAELET,
VAN Y|
Crosswork Summary Crosswork Health Application Manage!
Applications Job History Showtech Requests Smart License
Job Sets Total 0 O
Status Job ID Action User
Details
QFailed @  AJ14
{

@ Complet...  AJ13
& Complet... AJ12

& Complet... AJ11

® 6 e 6 6

& Complet... AJ10 install and activate application

syslog A > t— D

L

B O ATLEEHOEE

"@type": "type.crossworkapis.cisco.com/z
"file": "/root/images/ztp-eft-dropl.tar.

admin



| v2FLERMEDEE

Day0. Day1. Day2 DA X2 ~5| .

HEAE

TI—HEELZER, 77— a o
MEFRITLET,

®8:7IUr—23avDT7I T4 BY

YEI7T 1 (ERE)

GES

i DAY NI, TV = a UBRIERIZ
TIT 4 TAEENTBITRELET,
VAL L

syslog A vt&—¥

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-Crosswork Health Manager -
010689d1-8842-43c2-8ebd-

5d91ded9d2d7 cw-ztp-service-0-0 '
cw-ztp-service-0 is healthy.'

B
%

TIV = a b I AR RET VT 4T
fLLET,

R9:TTU5—2avDT7I T4 71 KK

eI T 4 (ERE)

[7 U7 ¢ 71V (Critical) ]

i TDAXR NI, TV r—a &7 0T 4
T TERWEARICRAELES, v~/ 7 ad—
ERAEIIAR v ROREPNICEE) L2229,
77T 4 AN KT S RTREER H Y FT,

75— LD L

syslog A v&— 2L

HEd

b

ROFINEZETLET,

VaTEBEEMGR L, T/ T 4 b7 e
TADEZ CRILIZDERELET,
HET DRy FOWTNOBIRERIZ %
LA IE. Ay REFEELET,

TN = al BT A VARV
Tmb, 77XV 55— a DA A b—
EFHFRITL T EEN,

R10:T7TVr—2avh3nBBLTLERGREEMHIELAEL

YETT 4 (EKE)

[A Y% — (Major) ]

SRATLEEHDER .



. Day0. Day1. Day2 A N> 45|

SAFLEREMOER |

i ZDARYNE, T =2 a UINIEEIZ
T T4 T7AeENTR, TSI r—va R
TIT 4 TR Thb3nFEELTHLa
R—R v FBIEFERRIEE HERF LW GAIC
AELET,

T T — O] L

syslog A v &— Df 2L

HELE

LIEB LD, IERZRRIEIC e 5 12558137
F—bLuE7VTLET, LIEOLSESTHIE
HIRIRABIZ 72 B 220G BT, Cisco TAC 1235
WEDbELTEE,

Day2 f X2 k

®MN:/)—FRLAY 9 )—2Fv T

YETT 4 (EKE)

FE

B!

J—=FRDORVA 0L, VM /— REHEETD
M FEE S — KB 5 5L BEIRE L nWiggs
WCRAELET, FLA e, /—FT
FITENTWDEIRY FaBEhEShET (/T
2B ENT-R y FIIBE £ - 1R R
RHZENRDHY, H—oA VAX AR Y RiZ
RO —RIZBEILET) .

T F— LD

o ) — KD R A DK

o ) — ROHIEKED k8 ETCD D7 V) —
T O

o ) — FOHIR

syslog A v E—

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-Crosswork Health Manager -
0062232f-54dc-49p2-8283~

506b7bf672a6 astackserver-0-0 '
astackserver-0 health is degraded.'

R
&

BlEzE=F—LET, NLA UDHIBROKE
BTHIHIGAIL. ENETNLD /) — REHEEL,
HLW/  —FREHEALET,

B O ATLEEHOEE




| vAFLERMENEE

=R12:/—FOFLAY  RK

Day0. Day1. Day2 DA X2 ~5| .

ETT 4 (HKRKE)

[A Y% — (Major) ]

B J—=FOKRbA %L VM / — RZHETD
P, EET = RS U ERE LWEE
WCHELET, ZOAXUME, /J—FDOFR
VA UBERRICL 258 1T E LT,
77— LD L

syslog A vt — D)

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-Crosswork Health Manager -
b062232f-54dc-49b2-8283~

506b7bf672a6 astackserver-0-0 '
astackserver-0 health is degraded.'

HEDE

J— REREHELET,

£ 13:/ — FOHIRR - kK

YETT 4 (EKE)

[7 VT 41w (Critical) ]

BLL!

ZOVFIVFTIZ. MM TV R —RD 1
OIZFEENFEA L EMBEL TNET,

DAY RE, S RRSHLUEZ T L,
HBEIWIZ Y — B AEIRIZ R > T2 5E12 38 4E L
*7,

Z DA M, F#ED Cisco Crosswork % fif
FAETI VM 245 1E F 721 3HIBR L2540,

FLFTED ) — R ~DF >y N T—7 OIFIERN
BELEBRIC NI A—SNDZER3H0 F
T, k8sITZ D/ — K TR v FOHIBREZ HE
BB L ET (FLuA HIBRERME) . EFIC
V)= T w7 ENTWAR, VM / — R
Xy bw—r3InET,

T 7= LD

)= FHIRIC LD 2 U =27 v T ORI

o J— ROHIKIED K8SETCD » 7 Y —
VS FAPERi

syslog A v&—

L

7
&

FEENEE LT ) — FEEEL, FTILWVL VM
FRALET,

27 LEEEOEE )
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. Day0. Day1. Day2 A N> 45|

K14:/—FOHIBR: 7U—2T v TDRK

YETT 4 (HKE)

[Z7 VT 4 J1/v (Critical) ]

L TOANRY ME. FLA UIERNSET B &
BALET, /J— KB5S UEFT LT
5EL K8sITED ) — KRRy ROHIBREZ BE)
BRI L £,

VAL L

syslog A v &— D) L

iisy

J—FREMNEL, Blos Y —r7 v THEBEE
BITLET,

£15:)V—RDTY T FOTRE

vEIT 0 (ERE)

[Z7 VT 4 A1/ (Critical) ]

i ZDARNE, VTAZ ) —RY—AD
FEAENEL, VU Y—=AT7 v FF U FHRR
BLTWAEAICRELET,

T T — A DH L

syslog A v E&—DH L

HEA

b

HLWT—h—/— R&EEmL x4,

R16: 7TV 5—2a>vDETI T4 1L KB

eI (ERE)

[~ A F— (Minor) ]

i TDAR NI, T = a nIET Y
TaTbENS ERELET,
T T — LD L

syslog A v E&— Dl

<time stamp> <hosting hybrid node>

<time stamp> <crosswork VIP>
CLUSTER-CLUSTER -
ade982ea-7£60-4d6b-b7e0-ebafc789%edee
CLUSTER-99

© 2021 Cisco and/or its affiliates. All
rights reserved. Cisco Confidential - DRAFT]
version 1

"user=adnin, policyId=admin,backend=local, loginTime=2021-02+
28T09:34:547, jdb type=ININSTALL APPLICATICN, Menager=ep NMenager '
,payload={"application id":"capp-ztp"}
[accepted] '

7
&

L

B O ATLEEHOEE



| v2FLE%MED

[=§

F17: 77V 5—2a3 VDTV T 14Tk KK

Day0. Day1. Day2 DA X2 ~5| .

ETT 4 (HKRKE)

[Z7 VT 4 J1/v (Critical) ]

A TDAR NI, TV = a BT
T4 T TERWEAICRELET, Zhut
A7t —ERAELITIRN Y RRFELZETH
DGEITRAT HAREMERH Y £,

T T — LD L

syslog A vE— L

HEAE

ROFIRzZEITLET,

s VadBREREMGR L, TV T 4 7k 7m
TAOEZ TR LD ERELET,
EBT DRy ROWT O BRIERFIZ K
LTS AIEL, Ay RemidLEd,

TN —vaET A VA R—LL
b, 770V =y a DA A b—
NEFRITLTLTEE N,

R18: 7y FT—Y TORET 1 R EITBEDRERE

YEIT 4 (HKE)

[Z7 VT 71/ (Critical) ]

B ZDA Ry M, /1"/7?2]\?7?‘%’Capp
DRI 1.5 53 Lh By 753071 = el =
Docker 7' ¥ 2 D5ETIZ \U\J:ﬁ)i))o =%

\_%\éﬁz ]\/ij—o

ZDOA vE—UIX, firstbootlog 7 7 A /L THE
WTEET,

77— LD N/A

syslog A v &— D) N/A

27 LEEEOEE )
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SAFLEREMOER |
HELE ZOMBEIX, AT LTS HITEAEZAT 0l

(RS D MENDH Y £9, ROFNEE
LET,

= =

FAT

¢« FUARATARNL—V LRy NU—Z DSLA
BENG T SNTCWA Z A2 ER L ET,

- R LTI S,/ — R T/ ey s

=T ENIAEERICTH L Z L&
B L £

«RAID A L TWAEAIE. RAIDO T
bHZ L EMRLET,
R19:ETCODDY ) —>TF7 v
YvIT 4 (ERE) 1%
AR ZDANRY ML HENNRVM ) — REEEL,
ETCDZ UV —2 A R_R—2 o TD7 ) =0T
TEAENBE ENTZBEITRELE T,
7T —L0fl ETCD ® 7 V=27 v 7RI LI- 56
o J— FOHIREEF D K8SETCD 7 U —
7 T DI
7T —Ah ) — ROHIK
syslog A vE— L
HELE = — R,
=20: 7 — KOHIRED KBSETCD D5 ') —2 7 < TM kK
YEIT 0 (ERE) [A Y% — (Major) ]
i DA NI, ETCD 7 U — 7 v FHE
DR LTSI RELET,
VAL L
syslog A v &—DH 72l
HELE J— REBREHEELET,
®21:34 7 O —EXDBEY : KK
VeI (EKRE)

i

Warning)

B O ATLEEHOEE
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gammons [

i ZDOA Ry NI, PRV A 7 e —ERF
eIy i L, BERKILZ L &
WZHRAELET,

7 T — LD L

syslog A v E—DH L

HEA

W

A7 —CRAELTIRy FEFEFLE
T, EETEINE I DNEERTIHZHIC, =
NEFEITHO MBERHDGENHY £,

BERIFROINE

BAin 713, VAT A TCTETENETARTCOEER2—Y =T 7 v a v la—F—FlRzr~y
v LEd, 77U r—a® Showtech 2 7 2R RTHI101E, 7Ty T 4—Lb A
TIANT I Fx &7 7V r—va IEFEEOE=4— 2 =) | 2R TIZI0,

R o 702k, ROBIECEEST 22— =T 7 a URNEaEnEzT,

TR ADKFVR—TFT 4
o —F—DERk, HIBR, 3 L ORE DO

* Crosswork Data Gateway & B {F

o« [WEEY 5 T OVERL

o WHHZ A7 (show-tech DFEFT,

FARECOER., NSOBEHEDT 72 3 V)

* Cisco Crosswork Change Automation and Health Insights :

ATy (AR —F, =7 AR=b, FLFHIR) LTV AT7 v 7 DRITOE

b2

\}

GE) TV A T v 7 OFATERNEE S H L, Change Automation (1
e rsx2mMhLET, BEu i, vA Ty 04, 2—F—
B, Ey v a VO, ¥ a TOFEITID 72 EOENE £
%7, Change Automation 37 LA T I DA LT F U AL AT %
F7T5E, BEEn I MO LET, AT RERe T
T, EATID R EOFEMMNAE ENTVET, NSO Ta Iy a3k
T3 258, AT ABEEr Z7OFFMIZIZaIy PTG
BENET, BERAu s 2HH LT, ETID CBEEM T BT
RTOAIy TNV ERETEET, aIy F IV ZEHL
T NCSCLI Ty 7 7w THFATLET, vy 77T v 7T,
Change Automation 237 /NA AL 'y v a LIEREEENZEDOE E

FoRSINET,

27 LEEEOEE )
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SAFLEREMOER |

+KPI. KPI 77 7 AV, TF7— MITN—T7OERK. Bk, %EDEH

«KPl 711 7 7 A LOARNE & LML,

» Cisco Crosswork {2 v ¢

¢« SR-TERY > —BLURSVPTE ko RADOIER. Bk, BLOREOED

B

T T AT A~ E T ORE
o AT NI KOV IR i LB RE & B E O BT

« RESTCONF API DfERK, HIFR, &L OEDFH

Cisco Crosswork Change Automation and Health Insights B5& 045 T > 1) D45

WRIZ, B—= I NEHFE LY =BT VAT 7 2 FT L L I s n2EdEn s Y
Dz R L ETS,

time="2020-06-09 21:24:31.103312" level=info msg="playbook scheduled for execution"
backend=local execution id=1591737871096-a6699d03-8264-4ea8-8f6f-03e8a58£f32a3
latency=11.330355ms loginTime="2020-06-09T20:27:112" method=POST
playbook="router config traffic steering" policyId=admin

set 1d=5405fdbl-6b37-41cb-94a3-32b180d3b773 set name=static-acl-b180d3b773
tag="ROBOT manager-nca-7689b-fdn8g" user=admin

Cisco Crosswork &L T OV BEEOS TV M) DH

Crosswork BT oV UL EEFEOST T M1 DOF

2020-06-12 02:48:07,990 INFO c.c.s.o.e.AuditLogger [http-nio-8080-exec-3] time=2020-06-12
02:48:07.000990 message=SR Policy created successfully. user=admin policyId=admin

backend=local loginTime=1591929794
{data={"headEnd":""192.168.0.2", "endPoint":"192.168.0.6", "color":"999", "description":"", "profileIld":"", "bindingSid":"333",

"path":{"type":"dynamic", "pathName":"Automation validating sr","metric":"IGP",
"affinity": [{"constraintType":"EXCLUDE ANY","affinity":[31]}],"disjointness":{"disjointType":"",
"associationGroup":"","subId":""}, "protectedSegment":"SEG PROTECTED"}}}

Crosswork s@{E T> <> RESTCONF APl & OS5 T2 1Y) Dl

time="2020-06-06 13:49:06,308"
message="action=/operations/cisco-crosswork-optimization-engine-sr-policy-operations:sr-policy-delete,

input={\"input\": {\"sr-policies\": [{\"head-end\": \"192.168.0.2\", \"end-point\":
\"192.168.0.3\", \"color\": 301}1}},
output={\"cisco-crosswork-optimization-engine-sr-policy-operations:output\":{\"results\":

[{\"head-end\":\"192.168.0.2\",\"end-point\":\"192.168.0.3\",\"color\":301,
\"message\":\"SR policy not found in Config DB\",\"state\":\"failure\"}]}}" user=admin
policyld=admin backend=local loginTime=1591451346 method=POST
url=/operations/cisco-crosswork-optimization-engine-sr-policy-operations:sr-policy-delete

R2Z2:EBOTOREANT 4 —ILF

Z14—)L |EnBA
k
time Crosswork 28 = DB 11 7 2 AERL L 7= 5,

B O ATLEEHOEE



| vAFLERMENEE

gammons [

J4—JL |EREA
k
message |7 U —a VETTREEESND A vE—,
msg TV r—va TR ESND A v E—,
user Z—F =4,
policyld | z—4F—pr—L &7 1 THER (7 — B L5 — % ~_— A TACACS. % 7-1% LDAP
PN L)
backend |=Z—W—AWirT AV —— (B—H/LF —FX—2_ TACACS. F7-1%
LDAP) .
loginTime | = —+F—/31 71 o L7= epoch F§f], epoch REfflIZ A AL L 0 LM AL, #
A LY =R LW, BRITERSLET,
Zofo (fHexoT7 7Y r—vasid, EOT TV r—va ZEBAEOT7 4=V RE XD %
Ta4— [ KBERLES, RICHIZRLET,
K » Cisco Crosswork Change Automation and Health Insights DE#r 7= > h U O
TIX., [V A 7 > 7Z (playbook) ] 7 4 —/v KiL, Change Automation 7% %E7T
LTV ATy aSBLUET,
* Crosswork fixiifb = O UL 7= M) T, [T—4# (data) ]1Z
SR-TE R Y v — & ZDBIEDIER DM AZ ST 57 1 — /N FTT,
BEEOJ DB

Crosswork I, R 72 ZNENDOT 7V r—2a Ry RKOTO
/var/log/audit/audit.log IZRFLET, RITHIZRLET,

c BHHIEL B FOfIiX. Ay RO FD <robot-nca> 7 —#5 4 L7 FJIZHV F

B

* Crosswork g {b— > ¥ UL v 7 Ofi,

optima-uiservice Ay RiZH Y £,

RESTCONF API B5# 17 7' 1% optima-restconf ANy RO FIZH Y £,

WaxoT7 7Y r— g BERa 72Nz T, Cisco Crosswork (I _XCOER /7 7 A4 L% 1

FERIC 1 [ENEE L9, Crosswork 1.,
A& LT

INHDT 7 ANk gzip THAE SN Z@BO tar 7 7

/mnt/robot datafs/<app-name>/<instance>/auditlogs/auditlogs.tar.gz T —
2T 47 MUITRITELET,

Crosswork |, 77U r—ya VT EICHRESNTRRTA RNy 7T v TEIZHESWTE
Bo 777 A NVENELET, ] MaxSize:20 megabytes & MaxBackups: 5.

27 LEEEOEE )
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B view Audit Log

View Audit Log
(A& w2 (AuditLog) 17V 1 ¥ RUIE., RO AAA BIED A X M BB L £7,
o —F—DfERL, HIBR, HH
e m—LOfER HIBR, B

ca—Y—a AT IT AT Ay, U TN, TIT 472y a ik
fIRIC LD e A R, vl A T RRIC LD T v by,

c A—P—IZ LD AT — NEHE

BAin 7 23ond 51013, ROFMEZETLET,

ATV TN A A=a—0n5, [BE (Administration) ]>[BZ&E 04 (AuditLog) ] ZEIR L £,
[Bi&im 7 (AuditLog) 1V 1 v RUBRERINET,

2FvT2 VU as)or LT 7o UIcHESWTRERE T A AZ ) LT LET,

B O ATLEEHOEE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



