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A / Administration / Data Gateway Management

Data Gateways Pools Virtual Machines

Vv Data Gateway Metrics Summary

Operational State Administration State High Availability Status Devices
ou )
@ Protected (2)

.Ermr(:)d . O;p 1?;) ) @ Not Protected (0) @ Attached (150)

@ Degraded (0) aintenance (0) @ Limited Protection (0) @ Available (0)

® Unknown (0)

None Planned (1)
Not Ready (0)
Data Gateways Filter 0 / Total 3 ) &%
A

Name Operational St. Administration S. High Availability St. Pool Name Outage History @ Average Availa. VM Name Attached Device C. Actions
VDG-96-1 ® OUp QUp @ Protected VDG-96 100% Sdim-cdg-81-04 @ 50 @ ®
VDG-99-1 ® ©OUp QUp @ None Planned VDG-99 100% Sdim-cdg-81-06 ©® 50 @ ®
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(- ==
(-
LI —
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i (=1
.'@‘. ) )
iEi Unassigned i—H Vip2
== L}
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1 Standby 0 Standby

)

GE)  7—/LND Crosswork Data Gateway D#EED VM IZ[R LY T AT U RIP T RLUARH 555
AN A K 2731 Crosswork Data Gateway & FHZEIT 5 &, £ DA Z 2734 Crosswork Data Gateway
VM OEERIZZ DY T AT RIPT FLARKDILET,

T zIE, PR RIPT RLARIPL O CDGL (7277 47) 3% v LE$, Cisco
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Datagateway 73 3 [FIEfc D /A Z LA 7L 30FY) O], Z DO~V ADOHEITRK LT-54 .
Data Gateway O [Eh{EfRAE (Operational state) 1%L [=7 — (Error) | Th o LRI ET, ~
VA VLR— FORBIL, WOZ ENERTHLAREELH Y 7,

« Datagateway VM DR, 72& 21X, 77— — U= A TEEHEZRET 27200 V—
APARELTVET,

» Cisco Crosswork & Crosswork Data Gateway D %~ b U — 27 ORI,

Crosswork Data Gateway @ [EIfEIRBE (Operational state) ] 1XZ20 0 Z L i2F = v 7 SET, 7
7T 4 7 VM D [T — (Error) [IREEDEE, 72— A —R_"—=nN ) H—&h, 7—/L
WDAXRT VM BN —NVNDT 77 4 772 VM L7 ) 7,

& 2177 Syslog :®B{ED FADN ZH=H(=F %

Crosswork Data Gateway %, syslog siEBAE(Z Crosswork Data Gateway DORAE IP 7 K L 2 D%
VIR A M E T T 2B K A A >4 (FQDN) BEENTWDHNLENRH DT /A A~DL
D7 syslog B4 AR— M LET, ZhUL, syslogiEHEIZAR A M £ 721X FQDN > Z &
ERGNT DT AAATHENNICTE LA T v a VBT T ., AT 2 & Cisco Crosswork
L. DNS #—,3—=7/5 Crosswork Data Gateway D&ARAR [P 7 N L A DR A N4 F 7215 FQDN
Z7xvFLET, HLBMENTZAARIP D FQDN (X, F— L ZRAFE L2 BICG S E
T, ED%, syslog AT, Crosswork Data Gateway DR IP 7 KL 2DV IZ, CN
BLOSANDFQDN NEENE T, T34 ATEF =7 Syslog Zi%ET 2 FIEOFEMIZ OV
TiX, [T ATOEF 27T Syslog DF%E (57X—) | 2L TN,

N

(GE)  Crosswork Data Gateway 7 —/Li%, FQDN ZHZNIHTIT/ER TE £T, ZOHAE ., syslog i
B 121X Crosswork Data Gateway D{RAEIP 7 KL AR EENE T, L THOTH S — L& ifmkE
LT, FQDN Z A 2hFE 713N LT, syslog sEBFEIZ FQDN E{RARIP 7 KL A& 8) 0 Bz
LI EMTEET,

7 —VINOAARTP O FQDN % 5819 51213 (FQDN 23 DNS ¥ — N\—CTHF N7 5H5
T—N®D [T v a (Actions) 1>[FQDNDHEH (Refresh FQDN) 147> a &AL £
R

Cisco Crosswork Data Gateway ~'— L D{ERL

Cisco Crosswork Data Gateway 7 —/VZAERT 25513, IROTA R T A AZEWVET,

7l 1 DO T — )V EMER L, Crosswork Data Gateway VM % & 0 7 — L ZEI V) 24 C
HVENRHY F9, UINEH D Crosswork Data Gateway % 7% ET 5121, Z O FIENA LT
j—O

o 7 —)LINDF T D Crosswork Data Gateway VM (X, [A UH§RK (Standard, . F721%
Extended) ToH DO MENH Y £,
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* VM % Amazon EC2 |ZJ&BH L7235, 7 —/LIND$XT? Crosswork Data Gateway VM |
[ CATHME Y — b Db D THDLERH Y 7,

Crosswork Data Gateway 7" — /L Z{ERLT 51213, IROFIAEZFATL £ T,

1RO SRS

Cisco Crosswork Data Gateway D 7 —/LZ{ERT B RIIZ, IREMER L T 7E X0,
c TN OE WA AT N E I DERETDH L,

o 7 —VITEMNY % Crosswork Data Gateway D3 X TCD VM & A A h—/L L7z Z & &R

T 5,
« Crosswork Data Gateway VM O EI{EIREEN [#Ef+ (NotReady) | TH D Z L A HER L £
R

AP T RV A (T I T 47T =47 — b o= ZLIZ 1 oORBIP) . Y7 x> b
VAT = Uz A EFRREORy NI FEHREABELE T,

\)

GE) ' —PFrYxAlE. 3 OONIC 2T AEEITOLMETT,

JEBHN O vNIC OIS U T, AR IP 7 R ATRD K 512720 £77,
« =D NIC BB COEH Ry U —2 EOBMOIP T RL A,
«2NIC BB DT —2 %y NU—2 LOBEMIP 7 FL A,
*3NIC BAHOH T AT Ry hU—2 EDIPT LA,

INHOEAAIP 7 FL AL, Ry MY — 7 REHBEBE THANIGIH T2 LERH Y £,

o T VINOARABIP 7 R L ATk LT &8 KA A >4 (FQDN) BT H0E S »n
ERELET, VOGS, =V EIEFIERT 272D, DNS h— " —THEHE P O
FQDN N E SN TWNDH Z L 2R L TS 7E 3V,

ATV TN AL A=a—5 [EE (Administration) | > [Data Gateway DEH (Data Gateway Management) ] %
HIRL, [7— (Pools) 1% 7 %27V y7 LET,

AFyTF2 [F— (Pools) |# 7T, HRarvu2sY) v LTF—NEERLET,
ARTY T3 [F—D/F A—% (Pool Parameters) | <A LT, IRD/NT A —Z | TEE AN LET,

o [/ =% (PoolName) |: % v hU—7 Z@YUNIFELT 2% 7 — /L D4,

« [#H (Description) ]: 7 — /LD,

RATv T8 [7—n1VU V—A (Pool Resources) |34 T, WOFEMIZBML ET,
o [IPv4] E721X [IPv6] : IRARIP D IPv4 F 721X IPv6 7 KL A7 7 I U A IR L £,
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e[ 7 %> h~ A7 (SubnetMask) ] : % Cisco Crosswork Data Gateway DV 7 % v h~ A7

s [7F—bhUxA (Gateway) ]: T /3A A Li#(ET 5729 D Cisco Crosswork Data Gateway Z L2 41D 7 —
P x=AT FLZA,

GE) Cisco Crosswork Data Gateway VM @ vNIC 23 3 DR DIGE., 2D 7 4 —/v Rid#fA S E
A,

« (AFvary) (AEIPT RLADFQDNEAZNCT D] : ZOF T v a &I LT, syslog REHFHD
Crosswork Data Gateway DAL IP 7 K L A 2R A M4 £ 721352 2EHMi K A A 4 (FQDN) &l L
£

f / Administration / Data Gateway Management / Create HA Pool

&)

@ IPv4 IPv6 @
Subnet* Add the number of standby data gateways desired for protection *
@ 0 @
Range: 110 32
Ig Enable FQDN for Virtual IP address |
VT Addiess
+ Add Another
Add 1 Data gateway instances: 1 Data gateway instances for active DG
Select and add Data Gateway Instance resources to pool Data Gateway Instance Types (?) & Standard &g Standard Plus with Exira Resources 5g Extended
ed Data Gateway Instance(s Selected 0/ Filter 0/ Total 1 Data Gateway Instance(s) Added to Pool+ Selected 0 / Filter 0/ Total 0
[x] [x]
Operational State Data Gateway Instance Name In Use Data Gateway Instance Name Data Gateway Name
2 Not Ready & cdg-148.cisco.com N
<

o [IPv4] DBIE 7213 [IPv6] DB : BHZEIR L7727 KL A7 7 2 U (IPv4 £721E IPv6) IZFESW T,
T _TCDT 7T 1 772 Cisco Crosswork Data Gateway VM DIRAEIP 7 KL A& ATJ L E T,

o [REEICHNE IR AR N, T —2 F— U = A OF%1BINT % (Add the number of standby data gateways
desired for protection) ]: 2D 7 4 —/L RIZ0 LV KEWMEEZ AT S &, 70*—/1/@41577)%‘@7?75@5:
ROET, 70T 4TRT—F7 = oADK LGS, RELHRT HT-DIZT—LHD [
B UL | INEE DY £,

7 — VIZIBIIF B Cisco Crosswork Data Gateway VM D%, {KARIP & X & > /A Cisco Crosswork Data
Gateway VM DG FHE R CIZT 2 0ERH Y £3, 7oLz ABIP 23 DAN L, 2 ODARZ
INA VM BB EA1X, 5 2D Cisco Crosswork Data Gateway VM % 7" —/ LIZBIN L £ 57,

¢ [VMVU YV —RAZRIN L T —/VIZIBNT D (Select and Add VM Resources to pool) | : ZE{HD [FREI Y X4
TORAR~ 2 (Unassigned Virtual Machine(s)) ] #i&R L, ARKHIAZZ U v 7 LTVM % [/ —/LZ
B TWBEAE~ T > (Virtual Machine(s) Added to Pool) 1 IZREIL 9,

ATY TS5 [R1F (Save) 1227V v LET,

[R1F (Save) 1% 7 YV w7 L. {4E Crosswork Data Gateway 7% H BIFJIZERL S 41, [Data Gateway]
57 TIZERENET, T3 A% Z DA Crosswork Data Gateway (ZH%#¢ L CUNE Y 2 7 &2 5
TLET,
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\)

(GE)  DNSH— —DO AP O FQDN #AKE L TV A4, 7 — /L OVERRITAIK L £3, DNS
P —/3— FQDN Hk 2 Wez89 57>, FQDN A7 a v 28 L CHRITL T 72 &0,

Crosswork Data Gateway ~D T /\ A X Dt
Crosswork Data Gateway (27 /31 A&t d 25513, ROTA 7 A ZHEVET,
« 734 AL 1 D® Crosswork Data Gateway O | ZHfe T& 97,

W IRNT F—~ U AREDITIE, 300 BLLTFOT NA A THENZ 451 T Crosswork Data
Gateway [CHHt T 5 Z L 2 BEIO LET,

\}

(GE)  Crosswork Data Gateway T, SSH #Eft 03 KIS 2D ATRENED 8 D 728D, I VA TR VWA HE
TIY XL (KEX) OEAZYHR—FLTHEEA,

1R BRI

TN AT 9 % Crosswork Data Gateway @ [EHLIRHE (Admin state) | & [EEIRTE
(Operational state) ] 23 [7 >~ 7 (Up) ] THDLZ L Z2MERL £ T,

AT9 1 (T ar) BEFO Crosswork Data Gateway (27 731 A Z#kt 9 S HilZ, Crosswork Data Gateway 0 1E &
WEHERT DI 2B LET, FEMIZ OV T, [Crosswork Data Gateway IEFEDE =% U 7 (14
N—=) | ZEBZRL TSN,

AT T2 A A=a—b, [EH (Administration) ]>[DataGateway D& H (Data Gateway Management) ]>[7 —
47— 7 = A (Data Gateways) | (8L £,

Al Crosewark Network Attamatio d
Wil Crosswork Network Automation (-}
'y mi Data W
Data Gateways Pools Data Gateway Instances
v Data Gateway Metrics Summary E w
Operational State Administration State High Availability Status Devices
orrat ey esmmicy
aintenance (0) ps
@ Degraded (0) @ Available (0)
D Filt 0%
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. Crosswork Data Gateway D& E %R D EIE

AT Y T3 TAA A& D Crosswork Data Gateway O [7 7 3 3 > (Actions) ] 41T, ez osLT [F 34
Z D (Attach Devices) | 3B LE T, [F/31 2Dk (Attach Devices) | 7 ¢ o R x | B
AHRER T RTDOF AL ANFREINET,

RTYT8 TRTOTNA AZEEHT DL, [TXTOT A ZAOHHE (Attach AllDevices) (%27 Vv 7 LET, £
RUSADHEIE, BT 5751 A& B L, [RI L7731 XOBEHE (Attach Selected Devices) ] % 7
Uw 7 LET,

ATV TS [l : 7 /51 ADPEKE (Confirm-Attach Devices) | %A 7 1 7/ C, [#fki (Attach) 127 U v 7 LET,

[F—#% /47— xA (DataGateways) | ~3A > O [#kt7 /31 2% (Attached Device Count) ]
HaR LT, BEPED LI L 2R LET,

Crosswork Data Gateway O 1E P4 & =4 — L, Crosswork Data Gateway 2387 L < £t S /=5
PNAATIEFITHEEL TVWDH Z & 2B LET, [Crosswork Data Gateway IEFPEDE =41
Y7 (14~—2) | EZRLTIEEN,

Crosswork Data Gateway D% E & D EIHE

Z DI TIL, Crosswork DataGateway ND X E I E A LT F U AXZAZIZOW T LET,
* Crosswork Data Gateway IEFYEDE=4 1 7 (14 X—)
« 7"—)LIZ X % Crosswork Data Gateway O & Al T (8 ~—2)
» Cisco Crosswork Data Gateway 7 /N1 AE| Y 4 TOEH (18 X—)

* Crosswork Data Gateway VM O#ERF (21 ~<—72)

Crosswork Data Gateway EEHEDE=42 ") > 5

Crosswork Data Gateway O#/FE &~V 2O ZIL, [E¥E (Administration) | >[T—4%%— b
DA EE (DataGateway Management) |>[T—42#4%— k> x4 (DataGateways) |1> (¥
1) w4) {Crosswork Data Gateway} ®JIEIZ7 7 & A L, Crosswork Data Gateway #Effl~<— 77>
HFRTEET, D=L, Crosswork Data Gateway CTEITSNTWDH ST Fhoay
TH SN —ERADREOFEM L & N TWET, Crosswork Data Gateway D A1) 72 1E
T, arT ka2 EFEICHDIETFELET,

ZONR=VIE, RONTA=ZBRFRENET,

o [fi%f72Cisco Crosswork Data Gateway DFf#fll (General Cisco Crosswork Data Gateway) ] :
BhERRE, ®ATHMEOREE, H STV T A 205, Hlv Y Tonleya sy,
Crosswork Data Gateway O —#xi72 5 AR R LET, [7 27 v 3> (Actions) | A7/ =
VUIDNBHEATEDZSEIER NI TNV a—T 4V T OF TV a MO0 T L E
R

« JBIE (History) ]: #A LAAZ 7 AZIEFEH, 7 U TR Z & Te, 14 HE D Cisco
Crosswork Data Gateway O IEJEEF v — M & RRLET, XA U Of Lo+ 7 v a v
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Crosswork Data Gateway EEHEDE=4 1) 245 .

PHEHALT, 77 7RO EDHBOBRET v— FDER, Mg/, SUEFEITLED,
SVG L PNG &7 —RL%ET,

o[£ bk (Events) ]: 82 14 HE D3 T Cisco Crosswork Data Gateway DI HAE D

EEOY A NEFoRLET, ZE, BEREOLEE, o—LOEHE, A7 —X ALH
OHMBZRTAvE—U, ¥4 22X 7 HEEETeA N2 FOREMR EOFERNE E
nEJ,

o [IE#PE (Health) ] : Cisco Crosswork Data Gateway D IE & PEE# 2~ LEd, 47 LMD X

A LAZ TN, BRBOEFEET =2 PINESNTLEEDX A LAX T TF, Crosswork
Data Gateway 7° [T 7 — (Error) DIREEDSE . £ H0OHH TF —Z il W5,
BA DAL T TXJNET —H PN & &R LE T, Crosswork Data Gateway D [CPUf#
=8 (CPU Utilization) ] 7% 80% % # 2 235A 1%, [CPUEAH = (CPU Utilization) 1 233 &
({ZHE N LT Crosswork Data Gateway D (Z-S722 8 H RS, RIEHEZ# L 5 2 & & B
HLET,

il Crosswork Network Automation 60
Health @ Data as of 22-Jan-2023 03:16:25 PM GMT+5:30
Disk Space Used Disk Reads/Writes (Cumulative) CPU Utilization Used Memory (2 Network In/Out
Partition1 TTTe T ine o 14202 /6654239 a2 s
Jroor interface Role(s): Sb data
05% 14 0.06 KBps / 0.02 KBps

Pba"“"“ 2 ©008GB  034GB 042GB 147 /32
/boot

Total vCPUs 12 ® Used 6823.23 MB

Load Average 1 min 024 Buffer/Cache 9919.44 MB
Partition3 TThies  1sice  1seics 12360 /1028970 Load Avera 02 Free 3144817 MB
Jopt/dg/los

s Load Average 15 min 012
Partition ©001GB ©048GB 049GB 163
/boot/efi a sp
x
Partitions STOE  isosce 1sesce 57677 /308792 ds
Ivar/ib/docker -
de!
Partition6 ;USQGB 19.88 GB 20.47 GB 1563 /87222 o
Jopt/dg/appdata N
® Used Free

o [f—EARAT—H A (Service Status) ] : Crosswork Data Gateway TF{T XL T D % D

AT TP —CAOERENRE e OV —C AL FEHT 4T ar (T2 s
> (Action) ]>[FFicE) (Restart) ) Z#fEH LY Y —RABEENERINET, [AfF
(Load) 14lE., ZDFFEDa LI X/ —EADMHER ZRLET, I LT XDOEMA
AT, WLOPDA MY w7 AL THESAES, . AWAI 7R K B &
TEOEKEY -~y 7ENET, 2 L7 EBFICE — THEL T84, £
DAL T EPEEDCPUAEY ) Y —A T 077 A LD — I KRBICELIZZ L ZERL
F9, AffA 2T OFHEFEOFEHICOW T, [AffA 27 OFHE (Load Score
Calculation) Jhttps://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/
crosswork-data-gateway/Load Metrics_Calculation.pdf ZZM L T 7231y,

Cisco Crosswork Data Gateway .
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Cisco Crosswork Data Gateway |
. Crosswork Data Gateway 7 — )L DEE

\}

) arv7FP—v20U A NI, fEH D Crosswork Data Gateway &
JI5E Crosswork Data Gateway C#:72 V) £ 7, JLik Crosswork Data
Gateway (213, KV E DI TFHFRA A= L ENTNET,

FREND Y YV —REET —H 1%, docker HHMPOL DL D TY,
THHOfEIE. arTHEENEY— PRI Lo THEESNDE
DY Y —A XD HEL D E9,

e Status fi\, Data as of 22-Jan-2023 03:16:25 PM G

Status Load (@ cpu Utilization Memory Used (MB) Java Heap Memory Used/Max (MB) Network In/Out (MB) Network In/Out Rate (8/Sec) (2) Disk Infout (MB)
@ Running A 0.22% 4 4 136 0/514
@ Running = 0.02% 1347 1658 / 1305 0/191
@ Running A 0.12% 289.41 51.81/76 1147169 205
@ Running = 013% 27141 0/172
@ Running - 0.12% 147 /13 25/
@ Running A 0.12% 129/ 184 0/2
@ Running A 0.15%

@ Running = 014% 44554

@ Running A 028% 121548

@ Running A 0.11% 4036 144 /1 0/2

v b U—27 ND Crosswork Data Gateway O 1E 5 1 & CHIFICEAR L C. @AM AL, B
MOV Y —ZZBI L7V . Crosswork Data Gateway DA fif 2 W8I 72 % A 2 > 7 CTHIKT 5 72
EOREHEZEBICGGHE LD Z 2 BEIO LET,

1. Crosswork Data Gateway |Z[EENFEA LG, £ Y — AR EOHIRIZIE-SV T
LY. 77— A0X DG-Manager |2 £ > TAEMRINLET,

2. Crosswork Data Gateway @ [CPUfE ¥ (CPU Utilization) ]7% 80% =B 2 5%5&13. 731
A &R[D CDG IZBET 5, fthod VM & 7 —/LICIBINT 5, E7I3BEFONEY 3 7 O
AT Z LIc ko T, [CPUMEH=R (CPU Utilization) 1% FiIF 5 £ T, INEY a 721
RL72NWZ EEBEID LET,

3. Crosswork Data Gateway @ [CPUfEH 3 (CPU Utilization) ] 7% 90% ##8 % 2¥%E& 1%, [CPU
fEfI% (CPU Utilization) | OAKV B Crosswork Data Gateway (27 /N1 A= B#E4 5 Z &
EREIDLET,

4, VAT AT T—LEmBAMERTLI L EREIOLET, UV Y—RADOEETII RS, T—X
DO Ray TRHBEICEAL TN E 2R LT EEW, KRIZ, T—X D50 E
HEET A, IUEY a 7OMELZHEC LT,

Crosswork Data Gateway 7— )L D & I&

WD TFNEA FIT L T Cisco Crosswork Data Gateway 7 — /L &R £ 72 FHIBR L 9, F— 1%
YERR T 51Z1%.  [Cisco Crosswork Data Gateway 7 —/LDIERL (10 X—2) | WL TL 72
AN
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Crosswork Data Gateway 7— /L DEIE .

4RO HREIIC
TV B AR ETITHIBR T D AN B E T REEERARA b e
« T ABERENTOLEAIP 7 FLATHIBRTE EHA,
* Crosswork Data Gateway VM X, X TDOT /XA ZAD~< v ¥ 7 ) Crosswork Data Gateway

NOHIBR SN EIZ DA T — VI HHIBRTE £7, Crosswork Data Gateway VM % 7' —
ADBHIERT S &, FLT—ANbDAL 3 VMICHBICERSWET,

« Crosswork Data Gateway 7" —/L & HIER3 2 H{Z, H )T Crosswork Data Gateway 7> H 7 /3
A A&Y) BETH, T 31 A& BIO Crosswork Data Gateway (ZFBE) L £ 97,

ATYT1 A A=2—6 [EE (Administration) | > [Data Gateway D& (Data Gateway Management) ] %
TIRL, [F— (Pools) | ¥ 7 %27 U7 LET,

AT w72 CiscoCrosswork Data Gateway 77— L D#RE :

a) ZOR—VILERIND T —NO—ENPOIRE LT T — VAR L,

b) [N (HA) 7—A ot (EditHigh Availability (HA) Pool] ~— S % B < 12id, ARz %271 v
7 LET,
VY =27 —=NVEfmET D56, [7—/v Y Y —Z (Pool Resources) | <A L D/XT A= DIHEIEHE
T&EET, [F—n/3F A—% (Pool Parameters) | ~A TN TA—Z EfRET HZ LILTEEH A,
[ —/3F A—% (Pool Parameters) | A  C/NT A —F ZEBIT HI21%, LERETHLNT—L
ZVERK L. Cisco Crosswork Data Gateway VM % % D 7 — /VZBE L £,

A / Administration / Data Gateway Edit HA Pool

v Pool Resources

Virtual IP Address (2) Network Gateway
P (O IPv6 10.13.0.1 @
Subnet Add the number of standby data gateways desired for protection *
! @ 0 ®

Range: 11032
[J Enable FQDN for Virtual IP address

Add IPv4 Address* FaDN @
10.13.0.147
+ Add Another
Select and add Data Gateway Instance resources to pool Data Gateway Instance Types (7) & Standard Standard Plus with Extra Resources Tg Extended
i Data Gateway Instance(s Selected 0/ Filter 0 / Total 1 Data Gateway Instance(s) Added to Pool* Selected 0 / Filter 0 / Total 1
[¥] [v]
Operational State Data Gateway Instance Name In Use Data Gateway Instance Name Data Gateway Name
# Not Ready & cdg-148.cisco.com QVes © £ cdg-147 cisco.com @© pooll-1 @
>
<

c) [F—/ U Y—2A (Pool Resources) |4 > Tlx, IROBEAEEZFITTEET,
cWMBERT VT 4T T = U= A ZEIIEIP T RUAZBEML, HIBRLET,
« A4 s3A Crosswork Data Gateway VM D#5 % 285 L £ 97,

» Crosswork Data Gateway VM % 7" — /L LiBINE K OHIBR L £ 97,
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. Cisco Crosswork Data Gateway 7 /34 XE|Y Y THERE

« 7—)L®D FQDN % HZhE =13 hiz LE T,

d EERFETLEL, [IRTF (Save) 127V v 27 LET,
AT w73 Crosswork Data Gateway 7— /L D HlB& :
a) HIRT27—A%@RL, T &Y ys LET,

b) [EAHME (HA) 77—/ OB (Delete High Availability (HA) Pool] ™7 .t > K7 T [HIEx (Delete) ] % 27
Yy 7 LT, P—L&2HIELET,

—

Cisco Crosswork Data Gateway 7/ \1 R Z| Y ZTHEE

Crosswork Data Gateway 7> 57 /S A 2B £ 721380 BET AL, IROTA KT A4 e
S5

« 734 AL 1 DO Crosswork Data Gateway D Fx|ZHafe T& 97,

« T3 A% Bh72 % 7 —/L D Crosswork Data Gateway (B8 T 535518, 7 —1LDF— U =
ANBUED T —NDF— R Tz LFEILTHH I EEHERLTLLES, F—Fy=A N
—% L 72\ Crosswork Data Gateway (27 /N1 A& BEN3 5 & WENKKL T,

» Cisco Crosswork Data Gateway 7> 57 /S A A&V RS & ZDT /34 RTkHET HT T
DIEY a THHIBRENE T, BIVEET 731 ZTEESNTNEY a 72 RN 20
BA1E. 0 IZBID Cisco Data Gateway (27 /34 AZBE L 9,

Crosswork Data Gateway 7 — /L7657 /3 A Z BBV E 721380 0 BETI21X, RO FNEITENE T,

T =T A A& BT 5121%,  [Crosswork Data Gateway ~D7 /N4 A D (13 ~=—
V) | EERLTIERN,

AT F1 Cisco Crosswork A A > A ==a—nb, [EE (Administration) ]>[Data Gateway O EE (Data Gateway
Management) ]>[7 —4 %7 — F 7 = A (Data Gateways) |IZBEIL £,
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A / Administration / Data Gateway Management

Data Gateways Pools Data Gateway Instances

Vv Data Gateway Metrics Summary

Operational State Administration State
®up() ®up (1)
@Ermor (0) Waintenance (0}
@ Degraded (0)
Data Gateways
Name Operational State 4 Administration State High Availability Status Pool Name
pool1-1 ® ©Uup @ Up @ Protected pooll

Cisco Crosswork Data Gateway 7 /34 XE|Y L THERE .

—

High Availability Status Devices

@ Protected (1)

@ Not Protected (0)

@ Limited Protection (0)
None Planned (0}

@ Attached (3)
@ Available (0)

Filter 0/ Total 1O £¢

[v]

Outage History @ Average Availability Data Gateway Instance Name Attached Device Count PDG Identifier Actions

100% & cdg-147 cisco.com @ 3 567837af-cd1 =)

nitiate Failovel

RATYT2 TNAREBET BI2E, ROFIEEZFEITLET,

a) T3 A&BE)T 5 Crosswork Data Gateway O [7 7 ¥ 2 > (Actions) 151, %2V v s LC[F
NA ZADOFKHE) (Move Devices) | #BHR L £ 7, [ S TWDT 31 ZDOBE) (Move Attached
Devices) | 7 4 > RUDBEHE, BEIFHER TR TOT A ANRKRINET,

b) [ZDOT—%%7— U =AIZKH) (To this Data Gateway) ] K2 v 7 X 7 ind | T8, ZAOBEEO

F— B = T A BRI,

Cisco Crosswork Data Gateway .
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A / Data Gateway Management /| Move Attached Devices
I
Move Attached Devices

From this Data Gateway To this Data Gateway *

gnmipool-1 Select Data Gateway

Attached Devices

Host Name IP Address
CDG-XE 0 0.2
T 0 0.12

Cisco Crosswork Data Gateway |

Tags
reach-che
reach-che

c) TARTOTNAAZBENT HITIX, [TXTOT A ZADOBE) (MoveAllDevices) |27 U v 7 LET,
FNLSNDOGEIE. BEIT 57 3 A& RINL, [BIRLIZT A ZOBH) (Move Selected Devices) ]

7 Vw7 LET,

d) [HEFR : 7314 ADHE) (Confirm-MoveDevices) |7 4 > KU T, [B# (Move) 127 VU v/ LET,

ATYT3 TNAREPYBS I, KOFIEEZFETLET,

a) T /3A AZ%Y)Y @EEF Crosswork Data Gateway @ [7 7 3= o (Actions) %1 C, lzrzvyerLT [
NAADOYIY BEL (Detach Devices) | IR L3, [T /341 ADYIHr (Detach Devices) |V 1~ K

D&, B ESNTWVETRTOT A, ANFERENET,

b) TRTOF AL ZAEYVEEFTICIE, [TXTOTF A 2D (Detach All Devices) 1 %27V v 27 L
T ENLSOGEIL, GIVEET T A AL, [ (Detach) 15227 U v 27 LET,
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Crosswork Data Gateway VM (D # #F .

c) [HEFR : 7 /34 ADOYIWF (Confirm - Detach Devices) |17 « > R C, [UWIKi (Detach) 127V v 7 L%
j‘o

[F—% 47— xA (DataGateways) | 3A > O [#f5¢7 /31 A% (Attached Device Count) ]
EHERLT, BERKN LI E2MRLET, 867 A ABOHICHDH] T A a2

Uy 73 2%&, BN LT Crosswork Data Gateway [ZHEE SV TWVWHTRTOT /A AD Y A k
MFERINET,

Crosswork Data Gateway VM D #f 3

Z DI TIX, Crosswork Data Gateway VM D X > 7 A Z A7 IZOWTIBH L7,
» Cisco Crosswork Data Gateway VM OEBEUIREED AT (21 ~X—)
« Cisco Crosswork 7> & @ Cisco Crosswork Data Gateway VM O HIER (22 ~<—)

+ Crosswork Data Gateway VM O JER] (23 ~—7)

Cisco Crosswork Data Gateway VM D EIRIREEDEH

Cisco Crosswork 77 » F 7 % — A & Cisco Crosswork Data Gateway ] COEIEZE —FFE L5
DIl T—=2E L Z—NTT v 77— RELFIZEOMD A T F U R & FATT 5 2 LR
P D608 D £9°, ZiuX, Cisco Crosswork Data Gateway % [ A 7 F 2 A

(Maintenance) ]E— NIZT 22 L TEBITEET, ¥ U XA LR, BEHEITZFEHEDE
Hi7p EDAEE % Cisco Crosswork Data Gateway (225 Z LN TEE T,

\ )

GE) AT F AT I T 4 ET 1 Crosswork & Crosswork Data Gateway O [E] D IB{E (Z 2% 5 2
TWADEEITIUEITFW S, BENMETTIND EHASNET, R, AT F A7 7
7 4 B°7 4 7 Crosswork Data Gateway & #Mili###e st (Kafka/gRPC) M DMEIZEEL T\ 55
BVRNEE AW S 4L, BENE TSNS EHHISNET,

EHNETT 5 &, FEHIIEHRELZ [7 v 7 (Up) 1IZEE TX %7, Crosswork Data
Gateway VM 23 E#E) 95 & | Cisco Crosswork 23 5 7 OXE 2 H L 7,

N

CE)  AVTTUA (Fy b7 E{TONAEES TRy b T —27 Oflk) 1%, Jikd % ke
PERH Y T, DUEAIFIELERA, EHEIE (Administration state) ] 23 [A T F 2 &
(Maintenance) ] C& % Crosswork Data Gateway VM D354, IEEIZIEF 251 L, VM 23 EEE
Wez 7>~ (Up) JICRTEHHLET,

Crosswork Data Gateway VM OEFFLIRREZ AT 4 521X, IROFIEZETL £,
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. Cisco Crosswork /5 @ Cisco Crosswork Data Gateway VM @ &Il B&

ATYT1 A A=a—5 [[EH (Administration) ]> [Data Gateway O F (Data Gateway Management) ] > [{548
~ > (Virtual Machines) (%7 U v 27 LE7,

Z 5w F2 Cisco Crosswork Data Gateway D& BB A T — 4 2 &5 HF 5I11E, [7 2+ 2> (Actions) |51 [
7 Vw7 LET,

f / Administration / Data Gateway Management

Data Gateways Pools Data Gateway Instances

C e F 30w
A

op 15 a Data G N R Outage Hi Data G: Nam: Pool Name PDG o ity St ons

@\ ady @ QUp pare ¥ I

) ou posigned - ‘

@ NotReady @ QUp ass 1

ATYvT3 GV EALERREZERL T,

Cisco Crosswork 5" 15 M Cisco Crosswork Data Gateway VM ) El| &

Cisco Crosswork 7* 5 Cisco Crosswork Data Gateway VM Z HIBR7T 5 121X, RO FIEE FEIT L E
D

1R BHHIIZ

INHDT AL AIZNET 5V a THRRONBRNE DT, BHRESILTWDT A RZROT —
A= RNz AICBET 52 L2 B8O LET, Cisco Crosswork Data Gateway VM 7> 5 7 /3 A
2GBTS & ST DY a ThHIBREE T,

ATY TN A A=a—05 [EE (Administration) ]> [Data Gateway D& H (Data Gateway Management) ] > [{i48
~ > (Virtual Machines) | %7 U v 7 LE7,

AT w72 Crosswork Data Gateway % HIR3 28551%, [77 v a3 > (Actions) 1|0 FliZdHh 5 Slasuy s L, [HIER
(Delete) 127 U7 LET,

A / Administration / Data Gateway Management

Data Gateways Pools Data Gateway Instances

]
0 m m
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Crosswork Data Gateway VM (D 5 & B .

AT w73 HIERT 5 Cisco Crosswork Data Gateway VM L A > T F 2 AE— RIZ72 > TWAMENRH Y £, [A T
> A (Maintenance) |E— RIZUIDEZ D LIk oLNTZ0, U1 X THAT (Switch & Continue) | %
707 LET,

Deleting Data Gateway cdg-147.cisco.com [X]

L 5 - H I oF @]
QU ou ] 4 oF =
’ ou © Mo Potect

ATV T8 [T—F7— U OHIBRICES#HT 5 FIEAZ B L ¥ L7 (I understand the concern associated with deleting
the Data Gateways) | DF = > 7Ry 7 A% A4 A2 LET, [CDG DHIER (Remove CDG) %7 YV v LE

j—O

cdg-111.cisco.com

ateway will be removed from data

e
tev o%
e will also delete
ssigned jobs will be removed A
fros
o The bs will no longer be accessibile or
sen to Crosswork or any spplcations
APi{s)
bs will need to be mapped to
new data gateway 10 restore communication
G ur Qi 1 % Dota Gateway Attached Devices Assigned Jobs =
ot D D up cdg-111.cisco.com. ¥ cdg-111cisco.com 0 View Jobs S Nane Planned (-]

Crosswork Data Gateway VM O F &

Crosswork Data Gateway VM Z FHEBA 4 2121X, HWV VM ZHIBRL TH LW VM &4 A k—
)V LET, #H LU Crosswork Data Gateway VM DA A b — /L FIEDOZERIIZ OV CiE,  [Cisco
Crosswork Infrastructure4.4 33 X OV 7'V r—3 3 A A h—/)L HA K] @ [CiscoCrosswork
Data Gateway D1 > A h—/L] DEZBRL T EEV,

VM OER 7 v 7 7 A )V EE TS 57292 Crosswork Data Gateway VM % FHEBI T 2354 (72
L zI1E, v 7 7 A L% Standard /5 Extended |2 H 7§ 5454) . Crosswork Data Gateway VM
DR %R & 5 H1C, DataGateway 7 10—/ 38T A—H DEF 2 FETr—L Ny 7 LT
<TEEW,

ERIANESEELR
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. Crosswork Data Gateway & 0 —/\JLERTE 5% 7€

1. Crosswork Data Gateway VM 3§ TI|Z Cisco Crosswork (28 &k S CE Y, R LAHIT VM
BEHEA R M=V LT5ETL, Crosswork Data Gateway VM @ [ ELIREE  (Administration) ]
% [A 7 F A (Maintenance) |IZZEH L CHEPERERZFEITLET,

2. Crosswork Data Gateway VM 739 CIZ Cisco Crosswork |28 &k 41 TH Y, Cisco Crosswork
BEEEA A M=)V LIzEAEIE. BETFD Crosswork Data Gateway VM % Cisco Crosswork (2
Rk L F 9, Crosswork Data Gateway D &Gk S L T 7Z2& 0,

Crosswork Data Gateway 7 O0—/\JLEXE %€
Z Dk 73 TiE, Cisco Crosswork Data Gateway 0D 7' 10—/ )LERIE & B E 95 EIC DWW T
FHALET, TUHDOREITRD LY TT,
« SN T — ZRERDOIER LB E (24 X—)
¢ AL LT INA ARy r—V %@ (31 _—V)
« Crosswork Data Gateway 27 11—/ 3L 85 A —Z DFRE (33 24—

* Crosswork Data Gateway % 1+ v 7 U YV —2ADEF Y YT (35—)

NERT— R EIELXDIERLE B
CiscoCrosswork Ci&, IWEY a 7 TTF—4 2T KRV vy M T HOIERTE 98T — X155
S (Kafka & 7213488 gRPC) ZA{ERRCTE £,

[Z# (Administration) ]> [Data Gateway® 2 17— 3/LE%E (Data Gateway Global Settings) ]>
[7—# #{E5E (Data Destinations) | IZBEILCT7 7 BATEET, HrLWT —HE[EFHLDE
e BEFOT —ZKEROBREDOER, 7 — 2 EELROHIREITO 2N TEET,

[7—# %55 (DataDestinations) | X—Y DT —T /WL, T—HET KR v T 572D
£ a 7 THEHTELERREAOT —FEELEOY A NBRRINET,

)

()  Crosswork_Kafka & cd-astack-pipeline (N7 — # B TH Y . BH EITHIBRIZITE £
A,
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f / Administration / Data Gateway Global Settings

Data Destinations Data Destinations @
Data Destinations | ¥/ @
Device Package
Destination Name Server Type
System
Custom Crosswork_Kafka @© Kafka
Data Gateway D1 @ Kafka
Global Parameters External-non-ssl-kafka @ Kafka
External-non-ssl-kafka-json @ Kafka
Resource
cdg-astack-pipeline @ 9RPC
external-grpc-destination @® gRPC
grpc-external-destination @ gRPC

PENTOEP LT PEPE ' |

Compression Type Encoding
snappy gpbkv
snappy gpbkv
snappy gpbkv
none json
gzip gpbkv
gzip gpbkv
gzip gpbkv

Selected 0 / Filtered 0 / Tota

uuID

c2a8fba8-8363-3d22-b0c2-a9e449693fae
7e635a06-b203-4b07-a137-80f99a4b00f3
c4a0b41d-bf7d-4242-a8d0-9c19fc3d0d33
3925e312-3039-4fde-9e57-4b234442c6a4
e9bdc2ec-b2e6-4db0-a942-0402dd347a1d
e6cd875f-c2c3-4116-9210-d9ca37ff4f14

ccd82ff2-03e9-4325-a943-67d575738605

UUID (%, 7 —#XEHDO—EOf#HA T T7, Cisco Crosswork [T/ T — Z EE LB ER I
e, ZOIDEHEMNCARK LET, Cisco Crosswork UL i L CUNE Y 3 7 &2 1ER T 55
B REFHOHEDO Ky 7T ) A ML TT — X055 8RR LET, APLEZ I
LCHWUEY a THAERT 26, W LT — 2% 2L 7 X2 REET 55850 UUID & 515 &

EHRHD £,

F— B EE RO HMEFRT BT, [F— X %25 (DataDestinations) ]34 . % %
R AT — A RERAORICHD Y T a e s ) o s LET,

NEBIES 3 TDS1 R EH

T =R N ROT — FEERICIEETEDMEY a T2/ERTE 2 L 512212, kOTA

T RAEMEES L TCWAZ L EHERLET,

L AV A=a—nb, [EH# (Administration) 1>[7 7V 77— a V& H (Application

Management) ]>[A~— F 7 A & A (Smart License) ] IZBEIL £,

2. 77V — a7 4—)L RT[Crosswork 77 v b 7 — A% —E R (Crosswork Platform

Services) | # IR L £,

3. AT HANKDE I TWNAZ LR LET,

o [BER AT —H A (Registration Status ) ] : [BEkHE A (Registered) ]

Cisco Smart Software Manager (CSSM) (2B ERFEHATH Y . TRFEH T A & AERED

RN IN TS Z EERLET,

o [TA L AFRGEAT — X A (License Authorization Status) ] : [FRFE# A (Authorized) ]

([#E#L (In Compliance) ])

SERINEE Y a 7T DT A ZBE BTV LaRLET,

[Av— T A B AR (Smart Licensing Usage) ] T,

CW_EXTERNAL_COLLECT ® A7 —#% A 73 [#4lL (In Compliance) ] 272> TUVE

S

FHIHARI L T L7cth, E30NBINEY 3 7 OT A 2B 2256 (T4 &2 AFEE
A7 —H# A (License Authorization Status) |23 [>T A 7 > AEK (Outof Compliance) ])
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B = snroemsrime

Cisco Smart Software Manager (CSSM) |2k L7aW & ANTINEY a 7 2B CTE 8 A, 7=
L. ZOGNAEBEBFONEY 3 TIEFRBIOHIBRTE 7

T—RREEDEMEITHESE

HLWTF =X EEREZBNT 512, ROTFIEEZFEITLET, TOH%, ZOTFT— X555 H
LCTF— 2k TEET, BHOFT— 2 EELEE2BNTHZ N TEET,

ST — 2 DRSEAIBINT D EROERRITRDO & BY TY,

« BEfEOHE Katka 7 — % OFEEHLERICIP 7 RUATEHA VA h—T58451%, =L
X EFEE L CEREFEDNCTILERD Y 7,

* Cisco Crosswork L $87E L7277 — # & 558, D F U Crosswork Kafka & 72 134446 Kafka DV
TNOOMOBET v XX )T 4 CTIR#ETEZET, (ZOFIED RTv T6ziE
BHET) , L, X2 VT A BFMCTDE, T xR ET B RN D
D ET,

SN T — 2 (G 55T TLS Bl S B e A 1%, ABREHEZ T 2500, 7747 b
PORED MBI G AIX, 7 94T MEEEX—T ANV ERERLET, 7 T7A4T b
F—IRAT = R THEILIN TV DL HREERH Y, T2 R EREOTrEYa =70
—HE LTRHRET HLENH Y £9, BIFE, Crosswork Data Gateway (3 [P ~— R DFEH
DIV R— K L TNET,

SREEE CRFHEAZ AT A2 5A1T. SEHEN PEM T a— RF&h, F—7 7 A LR
PMB#S%%T%é_k%%MLiﬁo

Cisco Crosswork (2 2 7 2453 HHiC, Kafka b E > 7 2B L TL 72 &, #Mi Kafka
BLOZ DI Katka TD FEy 7 OFBFIEIC L > T, WE LT — X 2 ZDFRED
%ﬁﬁ Kaﬂ<a/ M T7IZT 4 ARy T T HHEET MYy 7 BIFE L72WEEE . Cisco Crosswork
WCROBPINNFRSINDHERH Y £, ik, FE Y 7 BELEERINTH N
> HY$/E! TINFETTHRENC FE y 7 BHIBRES NI Z ENRKTH D AR H 0 F
To

destinationContext: topicmdt4d
org.apache.kafka.common.errors.UnknownTopicOrPartitionException: This server does
not host this topic-partition.

« T HRSEOR— MER MRS L TREEL £9, 508 TR — MIBETE 0nEa ., IUE
R £,

» Crosswork Data Gateway Cli%., Kafka 85CD5 7 0 /T 4 CHAX MEERETEET
(ZOFIEDO AT v 7 4 B

\}

GE)  Z MR, gRPCLEETIEHHR— I THERA,

[FEEDFEM (Destination Details) ] XA AN Iz v — 7 o R7 4 (IMETH
D, fHxDaL s Z LY THAZ MEPEESITWRWRY | 77 4/ b TKafka %
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F—amxoemnszrzme ]

FICHERENET, a7 X IHRETAHIIAZMEIT., FOalL 72 CoBr@AISNE
@—0

sheb BHEIIZ
F— F UL AN Katka —_"—Z A L T A HEAIE. ROZ L 2R LET,
« /ML Kafka —X—TRDO 7 237 4 & E LT,

\}

GE)  ZoBBAIXZO RF2 A FOMSGHIFHNTHLT-D, ZhbD
Fa T ¢ O LA FIEIC W TIE, Kafka D R¥ = A > b
L TLTEEN,

® num.io.threads = 8
® num.network.threads = 3

®* message.max.bytes= 30000000

o« F—ZINEIZMHF T D Katka ¥y 7 ZERLL TV 5,

AT TN A A=a—05, [BE (Administration) ] > [Data Gateway® 4 O—/\JLERE (Data Gateway Global
Settings) ]>[T—#4 %85 (Data Destinations) ]% 4R L £,

ATy T2 [F—%%(ES% (Data Destinations) |~4— T, I R& 22U o s LEd, [HEELOEN (Ad
Destination) ]~X— Y& £97,

PO A RET s A, Rrerr v LT [ e DL (Edit Destination) ] ~— % B
X, NTA—HERELET,
GE) TR EERELHT D L, FHNEIZHE S T Cisco Crosswork Data Gateway 23 DT — X 126{5
leovy T a VEBBLT AL O EST, TXNEITRELSN, By a VBE
LS EHBASNET,

ATV T3 WORTA=ZDMENTIT D0, FIFTEELET,

J4—ILFK &

Pifi o4 (Destination Name) |00 0T WTF— X B EHA 2 ATTLET, AEicid, &K 128 XFD
L, TyFd—2ar (1) | Fle@3na7y () 289
HZENTEET, TOMOEBKCFIIFEHTE A,
SEDOT =X EEENBDLEAIL. B THAITED L0, TEDET
DY RLTWARNC LET,

Y—N 24T (Server Type) | Ry FH T Unb, F—E%ELEDOF——% (7 (Kafka/gRPC) %
BN ET,
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RTvT4

Cisco Crosswork Data Gateway |

J4—ILF

=}

I>a—T« >4 (Encoding)

Fay 7R ong, mra—F 47 (json/gpbky) %8R L £4,

J£i#E 5% A 7" (Compression
Type)

Ny 7 Hyrnb, B A T 2R ET,

Kafka CTH AR — b SN TWBIEMEX A 714,
X Unone T,

GE) zstd [EME 2 A 7%, Kafka2.0 AETOHYFR— I TE
ﬁ‘o

snappy. gzip. lz4, zstd, ¥

gRPC CTHAR— N ENTWDIEMEH A 71L, snappy. gzip., 5L deflate
T

BRA =% A X (34
k) (Maximum Message Size
(bytes)) (Kafka @ 7)

BRA =Y A X2 ADLET O3 MEALD)
« T4 )L ME : 100000000 /31 /30 MB
« £%/7 : 1000000 /X1 /1 MB

« 5K : 100000000 /XA ~/30 MB

Ny T 7 AEY (Kafka DH)

WBTRN Y T 7 AEY &S MELTADLET,
« T4 )L ME : 52428800 /3 A |
« B/IN 52428800 /31 k

« K : 314572800 /A b

Ny FHA X (34 ) (Batch
Size (bytes)) (Kafka M &)

MBI Ny FH A X AN LET (A MEAD
« T4 JL ME : 6400000 /S /6.4 MB
o B2/ 1 16384 /31 /1638 KB

« 2K : 6400000 /XA /6.4 MB

Vo#— (2 UH) (Linger
(milliseconds))  (Kafka > 7z)

VB T —WE AT LET (2 URHEALD |
e T 74 ME : 5,000 ms
e &/IN : Oms

« 52K : 5000 ms

TV A MY R—=Z2ADEDOTAETL.
k. [V > #— (Linger) ] % 500

SRS REGD T2, [Ny FH A X (Batchsize) | % 16384 /3 A
VIR TETDHZ EaBEID LET,

(A7 a ) Kafka sieD 7 v — VT a7 ¢ LIZRQR DAL MEZRET DT, [ V7 ZRE
DI AKX <A X (Customize Collector Settings) | 7V 4 > K7 T,

. Cisco Crosswork Data Gateway



| Cisco Crosswork Data Gateway

F—amxoemnszrzme ]

a) [ 27 % (Collector) ] ZIEINL F7,
b) KDO7 4 —/V KOEEATILET

cHRBALINYT7AEY
c AR LNYFHA X

GE) [B1 A% 23y FH A X (Custom Batch Size) [1E [F A X L3y 7 7 AE Y (Custom
Buffer Memory) | DFEITREOMEZBZ D Z LI TEEHA, [WAX LRy T 7 AE]
(Custom Buffer Memory) |7 4 —/V RIZMEZIBEE LRWGE, [DAX LNy TH AKX
(Custom Batch Size) 11X [Ny 7 7 AE U (Buffer Memory) |7 4 —/L ROfEIZXT LT
FRFE S IVE T,

o [1 A% LY > F7— (Custom Linger) ]

o [IAHZ KBRS A LT T K (Custom Request Timeout) ]

A / Administration / Data Gateway Global Settings / Add Destination

Add Destination

1. Ensure that topic ' ility-topic' is on this Kafka prior to starting a new collection job. This is critical for checking the health of the destination.

Destination Details

v Collectors - Custom Properties

4. Properties entered below for individual collectors takes precedence over global properties entered above.

Collector Custom Buffer Memory Custom Batch Size (%) Custom Linger Custom Request Timeout

Select Collector i}

GNMI ~ Range: 52428800 to 314572800 bytes Range: 16384 to max buffer memor

Range: 0 to 5000 miliseconds Range: 30 to 60 seconds

MDT

VO smp

@ NETCONF

IF Port*
SYSLOG

+ Add Another

v Security Details

Enable Secure Communication

¢) [+hZEN (+ AddAnother) 127V v 27 LCZOFIEE#EVIRL, BlOa L7 ZOH AF KGR iE %z B
jj[] Liﬁ‘o

GE) CITANLIEflAxDa v 2o7axT 1ifk, A7 Y73 TANLEe— LR ELD

BhRINET, TZTT7 4=V RIEZAD LGS, RUEZAT v 73 TAA LI m—
SINT RTINS RGESET,

ATv TS5 [ O (Connection Details) |4 72 a 236 TCP/IP A X v 7 Zi#IR L £ 3, IPv4 & IPv6 A3 ¥R — b
SNET,

AT YT 6 ROFIHE- T [HEHDOFEH (Connection Details) 1 7 4 —/V RICAN LET, FREND T 4 —/V i,
IR L7880 7 A 7N K- TR £9, AT LHMEIT, M Kafka £7213 gRPC H—"—TRESNT
WAHEE T HMERH Y F7,
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B 7 szexonr

#4414 7 (ConnectivityType) |74 —JL F

IPv4 MBI [IPv4 7 R L A/Y 7 % v b~ A2 (IPv4 Address/Subnet Mask) ] &
[R—F (Port) JIWZASHLET, [+H 9 12BMT 5 (+Add Another) ]
7V v LT, BEDOIPvE T KL AZBINTE £9,

IPvd %7 %y h~2 7 O&FIZ 1 — 32, R— FOHIFIZ 1024 — 65535
<7,

IPv6 W72 [IPv6 7 KL A/H 7 3y b~ A7 (IPv6 Address/Subnet Mask) ] &
[A— kK (Port) JICASILET, [+H 9 1DEMT S (+ Add Another) ]
7 Vw7 LT, HEDOIPV6e 7 RLAZBINTX £,

IPv6 7%y b~ A7 OFPHIT 1 — 128, R— FO#iPHIL 1024 — 65535
‘@TO

AT T1 (AT ay) F—E2EERICEECERT DI, [Bx 2 T 0 OFFM (Security Details) ] T [ =
7 wfE O (Enable Secure Communication) | A7 > a =AML £,
ATY T8 [fRTF (Save) |27 U 27 LET,

RDEZRY

[E 3% = 785 DAL (Enable Secure Communication) |47 v 3 ¥ 26 L72H4E1%, Cisco
Crosswork Ul ([ (Administration) ]>[fEBAE D& L (Certificate Management) 1) (2B L.
BB U727 — # A5G RICBET 2 E LB L ET, ZOFIRZ, 731 XDk
X o TIRBE RN T DICIFMATT, SOV T, [REAEOER] 25 L T
AN

\)

GE)  [Ex=a7@EDOAE (Enable Secure Communication) | 47> a Y #HEZ Lith, 7 —#
BB DFEAEZ BN L7222 > 7284, Cisco Crosswork X9 _TOUEY 3 71oxt L TR
F a7 FTERLICEm L7

TR EELDHIRR
F— 5 RN 52T, KO TIEEFATLET,

1R BRI

T—HEELE. EOWNEY a TIZHBEMT 5N TW AR WEEICOALEIRTE 9, [INE
¥ a7 (CollectionJobs) | B2 —T, 7 —HEEEEZHEHALTWAIET a 70nHH0E 5
EHRTAHAZLERBED LET,

ATV Tl A A=a—nb, [EE (Administration) | > [Data Gateway® 4 0 —/\)LEXRTE (Data Gateway Global
Settings) 1>[7—#4 585 (DataDestinations) ]Z iR L £,
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nasnFngznivr—veem |

RFw T2 FRSNISEE -GN LR LT — 25k aB IR L, (B Ry v as Y 0 r LeT,

ATY T3 [T—HEEHLOHIFE (Delete Data Destination(s)) |78~ 77 v 7 C, [HIER (Delete) ] %27 U v 7 L CHER
LET,

NABELTINA RN r— % EE

T 2L, TAA ABN L U EWEKGEE Y — RX—T BT S R BET D HERH D
Ya, AR LTS, ARy lr— % Cisco Crosswork IZ7 v 7o — RTEXET, VAT A
FTNA AL MIB /Xy 7 —U1%, Crosswork Y 7 h 7 =TI RALENTEY, VAT ALV
AL VACHABICY T r— RENET, VAT AT NS AL MIB /Sy r—VI3AEETE
ES IR

WRDIDDHEA T DHAZ T 34 A% 77— % CiscoCrosswork IZT v 7 — R TC& £9,

1 CLIFNARNY—2 : CLIR—ADKPIAZMHHA LT, ¥— R =T BTN 20T
NAREFEWEE=F—LET, TRTOVRAZLCLIT NS ARy =D, T 5
YANG EF /L& & HI27 7 A )V custom-cli-device-packages.tar.xz (C 5 FALTCUVND ML
NV ET, BEOT7 7 A NVEFR—FTEET,

2. WRBLMIBIRNYHT—D : BAX AMIBEBIOT A ARy r—U %, — R —TF ¢
I NRARZEHAETHDL, FTIINESNTT — X227 VA LT v AaT A
AZRICERRLERIC LT THOIEHTEET, oDy =V fmETEE
T, TRTOHAL LSNMPMIB X 7 —I1X, YANGET /L E L HIZT 7 AL
custom-mib-packages.tar.xz ﬂx_El bf)éb%b‘% ) iﬁ‘o %E§k®7 7/])/1/7%‘3‘71'3‘— ]\ T%i
R

N

() Cisco Crosswork Data Gateway |, ¥ A7 AT TIZH EN TV DEEHEN) 72 MIB DY — R/3—
T A BT NA ZATSNMP R—VU > 7 &H%c LET, MEO MIB 1%, EZRIIME O MIB
NS MIB T —7NAETIAN T —H 2B R A B OLMETT, -7 L. E:Rk 0ID
R—Z2ADEE, MIBIIVLEH Y FH A,

3. SNMP F/3A R/ — < : Cisco Crosswork Data Gateway Tl&, #%72 MIB & YANG O
A Z BN L2 A2 NSNMP 7 /83 ANy r—V %7 v 77— R$ 252 LT, SNMP 7
Ny UVEIETE ET,

[T /34 A% 47— (Device Packages) |31 1Zid, B! (Administration) ]>[Data Gateway

DT v — LR E (Data Gateway Global Settings) ]>[7 /34 A3 /r—37 (Device Packages] 7
JEATEET,
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B r=xs5s71qz895—o%Em

A / Administration / Data Gateway Global Settings

Data Destinations System Device Packages @ Selected 0 / Filtered 0 / Total 3 () &¥

Data Destinations Y

Device Package ) ) )
File Name Last Modified Time Type Notes

System
Custom system-cli-device-packages.t... + 28-MAR-2022 09:22:47 AM GMT+5:30 CLI Device Package System CLI device package

Data Gateway common_yang_models.tar.gz

28-MAR-2022 09:22:44 AM GMT+5:30 System MIB Package System SNMP MIB

system-common-inventory-d.

11-NOV-2021 02:06:59 AM GMT+5:30 XDE Inventory Default Package System COMMON Inventory .def files
Global Parameters

Resource

FRA ARy r =V Ayrn— RT3 0%, [7 744 (FileName) 5IO4BIORIZH 5
Y AREETY T LET,

NABZLTINA RNy r—2 %380
Z i, CiscoCrosswork ~DTFT XA ARy r— D7 v 7 ua— Rt L2HA R4 0T,

1L 12O0OFT A ARy r—Ytargz 7 7 A M1 DU EDOxar 77 A VET v 7 — R T&F
D

2. Cisco Crosswork TlX, WAHXALAMIB/ N r—T7 7 A )TV AT LAMIB Ay 7 —2 7 7
ANE PEXTHZLIEITEEEAL, TOME, 7oy 7o — RT3 R L F9,

3. WABZLTNRAANRYF—DTAR 7 7 A NMIZEENTWDEDIIT AL AR r— T
NEDIHTHY, TARZ 7 A ND—i8E L TH 7 ANZ L7 2 VEOBEBENEG N T
WRWZ L RERLET, ELLA VR —FEN7ehho7=84 . CiscoCrosswork |37 A #
BTSN AR =P TV a THRIATT B L e Zn—LET,

4. CiscoCrosswork |, 7 7 A WILIR T 2B T2 LMZ, 7Ty e—RSnd 7 7 A V&R
GELEH AL
WOFNEEZFEITLCHAS L T 2T Ny —C%7 v 7u—RKLET,

4RO SRS

HAZLMIB N7 —20O—EE LTHLWMIBAZ7 v 7 a— R4 A58, b0l
WMIB 7 7 A NVEBFDOL AT AMIB 7 7 ANV ELEBIZaL I ARNIIT v a—RT&5Z
LEMRLET, DFEV, 77 A NVHNOTXTORGFEIRBEYN R S E T,

)

GE)  DARABLTNAANRNy =V 5 FATTHWNEY a TONRT 4 —< AL, HDAX LT INA A
R r—U N EOREREE SN TWAENC L » THEA Y £9°, CiscoCrosswork IZ7 v 7' —
RI BRI, TAA ARy r—UPREA L WIS RE(L SN TWA Z & 2R L T2 X
AN

JIAB I MIB & Yang & fRRES 5 S5k, DFE D 452 Cisco Crosswork ([Z7 v 7'm— KT
XL E D D EMERT D HIEIZOW T, [Use Custom MIBs and Yangs on Cisco DevNet| % %
LT EEN,
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28671425y r—o%HR [

ATV TN AL A=a—nb, [BE (Administration) ]>[Data Gateway D% 0B—/\)LE&E (Data Gateway Global
Settings) ] Z IR L F£7,

RF T2 [HAH LFSA A8y sr— (Custom Device Packages) 17 4> KT, H w20 v s LET,

BEfFDO I AR INCLI T3 ARy =V BEHTHINE, T—T N7 7 ANLDRICHHT v 7T a— K
TAarE7 )7 LET,

ATw T3 FIREND[AddDevice Package (7 /34 A8y r—UZBM) (VA4 RUT, A VR—bTDHAZX LT
INA AN =2 DEA T% [Type (FAT) ] Ry 7 Xy U nHERLET,

ATy T8 [77AN% (FileName) |DZEHT 41—V KEI Vw7 LTCT7ANT TUV D 0 RUZBE, £ FR—
BT, 2R r =V & @R L C [BI< (Open) 1227V v 27 LET,

ATYTE [AF (Notes) |7 A —/V RIZH AL LT AL ANy r—POFMAZBMLUET, ZHORNYr—IRWh 5
A, TN EZXKTEDIIICZOFIATHMHZMZ D Z L2 BEIDLET,

ATY 76 [7Tv7r—F (Upload) 127V v7 LET,

RDBERY
WBEZTIZTNTOY—ERAZHEE LT, RKHON AL LMIB /Ry 7 —VOEH % RS
L/i‘é—o

HDRBALTFINA RNy H—T FHIBR

HALNTNA AR —DFBIRT 5L, T_XTDOYANG 7 7 1 /L& XAR 7 7 A /L3 Cisco
Crosswork > HHIBR SN E T, ZHUE. DAZ LT AL AR —V R AT AT TOILE
Va Tl BELET,

HAL BT A AR =V EEIRT 5120%, RO FIAIZHENE T,

ATV TN AL A=a—00, [BE (Administration) ] > [Data Gateway® 4 A —/\)LEETE (Data Gateway Global
Settings) | >[T/3f R/8v 4 — (Device Packages) |>[H R 4A L (Custom) [&ER L £,

AT T2 [HAX LT XA A/Xv /77— (Custom Device Packages) ] <A ZFEREINTWDHY A D, HIBRT S
HAB DF AL 2Ry lr—= V%R LC D 22V v s LET,

ATY T3 FRINZ[HAX LT A ZADOHIERE (Delete Custom Device Package) 17 « > R T, [HIER (Delete) ] %
7V w7 LTHERLET,

Crosswork Data Gateway 7 O —/\)L/NS A —2 DEKRTE

Crosswork Data Gateway #ffi 4% &, * v F U —27 NOF T Crosswork Data Gateway T
WDINT A =R ETHFTEET,
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() ZhbHoRTEIC

i, FHE DB RN T I ATEET,

(Administration) ]>
27— kU = A (Data Gateway) |>
A / Administration / Data Gateway Global Settings

Data Destinations Global Parameters @

[T—% F— b7 =A Z7a—sVLEiE (Data Gateway Global Settings) 1> [7 —#
[/ a—/3L/3F A —% (Global Parameters) ] |

BELET,

Data Destinations 1. Ensure the values entered for ports shown below do not conflict with the existing values configured on CDG.
Device Package Number of CLI Sessions* 5
System Numeric value

SNMP Trap Port* 1067

Custom

Syslog UDP Port* 1083

Data Gateway

Global Parameters

Syslog TCP Port* 9898

Resource

Syslog TLS Port* 1069

Force Re-Sync USM Engine Details for SNMPV3

®

ATV T2 RONRGA—=FD 1O EEEELET,

GE) FHTHR— MEADNERD AR — N THY, BEFEOR— MELBHS LN 2R LT ES
VW, TN X ETRIUR— MEZRETDIVLERSHY 7,
NS A—HB SR BA

CLIlEvy>arn#

Crosswork Data Gateway & 7 /XA A[#]D CLI& » ¥ =
Y ORKRE, T 7 v MEIZ3 TY,
GE) ZOfEIFE, [FICANT A —=FITEEIINT
WD NEBIER R A —"—F 1 FLET,

SNMP Trap Port

57 /v MEIL 1062 T9,

Syslog UDP 7R— 7 7 4V MEIX 9514 T,
Syslog TCP 7R— 77 # IV MEIE 9898 T,
Sydog TLS R— 7 7 4V MEIX 6514 T,

NMPV3®D USM TP UMz aHmIcERE
T5

USM OFEfE, 7 /34 ADFEE)E 721X f A A —

Méh5t°*ﬁﬁéhi¢ SNMPV3 L7+ g
V&, USM OGO WT N L S U5 T2 DN
BBAEEILELET,

IOF T arEANIT D E. RADOINED KK
L7=%. ZENH AN USM OZERI A &I
RSN E7,

7 7 4V MEIL [False] T,
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Crosswork Data Gateway 54 X v 9 JY—XDEY HT .

ATY T3 A= 2EHT 55T, FREND [ a—,3L3F 2 —% (Global Parameters) |7 « > K7 C [IFW»
(Yes) ZBRL T, a L/ X 2HEBTELI MR LET, A—FEEHTLL. a7 ZIIFHE
L, FATHONEY a 72—k LET, BEBNETTLE, Ya 7ITHBNICHEBINET,

ATV T4 [fR1F (save) 1 &7 Vv 7 LTERLZBMALET,

v hU—27 ND Crosswork Data Gateway CTD /3T A —H ORFRLI) LI=)E 9 InERT
Uty RURKRRENET,

1. 3T Crosswork Data Gateway 23 IEF (ZHHT S L7256, BRI LI Z &L 2RIk
WA =R ULICERINET,

2. % v hU—27 N Crosswork Data Gateways DT A% FH T im:o 7”_/;7:. ulicx—
T—1 4 RUMNFIRENET, Crosswork Data Gateway (%, 18 [HHFICFEENFEA LT
Crosswork Data Gateway D /37 A — X Z HEIICHE R L L9 & LET, *%K@ﬂ L7 2
VANYDO—BE L THBHSNAIHERHY £,

\}

() Crosswork Data Gateway T2 10— 3L 35 2 — X OFHHIRIT 5B D 1 21X, OAM F ¥ *
WIRE T LTCWDREEMERH Y £9°, OAM F ¥ KL FHEL S4L7=1% ., Crosswork Data
Gateway [X Z 4L 5 D /37 A — & % Crosswork Data Gateway [ZFFEX(E L L 95 & L ([AHIL T
FtA) . BEFEOME L LI ZITEEZ T LE T,

RDEZRY

WO R— FEEH L7254, [EH (Administration) |>[7—#% 7 — b7 =1 & (Data
Gateway Management) |>[7 —4 %7 — k7 =4 (Data Gateways) | ¥ 7I\ZBE L., 7XTD
Crosswork Data Gateways OENVEIRFEN T » Tl > Tnd 2 & fzﬁﬁmu LT,

Crosswork Data Gateway ¥4 X vV ) V—ZADEIY HT

Crosswork Data Gateway i+ 5 &, a7 X4y —EZADFATRICAET ) X AT I v 71
RELTEHDYTHI LN TEET, FABHEORNAL T XTIV ELDAEY ZEI) YT
72D, UIb U Y —ADNT o AEFRELIZY TEET,

(B ZhooREIDIE, FHEL—V—OHRNT 7 EATEET,

ION=VIZF, a7 2P —EARICBIERESNTND AT &£ CPUDE v FRFRIRES
NET, ZORXR=VTAEVEICZZERTIL, BUEEEK S TS Crosswork Data Gateway
EFFRD Crosswork Data Gateway (2 FH &1 E 97,

N

GE)  ZoOXR=VEZFRREINDZALIZZOY X MIFBHTY, SE 0, BEICEATT,
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. Crosswork Data Gateway DYRE L 3 TDERE

ALy ZOY Y —=2E) Y TEEHTHI2IE, ROFIEEZFATLES -

\}

(3¥£)  Cisco Customer Experience (CX) F—A LI L TCWRWVERY . 2D ORELZEL LN
LaBEOLET,

ATv 71 [E#H (Administration) 1>[7—% 7— bV =A O 10— Lg% E (Data Gateway Global Settings) ]>[7 —
#/7— b~ = A (Data Gateway) |>[V Y —A (Resource) | IZHEL £,

AL HEDOYARNE, LI X TEICHEEINTZY Y — AN ZICEREINET,

A / Administration / Data Gateway Global Settings

Data Destinations Resource

Data Destinations
1. Recommend a minimum memory setting of 2000 mb for CLI & SNMP, 1000 mb for NETCONF collectors.

Device Package

Collector ()  Memory (MB) (2 CPU Set ()
System
*CLl 8192
Custom 0 or Range 500 - 153600 mb
Data Gateway GNMI 9216
Global Parameters 0 or Range 500 - 153600 mb
MDT 5120

Resource
0 or Range 500 - 153600 mb

*NETCONF 3072

0 or Range 500 - 153600 mb

*SNMP 9216

SYSLOG 5120

0 or Range 500 - 153600 mb

AT9 T2 AEVEVYBCEERETLHaLZXDO[AEY (Memory) | 7 4 —/L RIZ, BHINMEEZALET,
RT9T3 BEENET LIS, [IRF (Save) 1227 Vv LET,

AL FAOEEZEHRTLE, AL ZRHEESH L, ETHOREY a 7R —KHEk LEd, HEBRET
ToHE VaZITABMICHERSNLET,

Crosswork Data Gateway DUXE 2 3 T EIHE

IWEEY a2 71, Cisco Crosswork Data Gateway 23 F( T35 Z ENIFSNDH L A7 ThHDH, 77
Vor—yaid, WEY a 720 LT —2IEEZZR L E7, KRIZ, CiscoCrosswork [L Z 41
5 OUNEY 3 7 % Cisco Crosswork Data Gateway (ZE| ) 24 CC, BRICKHIETE D L oL F
j—O

Crosswork Data Gateway |£, CLI, MDT, SNMP, gNMI (¥ A -¥/L A1 ) | syslog, NETCONF
IR EOEHOT —ANET n haL iz R — L TWET, $YR—rShTns7 e haro
WA L CTHEE [ RECTH HBR Y . Crosswork Data Gateway CTlX ED L D724 A4 T DT —
ZTHINETEET,
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pEvatnss7 |

Cisco Crosswork (21X, RO 2 FHIHDOT — X WEERNH Y 77,

1. Cisco Crosswork NOWESZT v ADT — X ZH5ik T 572005 — X INETR, Cisco
Crosswork I1Z. ZOHBIDZDIZS AT LAY a 7HER LET, V2T LY 3 7521ERE
TPiIRETHZ LiITTEEEA,

2. ST —FOREERICT —F 2R T D720 DT — ZIEEK,
KPI 70 7 7 A )VOLERRFHCANT T — X B ZEBNTH I LICLD ., B—DIUEERT, X
L INTZT — X BT — X #{5%E & Cisco Crosswork Health Insights [ZHADECT& 97, FEMIC

S ClE, [Cisco Crosswork Change Automation and Health Insights 4.3 User Guide] @ [Create
aNewKPI Profile] ®DIHAZZR L T 7EIVY,

\)

6=

1. Cisco Crosswork Data Gateway I, Cisco Crosswork Data Gateway (Zx%f L C (U x=17") I
LY aTOBERPBRVNGHRITERE NI 74y 7 & Fuy X LET, £, KRERT A R
(mDFE V. Crosswork Data Gateway (ZHft AL TR WT XA X)) MBZE LT —4,
syslog £ X h, BEIOSNMP + 7 v 74 Ry LET,

2. "=V 7 EN/=T—H#IL, Cisco Crosswork Data Gateway?’7 — & % JLFE L CE(5 9 25

R TEDLETT A AMBERTEER A,

[INFE 27 (CollectionJobs) ]~—7725, Cisco Crosswork (2 %k X 41TV Y5 TP Crosswork
Data Gateway { ' AX LV ATCTHIET 77 4 TIRINEY a T2 RRTEET,

Cisco Crosswork @ Ul O ElDF 47— g v _3—T, [ (Administration) ]>[NEEY a7
(Collection Jobs) | Z R L £,

[IM4 2 7 (Collection Jobs) | 2= DEMD A 1%, [H#EY 27 (BulkJobs) ] & [2X
T A= &7=Y a7 (Parametrized Jobs) | D2 DDX 703 H W £7, [—f5Y a7 (Bulk
Jobs) J1ZIE, AT AL - T, £2013 2 2D UL B L APL M SAERR S =R T OUEE
VaTvN—ERRENET, [NT A =X L&Y a7 (Parametrized Jobs) ] %A LTI,
Cisco Crosswork Service Health 7 7" U 77— a3 N2 X > TER SN _XRCOT 77 4 773V 3
TR -ERRENET,

\)

GE)
Service Health 23 BB S TCWARWEAIZZEDOE £ T,

[T A—Z{bS7=Y a7 (Parametrized Jobs) | A 21X T —# 372 < | Cisco Crosswork

M HOWTIE, WEYa ToF=F— 80—) 2L T ZE,

RESITORAT

Cisco Crosswork @ Ul (CLI/SNMP O &) 76, £721T APL Z#EH L CF—# 2 3R 5 IUE
Ca T ORDY A NEERTEE T,

sCLINEY a7 (38 ~2—7)
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« SNMP [UEY 5 7 (39 ~4—Y))

MDTUEY 27 (48 3X—2)

* Syslog INEE> 2 7 (50 =X—72)

cgNMIEY 57 (61 2—)

« NETCONF [iEv a7 (73 —2)
VERE L72INEE Y 5 7 2 L 1T, Cisco Crosswork Data Gateway (TN EE B R #9247 L, IWE L7 —
B AT — 2 RERITEE L E T,

Z OETIL, Cisco Crosswork @O Ul 22 BUEE Y 5 7 HAVERT D FIEIZ OV TR L £ 9, API
EEMALCNEY a 752 EKRT 512X, [Crosswork Data Gateway APIs on Cisco Devnet] %%
LT EEN,

Cisco Crosswork O Ul D3 X TOWLEY a T OYI AT — 21T [AH (Unknown) ] TH, U¥
£ 9 7 HZ(ET D L. CiscoCrosswork Data Gateway [T I AN 2 RFEEZ FIT L E 9, INEY =
TINENIR G E . TDOAT—HF A X[ (Successful) [IZZE DY £3, TNLSNOEEIL[K
B (Failed) J1C&E DV 7,

[7$% —> (Cadence) | DAEIIMHAL CTT, ZOEIX, HEINT® LV —F —X OIEHE
KWDT\NMQ%%mﬂ>ﬁH325%)@%IT RTECTEFET,

\)

GE) R —riFe0icTrZtaB@#idLET,

AIDEITNEIEEITH CTHDIZDIZT XA ADLDOIEN AT v 7S5 & CiscoCrosswork
Data Gateway (X% 0 72 /Ek LET, 20OV A TET 77— MIERSHLETA,

Cisco Crosswork Data Gateway (X, v NV —27 7 /3A Z/)p 50D CLI N—AD T — X INEA
A—RFLTWET, ZOXATONEY a7 TlE, KOavy RRFR— RS THET,

e show &. B/ N— 3 D sh
® traceroute
*dir
CLUEZ HUNCEIES BB 72DITIE, T AT =R ELZEDRNTLLEEN, Zhz
T D HEIZONTE, THAA ADY=aT VESRLTLEEN,

CLI IN££<° 3 71X, Cisco Crosswork @ UL x5 7>, 721X API A L CTERRC& £, £l
IZ2W X, TCisco Crosswork @ Ul 75 DIREE Y 5 7 DAERL (75 ~—) | F 721X Cisco
DevNet # 2 L T 72 &0,

Iz, Kafka SMEEGE e D CLINEEY a 7DO_A a— RO 2R LET, ZOFITIE, HiZ2
OOEIZIEE L TLIEEN,
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1L T/AARE IPT FLATER< UUID Tl ShvEd,

2. 3L UUIDIC L > CEMMENFET, Ul 2EH L TERSNZIEY 3 7 D4, Cisco
Crosswork |Z UUID Z# B L £7, MEOWNEY a 7E2IERT D & X1, ZNHOEEZH
NRAEMBENRHY £97,

{
"collection job": {
"application context": {
"context id": "collection-jobl",
"application_id": "APPL"
} r
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "CLI_COLLECTOR"
} r
"job device set": {
"device_set": {
"devices": {
"device_ ids": [
"658adb03-cc61-448d-972f-4fcec32cbfe8"
]
}
}
} r
"sensor_input configs": [
{
"sensor_data": {
"cli sensor": {
"command": "show platform"
}
} r
"cadence in millisec": "tel:60000"
}
] r
"sensor_output configs": [
{
"sensor_data": {
"cli sensor": {

"command": "show platform"
}
}l
"destination": {
"destination_id": "le71f2fb-ea65-4242-8efa-e33cec71b369",
"context id": "topicl"

SNMP x> 3 J

Cisco Crosswork Data Gateway Tl&, 7 /3 A THHR— K EZTW5 OID (255 < SNMP ~<—
ADT —ZWEEFAR—FLTWET,

SNMP =2 L7 2%, RETR 7740 (EETLHZMIBAT V=7 hDOU R K ERHBLEDOT A
AADY AN BZRETEH-ODOR— > JER%E Cisco Crosswork {[ZITVVE T, FHENZ/ Vv
T ENTMIBEY 2— VDU RARNELIIMIBEY 2—/VOHAZ LY A NEMREL
T, ®d 2% OID ZREL T,
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\)

6=

Cisco Crosswork Data Gateway (%, ¥ AT AZT TIZE EN TV HIEHER 72 MIB DY — RK/3—
T A BT NA ZATSNMP R—U 72 HLET, MEO MIB 1, WEZRIIME O MIB
PO MIB 7T —7 VA ETNIAT 7= 5 SRT DGEICOHLETT, 727211, R OID
NR—=2DEE, MIB [IXLEDH D A,

OID BfRIFENAH L. SNMP 2L 7 Z~DAHE LTSN ET,

AR DT IS, AR lr—V 2B (32 —30) OFBAIZHE > T, Crosswork Data Gateway
VM IZT NA ARy lr—V% A AR — hTEET,

T=FR=V T LTy T TYR—FSNTND SNMP A=V 3 FTRO LB Y TT,
A=V T
* SNMP V1
* SNMP V2
« SNMP V3 (no auth nopriv, auth no priv, authpriv)
e AR— FSHTWDHFFEZ 17 k=L 0 SHA-1, MDS5

e AR — F SN TW5 priv 7'u k=)L : DES, 3DES, AES128, AES192, AES256,
CiscoAES192, CiscoAES256

s hT v
« SNMP V1
« SNMP V2

* SNMP V3 (no auth nopriv, auth no priv, authpriv)

TINA A TDEHREH :

WDFRIZ, SFEZF7% SNMP HEREZ AT AV T va~wy RaRrLET, SOV T
. 779 b 73 —ABEAD KX 2 AL FEBRLTLIEEN,
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£ 3: T/ R T SNMP =B 31129 B 5% EHI

snwp iz a7 [l

N—o3v

avU kR

B8

V1

snmp-server group

<group name> vl

snmp-server user <user_ name>

<group name> vl

SNMP /R— g >, a—H—/
2= =T N —T DM E E
%]\/\ij—o

snmp-server host <host ip>
traps <community string>
udp-port 1062

ROFIZSEIZ LT ES
Y,

snmp-server host a.b.c.d

traps test udp-port 1062

N7y TT— 5 OEREREEE
#LET,

snmp-server traps snmp linkup

snmp-server traps snmp

linkdown

VI AT =S Azl %
Ty TEAMLET,

V2c¢

snmp-server group

<group name> v2cC

snmp-server user <user name>

<group name> v2cC

SNMP N— g | a—H—/
DW= N—T DML E
#LET

snmp-server host <host ip>
traps SNMP version
<community string> udp-port
1062

snmp-server host a.b.c.d
traps version 2c v2test
udp-port 1062

N T —H OUREEEE
#LET,

GE) ZZiZE#EiEn T
WAHIPT RLA
¥, Crosswork
Data Gateway D1
BIPT FLATH
HVENRHY F
7

snmp-server traps snmp linkup

snmp-server traps snmp

linkdown

VI AT =S Azl %
N7y TEAMLET,
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N—o3ay

avy kR

S

V3
GE)

SNMPv3 = — —
DNAT — R,
8 NA R kI
LHMBNH Y F
7

snmp-server host <host IP>
traps version 3 priv

<user name> udp-port 1062

kT v 7T — X OERIEEE E
HLET,

GE) ZZiZRE# T
W5HIP7 RL A
{X. Crosswork
Data Gateway D1
FHIPT RLATH
HHENRHY F
R

snmp-server user <user name>
<group name> v3 auth md5
<password> priv aes 128
<password>

REL4miftET 7282 Y
A RO RA NI L CEREEE
A FZ—TNIZT B LI
SNMP H—/3 7 —T %R E
LET,

snmp-server view <user name>

< MIB > included

il WE T D UENH D%
ERLET,

snmp-server group
<group name> v3 auth notify
<user name> read <user name>

write <user name>

SNMP N—v 5 v a—H—/
A=Y =T N —T DM EE
BLET
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snwp iz a7 [l

N—o3ay

avy kR

S

cFFaroXx—U—K
—OEEETICERL
=t ra
authenticationFailure,
linkUp, linkDown,
warmStart, 3 X
coldStart D% k7 v 7' %
A F—T NI LET,

F—U— FEETHEML
% E, MELLZA
TDRNT T DOHRDA
F—=TITR Y £, T
ExF FTRToA
B —T A AZx LT
linkUp & linkDown O
SNMP 7 v 772 &7
o — U A — T VT
TAHIZE, Zoavr R
D
spsveaeespinkydirkdoan
EWIH R EFEHLE
R

SNMP =2 L 7 #i3,

C AT —

\}

ROEEZ YR — R LTHET,

G¥)

* TABLE
* WALK
+ COLUMN

1 SOWETEED A T — 0ID ZERTHHAIE, T /34 A~
D 1 DD getbulkrequestquery CHEELD SNMP GET ER % /X 7

INHOEMET, B —RETERINET LULTFOA m—FlzZHR)
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\)

GE) T3 ADOISEREN 1,500 2 VB EB X 5581L. 47> 3 @ deviceParams &1
snmpRequestTimeoutMillis ("o 72— RBNZITIFR RSN TR ZHEATLILERNH Y E
To TNA ADIERFEINIEFITRE N EDHEFETZRVRY . snmpRequest TimeoutMillis %
AT sz idERsnEEA,

snmpRequestTimeoutMillis DE (X X U M HAL THRET D2 LE R H Y £,
77 4 v b OFMEIE 1,500 S VBTY, 7272 L. ZORMEOEKRMEICHIRIEH Y EEA,

WIZ. SNMP Y = 7 of 2R LET,
{

"collection job": {
"application context": {
"context id": "collection-jobl",
"application_ id": "APP1"
} r
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "SNMP_COLLECTOR"
} r
"job device set": {
"device set": {
"devices": {

"device ids": [
"c70£c034-0cbd-443f-ad3d-a30d4319£937",
"8627c130-9127-4ed7-ace5-93d3b4321d5e",
"c0067069-c8£6-4183-9e67-1£2e9b£f56£58"

}
}7
"sensor input configs": [
{
"sensor data": {
"snmp_ sensor": {

"snmp mib": {
"oid": "1.3.6.1.2.1.1.3.0",
"snmp operation": "SCALAR"
}
}
}7
"cadence in millisec": "60000"

}7
{
"sensor data": {
"snmp_ sensor": {

"snmp mib": {
"oid": "1.3.6.1.2.1.31.1.1",
"snmp operation": "TABLE"
}
}
}7
"cadence in millisec": "60000"

}

] 4

"sensor output configs": [
{

"sensor data": {
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"snmp_sensor": {
"snmp mib": {

"oid": "1.3.6.1.2.1.1.3.0",
"snmp_operation": "SCALAR"
}
}
}I
"destination": {

"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topicl 46lcb8aa-al6a-44b8-b79f-c3daf3ead925f"
}
}I
{
"sensor_data": {
"snmp_sensor": {
"snmp _mib": {

"oid": "1.3.6.1.2.1.31.1.1",
"snmp_operation": "TABLE"
}
}
}I
"destination": {

"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topic2 e7ed6300-fc8c-47ee-8445-70e543057f8a"

SNMP +S v JIR&EL 37

SNMP F 5 v FINEY 3 7%, APLEZ N L TORERTEEST, FIv U RAF—IR—FT
VAL, BELOHD ME Y TIZESNWT) ZEHFIT—X%2T 4 Ay F LET,

Crosswork Data Gateway |3 UDP A"— k 1062 Tr 7 v 7% U v A LET,
S

GE)  SNMP 7 v 7IEY a 72X ET DT, SNMP F 7 v 727 " A ETELSREL T,
Crosswork Data Gateway DfRAE IP 7 KL AIZEGFET HLE N H Y £,

SNMP b5y JIREC 3 TDI—9 70—

SNMP k7 v 7 %559 % L. Cisco Crosswork Data Gateway XL F & FEITL £,
1L TR LTEEY a THER SN TN E D na R L E T,

2. "oy R—=Variala=T 4 LT EMRELET,

3. SNMP V3 OHEIE, 2—HP—3BFEL priv 7m haL 7 LT vy LB RGEL £9,
“

GE)  SNMPV3 auth-priv b 7 v 713, 7351 AE 7213V —F @ engineld (247 LT, 17— /L USM
=P =T —TNEMFLET, LIERo>T, 73 AEITV—H Dengineld PEE I 15
NS, M7 T ORENTEHShET, Ty TOZEZHEMTICE. TRELDOT A
2B LTHRD AT TS 2S00,
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Crosswork Data Gateway (&, E >+ — XRRENTZ N7 v 7 OID IZESNWT AT v TFE2 7 o
WVERFL, EREINZ T v T OLEEELET,

IREEY a TGS, T3 RTREDT2VD, F2E N T v TRZEINLWEGEE, Ya Ty
DAT—H AL [ (Unknown) |DEETT, YHA—FINTWBEFT 7L MIBDU R

MZHOWTiE, [SNMP TONEMICHEHFIICe—RL7ZbT7 v 7EMIBOY 2 ] 28R L

TLIEEN,

Crosswork Data Gateway (%, RD 3 DD ¥ A 7 D3I YANG/OID X—AD T v F&=HKR—hKL
£

£ 4: 9 KR— SN TSI YANG/OID A—RD b5y TD Y R +

oY —/RR Br
* TUANEBR LTI AN a8t _XTO Ny 72EEL
iﬁ‘o

MIB L'~V ks Z v |1 20 MIB %10 OID

7 (B + F=TD isis-mib L-UL T v F 2T 55411
1.3.6.1.2.1.138.0)

FeED KT v FeED N7 > 7O 0ID
(8 : linkUp ~ 7 > 7253 25461£1.3.6.1.63.1.1.5.4)

WIZ, SNMP T v FINEY a 7O ERLET,

{
"collection job": {
"application context": {
"context id": "collection-jobl",
"application id": "APPL1"
}I
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "TRAP COLLECTOR"
}I
"job device set": {
"device set": {
"devices": {

"device ids": [
"a%b8f43d-130b-4866-a26a-4d0f%e07562a",
"8c4431a0-f21d-452d-95a8-84323a19e0d6",
"eaab2647-2351-40ae-bf94-6e4a3d79%af3a"

]

}
}
}I
"sensor input configs": [
{
"sensor data": {

"trap sensor": {

"path": "1.3.6.1.6.3.1.1.4"

}

}I
"cadence in millisec": "60000"
}
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]I
"sensor_output configs": [
{
"sensor_data": {
"trap sensor": {
"path": "1.3.6.1.6.3.1.1.4"
}
}I
"destination": {
"destination id": "4c2ab662-2670-4b3c-b7d3-b%4acbad98c56",
"context id": "topicl 696600ae-80ee-4a02-96cb-3a01a2415324"

WNETTUr—230~AD S5y TEEOEME
T XA A LD Crosswork (LB b T v T OHEBRLTHENZTDHZ E2RBED LET,

P e CRE LT =2 D N7 v 72 A 7407 5121%, oid (OBJECT_IDENTIFIER,
1.3.6.1.6.3.1.1.4.1.0 72 ) & OidRecords @ oid IZBHESTIT STV strvalue i L £
T (TTVr—2 a3k RB2o oD #BA LT RN vy 7OBBEERETETET) o

WIZ, T v THBIET ) r—a SNHRIET AT DEE XA n— FOflEZRLET,
I T

1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.4
* Link Down
1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.3
* Syslog
1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.4.1.9.9.41.2.0.1
* Cold Start
1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.6.3.1.1.5.1
{
"nodeIdStr": "BF5-XRVI9K1l.tr3.es",
"nodeIdUuid": "C9tz51J0SJKf50Z67+U5JQ=="",
"collectionId": "133",
"collectionStartTime": "1580931985267",
"msgTimestamp": "1580931985267",
"dataGpbkv": [
{
"timestamp": "1580931985267",
"name": "trapsensor.path",
"snmpTrap": {
"version": "V2c",
"pduType": "TRAP",
"v2v3Data": {
"agentAddress": "172.70.39.227",
"oidRecords": [
{
"oid": "1.3.6.1.2.1.1.3.0",
"strValue": "7 days, 2:15:17.02"
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}I

{

1.1.4.1.0", // This oid is the Object Identifier.
.6.3.1.1.5.3" // This is the value that determines the

"oid": "1.3.6.1.6.3.
"strValue": "1.3.6.1
kind of trap.
}I
{
"oid": "1.3.6.1.2.1.2.2.1.1.8",
"strValue": "8"

}I

"oid": "1.3.6.1.2.1.2.2.1.2.8",
"strvValue": "GigabitEthernet0/0/0/2"

"oid": "1.3.6.1.2.1.2.2.1.3.8",
"strValue": "6"

"oid": "1.3.6.1.4.1.9.9.276.1.1.2.1.3.8",
"strValue": "down"

"collectionEndTime": "1580931985267",
"collectorUuid": "YmNjZjEzMTktZjF1OSOONTESLWI40TgtY2Y1ZmQOxZDFjNWEXOLIRSQVBEQ09MTEVDVE9S",

"status": {
"status": "SUCCESS"
}I
"modelData": {},
"sensorData": {
"trapSensor": {
"path": "1.3.6.1.6.3.1.1.5.4"
}
}I

"applicationContexts": [

{
"applicationId": "APPL",
"contextId": "collection-job-snmp-traps"

MDT YR>3

Crosswork Data Gateway |, E7 /VBRENRT LA R U (MDT) ZHL TRy NU—27F /34
AMHDOT—=LMEEYHR— L, TAALANRLOT LA M) AN —AEBEEHELET
(IOS-XR XR—=ADT'T v N7 4+ —LDH)

Crosswork Data Gateway |L, XD k7 v AR— hE— ROT—XIWEEVFR— KL TWET,
*MDTTCP # A ¥V 7 DU hE—F

Cisco Crosswork |X NSO #FJH L THE/ MDT RE&E T /3 AT v o L, X d 2UEE
¥ a 7 O E % Crosswork Data Gateway (22515 L £77,
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\)

GE) e Ny I Ty TEE L EHITBEORNCEEAF O MDT ¥ 3 I S nOEHE (FH) B’ 5Y
. Cisco Crosswork (37 /NA A L CREHEFHOY a 7E2FHAELET A, ZHITIENSO 28
BItRT 2720 TT, NSO/T /A ZADOREXEILT H0ENH Y £3, Cisco Crosswork 1%
T A R—=ANDOY a T OHrEE T LET,

* YANG £V 22—V E2FHTHHIC, PR—FSINTWAENE I EERLET, [MDT
TOWNEMAICETNICE— RL7Z YANG EV2— LDV AN OHEEZSZBLTL I,

wIZ, MDT INEDRA m— FOB R L ET,
{

"collection job": {
"job device set": {
"device_set": {
"device group": "mdt"
}
}I
"sensor_ output configs": [{
"sensor_data": {
"mdt_sensor": {
"path":
"Cisco-IOS-XR-infra-statsd-oper:infra-statistics/interfaces/interface/latest/generic-counters"

}
}I
"destination": {
"context id": "cw.mdt sensor.cisco-ios-xr-infra-statsd-oper.gpb",
"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"
}
}I
{
"sensor_data": {
"mdt_sensor": {
"path":
"Cisco-IO0S-XR-infra-statsd-oper:infra-statistics/interfaces/interface/data-rate"
}
}I
"destination": {
"context id": "cw.mdt sensor.cisco-ios-xr-infra-statsd-oper.gpb",
"destination id": "c2a8fba8-8363-3d22-b0c2-af%e449693fae"
}
}
]I
"sensor_input configs": [{
"sensor_data": {
"mdt_sensor": {
"path":
"Cisco-IO0S-XR-infra-statsd-oper:infra-statistics/interfaces/interface/data-rate"
}
}I
"cadence_in millisec": "70000"
b A
"sensor_data": {
"mdt_sensor": {
"path":
"Cisco-IOS-XR-infra-statsd-oper:infra-statistics/interfaces/interface/latest/generic-counters"

}

Cisco Crosswork Data Gateway .
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} r
"cadence_in millisec": "70000"
}
] r
"application context": {
"context id": "c4",
"application_id": "a4-mdt"
} r
"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "MDT_COLLECTOR"
}
}
}

MDT IR&EC 3 TNT—Y 70—

MDT _—AD KPI 3T /A ATT 77 4 7{t &5 & Cisco Crosswork

1. HERERZNSOIWEEL T, =7y b TS ATOT =2 EEZ AL ET,
2. Crosswork Data Gateway |\ZUUEE Y =2 7ERR Y 7 =X F &2 #(E L £ T,

3. Crosswork Data Gateway (X, IUE U727 — % Z45E LI EICEET 2720 DT A R
Ba—va a2 ERLET,

Syslog R&E> 37

Crosswork Data Gateway |, 7 /34 A5 D Syslog X—ADA X2 MUEEZFFR— N L TWE
9, PAR— h I TV 5D Syslog IERUFRD L B0 T,

« RFC5424 syslog &K

« RFC3164 syslog JE=\

)

GE) Xy hIT—=IHNOT A AN syslog T — % #IEET 5HIZ1F, syslog DT — ¥ % Crosswork Data
Gateway (ZEET D KT NA ZAERETLDMLER DV ET, 77 v b7+ —LEFGO~
=a T ESZRLTIEIN,

TNA ZADFEFNZONTIX, [F/351 ATOD Syslog FEEF27) OBRE (56 2—) |
ZZM L TLEEW, CiscoCrosswork Tl, 7 /3 ZA~DE X 2 7 72 syslog g i ET 5 Z
EHLTEET, [FARALATOEF 27T Syslog DEE (57 X—) | OF A ZAREW %25
LT EE0,

Syslog 7—74% DIREE

Syslog 7 —# 1%, PRI ~X\— A ® SyslogSensor F 721X 7 1 /L ¥ ~<X— A D SyslogSensor &5 ET 5
ZETTANBUETHENTEET, A B — RTHREINTT 4 VZIT—T 5 syslog
AN FDOBI, FEE SN TEREICRE SN E T,

RIZ, PRI~N—Z® SyslogSensor 7 /& Zffi [l L7z Syslog INEE~A v — ROFIZ R LET,
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"collection job": {
"job device set": {
"device_set": {
"devices": {
"device_ ids": [
"c6f25a33-92e6-468a-ba0d-15490f1ce787"
1

}
}I
"sensor_output configs": [
{
"sensor_data": {
"syslog_sensor": {

"pris": {
"facilities": [0, 1, 3, 23,41,
"severities": [0, 4, 5, 6, 7]
}
}
}I
"destination": {
"context id": "syslogtopic",

"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"
}
}
] r
"sensor_input configs": [
{
"sensor_data": {
"syslog_sensor": {

"pris": {
"facilities": [0,1, 3, 23,4],
"severities": [0,4, 5, 6, 7]
}
}
}I
"cadence in millisec": "60000"

}

] r

"application context": {
"context id": "demomilesstoneZsyslog",
"application_id": "SyslogDemo2"

} r

"collection mode": {
"lifetime type": "APPLICATION MANAGED",
"collector type": "SYSLOG_COLLECTOR"

}

}

7 4 )V HR—AD SyslogSensor (%, [EFHEHL, PRI, BLRET77 1+ (BEKE) -772V
TAUZESONTVET, ANDE/IZORZHEM LT, BEOT 1 L5 (BK3DD7 (VH)
EREBIOMAETEET, 7740 M T, BEEE F2EE S TRV E 13 AND &
RS NET, WIZ, 7 4V H—ZD SyslogSensor 7 /v % Z{#iH L 7= Syslog I~ A
2= FOFlZ/RLET,
{

"collection job": {

"job device set": {

"device set": {

"devices": {

"device ids": [

Cisco Crosswork Data Gateway .
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"ce33ad3c-d6d0-42b7-b24b-67dfa77c6ee8"
1

}I

"sensor_ output configs": [{
"sensor_data": {
"syslog_sensor": {

"filters": {
"filter": [{
"syslog filter": ({
"severity facility": {
"severity": {
"op": "LESSER_THAN",
"value": 7
}I
"facility": {
"op": "EQUALS",
"value": 23

}

}I
{
"syslog filter": ({
"pri filter": {
"value": {
"op": "GREATER THAN",
"value": 180

}

}I
{
"syslog filter": {

"regex filter": {
"pattern": "SSHD\\[\\d+\\]"
}
}
}
]I
"operator": "AND"
}
}
}I
"destination": {
"context id": "3filtersand",

"destination id": "c2a8fba8-8363-3d22-b0c2-a%e449693fae"
}
1

"sensor_input configs": [{
"sensor_data": {
"syslog_sensor": {

"filters": {
"filter": [{
"syslog filter": {
"severity facility": {
"severity": {
"op": "LESSER_THAN",
"value": 7
}I
"facility": {
"op": "EQUALS",
"value": 23

. Cisco Crosswork Data Gateway
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}
}
} 4
{
"syslog filter": {
"pri filter": {
"value": {
"op": "GREATER_THAN" ,
"value": 180
}
}
}
} 4
{
"syslog filter": ({
"regex filter": {

"pattern": "SSHD\\[\\d+\\]"
}
}
}
] 4
"operator": "AND"
}
}
} 4
"cadence_in millisec": "60000"
11y
"application context": {
"context id": "AND syslog.3Filters oneofeach",
"application id": "testing.postman.syslog.3Filters_oneofeach AND"
} 4
"collection mode": {
"lifetime_type" : "APPLICATION_ MANAGED",
"collector type": "SYSLOG_COLLECTOR"

}

Syslog X5k~ a3 Tt A

Cisco Crosswork D UL 2B T /34 A% A R—T 4 73536 (T3 ZEH (Device

Management) ]>[% > h U —2 7 /31 A (Network Devices) |>[7 /31 ADFEH (Device

Details) ]) . [Syslog JZ= (Syslog Format) ] 7 4 —/L R CER L7ZfHIZ L » T, T34 A5

A8 L7z syslog £ X K% Syslog = L 7 Z T+ 2 AR E S NE T, [FH
(UNKNOWN) ]. [RFC5424], F£721% [RFC3164] DWW T NnaE IR T E 7,

WIZ, &F 7 a ol s RLET,

1. [~ (UNKNOWN) ] : Syslog N> a 7 OHIIZ, T34 A 55245 LTz syslog A X
FREENTNET,

\}

GE) 734 AT RFC5424/RFC3164 JE 2 Tsyslog 1 X b #4725 £ 9 I E STV T $ [Syslog
£ (Syslog Format) | 7 « — /L RIZEXDNFRE SN TW WSS, 7 7 44 b TIE [
(UNKNOWN) | & RLZe &g,

VAN 2 VA
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node_ id str: "xrv9k-vM8"

node id uuid: ":i\300\216>\366BM\262\270@\337\225\2723¢&"
collection_id: 1056

collection start time: 1616711596200

msg_timestamp: 1616711596201

data_gpbkv {
timestamp: 1616711596201
name: "syslogsensor.path"
fields {
name: "RAW"
string value: "<6>1 Mar 25 15:34:41.321 PDT - SSHD_ 69570 - - 98949:

RP/0/RP0O/CPUO:SSHD_ [69570]: $SECURITY-SSHD-6-INFO SUCCESS : Successfully authenticated
user \'admin\' from \'40.40.40.116\"' on \'vtyO\' (cipher \'aesl28-ctr\', mac
\'hmac-shal\') \n"
}
fields {
name: "DEVICE_IP"
string value: "40.40.40.30"
}
}
collection end time: 1616711596200
collector uuid: "17328736-b726-4fe3-b922-2312a4a30a54f:SYSLOG_COLLECTOR"
status {
status: SUCCESS
}
model data {
}
sensor_data {
syslog_sensor ({
pris {
facilities:
facilities:
facilities:
facilities:
severities:
severities:
severities:
severities:

~N oy U1 O N B WO
w

}

}

application_contexts {
application_id: "SyslogApp-xr-8-jobl"
context id: "xr-8-jobl"

}

version: "1"

[RFC5424] : 7 73A A3 syslog 1 X2 k% RFC5424 A CTHERKT % £ 9 IZFEE S 4, [Syslog
3 (Syslog Format) ] 7 ¢ —/L K C [RFC5424] FEX B SN TV D54, Syslog IN4E
Va TWEOHINZIE, T3 A0B%[E Lizsyslog A X b (RAW) & T /341 26D
RFC5424 DA k=7 4 — MENTHE D syslog A X2 PR EENET,
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\}

G¥)

Syslog = L' 7 Z 1%, IR®D Java RegEx /3 — /NI > TRA hxT 7 4 — K Tsyslog 1 X M &
fRHT L £

RFC5424
"N<(?<pri>\\d+)>(?<version>\\d{1,3})\\s*(?<date>(([0-9]{4\\s+) ?[a-zA-Z]{8\\s+\\d+\\s-+\\d+:\\d+:\\d +.\\d{3\\s +[a-zA-Z

9T:.Z-]+))\\s*(?<host>\\S+)\\s*(?<processname>\\S+)\\s*(?<procid>\\S+)\\s*(?<msgid>\S+)\\s*(?<structureddata>(-|\\|
<message>.+)$";

P T

collection start time: 1596307542398
msg_timestamp: 1596307542405

data_gpbkv {
timestamp: 1596307542405
name: "syslogsensor.path"
fields {

name: "RAW"
string value: "<13>1 2020 Aug 1 12:03:32.461 UTC: iosxr254node config 65910 -
- 2782: RP/0/RSP0O/CPU0:2020 Aug 1 12:03:32.461 UTC: config[65910]:
$MGBL-SYS-5-CONFIG I : Configured from console by admin on vty0 (10.24.88.215) \n"
}

fields {
name: "RFC5424"
string value: "pri=13, severity=5, facility=1, version=1,

date=2020-08-01T12:03:32.461, remoteAddress=/172.28.122.254, host=\"'iosxr254node\",
message=\'2782: RP/0/RSPO/CPU0:2020 Aug 1 12:03:32.461 UTC: config[65910]:
$MGBL-SYS-5-CONFIG I : Configured from console by admin on vty0 (10.24.88.215) \',
messageld=null, processName=config, structuredDatalist=null"
}
fields {
name: "DEVICE IP"
string value: "172.28.122.254"
}
}
collection end time: 1596307542404
collector uuid: "ac961b09-8f67-4c93-a9%99%a-31leef50£f7fa9:SYSLOG COLLECTOR"
status {
status: SUCCESS
}

[RFC3164] : 7 /31 A3 syslog A X2 k% RFC3164 A TAERKT 5 L 9 IZFEE S 4L, [Syslog
3. (Syslog Format) | 7 « —/L RC [RFC3164] FEXDEIN TV D54, Syslog ¥ =
TIEDOHINZIE, RAW (T ZAMBEZFE LT b D) syslog A X2k ET /8L ZDD
RFC3164 DA h 7 5 — MENTE D syslog 4 <> NOR ST NE ENET,
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\}

(GE)  Syslog 2 L7 Zid, KO Java RegEx /3% — > TRA R =7 4 — K Tsyslog 1 X &
fRMT L £,

RFC3164

"N<(?2<pri>\d+)>[]"\\s")?(?<date>(\*[a-zA-Z){3\s-++\\d+\\s+[0-9] {4 \\s+\\d-+:\\d+:\\d+\\. \\d{3N\\s +]+[[a-zA-Z]{3}:]1 ?\\s+)|(([
[a-zA-Z]){8\s+\\d+\\s+\\d+:\\d-+\\d+[. ] IND {BM\\s+]+[[a-ZA-Z){B} ] 1)([0-9T:.Z-]+)\\s+(?<host>\\S+) \\s+((?<tag>[A\\\s\\[]+
<procid>\d+)\\])?:)"\\s*(?<message>.+)$";

P TIVH T

collection_id: 20
collection start time: 1596306752737
msg timestamp: 1596306752743
data gpbkv {
timestamp: 1596306752743
name: "syslogsensor.path"
fields {
name: "RAW"
string value: "<14>2020 Aug 1 11:50:22.799 UTC: iosxr254node 2756:
RP/0/RSPO/CPU0:2020 Aug 1 11:50:22.799 UTC: config[65910]: $MGBL-CONFIG-6-DB_COMMIT
: Configuration committed by user \'admin\'. Use \'show configuration commit changes
1000000580\"' to view the changes. \n"
}
fields {
name: "RFC3164"
string value: "pri=1l4, severity=6, facility=1, version=null,
date=2020-08-01T11:50:22.799, remoteAddress=/172.28.122.254, host=\"'iosxr254node\"',
message=\"'RP/0/RSP0O/CPU0:2020 Aug 1 11:50:22.799 UTC: config[65910]:
$MGBL-CONFIG-6-DB_COMMIT : Configuration committed by user \'admin\'. Use \'show
configuration commit changes 1000000580\' to view the changes. \', tag=2756"
}
fields {
name: "DEVICE IP"
string value: "172.28.122.254"
}
}
collection end time: 1596306752742
collector_ uuid: "ac961b09-8f67-4c93-a99%a-31leef50£f7fa9:SYSLOG_COLLECTOR"
status {
status: SUCCESS
}

Syslog = "7 % 73 [Syslog JZ7. (Syslog Format) | 7 - —/L R THEE S AL/ JERUTHE > T syslog
AR NEREHTCE RV E, SyslogIUEEY a 7O HITIE, T35 A0 555 LTz syslog A
~r b (RAW) REENRET,

TINA RATD Syslog (FEF27) DFRE

ZDIETIL, T34 AT RFC3164 lZ & 7213 REC5424 TE D syslog % #% i35 72 8 D% i il
ZraLET,
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714 2Ot %27 Syslog 0EE

RFC3164 Syslog i R D& &

)

CE)  kO=a— FTHAZRENTODIRET, TSN HAITO7 +—~ v FOREZ LY 5
f:&)Q:%‘gb’Gﬁ*o

Cisco IOS XR T /314 ZADIFH -

logging <CDG IP> port 9514 OR logging <CDG IP> vrf <vrfname> port 9514
logging trap [severity]

logging facility [facility value]

logging suppress duplicates

service timestamps log datetime msec show-timezone year

logging hostnameprefix <some host related prefix e.g.iosxrhost2>

Cisco IOS XE T34 ZADHFA -

no logging message-counter syslog

logging trap <serverity>

logging facility <facility>

logging host <CDG IP> transport tcp port 9898 session-id string <sessionidstring> -->
To use TCP channel

OR

logging host <CDG IP> transport udp port 9514 session-id string <sessionidstring> --->
To use UDP channel

OR

logging host <CDG IP> vrf Mgmt-intf transport udp port 9514 session-id string
<sessionidstring> --> To use UDP via vrf
service timestamps log datetime msec year show-timezone

RFC5424 Syslog Fs X DR E

Cisco IOS XR T /34 ADIGA -

logging <CDG IP> port 9514 OR logging <server 1> vrf <vrfname> port 9514
logging trap [severity]

logging facility [facility valuel]

logging suppress duplicates

service timestamps log datetime msec show-timezone year

logging hostnameprefix <some host related prefix e.g.iosxrhost2>
logging format rfcb424

Cisco IOS XE T /31 ZADFA -

no logging message-counter syslog

logging trap <serverity>

logging facility <facility>

logging host <CDG IP> transport tcp port 9898 session-id string <sessionidstring> -->
To use TCP channel

OR

logging host <CDG IP> transport udp port 9514 session-id string <sessionidstring> --->
To use UDP channel

OR

logging host <CDG IP> vrf Mgmt-intf transport udp port 9514 session-id string
<sessionidstring> --> To use UDP via vrf

service timestamps log datetime msec year show-timezone
logging trap syslog-format 5424 --> if applicable

FINA ATDEF 217 Syslog DEXTE
TN ASDEF 27 73 syslog W5 ZHENLT DX, ROFIEEZIATLET,
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1. Cisco Crosswork @ [FEBAEEEE Ul (Certificate Management) ] -X— 7> Cisco Crosswork
EEFz—r XU m—RNLET,

2. Cisco Crosswork B F = — V2 L TF A A2/ E L E T,

Syslog SIEAZN A HoO—FK

1. CiscoCrosswork ® UI'C, [%# (Administration) ]>[FERHESHE (Certificate Management) ]
WCBE L £,

2. Tcrosswork-devicesysog) 17 C[i] 227 Vv 27 LET,
3. [T Tx=Z7 AFR—F (BxportAll) 1227V v 7 LT, itEEX Y a— RKLET,
WRDT 7 ANVINYVAT KIF T a— RIRET,

Name

0

interrmediate.key
interrmediate.crt
ca.crt

T34 A TO Cisco Crosswork F S5 X FRA > FDHRTE
TLSZEHHIZT S XR T/81 RDEKREH

RP/0/RSPO/CPU0:ASR9k
RP/0/RSPO/CPU0:ASR9k

config) #crypto ca trustpoint syslog-root
config-trustp) #enrollment terminal
RP/0/RSPO/CPU0:ASR9k (config-trustp) #crl optional
RP/0/RSP0O/CPU0:ASRIk (config-trustp) #commit
RP/0/RSP0O/CPU0:ASR9k (config-trustp) #end

RP/0/RSP0O/CPUO:ASRIk#

RP/0/RSPO/CPU0:ASROk#crypto ca authenticate syslog-root

Fri Jan 22 11:07:41.880 GMT

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIGKzCCBBOgAWIBAGIRAKEyYUS89yimrXVDRKBWUSGPgwDQYJKoZIhveNAQELBQAW
bDELMAKGA1UEBhMCVVMxCzAJBGNVBAGTAKNBMREWDWYDVQQOHEWhTYW4gSm9zZTEa

JPQ/Ur08N3sC1lgGIX7CIIh5cE+KIJ51ep8ileKSISwHWRTMv342MnG2StgOTtaFF
vrkWHD0206jRuYXDWEUptDOg80EritZb+SNPXWUc/2mbYog6ks6EeMC69VjkzZPo=

Read 1583 bytes as CA certificate

Serial Number : A7:F2:53:CF:72:8E:6A:D7:54:34:4A:05:6B:92:18:F8

Subject:

CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US

Issued By :
CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Validity Start : 02:37:09 UTC Sat Jan 16 2021
Validity End : 02:37:09 UTC Thu Jan 15 2026
SHA1l Fingerprint:

209B3815271C22ADF78CB906F6A32DDI9D97BRBDRA
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Fingerprint: 2FF85849EBAABI9BO59ACBIF5363D5CICDo you accept this certificate? [yes/no]:
yes

RP/0/RSP0/CPUO:ASROk#config

RP/0/RSP0O/CPUO:ASR9k (config) #crypto ca trustpoint syslog-inter

RP/0/RSP0O/CPUO:ASR9k (config-trustp) #enrollment terminal

RP/0/RSP0O/CPUO:ASR9k (config-trustp) #crl optional

RP/0/RSP0O/CPUO:ASRIk (config-trustp) #commit

RP/0/RSPO/CPU0:ASROk#crypto ca authenticate syslog-inter

Fri Jan 22 11:10:30.090 GMT

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIGFDCCA/ygAwIBAgIRAKkhgHOXcJzQzeQK6U2wn8PIwDQYJKoZ IThveNAQELBQAW
PDELMAkKGA1UEBhMCVVMxCzAJBgNVBAgGTAKNBMREWDWYDVQOHEWhTYW4gSm9zZTEa

51Bk617z6cxFER5c+/PmJFhcreisTxXgladbFdnB5C8f+0uUIdLghykQ/zaZGuBn
AAB70c9r90eKGIWzvv1e2U8HHI1pdQ/nd

Read 1560 bytes as CA certificate
Serial Number : 02:48:6A:1D:05:DC:27:34:33:79:02:BA:53:6C:27:F0:F2
Subject:
CN=device-syslog,0=CISCO SYSTEMS INC,L=San Jose,ST=CA,C=US
Issued By
CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Validity Start : 02:37:11 UTC Sat Jan 16 2021
Validity End : 02:37:11 UTC Mon Jan 16 2023
SHA1 Fingerprint:
BO6F2BFDE95413A8D08A01IEE3511BC3D42F01ES9

CA Certificate validated using issuer certificate.

RP/0/RSP0O/CPUO:ASR9k#show crypto ca certificates
Fri Jan 22 15:45:17.196 GMT

Trustpoint : syslog-root

CA certificate

Serial Number : A7:F2:53:CF:72:8E:6A:D7:54:34:4A:05:6B:92:18:F8
Subject:

CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Issued By

CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Validity Start : 02:37:09 UTC Sat Jan 16 2021
Validity End : 02:37:09 UTC Thu Jan 15 2026
SHA1 Fingerprint:

209B3815271C22ADF78CBO906F6A32DD9D97BBDBA

Trustpoint : syslog-inter

CA certificate

Serial Number : 02:48:6A:1D:05:DC:27:34:33:79:02:BA:53:6C:27:F0:F2
Subject:

CN=device-syslog,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Issued By

CN=Crosswork Device Root CA,0=CISCO SYSTEMS INC,L=San Jose, ST=CA,C=US
Validity Start : 02:37:11 UTC Sat Jan 16 2021
Validity End : 02:37:11 UTC Mon Jan 16 2023
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SHA1l Fingerprint:

BO6F2BFDE95413A8D08A01IEE3511BC3D42F01ES9
RP/0/RSP0O/CPU0:ASRIk (config) #logging tls-server syslog-tbl31l
RP/0/RSP0O/CPU0:ASR9k (config-logging-tls-peer) #tls-hostname 10.13.0.159
RP/0/RSP0O/CPU0:ASR9k (config-logging-tls-peer) #trustpoint syslog-inter
RP/0/RSPO/CPU0:ASR9k (config-logging-tls-peer) #severity debugging
RP/0/RSP0O/CPU0:ASRIk (config-logging-tls-peer) #vrf default
RP/0/RSPO/CPU0:ASR9k (config-logging-tls-peer) #commit
RP/0/RSPO/CPU0:ASR9k (config-logging-tls-peer) #exit
RP/0/RSP0/CPUO:ASRI9k (config) #exit
RP/0/RSP0O/CPUO:ASROk#exit
RP/0/RSPO/CPU0:ASR9k#show running-config logging
Fri Jan 22 11:17:19.385 GMT
logging tls-server syslog-tbl31
vrf default
severity debugging
trustpoint syslog-inter

tls-hostname <CDG Southbound IP>
|

logging trap debugging
logging format rfcb424
logging facility user
logging hostnameprefix ASR9k
logging suppress duplicates

RP/0/RSP0O/CPUOQ:ASROk#

TLSZHBMIZT 5 XE T/31 ADFKREH!

csr8kv
csr8kv
csr8kv
csr8kv
csr8kv
csr8kv

config) #crypto pki trustpoint syslog-root
ca-trustpoint) #enrollment terminal
ca-trustpoint) #revocation-check none
ca-trustpoint) #chain-validation stop
ca-trustpoint) #end

config) #crypto pki authenticate syslog-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFPjCCAyYCCQCO6pKS5A0GYdjANBgkghkiGIwOBAQSFADBhMOswCQYDVQQGEWIV
UzELMAKGA1UECAWCQOEXETAPBgNVBACMCE 1 pbHBpdGF zMQ4wDAYDVQQKDAVDaXN ]

JEA=

Certificate has the following attributes:
Fingerprint MD5: D88D6D8F E53750D4 B36EB498 OA435DAl
Fingerprint SHAl: 649DE822 1C222Cl1F 5101BEB8 B29CDF12 5CEE463B
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

csr8kv
csr8kv
csr8kv
csr8kv
csr8kv
csr8kv

config) #crypto pki trustpoint syslog-intermediate
ca-trustpoint) #enrollment terminal

ca-trustpoint) #revocation-check none

ca-trustpoint) #chain-validation continue syslog-root
ca-trustpoint) #end

config) #crypto pki authenticate syslog-intermediate

Enter the base 64 encoded CA certificate.
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5

oz a7 i

End with a blank line or the word "quit" on a line by itself

MIIFfTCCA2WgAWIBAgICEAAWDQYJKOZIhvcNAQELBQAWXDELMAKGALIUEBhMCVVMx
EzARBgNVBAgMCkNhbGlmb3JuaWExDjAMBgNVBAOMBUNpPc2NvMQ4wDAYDVQQLDAVT

Nmz 6NQynD7bxdQa9Xq9kyPuY3ZVKXkf312IRHOMEY2yFX/tAen9JqO0eZlg8canmw
TxsWASTLzylRmxgqQh88£0CM=

Trustpoint 'syslog-intermediate' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:
Fingerprint MD5: FE27BDBE 9265208A 681670AC F59A2BF1
Fingerprint SHAl: O03F513BD 4BEB689F A4F4E001 57EC210E 88C7BD19

csr8kv (config) #logging host <CDG Southbound IP> transport tls port 6514
csr8kv (config) #logging trap informational syslog-format rfc5424
csr8kv (config) #logging facility user

csr8kv (config) #service timestamps log datetime msec year show-timezone

csr8kv (config) #logging tls-profile tlsvl2

FQDN ZH#7/R— b9 578D Syslog R

BT NDT A AN Z TROa~ > REFLT LT, TLSAFQDN 247K — hCT& % &
I LET,

. RAAL VA EREL, DNSIP T A ATRETHLENH Y £,

RP/0/RSP0/CPUO:ASR9k#config
RP/0/RSPO/CPU0:ASRIk (config) #domain name <DNS domain name>
RP/0/RSPO/CPU0:ASRIk (config) #domain name-server <DNS server IP>

2. tls-hostname @ CDG VIP FQDN ##[%9" %

RP/0/RSPO/CPU0:ASRI9k (config) #logging tls-server syslog-tbl31l
RP/0/RSPO/CPU0:ASRIk (config-logging-tls-peer) #tls-hostname <CDG VIP FQDN>

Cisco Crosswork [%, Cisco Crosswork Data Gateway % 41" L 7= gRPC v N U — 27 FBA L X —
ZxAA (gNMD) R—=ZDT LA M) TF—=FDNELIR—FLTWET, Y727 Fg
NZHES S gNMIZ A Y vA v (gRPCHEAYNA L) AR = TDT VAN T—H &
FUR LTc e se ~ D% 7 227 ) 7o g VIRE (@E) OV b—0Hh i R—FLET,

\)

GE) ETABE =Ty FOTNRAAT Ty b7 5 —LTHR—FSNTNBRY, gNMILEEY

A—FrENFET, eNMIUEY 3 7E2EETDHITIE. T34 AT gNMI Zi%E L TH LEN
bVET, 7T N T —LEREOY=2 T VEMHBLET,

TNA AT gNMI ZFRET DI, [7 /310 ZOFKER] : gNMI (68 X—) | 2L TL
7230,
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eNMI TliE, X a7 E—RLF EEXaTET—FOMFE2T A ATHFSEDL N TEE
3, CiscoCrosswork [&, - X0 F U CEINIFERICESNHT, FeFaT7E—FEDbt
X2 TE—RFEELELET,

TNRAANYIB—REND E, gNMI 2 L7 ZFBEFOYV T 27 U Ty g BT 8, AZHY
TAITATENDLIICLET,

eNMI fAARICIE, Ay =V Db 2~—0 T 5HENHY $HA, L7zh-> T, ek
T A ANy FONRF =T gNMI 2 L7 X TR — h & EH A,

Cisco Crosswork Data Gateway |X, gNMI DIRD X A T DY T A7 T4 THT v a i R—h
LTCWET,

K5 GNMIDY ITRY YT avtToay

247 vk vl A A

[1[2] (Once) ] FRE LT TONRRZON
T, VAT LAFEEDOBIED A
Ty ay M EIZZTIL
HELTHELET,

Stream SAMPLE INH— o R— ZDIVEE,

ON_CHANGE BOIDISEIX, Y7205
AT LTWVWBHINADTXTD
BEROREN G E, ZD%
2, AR Y —7EICKT 5%
FEOFEFHNEENTWVET,

TARGET DEFINED J— R IF R A NF. TR
FA T LTWVWBHNRA (DOF
Y. SAMPLE %7-1%
ON_CHANGE O\ 94y 12
FESNWTY —T7HALTH T R
7V T a0 — KEER
LET,

Crosswork Data Gateway |, 7 /3 A~DHE—DY T A7 J 7 a0 A NTEEOY T A7
V7 a N\ RAeY TR0 7473 58EE T R— ML TET, 72L& 2. ON_CHANGE
EH TR Y Ty arT— ROONCEWEY 2 7oA EFRE TE £9, ON_ CHANGE
B RiE, HBE LI ARADREDOEFEOERRCOHLT — 2 ZNELET, —FH, ¥722Y
7' a = ROONCEIL, fHE LR ADBUED VAT AT — X & 1 ATZFIEE L TEE L
£7
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\)

6= + Crosswork Data Gateway (£, 1 DLL EDOE— ROV KR — b DESET A AKFLET,
« T 7 4V MED gNMIE o — "2 TS B — RZR RSN EE A, ZHUIBER D protobuf
DENMETT,
boolean DIFE. T 7 /L MEE false TI, enum DAL, gnmi.proto BFEE S NE T,
Bl
message GNMIDeviceSetting {
bool suppress redundant = 1;

bool allow aggregation = 4;
bool updates only = 6;
}

2 -

enum SubscriptionMode {

TARGET DEFINED = 0; //default value will not be printed
ON_CHANGE = 1;

SAMPLE = 2;

}

WIZ, egNMIUERA B — ROV TNVERLET, 2OV TATE, T AT V—
[milpitas| D2 ODEFE Y NFERSNET, L, 6082 &1Z Tmode] = [SAMPLE] %
HLTA =T oA ZREHERAZWNELET, 2FBOTV a 7iE, A F—7 =14 ZDIKEE
(TyTIET) OEEEZxFY7F ¥ LET, ZhpmEis &, BiZ Imode="STREAM"
NalLy 2R EFEINET,

{

"collection job": {
"job device set": {
"device set": {
"device group": "milpitas"
}
}!
"sensor output configs": [{
"sensor data": {
"gnmi standard sensor": {
"Subscribe request": {

"subscribe": {
"subscription": [{
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name": "interfaces/interface/state/ifindex"
]
}!
"mode": "SAMPLE",

"sample interval": 10000000000
oo A

"path": {
"origin": "openconfig-interfaces",
"elem": [{

"name" :
"interfaces/interfaces/state/counters/out-octets"

]

}!
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"mode": "ON_CHANGE",
"sample interval": 10000000000
11

"mode": "STREAM",
"encoding": "JSON"
}
}
}
}I
"destination": {
"context id": "hukarz",

"destination id": "c2a8fba8-8363-3d22-b0c2-af%e449693fae"

11y
"sensor_input configs": [{
"sensor_data": {
"gnmi_standard sensor": {
"Subscribe request": {

"subscribe": {
"subscription": [{
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name": "interfaces/interface/state/ifindex"
H
}I
"mode": "SAMPLE",

"sample interval": 10000000000
oo Ao
"path": {
"origin": "openconfig-interfaces",
"elem": [{
"name":
"interfaces/interfaces/state/counters/out-octets"
H
}I
"mode": "ON_CHANGE",
"sample interval": 10000000000
1

"mode": "STREAM",
"encoding": "JSON"
}
}
}
} 4
"cadence _in millisec": "60000"
11y
"application context": {
"context id": "testing.group.gnmi.subscription.onchange",
"application id": "testing.postman.gnmi.standard.persistent"
} 4
"collection mode": {
"lifetime_type" : "APPLICATION_ MANAGED",
"collector type": "GNMI_COLLECTOR"

T /31 R & Crosswork Data Gateway [l TD ¥ 2 7 gNMI EEDHE 1L

Cisco Crosswork (% 1 DD/L— ks CAFEAE (HOBAFLIXEHETEAL—FCAILLDE
&) ODHEFERTEET, 2F0V ., T X_XTOT A RFFHEBIZIFRC CAICLDEL THDHZ &
Z)§‘\‘gw€‘ﬂ‘o
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7iq zimzosmn |

B TEZ 5D/ — K CAIZL > TEL INICIERER 2 581L. &RYDOFIEEZ A% v 7L
TFNE 2 M HBHEA L. Cisco Crosswork (2 rootCA FEAELY A R — h CT& £97,

Cisco Crosswork & 7 /3A AR T F =27 gNMI G0 T 21201F, RO FIAZFATLET,

1

F A AZEBAZEDO AR

SFRAEA AR LET, (5510 ZEAEOAR (65 2—3) | 2R L TIE I,

Cisco Crosswork @ [Crosswork FIEFAEEEE (Crosswork Certificate Management) | @ UI [ZFIE
HEZ7 v 7e—RFLET, [gNMIGEAEORE (66-3—) | 2L TN,

Cisco Crosswork @ UL 2252 % =7 gNMI A" — F OFEMZEH L T 31 AR EEZ FH L
F 4, Cisco Crosswork 7> 6037/\/1’X0)7D caroEH (67 X—) 2L T
=

TNA AT NMIZGILET, [T ZAOREF] : gNMI (68 <—2) | ZHML
TLEEW,

THNAATHAZFEL T NAA AXF—2RELET, 7 ZA~DFEHEDA VAR— 1 (71
/\\——\:/\\) o

ZDIETIE, OpenSSL Z i il L TREMAE 2 1B 2 1A OV TR L £97,

AEAE A A3 % FIEIL. Open SSL & Microsoft TRRAEH A4 CTH, Z D FNETIEL, OpenSSL %
EHLCT A AR EZ AR T 5 FIRICOWTHB L E L7,

)

GE)

Open SSL & 7213 Microsoft IMA D —F ¢ U T ¢ HEH L CTT A AGEAEE LT 5121

AP R— FF— KBNS bR E N,

N

rootCA M YERL

# openssl genrsa -out rootCA.key

# openssl req -subj /C=/ST=/L=/0=/CN=CrossworkCA -x509 -new -nodes -key rootCA.key
-sha256 -out rootCA.pem -days 1024

FFEOa~» R T, days BYEIC L - CRERZEO RIS E © £3, K/MEIZ30 H
T, DFEV, 30H T LISEAEZEHTLOLERDH Y 3, HEZ365 HICRETH I &
EREIOLET,

TINA RE—LFEAEDER

# openssl genrsa -out device.key

# openssl req -subj /C=/ST=/L=/0=/CN=Crosswork -new -key device.key -out device.crs
# openssl x509 -req -extfile <(printf "subjectAltName=IP.0: 10.58.56.18") =-in

device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -sha256 -out device3.crt
-days 1024

EEDOT A ANHDGEE. BEOT A AGEREZERT BV IZ, subjectaltNane
WCHEEDT SAAIPT KL A% h r~TRY> TRETE £7,
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# openssl x509 -req -extfile <(printf "subjectAltName=IP.0: 10.58.56.18, IP.1:

10.58.56.19, IP.2: 10.58.56.20 ..... ") -in device.csr -CA rootCA.pem -CAkey rootCA.key
-CAcreateserial -sha256 -out device.crt -days 1024

gNMI FEB E DR E

Crosswork Data Gateway |X gNMI 7 7 A4 7> b & LTHEBRE L. 7 /31 AL gNMI —"— L L
CH§RE L £ 7, Crosswork Data Gateway |%, T = — M H L CTTF /N1 A& GEL £77,
TRTCDOTNA AT A=V REET == Bb5 2 e MFEEINET, FETF=— 4
DG EIE, TRXTOT AL AMGHEHT =—> (B—F 3B O_ % —) % 15D pem
T 7 AMTEML, Z® pem 7 7 A /L% Crosswork sEBEEHO ULIZT v 7 a— RLET,

)

GE)  Crosswork 27 v 7' — RT& 2% gNMIGEHEIL 1 DOHTT,

eNMIGEEAZRET HI121E, ROFINEEZFEITLET,

AT w F1 Cisco Crosswork D UI 725, [FH (Administration) ]> [FEBIEE L (Certificate Management) | (ZFE) L %
7

AT T2 [HTA4ar%227) vy LCGGEHEZEBMLET,
RATv 73 [GEHEDEM (Add Certificate) |7« > KU T, IROFEMEREZ A LET,
o [T 31 AGEHES  (Device Certificate Name) | : sEFIEOL FIAZ AT LET,

« [REFIEDO 2 —/L (Certificate Role) ]: Fu 7 X7 U A KM [7734 X gNML#{E (Device gNMI
Communication) | ZE#R L E 7,

o [T /34 Z{EFHTF = — (Device Trust Chain) ] : rootCA 7 7 A VDEFFIE TR —DNT 7 A NV AT
LEZBBL, TOT77ANET v 7T u— KL%,

fA / Administration / Certificate Management / Add Certificate

Add Certificate

Certificate Name * Device-gNMI-Certs

Certificate Role * Device gNMI Communication

Device Trust Chain * ca.pem @
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Cisco Crosswork /™ 5 D T/3f 2D 70 b I JLOEH .

GE) eNMIGEIENR T TICRE SN TWELHE T, MOEHETF = — v 2R L TT A A4 R —
TATTHEEE, B pem 7 7 A NVEFFH L TH LW CADFEMEEZDES, VX E»
SEETFD gNMI GEEZRIN L, [fWfe (Bdit) | 74 2% 27 U vy 7 LT, #HLW pem 7 7 A
NET v 7r—RKLET,

ATy T4 [1F (Save) 1227V v 27 LET,

gNMIGEHENIEFICBMSND &, REFADIEHFEO Y 2 MIERRENET,

alraln ; 0

decs Crosswork Network Automation Q00

A / Administration / Certificate Management O | @ Last Refresh: Sat, Jan 23, 2021, 1:04:39 AM PST
Certificates Selected 0 / Total 8 O %

°

Device
Mansgerent y,

3

B Name Expiration Date Last Update... Last Update Time Associations
Device-gNMI-Certs @ Fri,Jan7,2022,3:31:... admin Sat, Jan 23, 202...  Device gNMI Communication
Crosswork-Internal-Communic... Sun, Jan 22, 2023, 7:... Crosswork Fri, Jan 22, 202... Crosswork Internal TLS

\7 Crosswork-ZTP-Device-SUDI @ Mon, May 14, 2029, 1... Crosswork Fri, Jan 22, 202... ZTP SUDI
[ Crosswork-ZTP-Owner @ Sun, Jan 22, 2023, 7:... Crosswork Fri, Jan 22, 202... Secure ZTP Provisioning

Cisco Crosswork D 5 DT /INA 2D 70 R )LDFE

Cisco Crosswork C gNMI GEFE A 5% E L7 5. Cisco Crosswork @ Ul ([T /34 A HL (Device
Management) ]>[% > b7 —2 7 /31 A (Network Devices) ]) 75, F7ziX .csv 7 7 A /LT
71 b 2L OFEZ GNMI_SECURE R— R & LTHREL T, 71 A&k X277 m ko
NOFEMAEERH L CHEHLET,

ROKNZ, THAAAOEF I NTEF 2T 7 n baLospfiars L ET,
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Edit Device Details X
v General
Configured State* DOWN uuID
Reachability Check® ENABLE Serial Number
Credential Profile*  xrvr Mac Address
Host Name Capability* SNMP, YANG_CLI
Inventory ID Tags
Data Gateway None Product Type CISCO-XRv3000
Software Type [0S XR Syslog Format  UNKNOWN
Software Version 6.6.2 I
v Connectivity Details |
Protocol * IP Address | Subnet Mask * Port * Timeout Encoding Type *
SSH v 10.11.0.11 / 16 22 30 [in] 1
SNMP v 10.11.0.11 / 16 161 30 [in]
GNMI_SECURE 10.11.0.11 / 16 57400 1500 PROTO [in]

+ Add Ancther

> Routing Info

TS ZDOFRER] : gNMI

Cisco|OSXR T/84 R

Cisco Crosswork Data Gateway |

P

1. HTTP/2 i C gRPC AN L E T,

Router#configure
Router (config) #grpc
Router (config-grpc) #port <port-number>

R— MBS OFPHIL 57344 ~ 57999 T, RN— FFEEIMEHTERWVWEAIL., =7 —0NK
RENET,

Ty alr NI A—HFEHRELET,

Router (config) #grpc{ address-family | dscp | max-request-per-user | max-request-total
| max-streams |

max-streams-per-user | no-tls | service-layer | tls-cipher | tls-mutual |
tls-trustpoint | vrf }

EIFRO LB T,
e address-family: 7 RV A 77 I UiRIIF X A4 7 2R ELET
* dscp : /7 ZH72 gRPC T QoS ¥ —F 7/ DSCP # % E L £ 7
* max-request-per-user : L—W—i 72 ) DRIFE RO AHE L £
* max-request-total : A AR ERDHERBEHRE L ET
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* max-streams : [AIRf gRPCELR DR KRB ARELE T, Y7 A7 U 7o a o ERIT128
FORTY, 7740 ME 32 ERTT

® max-streams-per-user : 3—*"&*‘&)7"1 D O)I?JH%E gRPC g*@%j‘;&%%&ﬁ LjﬁTo '&7
A7 Y Tvaro ERIT 128 ERTY, 774/ ME32ERTT

sno-tls: PTVAR—b LAY X2 YT 1 (TLS) &ZMEMELET, TLSIET 7+
VR THIZ RS> TWVET,

* service-layer : gRPC W —E A LA YORELEFIILET
« tls-cipher : gRPC TLS W52 4 — & 4780c L £ 5

* tls-mutual : fHARFEZRE LET

e tls-trustpoint: P 7 A MRA V FERELET

eyrf: P —X— VRF AN LET

3. TPA (—RR_—F 487 PV r—2 a0 DT 7 4 v 715#) 2HNZLET,

tpa
vrf default
address-family ipv4
default-route mgmt
update-source dataports MgmtEth0/RP0/CPU0/0

Cisco IOSXE T/31 R
WIT, gNMI P — %It F 27 T— R THEMCT 562 R LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config)# gnmi-yang port 50000 <The default port is 50052.>
Device (config) # end

Device

WIZ, gNMIH— "%t X a7 T— R CHMMITHH 2R LET,
FEBAEL R T A RRA U MEL BF 2T gNMI — 2O HRMETT,

Device# configure terminal
Device (config) # gnmi-yang server
Device (config) # gnmi-yang secure-server

( )
Device (config) # gnmi-yang secure-trustpoint trustpointl
Device (config) # gnmi-yang secure-client-auth
Device (config) # gnmi-yang secure-port 50001 <The default port is 50051.>
Device (config) # end
Device
TN RDFEAE

FEAEL R T A RARA U ME, X 27 gNMI H— 2O HME T,
Linux T® OpenSSL Z & L =ZEBRAE D ERL
RIZ, Linux ¥ <> T OpenSSL M H U CREIEZER T 2614~ L £,
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. TN ZDEREF] - gNMI

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key
openssl genrsa -out client.key 2048
openssl req -subj /C=/ST=/L=/0=/CN=gnmi client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256
Cisco IOSXR T/3\f A~DFIBAZED A VX b—JL
Cisco IOS XR IZFFBHEZ A A h—/L T 5I21F. IRORAD T 7 A VA BEEHZ £T,
1. XRvyvicnr7ALET,
2. WAy 7 hCruna~vr RE A LET,
RP/0/RPO/CPUO:xrvr-7.2.1l#run

3 KOT4LVZ FUICBEILET,
cd /misc/config/grpc

4. WROT77ANVONELEZMZET,
« ems.pem DN % device.crt I[TE XX 9,
« ems.key DN % devicekey (B X2 £,

* ca.cert DINZ % rootCA.pem ([ JE X2 97,

Cisco |IOSXE T/8f A~NDEFHED A VX F—JL
KIZ, CiscoIOS XE T /3A RZFEHEEZ A VA =T 502 RLET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

oo =

o°

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.
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# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:

)

% PEM files import succeeded.
Device (confiqg) #

# Send:
Device (config)# crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none

(
(
Device (ca-trustpoint) # end
Device#

T ASDFEHED A R — K
Cisco IOSXR T/ AADIEREDND A VR —IL
Cisco IOS XR T /34 RIZFFHEE A A b=/ BI121F., ROFEEFEITLET,

1. rootCA.pem, devicekey, 3L W device.crt & /tmp 7 4+ /LA DT DT /RA AZab’—LFE
j—o

2. IOSXRTNNA Azl A LET,

3. run <Y REEALTVM Y =V ZBRR L £,

RP/0/RPO/CPUQ:xrvr—-7.2.1#run

4. WROT 4 L7 MUIZHEEILET,

cd /misc/config/grpc

5. W77 A MOWEEARRE - REHR LET,
A\

GE)  F A ATTLS BURNIANI > TWEEIE, RO 7 7 AR TTICHFEELET, 20D
BA. UT T TAX 5 b7 7 A VONERZBEXHRZ 4., VIO TITIEAIT. T
NAATTLS ZHIZ L, tmp 7 ANE NI DT ANFIIT 7 A NVEa—LET,

» ems.pem with device.crt

* ems.key with device.key
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* ca.cert with rootCA.pem

6. BEEZAMITHIZIE. TAATILS ZHEFHLET, Zhzfroi12iE. lnotls) =
<V R&EHEHALTTLS #8HcL. T8N AT lhono-tls] ¥ Ea~>2 REMH L CHE
HEZLET,

Cisco IOSXE T/A\f AANDEIHEZED A VX F—JL
KIZ. Cisco IOS XE T34 AZFEAELZ A VA =3 5625~ L E£7,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

4=

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

oo oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint)# revocation-check none
Device (ca-trustpoint)# end

Device#
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nerconF iz o= 7 [l

NETCONF iR~ 3 J

Crosswork Data Gateway |£, * NT—27 T XA ANHOFRy NU—JFRET 1 kil
(NETCONF) =207 —ZUEEZF R —F L THETS,

NETCONF [4£ D54, Crosswork Data Gateway I£, CLINEEY 3 7o — RSN HRDOT A
A ARy =V EFALET,

o VAT LT NA ANy lr— : Crosswork Data Gateway ORLENZ ICHX 7o m— RSiL5 v
AT DT IS Ay =,

e HARLTNA AN — ULERIZAPI ST v 7 a— RENTZHTAX LTS, A
Ry lr—3,
NETCONF 2 L7 Z%, I(RD2ODEA TDOTF—ZNELEZYHR—FLTWET,
« TR 2 DIV
NRE— o R=2DNE LA T~ FINEEZYR—F LET,

)

(G¥) NETCONF 2=y RR—Z2DIE TV R— FENTWWERA,

o AR R—ZDINE

https://tools.ietf.org/html/rfc5277 D K = A > MIFLE &40 TV NETCONF A X2 @A
EYVR—FLTWET, AT~ RIEIZZOX A TOWRETIIYR— SN TEDL
T INOOINEY s TITRESN AN Z — T ER SN E T,

NETCONF IR&EL a3 TJnD—4- 70—

1. NETCONF U g 7 BUNEEY —E 2 (Helios/Magellan) [Zi%(E S NESR Sz INEED R
= FEITHL B DHWVIEA R NEBEIRPC ZHE L ET,

2. IEEY—E X (Helios / Magellan) (. N4 5 7 % Crosswork Data Gateway @ NETCONF
a7 ZIZEELET,

3. [UEEDOE AT (LR FR_R—ZADIEN T IL_—Z2DIEEH) 1205 C T, NETCONF = L
7 ZNIT S, ZANBIEEIE L £,

4, WEIN-T—21F, HEINT —XiEEHL (gRPC/Kafka) [ZHAE SIVE T,

) RO =Rl N

{
"createUpdatedob": {
"jobId": {
"deviceId": "6£fa90381-95f3-4a95-ac32-37754e002225",
"sensorPath": {
"netconfSensor": ({
"devicePackage": {
"devicePackageName": "optical inventory svo mne",
"functionName": "getRawNodeInfo"
}

Cisco Crosswork Data Gateway .
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}
}I

"collectionType": "PERSISTENT COLLECTION_ TYPE"
} 4
"collectionType": "PERSISTENT COLLECTION_TYPE",
"deviceId": "6fa90381-95f3-4a95-ac32-37754e002225",
"sensorConfig": {
"sensorPath": {
"netconfSensor": {
"devicePackage": {
"devicePackageName": "optical inventory svo mne",
"functionName": "getRawNodeInfo"
}
}
} 4
"cadenceInMillisec": "60000"

}I

"destinationSensorConfigs": [

{

"jobDestinationId": {
"destinationId": "6dbc2ad4c-e827-438f-9bab-bbeb508c06e2",
"destinationContextId": "NativeNetconfTopic"
}I
"destinationId": "6dbc2adc-e827-438f-9bab-bbeb508c06e2",
"destinationContextId": "NativeNetconfTopic",
"sensorConfigHandler": {
"action": "NORMAL"

}I

"applicationContext": [

{
"applicationId": "EPNM-APP",
"contextId": "Native-Netconf"

NETCONFO LY A DMED FS TN a—T1 2y
NETCONF O L% 2 W\ iRk ICHEENT 5

WD a2 R&23F4T LT, NETCONF =2 L 7 # @ docker 1 7/ & HERR L £ 47,
docker logs netconf-collector

[ar2M % % 72 13448 L T % (invalid or corruptjar) ] & WD A v B— U RNFERINTHEIT,
T IR 7 o r— RSz Docker £ A— VLTS Z EEEKRLET,

MEA BT 272D DEER & LT, ROFIRIZENET,

1. Crosswork Data Gateway VM (212 7' > L £,

2. AVETIT 4T A —ANnEE b TNoa—Ta T ERRLET,
3. 3FARTOaILYAZHIBRL., VM ZBEBHLFET,

Tk, A AR T a—RENzaryTF (av o2 FT7n—R) RN
HIER A, Docker oA A—UDHIBRSIL, a7 ¥ T —X ERERDBEIRSIL. VM B HE
BEISH, VMIZ, AV 752 NI 7 F v arTFOLNETIN-WHIREENZT L
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Cisco Crosswork @ Ul v 5 DURE S 3 TDIERL .

B % OIRREIZ R Y £7°, Crosswork Data Gateway O FREL#E)#% ., = > 7 F 1% Cisco Infrastructure
MOFEF 7 a— FENET,

Cisco Crosswork D Ul )5 DUNE S 3 TDER

WY a 72l 21213, ROFIEZFATLET,

)

(GE)  Cisco Crosswork D Ul X— U ZfH U THERR L72IUEY 2 7%, 1 EOHART Y v a TEE
9,

1R BHHIIZ

WE LT =X 2 RET DD T —ZEEENERENTHWD (T 77 4 722> TW5)
TEEMRLET, o, T X ENET LI TEOR Y — IR L MIBOFEMEZ MR L £,

ATV TN AA L A=a—05, [ (Administration) >[5 2 7 (CollectionJobs) ] >[—#E3 2 7 (BulkJobs) ]
ICBELET,

RTFYT2 EHO_L LTI R2 22 s LT,

ATY T3 [Va 7TOFEM (Jobdetails) 1 X—T T, IRDT 4 —/L FIZEE AT LET,

[TV r—3 a2 ID (ApplicationID) |: 77U 7 — a3 O—E DM F,

[T F AL (Context) |: T XRTOWNEY a7 TT IV r—arOF 7 A7) 7y a &b+
D12 D—FE DR F-

s[mL 7 &% A7 (Collector Type) ]: UNEED Z A 7 (CLI £721% SNMP) Z @R L £,
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. Cisco Crosswork @ Ul )5 DURE 2 3 TDERL

[K~ (Next) %27V vZ7 LET,

ATV T8 T—=EHWETLTNA AR LET, TA AL TCHESNTERT L2, FHTRRT L L
HTEET, [k~ (Next) 127 U7 LET,

f / CDG Jobs / New Collection Job

eeeeeeeeeeee

Select Tags*

Default

Reach-Chack

See More

Polling 0)
Te-Tunnel-1d|

Select tags from the left panel to preview the devices

= o) (D
ATwv 75 (CLI COWEDHEIZORHEM) ROt —0fEia A LET,
Sensor Details
Sensor Types * (2 (H7 @
CLIPATH |
Sy -

o [T —HIEE DRI (Select Data Destination) | K2 v X7 b7 — X EFHERIRLET,
« MO [P —H AT (Sensor Types) | <A bl —2 4 F2BRL 7,

[CLI/$% (CLIPATH) ] Z3R L7=4540%. [HIR& %2V v 2 LT, [CLI/SADEM (Add CLI Path) ]
HATOaAT Ry 7 ATRONNT A—F 2 AT LET,
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Cisco Crosswork @ Ul v 5 DURE S 3 TDIERL .

o [ % —> (Collection Cadence) |: 7' v o £72idR—V I RE — ZRENTHRELET,
e[Z<=> K (Command) ]:CLI 2~ K
s [FE > 7 (Topic) |: HJIEICEEM T HNTWD FE Y 7,

GE) B gRPC Hr—"—Z AT 235G, Py ZIHMEEOXTFINCTEET,

[7 /34 2%y 71— (Device Package) | &8N L7taE, [(HRZ %220 v L, [Frig 28y i —
Ut —@ENN (Add Device Package Sensor) %A 7 2 7R v 7 ANZIRD/NT A—ZDEE AT LET,

nnnnnn

o [N /X% — > (Collection Cadence) |: 7' v ¥ a2 £7idR—V I RF - BN TRELET,

o [T/ AR r—U4 (Device Package Name) |: 7 /34 A3 o — U OVERRIFICH T 5 B A X L
XDE 7 /31 23y r—2 D 1D,

« [B9%4 (Function Name) ]: 57 A% & XDE 7 /31 ANy r— VU NO B4,
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. Cisco Crosswork @ Ul )5 DURE 2 3 TDERL

*[FE>Z (Topic) ]: HALIZEEMITON TS FE Y 7,
NG A=ZDF—= LTI OME A LET,
[fR7F (Save) 1227 U w7 LET,
ATY 76 (SNMP COWREDLAEICORER) ROB P —DiEME A LET,

A / CDG Jobs / New Collection Job

Sensor Details

Sensor Types * (2 @
SNMP MIB |

evice Package

o [T—F EE DRI (Select Data Destination) | K2 v 7' X7 U nb 7 — X LG ERIRLET,
s EflD [B o —% A7 (Sensor Types) | <A by —2 A4 TR ET,

[SNMP MIB] #J#4R L /=4 40%, 184 > %2 U » 2 LT, [SNMP MIB il (Add SNMP MIB) ] 4
TRIEy I ALRDST AL EATILET

o [N/ X% — > (Collection Cadence) |: 7' v ¥ a2 £7idR—V I RXZ - ERHEN THRELET,
* OID
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Cisco Crosswork @ Ul v 5 DURE S 3 TDIERL .

 [B&fE (Operation) ]: U A b0 B#/EERINL 97,
s[FE>Z (Topic) ]: HAOLIZHEEMTONTWVD FE v 7,

[7/73A A/X» - —3 (Device Package) | Zi®IN L7255 1. Rz mrV 9L, [T /34 AR Ay —
Ut —@EN (Add Device Package Sensor) %A 7 2 7R v 7 ANZIRD/NT A—2DiEE AT LET,

o [INEE/ % — (Collection Cadence) ]: 7' v ¥ aF2dAR—VU L I RF - BB THRELET,

o [T A ARy r—4 (Device Package Name) | : 7 /NA A/ r— U OVERRERZHE T2 1 A % A
TR, AR =D 1D,

« [B%4 (Function Name) ]: H A X LT A 28y r— P NOBEEA4,
s [MEwZ (Topic) ]: HAICBEM TN TS FE Y 7,
INTGRA=ZDF—LXFHOMEATILET,
[R1E (Save) 1227 U v 7 LET,
ATy TT [WEY a 7 DIER (Create CollectionJob) %27 U w7 LEJ,

Cisco Crosswork Data Gateway .



B sscao0e=4—

GE)
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HMEL D Kafka #f5e St (D% W 4T Kafka) (26 L TIEEY a 73X E &41% & Kafka ~
DT 4 ANy TV a TIIEHRICKELET, avr2or 7|z

|—orq.apache.kafka.common.errors.Timeom:Exception: Topic cli-job-kafka-unsecure not present
in metadata after 60000 ms] &WIH T T —MNFERINFEJ, Kafka D 721 [sst
authentication error "[2021-01-08 22:17:03,049] INFO [SocketServer brokerId=0] Failed
authentication with /80.80.80.108 (SSL handshake failed)

(org.apache.kafka.common.network.Selector)] & W TT—NERINFET,

ZiUE, SNERD Kafka VM TR — "R 7 B v 7 SNTWAEOICRELET, koo~ K
LT, &A"— MM KatkaDocker/HF—/3—HR— FTU v AL L TWAEMNE I MEFERTE £,

netstat -tulpn

Kafka -— _X—DOREAETE L, Kafka b —_"—F o 22 Hiddh L x4,

RECITOE=ZS—

[M4E a7 (CollectionJobs) 12—/ 5, Cisco Crosswork {28 Gk S 41TV 5 9T D Crosswork
DataGateway 1 ' AX U ATEIET 77 4 T7RINEY a TOAT—F A %E=H—TXET,

Cisco Crosswork @ Ul OEMDF S — 3 o N—T, B (Administration) [>[NET a7
(Collection Jobs) ] ZIRL £7,

ZOEPONRAL AN, TRTCDOT 7T 4 T RINEY a 7R, AT —% A, 77V 1D, BX
VCary7HARID & EBIC—EHRRENET, [V a 7OFEM (JobDetails) 151 ZiE, /£
BASA L DFRFEDY a ZIZBEEAT DTS TR TOIEX 27 OFFMAR RS NET, [UX
£ 97 (CollectionJobs) ]3A » DUUEY 3 7T DEKA IR AT —Z AL, [V a 7 DM (Jobs
Details) ]34 > DTN TOWEZ 27 DER AT —F ZATT,

[IEES 3 7 (Collection Jobs) ]34 > TV a 7AEIRTH L, [V a 7O (Job Details) ]
A NCROFEPR R R SIVET,

UEY 3 TN BT T S —var sl arTx AR,

ET a T DODAT—H A,
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B sscao0e=4—

o 7734 A} Crosswork Data Gateway (Z 55t S L= 1212 Z DT
PN ZNCEEA T B TWBINES 2R D AT —% AL, [~
B (Unknown) ]iZ720 £,

c RDWTHODOHEH T, Va7 DAT—HX AN [AH
(Unknown) 112725 AIREMEDSSH V£,

* Crosswork Data Gateway 23 E 72 A7 — ¥ A Z2H|AE LT
RN,

« Crosswork Data Gateway & Cisco Crosswork ] D¢ 03 2%
b,

« Crosswork Data Gateway |FINEEY 5 725 Lo, &
BROWEITFZHRETICR->TWD, 2 xiE, T
773 Crosswork Data Gateway D% 7 AN 7 K A U X —
Tz A ATEFEENTVRNEERST A ART L A K
U B A2 2E L TWARWEER LT,

AL TWAHSNMP 7 v FINEY a 70 T v IREE
MBEELTHWERTA, eI Vo7 7 ER3Y
VIET DB EELTWT, AL ZRHELENT
NH U ZRENEE SN TOZRWEEA . IRIEIX [RA
(Unknown) 1& LTHESINET, LehoT, Moy
TR—=2OQAL v a PEEL TS Z L EZRAET 5
Wik, EBIC N7 v 72 NI T —FB0ERH Y 7,

Y 3 TMBE I T, BN LT R E A T — 4
A% (Successful) JICZEH Y . TS DOFEIT [k
(Failed) JI2Z&bY £,

MUEY a TR TIREBOS S, TORKO 1oL LT, T2
A ASDF/L— )3 Crosswork Data Gateway 7> 5 1H 2 S 4
TWAIEREZLNET,

s T —RREICH DIEE~DI VLT va NHEIELER A, 5B
FeRRBII Ny 7 T o v RCEAl SN ET, sen=7—Ik
RBOLAE, 27— MRA 7 VA NERET, [T+
A MY B a— 3 (Distribution) | A7 —H AZRKRIND
TIT—AvE—VERIAFXTL, TNENOILT X O
T TR A R E LT L E T,

» Cisco Crosswork Health Insights : KPI 3 =1 7'1%, JL5E Crosswork
Data Gateway VM (2~ v B2 7 SN 7T /31 A TOHRFNIC
TLOMENDH Y £, EAHED Crosswork Data Gateway VM |2
vy B TENTNWDLT AL ATKPL Y a 72 AT 5
&L [V a 7 DOFEM (Jobs Details) ]34 > TNEY 3 7D A
T =X AN KT (Degraded) ]. WEHEHF AT D AT —H AN
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pgEvane=4— |

[J<B (Failed) ] & LTSN ET,

* RESTAPI ZUR CHETINE Y a 7DV a7

TE, Va T nF

REZFRT DR, [REDFE

# (ConfigDetails) | DEEIZH D Dy parmzsy s LET, ZO8A, CiscoCrosswork

T, D2 ODF— RTREZERRTEET,

eEFa—F—F

e THFRARE—-F
T AT
WY a T ORI H I,
« [IX£ (x) (Collections (x)) ]:xiF. B P —RRIZL > TT A RACEENDEREN
TWEDO AN ZRRLET, fHET5[ (y) B ((y)Issues) ]i%[A~B] (UNKNOWN) ]Ik
REE 7213 R (FAILED) 1 RRED AL DE T,
« [Adfi (x) (Distributions (x)) ]:x 1, B — SR L S TT A RAZE N DHER S
NI HELTRLE T, HeT 5[ (y) R ((y)Issues) 11 [RB] (UNKNOWN) ]k

REFE 7213 [REX (FAILED) ]iREEDH NINEDE T,

Cisco Crosswork 1%, UV L BECATICEE T AW OFEM b RR L £97,

TJ4—ILF

B

IRAE/Be A AT — 4 A (Collection/Distribution
Status)

WWEMBATD AT —H A, BHEN—ZT

Crosswork Data Gateway & S VE T, FEMIIC

DNTIE, [IEMBEAT—H A
(Collectlon/Dlstrlbutmn Status) ] DREIZH D

D rryorLET,

A A 4 (Hostname)

Y a 7 BEM T BTN DT /31 AD
KA N,

T34 A2 1D (Device Id)

F— 2 DIVETT DT SA A D—E DO T
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J4—ILF

B

¥ 9 —5—4# (Sensor Data)

TR

WA OB FRT B, Y a0y
JLET, B —TF—ZOMERy 7T v
T [7 Uy I AR—RIZae— (Copyto
Clipboard) %7 U > 7 LTy ¥ —FT—H %
SE—TEET,

WM A F U v 7 OMEZFRT 5121,

W20y 7 LET, AN v EIRF—
VR—A DFEDT 7N NTIHI0G DRI
1EEE SVET, INEICET2ROA R »
I INFREINET,

* last_collection_time msec
* total collection_message count
* last_device latency msec

* last_collection_cadence msec

WEEIZBIT 2D A B Y v 7 BFRSNET,
« total_output_message_count
* last destination_latency msec
* last_output cadence msec
* last_output time msec

« total_output_bytes count

PEf5e St (Destination)

Ta T DT —F k.

W% D AT — 2 ZEFEDOHAWFZ] (Last Status
Change Reported Time)

THRA A Y —=RT DIREDAT — 57 A%
73 Crosswork Data Gateway 7> b # 5 S u7- A
H#O
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\)

s aTous ]

6=

e Create Failed TT—|I. NBDTF/NAAD I EDO—E DT /SA ZADHREICKKLI-Z &
ZRLET, 2720, WEITERIZREINTZT A A TIThiv£ 7, control statusAPI
PHERALT, 205 —0FEKRERS>TWVWET A, A EHETEET,

NSO =7 —NRKTHEDT A ATV a 7TOMERN K LIZHE1E,. NSO =T —%1E
EL7Z#%, 73 AOEHIRIER FEICTRANZ [¥ 7> (Down) ]i Lo [Ty
(Up) |ICEETHIXLERHD ET, L. InEIiTo2 L, TXA A LEONERY &
FanhEd,

6=

[ER/HIBRISH (Create/Delete failed) | =7 —3BIDEE AR » 77T v SR RSINES, =T —
DFMEERT DI, PaTATF—Z A0 HD Y s ) v LET,
AU A B —RTPUTWEY a 7 API ZH L CYa 72FERTH L TEET,

AR PR—ZDWED I TOPRERT—E2 R

1

T2 DWENRKTH L, [IE Y a7 (CollectionJobs) ]34 » TIEEY a TD AT —
2 AN [AH] (Unknown) ]7205 [%%) (Success) ]I228H 0 £7,

T 73A AN Crosswork Data Gateway 7> HUIHT S 415 &, kG322 T X TOWNEY = 703
BrEn, [WEY a 7ORT—2 AN [IEY a7 (Collection Jobs) ]34 /2 [%Lh

(Success) 1 & FrENFET, [V a 7O (JobDetails) ]34 NIEREINDT /A A
FITNES 27 13H 0 EH AL

7 73A A D3 Crosswork Data Gateway (ZHift S415 &, Crosswork Data Gateway (%, A7 —#
AW [ARB] (Unknown) JICBRESNTWOH LWINEY a 7E2ZFELET, ZORT—X
AlE, TAAA ANBHA N N EZAE L7212 [E) (Success) JIZ&E DY £,

7 CIZ Crosswork Data Gateway |ZHEFE S AV TN DT /34 A TT N, ARFEDFRS THHF S
=86, Crosswork DataGateway 732 5 7 £ A XU R EZ[ELTH, [V a 7 DOiEM (Jobs
Details) ] XA Y DNEX AT DRAT—X A FEDLY ¥ A,

TNA AL Xy N UBRSTET A AP CHEFHINTZGE, [V a 7 OFffl (JobsDetails) ]
NAVDOIEEL AT DAT—F AL, PREBY ., [FH] (Unknown) 112720 £,

IRE T 3 T DHIBR

VAT ALY a7 (XEZE 7 Crosswork 7Y r—va NI K o THERENTET 7 4V D

Ta ) ik, MERBAETDREMEN S 5 72 HIFR L7221 T< 72 &\, Health Insights (2 L -
THER ENT-Y 3 7. BEHENTINEY 3 72HIBRTHKPL 2 7 7 A VAT 5 2 &
WL > TOHBIET ZLERH Y 9, [INEY 37 (CollectionJobs) ] X—T b ik, FMERIN
£ a TEHIBRT DI, ROTFIMEEFEH L ET,
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. Crosswork Data Gateway D bS5 )L a—F 4 25

WY a 7 Z2HIBRT 2123 WOFIREFETLET,

ATv 71 [E# (Administration) ]>[UXEE T 3 7 (Collection Jobs) 12 E L £,

RATw T2 [V a7 (Bulklobs) | ¥ 7 E71X /37 A—F{b&7=Y a7 (Parmaterized Jobs) ] % 7 D\ %
HEIRLET,

ATw 73 MO [IEEY 27 (Collection Jobs) XA > T, HIRT AHINEY a 7E2RINLET,
27y Fa B %s0 s LET,
ATy s HEREROLNZL, [HIEE (Delete) 1227V v 7 LET,

Crosswork Data Gateway D k5 J)IL>a—T 4 V5

Crosswork Data Gateway (%, UI % 72 |% Crosswork Data Gateway VM DA ' % 5 77 4 7 3/ —
WS N T TN a—T 4 v T TEET,

Z DIATIE, CiscoCrosswork UNBHEATCELXEIER N T TIN Y a—T 4 T DA T a

N - =p
/(;’DU‘VCﬁREﬂ L/i é o
%. Data Gateway: ha-pool-1 m
=% Admin State @ | Operational State @ | Protected @ | Current Virtual Machine Name: cdg-147.cisco.com =
Troubleshooting
Attached Devices: 1 (View Devices) | Assigned Jobs: 5 (View Jobs)
Ping
History ® 11 Events we Trace Route

Download Service Metrics

Up

Download Showtech
Degraded
E

rror « Reboot
Not Ready

Unknown Change Log Level
02 Nov 03 Nov 04 Nov

Up @Degraded @ Error Not Ready Unknown

Crosswork Data Gateway VM DA X Z 77 4 7 a LV —)VInbEHTEL NI TV a—T ¢
VIHF T a OFFIZ OV TIX, [ Crosswork Data Gateway VM O kT 7Ly 2 —F 4 > |
EHBL TSN,

Bt T~ D HE D HERR

Cisco Data Gateway 7> bR SE~DOER 2 MR T 221X, [N I TNy a—T 47
(Troubleshooting) | A ==—® [Ping] &7 a > & [N L —Z/b— |} (Traceroute) | 47 =
v L ET,

)

GE)  BELZ ERIC ping THICIE, Xy NU—2 Tping N7 7 4 v 7 BT HLERD Y F
R

1. [&# (Administration) ]>[Data Gateway 45 P (Data Gateway Management) |>[7 — % %7 —
h7 =1 (DataGateways) | IZFEIL E7,
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g—ezxtyvongyro—§ [

2. PG WERR 3 2 Cisco Crosswork Data Gateway D4 HiZ 27 U v 7 LET,

3. [Crosswork Data Gateway D #f#ll (Crosswork Data Gateway details) ] X— " O4 LT, [T
73y (Actions) 1227 V> 27 L, [Ping] £721% [ h L —A/L— | (Traceroute) ] % &R
LET,

* [Ping] : [/X% » F3 (Numberof Packets) |7 ¢ —/L R & [##i67 KL A (Destination
Address) | 7 4 —/V FICEEMIZ AN L, [Pingl 22 U v 27 LET,

o[ N L —AL— | (Traceroute) | : [#ESc7 K LA (Destination Address) JIZAJI L.
[hL—2AL— |k (Traceroute) | %7 U > 27 LET,

4. PEFEBIEREE/e S5 A . Cisco Crosswork (X[ U™ ¢ R DIZ [Ping] 721X [ F L — A L—
I (Traceroute) ] D7 A FDOFEMAEF R L E T,

B—EXA M) IDEYA—F

Cisco Crosswork @ UI 7>% Crosswork Data Gateway DT X TODIET a 7DA N v 72X
yu— R 520E, ROFIEZETLET,

ATv 1 [ (Administration) ]>[DataGateway D% (Data Gateway Management) |>[7—# 7 — k7 = A (Data
Gateways) | (28I L 97,

AT9 T2 = RARX N v 7 &EHF U va— KT 2% Crosswork Data Gateway D4 RiiZ 7 U v 7 LET,

AT 73 [Crosswork Data Gateway D#£#ll  (Crosswork Data Gateway details) ]-3—0OA7 LT, [72 2 2> (Actions) ]
>[H—EAA RN w7 OF 7 a— R (Download Service Metrics) [ #7 U v 7 LET,

ATYTE4 NATL—=X%E AN LET,

G¥) CONRATL—RXETAELTEBNTLLEZN, ZTONXRTZL—XX, B T7 7 A NVEEHE
THODIHERLET,

AT TS [—EZAA N v 7 DOHF 7 a—FK (DownloadServiceMetrics) |27 U 27 LEd, 77 A/LF, VAT
DT THNFDF T ra— R7 NV FIC Fhsn AT Y rn— FahE T,
RT9T6 FUra—RPRET LD, ROa~vy REFETLTESLET,

(/I) 7 7/1)/1/%%57%"?—%) &C@i\ openssl/\‘~“/° g 1.1.11 é”ﬁﬂﬂ‘@‘é%%#&; D i'ﬂ—o openssl version
g~y REMHALT, VAT LD openssl N—2 3 U EHERR L E T,

openssl enc -d -aes-256-ctr -pbkdf2 -md sha3-512 -iter 100000 -in <service metrics file> -out

<decrypted filename> -pass pass:<encrypt string>

showtech O/ D45 H>oAa— K

Cisco Crosswork @ Ul 725 showtech 7 7 &# X v oo — R4 A5 FIEEZFETLET,
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. showtech A5 Do >O—F

\)

()  Crosstech Data Gateway 7% [.= 7 — (ERROR) ]IRREDHFA. Showtech 7 713 Ul 7> HUUAE T
F A, Cisco Crosswork Data Gateway 75 [fX I (DEGRADED) ]iKBEDGE . OAM-Manager
P—EANETINTEY, KT LTV ARITE, e 72 NETEET,

ATv 1 [ (Administration) ]>[Data Gateway D% # (Data Gateway Management) |>[7 —4 % — k7 =1 (Data
Gateways) | IZBEIL 7,

AT w T2 showtech # % 7> 11— K3 % Crosswork Data Gateway D4 Hi% 7 U v 7 LET,

AT 73 Crosswork Data Gateway D FfEfl~~— D47 ERIZ&H S [7 27 > 3 > (Actions) 1% 7 U v 2 L., [Showtech ®
47— K (Download Showtech) | %7 U v 27 LE7,

Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | ()

ocpe000000

pece 1012 (5]

ATy T4 RATL—XEB AN LET,

Gx) TDONRATL—REVTAELTEBWTLEEV, showtech 7 7 A V&2 EET 5I12i%, Z X
AT —REHTANTLHILENH Y F7,
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AT w75 [Showtech ®Z 7> 1— K (Download Showtech) 1% 27 U v 7 L %9, showtech 7 7 A /LIZRE 5L S 7T

XTHFY o—FENET,
G¥) AT KON o TlE. showtech 7 7 A VDX 7 a— RITESPNAEERHY F
‘a—o

ATYT6 ¥Uru—RRETLEL, ROa~vy REETFLTESLET,

GE) 77 A NEBEFTTHITIE, OpenSSL N—V 3 > 111 AT H2H0ENH Y £9°, openssi
version A~V R&AfH LT, ¥ AT LD openssl N a U EERLET,

MAC CT7 7 A V& ST 521X, OpenSSL 1.1.1+ A VA b— AT HMERH Y £, Zh
1%, LibreSSL @ openss1 =¥ > K75 OpenSSL @ openssl I ¥ FCTHHR—FZINTWVWBETIT
DAA v FIIHR—F LTWRNWTZOHTT,

openssl enc -d -aes-256-ctr -pbkdf2 -md sha3-512 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<encrypt string>

Cisco Crosswork Data Gateway VM D B #Z 3

WO TFNEE FEIT LT, Cisco Crosswork UI 7> Crosswork Data Gateway % FCE) L 97,

\)

() Crosswork Data Gateway # L& 35 & | BENTOT v 75 E CTREELET,

ATv 1 [F# (Administration) ]>[Data Gateway D% H (Data Gateway Management) |>[7—#4 % — k7 =1 (Data
Gateways) | IZBEIL 97,
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ATw 72 HiEEh¥ % Cisco Crosswork Data Gateway D4 RiZ 27 UV v 7 LE T,

AT w73 Crosswork Data Gateway DFEMl~— DA EMIC®H 5 [727 v a v (Actions) %2 Vv 2 L, [FEH)
(Reboot) | %7V w7 LET,

Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | )

y: gnmipool-1
tic tate @ | None P d @ | Current Virtual Machine Name: cd

29

«
i
o

AO‘OQOOOQQGQ

AT T8 [F— U xAOFLE) (Reboot Gateway) | %7 UV v LET,

FEENZET L6, [EE (Adminigration) ]>[Data Gateway D& (Data Gateway
Management) ]>[{kR#E< < > (Virtual Machines) ] 7 .t & K7 T Cisco Crosswork D E){EA T —
S A ER L ET,
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Crosswork Data Gateway 3 > 7/R—FR > DAY LANILDER .

Crosswork Data Gateway O > 7/R—% > FDOJ LARJLDESE

Cisco Crosswork @ UL (2%, Crosswork Data Gateway ® 2 > 7R —x% > b (2L 27 # (cli-collector)
LA 7 T —E R (cam-manager) 72 L) O T LX)V EEETLIL S aryBnbET,
a7 LV OEEIL, BEWAE A% Crosswork Data Gateway (2D A H SV E T,

)

GE) A7v— K —b20 7 L VOEETVR— NI TWERA,

ATv 71 8 (Administration) ]>[DataGateway D& P (Data Gateway Management) |>[7—# 7 — k7 = A (Data
Gateways) |28 L 97,

RATY T2 Crosswork f V77 ARNT 7 Fx —bE ROV I XDl LL%IF 3 5 Crosswork Data Gateway 44 %
7y 7 LET,

AT w73 [Crosswork Data Gateway D#f#fl (Crosswork Data Gateway details) 13— D45 LT, [727 2 2> (Actions) ]
>[a 7 LUV R (Change Log Level) 157 U v 27 LET,
[2 7 L~ULDZFHE (ChangeLogLevel) 17V 1 > RUMNF/REN, K2 T —ERADOBEDOR 7 L~UL
PRENET,
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. Crosswork Data Gateway I > 7/R—F > FODRT LRILDER

Change Log Level: ha-pool-1

Change Log Level ( Reset to Default )

I I o N O N R O

ATYT4 o VN EERT LA T T —EADTF v IRy 7 A F AT LET,

Container Service Name 4

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

cli collector

controller gateway

gnmi collector

Component

grpc

xde runtime

xde cli_transport

dispatcher
kafka

xde function
all

xde session
xde snmp
spring web
netty
coordinator
all

spring web

Save

Selected 0 / Filtered 0 / Total 66

Log Level

Info
Error
Error
Info
Info
Error
Info
Error
Error
Info
Info
Info
Info

Info

Discard Changes

Cancel

ATYTS T—=TNDERIZHD (BT LYLDOAEHE (Change Log Level) | K 77X U R MG, [T/3y 7

(Debug) 1. [ F L —A (Trace) ].

T~V EERLET,
FTRTOurZOu L LE2F 73/ o7 L~yL ((1F# (Info) 1) 12V kY M+ 5100,

GE)

[T 74/ MZY Ty b (ResettoDefault) | %227 U v LET,

ATV T6 [fR1F (Save) 1227 U w7 LTEE LIzn 7 LV ERFELET,

[#45 (Warning) . [1E# (Info) . BEL O [=F— (Error) | 22H 1
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Crosswork Data Gateway 3 > 7/R—FR > DAY LANILDER .

[f*~1F (Save) 127V w7 LT, arvFR—3 bOal L-ULREFICEEINT-Z & EmRT
Ul Avt—Y%aFRLET,
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