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Applications and Administration Guide] @ [Add a Custom Software Package] Ot 727 v a U ZZHL TS EE
Wy BAZLMIBARyr—2%7 v 7ua—RLztk, ROF =y 7 2FT7LET,

- robot-alerting, robot-fleet 5L Wpulse~A 7 v —E A ZHEE L E7,
¢« WAHXLAMIB /RNy r— %R L T2 _To KPI Z#E5hic LET,
e Va T OBILICKRII LIS, IAZALKPIEHEH L TWAHTXTOKPL ZHZNT LET,

ATY 75 IWT b—9 VFWBLT,. BIT2—T14UT 41 APl ZETLET,
GE) FEEOY—IEFEHALTAPIa—LEFITTEET, ZOFNETIE, POSTMAN ZEHA L F L7,
a) TGT ZEGT 521X, IRD APLEZFATL £,

https://<VIP>:30603/crosswork/sso/vl/tickets

HTTP method: POST

Headers:
Content-Type: application/x-www-form-urlencoded
Accept: text/plain

Body:
username=<Cisco Crosswork UI login username>
password-<Cisco Crosswork UI login password>

KEY VALUE DESCRIPTION o BulkEdit Presets v

Content-Type

@ ccent

[l CiscoCrosswork D7 v 75 L—F
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POST v https:/[192.168133.218:30603/crosswork/sso/v1/tickets Send

Params  Authorization  Headers (11) ~ Body ®  Pre-requestScript  Tests  Settings Cookies

none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL Text v

1 username=adningpassword=Cwork123!

2 @ Stotus: 201 Created Time: 4595 Size: 129KB  Save Response

Body Cookies Headers (22) Test Results

o Q

Pretty  Raw  Preview  Visualize Text v

1 TGT-1-1K0B-mguBKSwQIC5Co5SalWaYn3;j T3 rdkSwCQ427HZKAOXNPA17pHYar-uovVoMpXs-cas-0

b) TGT ZHfF L7-t%., JWT ZHUfG L £,

https://<VIP>:30603/crosswork/sso/v2/tickets/jwt

HTTP method:POST

Headers:
Content-Type: application/x-www-form-urlencoded
Accept: text/plain

Body:
service=https://<VIP>:30603/app-dashboard
tgt=<TGT from step a>

POST v hupsii(hoscrossworssonaticketsin

Cookies

Params  Authorization  Headers (1)  Body ®  Pre-requestScript  Tests  Settings
Headers  © 9 hidden
DESCRIPTION oo BulkEdit  Presets v

KEY VALUE

Content-Type application/x-www-form-urlencoded

TE——

PoST v https://
Params  Authorization  Headers (11)  Body ® quest s Tests  Settings Cookies
none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL
KEY VALUE DESCRIPTION o Bulk Edit
service https://192.168.133.218:30603/app-dashboard
9 o Wavn3iT: 700 .
cas-0
Body Cookies Headers (21) Test Results @ Staws:200 0K Time:1355ms Size: 21K Save Response v
Prety  Raw  Preview  Visualize  Text v 5 ® Q
1 eydhbGei0ilTUZUXMiI9. r
J2aW11013hZG1pbiTsInlZRIVbUSLd0xvZ21uTj0idHI1 JeV9pZCI6INFKbH j TjoiM 420DgoMD1aT iwic3V] 1bEF1dGh LbnRpY: cnMioi i JYXRD
b25IYWSkbGVyIiwiaXNzIjol 1wvbG9] INTTYT: bmF iwiY3J1Z6VudG R5cGU101IVc2VybmFtZVBhc3N3b31kQ3I1Z6VudGLhbCIsImF1ZC N: ji MDNCL2FwcC1KYXNO CIhdXRo
ZW50aWNNAGLVbK11dGhvZCT61 LF1ZXISRGFOYW. iLc 1dGhLbnRpY: ZCI6IMZNDHN L iwiY2hhbnd 1X3B3ZC T6InZhbHN LI isriZXhwLj XN XN} YINZC1LCIPYXQLO E2MZE2M2YSN2US InZpCnNOX25hbUL
0iJqb2huTiwianRpl TxdVoxMUTKdHZXbj ZOUTpKLXV: 11yVO1ubGIERNG1Y 10XNGF: 1

a0Y0QOVTRKXKLWNNCYOWIng . k4XT_de9Br_zqPI06p7-5yRiljju0-1-rQyoLnwPcTTqYTrkPA2IHISswCriAGj achUnOyNuewcVpLAKn ] Pl
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ATv 76 BITA—T 1T« APl #E{TL T, Crosswork Data Gateway 7—IL&EERL L £,
/\P|:https://<VIP>:30603/crosswork/inventory/v1/dg/vdg/migrate

HTTP method:POST

Headers:
Authorization:Bearer <JWT from step 4b>
Content-Type: application/json

Body:

{} //empty Json needs to be sent

PosT v hupsisziesiasas

cript Tests ®  Settings Cookies

®raw ©binary © GraphQL  JSON v Beautify

POST v hups/ie2168132:218:3060

Params  Authorization  Headers (12) ~ Body ®  Pre-requestScript  Tests ®  Settings Cookies

KEY VALUE DESCRIPTION 000 Bulk Edit  Presets v
@ Content-Type
@ rccent

@ Authorization

Body Cookies He @ Staws: 200 0K Time: 150ms  Size: 116 KB Save Response

Pretty  Raw JON v

[WISY

"job_: "b2fcd535-9879-485-98b1-d6ed665d3bce"

n--- Unassigned CDGS\NDGMGR Info\n--- VDGs ---\n--- Unassigned CDGs\nGoing to create the following HAPools\n"

GE)  APLIGEDAT—H Zza— RIXHFIZ200 12720 £9, APLIGEAIZIE, ROFEMIERE &1
BRLUR— IR EENET,

o [EHIZ/ERL & 4172 Crosswork Data Gateway 7 — /b,
« YERR LT 720 Crosswork Data Gateway 7 —/b & . Z40 5 MER S LTV 72 W B,

« TTIAFE L, T3 ZABATOHE[RH T & TV 5 Crosswork Data Gateway 7 — /L,

BiT2—F 1 U7 4 APINTIRENS LAR— hEat—LET, ZOUR— ML, BEAREAEL
TEBRED NI TNy 2a—TF 4 VIR B T,

AT9 71 §RTD Crosswork Data Gateway T—ILHAMER SN TS Z L #HEELET,
a) Cisco Crosswork Ul @ [Administration] > [Data Gateway Management] {2 8h L £ 7,

b) Cisco Crosswork 4.0 M3 X T® Crosswork Data Gateway 7 —/L'7)3 [Data Gateways] % 7 D U A MNMIFE RS
NTNDZ &R LET,

[l CiscoCrosswork D7 v 75 L—F
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c) [Pools] # 7 T, % Crosswork Data Gateway 7" — /L%t L. 7 2 7 4 7 7% Crosswork Data Gateway 7}
Cisco Crosswork 4.0 TAEL/ZHDELFELTHD Z L 2R L £ 7

7= & 21X, DK D Crosswork Data Gateway 7 — /LI 2 DO VM BN EENTEY, 7277 4 772 VM
1% 172.23.247.78 T,

[} i Data Gateway 1t / Edit HA Pool

Edit High Availability (HA) Pool m« What s a Pool (2min)? | How to create Pool (2mins)

Vv Pool Parameters

Pool Name * 6 ® Description

Subnet Mask 2. @

Gateway @

v Pool Resources
Add a Virtual IP address for every active data gateway needed *  Total entered (1)

Add the number of standby data gateways desired for protection *

10.10.10.78 X @ 1 @

Select and add virtual machine resources to pool

VM Types () = Standard g Extended
Unassigned Virtual Machine(s) Selected 0 / Filter 0 / Total O Virtual Machine(s) Added to Pool* Selected 0 / Filter 0 / Total 2

Operation... VM Name IPv4 Mgmt. IP Addr... IPv6 Mgmt. IP Addr... In Use VM Name IPv4 Mgmt. IP Addr... IPV6 ... Data Gateway...
@ No Sdim-c. 172.23.247.78 - VDG-96-1 ®
@ No Sdm-c 172.23.247.79
BN
<«

(G¥)  Crosswork Data Gateway 7" —/L3MERK S L TUNRYY, F 7213 Cisco Crosswork 4.0 JEBH T7 7
TATESTE VM TIERWHIDO VM BT 77 4 7L LTERIRENLTW S 72 EORIEN O % 55
Al AP 22— /LG U TARMR SN2 AP LR — F CRIBEZ MR L £4, MED ~ 770
Va—T 4 7RI D EGEER 2DV TIL, Crosswork Data Gateway 7 v 77 L — RIZ[
HLEMEDO NI TNy a—T 47 (143=V) OBZvaraE2BRL TSN,

ATy T8 BITA—T 4T 4 APl ZEARAL1=T/34 XD Crosswork Data Gateways 3.0 ~D1E#x

BAT=—7 4 U T 1 API 2327 L T, Crosswork Data Gateways 2.0 />, Cisco Crosswork 4.1 TH7 L < 1ERk
L 7= Crosswork Data Gateways 3.0 (CT7 /N\A A&x~v v B 7 LET (A7 v 7 5 OF3HE5R) |

ZIZTBAIT2—7T 4 VT 4 APl #5177 % &, Crosswork Data Gateway 73 #5E S 41, Cisco Crosswork 4.0 7
5%t % Crosswork Data Gateway (29X T DT /1 AN SN E T,

AT w79 CiscoCrosswork 41Ul T, T/34 AHCrosswork DataGateways3.0 [ZHEfSN TS EEZHEELET,
a) [Administration] > [Data Gateway Management] ~X— JIZFE) L £97,
b) Crosswork Data Gateway @ [Attached Device Count] Z fiEZ8 L £ 97,

Cisco Crosswork D7 v 75 L—F |}
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Name

VDG-96-1
VDG-99-1

VDG-95-1

G¥)

Data Gateways

Operational State

oUr (3)

@Eror (0)

® Degraded (0)

® Unknown (0)
Not Ready (0)

Data Gateways

A / Administration / Data Gateway Management

Pools Virtual Machines

Vv Data Gateway Metrics Summary

O

Operational St.. Administration S... High Availability St...
® QU Qup @ Protected

® OQUp QUp @ None Planned
® QU QUup @ Protected

Administration State

®up(3)
Maintenance (0)

High Availability Status

@ Protected (2)

@ Not Protected (0)

@ Limited Protection (0)
None Planned (1)

PoolName  Outage History ~ (2) Average Availa... VM Name
VDG-96 100%

VDG-99 100%

VDG-95 98%

Sdim-cdg-81-04 @
Sdim-cdg-81-06 @ 50 @

£ dim-cdg-81 ® 5 @

Cisco Crosswork D7 v 745 L— K |

Devices

@ Attached (150)
@ Available (0)

Filter 0 / Total 3 () &%
v

Attached Device C... Actions

8006

RN T AE L7855 (Crosswork Data Gateway 7 —/L D /RIERC, T /3A ADREEGE S LTV
7' —V 72 &) X, Crosswork Data Gateway 7 »» 7' 7 L — RIZBHE L7=fED R 7 7V 2 —

T T

(14 2—) Ok 2R LTLLTEE N,

Crosswork Data Gateway 7 v 74 L— FICBEAEL-BBD ST a—T 405

W DFIZ, Crosswork Data Gateway D7 ~ 7 7 L— REFIZRAET 5 WREMED B 5 — A9 72 [E
ZHI L, MEOKRRAZFFE L THLT 272007 e —F 2R LET,

Bl

FEIR

HRIE

1.1 2LL E® Crosswork Data
Gateway 3.0 VM 728 & 7284 Gk S
NWTWEHEA,

VWAL Crosswork Data
Gateway 7 — /VMERRL S LT
WEH A,

R L CU 5 Crosswork Data
Gateway % &k L. Cisco
Crosswork Data Gateway 3.0 ™~
DT v T T L—F (83—
V) B alrDRT TS
LBEDT — 2 AT FIEZ 4D
5@ L i ‘j—o

[l CiscoCrosswork D7 v 75 L—F
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Crosswork Data Gateway 7 v 749 L— FIZEE L =fBD FS TV a—F 1 5 .

8

FEIR

2RATFIED FATHHIZ, —EBD
Crosswork Data Gateway VM 73
[Error] ¥ 7= 1% [Degraded] JRHE
2720 E L7,

W20 Crosswork Data
Gateway 7 — /L IMER ST
WEHR AL

Crosswork Data Gateway VM @
HRAE [Up] & 7213 [Not Ready]
IZRDETRHBbET, LEIZ
J& UC, VM ORAREA [Not
Ready] (T 2720bDT 7 23
VEFITLET, Cisco
Crosswork Data Gateway 3.0 -~
DT v F T L—F (83—
V) Brvary (A7 v7S
LIKE) OfBICiE-> T,
Crosswork Data Gateway 7 —
IBATFIRZ R KL £,

3. Crosswork Data Gateway 7" —
JUHIE LW VM & L CHE
RENTWET M, Cisco
Crosswork 4.0 BgEE CT 7 7 «
TEoleb D& IR D VM
WT 7T 477 VM & LT
WEHTWET,

H72% VM 7° Crosswork Data
Gateway 7 —/VCT 77 47
728VM & LTRSS TV E
7,

1. Crosswork Data Gateway
T —)VEHRE L. Cisco
Crosswork 4.0 B85 CT7 7
TATICTHRNERNDD
VM Zfr< X TDOVM %
HIBRL T, =% AR
fFLET,

2. Crosswork Data Gateway
TN REREL, T
ADPBHIBR LT _To
VM &b 9 — BN L 7z
%, TN ERFLET,

Cisco Crosswork D7 v 75 L—F |}
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fEiRE fEAR HENE
4. VDG #%47—7 1 U 7 1 % | Crosswork Data Gateway (Z##¢ | 1. Crosswork Data Gateway
BEEEIT LB, ENTVWET AL ANRHY % 7= L. Cisco

Crosswork Data Gateway (Z£%#5¢
SNTVDT A ARH D F
A,

A,

Crosswork 4.0 Bgi CA 4
UARAIHRE STV
VM ZHIBRL T, 7—
NWERGFLET,

Cisco Crosswork Data
Gateway 3.0 ~D7 v /7
L—kK (8~—) k&7
va rOMAICE- T, A
TVT 6L AT v ST hAk
DIRLET,

Crosswork Data Gateway
TN L, AL N
A VM &b ) T —/L
WZEML T D, =%
RFELET,

7T L—FE&EODFz YU JRE

CiscoCrosswork4.1 ~D7 v 7 7 L —FRZET Lizb, HiLWI T AXOEE2ERLET,

7T AL PIEH THIUL,

WDOT 7T 4 ET 4 BEITLET,

» Cisco Crosswork 4.1 UI ® [Administration] > [Collection Jobs] {ZBE L, BHT D AT A

YaTZzHlfRLET,

[l CiscoCrosswork D7 v 75 L—F
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77— kgnFrvouzt |

A / Administration / Collection Jobs

Collection Jobs

Status

I @ Successful
@& Successful
@ Degraded
@ Degraded
@ Degraded

@ Degraded

CAECRECRECRES,

@ Degraded

@ Deleting

* [Administration] > [Collection Jobs] ~—3""C, Crosswork Data Gateway 3.0 VM TUXEEY 5 7
METINTWDHZ L EMEELET, ZORAT, 20 VM ZHIBRTE £7,

cF TN Ou A MNEREFEHAL TS A LT, EILLT AAA T — X 238 L,
Cisco Crosswork 4.1 TOH A X ha—H—ua—)L GiAIY /ZX AL, EEEAATD)
ERTELET,

s (EEB) Xy NU—ZHIRZHEDONT, B#ET B~ 77 7 A L% cisco.com DX TV
o — K L. Cisco Crosswork 4.1 I 7 v 7a— RKLE1,
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. Crosswork 7 77— 3 VOEH (REVRK7AVY I T4ET 1)

+ (fE&) CiscoCrosswork 4.0 TNSO 7 /3 A AE AR Y 2 —N5REINTWDEGAEIL.
NSO THLWR Y hT—ZBEHE RT3 (NED) #H L TR > —%2TH T MM
HHFEI,

« (f£&) (CiscoCrosswork 4.0 TEFAENTUW=) — R =T RIS A ZOBRTEE
Cisco Crosswork 4.1 |ZF#H L ¥4,
e Crosswork fciE b= 0 AL TWAIEASIE. ROT V7 ar2FETLET,

+ [Cisco Crosswork Optimization Engine Release Notes] (ZFE#, S 4L TV DA — F x4
Cisco IOS XE/XR N— g LI~ T, TNAADY T MY =T N "=V a T v/
7L —RLET,

« Jx#Hr® [Cisco Crosswork Optimization Engine Release Notes] @ [Upgrade Crosswork
Optimization Engine Feature Packs] O FNEIZHES T, HEE/ N> 7 (v — I VEgEIERE RN

(LCM) | #riiEfis{t (BWOpt) | A7 < FHMiE (BWoD) ) ZfEE L %
TO

FHROT I T4 ET 4 OWNTNN T T —NRELESERIE, VAT W ARAF v — 2 A~
TUAF—LIZBHWELELTEE N,

Crosswork 7 75— a3 VDEH (RA>K7AY 7
9T4ET4)

IOk varTiEH, AT =T v 7T = EREFNyF VY —RADIFAIT, Cisco Crosswork

UL 5 Crosswork 7 7V r—3 a3 VAEBNZEH T2 HFIEZOWTHA L3, ZOFNEIL,
IO 7 a T LET v 77 L —RU—7 7 —0—¥TiEdb v A,
TEEZBGT HRNC, WEHERL T ZIW0,

cHERT v ST —REITHOENC, T—EDNRy I T v T Z2ERLET (RNv T v
HTHERE AR

e cisco.com 2> B 12— )< 3 /1T Crosswork APPlication (CAPP) 7 7 A LD/ X— 1
VEX T u—RLET,

\}

GE)

Crosswork X, CAPP 7 7 A VDX 7 7 L— RE{EEZ Y HR— L TCWERHA, 7L, 77
Vor—arvzhnwA—ya VCRTEAE, 77— a v BT A VAR LT,
WA= a DT I =y a4 A =L LET, XU L— ROEAIE. BIEDH]
T =2 DNy 7T TEERT 52 LR L9,

ATy 71 [EE (Adminigtration) ]>[Crosswork D& (Crosswork Management) (%27 U w27 L, [TV 7r—3
VEP (Application Management) | % 7 &SR L £,
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ATy T2

ATv7T3

ATvT4

ATy TH

Crosswork 7 77— 3 VOEH (REVK7AVY I T4ET 1) .

Crosswork 77 v N7 4 —L AV TTA NI I F ¥ EiBMENTZT TV r—varid, 224 reL
TERINET,

[7 7 A VDiBI (tar.gz) (AddFile (tar.gz)) (A7 v arv a7 Vv 7 LT, Xurue—RKLiET S r—
v a Y CAPP 7 7 A L& BN L £,

[Z77 A NVDBEN (AddFile) | XA T/ Ry 7 AT, ST 5EHEATL, BN (Add) 1227V v
L/\i‘g‘o

CAPP 7 7 A NEEBIMTHE, BEFOT 7Y r—ya %40 (ZOHFTiE [Zero Touch Provisioning]) {2
T T T L—RTa s INERENET,

Add File (targz) 63

Ty T —RTLEAIE [Ty 77 L—FK (Upgrade) |77 v a2 U358 77V —va
YOFHLWAR—=T g VA VA =L ERET,

Add File (tar.g2) z

T T L— ROMEITIRIMNT 7V r—va v AL MR RENET,

FF, XA B Uy L, RayFZ U RARNNS [Ty 77 L—FR (Upgrade) |47 =
VEBRLET,

Add File (targz)

[7v 77 L—FK (Upgrade) |HEH T, 777 L—RTLHLWWAA—=Ua 2R, [Ty 77 L—FR
(Upgrade) 1#7 Vv 7 LET,

Cisco Crosswork D7 v 75 L—F |}
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. Crosswork 7 7Y —2 3 v DEH (REVFEFAVYTFITAET 1)

|__1¢_ Zero Touch Provisioning

Description Provision and configure devices automatically without the need for manual labor

Installation Information
Current Status ACTIVE

Varsion

Install instructions _
Upgrade Cancel

ATy T6 (A7 ar) [YVaT7kERE (JobHistory) |27V w7 LT, 7 w77 b— NEEOEITIRIL 2 MR L £
bd—O
GE) Ty L—FEETIR. @, BED CAPP 77 AL EEH LWCAPP 7 7 A VOB TERE SN
AV iR—R ROBNRA A= ENET, 2L, BrLWnAN—U g RN NWR—=T g 00
YUY —2DI1FE A EEFEMEERTIAREENH D7D T, 2k, HIEDY AT AL
vy varEHlT sz LA REICEEEFEITTEET,

GE) 7Ty 7UVL—FRRHE, EHRPETTHETEHTOT 7Y r—va AHMEATE EEA, ZOM,
TV r—=va LT Ato—Y—2id, 7Ty 77 L= RICET L7 7 — L0088 S
nEJ,

. Cisco Crosswork D7 v 75 L— K



	Cisco Crosswork のアップグレード
	Cisco Crosswork 4.0 から 4.1 へのアップグレードワークフロー
	Cisco Crosswork Data Gateway 2.0 VM のシャットダウン
	Cisco Crosswork 4.0 のバックアップ作成とシャットダウン
	Cisco Crosswork 4.1 クラスタのインストール
	Cisco Crosswork 4.1 アプリケーションのインストール
	Cisco Crosswork 4.0 バックアップの Cisco Crosswork 4.1 への移行
	Cisco Crosswork Data Gateway 3.0 へのアップグレード
	Crosswork Data Gateway アップグレードに関連した問題のトラブルシューティング

	アップグレード後のチェックリスト

	Crosswork アプリケーションの更新（スタンドアロン アクティビティ）


