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Crosswork Summary

Crosswork Health

A4 "\" Crosswork Platform Infrastructure

Description:

Pl

Microservices

Status

@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy

@ Healthy

design, iImplement, ¢

Alarms

Name

robot-topo-sve
CW-grouping-service
robot-alerting
cw-clms

CW=proxy
docker-registry
alarms

robot-fleet

nats

robot-diminvrmar

o ol=]

Application Management

@ Healthy Microservices(30)

ate, and optimize your network with Cisco Crosswo

Up Time

316h 24m 475
316h 18m 48s
316h 13m 19s
316h 12m 19s
316h 11m 20s
316h 36m 65

316h 27m 20s
316h 15m 59s
316h 47m 365

316h 32m 47s

[vA 27 uH—E A (Microservices) | % 7 T, IROFIEEFETLET,
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Sz O@o Qo

rk Platform

Recommen
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MNone
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MNone
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MNaone
Mone
Mone

None
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i / Admin / Crosswork Manager

CrossWork Applications Summary

i,

Q

@ Recent

& Genera

Collection

Collection

Platform -
Platform -
I8 Platform -

I8 PFlatform -

Inventory -

B8 Change Automation

B8 Collection - Manager

- Pipeline CLI

- Pipeline Kafka

Infra - Etcd
B8 Infra - Kafka

B2 Infra-Nats

Manager

Metrics

Pods

Statefulsets

Summary
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~ Network I/O pressure

Metwork U0,
~ Total usage
Chster mamary usage Cluster CPUsage (Imavg)  Chate 1 Blasystem ussy oo
B s ) > 7.65% | B251% W)
ed Used
17.13 GiB 94.41 GiB 1.22cores 16.00 corns 21.46 GiB 856.05 GiB
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<time stamp> <hosting hybrid node>

<time stamp> <crosswork VIP>
orchestrator-capp-infra -
b54ec903-9e0£f-49b8-aaf3-1d72cf644c28
vmdwkr-0 'Successfully added new VM into
Inventory: vm4wkr'

syslog A v &— D

HEE VM /—R&F=F—1L, EFRIEERT
AT —H ATUNZERRINTND Z & EHER
Lij‘o

4Ry FI—Y TOEET « R F = (LEEORE

B [7 U7 ¢ 71)v (Critical) ]

Bk ZDANY ME, AT T AT F v Capp

DIRBIC 1.5 55 B 72888 h, £721%
Docker 7' v ¥ 2 DR TIZ 2 3Lk Ebino 728
HICRELET,

ZDAvE—L, firstbootlog 7 7 A /L THE

BTEET,
T T — LD N/A
syslog A v — Dl N/A
HELE ZORMBEIE, VAT A TE SITEERTT I EI

WCAHLT DR H Y £3, ROFIEE EST
L\ij—o
¢ T A AT ARNL—V LRy NU—T DSLA
NI SN TS E MR LET,
o flERR L7 AiiE 2y, / — R T/ ey s
ST ENTEHEBEEFRI L TCHAD I LA

MR L ET,
« RAID Z{H I L TWA AL, RAIDO T
HHZ EEMRELET,

Day1 1 > k

®5:7—h—/— FDHIR

KR [A Y% — (Major) ]

L DAY ME, VM — RRHEENRD &%

ELET,
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Day0. Day1. Day2 DA X2 ~5| .

77— LD

L

syslog A vt — D)

<time stamp> <hosting hybrid node>

<time stamp> <crosswork VIP>
CLUSTER-CLUSTER -
33a5ce0d-6cd0-4e4d-8438-85cfa8fbdae9
CLUSTER-99

'user=admin, policyId=admin, backend=local, loginTime=2021-02+
28T01:38:48%Z,Category=VM

Manager, RequestId=vm4wkr [Erase VM []]'

HEAE

VM /—FK&EE=F—1_L, ULIZERENZL
o TWNWAHZ AR LET, HEBRIENE
HL7Z8E1E. /— RoEEEZHRITLET,

xK6: 7T r— 3 mEM: Y

syslog A vE—

<time stamp> <hosting hybrid node>

<time stamp> <crosswork VIP>

CLUSTER-CLUSTER -

62702140-a906-4a96-b59b-1af22f2af9f6

CLUSTER-99

'jdo type=INSTALL AND ACTTVATE, APPLICATICN, menager=app Merader

, user=adnin, policyId=admin, backend=local, loginTime=2021-02+

28709:34:547, payload={"package identifier":{"id":"cappztp","

version":"1.1.0-prerelease.259+build.260"}}
[accepted] '

HEAE

L

®7:7FIV5—2a mEM: XK

EWN 3

5 (Information)

27 LEEEOEE )

HKHE 15#  (Information)
B ZDAXR NI, 7TV = a URIERIC
Bhsnd ERELET,
75— A I ———
Crosswork Summary Crosswork Health Application Management
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O
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ZDARNE, TV =y a s EIBINT
ERWVEAICRALET,

T T — AL DOH

Crosswork Summary Crosswork Health

Application Managel

Applications Job History Showtech Requests Smart License
Job Sets Total 0 O
Status Job ID Action User
Details
Q Failed ® AJ14 ®
{
© Complet... AJT3 ® "@type": "type.crossworkapis.cisco.com/z
@ Complet... AJ12 ® "file": "/root/images/ztp-eft-dropl.tar.
}
@ Complet...  AJ11 ®
& Complet... AJ10 [©) install and activate application admin

syslog A v &— O]

L

A

b

TT—HEELEER, TV r—arnia
MEFRITLET,

x8:T7IUr—2avDTFIT 171 B

BHAE 5% (Information)

FLREA TDARY NI, TV = a UREFIC
TIT 4 TAbENT-BITEALET,

7 T —ALDF L

syslog A vE—

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-Crosswork Health Manager -
010689d1-8842-43c2-8ebd-

5d91ded9d2d7 cw-ztp-service-0-0 '
cw-ztp-service-0 is healthy.'

HEAE

TN =gt IA R RET VT 4T
{LLE7,

£9:7TUr—23vOT7 I T2k KK

HRE

[7 VT 4 J1/v (Critical) ]

Wi

DA NE, TV = arw®T T4
TTERWGEEITRELET, v~/ 7 ad—
ERETAIAR y RORFINIZEE) L 722,
T 7T 4 AR RILT D EREED B D £,
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syslog A vE—

L

HEAE

ROFIRZEITLET,

s VadEREERR L, T/ T4 7T e
TAOEZ TR LT ERELET,
EEIT B Ry ROWT IO BRIER 2K
LTS AIEL, Ay RemidLEd,

TN —valET A VA R—LL
b, 770 =y a DA A M—
NEFRITLTLTEE N,

®10:77)75—2avh3nRBL THLERRREEMHFLEL

BHARHE [A Y% — (Major) ]

7] ZDARY NI, TV = a URIEFIC
TIT 4 TAREINT=B, T r—a R
TIT 4TI RoThH3IgREBLTHLaY
A= FBEF REZ MR L2 WGA I
FBELET,

VA ARNNOL/] L

syslog A v E&— D) L

HEE LIZBL b, ERRIREBICR T HGE13T
F—b&B7VTLET, LIEBLESTHIE
WIRIRREIZ 72 & 72V B1E, Cisco TAC (ZF31H
WA DEL TSN,

Day2 1 R k

KMN:/—FFLAY 9 )—vT7y T

HRHEE

%%k (Information)

Wi

J—=FRDRVA L, VM — R&EHEETD
Dy, FTIE — R 5 L EIRE L WigEe
WZRAELET, LA UBfERC, /—RT
FITENTWDERy RRBEEhET (77
AL ENTZR v FI3B 8 F 7= IR R eI
RHEZENDHY, B—A VAX ARy NI
B —RIZBEHLET) .
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. Day0. Day1. Day2 A N> 45|

VA AN L « /= FDRLA DR

o ) — ROHIBEKED k8 ETCD 7 V) —
VEDPAPER S

o J— FDOHIER

<time stamp> <hosting hybrid node>
<time stamp> <crosswork VIP>
orchestrator-Crosswork Health Manager -
0062232f-54dc-49p2-8283~

506b7bf672a6 astackserver-0-0 '
astackserver-0 health is degraded.'

syslog A v E—

BlEzE=F—LET, NLA UDBHIBROKE
HTHIHERIL. TNEFho /) — REHEEL,
LW — REHBALET,

B
%

xR12:/—FOFLAY KK

BRE [# Y% — (Major) ]

Bl J—=FRDORVA 0L, VM /— REHEETD
M FEIE S — RB 5 5L EIRE Lo nWiggs
WCHRALET, ZOAXUMNEL, /—FOFR
LA CEENK LI A AE L E T,

77— LD L

syﬂog A =D <t%meﬁstamp> <hosting hybrid node>
<time stamp> <crosswork VIP>

orchestrator-Crosswork Health Manager -

b062232f-54dc-49b2-8283~-

506b7bf672a6 astackserver-0-0 '

astackserver-0 health is degraded.'

e J— REREHELET,

b

®13:/ — FOHIBR : &K

HARE [7 U7 ¢ 71/v (Critical) ]

B O ATLEEHOEE



| vAFLERMENEE

Day0. Day1. Day2 DA X2 ~5| .

B!

SOVFUATIH, AT Y R — RO
OICHEENTEE LT AR LT ET,

DA RE, S RRSHGLUEZ T L,
HEIWIZ Y — B A EIRIZ 2 > T2 5EI12 38 4E L
F7,

Z DA M, F#ED S Cisco Crosswork % {#
I VM 25 1R £ 72 13HIBR L7258 0,
FIZED ) — KDy MU — 7 OAFE IR
BELEGEIZNIT—EN2Z03H0
9, k81IZ D/ — TR ROHIRE H B
WCBIRE L £ (RLA CHIBRERE) . E#IC
IV =T v 7ENTWDME, VM — RiZ
Ay b<w—r3nEd,

T F— LD

c )= FHIRIC LD 2 U =2 7 v T ORI

o /— KOHIKIED K8S ETCD » 27 Y —
T T DR

syslog A v&—

L

A

b

FEENEE L) — FEEEL, HTILWVL VM
FRALET,

RK14:/—FOHBR: D )—2TF v TDRE

B [Z7 VT « J1)v (Critical) ]

B! ZOARY NI, RuoA UHIBRR KT B &
WELES, /— KBS UEXT LT
DL, k8sIEZED /) — RORy ROHIFRA B #)
AIZBRALE L £ 77,

77— LD L

syslog A v &— D) L

HEAE

J—REMHEL, Bl U —r 7y FiES
AT LET,

RI5:)VIY—ADITY LTIV FDORRE

HRHEE

[Z7 VT« J1/v (Critical) ]

27 LEEEOEE )



. Day0. Day1. Day2 A N> 45|

SAFLEREMOER |

B ZDAXRYNNE, 7 TAF ) — R Y—AD
EAERES, VY =27y F 7 v FAR
RBLTWOSLEICHELET,

7T — LD L

syslog A v &—DH 72l

HEA

=

HLWT—h—/— RaEEml x4,

F16: 7TV r—2avDET I T4 BY

AR [¥A 7 — (Minor) ]

A TDAR NI, T = a U nIET Y
TaTbENS ERELET,

VA ANl L

syslog A v &— DO

<time stamp> <hosting hybrid node>

<time stamp> <crosswork VIP>
CLUSTER-CLUSTER -
ade982ea-7f60-4d6b-b7e0-ebafc789%edee
CLUSTER-99

© 2021 Cisco and/or its affiliates. All
rights reserved. Cisco Confidential - DRAFT]
version 1

"user=adnin, policyId=adnin, backend=local, loginTime=2021-02+
28T09:34:547, jdb type=UNINSTALL APPLICATICN, Menager=eop Nenager
,payload={"application id":"capp-ztp"}
[accepted] '

L

F17: 77V 5—2a3 VDTV T 14Tk KK

AR [Z7 VT 4 J1/v (Critical) ]

Wt ZOARY NI, TV r—va kTS
T4 T TERWEAICRELET, U,
v A7 —ERAELEFRy RRNELEFIETH
DE R ET HAEEMERH Y 7,

VA ARr NI 2L

syslog A vE— L

B O ATLEEHOEE



| v2FLE%MED

[=§

Day0. Day1. Day2 DA X2 ~5| .

HEAE

ROFIRZEITLET,

s VaTVBREREMGR L, TV T 4 7k Tm
TAOEZ TR LT ERELET,
EBT DRy ROWT O BRIERFIZ K
LTS AIEL, Ay RemidiLEd,

TN —vaET A VA R—LL
b, 770 =y a DA A M—
NEFRITLTLIEE N,

R18: 7y FT—Y TORET 1 XY FITBEDRE

HARE [Z7 VT 4 J1/v (Critical) ]

Bl ZDA Ry M, /1"/7?2]\?7?‘%’Capp
DB 1.5 43 LL B 75)071 R
Docker T aDFETIT \U\J:ﬁ)i))o =%

WZHAELET,

ZDOA vE—UIX, firstboot.log 7 7 A /L CHE
ﬂ’b‘(%i‘é—

77— LD N/A

syslog A v E&— D) N/A

HEAE

ZOMET., VAT AT SICEERIT O I
WAL B LR H 0 4, RO FIEE EST
LET,

¢ T AYATARL—V LRy NT—T DSLA
FHNT SN TCND AR LET,

© HERR L7ZHFIEZS, / — R T rEY 3
=TSN LFE L THL &
B L £

« RAID ZfEH L TV 541, RAIDO T
3?)6 — k %ﬁ%wu Li—a—o

R19:ETCODDY ) —>T v

HRHEE

5% (Information)

Wi

DAY ME, HEPDVM ) — REHEL,
ETCDZ V—2 A R_R—= o TDOT ) —2T
TEENRBMG SN TS AT RAE LE T,

27 LEEEOEE )



B <7 iEstomzon

SAFLEREMOER |

7 T — LD

ETCD 7 V) =0T v 7K LT=Z54E -

o« /— ROHIKREFD K8SETCD 7 J —
T v PO

« 7T —Lh/— FOHIBR

syslog A vE—

L

HEAE

=X —HEE,

R20:/— FOHIREED KSSETCD DY 1) —> 7 v TO R

PN [# ¥ — (Major) ]

B DAY ME, ETCD 7 U — 27 v 7HfE
R LT A I E L ET,

77— LD L

syslog A & — D L

HEA

=

J— REREHELET,

R2:7A4 9 O9—EXDOBEH : kK

EIPNS #5  (Warning)

i ZDARY ME, §EPRYA 7t —ERE
TRy FEFEE L, BENRR L X
WAL ET,

77— LD L

syslog A v &— D L

HEAE

~vA 7Y —ERAEREFRy FEHES L E
T, [EETAE I DEHRT A2, =
NEKEITH HLERHHBERZH D £,

VAT LIEEEMEDHEZ DA

ATy T

ZOFITIH, SESER TR, EFAR
i‘ﬁ—o

VAT NEROEFEEEHERLET,

B O ATLEEHOEE
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| vAFLERMENEE

FEINT OV |

a) AV A==a—N0b, [EE (Adminigration) ]>[Crosswork Manager]>[Crosswork ®#tE (Crosswork
Summary) | ¥ 7 ZE&IRL £,

b) TRTO/ — RRENERE (77 (Up) 1) THY., Crosswork 7 ZAZ LT T b T —b AT
TFANT I FX¥MIEFTHLZ LB LET,

& 1:[Crosswork D¥EE (Crosswork Summary) ]|

Crosswork Summary Crosswork Health Applicatior
Crosswork Cluster Platform Infrastructure
Q Healthy Q Healthy

Flan, design, implement, operate, and

optimize your network with Cisco
O 0 5 Crosswork Platform

Down Degraded Up

MNodes (5)

ATY T2 Crosswork 77 v b7 4 —AL AT TANT I F X DL LTETINTNDYA 7 mh—E AT
DEEAIE R A ERBS K ORR L ET,
a) [Crosswork D IEHE (Crosswork Health) | # 7 %27 U v 7 LET,
b) [Crosswork 77 > N7 4 —A A 77 A N7 27 F ¥ (Crosswork Platform Infrastructure) ] D17 %
L. w2092 L 77U r—2 3 034 (Application Details) | % 3%#R L £,

2:[Crosswork DIEHE ™ (Crosswork Health) ]

Crosswork Summary Crosswork Health Application Management

@ Platform Infrastructure @ Healthy Microservices(30) @30 @0 @0 Recommendation None
View Application Details
Description:Plan, design, implement, operate, and optimize your network with Cisco Crosswork Platform S
Microservices Alarms

Status Name Up Time Recommencation Description

@ Healthy node-orchestrator 4h 57m 37s None

@ Healthy cw-views-service 4h 48m 47s None

@ Healthy neodj-topo-sve 4h 47m 325 None

@ Healthy dg-manager 4h 46m 47s None

@ Healthy robot-orch 7h0m 12s None

o) [77V I —a DM (ApplicationDetails) 1V 1 > RUMNL, v 70— ADFEMET = v 7
BIOHEERL, v~ 7 uHh—bE2AZHEZHE) L, showtech [FHAZINETEET, ZOT 1V RuhbA
VAN NVBEEDOI AT HFETTHIEHLTEET,

27 LEEEOEE )



B <7 iEstomzon

3:7FVr— 3 DM (Application Details)

‘ Platform Infrastructure

Health Status
Availability
Recommendation

Description

Microservices

Status

L ]

@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy

@ Healthy (showtech Options ~ ~)

S STONTRT e
Limited Protection Request Al
oo Request Metrics

. Request Logs

Plan, design, implement, operate, and optimize ypu
Platform View Showtech Jobs
Alarms
Name Up Time Recommendation
cw-grouping-service 5n8m 2s None
robot-ui 5h1m 155 None
robot-astack-kapacitor 5n8m 485 None
nats 6h 7m 4s None
robot-zookeeper 7 16m 425 None
robot-fleet 5h 2m 435 None
cw-ipsec 7h21m8s None
robot-alerting 5h 4m 455 None

AT LEREOER |

Publisher Cisco (" Application Actions /)
A hpeRcEan SEoe 0
Version 4.0.0-rc. 1+build. 14 nstall
Build Date Mar-28-2021 Upgrade
Activate
App Status @ Active
Uninstall
Description Actions
®
Actions
Restart

Showtech Requests
Request Al
Request Metrics

Request Logs

=

ATYT3 vA 7 u—RCHET LT T — L a R LORTLET,

a) [77—4 (Alarms) [ # 7 %27V w27 LET, U A NI, Crosswork Platform Infrastructure @7 5 —
ADORNERENET, TIZT A4 TRT T—LDOHhERRTHIET, VANEIHITT 4 /L2 LB

TEET,
B4:75—L

Microservices

Change Status v

Source

Node 3eld...
Node d137
Node bd41
Tyk APls

] Tyk APIs

Alarms

Notes -:D‘ Active Alarms Only

Severity Description

]

€ Waming MDT device configuration expected to be done out of
© Wamning MDT device configuration expected to be done out of
€ Waming MDT device configuration expected to be done out of
@ Info tyk-O[capp-infra] Sync APIs install completed
o Info tyk-2[capp-infra] Sync APls install completed

Selected 0 / Total 33 C) £#

[]

Last Update . Status Annotations

Tue,

Tue

Tue,

Tue,

Tue

]

Mar 30, ... Mot Acknowledged
., Mar 30, ... Mot Acknowledged
Mar 30, ... Mot Acknowledged
Mar 30, ... Mot Acknowledged
, Mar 30, ... Mot Acknowledged

ATV T4 A LA F—=LENTWS Crosswork 7 7V r—va &R LET,
a) AA v A=a—nb, [EE (Adminigration) ]>[Crosswork Manager] > [7 7 —3 3 U EE
(Application Management) | % 7 Zi&IR L, [7 7V r— = > (Applications) | %2 Vv LET,
ZDOUA4 Y RUIZIE, AVAR—AINTWDLTXTOT SV r—ya U RRRSNET, [Z7 AV
(tar.gz) DiBMN (Add File (targz)] #27 U v 27 LT, ST 7V r—var A VA N—LT5HZ
EHTEET,

AFYTE VaTdDAT—HAEFRLET,

a) [V a7k (JobHistory) | ¥ 7% 7 Vw7 LET, ZOU 4 KUK, YaTOAT—HRAL
VarZ Tl A0—HE L TETINT—HEDOA X MIET HERPERINET,

B O ATLEEHOEE



| v2FLERMEDEE

Syslog H—/A\—DHFE .

Syslog H—/\—MDEEE

&M

ATy T2
ATvT3
RATv74

Crosswork Tl #Milsyslog 2> v a2 —< (3R EITH Z LW TE£T,
s Crosswork 28k L, AT LA % syslog & L T=(ET D,

esyslog & LCHRIET B A4 XV FOFMEEZ 2 Y 2 —~ D LIZEREB L O T 1 V&2 JLPE$
Do

esyslog WA v a—vIlimkEand b— M ERT D,

A A=a—b, [EE (Administration) 1> [EXE (Settings) ] > [V AT LEKE (System Settings) ]
27 &ERNLET,

[tF—/3— (Server) ] C. [Syslogi% /& (Syslog Configuration) | 47> a %27V v 7 LET,

Hlxer vy LET,
sm%ﬁﬁmﬁ%%ﬂﬁbiﬁoﬁwmowfm\%ﬁfyay@&m@5®%yuyybf<ﬁgmo

[Z:fF (Criteria) A7 a »ZFEHA LT, syslog& LCHRET D4 X hOMHE L FHA ER L E T, #i:
(EventSeverity<2 or EventSeverity>=5) and OriginAppl d=capp-infra and EventCategory=1

ZOXTH, ARXVEIRA VT ITARNTITF XY Ty 73— 0RIESN., 7T VRV AT AT,
BEREN2ARMELIZS L EDGEEIZOIRA N Fh syslog & L TEESNET,

TR [FHBEATHY, MEESHEE A,

BEEIFHROINE

RO 71X, VAT ATEITINEZT R TCOERER—Y—T 7 v g vila—YP—{FHz~ v
vy LET, TS — 3@ Showtech 2 75 FrT 5121, (79 b 74—h A2
TIANT I F T TV —2 g EEEOE=Z— 2—) | ZBRL TN,

BiAm 713, ROBEICEET 22— =77 a U NEERET,
e TFNAADF U R—F 47
o =P —DERL. HIBR, F6 KL URRIE D EHT
» Crosswork Data Gateway O & Bl /E
WY a T OVER
« HHZ AT (show-tech DFEIT, FARBTOEH, NSO BEDT 7+ a )

* Cisco Crosswork Change Automation and Health Insights :

SRATLEEHDER .



SAFLEREMOER |
B ==#s0ns

ATy (AR —F, =7 AR=b, FLFHIER) LTV Ty 7 DRITOE

7
A\

B ATy OFRTERNBEE SN H L, Change
Automation [T & m V&2 H LET, Ehn /I
X, ATy o4 a—YP—IFR, Eyvar
DOFEM, ¥ a 7OFATID 2 EOFEMNE T E
9, Change Automation 237" LA 7 v 7 DA T )
VABAY HBFETTLHE, A b LET,
AT ARG ZIZiE, FATID 70 EOFEMAN
GENTOET, NSOTa I v hEFTTIHHA,
AT F AR ZOFEMIZITaIy F TV
bEENE T, BEr /7 2MHL T, FITIDICH
BT BN T_RTOaI vy hTULEFFETE
F9, 2I v P ULEMH LT, NCSCLIT/L vy
2T T aFTLES, Ny 7T FITiE, Change
Automation 737 34 AT v ¥ a2 LR ELEN
TOFEFRRINET,

«KPI, KPI 777 A )L, 77— hTN—FOVERL. B, ZEDEL

«KPI 711 7 7 AL L DOAFRML & Bhl

* Cisco Crosswork Optimization Engine :
*SR-TE AN VU =3 L 'RSVP TE b o RV DAERL, HIBR, F6 J OREE D F B
T I =T Ay VT OBRE
o AT NS KOV i LB RE & Bk O BT

« RESTCONF API DfERK, HIFR, 3 &L ORED T

Cisco Crosswork Change Automation and Health Insights B5Z&Z 045 T > ~ 1) D45

Wio, B— B NVEEBE PR T LA Ty s EF(T LI L XIS AR /o k)
OElZRLET,

time="2020-06-09 21:24:31.103312" level=info msg="playbook scheduled for execution"
backend=local execution id=1591737871096-a6699d03-8264-4ea8-8f6f-03e8a58f32a3
latency=11.330355ms loginTime="2020-06-09T20:27:11Z" method=POST
playbook="router config traffic steering" policyId=admin

set 1d=5405fdbl-6b37-41cb-94a3-32b180d3b773 set name=static-acl-b180d3b773
tag="ROBOT manager-nca-7689b-fdn8g" user=admin

Cisco Crosswork Optimization Engine &R0 T > 1) Ol

Crosswork Optimization EngineUl Bs&EO045 T ') D4l

B O ATLEEHOEE



| vAFLERMENEE
gammons [

2020-06-12 02:48:07,990 INFO c.c.s.o.e.AuditLogger [http-nio-8080-exec-3] time=2020-06-12
02:48:07.000990 message=SR Policy created successfully. user=admin policyId=admin

backend=local loginTime=1591929794

{data={"headEnd":""192.168.0.2", "endPoint":"192.168.0.6", "color":"999", "description":"", "profileIld":"", "bindingSid":"333",

"path":{"type":"dynamic", "pathName":"Automation validating sr","metric":"IGP",
"affinity":[{"constraintType":"EXCLUDE ANY","affinity":[31]}],"disjointness":{"disjointType":"",
"associationGroup":"","subId":""}, "protectedSegment":"SEG PROTECTED"}}}

Crosswork Optimization Engine RESTCONF APl BS&ZO 7 T 1) D4l

time="2020-06-06 13:49:06,308"
message="action=/operations/cisco-crosswork-optimization-engine-sr-policy-operations:sr-policy-delete,
input={\"input\": {\"sr-policies\": [{\"head-end\": \"192.168.0.2\", \"end-point\":
\"192.168.0.3\", \"color\": 301}]}},
output={\"cisco-crosswork-optimization-engine-sr-policy-operations:output\":{\"results\":
[{\"head-end\":\"192.168.0.2\",\"end-point\":\"192.168.0.3\",\"color\":301,
\"message\":\"SR policy not found in Config DB\",\"state\":\"failure\"}]}}" user=admin
policyId=admin backend=local loginTime=1591451346 method=POST
url=/operations/cisco-crosswork-optimization-engine-sr-policy-operations:sr-policy-delete

R2:BEBEOJOHRBANT 4+ —ILF

J4—JL |EREA
g

time Crosswork 78 Z DR v 7 2 {ERL L 7= IR,

message |7V r—a VIITTEEIND A v E—T,

msg T7UVr—varfTEREINL A vE—,

user Z—F =4,

policyld |=z—#—po—/LF-IHERE (2—h LT —%~_X—2Z_ TACACS. F7-1% LDAP
P— =5 HE)

backend a2 —YP =% T LY —N— (m—H LT —FX—RZ TACACS. E£7-IZ
LDAP) .

loginTime | —+4—731 71  L7= epoch I, epoch Biflid HAHH L v &AM ANEL . #
A LY = RAFE LR, BERIICEIR S E T,

Foo (@xo7 ) ir—aii, EOT TV = a VIEAED T 44—V RE 0%
4= [ <FEHLET, KIHEZRLET,
s

» Cisco Crosswork Change Automation and Health Insights DB #& 1 7= > | U D4
TIX, [Fv A7 v 27 (playbook) ]~ 4 —/L Ki&, Change Automation 735517
LT v AT w7 2BRUET,

« Crosswork Optimization Engine ® Ul s &&= 7= kU CTiE, [7—# (data) ]
X SR-TE RV ¥ — & ZDBIEDIEROFFMEZ ST 57— F T,




B ==rsons

SAFLEREMOER |

BEEOJ DGR
Crosswork I, R 72 ZNENOT7T 7V r—2a Ry KOTO
/var/log/audit/audit.log IZfRFLET, RIZHIZRLET,

c BHHEML BEE e ZofiX. Ay RO FD <robot-nca>7—%7 4L 27 hJIZHV F
j‘o

» Crosswork Optimization Engine Ul B 45 & 7 D%, optima-uiservice "y RIZH Y F
9", RESTCONF API 4 11 7|3 optima-restconf ARy RO FIZH Y 97,

a7 7Y r—a Bl a 72N AT, Cisco Crosswork [ I X TOEEa /7 7 A L& 1
WREELZ 1 [BEE L E 97, Crosswork L, Z4LHD 7 7 A L% gzip THAE S V@B O tar 7 7
AN LT

/mnt/robot datafs/<app-name>/<instance>/auditlogs/auditlogs.tar.gz T —
2T 47 MUITRFELET,

Crosswork |, 77U r—ya v ZEICHRESNTRRTA RNy 7T v TEIZHESNTE
a7 77 A NENELET, 5l : MaxSize:20 megabytes & MaxBackups: 5.

B O ATLEEHOEE
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