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Performance Indicators
KPI KPI
Health Insights
Csv Crosswork
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Csv
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[ Up ]
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42
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181
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Crosswork |

[Crosswork Manager]
[ Administration ]>[Crosswork Manager]
1: [Crosswork Manager]
A / Administration / Crosswork Manager
Crosswork Summary Crosswork Health Application Management
Crosswork Cluster Crosswork Platform Infra... Health Insights Change Automation
@ Healthy @ Healthy @ Healthy @ Healthy

Setup and monitor KPIs for your rocess of deploying

network devices 0 networks

0 0 3

Down Degraded Up
Noc

[Crosswork Manager]

[Crosswork Crosswork Summary ]
[Crosswork Crosswork Cluster ] Cisco Crosswork
[ Cluster Management ]
2:[ Cluster Management ]
# / Administration / Crosswork Manager / Cluster Management
dayO—duster Usage as of Fri, Mar 26, 2021, 05:33:09 PM GMT+5:30 ( View more visualizations) ¢y
Total VM Nodes 3 Mgmt. vIP Address  10.64.96.222
Crosswork Image  cw-na-platform-4.0.0-347- DatavIP Address  25.1.2.222 \ =
develop-210314 Domain  cisco.com
DNS  171.70.168.183 24% 18% 3%
NTP  ntp.esl.cisco.com
CPU Memory Filesystem
8.80 cores 36.00 cores 48.91GB 276.59 GB 90.40 GB 3033.21 GB
Usea Total usea Tota used Total

Cluster Actions

hybrid-sanity1 hybrid-sanity2 hybrid-sanity3
Deploy VM
@ Healthy @ Healthy @ Healthy
View/Edit Data Center
VM Status @ Running VM Status @ Running VM Status & Running
Type HYBRID Type HYBRID Type HYBRID View Job History

as of

10pm GMT+5:30

Import Cluster Inventory

Mar-26-2021 05: Mar-26-2021 05

Export Cluster Inventory

CPU 45% CPU 17 % CPU 12%
Memory 25 % Memory 17 % Memory 11 % Showtech Actions
Filesystem 3 % Filesystem 3 % Filesystem 3 %

Request Al

Cisco Crosswork Infrastructure 4.0




Crosswork

\}

286 [
View more Visualizations ]

1 [ View
Details ] [VM VMNode ]

3:[VM VM Node Details |

# / Administration / Crosswork Manager / Cluster Management / VM node

) . . ¢
hybrid-sanity1 ((showtech Options ) Usage as of Fri, Mar 26, 2021, 05:34:47 PM GMT+5:30 ( View more visualizations) Erase VM Node
Status @ Healthy Host  hybrid-sanityl
-
Availability @ Protected DataStore datastore217
Type  HYBRID HSData Store  datastore217
Size  Memory Large / CPU Large / DataNetwork ~ 25.1.2.225 45% 25% 3%
Filesystem Large Mgmt. Network  10.64.96.225
Recommendation  None CPU Memory Filesystem
5.41 cores 12.00 cores 23.16 GB 92.20GB 33.27GB 1011.07 GB
Used Total Used Tota Used ota
Microservices
Status Name Up Time Recommendation Description Actions
@ He: vk-0 None
@ Healthy Cw-views-service-0 None
@ Healt T ack-influxdb-0 None
@ Healthy robot-fleet-0

22m

7h Om 48s None

256h

[ Action ] o [
Restart ]

[Crosswork Health]
284

Cisco Crosswork
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Crosswork

. IP Cisco Crosswork
. VM IP
VMware

. 3 3
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]

[ Cluster Management ]
3 [ Actions ]>[VM Deploy VM ] [ VM Deploy
New VM Node ]
4:[v™M Deploy VM Node ]

A / Administration / Crosswork Manager / Cluster Management / Deploy New VM Node

Deploy VM Node

VM Node Name *

Node Type*
Management viP 10.64.96.222
Mgmt. Interface IP *
DataviP 25.1.2.222
Data VM Interface IP *

Data Center DC214

Data Center Type

Host*

Data Store*

Size Large

= Y
Deploy (L Cancel /

51 Deploy ] VMware
Cisco Crosswork [Crosswork Manager]

. Cisco Crosswork Infrastructure 4.0



| crosswork

[ Cluster Management ]>[ Actions ]>[ ViewJob History ]
VMware
Cisco Crosswork API VM VM
[ Deploy ]
VMware vCenter Cisco CSP Cisco Crosswork
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]
3 Actions ]>[ / View/Edit Data Center ] [
Edit Data Center ]

[ Edit Data Center ]
4 [ Edit Data Center ] [ Access ]
5[ Save ]

[ Job History ] VM
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]

3 [ Actions ]>] View Job History ]

[ Job History ] [

Status ] [ ID JobID ] [VMID] [ Action ] [ Users ]
[ Jobs ]

Cisco Crosswork Infrastructure 4.0




1 [ Administration
2 [Crosswork Crosswork Summary ]
[ Cluster Management ]

5:0

Cluster Management |

A / Administration / Crosswork Manager / Cluster Management

dayO-cluster

Total VM Nodes 4
Crosswork Image

Mgmt. vIP Address

cw-na-platform-4.0.0-347- Data vIP Address

develop-210314 Domain
DNS
NTP
DC214
hybrid-sanity1 hybrid-sanity2
@ Healthy @ Healthy
VM Status @ Running VM Status & Running
Type HYBRD Type HYBRID
Usage as of Usage as of

Mar-26-2021 08:38:44pm GMT+5:30 Mar-26-2021 0!

CPU 31 %
Memory 25 %
Filesystem 3 %

CPU 16 %
Memory 17 %
Filesystem 3 %

Node ]

5[ Deploy ]

VM

. Cisco Crosswork Infrastructure 4.0

Apm GMT+5:30

VM

[Crosswork

Crosswork |

Job Details ]

] > [Crosswork Manager]

Crosswork Cluster ]

Usage as of Fri, Mar 26, 2021, 08:38:44 PM GMT+5:30 ( View more visualizations) ¢

10.64.96.222
25.1.2.222 \ -\
cisco.com
171.70.168.183 19% 18% 3%
ntp.esl.cisco.com
CPU Memory Filesystem
6.69 cores 36.00 cores 48.84GB 276.59 GB 89.30 GB 3033.21 GB
used Total Used Tota Used Total
hybrid-sanity3 trial
@ Healthy @ Unknown
VM Status @ Running VM Status € Failed (3)
Type HYBRD
Usage as of
Mar-26-2021 08:38:44pm GMT+5:30
CPU 9%
Memory 11 % —
Filesystem 3% Retry ( Erase )
Retry ] [ VM Deploy New VM
Cisco Crosswork
Cisco Crosswork



| crosswork

. 3 3
1 3 1
o1 1
15
15
\)
cw-ui

CiscoCrosswork Ul 1 2

1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]
3 [ Erase ] [VM Erase VM
Node ]
4 [ Erase ]

Cisco Crosswork

Cisco Crosswork
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Crosswork

VM
Cisco Crosswork
VM
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]
3 [ Actions ]>] Import Cluster Inventory ]
[ Import Cluster Inventory ]
4 [ Download sample template file ]
5[ Browse ]
6 [ Import ]
Cisco Crosswork
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]
3 [ Actions ]>[ Export Cluster Inventory ]
Cisco Crosswork gzip
Cisco
Crosswork

. Cisco Crosswork Infrastructure 4.0



| crosswork

Cisco Crosswork showtech
o[ Request All ]
o[ Request Metrics ]
o[ Collect Logs ]
* [Showtech View Showtech Jobs ] showtech
1 [ Administration ] > [Crosswork Manager]
2 [Crosswork Crosswork Summary ] [Crosswork Crosswork Cluster ]
[ Cluster Management ]
3 [ Actions ] showtech
4
a)
b) [Showtech Showtech Options ]
5 VM [
Actions ] showtech
6 showtech [Showtech View Showtech
Jobs ] [Showtech Showtech Requests ] showtech

Cisco Crosswork
1 1

3
Cisco Crosswork

Cisco Crosswork Infrastructure 4.0 .




Crosswork |

Cisco Crosswork

8
1 1
1
2
2
Cisco CSP 5000 Cisco Crosswork
VMware https://www.cisco.com/c/en/us/support/switches/

cloud-services-platform-5000/series.html#~tab-documents CSP 5000

VMware
1 VM
1. VMware vSphere Web
2. [ Navigator ] VM
3 Power ]>] Power Off ]
4. VM [ off ]
2 VM 1 VM
3 VM
1. VMware vSphere Web
2. [ Navigator ] VM
3 Power ]>] Power Up ]
4. VM [ on ] 30

. Cisco Crosswork Infrastructure 4.0
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| crosswork

3 30
30
VMware
Cisco Crosswork
113
VM
VMware vSphere Web
[ Navigator ] VM
[ Power ]>] Power Off ]
VM [ Off ]
VM
VMware vSphere Web [ Navigator ]
VM
[ Delete from Disk ]
VM [ Deleted ]

VM

Cisco Crosswork Platform 4.0 and Applications Installation Guide

Cisco Crosswork

4,

1
1
2.
3.
4,
5.

2.
1
2.
3.
4,

3.

4,

115
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Cisco Crosswork Data Gateway

« Cisco Crosswork Data Gateway 19

« Cisco Crosswork Data Gateway VM 21
« Cisco Crosswork Data Gateway 29

« Cisco Crosswork Data Gateway 34

. 47

. 53

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway  Cisco Crosswork Platform

Cisco Crosswork

Cisco Crosswork  Cisco Crosswork Data Gateway
Cisco Crosswork Ul

Cisco  Cisco Crosswork gRPC

Kafka

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway VM Cisco Crosswork

CiscoCrosswork Data Gateway VM

[ Role ]

[

Unassigned ]  Cisco Crosswork Data Gateway VM Crosswork Data Gateway

HA 1
Data Gateway VM

Cisco Crosswork

Cisco Crosswork Data Gateway VM Crosswork Data Gateway

[Data Gateway DataGateways |
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Cisco Crosswork Data Gateway
. Cisco Crosswork Data Gateway

Cisco Crosswork MIB
Cisco Crosswork Data Gateway Cisco Crosswork
Cisco Crosswork Data Gateway
[ Administration ] > [Data Gateway Data Gateway Management ]
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| cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway VM .
[Data Gateway Data Gateway Management ] 3
« Data Gateways Cisco Crosswork Data Gateway
. Cisco Crosswork Data Gateway
. Cisco Crosswork Data Gateway VMs
Cisco Crosswork Data Gateway  Cisco Crosswork [ Virtual
Machines ]
S
5
A / Administration / Data Gateway Management
Data Gateways Pools Virtual Machines
Virtual Machines Total 2O %
[v]
Operational State Admin State Virtual Machine Name IPva Mgmt. IP Address IPv6 Mgmt. IP Address Role Outage History (@ Data Gateway Name Pool Name Actions
QUp @ Up cdg-110.cisco.c. @ 192.168.5.110 - Assigned " epnm-1 epnm (=]
@ Up © Up cdg-111.cisco.c.. ®  192.168.5.111 - Assigned 1 ha-pool-111-1 ha-pool-111 ®
[ Virtual Machines ] Cisco Crosswork Data Gateway VM
Operational State Cisco Crosswork Data Gateway VM

Cisco Crosswork Data Gateway

. Cisco Crosswork Data Gateway

. Cisco Crosswork Data Gateway
Cisco Crosswork

. Cisco Crosswork Data Gateway
Cisco Crosswork

. Cisco Crosswork Cisco
Crosswork

Cisco Crosswork Infrastructure 4.0 .



. Cisco Crosswork Data Gateway VM

Cisco Crosswork Data Gateway

Admin State

Cisco Crosswork Data Gateway VM

Virtual Machine Name

Cisco Crosswork Data Gateway VM

VM

*VM

o MAC IP
eth0

. MAC ethl IP

IVNIC1

* MAC
IVNIC2

eth2

eth2 IP
Crosswork
Data Gateway VM
VM

IPv4 IP

IPv4 Mgmt.IP Address

Cisco Crosswork Data Gateway VM IPv4

IPv6 IP

IPv6 Mgmt.IP Address

Cisco Crosswork Data Gateway VM IPv6

Role

Cisco Crosswork Data Gateway VM

. Cisco Crosswork Data
Gateway VM

. Cisco Crosswork Data
Gateway VM

. Cisco Crosswork Data Gateway VM
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| cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway VM .

Outage History

Cisco Crosswork Data Gateway VM 14

Cisco Crosswork Data
Gateway 1
Cisco Crosswork Data Gateway

Data Gateway

DG
OK

Data Gateway Data Gateway Name Cisco Crosswork Data Gateway VM
Cisco Crosswork Data Gateway
Pool Name Cisco Crosswork Data Gateway
High Availability Cisco Crosswork Data Gateway

Status
. Protected
. Limited protection
. None Planned
. Not Protected

Actions

« Cisco Crosswork Data Gateway VM

Cisco Crosswork Data Gateway VM

Cisco Crosswork

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway [

Maintenance ]

Cisco Crosswork Data Gateway

Cisco Crosswork Infrastructure 4.0




Cisco Crosswork Data Gateway
. Cisco Crosswork Cisco Crosswork Data Gateway VM

\)

Crosswork  Crosswork Data Gateway

Crosswork Data Gateway Kafka/gRPC

[ Up 1] Crosswork Data
Gateway VM Cisco Crosswork

Crosswork Data Gateway VM

1 [ Administration ] > [Data Gateway Data Gateway Management ]>[
Virtual Machines ]

2 Cisco Crosswork Data Gateway [ Actions ]
T
Data Gal A:
' o%n
[x]
© ° L 11 ] (]
> . socen : : nn T ikl FRREN -]

Cisco Crosswork Cisco Crosswork Data Gateway VM

Cisco Crosswork Cisco Crosswork Data Gateway VM
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| cisco Crosswork Data Gateway
Cisco Crosswork Cisco Crosswork Data Gateway VM .

Cisco Crosswork Data Gateway VM

1 [ Administration ] > [Data Gateway Data Gateway Management ] >
Virtual Machines ]
2 Crosswork Data Gateway [ Actions ] ] [
Delete ]
e o
o ! ° 5 ! T T
3 Cisco Crosswork Data Gateway VM [

Maintenance ] [ Switch & Continue ]

Cisco Crosswork Infrastructure 4.0 .



Cisco Crosswork Data Gateway

. Crosswork Data Gateway VM /
4 1 I understand the concern associated with deleting
the Data Gateways ] [CDG Remove CDG ]

cdg-111.cisco.com

& The following data gateway will be removed from data
gateway Management tal 30 £

Deleting a Data Gateway will also delete:
* All Device Mappings and assigned jobs will be removed
from Data Gateway

T v | « Those devices and jobs will no longer be accessibile or = . .
send information to Crosswork or any applications
related to Crosswork's API(s)
* These Devices and jobs will need to be mapped 1o a
o ) ) ; new data gateway 1o restore communication
G QU ) Dota Gateway Attached Devices Assigned Jobs ¥ C

cdg-111.cisco.com 0 View Jobs

Crosswork Data Gateway VM /

Crosswork Data Gateway VM

Crosswork Data Gateway VM VM

VM Crosswork Data Gateway VM
Cisco Crosswork Infrastructure 4.0
Cisco Crosswork Data Gateway

A

Crosswork Data Gateway VM Cisco Crosswork VM

Crosswork Data Gateway VM [
Maintenance ]

Crosswork Data Gateway
Crosswork Data Gateway VM Cisco Crosswork Cisco Crosswork
Crosswork Data Gateway VM
1. Cisco Crosswork Crosswork Data Gateway
2. Crosswork Data Gateway VM [
Main Menu ] [ Troubleshooting ]>[0 Data Gate
Way 0 Re-enroll Data Gateway ]
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| cisco Crosswork Data Gateway

Crosswork Ul Cisco Crosswork Data Gateway .
Crosswork Ul Cisco Crosswork Data Gateway
Crosswork Ul Cisco Crosswork Data Gateway
* showtech 27
« Cisco Crosswork Data Gateway VM 28
showtech
Cisco Crosswork Ul showtech
S
Cisco Crosstech Data Gateway Showtech ul
Crosswork Data Gateway [ DEGRADED ] OAM-Manager
10 Administration ]> [Data Gateway Data Gateway Management  ]>[ Data
Gateways ]
2 showtech Crosswork Data Gateway
3 Crosswork Data Gateway [ Actions ] [Showtech
Download Showtech ]
[ Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | )
D aa() ¥
Que -
@ eor mi
Qup P
Op= W:
==
=
o
Qo r i
4

showtech

Cisco Crosswork Infrastructure 4.0 .




Cisco Crosswork Data Gateway |
. Cisco Crosswork Data Gateway VM

5 [Showtech Download Showtech ] showtech
showtech
6
OpenSSL 1.1.1i openssl version
openssl
MAC OpenSSL 1.1.1+
LibreSSL  openssl OpenSSL  openssl

openssl enc -d -AES-256-CBC -pbkdf2 -md sha512 -iter 100000 -in <showtech file> -out <decrypted
filename> -pass pass:<encrypt string>

Cisco Crosswork Data Gateway VM

Cisco Crosswork Ul Crosswork Data Gateway

\}

Cisco Crosswork Data Gateway

10 Administration ]> [Data Gateway Data Gateway Management  ]>[ Data
Gateways ]

2 Cisco Crosswork Data Gateway

. Cisco Crosswork Infrastructure 4.0



| cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway .
3 Crosswork Data Gateway [ Actions ] [
Reboot ]
A / Administrat Last Refresh: 25-01-2021 12:49:17 (PST+05:30) | )

? @ Y
[+] D R 3 -
QDeg Data D 1 8. 21-01
() 0 Re - 3 21-01
Qe Dal D 21-0 344 21-01
(] D F 21 4. 21-01
Qcrror Dat E 21- 4 1-01
[+] D R 21-0 4 21-01
(X123 D E 21 21-01
o Da Re 1- 1-01
[x]2 D E 21-0 21-01
" B
4 [ Reboot Gateway |
8
[ Administration ] > [Data Gateway Data Gateway
Management ]>][ Virtual Machines ] Cisco Crosswork

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Cisco Crosswork Infrastructure 4.0 .




Cisco Crosswork Data Gateway |

Cisco Crosswork Ul Cisco Crosswork Data Gateway VM
Cisco
Crosswork Infrastructure 4.0 Cisco Crosswork
Data Gateway
Cisco Crosswork Data Gateway VM Cisco
Crosswork Data Gateway Crosswork Data Gateway [Data Gateway Data
Gateways ]
S
Cisco Crosswork Data Gateway VM
Crosswork Data Gateway
Cisco Crosswork Data Gateway VM Cisco Crosswork VM
VM VM
VM VM
VM
. VM 1 VM
. VM VM
. VM 1 VM
. VM
[ Pools ] [ Administration ]>
[Data Gateway Data Gateway Management ] > [ Pools ]
1 [ Administration ] > [Data Gateway Data Gateway Management ]
[ Pools ]

. Cisco Crosswork Infrastructure 4.0



| cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway .
T [v]
Crosswork Data Gateway IP
CDG2 CDG1 IP
CDG1 IP
Crosswork Data Gateway
CDG1 CDG2
CDG1 IP IP1 CDG1
Cisco Crosswork  CDG2 CDG2 IP IP1
CDG1 IP IP1
CDG1 CDG2 IP IP1

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Cisco Crosswork Infrastructure 4.0 .




Cisco Crosswork Data Gateway
. Cisco Crosswork Data Gateway

1 [ Administration ] > [Data Gateway Data Gateway Management ]
[ Pools ]
A / Administration / Data Gateway Management
Data Gateways Pools Virtual Machines
Pools Selected 0 / Total 2O %
.
Pool Name High Availability Status Active Data Gateways Pool Description
ha-pool3 @ Protected 1
hapool-2 @ None Planned 1
2
30 HA Edit High Availability (HA) Pool] IE
4 [ Pool Parameters ]
[ Pool Parameters ]

Cisco
Crosswork Data Gateway VM

. Cisco Crosswork Infrastructure 4.0
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Cisco Crosswork Data Gateway .
v Pool Parameters
v Pool Resources
Q (4
@
o[ IP Add a Virtual IP address
for every active data gateway needed ] Cisco Crosswork Data Gateway VM
IP
IPv4 IPv6
o[ Add the number of standby data gateways
desired for protection ]
5 Cisco Crosswork Data Gateway VM
Cisco Crosswork Data Gateway VM IP Cisco Crosswork
Data Gateway VM 3 IP 2
VM Cisco Crosswork Data Gateway VM
. VM Unassigned Virtual Machine(s) ]
VM Virtual Machine(s) Added to
Pool ]
. VM Virtual Machine(s) Added to

Pool ] VM
Machine(s) ]

Cisco Crosswork Infrastructure 4.0

Unassigned Virtual

"



Cisco Crosswork Data Gateway |
. Crosswork Data Gateway

Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
Crosswork Data Gateway Crosswork Data Gateway VM

6 [ Save ]

Crosswork Data Gateway

1 [ Administration ] > [Data Gateway Data Gateway Management ]
[ Pools ]
2 @)
30 HA Delete High Availability (HA) Pool ] [ Delete ]

Cisco Crosswork Data Gateway

[Data Gateway Data Gateways |
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Cisco Crosswork Data Gateway .
A / Administration / Data Gateway Management
Data Gateways Pools Virtual Machines
Vv Data Gateway Metrics Summary
Operational State Administration State High Availability Status Devices
::zéfzo) U2 :Z:iﬁ:;lz 0) @ Attached (4)
@ Degraded (0) Maintenance (0) @ Limited Protection (0) @ Available (0)
@ Unknown (0) None Planned (1)
Data Gateways Total 2O %
Name fo) ional S... ion ... High Availability S... Pool Name Outage History (@) Average Availa... VM ID Attached Device .. Actions
ha-pool3-1 ® ©Up @ Up @ Protected ha-pool3 100% cdg-137.cisc... 2 [6) ®
hapool-2-1 ® OUp @ Up @ None Planned hapool-2 100% cdg-139.cisc 2 ® ®
Data Gateway
Cisco Crosswork Data Gateway Cisco
Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
Data Gateways

Cisco Crosswork Data Gateway
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. Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway |

Name

Cisco Crosswork Data Gateway

Operational State

Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway

VM
. @ Cisco Crosswork Data Gateway
VM
OK
o)

Cisco Crosswork Data Gateway VM

Cisco Crosswork Data Gateway VM
1
[OK]

7] [ Unknown ]

Cisco Crosswork Data Gateway  Cisco
Crosswork

Administration State

Cisco Crosswork Data Gateway VM
N 1) VM

. Crosswork Data Gateway
VM
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Cisco Crosswork Data Gateway .

High Availability Cisco Crosswork Data Gateway
Status
. VM
1
. VM
VM
. VM
1
VM
. VM
Pool Name Cisco Crosswork Data Gateway VM
Outage History 14 Cisco Crosswork Data Gateway
VM
Cisco Crosswork Data
Gateway 1
Cisco Crosswork Data Gateway
Data Gateway
1
DG
OK
Average Availability Cisco Crosswork Data Gateway VM
14
Cisco Crosswork Data Gateway VM
14
VM ID Cisco Crosswork Data Gateway
VM  VMID
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. Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway |

Attached Device Count

Cisco Crosswork Data Gateway

Unique I dentifier

Cisco Crosswork Data Gateway

Actions

Cisco Crosswork Data Gateway

. Cisco Crosswork Data Gateway

« Cisco Crosswork Data Gateway

« Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway
Data Gateway

A / Administration / Data Gateway Management

Data Gateways Pools Virtual Machines

Vv Data Gateway Metrics Summary

Operational State

U2

@Eror (0)

@ Degraded (0)

@ Unknown (0)
Data Gateways
Name Operational S... ion ... High Availability S...
ha-pool3-1 ® ©Up @ Up @ Protected
hapool-2-1 ® ©OUp @ Up @ None Planned

Cisco Crosswork Data Gateway

1

Administration State

®up (2

[Data Gateway] Cisco Crosswork

High Availability Status Devices
@ Protected (1)
Maintenance (0) @ Not Protected (0) ® Attached (4)
@ Limited Protection (0) @ Available (0)
None Planned (1)
Total 2O 3
Pool Name  Outage History (@ Average Availa..  VMID Attached Device .. Actions
ha-pool3 100% cdg-137.cisc.. 2 @ ®
hapool-2 100% cdg-139.cisc 2 @ ®

Cisco Crosswork Data Gateway
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Cisco Crosswork Data Gateway .
A / Administration / Data Gateway Management / gnmipool-1 Last Refresh: 25-01-2021 12:13:24 (PST+05:30) |
® Data Gateway: gnmipool-1
o[ Name ]
. [
View Devices ]
. [ ViewJobs ]
. Crosswork Ul Cisco
Crosswork Data Gateway 27
2. History
History 11 Events were found in last tw
) @
"
ed @ Eiro Unknown
14 Cisco Crosswork Data Gateway Cisco Crosswork
14 Cisco Crosswork Data Gateway
S
14 Cisco Crosswork Data Gateway
Cisco Crosswork [ Events ]
[ Events ] [
Events ] #unique_60 unique_60_Connect_42_li_fhc_sqw_s4b
[ History ]
o[ Zoomin ]
o[ Zoomout ]
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Cisco Crosswork Data Gateway |

. Cisco Crosswork Data Gateway

* Reset Zoom

. SVG PNG

3.

Events ® @)

Event Type Message Start Time & End Time Duration
Ouu Data Gateway Recovered 11-Mar-2021 01:52:50.054 AM GMT+5:30 15-Mar-2021 09:22:54.279 PM GMT+5:30 4day(s) 19hr 30min 2sec 721ms
0 Degraded Data Gateway Degraded 11-Mar-2021 01:52:36.339 AM GMT+5:30 11-Mar-2021 01:52:50.054 AM GMT+5:30 Ohr Omin 13sec 715ms
0 Up Data Gateway Recovered 10-Mar-2021 01:08:18.739 AM GMT+5:30 11-Mar-2021 01:52:36.339 AM GMT+5:30 1day(s) Ohr 44min 17sec 600ms
eDegraded Data Gateway Degraded 10-Mar-2021 01:05:58.291 AM GMT+5:30 10-Mar-2021 01:08:18.739 AM GMT+5:30 Ohr 2min 20sec 448ms
oup Data Gateway Recovered 09-Mar-2021 06:02:48.388 AM GMT+5:30 10-Mar-2021 01:05:58.291 AM GMT+5:30 19hr 3min 9sec 903ms
0 Degraded Data Gateway Degraded 09-Mar-2021 06:01:43.043 AM GMT+5:30 09-Mar-2021 06:02:48.388 AM GMT+5:30 Ohr 1min 5sec 345ms
o Up Data Gateway Recovered 09-Mar-2021 02:58:38.074 AM GMT+5:30 09-Mar-2021 06:01:43.043 AM GMT+5:30 3hr 3min 4sec 969ms
0 Degraded Data Gateway Degraded 09-Mar-2021 02:58:24.383 AM GMT+5:30 09-Mar-2021 02:58:38.074 AM GMT+5:30 Ohr Omin 13sec 691ms
0 Up Data Gateway Recovered 09-Mar-2021 02:50:21.056 AM GMT+5:30 09-Mar-2021 02:58:24.383 AM GMT+5:30 Ohr 8min 3sec 327ms
0 Degraded Data Gateway Degraded 09-Mar-2021 02:49:41.827 AM GMT+5:30 09-Mar-2021 02:50:21.056 AM GMT+5:30 Ohr Omin 39sec 229ms
[ Events ] Crosswork Data Gateway

. Event Type

. Start Time
. End Time
. Duration

4. Health

Data as of 25-01-2021 12:13:19 (PST+05:3¢

Disk Space Used Disk In/Out (No. of Ins & Outs) CPU Utilization Memory Network InjOut
(MBps)
Partition1 3.67GB  11.57GB  1524GB ons
froot ethl
39.9% 35% 55.64 MBps / 64.34 MBps
eth2
. ' 11.19 MBps / 3.47 MBps
Partition2 0.18GB 15.07 GB 15.25 GB 0 /0.6666666666666666
fopt/dg/iog eth0
Total vCPUs 8 Used 11170.41 MB
2820.13 MBps / 52.67 MBps
Load Average 1 min 321 Free 20945.91 MB
Partition3 1.94GB 16.58GB  18.52 GB o/ Load Average 5 min 3.34 Total 32116.32 MB
Ivarflib/docker
Load Average 15 min 3.34

Partition4 '0.07GB  492GB  4.99GB of0
Jopt/dgfappdata

Used Free
Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway [
Error ]
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Cisco Crosswork Data Gateway .
. / /
/
* CPU CPU vCPU
. / NIC ethl eth2 eth0
MB
5. Service Status
E— - o i , at (4B)
ecte @ Running 19 2.0. 401.63
@ Running 22 ). 1376 .54
np collector @ Running 2 2.0. 2496.4€ 143/1.32
ecto @ Running r )04.58 1 1
. a0 . B
) QF 1
@ Running 2.0. 4.47 17.7 1 5.69
@ Runring ‘ . 01
@ Running )E 2.0 402 1.71/5.06
Cisco Crosswork Data Gateway Ubuntu VM
Cisco Crosswork Cisco Crosswork Data Gateway
S
Docker
* CPU CPU
CPU 800% 8vCPU
1600% 16vCPU
. MB
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Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

300
S
1 Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
Cisco Crosswork Data Gateway
1 [ Administration ] > [Data Gateway Data Gateway Management ] >[Data

Gateway Data Gateways |

2 Cisco Crosswork Data Gateway & [
Attach Devices ]
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A / Administration / Data Gateway Management

Data Gateways Pools

Operational State

Vv Data Gateway Metrics Summary

A / Data Gateway Management / Attach Devices

Host Name
0
[0 xwr2
O xrvrl

o @

@Error (0)

@ Degraded (0)

@ Unknown (0)
Data Gateways
Name O State
ha-pool-11.. @ @ Up @ Up
epnm-1 ® Qup @ Up

4 [

Virtual Machines

Administration State

®up )

Maintenance (0)

State High Availability Status Pool Name
@ None Planned ha-pool-...
@ None Planned epnm

[ Attach Devices ]

Attach devices to Data Gateway ha-pool-111-1

IP Address

10.104.120.22/16
10.11.0.12/16

10.11.0.11/16

Confirm-Attach Devices ]

VM

[i]

Cisco Crosswork Infrastructure 4.0

Cisco Crosswork Data Gateway

High Availability Status

@ Protected (0)

@ Not Protected (0)

@ Limited Protection (0)
@ None Planned (2)

Devices

@ Attached (2)
@ Available (3)

Total 20O k¢
Outage History (@) Average Availability VM ID Attached Device Count Actions
1 o
T L) 99% cdg-111.cisc... 0 =
.I 99% cdg-110.cisc... 2 @

Tags

reach-check;snmp;cli;clock-drift-check;topo-snmp
reach-check;snmp;cli;te-tunnel-id;clock-drift-checkit...

topo-snmp;reach-check;snmp;cli;mdt;te-tunnel-id;cl..

Attach Selected Devices (0)

Attach Devices
Detach Devices

Move Devices

Selected 0 / Filtered 0 / Total 3O %

Operational State

@ DOWN
@DOWN
@ DOWN

Attach All Devices (3)

Attach All Devices ]
Attach Selected Devices ]

[ Attach ]

[Data Gateway Data Gateways ]
Attached Device Count ]
Cisco Crosswork Data Gateway

"o
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. Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway

Crosswork Data Gateway

CiscoData
Gateway Cisco Crosswork Data Gateway

1 [ Administration ] > [Data Gateway Data Gateway Management ] >[Data
Gateway Data Gateways ]

2 Crosswork Data Gateway -] [
Detach Devices ]

[ Detach Devices ]

. Cisco Crosswork Infrastructure 4.0
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Cisco Crosswork Data Gateway .

3 [ Detach All Devices ]
[ Detach Selected Devices ]
4 [ Confirm - Detach Devices ] [ Detach ]
Cisco Crosswork Data Gateway
Data Gateway Data Gateway
Data Gateway
Crosswork Data Gateway Crosswork Data Gateway
1 [ Administration ] > [Data Gateway Data Gateway Management ] >[Data
Gateway Data Gateways |

2 Crosswork Data Gateway [ Actions ] ] [

Move Devices ]

Cisco Crosswork Infrastructure 4.0 .
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