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List) 1 Z#&#IR LT, [FL AU AL (PlayList) |V 1> RUERRLET,
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FLruztroxzr [
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Play List
Predefined pllys 6 Myplays | Al plays 64

Selected 0/ Total 64

Name Description ’Type Labels Modified by\ Last modified

( ] ( ) V] ( ) ( )
O Add VRFunderB.. @ Play to add a VRF under BGP on a router Device Config I0SXE | | cisco-ios-cli-633 | Cisco 22-Oct-2020 04:58:00 P... *
m] Add or delete Eth.. @  Play adds interfaces to or deletes interfaces from an existing Eth..  Device Config I0SXR ci i729 Cisco 23-Aug-2022 02:05:00 P.
O AddorremoveV.. @  Play to add or remove VRF under BGP on router Device Config I0SXR | | cisco-iosxr-cli-7.18 | Cisco 30-Sep-2020 04:25:00 P..
m] Add orremovea.. @  This play adds or removes an IPv4 address family under eithera... ~ Device Config I0SXR | | cisco-iosxr-cli-729 | Cisco 08-Oct-2020 04:53:00 A
O Add prefixlisttot.. @ Play to configure a new prefix-list and also can be used to modif..  Device Config I0SXE | | cisco-ios-cli-633 | Cisco 27-Oct-2020 06:41:00 A..
[m] Add/Delete prefix.. @ This play creates a new or modifies or deletes an existing prefixs... Device Config 105 XR ) | ci Cisco 01-Oct-2020 04:11:00 A..
[m] Add/Remove Traf.. @  Play to add or remove traffic collector on a XR router Device Config I0SXR (SR | cisco-iosxr-cli Cisco 21-0ct-2020 10:42:00 P...
O Change interface ..~ @  Shut or unshut one or more interface on an XR router Device Config I0SXR | cisco-iosxr-cli-7.24 | Cisco 03-Nov-2020 11:47:00 A.
[m] Changeinterface ..~ @  Play to change the GigE interface state on a IS XE router Device Config I0SXE | ( cisco-ios-cli-633 | Cisco 22-0ct-2020 12:27:00 A..
(m] Check BGP neigh.. @  Play checks the state of the given BGP neighbor and passes ifth..  Check SNMP Cisco 22-0ct-2020 01:45:00 P...
O Check CPUusage (@  Verify that CPU utilization on the target device is below the refer... ~ Check SNMP Cisco 22-0ct-2020 01:28:00 P
m] Check VRF neigh. @  This verb uses the collector golang library and generic CLI collect... ~ Action U Check Cisco 22-0ct-2020 05:14:00P...
< >

I5H BLL]

1 HAB AT A it oE @Ers ) v LET, FrrL— R LE
BARE LT LA DVERE 26 2—) B LTLEEN,

HAH BT REGET S, B2 sy o LEd, h2x2ATLL O (33
~ReY) EBRLTLES,

gzip CIEMEENTZTAR T —HA T T 7 A NNOAAZ LT LA %A R — b T 5

i, B a0 s LEd, BRELATLLADOL L E—F 2—Y) E2BR
LT a0,

gzip CHEAME SN TAR T —HA T 77 ANELTAHARAZ LT LA ) AR— b

FoiE. Brrv o LEd, FLa0T s AFE—F B1R—Y) EBBLT
TN,

2 [FLA DM (PlayDetails) | Ry 77 v 7w 4 RUEZBWTT LA DAL
o<t FrTHI0E, Q&2 Y v s LET, TLAOEMOERERTT 5 L&
T, X E7IX[FALS (Close) | "X > %27 Vw7 LTHRYy T T v 7T U4 Rk
L £,

3 [24 7 (Type) 15ICiZ. LA DEATIRENET, FIRHL (40
(Name) ]. [#H] (Description) ], [¥# 4 7" (Type) 1. [Z-L (Labels) ]. [£®E
# (Modifiedby) 1) #27 U v 27 LC, ZOIDOT—X EHEH L TT—7 V%l ~FE
ZDHTENTEET,
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5 T—TNVND 1O EOINZ T 4 VA FMERET DL, =227 v 7 LET,

BELETAAZ G2 VT T5IE, @ % r U v LET,

TLA4Tv )R FDRR

Change Automation 7 7'V 77— a D [FL4A4 Ty o )Xk (Playbook List) 17 > Ko (&
D) 2, AT LHNOTRXRTOT ATy o pnEed T RERINET, [FLAT Y
27 Y A K~ (Playbook List) ] 7 4 v R zERTHIZIE, [y bT—2 BEE (Network
Automation) ]>[FLA4 TvH )R+ (Playbook List) | 2R L 9,

B6:FL14Tvo YR

®

Playbool| List

Predefined p|ybooks 3¢ | My playbjoks Al playbooks 34

Selected 0/ Total 34 & & =

Description Version Software platform Modified by Last modified \ La
( ( ) ( ) ( ) ( ) C
m] Add Prefix List to XE @  ADD prefix-list to a XE router or add prefixes to existing prefix-list 100 10 XE Cisco 27-0ct-2020 11:3056 PMP... &
a Add VRF under BGP @  Add VRF under BGP on a XE router 100 10 XE Cisco 28-0ct-2020 02:13:32 AM P.
(m] Add/Remove VRF un. @  Add/remove VRF under BGP instance on XR router 100 10S XR Cisco 30-Sep-2020 04:29:24 PM P.
m] Check accessibility t. @  Check ip accessibility to router and JsonRpc accessibility to its managing...  1.0.0 10S XRIOS XE Cisco 20-Jan-2021 05:23:41 PM P.
(] Compute the traffici.. @  This playbook computes the impact on the network if a node or interfac...  1.0.0 105 XR Cisco 02-Nov-2020 04:42:31 PM
m] Computing path wit D This playbook computes a path from source to destination with SR avoi..  1.0.0 105 XR Cisco 02-Nov-2020 04:46:34 PM
a Configure ISIS on th. Configure ISIS on the designated router 100 105 XR Cisco 02-Oct-2020 05:34:46 AM P.
O Configure ISIS on th. @  Configure ISIS on the designated XE router 100 10 XE Cisco 28-0ct-2020 02:42:46 AM P.
m] Configure OSPF proc.. (@  Configure OSPF on a XR router 100 10S XR Cisco 02-Nov-2020 05:02:43 PM
(m] Configure route policy @  Configure route policy on a router 100 105 XR Cisco 30-Sep-2020 04:03:08 PM P.
[m] Create bgp neighbor.. @ Create BGP neighbor on a XE router 100 105 XE Cisco 28-0ct-2020 03:13:49 AM P.
m] Create Bundle Ether @  Create a Bundle Ether and add interface to the bundle 100 105 XR Cisco 20-Jan-2021 01:04:29 PM P.
m] Create/Delete static @  Create/Delete static routes on a XR router 100 105 XR Cisco 17-Feb-2021 01:06:45 PM P.
=] Create/Update VRFc.. @  Creates a new VRF config 100 105 XE Cisco 26-0ct-2020 042248 AMP...
< >
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BAB BT VAT 7 el o, a2 o LEd, TULEEHLED
AZLT VAT w7 OER (34 =) | #BRRLTLIEEN,

BUERIR L CWBHAZ AT LA Ty 7 %llkTsicix. @ a2r997 LEd,
(HAZLT ATy 7 DI (42—) | 2B LTLIEEN,

gzip CHEARSNIZTAR 7 —HA T 77 A NN T AT v I %A R— T 51T

B2 s s LET, LT s FE—F G1=—D) | EBIBL
TSN,

BAERIRL CWD T LA 7 v 7 % gzip CHMSNTZTAR T —HA T 774 L

Tz 2= bR, Err o LEd, STy 0 2FE— R 4
N—D) BEBBLTLLIE S,

TUA Ty 72T~ EEID Y THITIE, [TRNILOEE (Managelabels) | #7
Uo7 LET, ATy 77V EEIVYTHE, VAT LMERE I/ T—
W= — U EDT VAT v 7 OFITEFAT 0% HETE £,

DzrVvr42L, [FLA4Tvo8M (Playbook Details) | v 77 v 77 ¢
YRUBBHNT, LA T OMHA, YT MU= T BEEE N—Va VU FE, £
DT VA MFERENET, LA OFEMOERREKR T THE L, X EL[FAL
%5 (Close) | R¥ v a7V LTHRYy T T v 70 RUEALET,

T—7 O [47] (Name) ]. [E%BH (Description) ]. [/S\—> 3> (Verson) ]. [V
ThHzF7 TS5y b T4A—L (SoftwarePlatform) . [RERZEER (Last modified) ]
DEFNABLEZ Vv I THE, Z2OFOTFT—HTT—T NN —hSNET, £
oo EOINERRT o0 EBIRL ., EEDOINIELS 7 4 VZ ETATIER T 4 V5 %
METHIEHTEET,

TVAT I VAN 7Ly vaddicid WiaEs Yy s LET,

T =T NHND1DOLEDINE T 4 V2 RMEERET DI, =27V v 7 LET,

BELETAAZ A2 VT T5I0E, @ 2 r 0 vr LT,

HWABZBLTLAIZDUNT

Change Automation Cl&, MEH DI AKX LT LA % Cisco T T WIZHEDSNTHERTHZ b, &K
WOAERRT 52 &b TEET, o, WAFZ LT LA %A R — K, =7 ZAF— b, HIFRT
HTEHTEET,

IKDONTNIDEA TDOHAZ LT LA ZERTEET,
[Fzvy TLA (Checkplay) |: wHEXE2HHL TT A ANLDOT =X ZREEL £,
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v kD= EEOEBE |
B 7o —reERLEPR LT LA DR

[T—BWET LA (Datacollectionplay) | : 731 ANHT =X ZEL £,
[T/IRA AR T LA (Deviceconfigplay) | : 7 /34 I+ HAERREE 21TV £,

[W—EXT LA (Serviceplay) |: BV —tE 227 nbeya=r 7 L TEHLE
‘é‘o

G vRatoT LA 2iRE, =7 AKR— b, HIRTHZ LI TEEEA,

)

(GE) [Fx=vZ 7L A (Checkplay) | & [T —XUIUET LA (Datacollection play) i, MDT IUE &
SNMP [ Z AR — F LTV ET,

TUoTL— b EFERLEARZ LT LA DK

DI va TR WAL VA BERT A FIRICOWCERBILET, 7 LA EROERE
X, BIRL7=T LA H2 AT Lo TERRY £97,

cFzvhTLA : LA XA TOER> B —RZADER > F = v 7 KOHE> 7L
A DR

cT—BWMET LA T LA LA TOER> B —RZO@EIR> 7 4 LEROWHE > 7
LA DR

e TNARBR T LA ERITY—ERT LA LA Z A TOER> 7L A DR (JSON
ROV TN e—RKEEH) > 7L A OER

FIE

ATY TN A4 A=a—06, [y bT7—2 BE{E (Network Automation) ]>[F L4 )X+ (PlayList) ] Zi&R
LET, [FVA U AN (PlayList) |V 4> RURKRRINET,

Z?vjzﬁX5AfV4%¢W¢éKM\B%WUy7Li%[7D4947®%ﬂ(%&ﬁ@ﬂw@]ﬁ4V
RUMBBANT, PR—=FENTWDLT LA DIA T EZNENOHMANTIRSNET, ERROBME S FR
SNETH, TORAFFTBRLIE T LA XA FITL - THRRY 7,
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*v bI—UEBEOBEIE

7oTL— ALz LTL 0k [

7: TL1 84 TDER

Select play type

o . ®

Check play Data collection play Device config play Service play

Generate a play to verify data from routers Generate a play to collect data from routers. Generate a play to perform configuration Generate a play to provision and manage a
using a logical expression. This play supports| This play supports MDT, SNMP and CLI changes on a device using tailf sample service in NSO using a sample service
MDT, SNMP and CLI collection. collection. payload as a template. provision payload as template.

Cancel m
BT 27 LA 2 A T2BEIRL, [R~N (Next) |27V v 27 LET,

Fzv I TLAFEEFT—2RET LA DERK

F 2y 0 TVAFTT —FNET VA ZAET 25813, ¥ A3 lEEIT O YANG E¥ =2 —/LAFHT
TET, T varTRATL Y n AT, T8 —FI3ERT 57 4 — L R A=
PHREEIND YANGEY 2 —/LIZEENTWAH Z EZfifeE LTWET, B —F 727 1 — /L KR
F 7 4 EDYANG £ ¥ 2 — U WEAIE, TAA AN Ly DEIERTE £, FREELE L2
EYa—/lOr— ROV TIL, [Cisco Crosswork Network Controller Administration] @ k&>~ [Manage
device packages] &ML TLEEW,

a) [EoH—/"RDER (Select Sensor Paths) 1 7t & R T, #E72 YANG EV 2 —/b, [UESZ B
FOE =R ERINLET, RN (Next) 127U v 7 LTRITLET,

8: Y —/IRRADEIR

Select type Sensor detail Build check Review play

Select sensor paths™

YANG modules Gather paths Sensor paths
Module Gather path Sensor path Type Keys Field name
( ) ( ) O [ ) ( ) )
CISCO-AAA-SERVER-MIB A CISCO-AAA-SERVER-MIBCISCO-AMA-SERVER.. () CISCO-AAA-SERVER-MIB:CISCO-AAA...  counter32 casProtocol casindex casAcctincorrectResponse:
CISCO-AAA-SESSION-MIB . CISCO-AAA-SERVER-MIBCISCO-AAA-SERVER.. (] CISCO-AAA-SERVER-MIBCISCO-AAA...  int32 casProtocol casindex casAcctPort
CISCO-ACCESS-ENVMON-MIB CISCO-AAA-SERVER-MiB:casServerstateChang... ()  CISCO-AAA-SERVER-MIBCISCO-AAA...  counter32 casProtocol casindex casAcctRequestTimeouts
CISCO-AUTH-FRAMEWORK-MIB CISCO-AAA-SERVER-MiB:casServerStateChang... - ()  CISCO-AAA-SERVER-MIBCISCO-AAA..  counter32 casProtocol casindex casAcctRequests
CISCO-BGP-POLICY-ACCOUNTING-MIB CISCO-AAA-SERVER-MIB:casServerStateChang... ()  CISCO-AAA-SERVER-MIBCISCO-AAA...  Timelnterval casProtocol,casindex casAcctResponseTime
CISCO-BGP4-MIB (0 CISCO-AAA-SERVER-MIBCISCO-AAA...  counter32 casProtocol casindex casAcctServerErrorRespon:
CISCO-BULK-FILE-MIB (0 CISCO-AAA-SERVER-MIBCISCO-AAA...  counter32 casProtocol casindex casAcctTransactionFailures
CISCO-CBP-TARGET-MIB [0 CISCO-AAA-SERVER-MIBCISCO-AAA...  counter32 casProtocol casindex casAcctTransactionSuccess
CISCO-CCME-MIB [0 CISCO-AAA-SERVER-MIBCISCO-AAA...  counter32 casProtocol casindex casAcctUnexpectedRespor
CISCO-CDP-MIB D CISCO-AAA-SERVER-MIB:CISCO-AAA. ipv4-address casProtocol,casindex casAddress
CISCO-CEF-MIB D CISCO-AAA-SERVER-MIB:CISCO-AAA. counter32 casProtocol,casindex casAuthenlincorrectRespor

Cancel m
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B 7o —reERLEPR LT LA DR

b)

BN LAZA TS C T, [Fo v I DBEE (BuildCheck) | (Fx=v 7 7 LA DEGE) £20%
[Z14 LA DEE (BuildFilter) | (F—2IET VA OEE) #iTo T LA THEATLHILERD D £
7T, JLb—ILDEM (AddRule) 1227V v 7 L, @RLIEEV P —"Z2ADF—LT7 s — /L FEHEHL
TP Z B L £9, [FIL—TDEM (AddGroup) %27V v 27 LT, H LWL L—TF%ZB
LET, Fry X0 A Mhberb—7 40— N, HEF, BIOMEZERLET, FLr—
FXTN—T RO B OmEERE (AND/OR) AR £7,

=T 4= ROEEFTRHCEINICA I T 25815, [ETH (Runtime) | = v /7Ry 7 2%
FATLET, TOF 2w IRy I AZFNITDHE, fET 4 —V KRB/ | TR Z 0T
VAN (P AT v 7D—FLLT) FITINTEZICATIRNTA—HEATTLHIOITKROLNLE
T

X 9: XOWR

Check expression

Minimum 1 expression should be added

a
T E ] [
Operator * Value
v ] [smu v J [ ] (3 Runtime

"

Sensor field *
E i | [ (]
ensor field * Operator * Value

Select v (setect v [ ] () Runtime

n r

Cancel m
[R~ (Next) ]#27 V7 LTHATLET,

ensol
Select
S

ATV T4 TNARABRT LA FEREFI—ERT LA DER

ERCL L9 & LTV AR NSO CHIHATRE TH D Z L 2R L ET, FIHTERWEE, =7 =& R
SNET,

P—E AT A BAERT B & E 1, NSO AT OF— 2 ZHHUAERLT 5D Tid/e <. 128 EONSOA
VABUVATHEOY—ERAEERBLIOT R E Y a = I 572007 LA ZERLET, IO
TIX. https://developer.cisco.com/docs/nso/ ZZH L T 72 &0,

a)

b)

[T L4 DR (Configureplay) 17« > Ko, 220 v s, [4o®F—k (mport) ]V
%0 v LT, TN, AR (JSON) 77 A V& A vR—bLET, S FLOKT 7 L—
e —RLCTHEATEET, JISONT7 7 A L ESR LU TRNL, [ AR—bk (Import) 1% 7
Uy LET,

ez R Bz, [ffT (Continue) 15227 Vw7 LT, A AR —FL7THRD NSO A L AX R
ZIRIRLET,

EATaTRy 7 ANE NSO T RN, X — A VAF AR, [FAEARA O—F (Process

Payload) | 227 Vv 27 LET,
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| *vro—szE0aHt

FoIL—ragALErRa LT L1k [

10: NSO 7O/ N1 & —D&IR

Select NSO Provider
Select the managing NSO instance from the list below and ensure that HTTPS connectivity is enabled to the NSO instance. Then,
Click "Process Payload button to view "Config" schema.
Providers
Reacha... State Provide... uuiD Con... Family Type Model P... Model V...
(2 I G B G G B ™2 ) D I B I G I
@ (V] o nso101 @ c59b32f0.. NETC.. NSO Cisco-l0... 6.6.1,5.9.2
Cancel Process payload
G

P—ERAT VLA DIERT —7 7 a—%, T3 2T VAN THETR, T2 M v —FT7 7
ANDT T L— R BREeY T,

d) [FL41 DR (Configureplay) 17« > RUDBBEHWT, XA B— R7 7 A MIRH SN HERNFR
ENET, WMERBASNC, TvA T v 7 OETHICERTHMEE AN TE LT,
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11: 741 DK

Select Type Configure Play
Collapse All Beautify Table
Title Value Path
~ . -
tailf-ncs:devices Jtailf-ncs:devices
v g
device Jtailf-ncs:devices Jdevice
Yo
name xrvOk-1 Jtailf-ncs:devices/device/0/name
Y config ftailf-ncs:devices/device, /0/config
V tailf-ned-cisco-ios-xrinterface terfac:
 GigabitEthernet-subinterface FACEL
GigabitEthernet-subinterface
i terface
* GigabitEthernet y
Vi

terface
id 0/0/0/0.401 i
terface
mode I12transport /
terface/

description T-SDN Interface
terface/

mtu 64

el

 encapsulation

[RA~ (Next) 1227V w27 LTHRIATLET,

Type

container
container

list

string
string
string
uint16

container

vy kD= ZEEOAHE |

NCS copy of the device configuration

Select an interface to configure

Set description for this interface

N B N\

Set the MTU on an interface

Set the encapsulation on an (sub)interface

Previous m

ATy TE [TL1 DR (ReviewPlay) |7 4> KU T, LA DRI A= &R LET, [J/rv—HIL (DryRun) ]

7Yy 7 LT, NIA—FERGEELET,

[4781 (Name) | & [ERBA (Description) ] (2 DEEASILT, LA DT~LE LET,

GE)

Fio, RO E I cfg, T2y 7 DBEEIFchk R ELTVAEABA L —FTT7 43—~y hENDHD
T, TV A ZWUNCEHETEES, T, ERLEET LA EICE S 2 IS 2 TE £,

TLAIZTNVEBMLT, BTNV THELEHTEET (FFvay),

GE)

TR E ST, VA BERATEDLT NN, ADX A TRPRED F9, 72& z21E, I0OSXR 7 L1 1F10S
XE T/ ZATITEELEH A, UL (IOSXRXRCIOSXE 72 F) ZBMMT 5 &=L, WTFOT~ULE

R LTS 7280,
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Review play Label your play
Sensor details Change
Module CISCO-AAA-SERVER-MIEB

Name * © ‘ \

Gather path  CISCO-AAA-SERVER-MIB:CISCO-AAA-SERVER-MIB/casConfigTable/casConfigEntry

Description *

Keys easProtocol, casindex
Sensor path  Field: c rrectResponses
Path: CISCO-AAA-SERVER-MIB:CISCO-AAA. SERVER-MIB/casConfig Tabie/casConfigEntry/easAcetincomectResponses 4

Cadence * © [ 120 |
Labels | |

Check logic Change

Expression [ ‘casProtocol ==~ *

Cancel \ Previous | | Dry run |

AT 76 EBEENFICHEENZTIUE, [1EK (Create) 1227V v 7 LET,
[FLA4 )R+ (PlayList) |7 4> RUBBWT, LAV ANMIH LW AZ LT LA BRERENET,

TLALADITYHY REKR—F

BHE F 7213 o 2 —F—3MER L T Cisco Crosswork Change Automation (21 >R — k L7z %
AR NS VA Ty AR— T 5IZ1E, Change Automation DFHeAHHLY 7 7 7 AFF A DS MLFE T
D

T AR= LT —=AATIWNE, T ATy 7 DaryR—xr e 77 A0 (33—Y)
ICRE SN TWAE, 22— NP R ¥ v A XA T 7 A NDOHENEENLTWVWET, 9L
TrANET —=AA TP LIch, LA avR—R FaT 7 A NG ET 7 A VAR
TCEBITTEET,

FIE

AT TN A4 A=a—06, [y bT7—2 BE{E (Network Automation) ]>[F L4 )Xk (PlayList) ] Zi®&{R
Li‘é—o
ARTVT2 2V AR—= T OHALZ LT LADTF = VR I Aed T LET,
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A\

GE)  WRELA VFR— FOFEMIZ OV T, [Cisco Crosswork Change
Automation Developer Guide] #ZM 1L T 7Z 30y,

NABNT VA% PEEXTEET, WAZLT LA EEESLLD &35 LE8EINETH,
EFEELLS EAATRETT,

A

g

T L AR LIE I AZ LT LA B> T EEE LN DI THHELZH#H T E S0,

JR 8 HHIIZ

2PN T LA B R MDD, BEIALT 7w AENLE TS, — (0 F
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VAT LEE =) ZBRLTLIFEEN,

FIE
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LET,

27972 M 2200 LT, 4 0B FIBOT LA BEENTND grip EMT —HA 77 7 A L EBIRLT
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D EI,

FIE
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L/i‘g—o

AT9 T2 [FLA4YR L (PlayList) |V 4> RO T, HIBRT D20 AZ LT LA BRIRLET,
27y 73 By ravrryorLEd,
AT T4 HEEOERIINES T, FE [HIFR (Delete) 127V v 7 LTHIBRZMERL 7,

TJLATIVIDHAEIAXIZDNT

VAR D T VA T I OFEFCIESN T, MBOT LA T v I ERODPBIERTE £,
2, AFAREAE T LA ZFALT, DAZLT AT v 7 E{ERTH5Z b TEET,

VA O T VA Ty 7 OFERR E AR X, Change Automation D L—H —A X —T = A A
ZEMETIATONL V=T VT XA T, 2O, ZOa—F—IA FTITERY
T EEA

BB TNTICS At T L A T VD RF 2 A PRHBEENTWET, HAZLT LA
VAT T NERRT D ITEEDFEMIZ OV TIL, CiscoDevNet @ [BIsE A Rl Z#3HL
TLIE&E N,

TJLA Ty oDarvik—xrobEeT7AIL

Change Automation 7' LA 7 v 721X, SEIFERa s A—xV IREFENTWET, ThE
h, EMOARITERENET, ZNobDa v R—Fr M, LA T v 7iIc7 74 0ELT
FhInE T, MO R—F 2 b4 Ansible R BEH SN E T, 20 R—% b
DERITENZNVMADO LD THY | KETHTRTOT7 7 A Va2 —HF =N AZ <A X T
EHDLITTESY FHA, —HOaLR—R2 M, VA MEOMPMFETT, DAZ LT
LALT VLA Ty 7 THATHZLIITEETN, BEEIAIA AT LI LTI TEEEA,
FEMBIZ DUV TTIX,  [Cisco Crosswork Change Automation Developer Guide] @ ['Writing Custom
Playbooks] ZZM L T 723,
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vy kD= ZEEOAHE |
B vzsERLErRELTLA Ty DR

UIZFERALEARZLTLA T DERK

Change Automation Ti&, & HH 7 —/L & FAMY /FE AL T — /L &Ko 2 —F —(IF H ATRe
BRIVAEBER L TCHRAZ LT VAT 7 ZERTEET, 22— —IZHARY /EEiAL T —
VT I AMEAT T 2 TFEOFMCONTIE, FE Y 7 A X ML OMERL AT LFGE
(5 X—) ®EZ =z [Change Automation = —HF—~D7 7 A L~LDEY YT) %

ZIL TSN,

)

GE)  ERLTEAIAZ LT VA T o 7 IIRETE EEA, EREZE TTIANCT LA T v 7 DY n—
PILEFITLT, AT v 7 OBEMNEEZ SN TWEINE I NEERT LI E2BED LE
T B LI AZ LT VA T 7 ICEREMZDBENDL5E1E,. BROEBE TS LA
T B EERT DM ERH Y T,

FIE

AT TN A4 A=a—00, [*v bT7—2 BE{E (Network Automation) 1>[ZF LA Tv4 )R+ (Playbook
List) | Z&IRLFE9, [V A7 27U AL (Playbook List) ] 7 4 > RUuRERINET,

Z?vfza%ﬁUyﬁLT\WX&A7V47y7%¢ﬁLiﬂ[7b4®§ﬁ(wmwm®]ﬁﬁyF7ﬁ%
W, FIHARER S LA NEREINE T,

13: LA D=FER

L]
Select plays On

Avallable plays Selected 0/Total 62 2 @ =

Name Type Play ID Labels Description Modified by Last modified

[ J | v | J J J J J
] Add VRFunderB.. (@  Device Canfig router cfg bgp vt xe  (105XE) [ cisc 533 ) Play to add a VRF under BGP on 3 router Cisco 22-0ct-2020 04:58:00 P. &
O Addor deleteEt.. () Device Config router_cfg modify_...  (105%% Play adds interfaces to or deletes interfaces from an exsting . Cisco 23-Aug-2022 02:05:00 ..
O Add orremove V... () Device Config router_cfg_bgp_vrt 105 %R ) cisco- Play to 3dd or remave VRF under 5GP on router Cisco 30-Sep-2020 04:25:00 P
(m] Add or removea.. () Device Config router_cfg bop_add... (105XR | | cio-ns-cli-728 This play adds or removes an [P address family under either .. Cisco 06-Oct-2020 D4:53:00 A
(] Add prefixlistto.. () Devics Config router_cfg prefix_lis.. (105X Play to configure a new prefix-list and also can be used to mod...  Cisco 27-0ct-2020 06:41:00 A
(m) Add/Delete prefi.. (@ Device Canfig router_cfg prefix set  (105)® | ( cisco-ioser-cli-71¢ This play creates a new or modifies or deletes an existing prefix.,  Cisco 01-0ct-2020 04:11:00 A
O Add/RemoveTra.. () Device Config router_cfg traffic ca.. (10538 (%R - Play to add or remove traffic collector on a XR reuter Cisco 21-0ct-2020 10:42:00 P.
a Change interface.. (@  Device Config router_cfg interface... 2 Shut or unshut one or more interface on an XR router Cisco 03-Nov-2020 11:47:00..
(m] Change interface.. (i) Device Config router_cfg interface... Flay to change the GigE interface siate on a 105 XE router Cisco 22.0ct-2020 12:27:00 A
(m] Check BGP neigh.. () Check router_chk_bgp_nei... Play checks the state of the given BGP neighbor and passes ift..  Cisco 22-0ct-2020 01:45:00 P,
© Check CPUusage (&) Chedk router_chk_cpu pro...  \SNM Verify that CPU utilization on the target device is below the ref..  Cisco 22-Oct-2020 01:28:00 P.
a Check VRF neigh.. () Action router_op_verify_vit.. () [ Chack This ver uses the collector golang library and generic CLI colle.,  Cisco 22.0ct-2020 05:14:00 P,
@] Checkifthe raffl.. (@  Action router_op verify fra..  (CU) [ Check) (SR Play to invoke the generic cf collection for “show traffic-callect..  Cisco 26-Jan-2021 07:1%:00 P.
i Checkinterface .. () Check router_chk_interface... ' MDT Play uses MDT to see if the interface bandwidth is greater than ..  Cisco 22-Oct-2020 01:43:00 .
O Checkrouterinte.. () Check router_chk_interface.., | MOT Play MIT to check the Line State of all the interfaces, It passes .. Cisco 22-0ct-202001:36:00 Py
4 3

el m

TUA Ty 7 TANDO T LA 23 X TRRL, [RN (Next) |27V v 7 LET,
GE)
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ATvT3

*v bI—UEBEOBEIE

U zEALEARZLTLS Ty o0k [

TVoA T w7 THOBEEZFATT D120 DORIEME LT, £EF AT TV ARIO—8E LT, [T/ R
TOF v EHNDEIT (Perform Check Synconthedevice) | 7L A BLO[T/34 AH 5D NSO D RIHA
(Sync NSO from device) | 7L A &b D Z L2 BEID L ET,

[T/ RATOF vy EHDEFIT (Perform Check Sync on thedevice) | 7L 11X, NSO & DT /31 A[H]
MAT—H 2Tz L, VAT v 7 Dsync/3T A —FEIZIADNT, BERGEICORFEMZ ET
LET, ZHCKY T LA T v 7 OFITREBDEHNE S 4L, NSO BRENT NA AREE—HLET,
« T LA T w7 D sync /XT A—H N [True] IZRE I TWT, T30 ARFEH L TWnga, [T/
AATODF v RLPNDEST (Perform Check Syncon thedevice) ] 7L A 12KV, T34 A1X NSO
RE LR INET,

s sync /3T A —H N [False] ICEREINTWT, T ANREHLTHARWEGEE, LA idaly M Ay
=T EFRLTCIATICRRLE T,

e FNRAARTTIZFEHI L TWAEES, L AT LET,

[FL4 Ty DIEF (Order Playbook) ] 7 1> RO T, FET7=—X (GHfe, AT F U AR, AT
TR, AT FURE) ST T LA T VRO T LA DIEFEZFELET, 574/ F T, &R
LT R_RTCOTVVARA T F UV AT 2= ANIZEREINFET, LA %27 Vw7 LCRITv I L, @Y
27 2= R IWANEZ D Z LN TEET,

BN T VLA DEATFICE 5T, BED 7 = — X TCOMEARGIREINAZ EnbY 3, =& 213,
RS LVANIA LT A7 2— RPN IR TE £ A,

KFEIT7 = — ADFEMIZONTIE, LA 7 v 7 FZTIEF (44 X—2) 2SR L TIES0,

Change Automation TlX, 'L AXLNA T —FTT7+—~y hESNET, 72L& 21X, HMROGAEIX
lefg) . T2 7 OEAIE Tchk) 72 E720 ., LA ZIE LT HLEAITERNTT, B CEKRT
L7 VAICHRIC L O 7T TE£7,

F-. EDT AL %7 w7 LT, FLAZEREITHIGRT L2 TE £,
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vy kD= ZEEOAHE |

B vzempLEerzsLTL0Tv s otem

14: T4 Ty DIERF

Plays @

- ____ o

Select plays Order playbook

Configure plays Rz

Play schemas @

‘ > Continuous

‘ > Continuous

‘ > Pre maintenance

‘ > Pre maintenance

< Maintenance

% router_chic_bgp_neighbor state

+ router_chic_interface_mdt

* router_cfg_interface state xe

MName: Check BGP neighbor state

Name: Check router inerface Line State using MDT

Name: Change interface state to up/down on @ I0...

oo

[l

[

< Maintenance

Check BGP neighbor state
Check router interface Line State using MDT

Change interface state to up/down on a 10S XE router

‘ > Post maintenance

> Post maintenance

Cancel

[R~ (Next) 15227 U v 27 LET,

ATy T8 [TLADEK (ConfigurePlays) 1V 1> RUDBHWT, FET7 = —AANDT LA &, LA AF—~

NERRENET,
15: T LA DR

Specify registers, conditionals and policy ©

Select plays Order playbook

Configurs plays

Play schemas @

> Continuous

| ‘ > Continuous

< Pre maintenance

i routerchicb.. Name

Chack 3GF naighbor state

< Maintenance

i router_cig_int... Name

Changs interface suste to

< Post maintenance

router_chk_in... Mame

Check router interface Lin

‘ > Pre maintenance

< Maintenance
Change interface state to up/down on a 105 XE router
View -

¥ object {8}

Type : abject

id  /crosswork/nca/verbs/router_cfg_interface_state_xe/schema

title : Change interface state to up/down on a 108 XE router

$schema : http: //json-schems. org/drafr-g6/scheman

v

required [1]

» properties (1}

Cancel

WRaFITLET,

additionslProperties

description : Play to change the Gige interface state on a3 105 XE
ute:

‘ > Post maintenance
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| #vyro—sZEEOEHIE
uzEEALEARELTLL Ty ook [

EzrzvorLC, TLA0R) —%EELET, [KYS—DIEE (Specify Policy) ] #1471/
Ry AT, FIEDT 4 — KiciieiatiE Ly, Q220 0r958. 74— RO
REFSNET, (R (Save) 157U v 2 LT, HY o—lx1F LET,

GE)
RNY—iF, [F=v 2771 A (CheckPlays) | IZHHTEE7,

16:R) > —DIEE

Specify Policy

Security () consecutive ®

Cancel m

Errvor LT, FUAICElEBBALET, LA OETIE. RIENET S-S AICO DT
SNET, [GMEDOFEE (Specify Conditionals) 14 A 7 1 7R v 7 AT, [&MEDEM (Add Condition) ]
220 v s LT, &HEBMUET, RGF Save) 1227V v 7 LT, LEOMEERGFLET,

17: 5H0HEE

Specify Conditionals

Build conditionals using the selected fields. Add condition

Lz r )y LT, LA ORERERRELET, BERERET DL, BRI LA DDz o7 v
ADANIE LTHERTEET, [IRFF (Save) 127V v 27 LT, BEEREFELET,
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B vzsERLErRELTLA Ty DR

18: LR EDIEE

Specify Registers

Specify registers using the selected fields:

config ||

o (ITFvayv) AT v I DOFEITHICT LA ZRIOLRITERTZEAIE. T LA OAFTEEEL
*9,

[R~ (Next) 15227 U v 27 LTHATLET,

AT TS5 [TLA4 Ty DR (ReviewPlaybook) |V 4 > KU T, LA T v I NOT LA Zfggd LET, [T LA

7w 7 OFfAN (Playbook details) ] 7 ¢ —/b RIZ#eia A LET, OF YY) v IThHE KT 44—
U ROFERIN R R SIVET,
19: TLA Ty DRER

Review plays Playbook details
o E—
< Pre maintenance
- )
: — )
llllll
< Post maintenance
Run / Schedule permissi
(o) (o) (2D

G¥)

(VI rHxzT7 TS5y b T+—L (SoftwarePlatform(s)) | 7 4 —/L RiZiL, [T/31 RAEE (Device
Management) | >[#v k7 —% T34 X (Network Devices) | >[V 7 b2z 7424 7 (Software Type) ]
FNCRENTNDDEFE CIEMRY 7 h =T XA 74 EHH L TS0,

AT9T6 (F7var) [BER (Select) 127V v 7 L, ROWTINEZEEIITL T, [T (Labels) | 5 E
LET,

N2 T LRI L, [58T (Done) 1227 U w7 LET,
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| ®*ybro—vZE0EHE

uzEEALEARELTLL Ty ook [

[+FTIR T AL (+Newlabel) 1227V v 27 L, [FANJL (Label) ] & [B—JL (Roles) ] IZE 722 EA A
LT, [&RE Save) |27 Vv 7 LET, HILWOWIT_ALERIRL, 587 (Done) 127 Vw7 LE
TO

GE)

FrYUZE ST, EOa—Y—F 73— NEDOT VAT v I EZETTEE0NRED 7,

KO —A~DT VLA T v 7 OEIN YL TOFHAMIONWTIL, FHEDOT—A~DT LA T v 7 DFEIN YT
43 =) 2B LTLEEN,

ATv Tl (FTFvav, RELTVAT vy 7 OF7 A M) LB LWERE A LIS, [Yn—H)L (Dry
Run) 1227 U w7 LTARIA=ZZRFELET, XA T TRy 7 ZABRFNT, FbA Ty 7 OFMRE
mENET,

B20: 7 LA Ty D

Playbook Details: Playbook 1 X
The following playbook will be created a
Playbook 1
Last modified: 2025-May-06, 18:08:33 by admin
Software platform: 10SXR  ZVersion: 1.0
Description: Playbook 1
> Continuous (0)
< Pre maintenance (1)
Check BGP neighbor state
< Maintenance (1)
2 Change interface state to up/down on a 10S XE router
< Post maintenance (1)
v

GE)
UN=PWFEEZ Iy FLEEAN, ANLTIENRTA=ZTT AT v 7 BHERET 2708 5 A RGE
TEDL7 Ty b7+ —Lbzi#tkLET,

[Cisco Crosswork Network Controller 7.1 Closed-Loop Network Automation] 58 L T &Ly, .



v kD= EEOEBE |
B rrzemLErzE LT LA Ty st

ATv T8 [~ (Previous) |27 Vw7 LT, VAT v I NELLEEET DI H)ICHEISCTCEEEZ M2 D Z L
NTELHFMEIZEY £,

ATy 79 [YEp (Create) |27 Vw27 LT, A7 v 7 Z2ERLET,
[FLA4Tvo )Rk (Playbook List) 17 4> RUBBWT, UANMIFLWHARZ LT LA T v 7R3k
IRENET,

APl ZERL=HARELT LA TV DERK

ZO&7varTiE, APLEERA L CHAZ LT LA T v 7 AT 5 FIEIC OV T L £
9, FEAMIZ DUV TIX. Cisco DevNet T [Writing custom playbooks| T =— h U 7 /L2 &M L
TLTEENY,

\)

GE) HRFZLTVADREENTNDE T VLA T v 7 E2ERT AL, UL (ULEZEH LI AZ LT
VAT w7 O (34 X—) #BM) FIZAPI2MH L ET,

TVAT w7 m21OULEDIAZ DT VA THRT DI21F, TV AT v T 77 A M AL L
7 LA O dataspec [ENR L SN TWHMERH Y £9°, dataspec fiiix, Z OFIET API & {EH
LCHRZ LT LA T o 7 2R D L AERENET, TNEFUIRAZ LT LA T v 7 %,
AV AR— AT 3> (API: WUmopsimport) Z{EH L TIERT 2 Z L X T A, B A
T LA O dataspec fEANBIN S A7)0 5 TY,

FIE

ATy Tl FENWCT LA T 7B T LA (A My 7 EEHI AT L) MERENTWDZ E2MRLTLEE
v,

NAZ DT A RS H12iE, Ul (T 7 b— b2l L7z A2 L7 LA OE (26 ~—2) &%
M) F 721 API (API =2 — /L /lcrosswork_ip:30603/crosswor k/nca/vl/Plays/device/config Zf#i fl) Z ) L %
R

GE)
BFOT VA LR CARTERAET DL A A R— L EO2ETDE, 27— 7L A OREEICRIL
FLiz, WAXLTVAITTTICHFEAELET (Play validation failed, custom Play already
present) | BRRINET, MHFEOT LA DBEEZINLIOESORZEOHB T,

ATYT2 ROAPLEFEHLTT VAT v 7 BERLET,

API == —/L : /[crosswor k_ip:30603/crosswor k/nca/vl/mops
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| #vyro—sZEEOEHIE

FL1vsnzszt—+ [

TLATYIDITY RAR—F

FIE

TVUA T w7 % gzip CIEM SN tar 7 — A T L LTI AR—FTEET, KRER50
X, RO T4 Ty s b a—F—F 3RO Y FEF D ER L T Change Automation
WA VK= RNLEARZ LT VAT 7 TH,

T AR= LT = A TWNE, T ATy 7 DaryR—x e 77401 (333—2)

IRt ST D, 22— F =N I RAZ~ A XA T 7 A VDOHBNEENLTWET, ZOHIC
1 2L LD .pb 774V (FL AT v 7 32— RO router config bgp rd.pb 72 &) 23
D, TNHDT7 7 A MI Ny 7 = R T SNBSS L E T,

T AKR— kL7774 /LiL, CiscoDevNet @ [Writing custom playbooks] DOF = — ~ U 7 /v

DA RTA N> T, REISCTHRETEET, ZLT, T AT v 7 DA R —Fh
(41 =—=2) OBWHIHES>TA v R— hTEET,

TVA T 7T AKR— T BIZ1E, 2——1IDIZ Change Automation st A B Y 7 7 & A

FRMETT, o, FREREIETEZMNMAT-T VA T v 7 %A ViR — 35120, EXIAL

77 AR IS LEL T,

AT TN A4 A=a—0b, [*vy bT7—9 BEE (Network Automation) 1>[FL 4 Tv 4o 1) R+ (Playbook
List) 1 Z&#IRLET,
ATFwT2 (FFvay) [FL4Tv 2 JR+ (Playbook List) | 74> RO T, MBS LTT—T V&2 T 4 L4

JLER L £,

ATVT3 2V AR—= N NFLT VAT I DF 2 IRy 7 A% A NI LET, TV AKR— T L2TRXTOT ATy
7 2 BIRT 51203, FIOEEICHLF =y 7Ry 7 A F A LET,

ATy T4 7V w7 LET, gzip CHEM SN tar T — WA 7 HRAGFTHERERHT /3R L7 7 A V4 28I
THEOITRKROONET, BMEOHERIIESTTZ 7 ANV EIRFLET,

TLATvoDA R— b

WOEMZFE- L TCOIIT, (EBEOH AR LS AT I A R—NTEFET,

s VAT I T AN gzip THEM SN tar 7 — AT L L TRy =I5
Z &,

cFDT AT EDL . pb V7 ANNDBEENTND I &,
e T —H AT T 7 ANMI—BEDOLBINFNTNWEZ &,

T—=AA TIZEENTWBIEA D7 71 /L%, Cisco DevNet @ [ Writing custom playbooks] @
Fa— MU T THB L T D RRGEEEEZ & T HERH Y £,
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v k=0 EEOEBL |
B r=xs270070 05088

\)

GE) v Ra#to7r LA T v 73 EEXTEEEAR, DAFZLT LA T v 71T EEETEET,
HABLT VAT v bEX L) T BEINETN, EEXLLY EEXIEHET
T, 2L, WARAF LT VAT v 7 2o T EEX LAV IICTHHELZ#HEL T ZEN,

TIAR= P LIV RAa@ko 7 LA 7y 7 2w OAF L F CARTTHA VAR— 252 LT
TEEEA,

1R BHEIIZ

VAT w7 A VR— T BI20F, 22— —1TEBEZIALT 7 B AMENNLE TS, 2—F—{C
FARY [FEEX AL T —)VT T AL 595 FIEOTFIZOW TR, A A h—/LOHER
VAT LARERE (=) L TLIIEIN,

FIRr

RTYT1 AL A=a—b, [y bT—2 BE{E (Network Automation) [>[F L4 w4 )X+ (Playbook
List) ] &R L £,

27972 B 22007 LEF, 750 F NG, AV B— FRHBEOT LA T v I BEENTNS gzip BT —H A
TI77ANESRLCERTELIITKROONET,

BEOT VAT v 0 % EEXTLHHGERE, A VA —MIROT VLA T v 7 LRICARIOT VA T v 7
DIFIEL 72N 2 & TR L E T,

TVAT v 7 DERAN—T 3 VEERTDIHERIT, X—Va v FERTOMOA U —Z BEA LT,
LHIN—B T, MRV a DT AMRETTAETIEDO T AT v IR EEXINRNVLDIITHE
LEBEIOLET,

ARTYT3 T—=HAT 77 A NEA L AR— T2 EIRDDLERITHENET,

NRBLT LA T vy DHIR

2=V —FERDT VAT v DHEHERTEET, VRAaRMOT LS T v 7 E2HIRT S L

ILTEEEA,
ToA T w7 EHIBRT 5121, = —H—1ID |Z Change Automation HIFRAHER 2N 5 S LTV 5 4
ERbHD ET,

FIRr

RTYT1 AL A=a—b, [y bT—2 BEE (Network Automation) [>[F L4 T4 )X+ (Playbook
List) ] Z#RL £,

. [Cisco Crosswork Network Controller 7.1 Closed-Loop Network Automation] Z#ZHB L T Z&LY,



| #vro—vZEOEHE
BEOO—L~ADTLATvroaysT [

ATy T2 [TLA4 Ty )R (Playbook List) 1 7 4> KU T, HIBRT DA AZ LT VAT v ZIRLET,

25v7F3 By raversyor LET,
2Ty T4 EEROETICHES T, FE IR (Delete) 1422V v LCHIBRAZHRLET.

= O ) == 29
HEOO—ILADTLATVvIDE Y HT
DB varTIE, BEOR—NMIT VAT v 7 TV EEIN Y TT, FORED T LR
W=V A T v 7 BFITLTA VR— b TEDL LT DHHECOWTIRHALET, BHE
2—P =L, FEDTXAPFNT VAT v 7 O —F—NITTELH LT 52 &
NTEXFET,

1R8O BRI

MBI CT, A7 v 7 280 Y CTHra—YP—%2FRICER LTI, Sz VT,
['Cisco Crosswork Network Controller Administration] 714 K@ v+~ [Create User Roles| %
ZHRLTL XN,

FIE

ATv 1 [EHE (Administration) ] >[1—%—&O—)L (Usersand Roles) ] >[B—JL (Roles) |>[FLA4 Ty
(Playbook) ] &BEh L £,

ATv 72 [A—)L (Roles) | AT, AT v 7 I NEEYYTHa— LA RRLET,

ATY T3 BYTHRED [FTLATvD SR (Playbook Label) 11Z%iid 5 [#EFR (Permissions) | F = v 7 R v
J AT AT LET,
R21: LA TR

E = Global API permissions Task permissions Playbook

admin _

Playbook labels

Permissions

Playbook label No of playbooks Schedule / Run

UE

P 'l = Bl
L1479 DETIZDONT
BEDT VAT w7 TV W= T VA T 7 BT D%, HERPLETT, FED
=)L ~DTF AT w7 OENY Y TOFHEAMIHONTIE, BEDOT— I ~DT LA T w7 DEY
YT 3—=) ZBRLTLIEZIN,
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| R EG

TJLA4TvY

vy kD= ZEEOAHE |

ToA T v 7 DFEFIL, RO 5 SOFIETHR S TVET,

1 FEFT2TLATIIEBRLET (LA T v 27U R DFR 243—) 28R) ,
2. FATHROTINARE L DUEBRL £ 4,

3. TA Ty T DR T o H A LINTGA—B AT LET,

4. HFHTLIERTE—REZEIRLET,

1L oA T IOV N—=PILDFT (453—) , X NT—FZEREZMZ DRI,
ToA Ty OEEE R TEE T,

2. VUINAT v TE—RTOT VAT v I DFET (1 —=V) , TLAT v 7D
FxoIRT 7 aryONNI—FHEIE LT, BRLR»-o72EHE2a0— /LNy 7T
xF7,

3. HHE—RTOTVLAT v 7 DFET (59 X—=) TV, ZEbICEEZmEA L E
_3‘0

FATE— FZBRT 5 LIS, KOFIHZITO 2L b TEET,

s PEXRDOHOBMNETIIFRFACT VA T v 7 FATOR Y a— (65 3—) &7
WE,

o SATH L EITHRICsydog FURE L E 97, sysloglUEEFFATE DL, VoI NART >
TE— RELIFERETE—RTT LA T v 7 ZFATLTNDEE L syslog A h L—
VTN F— T TITHER L TV AGEETEIT T,

cHBARY—FETELTC, T AT v 7 OETHICEERRAE LAY AT AT
i Zd RENERDTEEET,

5. REZHERL., BIRLIEFTE-—FNTT LA T v 7 2FTLET,

BHES LRy P =2 HRIZ K-> TE, FHATICRWIERR DTV A Ty 7 b £, F
THEBICETRETRIC, WOTOIEITOFMERT —F AEFRTEET, FLEETHOT
VAT 7B BRL TR Y T2 8 TEET, FEFMICOVWTR, [T 7y 7P
TOFRREITPIE (68 X—) | BB L TIIZEN,

E1TIER

LA T I E5FITTHE, WICLLTD4> D7 2 — A TF v 7 ERHEREREMTbILE T,
£T2—XF, AT v 7 a— RO a AR ELTHWET (LA 7y roarfm—
R hETTAN (33N—=) THHL WA X 7 2R L GRS ET) .

1. AVUTFFURET: AT I DD T 2—RATlH. NTFTT7 4 v 7B H % ARk
NHDLIELIHZ T, T3 AOIEIERESZ OMOBIELITONET, RICHIZRLE
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2. AVUTFUR VLA TIDIDOT = —ATIE, V—FEZEETHNT T 4 v 7 OFWE
R, B —Z ~DEBEL - LT HREMEN D DX AT FETLET, WICHERLE
7,

N—FHAX R T RL, FTT7 4y BRSNS E THELE T,
ILRN—ZNIEFRREBIZHY . b T 7 4 v 7 2 RELTNDL L ZMAEL £,
c TNRAATT w77 L—RRIEEZFITLET,

o« BTLUVBRRLE 7212 Y AR — T2 K 5107 3 A& R L £

3. AVUTFURE: FLAT v DIDOT =—ATIE, WEERRBIEDR, L— & THRIEX
A7 EATVEY, WICHIZRLET,

c IEDIREN BRIDIREIZAE T Z L2 BIEL £,
J—HEAAM UL, NT T4 I BBEEDOLIVIRERD ETRELET,

4, B : EREo3 >0k d 5 7 = — X2 % T, Change Automation (X7 L A 7 7 FEATH
MERICELNR DT =y 7 XA IATTEET, BEMIZIE, v A7 v 7 oREBPIC
N—HDREET =7 L, HEEOELITEE L AWRELZENRELTZLT LA Ty
IETEX YRV LET, TLAT v 0F 2y TR, BEORETICKR Y hT—2
TOREERBELZVEOIZ, V-2 2E=4—F5Z2 L b TEET,

TLATvoD)N—5ILDELT

VN—=PILTlE, TV AT v I NTNA RAIEET IR EFR2FERTEET, VIR
Ty = REITEBGFEITE— FOEITOHA LITERY |, HERICERAEE 22y 15
ZEEHY EHA,

RERZE T 2L — ZICRBT 2R, VA—Y L& dT L THEREEZ T 5 2 L RR_RZ
FTIT 4 ATT, UN—PARNRKLTGEIE, B0V AN—Y L EFEH LTI A= EET
NRoTTHZEH2BEOLET, £/, VUV INVAT v TETEIT2CT AT THZEL T
XFET, VUINRART v TETOLE, KTIRFET T, 12U EOT LA %IC, s
ITORBAY —D—H L LT, EEEHPILLL TR NNy TEET,

2B, U —HILE— RiLCiscoNSO TTF A ZKEMEFEZ21TH) T LA 7 v 7 TORMEMT S
ZEEFAEHREELTCVWET, O T v 7, U h—HLE—REYR—FLTWVER
oo Tol 212, SMUFEREA T a0y r—SF%)L—FITA VA R—=L L, £TF2ay
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ATy T

ATy T2

ATvT3

FIE

AV A=a—0b, [y bT—2 BEt (Network Automation) ]>[F L4 7v o DEFT (Run

Playbook) | Z#R L £9°,

O [FIATIRER T L4 T v (Availableplaybooks) | U A KT, UN—BILT BT VAT I %7
Uy 27 LET, HAROT 1 Uiz, BRULET LA T v 7 OFTRTOTLAIZONWTT LA T v T4,
N=RT =T V7 T2 ORHMEEHR, BRORARRRINET,

B22: 74Ty YDER

Available playbooks *

Install a SMU or an optional package on a router

(

09-Nov-2022 03:

] a

Predefined playbooks My playbooks Al playbooks

Create/Update VRF configuration on a XE router
Create/update/delete VAF configuration on router
Delete a SMU or an optional package from the SWIM repository
Delete ACL based traffic steering configs

Delete DSCP based traffc steering configs
Enable/Disable traffic collector

Install a SMU or an optional package on a router
Interface State change for XE device

Interface State change on XR

Prefix Set ADD/DELETE

Push config using NAMs

Remove interface from Bundle Ether and delete bundle-ether

Cancel

Software platform: 10S XR

I SMU package

Sversion: 1.00

Pre maintenance (1)

1Verify package cons

Maintenance (5) ~

2 Perform DLM node lock on device(s)
3 Install upload packagel(s)

4 Install add package(s)

5 Install activate package(s)

6 Install commit package(s)

Post maintenance (1) -

7 Verify package in committed list on router

[RA~N (Next) 122U v LET, [T/34 AMDER (Select Devices) | 7 1 > FURFRENET,

23: TN ADER

Select playbook

QO select device tag

usT -

Select devices

Parameters

(@ select device manually

Filter by Device(s) selected @y ASRI006-SDN-85 X *You must have atleast 1 and at most 1 devices
Default Select from available devices (9)’ =
O mats Reachability state  Operational state Host name Software platform Providername  Lock status Unique identifier
I ( ) ) ] ( ) ( ] ( ] )
O am @ Reachable QoK NCS5504-SDN-191 105 XR NSO_ubuntu o Unlock d36d3600-6008-40e8-bd4d-069a7c535b6
O gomicy @ Reachable QoK ASRI006-SDN-85 105 XR NSO_ubuntu o Unlock 8711dc3e-2537-455b-858b-244€7a638748
o @ Reachable QoK ASR920-SDN-16 105 XE NSO_ubuntu o Unlock 47b5c967-d1b1-4e39-89b1-0150043267ed
e @ Reachable QoK ASR920-SDN-27 105 XE NSO_ubuntu o Unlock €2880C75-4f1e-4296-8585-18dcc9228716

@ Reachable QoK Tortin-SDN-31 105 XR NSO_ubuntu o Unlock 90241d18-9317-4817-b24f-2b6dd 1 3ebcze

@ Reachable QoK ASR9901-SDN-30 105 XR NSO_ubuntu o Unlock €2096f8c-acaf-44e7-9490-ead912bb8dSa

@ Reachable QoK ASR9006-SDN-91 105 XR NSO_ubuntu o Unlock CC62b380-9e95-4eb7-a149-681df1640960

@ Reachable QoK ASR9006-SDN-128 105 XR NSO_ubuntu o Unlock 1476147a-39b4-4e82-bB4-e e TeTcefd69

@ Reachable QoK NCS55A2-SDN-112 105 XR NSO_ubuntu o Unlock 0e32d9aa-6bf6-429e-95b3-0c05055f6e4d

v

Cancel
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ZOY 4 RUEERAL T, ROBIERATEETT,
VA RUDEERICHD Py TH Y RE TSR A T a e s )y 7 LTERT S5 2 8
T, 7= NEa—L bR Y vy a2V RN TEET, [VRAMNLT/NAR
% &R (Select DevicesFromList) ] £72iX [Ty Th ST /31 R & #EIR (Select DevicesFromMap) |
EERRLC, 77— Ea—Fnid bR~y Fa—2ZNEERLET, T 740 kT,
TN 2= RNRRINET,

s MREVR Y T Ea-BERENTVEHE, Oz @ &2 ) v LT, vy 7OMBENE 2 —

LBl 2 — L 2OV R D ENTEET, o, A A=a2—0b [ AR (Topology) ]
ABRRTDLERRIND PR Y=y TOEELELLS, A=A HEEEHROFR, B LU
BEa2—LAT Y FOEEET) ZENRTEET,

« TNA AIFTET, FFF T EEH L TRIRTEET, [T/N1 X2 T D:EIR (Selectdevicetag) ]
F T a v EEIRTHE, T NADOT AL ATIE R #@Y X 7 EBIR LT, 20X 7 |ZBHE
FFENTNDTRCOF AL ZAEBINTE T, [FNA REFHTEIR (Sdect devicemanually) ]
FTvarwRIRT DL, MG T ANE EPIRT ANV FEHEHLTY XA DL T AL ZAZRIRL
FEOX 7T 4 VBB CEET, A7V arolchb Q7 M ar o blce 2B, v 2 5 E
&L IR EATRINET, BIRLET LA 7 v 7 ICBERT AL ZOKTR 8 ORIEES
FRrTDHZELTEET,
GE)
BHEUND 2 —F—NT A 2% FEICTRINT 551X, ROJITERE L TIEZI,
c FUA T I EFITTDTNAL AT, TFAA AT IR AT A—F IR/, ZOFAL AT V%
AITN—=TT JEATELRENRDHDETST, T ARAT 7 8AITN—TEBLR=2—HF—LF
INA AT AT )N—TL OFETOFEMIZOWTIL, [ Cisco Crosswork Network Controller
Administration Guidel] ™ [Manage Device Access Groups] D& 7 v g v EHR LT TEEWN,

s B —VRZEDT INA AT I v AT N—TICEHEMT LN TWBAEE, =7 — X vE—URER
ENFET,

e B —LREHDT NA AT 7B AT N—FICHEMT HENTWT, TS ARZENE DT A
AT BRI AL—TONTNUNCBE L TWAEES., ZTOF AL AT AT v I 52FITTExE
T, FRAANREDTNAA AT I BATN—TIZ8E L TWRNEES . BT LT,

« ([—#E2 3 TDHE (Allowbulkjobs) |4 7Y a v i34 7 2R LT) EEOTFT A 2%
BIRL, WTNDDOT AL RCT I RERRWVEES, ZOF AL ADY A NMNIXT VAT
I HFEITTDHDIEODT VR AMENRN LR To T — A v —U RN R R INET,

[TNA REFHTHEIN (Sdectdevicemanually) 1ERE— FTIE, [—$EP 3 TZEHFA (AllowBulk
Jobs) | F =V Ry 7 REF NI LT, BEOT AL AZRIRL, BRLET VA T v 7 2205
DT INA ATRIRFIZFATTE ET, BIRLIENRIZESN T, HEDOY a 7O 7 L — T3 ER
ENET, Fxov 2Ry 7 20KICHE DT A4 a LD FIcv T 2ARA L 2B EL L, SN ET S
NEF, —fEVa 7 L TCRIRTX 57 351 ZAOHITHIRIZH U £H A,

GE)

[—#E2 3 %A (AllowBulk Jobs) | A7 a id, B—DF A ATETTEL S LA T v
IZxF L CTHZITT,
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ATy T8 [R~N (Next) |27 Vw7 LET, /37 A—% (Parameters) | 7V 4~ RUNRFERINET,

ATy FTE  [INTA—A (Parameters) |V 4 RUNDEK T 4 — 1V RiZ, ZOUN—PILTHEHTL LA T v
INTA=HEE NI LET,

X 24:/85 A —4

Select playbook Select devices
Vv Install a SMU or an optional package on a router [3
' Verify package consistency on router @ B @
collection_type

Data collection type

' Perform DLM node lock on device(s) @ B @

retry_count

Number of time node lock will be retried

retry_interval

Time interval between subsequent retres for node lock. e.g. 105, m, et Valid time units are 'ns’, 'us’, ‘ms’ 's, 'm, '

' Upload package(s) to the SWIM Repository @ B @
v

e =] - |
[/XF A—% (Parameters) |7V 4 > RUNFRRINTWAHGE, ROBIELFEITTEET,

(S a sy o s LT, BIIODART A—FETISON 77 ANET v 7 a—RLET, 7T TH L F~
L—F 4 V7V AT KIS CTUBNCERR LT (A WIRLIETIO S LA 7w 7 FATh b A 7 o a—
RL72) JSONRFGA—H T 7 A VIBENL T, TOT77ANVET v 7 —RT5L5ITRDLINE
KR

% s 0o LT ISONBRTRT A2 EEAN LET, By T T v TFEA R 42 FYIC,
JSON/NT A —H OFEfli7e ) A RRFRSNET, ZOMIZSIHFTHENTOET, EEmEL.
VBEREEEZK 220, [RTFE (Save) |27V v 7 LET,

25: JSON D&

(&)E)

Vv Install a SMU or an optional packageonarouter [ |[@

- >

v Verify package consistency on router @ B

collection_type

Data collection type

:

Vv Perform DLM node lock on device(s) @ B

retry_count

Number of time node lock will be retried

retry_interval

Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns’, 'us, 'ms, s’ "m’ .
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cBarvoric BRETHIHEEZRRLET, By 7T v FTFA My 40 ROBHEX, RET
RRRT VA ETIFNTA—FDOERRY A NBERREINET, LA T I DOGAE, LA DY R
ERFEREN, BIRLET LA T LI, TOTVAITERETEDNRTA—=ZDY XA RERENE
T, WTNOIEE 22BN 2 &, TOEBIIRERICERENERA, WERTERL T 3
U, BRIREERCE A WWZETEE T,

R26:TLATvoDATocHy FTRNRT o

(=)&)

Vv Install a SMU or an optional package on a router B
Verify package consistency on a
v Verify package consistency on router @ Grouter
Perform DLM node lock on
X Hdevice(s)
collection_type Upload package(s) to the SWIM
mdt HERepository
Minstall add package(s) v/
Data collection type P S
v Perform DLM node lock on device(s) ® B
retry_count
3
Number of time node lock will be retried
retry_interval
Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns, 'us’, 'ms, ‘s, 'm’, 'h'

H27: FLADA T2y FTOnRT o
()(®)
V' Install a SMU or an optional package on a router B @

Vv Verify package consistency on router @ B

collection_type

et

Data collection type
v Perform DLM node lock on device(s) @ B A
retry_count retry_count a
retry_interval
3
< »

Number of time node lock will be retried

retry_interval

Time interval between subsequent retries for node lock. e.g. 10s, Im, etc. Valid time units are 'ns’, 'us', 'ms, 's,, ‘m’ 'h’.

CBEETLTCVWE S LA Ty 7 Il ETHIE, %2V v/ LTHED ST A= DS LICHID
A UAA L AEBMLET, 29 LCBMLEA v AZ AR A3, War2 ) v 7 LET,

B a sy s L. TRECANLETRCOAT A— 2R VT LET,

ATYT6 NRIA—HEEHFELZL, K~ (Next) 1227V 7 LET, [EFTRY >— (ExecutionPolicy) 17 ¢
YRURKRRINET,
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28:E17HKRY) —

°
Select playbook Select devices Parameters Execution policy Confirm
Execution mode
° Continuous T Single stepping v Dry run
: Run the playbook without interruption. ' Run the Playbook one play at a time, and specify W/ === iy the configuration changes without
- o= when to pause. @ === erforming a commit

ATvFT  [Un—4)L (DryRun) ] ZHRL, [RN (Next) 127V 7 LET, [©3 TOHRE (Review your
Job) 1 U4y RUBFREINET, ZIIE, TvAT v 7 THRAL A, NI RA—=H FTRY v—¢&
Wolo, ZTRETERRLICEANE LD TR RINET,

29: 3 DR

Review your job Label your job

e ( )
e [ ]

Device credentials

e [ ]

Playbook Change

Device(s) ASR9006-SDN-85 Change
Passworc d* [ =] Show ]
Mop params
}
! v
cane o

IO 4 RUTORETRD LBY TT,
«[4HT (Name) 112 a 7 OMH AR ZfRET 24 ERH Y £,
[T (Labels) 1 74—V REMFEHLT, Pa 70T \VEATEET,
[P 3 7O (Reviewyour Job) 1V 1 > RU¥~< U —THF D [EE (Change) | V7 %7
Uo7 LT, BRNEZLEELET,
ATFYT8 (AT vay) TAAART A NER BATENSAT—R) AT LET,

GE)

ZOFNEEFEITTE HDIE, Change Automation 7% E T [B4F 4 U 1EHRTO > T b (Credential Prompt) ]
WENZI2 > TODFATT TT, FEIC OV TIEE, A VA M=V OfERE VAT LAFE (53—)
EZRL T I,

AT KT THUEMNTEZD, [TLA4 Ty I DEIT (RunPlaybook) 127V v 27 LET,
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YU NRTFYyTE—RTOTLL Tvo 0 ]

ATy 710 HEREROLNTS, [MEE (Confim) 1227V v 7 LET, [EfTE—F (ExecutionMode) | 7 1 > K
UNRERENET,
ATYIN U =P ILDETH, ROFIEEZFATLET,

s[Un—H)L (DryRun) 1 #7 %27V v 7 L, ZHR I N—P L TRITFIET NS AT v 2 S
D52 LI DA RERGELE T, BERMZ LN THRIFIUX, ZDF 71Zno config change
AvE—UMEREINET, TOXTICERINDOF, BRI EELTTIERL, BEENh
THRERDOHRTHDHZLIEBE LTSN, HE2E, TV AT v IBNBHDHAT v T T
set-overload-bit M L, % T no set-overload-bit Z MM L TE DR A fEER L7 %E1E. no
config change WERINFET,

[ARUE (Bvents) | #7227 Vw7 LT, FULAT VI DART v F T LTI ERD A v —
VERRLET, 2O LA yE—UIE, HrxOT LA RETEMRICET HHMEEZH L TEIET
LHEERITE, NI TAY 2—T 4 U T IERITOWTIX, Change Automation D F 7 7 /b3 2 —
T4y (M~=2) 2ZRLTIESN,

s[z>Y—/ (Console) | ¥ 7 %27V v/ LT, FITHICAEKRSINIZA v E—VERRLET,

U= LTl syslog WEN R TH L7, TD L ERT A v E—TDIHN [syslog] ¥ 7IZEHEh

jzﬁ—o

ATy 12

(AT var) YOTNAT I TRy ZFTEATIHER, T ACEE 23y L8N T

X TVWDHEHEAIE. [§9 CEFT (ExecuteNow) 1 %7 U > 7 LET, [EfTRY >— (Execution Policy) ]
T4 RUNBRAWNWT, U A= ANEDNRT A—FERT R TERRINET,

UGN ARTFYTE—FRTOT LA TVYIDET

FIE

VT NVAT  TEITE— RN, WAXLFERIEREZNZ =T VvA T v 7 T A MNT D56
R, FANIANy T —UfbEaN=7 v A 7 v 7 ZFH L THHORREHRE LRI ST
LMEZZWT 58I BRI FETT, Y=Y LB VT NVART oy TETIE TV
AT I DFITRHMERER 2T A AZaiy NLET, ZE L, VAT v I DA TF
VAT arRA VT FURBRT I a Nl — I RA U N ERETE LI, 5D
T varvk—KEILT LI ELTEES, BB, AVTFTURAFITZ v aAlb T L—I R
AV NERECTEETH, RELTHIRITRL, AT FUARIT 7 ¥ a s d—kEIELE
A,

TUAT yIE =7 RA v Moty PRI L, Bff a2 3~ FAS%AT
SNDETHATLEE A, —FHEILOZNT, FATREEPIEL, MATAEREELT X Tr—/L
Ny 7 L0, URioF L Alca—A Ny 7 L) TEXET,

ATy T AA v RA=a—0b, [y FT7—2BHE (Network Automation) 1>[F L4 T v o DEIT (Run
Playbook) ] Z 3R L £ 97,
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ATy T2  EMo [FIAETEER T L4 T v4 (Availableplaybooks) | U A T, EITTHF LA T v o &7 w7
LET, AOT > RolZ, BRLET LA T v 7 OTRTOTLAIZONWTT LA T v 74, N—
Ry=7 &Y 7 =7 OEHEFR, BLOHHARERINET,

30: 74Ty DRER

a
Available playbooks * Install a SMU or an optional package on a router

i Jf =

Software platform: 105 XR

Predefined playbooks My playbooks Al playbooks
—_— o Install SMU package on a rout

Create/Update VRF configuration on a XE router Pre maintenance (1) ~ | Maintenance (5) A~

Create/update/delete VRF configuration on router
1 Verify package consistency on router 2 Perform DLM node lock on device(s)
Delete a SMU or an optional package from the SWIM repository

3 Install uploa

Delete ACL based traffic steering configs

4install add pack
Delete DSCP based traffc steering configs

Enable/Disable traffic collector

Install a SMU or an optional package on a router

Interface State change for XE device

Post maintenance (1) ~
Interface State change on XR

Prefix Set ADD/DELETE 7 Verify package in committed list on router

Push config using NAMs

Remove interface from Bundle Ether and delete bundle-ether
v v

SCancel m

ATYT3 [R~N (Next) 1227V w7 LET, [T/A1 ADFEIR (Sdect Devices) | 7 1 » FUNRFIRENET,
B 31: /34 RDER

.
LisT . O selectdevice tag (@) Select device manually 6]
a
Filter by Device(s) selected @ ASRI006-SDN-85 X *You must have atleast 1 and at most 1 devices
Default Select from available devices (9) =
() mdtg)
Reachability state  Operational state Host name Software platform Providername  Lock status Unique identifier
() snmp(@)
( V) V) ) ( ) ( ) ( ) )
[ di@)
@ Reachable ©OK NCS5504-SDN-191 10S XR NSO_ubuntu ' Unlock d36d36b0-6008-40e8-bd4d-069a7c53f5b6.
() gnmic9)
D @ Reachable © 0K ASR9006-SDN-85 10S XR NSO_ubuntu o Unlock 8711dc3e-2537-455b-858b-244e7a638748
ios ()
@ Reachable © 0K ASR920-SDN-16 10s XE NSO_ubuntu &' Unlock 47b5¢967-d1b1-4e39-89b1-0150043267ed
o @ Reachable @OK ASR920-SDN-27 105 XE NSO_ubuntu o Unlock 288dc75-4f1e-4a96-8585-18dcc9228716
@ Reachable ©OK Tortin-SDN-31 10S XR NSO _ubuntu o Unlock 90241df8-9317-4817-b24f-2b6dd 13ebc2e
@ Reachable © 0K ASR9901-SDN-30 10S XR NSO_ubuntu & Unlock €2096f8¢-acaf-44e7-9490-ead912bb8d5a
@ Reachable Q0K ASRI006-SDN-91 105 XR NSO_ubuntu o Unlock c62b380-9e95-deb7-a149-681d1640960
@ Reachable © 0K ASR9006-SDN-128 10S XR NSO_ubuntu & Unlock 1476f47a-39b4-4e82-bf84-e1e1e7cef469
@ Reachable ©OK NCS55A2-SDN-112 10S XR NSO_ubuntu o' Unlock 0Oe32d9aa-6bf6-429e-95b3-0c05055f6edd
v

O 4y RURBEHAL T, WROBERATHETT,

U4 RUDEEBIZHD Fuy 7E T RE TRt 7y ara s vy L GERTHZ L
T, 77— N Ea—¢t Ry~ ya— 20z tnTEET, [WDAMMLGTINAR
%#&R (Select DevicesFromList) | £721X[X Y T DT84 X %8R (Select DevicesFromMap) ]
EFEIRLC, 7—7 A bta—FhidbAie Y~y 7 a—%2ZNENERRLET, 7740 N T
TN a—NERRINET,
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MRV T2 RERINTWEES, U Frii@a s s ) v/ LT, vy 7OHBIHE 2 —

CHBEa— LAV BRI ENTEET, $/5, A A=a—0b [FFEB Y (Topology) ]
BRINT 5 LRREIND bR Y~y TORAELFE LS, A—4A, HEEEHARORR, B0
HE2—LbAT7 U NOEFEZITHI) ZENTEET,

o TONA AITFENT, FTX T 2MH L CGRIRTE E7, [T/N4 R 2T 0DER (Sdect devicetag) ]
FTavERINTLE, TTANLT AL ATIE e M@y V2RI LT, 20X 7B
FIFHENTNDTRTOT NS ZAZRIRTEET, [TNA REFETER (Sdectdevicemanually) ]
FFrvarwaBRTLL, MG T A4NG EIRT ANV ZEMEALTY XA FNHT A AZRINL
FEMOE 7T 4 NRMETEET, A7 aroIchs D74 ar 0 blio~v T ARAS v X 5B
< L. MR ENFRENET, BIRLET LA T v ZICHERT A 2O & OBRIRIEE L
FrRTHZELTEET,

(GE)
EHELS O =Y —=NT A 22 FHTERT 25613 ROFERELTIZEN,

T VAT I ERITTHTNAA AL, TNART VBRI V=TI L, ZOT A AT 7k
ATN—=TT IV EATELUERDY ET, TA AT 7RI N =T B2 —H—LF
INA AT 7/ AT N—7"L OBESHT OFERIZ OV T, [ Cisco Crosswork Network Controller
Administration Guide] @ [Manage Device Access Groups] Ot 727 v a rZH LT EE0,

s B —IVNZEDT INA AT J VAT N—TIZHEAT O TWAEAIT, =7 — XA vbe—URE
RENET,

e B —VBEE DT NA AT I AT N—FITEEMT HNTWT, T, ARZNEDT /A
AT VAT N—=TDONTINZBE L TWDIGE, ZOT A ATT VAT v 7 BFITTEF
T FARAAREDT AR, AT 7RI A—FI28 8 L TR WA, B EITR L E7,

o ([—1EY 3 70T (Allowbulkjobs) |47y a v E7-13 2 V2 MHA L T) BEOT A 2%
BIRL, TOWVWTNMNIT 7 B AERRWGAIL. ZOT A ZADY A NIULT VA T v I &
EITT AT I B AMENLNE NI T — Ay —UNERINET,

([FRAREFHTRR (Selectdevicemanually) ]HRE— Tk, [~ S 3 TEHA (AllowBulk
Jobs) | F = IRy 7 RAEA N LT, BEOTNA AERIRL, BRI VAT v 72T
DF A ATRBCIATTE £F, BRUEAFITESOT, BEROY 2 7 O 71— 7 BE
ShET, %Iyyﬂ{yyzo)*ﬁg:g})é(DT/(:‘/@J:QZ'?WXTJ?O/I' VA EEL &L FGFNERS
NET, —EYa ZIOF L TRRTE 2734 20RITHIRIZH Y £ A,

GE)

[—452 3 T&HA (AllowBulk Jobs) | 47> 2 1E, H—DFNA ACEFFCEDLT LA T v/
I3 LCHRTT

ATy T8 [R~N (Next) |27 Vw7 LET, /37 A—% (Parameters) | 7V 4~ RURFERINET,

RT9TE  [INTA—4 (Parameters) |V 4 > RUNDET 4=/ RIZ, ZOERTTHEAT L7V AT v 78T X —
ZEE ANTTLUET,
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vy kD= ZEEOAHE |

B :..rzxsvrz—rcoTLaTvroxm

32:1\5A—4

Select playbook Select devices Parameters

>

(=)&)

V Install a SMU or an optional package on a router B
Vv Verify package consistency on router @ B @
collection_type

Data collection type

V' Perform DLM node lock on device(s) @ B

retry_count

Number of time node lac will be retried

retry_interval

Vv Upload package(s) to the SWIM Repository @ [E]

v

o =) -
[/XT A—% (Parameters) |V 4 > RUNFRINTWAHELE, ROBELFEITTEET,

(S rr o s LT, BOART A—FETISON 77 AL ET v 7 a— K LET, 7T wHF L4~
L—T 4 VAT KIS CTURNSER L (HDWVIILIRTIO S LA 7w 7 FThb XA T a—
KL72) JSON/RT A —=H T 7 A JVIKBEIL T, TDOT77AN%ET v 7 — RT3 5RdLNE
KR

D% o L ISONBRTRT A— 2R AN LET, By T T v TTFEA R 4 FYIC,
JSON/XT A —Z OFMR Y A MPRFREINET, EOMITSIAZFTHENLTHET, EEREL.
VB ER A& 2T 6 . [1RTE (Save) 127V v 7 LET,

33:JSON DiF&E

(&)@

Vv Install a SMU or an optional package onarouter [3

€ a
. . , 7

Vv Verify package consistency on router @ B (]

collection_type

mat
v
Data collection type

4

‘
o B3 B3

v Perform DLM node lock on device(s) @ B

retry_count
3

Number of time node lock will be retried

retry_interval

Time interval between subsequent retries for node lock. e.g. 10s, m, etc. Valid time units are 'ns’, 'us’, 'ms’ s, 'm’ 'h.

cBrrvoriT, BETATARRRLEY, Ko 77 v 7TFXA MY 4 Ry, 3E
FER T LA FIRFINRNTA—ZDERRY A IBNERENET, AT I DEE, FLAD) R
FRERIN, BIRLEZTVLAT LI, TOTVLAITHKETEDHNRNTRA—=ZDY A MMNERENFE
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| #vyro—sZEEOEHIE
YU NRTFYyTE—RTOTLL Tvo 0 ]

T, W OIEE 28 RERT 5 &, FOHEBIIREHICETREINET A, WERTRERA 7V 3
T, BIEBR CTX 2 WNLETEE T,

R34:TLA4TvoDAT2cH FTRINRT

Vv Install a SMU or an optional package on a router B
Verify package consistency on a
. . o) Erouter
Vv Verify package consistency on router @
Perform DLM node lock on
. Hdevice(s)
collection_type Upload package(s) to the SWIM
- HRepository
Finstall add package(s) v
Data collection type 4 »
Perform DLM node lock on device(s) ® B
retry_count
Number of time node lock will be retried
retry_interval
Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns’, 'us’, 'ms’, 's’, 'm’, 'h"
= B s o —
B:TLA4DATocH cTANRT 4
V' Install a SMU or an optional package on a router B
v Verify package consistency on router @ B B
collection_type
mk v
Data collection type
v Perform DLM node lock on device(s) ® B @
retry_count retry_count a
= retry_interval v
3
< »
Number of time node lock will be retried
retry_interval
5
Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns, 'us', ‘'ms', ‘s, 'm, 'h.

CBEEITLTCVWE S LA Ty 7 IBETHIE, DE2 U v/ LTHED ST A= DS LIZHID
AV AB L ABBIMUET, 29 LCEMLIAA v AZ Ly AEEBT 510, WE2 Y v 7 LET,

B sy o Lt CRECAS LEFRTOAT A— 2l )7 LET,

ATYT6  NIRA—HEEZELIZL, R~ Next) 1227V 27 LET, [EfTHRY o — (ExecutionPolicy) 17 «
Y RUBFERENET,
RTv T [PV IRT YT (SingleStepping) | #iEIR L E9, [EfTRY &— (Execution Policy) 1 7 1>~ R¥

(2, PaTdENAZ<A X TELBMOENRFRSNET,
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36: TR >—

Execution mode

. Continuous — v ry
o— o= ) — §
p— . and p
A o= ® === erforminga commit
Collect Syslog © Failure policy © Single stepping breakpoints
Ow ®no ontaire (o ) tmemo et
Schedule All scheduled jobs Sh‘owjobsfor selected devices
only -
2 Runnow
9 oo | oy | e May 2025 Bl - o
555555 Monday Tuesday Wednesday Friday Saturday
v
=) €

* [syslogD 4R & (Collect syslog) ] T. FATH & FEITEZIT syslog Z LT L5551 [(FLY (Yes) | &
7V w7 L, WELZRWNGEIZ WA (No) |27V vy 27 LET, [ (Yes) ] BT 74/ KT
HIRIND DX, syslog 7' BN X —DHERRK SNV TWDLETIT T,

o [RBEARY — (FailurePolicy) | Fe vy 7 X o uinG, WRERRLET,

e [fik (Abort) . FATONWTNNLDORER TR LD, AHER— ARy 735 L7 &
TREEPIELEST, 2T 74V T, KIOKRE TITMNZ b oA E T e —v
Ny 7 ZIVER A,

o [~FFEIE (Pause) ], FATZ —HHFIE LT, RO IGTELZRD LN D LI LET, —KF
X, [ I NVAT v T T L—27 KAk (Single stepping breakpoints) | K= v &7 %
FHLTRET DL L—I ALV FEfiedT 20D TT,

«[B—ILNy I DET (CompleteRoll Back) ], FEITaEEZHIEL, ZNETMAIZTXTOH
BEEEZ T — LNy 7 LET,

*[R P a—)L (Schedule) | fEIK T, T 74/ Fh TAHUIZR>TVD [§F <ESIT (RunNow) | %
F7WCLT, BTYa T EETTLHEIICATZ Y a—L LET, [RT P a1—/L (Schedule) ] &Ik
BEREDHENFIZHOWTIE, oA T v 7 ETDOAZ YV a—)L (658—Y) ZBRLTLEEN,

ATYT8 [V INVAT T T L —2 KAk (Single stepping breakpoints) | K2 > 7 X 7 2G| IROWT UM
IR L ET,
[RTYTTE (Evarystep) |: v A7 vy I NOEKEAT v 7THICHBIZ —RHEIE L E T,
[HRATAX (Customize) | : TV AT v 7 b—RHEILTHAT v 7 HRIRLET,

[HRE T4 X (Cugomize) |ZRINTH L, [FxyvIRA2 bDARETA X (Customizecheck point) ]
Ry TT AT LA T ITNOTRTOTLADY A MBRERENET, FFLAOAT v 72T
WnhoEd, 7L—r B b aBRETE827 vy FTWE 2 ) vy LT, EERKTLES.

[52T (Done) |27 UwvZ LET,
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| #vyro—sZEEOEHIE
YU NRTFYyTE—RTOTLL Tvo 0 ]

ATYFT9  [R~N (Next) 1227V w7 LET, [P3a TDOMHR (Reviewyour Job) |V ¢ > RUuRFRENET, 2
ZWE, AT T TAAL A RTA=F FATRY —EWnoln, TRETRINLZERENRE &
DTRRENET, ZOV 4 RUTOEEIFRDOLEFBY TT,

o [T (Name) |12 a 7O RA4Fi 2B ET H2HLENRH D £,
+[TARJ (Labels) | 74—V REMHHALT, Ya7oI7~LEANTEET,

«[Pa 7D (Reviewyour Job) 1V 4> Fu¥~U —TWHIhod [EE (Change) |V 27 %7
Uy 7 LT, BIRNEEZLETELET,

ATFYTN0  (FTvay) TAAL AT AER (BATENSAT—R) AL LET,
GF)
ZDOFIE%EFEITTE HDIE, Change Automation 7% E T [A4F 4 VIEHR T O T kb (Credential Prompt) ]
BPAHNZ 725 TOWDHATT T, FEICONTE, A VA M= LR E VAT AFRE (55—)
EHRLTLEEN,

ATV TN FATTHHERNTERESL, [FLA4 T v I DEIT (RunPlaybook) 1227V v 27 LE7,

ATy T12 #HEREROOLNTS, [MEE (Confirm) 1227V vy 7 LET, [PaTEy bORT (Viewjobset) | %27
VoL, BEOY a TDAT—HZ A TR LET, Va7 OFML, PVa T AT—HA, Yadky
K227 BIRENTWAB T LA T I DEA "L, FITRTGA—H | FATRY —, EHEEEH, B9
WCBT2ax bt (BDHE) BNEENET,

ATY 13 EToRPIZ, V=0 KRSV bERELIZAT v 728, vty Ruo EEICH D [RiTH
(Running) 1% A V3 [—BEELES (Paused) 112DV £, —FHEIEDO - NSRRI, XA LD T
AR e LTHERREINET,

cBEREMZTIZZORA 2 M D FATEFHET HI121E, [ Resume) 127V v 7 LET, [FH
(Resume) | DY 7 A NMZIL, BIDAT v TINHEDT U H A LRTA—ERNEENTHET, =
NEDRT A—H L, B THEISCTRETE £,

s INFETICMATEHT Zr— L Ny 73 5121E, [A—IL/Ny % (RolBack) 1227V v LET,
EZETr— ANy 7T O EERTEET,

T RCOEFEE T VAT v 7 FATORBR R E Tr— ANy 7375121, [A—ILNNYIDET

(CompleteRoll Back) | 227V > 7 LET, Bl E TR — ARy 7 LTEb, ZOREEND

DB (Resume) 1. FEATRIAD[HIE (Abort) ], FEATD[T v ¥ A LT A= DRk (Edit
runtime parameters) ] DV E IR TE £97,

cBINLIEAT vV ETERZE— /LNy 7T 5I121E, [B—ILN\y I RS2 FDEFEIR (SeectRoll
Back Point) |27 U v 27 LEd, BIOTRTHOAT v 7OMICa— 1Ay ZRA L DT A =
UIMERENET, BRI RDAT T DOIDOT A arE Vv LET, AT v T &
BIRLZS, TOAT v 7NHO[BR (Resume) |, 5725 [A—)L/Nv %4 (Roll Back) ].
FATRMED [FR1E (Abort) 1. [T Y8 4 LS5 A—Z D#mE (Edit runtime parameters) ] D>
TNz RINTE LT,

s FITERSEEICHIET S, [FIE (Abort) (%27 Vv 7 LET, MATEERa— LNy T ID
ZEIEHY EREA,
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v bI—0ZEOEHL |
B :..rzxsvrz—rcoTLaTvroxm

s FATTHH L TWVDRTA—FEFET DI, [T XA LT A—FOfFE (Edit runtime
parameters) |27 Vv 7 LET, AT v 7 6 DFAELERUL ., [/8T A—4% (Parameters) | 7V 1
RUDRYyTFT T N=Ta VAL THRELET, BRARCHEESSE LTAaRI T
FA=ZE, HHHROZ A IZEROEDTY, 2EV, AT v 76 TERLIZDERLZ n—
INWRT A=ZTEHY FHA, BFEIT, 70— AT A—=FOH Ty hTT, ET L,
EA (Apply) 127V 7 LET, RIZ, BEENMR /3T A—X THEITH [ (Resume) |7
HT EEBEBRTEET,

ATy T4 FATOREPIZ, EITRRY 4 > FUOROHEEEZERT L2 TEET,

s U4V RUDEMIIHL[A T FH AR (Maintenance) | 7L A U A MNI, LA T v I7NOET L
ADFETAT—H AEERLET, KRLEZT VA IIROEDOT A 2 TREN, RILET LA
ODOT A ar TRENET,

e T4 RUDEEIZH D [T LA TvH (Playbook) 1% A /L& [T/84 X (Devices) | # A /LT, &
RNEBEDOY ~A X aER L ET,

e 74 RUDEEIZH D [EITHE (Running) | ¥ A VT, FITOBEDAT —F A ZHER L ET,

e [/37 A—% (Parameters) | & A NVD[Fx (View) |27 U v 7 LT, FEITONRTIA—FE2RRLE
T NTA—FERRLTNDEXIZ, INTA—=FDHFH>O—F (Download Parameters) | % 7
Uy 27 LT, JISONT 7 A /NIRRT A—=BERFTEET, 77UV AL —T 4 VTV AT AT
IS Uil 7 7 A AT THETNCRAFT 2 L 91Tk bnET,

U4 RUDHERICH L~y S TRy NT—7 bR PEZERA LT, T/MALZI0bXRy FU—
7 DMDIRIy ~DFHe & 2 FoR LET,

ATY T EITOETH, WOBIEEITTWET,

ARV (Bvents) | # 7 %27V w7 LT, AT VI DAT v 7T LRI ERBD A v —
VEFRRLET, T LA YE—VIE, HrxOT LA RETRRICET HMEEZK L TEIET
D56 BRI T,

«[Sydogl # 7 & 27V w7 LT, FATHR I OETERIINE S Nz syslog A v E—VIZT 7 BALZE
o syslog IWEPNHNT/2 > TWD GG, I ST syslog MRFEIS LTV D syslog A b L—T
A B —Z G T RANDRA AN DF TR RIIVET, syslog ZIEE L RN LT LT
B0, syslog A b L= 7 w8 =3 SALTW RV ST, syslog INENEELNIZ 2 > T D 2
LERTAvE—UNRIOFTICERENET,

[z —/b (Console) | # 7 %27V vr LT, FETHI C?\/M’X:'I/V_/VT“*?DDEYU Shica<
YREIREERRFLET, TNOHDOA BV, BICHELHLET,

o 7 Xy hMER SN ET (B (Administration) > [BEZ& 0% (Auditlog) 1) . B
a7z, AT v D&AR, TvA T v EFIT L= — a2y TV (FET D5
B) R EOFMNEENE T,
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| *vro—szEoaB
ggE—rcoTL1Ivo0%7 [}

ERME—RFTOTLA TV I DR

BEFEATE— NIX. VA 7 v 7 2FEITT 5720 OEHER 2 HIETT, BROEHR L, FE{THh
TN A Zaly bEanET, TOEE, VAT 40V Yy MRZFOMOAMNTT S T LS
NELDERE, Ty 7R0BIEIID Y $HA, FEITIE, RBERITRRTE2ETRITINE
T, RL7Z8HAIE, FAT70 [KBR Y v — (Failure Policy) | 2 LT, ik, T34 R
MR T=T_RCOEFOa—L Ny 7 FIFRBLTZRES TOFETO—REIEEZTTH Z BT
xFET,

HHFEITICa I v bT DRI, WU N—P L EFAT L THEREEERIET D L 212325 &%)
BHTT (AT v 7DV =P LDFIT 45—=2) 25M]) , T, VU ITNARAT v
TE—RTT VAT v I BFTTHELTEET, £975&, T LA OBRRKIZETEZ—
BHZlEd 5, RWEIS U THIELTERT 20— LNy 795, FEITORPTT o H A LoNT
A—BEEETHLENWSTLZIENTEET (VI NAT Y TE—RTOS VAT v 7 DFELT
51 =—=2) =5H) .

FIE

RAT9T1 AL A=a—0b, [y bT—2 B8 (Network Automation) 1>[F L4 T v DEFT (Run
Playbook) ] Z&{R L £,

ATy 72 Eo[FIARRELRTLA T vy (Availableplaybooks) | U A NC, FEITT57 VAT v o %7 ) w7
LET, FlOY 1+ Rz, BRULET VAT v 7 OFTXTOTLAIZONWT T ATy 74, N—
Ry =7 &Y 7 b7 ORBEEFR, BLOTHANERRINET,

B37: T4 T vy DER

-
Available playbooks * Install a SMU or an optional package on a router

Predefined playbooks My playbooks Al playbooks

Software platform: 105 Xk ~ Eversion: 100

Create/Update VRF configuration on 4 XE router || pre maintenance ) ~ Maintenance (5) N
Create/update/delete VRF configuration on router ‘
1

Delete a SMU or an optional package from the SWIM repository

Delete ACL based traffic steering configs
Delete DSCP based traffic steering configs
Enable/Disable traffic collector

Install a SMU or an optional package on a router

Interface State change for XE device

Interface State change on XR

Prefix Set ADD/DELETE

Push config using NAMs

Remove interface from Bundle Ether and delete bundle-ether

ATY T3[R~ (Next) |27V v LET, [T/ ROER (Select Devices) | 7V 1 > RUBFERINET,
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B sz rcoriLrovrons

38: T34 RDER

S
Select playbook Select devices

E Parameters Exccution policy
st QO selectdevicetag (@) Select device manual lly ®

a
Filter by Device(s) selected @ ASRI006-SDN-85 X
Default Select from available devices (9) =
[ mdtg) - . . o

Reachability state  Operational state Host name Software platform Providername  Lock status Unique identifier
[ snmpi9)

( ] | ] | ) ( ) ( ) ( ] |
[ cite)

@ Reachable Q0K NCS5504-SDN-191 105 XR NSO_ubuntu o Unlock d36d3650-6008-40¢8-bd4d-069a7c5315b6
[ gnmi@
o @ Reachable Q0K ASRI006-SDN-85 105 XR NSO_ubuntu o Unlock 8711dc3e-2537-455b-858b-244¢72638743

ios-4r(7)

@ Reachable @ 0K ASR920-SDN-16 105 XE NSO_ubuntu o Unlock 47b5¢967-d1b1-4¢39-89b1-0150043267ed

@ Reachable Q0K ASR920-SDN-27 105 XE NSO_ubuntu & Unlock 288dc75-4f1e-4a96-8585-18dcc9228716

@ Reachable @Ok Tortin-SDN-31 105 XR NSO_ubuntu o Unlock 90241dlf8-9317-4817-b24f-2b6dld 1 3ebc2e

@ Reachable @Ok ASR9901-SDN-20 105 XR NSO_ubuntu o Unlock €2096{8c-acaf-44¢7-9490-ead912bb8dSa

@ Reachable Q0K ASRI006-SDN-91 105 XR NSO_ubuntu o Unlock c62b380-9e95-4eb7-a149-681dlf1640960

@ Reachable @Ok ASR9006-SDN-128 105 XR NSO_ubuntu o Unlock 1476147a-39b4-4¢B2-bB4-eTeTeTcef469

@ Reachable @Ok NCS55A2-SDN-112 105 XR NSO_ubuntu o Unlock 0e32d9a-6bf6-429e-95b3-0c05055f6edd

v

ZOU Y RUEMHEHAL T, ROBENTTEETT,

s U4 U RUDEEMBICHS Ruy 7y RE Tt 7y araz sy LGERRTHZ L
T, 7= N bEa—b R~y Ea— a0 ENTEET, [URMLTNAR
%##R (Seect DevicesFromList) | £721X [Ty T T/84 X %8R (Select DevicesFromMap) ]
FRINLC, 7—7 N ba—FhE bAr Y~y 7PEa—2ZNZIURRLET, 7 74/ F T,
T=T N a—NRRINET,

cMERRUT Y T a—RERINTWEES, O Frig@® 27 v/ LT, vy 7OHEHE 2 —
EIBIE 2 — 2PV R L2 ENTEET, o, AAM v A=a—b [FAREY (Topology) ]
BT D EEREIND MR Yy OB LRLL, A—Ah, HRIEEREORR, L 0%
B a—L A7y NOEEEFT) ZENTEET,

¢ TNNA AIFENT, FFF T EEH L TRIRTE ET, [T/N1 X2 T D:EIR (Selectdevicetag) ]
AT avERIRTLE, T—TANLT A ATIE L@y V2 RIR LT, 20X 7ICBH#
FIFHNTNETRTOT NS AZRIRTEET, [T REFETER (Sdectdevicemanually) ]
FFa v ERINTLE, BG T ANEEWET A NVEEERLTY A ML T AL AR,
FEROH T TCT 4N ARBATEET, 7 a v OICH DT ard Lo~y 2EA V4 & i@
&L FHMARERAERSNET, BIRLET LA 7 v 7 ICBERT A ZADKR E ORI EES
FRTHZELTEET,
GE)
BHFELUNO 22— —NT A 2% FETRRT 2551, ROATEBE LTI ZIN,
s TVA T I EFATT DT NA AL, TAARAT VEATL—=TIZRBL, ZOT A AT 7 &
ATN—=TWT IV EATEDLMENDHDET, TXAAT 7 AT N—TEBLR=2—H—LF
IRA AT 7B AT )N—"T7¢ OBENNITOFEMICOWTIX, [ Cisco Crosswork Network Controller
Administration Guide] @ [Manage Device Access Groups] Dt 7 v a »ZZM L T 7ZE 0,

s B —VWRZEDT INA AT I B AT N—TICEEMT LN TWDAEGEEIL, =T — X vb—UnE
IRENET,
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| %y r7—vZE0EHE
ggE—FcoILIvroxi i

s O — LEEDT NA AT I AT N—FICHEEAMNT HILTWT, T2 ARZINHLDT A
AT BRI AL—TONTUNCE L TWAEES, ZOFNNA AT AT v I 2FEITTEFE
T TN ANREDT AL AT 7 AT A—TI28 B LT WNEEE . BB L E 9,

« ([—#ECaJnHFA (Allowbulkjobs) | A7 a £ % 7 2R LT) BEOT A A
FERL, WINNDOT A RIHET 72 RERRWVGEIL, 20T, A0V X MIE7 L
AT D EFTTHEODOT VAR NWI L ERT T T — A v b—URNEREINET,

[TIAAREFHTER (Selectdevicemanually) [i#HE— KT, [—# 23 TE#A (AllowBulk

Jobs) | F =y IRy 7 A% F AT LT, BEOTNA ZAZRRL, BIRLTZT VA 7y 7 2RI
FATCEET, BRLZANFICE ST, BEOY a 7OBN I N—TDMERSNE T, F=v 7
Ry 7 20BIZH s D7 A ar D bice T ARA v Z 2B L, FEMBFRENES, HEVa7
IZKF L TR TE 57 A ZOEUTHIRRITH V £ A,

GE)
[—#52 a 7% (AllowBulkJobs) |47 a i, B—DF A ATEITTEH LA T w71
xtLTHZTT,

ATvT84 [RN (Next) 1227 Vv LET, /87 A—# (Parameters) | 7V 4 ¥ RUNRERINET,
ATYFE  [/XFT A—4 (Parameters) |V 4> RUKNDET 4 —/L RIZ, ZOFITTHEHATLI LA T v 7T A—
ZEE NTTLUET,

39: 185 A —4

Vv Install a SMU or an optional package on a router 3
' Verify package consistency on router @ B @
collection_type
' Perform DLM node lock on device(s) @ B @
retry_count
retry_interval
Vv Upload package(s) to the SWIM Repository @ B @B
v
e [ e

[/XF A—% (Parameters) |V 4 ' RUBRRINTWHEHE, IROBIELIATTEET,

Exr o LT, BOART A—HETISON 77 ALET v T a—FLET, 75 0% LA~
L—T 4 TV AT NG U TCUENZER LTz (BADWIEILIEIO T VA 7 v 7 FIThb Ao vra—
KL7z) JSON/XT A =X T 7 A JVIBEHIL T, FOT77ANV%ET v/ — R o I RdDLNFE
ﬁ—o
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B sz rcoriLrovrons

Rx sy o LT ISONERTTRT A— 2R AT LET, By T T v TFEA Y v KUz,
JSON/XT A —Z OFffi7/2 U 2 M RFREINET, EZOMEIZFIAFTCHENLTWET, EEREL.
MEIME¥ELKEZTO, [RTF (Save) 127 Vv 7 LET,

[ 40: JSON D#R%E

(2)(®)

v Install a SMU or an optional package on a router B}

a
. " o

v Verify package consistency on router @ B “collection type": ‘mdt" .

collection_type

mdt
v
Data collection type

4

™ B Em

v Perform DLM node lock on device(s) @ BT @

retry_count
3

Number of time node lock will be retried

retry_interval

55

Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Vald time units are 'ns, ‘us’, ms, ‘s, 'm, '

cBrrvosiT, BETAHEHARRRLET, Ko 7T o7 TXA My v RypnBE, #Ed
BERT VA FRRFNRTA—FDREERV A IBRERINET, AT I DEE, LA DY R
FRFREN, BIRLET LA DL, ZOF LA ICRETED T A—Z DY X FBERENE
. TR OEE ZRIRRT S L. FOEBIIRERICRRSNEA, ERARER A7 o
L SRR T E ARV MEE A T

R4:FLA4TvoDAT2cH FFTRINRT 1

Vv Install a SMU or an optional package on arouter | 3@
Verify package consistency on a
v Verify package consistency on router @ Grouter
Perform DLM node lock on
X Fdevice(s)
collection_type Upload package(s) to the SWIM
mdt HERepository
Minstall add package(s) v
Data collection type P >
v Perform DLM node lock on device(s) ® B
retry_count
B
Number of time node lock will be retried
retry_interval
Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns’, 'us’, ‘ms, 's’, 'm’, 'h
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2:TLADATozH rTONRT 4

Vv Install a SMU or an optional package on a router B

Vv Verify package consistency on router @ B

collection_type

et M

Data collection type

\ Perform DLM node lock on device(s) @ B D)

t C t a
retry_count retry_coun!
retry_interval
3

< »
Number of time node lock will be retried
retry_interval
Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns’, 'us, 'ms', 's’, 'm’, '’

CBUEEITLTCVWBE LA Ty 7 I ETHIE, @ E 2V v/ LTHED ST A= DS LICHID
AV AB L ABBIMUET, 29 LCEMLIAA v AZ Ly AZEIET 210, WE2 Y 7 LET,

B 5y o L. THECANLEFTACTOAT A— 2R VT LET,

ATYT6 NIRA—HEEZELED, [k~ Next) 1227V 27 LET, [EITHRY o — (ExecutionPolicy) 17 «
VRUBRFERINET,

ATwT1 [T (Continuous) ]ZHEIRL F7, [EfTRY >— (ExecutionPolicy) |V 1 RUIZ, YaTah Ay
~A X TELBEMOERENRSINET,

B 43:E17KR) —

.
lect playboo lect tion p
a
Execution mode
Continuous o— Single stepping Dry
o— o= b
o— Run the playbook vithout interruption. - Run the Playbook one play at a time, and specify. s.’—' View the configuration changes without
o o= when to pause. == performing a commit.
Collect Syslog © Failure policy ©
Oves @ no On failure Abort Timeout © 3600
Schedule Al scheduled jobs shprbs for selected devices
only
Run now
poviovs | Tody | Now May 2025 [ IO
Sunday Monday Tuesday Wednesday Thursday Friday Saturday

v
Cancel m

* [syslogDUR& (Collect syslog) ] T, FATH & FEATHEZIT syslog ZINET 28551 [(FLY (Yes) | %
77Uy 7 L, WELRWGEIT[WWE (No) 1227 U v 27 LET, [T (Yes) | BT 744 8T
BIRIND DX, syslog 7R /A X —DHERRK SNV TWDIGETIT T,

< [KBARY — (FailurePolicy) | Ry 7F&Z o unt, RERRLET,
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vy kD= ZEEOAHE |

B sz rcoriLrovrons

ATy T8

ATvT9

ATy 710
ATy 1

ATvT12

ATv 713

«[#iE (Abort) 1, ETOWTNNORHTRILLIZS, BHAET—A Ny 7452 L7, %
TRzt LET, ZABT 740 b T, KRRORHRE TITMA SN HIRA R T 1 —/L
Ny 7 ShEEA,

o [WpE1 (Pause) ], FETZ —WHFIL LT, RROMHEGEEZRO LD L HIZLET,

«[B—ILNy I DET (CompleteRoll Back) ], FEfTRELZHIEL, ZHETMAIZTXTOH
MEEEa— LNy 7 LET,

[R5 a1—)L (Schedule) | fEI T, T 74/ F THUIZ/R>T5D [§F CEIT (RunNow) | %
F7ICLTC, BTYadmFETTHI0ICAT YV a— LET, [RT P a—/L (Schedule) ]8O
BEREDFENHIZOWTIE, LA T v 7 FTORAT Y a— (653—) ZBHLTITEEN,

-

[R~ (Next) |27V v LET, [P3 TDRER (Reviewyour Job) ] 7 ¢ v RURFERINET, Z
ZIE, T AT I TARAL R RT A= FTRY) =t Wnol, TRETERLIZEANE &
WTERENET, ZOT 42 R TOEREZRD EBY TT,

o [£47T (Name) |12 a 7 OO RAFIZIEET 2 LENRH D £,

+[TARJL (Labels) | 74—V REMHALT, Ya7oI7~LEz ANTEET,

«[Pa 7R (Reviewyour Job) 1V 1> RU#~1U —T[ZE®E (Change) |V 7% 27 Vv o L
T, BRABFEZEELET,

(ATvay) AL AT A U AEHR (LRTERAT—R) AN LET,

G¥)
ZDOFINEEFEITTEZ 5 DlE, Change Automation 7% E T [A45 4 VIEHR T O > T kb (Credential Prompt) ]
MENZ 72> TWBHETZT TT, FICONTIE, A VA M= LVORERE VAT LGEE (5 3—Y)

ZZRLTLTEE N,

BATT DN TETD, [TLA4 Ty I DEFT (RunPlaybook) [ #7 U v LET,
ERE RO OBNT= 5, [MEFE (Confim) 127V vy 7 LET, [PaTEy bORT (Viewjobset) | 27
Vo7 L, BEOY a TOAT—2 A% FnrLET, BIKMIZIX, Va7 AT—2 A, vaTdky b¥
7. BRENTNWET LA T I DX A MV, FATRT A= FATHRY — FEEHH, T
FToHrarr b (boGE) REDEHERNFRINET,
FITORPIZ, [—FELE (Pause) | @ [kBR) & — (FailurePolicy) 1 Zi®#IRT5E, v Kool
HIZH D [EfTH (Running) | # A W [—BEELES (Paused) 1 I2EDLV 9, EIRLIZEAN, A
NDFIZRZ L E LTERENET,
cEHEMATIZZDORA > b OIATEHRBT 211X, [ (Resume) 1227V v 7 LET,
s INFETICMATLET 22— Ny 7T 5121%, [B—)L/Av% (RolBack) 1227V v 7 LET,
s FITER P IET S, [FIE (Abort) (%7 Vv 7 LET, MATEERa— LNy T SND
ZEEHVEEA

FATOREPIT, AT 4 RUDROREZHEHNT 226 TEET,

. [Cisco Crosswork Network Controller 7.1 Closed-Loop Network Automation] Z#ZHB L T Z&LY,
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FL1IvsERORrSa—1 |

c U4V RUDEMICH L[ AT FH AR (Maintenance) | 7L A U A NI, LA T v I7HNOET L
ADFETAT—H AEERLET, KRLET VA IIRODOT A a2 TREN, RILEET LA
ODOT A ar TRENET,

e 4 RO ERICHH [T LA T v (Playbook) | #A V& [T/34 X (Devices) | ZA /LT, &
RABRD) ~A X afERLET,

s U4V RO EHIZH D [EfTH (Running) | # A VT, EITOBED AT — X A &R L ET,

e [/37 A—% (Parameters) | Z A /LD [Fx (View) |27 U v 7 LT, FITONRTIA—FE2RRLE
T, NTA—HFERRLTND EXIZ, INTA—=FDHFH>A—F (Download Parameters) | % 7
Uo7 LT, ISONT 7 A /NIRRT A=Z 2 RfFCEES, 77UV ARV —=T 4 TV AT AT
IS Tz bl e 4wl 7 7 A AT TIRIFT 2 L H ko bhvE T,

VAV RUDHERICH L~y TRy NU—7 bR PEZHEHLT, T/ M ALZI0DXRy hU—
7 DRDERGT~DHEERE & 2 RR L ET,
ATYT FATOFETH, WOBEELITWET,

[ARUR (Events) | X 7E7 U w7 LT, FUAT v I DAF v 7 2L ICHT) & RO A v —
VERRLET, T LA vyE—UF, x0T LA RFATREICET AMEEZE L TIEES
DA ITER) T,

[Syslog) # 7% 27 U v 27 LT, FATHRB I OETERIINE S Lz syslog A v E—VIZT 7 EALE
o syslog IWER AN/ > TWDIGE, WL ST syslog MRFEIS TV D syslog A FL—T
ONA Z =% g T /NANDRA AN DX TICERENET, syslog ZINEL2WZ L Lz
H0, syslog A N L= 08, =R S AL TV WIGETE, syslog IUEDREZNIZ 70 > TV D Z
LEFRTAvE—UNIOFTICERENET,

[V —/L (Console) | # 7% 27 Vw7 LT, FATHIZT A ALY —)L TRV Shiza<
VREREEFRLET, INHDOX =V, BECHLEIL D E T,

Btn 7oA Xy hMER SN ET (B (Administration) |>[BZ& 0% (Auditlog) 1) . B
g 7\iE, AT v I DLEL, TvAT v 7 EFET LI —Y— a Iy T (FETHE
/) R EOFMNEENE T,

TLATYIETORT S 1—)L

Change Automation 7 7" U 77— 2 > @ [EfTE— F (ExecutionMode) | 7 4 > KU Tix, 7
VAT w0 5% a7 L TETTHLICATVa— L, ATV a—NVELDOY a T
TRCERTEET, EMDO[A7 TP 2—/ (Schedule) [fEEZFHALT, Ya 7 a2 A rPa—
NMLET, AHAO[RTD1a—ILEN=FXTDHOY 37T (All Scheduled Jobs) | fElkZ i H L

T, A Va—ENnNkya T e PERICFERLET,
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B o ovrzmozsroa—n

\)

6=

\)

[FLA4TvHo a3 TR a1—)L (Playbook Job Scheduling) ]i%. Change Automation % 1 >~
A M=V U CTIHRHICHERR T 2 & A ThHIVUIFIHTE 7, MO WTIE, A A h—
IWORERE VAT ARE (53—) 22 LTLIZIN, ZOREEZEET HIT1E, Change
Automation 7 A VA M=V LTHBHA AN —LVTLHUERHY T,

6=

BHEDNOL—FOEET, AT a—NDT VAT v I RATIIT I EATEAZ L 5k
BLET, TOXAIR LTI VAT I EATa2a—LT5Z LT TEERA,

AR -

[T/ A —_"—=F A N 74 15 (Device Override Credentials) ] X— T, [FTLA4 Ty
9D a3 TR a—)L (Playbookjobscheduling) | AN/ >TWH Z 2R LET,
FERICOWTIL, A VA PV OMERE VAT AGRE (5 3—) ZBRLTIEEN,

S AT HERZ NS DI12E, ROFIEEZFATLET,

1. [E® (Adminigtration) ]>[1—%—& 0—)JL (Usersand Roles) | >[A—JL (Roles) ]Iz
BEhLET,

2. [A—JL (Roles) | "XA > T, 77 AZFHFA[T50—/LA@®RLET,

3. [#ARUER (Task permissions) | # 7 C, [FLA TV I DR 1—)L (Schedule
playbook) 1 F = 7Ry 7 A% A2 LT, [RTE (Save) 1227V v 7 L%,

[E1TE—F (ExecutionMode) | V4 > RUDAF Y a2 — VEEENREREINDL DX, LA
T G — RERIFV U INAT v = RTEITTHI LI L& TT, 7L
AT T DIVN—YNERr T a— VT 5 LI TEERA,

U EITE—FORT D a—)LiEE

October 2023 Month R

Schi|dule Show jobs for selected
All Scheduled Jobs dovices only @]
Run Now oday lext

s

eeeeeeeeeeeeeeee ¢

Schedule Perform (Asi
2023-11-14

alncremen t hours alncrement minutes

Wednesday

Monday Tuesday
2 | Playbook Job Sets X
@
Increment minutes w Job Sets Start Time
g 1 @snap- 1249857906 16:47

523599
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FL17vozrnzrsa—L i

IHH

B

[§9 CEFT (RunNow) ]: HFET— FBIXOR v IV RT v 77— RTIL,
TUAT v I BEEBICEITT 5 2 LNT 740 b TT, RO AEHCET R
A a— VT HI0E, TORY I ARG 71T HLERHY 9,

[R7Ta—)LtLY 4 (ScheduleSdectors) 1: ZHD 7 4 —L REMAL
T, TV ATy 7 23T 5/ ROARKREZRIRLET, A7 Va—Lspniz”
VAT YT DAVTF VAR 2= R AT F U AT = — X XER RGN T
T4V R TTR, Lo [BRIFTYIDRT P a—)L (SchedulePre-check) ]
T A=V RETFD[RITODRT P a—)L (SchedulePerform) | 7 ¢ —/L K& ff
HALT, AT T UAFIORIGE AT F 2 AOBMGEMEBNZA Y 22— /LT
FET, [ETODRT T 1—)L (SchedulePerform) | OEFNE., HIZ[BRIF T v
JDA T 1—)L (SchedulePre-check) | LI TH A MLENH D £3,

[Bi1/4 B/ (Previous/Today/Next) | £V 27 % : Zd3>0k® L7 &L [BLE
B (Month/Week/Day) | ELv 7 # L ZEH LT, Arya—NEhicya 7%
FTRERICERTHEIC, BELOH LRFMERICERN YD K5I LET,
Bl KB AT Y 2= ENTWEY a TR EFRTHIT1E, [ (Next) ]
E [l (Week) 127V v 7 LET,

2aTdT7A2Y  PEED RO T-OT A 2 NV CTHEILT
WAEAIE., FORMICAZ YV a—LENTWAYa 7oHaER LET, HE
WHOT A 2T, AP a—VELOELEY a T E2FRLET,

S TEHMRY TTFY T HEWIOT A 2D I~ A — Y L E{EL
L. EDTAAVNET AT a—VERLDY a TOFEMPFRRINET, B
REIZIE, ¥ a 7 OFEITID EFATHGED T VA 7 v 7 ODARINERINET,

EIRLIzTNA AN 3 TDHEFRT (Showjobsfor selected devicesonly) ] :
ORI AEFANTDHE, TTICERIRLIET AL ZATETTH LIRS
Va— /L ENTET I T ORNTERICEREIND LOICHIRTEET, Z0k
BEIX. IS T VA T I OFEITEAFVa— L LI ELTWNDE Y a 7R
FICT R, ANZAT P a— L ENTZMOT a TEFRAELTNDINE I M a i
\CHERR T & DO TEFITY,

[A/E/BH (Month/Week/Day) |tV 7% : ZD3 >0k L7 XL [HiIIS5BIR

(Previous/Today/Next) | EL 27 Z L 2L T, A7 ya—rInicya”r
HTERICERT I, BILOH D FEREPHICE SN Y= X9 LET,
B R RICA T YV a— S TWey a 70HhEFR T HIZ1E, [AT (Previous) ]
E[H Month) 127V v 7 LET,
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v kD= EEOEBE |

B o ovsvasormermsr

\)

6=

Change Automation 7' L' 7 7 |[ZlE mop_timeout N7 A —ZNHV | FLAT v I AT
Va— T LI ER AN EE == RETEE T,

[4BRAR1) & — (FailurePolicy) ] % [A—IL/NY % D5ET (Complete Roll Back) ] IZi%
ELFIRETT LA Ty 7 2R a— L L TWAEEIE, ST 7420 =P 1L, 0D
AT 2B EFD ET, w2, U AA—DIVOFTEIFRIC Ny 7 7 Bl (72 & 20E, 104)) %
BIMLET, 29 L TROEFHEZEOMEIZL T, mop_timeout /N7 A —HICANLET,
BEOEIZT 20, VAT v 7 ua— NNy 7 FTHITEREDOFIEE TCETTLHIOLFELL
VOB DD AIREER & 5705 T, 17072 mop_timeout ZfEfR L7 &, m—)L
N DEATHIZZ A LT 7 MR NI T—SNTGEI, VA7 v o7 n @EBORIZ) A5
BAZRDAREMER DV 9, £ I R HEIE, BHEAZFEHTRICET D, LICETEHE LT
WLTeT VA Ty 7 BARRT DRERH Y £7,

TLA4Tv o oa3TDRRERIEDLE

[BE1t> 3 JERE (Automation Job History) 17« > KU TiX, VA MNNOEADY 3 7%
70 w7 LT, £DOY a7 QMR FATESRRIL ARV 2R R TEET, ZORUIE, 7
VA T T DGR, FDOT VA, TNUNRFEITLTCWET AL R, HINEZARATA—4% BX
T _RTHOA X2 b, Syslog, TV —b, BLOEOHMDO A vE—VNERINET, TO
KO 7RI, EZRZET 5 L IR LBET,

[HEMEY = 7/ (Automation Job History) |17 1 > R TlL, F7H0Ya 72452
EHTEET,

F 72, Change Automation @ [# > > = /R — K (Dashboard) ]® [ a7 (Jobs) ]/SF/LNi [H
k> 2 7@ (Automation Job History) | 7 4 & RUICKENITHZ L TEET,

FIE

1R BRI

A—W—=INT VAT v 7 ZFITERITTIETE720I10%, BEDT VA T v 7 T7-YLIHT 5
MEMRZFF> TWDMERH Y 7, FFEOR—NL~DT LA T v 7 OEID YL TOFEHIZONT
W, BIED—N~DT VLA T v 7 OEIN BT 43 3—) 2R LTLLIEEN,

AT TN A4 A=a—05, [*v bT7—9 BEE (Network Automation) 1> [BE&t> 3 JBEE (Automation
Job History) |1 ##®IR L £, [BEMEY 3 TEE (Automation Job History) 1 7 ¢ > RUMBAWT, v =
Ty hDOURIBRERENET,
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| #vyro—sZEEOEHIE
Change Automation % v > 2 7;R— FD{#E .

45:881LT 3 TBRE

Job Sets Selected 1/Total 16 13 & < >

Job Set: snap-f2d9857906 €« > D
=
status Name PlayBook Title 1d Created By
e ¥ o ® o . £

' ) test-3ee5d106da Add VRF under BGP...  ro (ooe >

] snap-f2d9857906 Node State Snapshot  router_op_snaj

O [x] run-191d85c929 int_coll int_col All Jobs in the Set (1)
o int_int-d76003cf15  int_int int_int

Selected 0/Total 1) & =

o ad-88dbas1fof Node State Snapshot  router_op_snaj
) ad-ec6eebfad? Check accessibility ter_check_i Status Device Execution ID Start Time End Time

U ] pol-5302b6ccf0 Check accessibility ... router_check_i l V] [ ] [
] ad-bB00bf8baf Check accessibility ..~ router_check_ 0O @ Succeeded Xrvak-1 1696504675550-906332a8-0264-46ac- 05-Oct-2023 04:47:55 P...  05-0ct-2023 04:54:35 P...
) a0-88eba7ds8c Check accessibility ter_check_i
) 0-651668178c Check accessibility ..~ router_check s

O (] ad-d37f0c7a96 Check accessibility router_check_i

0O o as-fbabcegaf? Check accessibility ..~ router_check
© ro0t-c90062e869 Check accessibility ...~ router_check_i
) test-150056721c Check accessibility ter_check_i
) test-3b8abid0ea Check accessibility ..~ router_check s

a [ test-dedbf4f409 Check accessibility ...~ router_check_i

> View Failed Job Sets

[BEMEY 2 7JERE (AutomationJobHistory) |V 4 > RO DU A ME, REEFHEERTY — 3, E79
DY a T ERFREFERITENY a TR—F LI rEnET, thoT—7 17 0 RUudFEFEL LD
W2, ST ANEETIR 7 4 NV E 2T — T VIZEHATEET,

RT9T2 ToA Ty Ta7IlBlT5EREFRTTDHICE, ZUOXNET 5V a7 IDF =y 7Ry 7 AkF U2
T, AT a TORT— 2 AL FETHEMRERSNET, FFEMOMICH D7 1ar %22 ‘)7T
HE,BIRLTEY a7y MCOWTEBIZHEMARERNFREINET,

RTw T3 FTH, —FHEIE, AT Va2 —VELROWTNODAT —H ATHESINTZY a 72 ROFIATHIETE
£,

FEEDY a T EPIET DT, FOVa TORIIH LT =y IRy 7 AL, EBIRFEEFLE
(Abort Selected) | %7 U v 27 LET,
T ARNTOVa TEEZEBIZTIET DI1E, [TTHLE (AbortAl) 1227V v 7 LET,

Wi OFERICHE-> T, [#ER (Confirm) 127 U w27 LET, BEOX RN TT5H L, FEiTh, —HHs
Ik, AV a— B LOY a TiEFIEEnE T,

Change Automation % v & 2 7/R— FDEFH

Change Automation @ [# > > =R — K (Dashboard) ] 7 > Kv (LLFOR) Tix, 1A
Ty IEEDTNTOT 7T 4 T 4 2FmL, TvA Ty 7 FTEMMTEET, TLA
Ty IO, TVAT v IV aTTER, RERITENLT VAT v 7V aTDIF, A4
YAZa—b[ AR Y (Topology) & RIRLIZGG LR LAYy NU—2 hARR Y~ v 7R
TREINET,

Change Automation ® [# > 3 278 — R (Dashboard) 17V 1 > RUARRTHITIE, [Ry FT—
2 B#1t (Network Automation) ]>[4 v a7/R— K (Dashboard) ] Z3#IR L £,
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vy kD= ZEEOAHE |
. Change Automation %y & 1. 7/R— KD & H

46 : Change Automation @) [5 v > 17 R— K (Dashboard) 179 4 > Ko

Dashboard
< Playbooks [ < Jobs Calendar 0 < Jobs 0

ssssss

All Scheduled Jobs

October 2023 weox ony

Sunday Monday Tuesday Wednes... Thursday Friday ~Saturday
Total Playbooks

8 Predefined Playbooks 35 FAILED

{2 My Playbooks 3

< Topology View

Filter By

0 © ¥

city

[ cat

Default
() mdt(0)
(] snmp(8)
[ ciitey

snmp(8)

[FLATvs (Playbooks) | ¥ A WIZix, VAT v (FRIEFRE D AKX L) ORBNE
RENFET, FEOKFTE 7V v 3hE, BRLIEAT IVICKHET DT VA7 v 7 BT
TERREINET,
[TLA Ty #E (Total Playbooks) | X, A7 ANDOFRIER & = —W —{EkD 7 L
A7 v 7 ORETT,
[EBRIEZHET LA T VY (Predefinedplaybooks) 11, ¥ AT LMMIIFEET A HAIEE T LA
Ty 7 DETT,
[RA4TLATvH (MyPlaybooks) ik, BEDL—V—IZ L > TER SN A X LT
VA7 w7 OETT,

LA T OIERTIE. A48 RMERSIERY AL, T4 BV AN SNDLDIE, 7
LA T 7 (FRIEZEZ T2 —Y—1ER) DNEFOMGICERARLS MO TIEITENTZ L X0
TY, AT v 7 O2EBLEOFETTIR, 748 AT SNET A,

[ 3 TFEFR (JobsCalendar) | ¥ A /L Tk, FFEDHIZETINDVa 7Tty hOBRTE
# (A, W, B) ERRINET, T2 BT FNTOWET, Z20HFEEZ7 Y v
THE, ATl Ry I ANRME, oA T v Va7t y NOLARTEZDOETRNER
SINET, BV a7ty b2 27 Vv 7358 FATOFMBERRINET,

oL, vaTdty hERIKOAT—X A& RLET,

cHBONIE, FOH1HDOY a7y FOFIC KM (Failed) | AT —FADY a7ty
L7l EH 1 2HHZ 2R LET,

c L=, TRTOVa Ty B[RV a—ILFEH (Scheduled) ] AT —4 2 F
721X [EfTH (Running) | A7 — 4 A THHZ LERLET,

cFHFRBOMNIZ, ZOH1IHOY a7ty hOHIZ[EIEFEH (Recovered) | AT —F ADY =
Ty RO EBL1 9B L ERLET,
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| #vyro—sZEEOEHIE

Change Automation D kS5 )L a—F 4 5 .

EBOMNIE, T ATy I DIEEAERHIRETHLZLERLET, TOLEZ Y ¥
735 L, [AEHF A (Recovered) ]. [A7 ¥ = —/LiFH (Scheduled) ]. F7-I% [FEATH
(Running) ] THBH Y a THRTRTCEKRINET,

[¥37 Qobs) | #A LD [FRTDYaTERR (ViewAll Jobs) 1 U2 H 5, Change
Automation ® [BE){t ¥ 3 TR (Automation Job History) | ICE#ET 7 ¥ A T& £,

Change Automation D k5 )L a—TFT 4 5

W DFTIL, Change Automation 77"V 77— a VAT 25 L & ITRET D AlREMEN H 5 [
& Z OIRRRE I ZERERICOW TR L £,

% 1: Change Automation D +5 )L a—F 4 24

Bl

IR

TVvA T w7 OFEITHKRILL, Cisco Network
Services Orchestrator (Cisco NSO) & % —747 v
RN TS ZAFEB LT, JBfETE e
WZ L ERT A v E—UNERENET, Ay
TV TR MIZSEIETTR, [T

ZNRFEH L THERA] R INCZ T T b
MEAALT T RTT] LWV o XERNEEN
TWD Ay E—=IR, CiscoNSO &7 /31

EOMICEFRCRMIORENH 5 Z L 2R T
Aoe—=TENHY ET,

T ATy ZIZRBER G Eh T in T
LAMER L E T, T /351 A & Cisco NSO #
DREIL, VAT v 7 2HIITLET,

HDHWNE, kY o 2B A kT 57
WIZ, FHBEREENTWAET LA T v
EERICER T Z b TEET,

TVUA T v 7 DEITHREBL, NSO TDOT
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Health Insights O [EE3EGERHEFREIE (KPI)  (Key Performance Indicators (KPI)) ] 7 4 > KT
X, VA afREO KPL & 22—V —{ER DO KPLICFEARIZT 7 B A TE 4, KPIZBM, k.,
HIbR, A A=, BIOZZ AR—FT&EFET, £72. KPI % Change Automation 7 7 U - —
arDTVA Ty ) T HIELTEET,

Health Insights @ [KPIO4EHE (Manage KPIs) |V 4 > RUEFRRTHIZIE, AAM v A=a—0
5[+ —IUARAT7S5— b+ (PerformanceAlerts) |>[EEEM&ETMIEZE (KPI)  (Key
Performance Indicators (KPI)) | #{R L £,

47: EERAEFHE ISR (KPD

Key Performance Indicators (KPI)

ik

KPI categories (17) Selected 0/Total 58 & & =
( [ KPI name Category Description Created by Linked alert severity
AllKPIs
[m] Device uptime @© BASICS Monitors device uptime Admin -
BASICS -
0O cputhreshold ® o Monitors CPU usage across route processora...  Admin
cu p=
O cpuutilization ® cu Monitors CPU usage ute pi Admi
Dataplane-Counters -
O cerdrops ®  Dataplane-Counters  Monitors CEF drop c Admi
Filesystem -
m] Filesystem utilization @  Filesystem Moniitors filesystem usage on route pro...  Admin
IPSLA =
O 1P SLAUDP EchoRTT @ Ipsia Monitors IP SLA UDP echo RTT; generates an . Admin
Lo
0 1P SLAUDPjitter monitoring ® Ipsia Monitors IP SLA UDP jitter; generates an alert... ~ Admin
Layer1-Optics
[m] LLDP neighbors ® uop Monitors LLDP neighbors; generates an alert Admin
Layer1-Traffic =
O Layer1 optical alarms ®  Layer1-Optics Monitors per-port optical alarms. Admin
Layer2-Interface
m] Layer 1 optical errors ®  Layer1-Optics Monitors per-port Layer 1 errors; generates al..  Admin
Layer2-Traffic =
0 ®  Layer1-Optics Monitors per-port optical Admin
Layer3-Routing -
C @ Layer1-Optics Monitors per-port optical po Admi
Layer3-Routing-deprecated .
[m] @ Layer1-Optics Monitors per-port optical ter Admi
Layer3-Traffic -
=] ©  Layer1-Optics Monitors per-port optical voltage; generates .. Admin
Memory
m] Layer1-Traffic Monitors port transmit and receive error coun... Admin
Protocol-Isis =
( Ethernet port packet size distribution () Layer1-Traffic Monitors port transmit and receive packet siz..  Admin
Qos .
[0 ethernet port packet statistics ®  Layeri-Traffic Monitors port trans packetsta..  Admin
P v
[ interface flao detection @) Laver2-Interface Monitors interface flas and alerts when flao .. Ad
< >

I5H

B

[KPIZT 2V D7 4 /LA ALER (Filter KPI Categories) ]: KPI 77 F VU %7
T, ZO7 4=/ FIZKPIA T TV AORMET—HEANLET, K

5z

W, = %7V 7 0L7T, UFDY AT 4 VHAERL F4,
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B

[KPIDEN (AddKPIs) ]: # LW 2—H—1EROKPI 2803 512iL, B% 7
Uy 27 LET, TOXATOFEMZONTIE, HLWKPIOMER (842—)
BB TLEEN,

[KPIDOHIER (DeleteKPIs) ]: U A M BEEFO 2 —H —{ER D KPL % 1 DL |
BFIRL, 8227V 7 LET, KPIZHIBRT 2008 2 D OfEREP RO LN ET,

[HIBE (Delete) 127V v 7 LCHERLET,

G¥)

2—HP—NER L7z KPI OAZHIFRTE 9, 2 agfto KPIIZHIFR T

FHA,

[KPIDA >R — T (ImportKPIs) | : #f LW a2 —HF —{ED KPI £ 7215 A 242
B KPL % A > F— kF5icid, B 220 07 LT,

G¥)
HWWNR—=T a3 D CONC ST v 77 L— RT AT, ROEEEZETH
EMEETT,

KPIZ v — RTAHIZ, BHEOV UV —AOBEMIZHEILL TWD I L 2R LT
<IEEW, LHIDOV Y —2HICER ENTZHE#MED /2 WKPIZn— R L & D &
TAHE, T5T—RAyEB—URFRINET,

A VIR — RO KPL NG EN T WD gzip THAME SV tar 77— A 7 25
THEITRDENET, T—HATEBRLIZD, [OK]Z27 U7 LTA Y
R—FEfBLET, 1A= T5H&, HLOKPINKPIDOY A MIRRS
NET, FKPI£4EHT TV IE, KPI BIROERICESWTEID ¥ THNE

7T

Health Insights TZ 9 L72A > AR — R &AT 9 72 IZiE, KP1 7 7 A /MTxt LTk
DOVEEEAT O MERH Y 97,
egziptar 7 — WA 7L LT r—IfbLET, HEOKPIZHE DT —7
A TNZEDDHZENTEFET, HEKPINFEMOKPIE LTA v R—FEH
\gz—éqo

s —EOL4RIZAT, BAEMAE T, VA RO KPI D4 FiCii ] & &
RBERWEICTIHNELRSH Y 3, KPI DA FTCHEANEEFED 22— —
ERRDKPL & —F LT84, AV R—1rT5L, BEFOKPIN LEX XN
F9,

* Cisco DevNet T LTV 5 & 512, Health Insights KPI @ % DAt o f5e/NEL
HET LET,
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Y kI—YOEEMHEKPIOE=5— |

IHH

B

[KPID =™ 7 AR — bk (Export KPIs) ]: U A M HEEFED KPI % 1 DLL IR

L. 7V w27 L TxZ AR— K LET, HealthInsights |, =27 AKR— |k
L72 KPLIC— B O T CH—D TGZ 7T —Hh A 7L LT v r—IfkL
F9, TO2TDHE BIRL-n—INT 7 AV AT LADLRTE BT — 0
AT ERAFTDHEIITROHILET,

[FLATvoDY % (Link Playbooks) ] : KPI Z84R L . Uy
TLTCTVAT w7V LET, TvAT v &BV 735, BETm
AR TRV ET, TI— ML T—HEAA AR — L, TOT—H
AL T, MEOBEARRDL L XIS LA Ty 7 CIEICFEITT A LER S
BIRNTGRA—H (TNAARLA VHZ—T oA A7) ZHANIATTLTEBLL Z
ENTEDLNLTY, ZOXRTDFHIZHONWTIE, KPLEZ T LA 7w 72V
Y7 LTCFETHEIT B7—) 2BRL TSN,

[KPID 7 ¢ L Z 4LEE (Filter KPIs) | : KPI Z#i589 5121k, AIED 7 4 —/V F
\Z [KP14 (KPIName) ], [#7 = VU (Category) ]. [#tH] (Description) ]. &
721X [V 7 %D7 v A7 v (Linked Playbook) | DEHRE 7-1x—#& AL
F9, WOV A RMI, ALz MVIZAEDETABMIC Y 4 LV F B S
F9, TANVFRETIE, KXFE/NTFERERIESNET,

BELETANEEME 7V TTRICE. @220 v s LET,

[FLALTyoDY) o8 (UnlinkPlaybooks) |1: LA 7 w27 &) 78N
TWAKPIZZIRL, ()% s Y v/ LCT LA T v o %0 v 7R LET,
TVAT 7DV I REBROMEZRI RO NET, [V 7R (Unlink) | %
70w LTHEELET,

TAILE T —T LD 1 DU EDITNC T 4 V2 ZFRET DITIE, = %
70y LET,

Z L UNKPI O1ERK

AL LKPIEAERL LT, BBIOT NA ATHEMNITEET, V=27 78— 3RO LI D

=7,

1. KPI AR A7 EO ARG R ZFE L E£7,

2. KPIA AT AEBRELET,

YANG &V 2 — V2 RIRL, oI — 222N £7,

3
4. TI7— T 7L —FEERL, FORTA—FZERELET,
5 FAALRTKPIZAEIMZLET,
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ATy T

ATy T2
ATvT3

ATy T4

ATy TH

sLLkr ot |

\)

(3F)  Health Insights (3 KPI DRk & Z VAR —F L TWET, GNMI & F T > AR— K& LTl
M L. Open Config (OC) YANG &Y 2 — /L2 o —% (GNMI T AR— | & &
HI) FEHLTT LA NI T2 EZWELET, ZOBEOEMFITKRDO LB TT,

« 7 /34 AT GRPC ZHERT 2 MENH Y £77,

 TNA AT UNT 4 FTF R —T 4 7, [HBE (Capability) ] 7 —/L R®D GNMI %
EHDHVENDY | [HERFEM (Connectivity Details) ] 7 4 —/L KIZ GNMI 7’12 k = /LD
A RET HAMERDD £97,

KPI ZER T D ERC, OC YANG £ 2 —/LZEIR§5 L. GNMI k7 > AR — h TKPI

TIA4=T A B R—FENFET, —FH. V2O YANGEFT IV EZEIRT 5 L. MDT
LGNMI T v AR— DO FTKPI T 7 4 =T 4 ZRHTx £4,

GNMI kT v 2R — N OEREIZ. T34 2D GNMIHEEE. KPLO GNMI 7 7 4 =F 1, KPI 7
Q77 ANVCTNRA ALy hELTELEOONIMMEEL W mEHRIZESWN T, FETRRICHRE
Dij‘o

WROFNETIE, KPL Z BT 2 HIEIC OV THA L £,

188 BRI
T H—TFT BT A ADT XA ARy — 78 Crosswork CHEFI T Z L 2 HERR LE T, fif

HATx72WEASIE.  [Cisco Crosswork Network Controller Administration Guide] @ T'Add custom
packages| DFIEAZETLET, £DH%, UTOFIRICHEARET,

FIE

AA VA= a—InD, [INTA—I VAT 53—+ (PerformanceAlerts) |>[EBEEHEIRIZE (KPI) (Key
Performance Indicators (KPI)) ] Zi#R L 7, [FEEEEMMFEEE (KPD)  (Key Performance Indicators
(KPD) 1V 4 v RUBERINET,

%2902 LT, [KPIOFER (Create KPI) |7 1> R sBi& £,

[KPI& (KPI Name) ] IZ—E®D4AT, [KPIY< ) — (KPl Summary) ] IZfiH 7250, [KPIOFHE (KPI

details) JIZRELWMERZ AN LE T, [KPIFIL—F (KPIGroup) ik, [=—V—fEmk (User Created) ]

WCHFATRE SN TWET,

[ 47 A (Cadence) 1 7 4 —/V RTIL, T—FUUEMOBEEZHRELET, T 74NV FDEFIZT D

D, BiEE LV ZEHH L THOfERIRL 7,

[YANGE Y 2—JL (YANG Modules) |fIKC, 7—X % AN —I T FTH1O20FTa—LE, 128

Eov Y= SREBIRLET,

a) [FY=—/ (Module) ] 74—V R&HFEHL T, HED Cisco IOS XR YANG E =2 —/L% 7 4 )L X AL
HLUCERLET,

b) T—TNT 4= REFHALT, BHOE Y — 227 VX UE L GRIRLE3, SRR
HE, V=T )= RRR_N—2Rxra—7F 4 L I ARIE SN ET, YANG £ 2 =2 — /LS pEE s o
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Y kI—YOEEMHEKPIOE=5— |

| NG

ATvT6

FA\74~WF%#A%zAxb6T HAE SN ET, 22— —{EkD KPI TlE, 1 DOYEE SR
DIHPYR— R ESET,

GE)

TNNAANT 7 4V EOYANGE Y 2 —/WZRWGEIT, T/ ANV y VEIERTEET, [Cisco
Crosswork Network Controller Administration] @ ['Add custom packages] D FNEZFITL T, ZOF
NED#AED AT > T2 HAT LET,

[R~N (Next) 1227V w27 LT, [75—bTFoTL—FD:&EIR (Select Alert Templates) |7V 4 > R &%
RLET, WOT 7 — M ATOLRRTEET,

«[77—F722L (NoAlert) ]:KPLiZ, 77— 2 M) H—F252&L<, NTA—v AT —H %I

£, LAR—FLET,

« [E#E{R 7% (Standard Deviation) ] : KPIiL, JIEMD A4 7 721 Fa v 72 R L, BIEMSER

B2 DIRHERAD IS D &7 7 — b2 Bl L ET,

c 22D LLD L EVME (Two-Level Threshold) ] : KPIiZ, 22D HAX ALEWMELE, FNHDLE

WEIZ X > T = TR A TRE TE DA LT, RELQHEEZRH L £,

 [Z£{t% (RateChange) ]: KPLi&, MIEMEDRE RZMREZMBE L T, [EO LA EIT FEZHBE L E

S

7o, FRNERENTZKPLZ 7 AR— ML, WAHX LRT A—=H &Nz TKPI Z1E+ 5 & =121
MIZHBRDOE SR T T — "2 A TE2MHTEET,

o [BALROERE R 7 (Standard Deviation of Rate Change) | : KPI (%, B OEMERZICET 27 7 —
MR L ET,

[E—LZEMEDTMR (LowSingleThreshold) ] : KPIiX, B — L& WMENFEED LEWMEE FES &
H—L&\WMEIcl+ 57 77— haAERLET,

o [[E#%27 7 — Liigi% (Direct Alarm Forwarding) | : KPIIL, 7 /34 A5 D7 7 — A% Health Insights KPI

77— hELTEEFENLET,

AV —/~AF—/ TR/ LR L & VME (Major/Minor/Low/High Thresholds) ] : KPIi&, A ¥ — E[R,

~A T LR, AT —=TR, AP¥—TROMWIZET D7 7— F2AERLET,

o [FI¥RAEZ T (Line State Changes) ] : KPLIL, EI#RIEED Y v v NE DL 7T v B TICETHT

T—hMEAERLET,

GE)
BEOEY 2 =T —H 2Z Tl THT2 KPI #5842 1213, KPL e 77 A veET T — T
N—T2HEHALET, FEMICONTIE, FTILWKPL 7127 7 A LOERR (94 X—) 2S5 TLES

FHLWKPI CHEHATA7 77— rT7 7 L—h&[77—reL (NoAlert) |, [fE¥#Rz (Standard
Deviation) ]\ 22D L~LD L XVME (Two-Level Threshold) ], [Z8{k3# (Rate Change) ] DH1 7/ H R L
5 IR (Next) 1227 Vw27 LT, BRLIET 79— T 7L —hDEZ A FITHE LT [TT— b
A’%)‘ 51 (Alert Parameters) | V4 RUZRRLET,
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ATY T ROLHC, 7o 7L —FEKPLOABIZISEUT, 79— hF 707 b — bk NI RA—FHERELF7,

« [EKX (Basic) | & [F¥# (Advanced) | XT7A—F Ru vy FX U2 EH LT, MBRNRTA—Fty
FERTBILORELET,

B LI BEMEHT DN 74—V FONEEHREL T, 77— M TA—ZOHEEERELET,

e RFGA=H T 4=V RO Ry FE T 2 L TREBORIRE T 77— b TG A—F ZEFL, &
FH U TE B A BIR L £,

c T TFT— FRGRA—ELORECERIN TN EDD Licw T AD— Y LA BT, 77— b5 A—X
DFEMA R L £ 7,
c[HIHTH—ERXRYISADERT (ViewHI Subserviceclass) | V> 272271V v 27 LT, ZETERTS
T4 I A7V T ha—RERRLET, MEZITOE, T4 7 A7 VT ha— RBREHINET,
WOTH, [HIYTH—EXRY S ADIEFRTR (HideHI Subserviceclass) 1427 Vv 27 LT, 74 v 7
A7 VTR a—RUugryRUuELHZ ENRTEET,

ATV T8 EHuEKz0, [587 (Finish) %7 U w27 LT, #HLWKPIAZRSAF L, [FEEFHHEE KPD  (Key
Performance Indicators (KPI)) ] 7 « > R &2 F /R L E7,

KPlDOTLATyo~DY) 0y

{1-E @ Health Insights KPI Z &4 L 7= 1 -2® Change Automation 7' L' A 7 v 7|2V >/ TXx &
o KPIE=4—L T2 EEHEFEIRICBES T b Tn oA Ry MOSx T, Yook
DKPITT 77— IREKSINDTERNC, VoI ROT VAT v 7 2FTTHIENTEET,
LEVMEO#EE, MRrYOEE, 77 vy B 7R, ZOMONRT A =TT, KPLT
T—REARTEET, INOLO/RT A =X L, KPI Z L ICHEER D 7,

KPlETLA T o2y s LCER TR

KPIIZVU v 7 ENTZT VAT v I DT 7NV DO T v a i, 77— MBREREINTZHFR Y
NI =T FR—ENT VAT v 7 BT TEITTHEVD HOTY, Crosswork 13U > 7 4
DIVAT It Tard LTRRL, ARV —HIEDT VAT v 7 BFITTLHNER
RWCEXFET, L. TS AL —N—=TF 4 Ka A UNERNSEN RG> TN D
HliE. KPLZT LA 7 w712 7 LTHBEITET (90 2—) OFMINIHE-T, V7%
DKPINT 77— b &AEKTHIZONCT, KPLIZY 7 &Nz 1 22U LT v A 7y 7 & HEIRIC
FITTH b TEET,

)

((¥)  Change Automation Crosswork 7 7'V -7 —3 9 V& £ 724 A B—/L L TRV, 2 O
A TEEHA, ZDYHA . Health Insights KPI & Change Automation 'LV A 7 v 7 & U
7 9% UL BEREDS Crosswork IZFR/R SN FEHA (T2 & 2iF, TAAUPRRINER
n) o

VoI ReDTVvAT v 7 WEITRHMEH T2 /37 A—ZfED[V—R (Source) |#fHETE
T KPI 77— MNIT VAT w0 &2 DV I7FTHLEEIT, 2H LY —RAERRTEET,
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Y RI—VOEEREKPIOE=4— |
| NG PISUP AR T T

cTLATVY T A7y 7 ARICEZIRAENTT 74V MEZEA L £,

cKPI7S5—bk: Vo IhODKPIICE > TAEREINTEZT 77— b ESG SN EHH L E
j_o

CSUBALAR TV AT v I DIATRHIOHAS LB L ET,

THOLTET VAT oI DNRGRA—HED ) —AEFEETE LoD, VoI REDT VAT 7%
FHICHHCTEET, 2 xIE KPID[4 V23— 24 R 75 v T (Interfaceflap
detection) | (M X —T = A AT T v T HMMN) 7L AT v 7 DXRTDA >V E—T T
14 RIKEEZERE (Interfacestatechangeon XR) | (A ¥ —7 = A A Z B £ 72135 (LITRRET
HIZDIZHERAFER) IV 7 LET, RWITISCT, ROLINZT VAT v I ONTG A —H %
BETHIEE2RBEIOLET,

cTLATYY : T AT w7 BEEBVIFATLET, TOH, [V—R (Source) 1%
provider, collection_type, mop_timeout D4 XF7 A —4® [ TL A4 Ty 4 (Playbook) ]
WZRXE LE T, collection type D3, MDT & SNMP D E L L EFEH L TT NA AT —X
ENET D006 U T, 5l &EHiE telemetry & snmp O L LA EIRTE £,

KPI7S5—bF: 779V TOEBEZTHRARNTNAALL U E—T 24 A (TT >
TRT 77— N THEA) TORT VAT v I EFTLET, 2O, TLAT v IO
hosts /X7 A —% & if names/XT A —Z D[V —X (Source) | # KPI Alert [ZiXE L E
T, £Dtk, Producer7 NA AT LT IT— DT —HE, DT NAADT T v E
Y7 A H—T7xAAD interface_name M TE £,

CTGUBRALARA T T T A E—T oA AT DIMELLT D0 E FATRIIZEH B
WZHIBTLE T, 207, TLA 7y 7 ORT A —4 admin_state D [V —ZX (Source) ]
Z Runtime Input [IEXE L £ 7, FETEHBTDH L. up 2> down A EIRT H K H I
KROBNET,

ROBNZ, ZOBROKA 2R LET,
H48:1: YU EDTLA Ty IITHT B85 A —RED Y —ZDIEE

Playbook name ‘

[ ] Interface State change on XR e
a Configure OSPF process a a
o P—— Playbook details (Interface State change on XR)
Change line card interface(s) state to up/down
(] Create bgp neighbor on a XE router
o Create Bundle Ether and add interface
0 Crea Hardware platform: ~ Software platform: 10SXR  Version:
o Create/Update VRF co ter Define playbook execution and alert severity type ©
[m] Create/update/delete VRF configuration on router .
Select KPI alert severity * ()
(] Delete a SMU or an optional package from the SWIM repository Ocriical® Omajor® Ovinor OWarming O
C 3
(] Delete ACL based traffic steering configs Set playbook execution * ()
m} Delete DSCP based traffic steering configs ® Manual (Default)
O Enable/Disable traffic collector
t S
a Install a SMU or an optional package on a router Set playbook parameter
Select a source to set default parameter values, or modify the defaults using these fields.
[m] Interface State change for XE device
Interface State change on XR
Vv Interface State change on XR B @
o Prefix Set ADD/DELETE
[w] Push config using NAMs - V' Lock device in DLM ® B
< » retry_count .
r

2
H
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ATV TN AL A=a—nb, INT+x—I AT S5—k (PeformanceAlerts) |>[FEEMETMIEIZ (KPI) (Key
Performance Indicators (KPI)) ] Zi#R L 7, [FEEEMFEEE (KPD)  (Key Performance Indicators
(KPI)) 17 1> RUNBBHWT, &4 7 TV CHEMHFRE/ARKPI 7 Y & KPI A R RINET,

RATYT2 ATy 727325 KPLARIRLET, KPLOFH (82 X—) THHILTWDLLIZ, 741
ZEMBHLTHBDOKPI ZROIT 52 ENTEET,

ATy F3 [z y ) oy LEd, [KPUZF LA 7 v 27 %Y (LinkPlaybooktoKPI) |77 1 > Rz £,

ATYTE U4 RUDEMIC, BIRLIEKPLOARTE, 2DV 7%kl LTHEZRT LA 7y 7 B—ERRINE
T, VANERZ 0 — 950, [FvA7 v 7% (PlaybookName) |7 4 —/V REFEHL T, Frnd57
VAT 7T A MEFHIRLET,

AT9 TS BRLIZKPICY 7T DTV AT v I NAOmoT-b, TOTvAT v 7 O4RIZE7 Vv 7 LET, Vg
Y RUOEMNZ, BRI T LA T v 71O TRD LS [T A4 Ty oM (Playbook Details) ] 73—
BRRINET,

s TV AT w7 EEBNERH D [IN—F D27 TS5y b T+—L (HardwarePlatform) [ & [V 7 ko x
775y b7+ —L (Software Platform) 1.

s T VA T I BFITT B OICNERY 7 h T =T OR/N[/INA—2 3 2 (Version) ],

cZDTVVAT I DITE N H—FT H-DITHER[KPI7 27— FOEKXRE (KPI Alert Severity) .
2B, KPI7T 7— "R BELTL L XIZETTH TV A T o 7 2 BEERR LGS, o071, Ty
JTCITERENEEINNZ EICEELTLESWN, 129074 Ty 7 DEKELLT[EKR
(Critical) 1 Z@IR L7285/ 1E, 2 2HOT LA T 7 OEKREL LT[APry— (Maor) ], [¥4
+— (Minor) 1. [Z4 (Warning) ]. [1&E#R (Info) | OWTIERIRL, 3 DHOT LA T v 7 IC
HEHOEREZBINT 20BN H Y £7,

AERT D [TLA TvIETDHRTE (Set Playbook Execution) | KEREA 3 L £4, [F#H) (Manual) ]
FIIBFT T AL R THY, FEALEOBHTBED LET, T4 7 a2 LT[EE (Automatic) ]
PEIRT AT, FRNCKPIEZ T LA T w712 v 7 LTHEITET (902—) 2B LTLZ
él/\O

c T VAT I ODFEITRHMERSND [TLA TV I INTA—FDEFRE (Set Playbook Parameters) ] @

TN MEEERLET, ZLOGE, SEIF T 740 MEPDLRIRTE 9, MAOHEE A
NTHZEHTEET, INODOMEIFE, AT v 7 EZOEMTECTRELSERY 3, bhb
RNZENHNIE, BIRLEZT LA T v 7 OEEICERSNDERESBL TSN,

ATYT6 [V—A (Source) | £/ XT A —HEAEVEIG U THRAEEZITEELET,

ATV T BEHEKZZS, [KPI~DY 7 (LinktoKPI) 1% 7V v 7 LET, [EEFEHEEZ (KPI)  (Key
Performance Indicators (KPI)) 1V« > RUBNHERR I, SEIXY V7 EDOT VA T v 73 [ EEE
FHEERE (KPI)  (Key Performance Indicators (KPIs)) ] U A k@ KPI DA RIORICE RSN E T,

ATVT8 IBITHDOT VAT v 7 2FATT 556 (GiFtRK3 D)  ZTOKPLOT 7— M4 LT HIBICET
THETVAT w7 T8IZ, AT v 7 5~T%#0iKLET,
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ATY T BEDOKPLIZU V7 ENTWAB T LA T v I DT A—=ZEEFTHIT1E, FOKPIIZH L TAT Y75
~THEMEDIRLETN, SENERELLET LA T v 7 25BN U E T, HHOKPIZ BN L-8581T,
U4y RO ERICHD [T AT w7 (Playbook) | ZANEZ Y v 27 LT, KPLEYIDEZ D Z BT
xFT, TAT v I EZERIC) VI IRERT BT, KPT AN L, 27V w7 LET,

KPlZT LA Ty 21229 LTEETEST

KPLIZY v 7 ENTZT VAT v 7 %Ry NU—T XNV —FDOFETETTEBHE0FTRL,
TVAT o7V 7 SNTWABKPIN R BEREDCT 7 — b aART 572002, KPIIZY
CIENTE IO ED T VA Ty 7 A HEIRCETTEET,

\}

()  Change Automation 7 7'V 77— 3 Y &2 E75A4 VA b= /L L TOWRWEGAIX, Z OFEREE
TEEHA, ZOYH . Health Insights KPI & Change Automation 7'V A 7 > 7 % U > 735 Ul
H¥AEDS Crosswork ICR RS EREA (2L 2IE, TA AU RFRSNERA) .

KPIZ T VAT o727 LCEITHEIT BT =) THULAT v I EERETDHED
EERFEHEIZOWTHHAL TWETN, ZOHIMA 7Y a L ThEo7-<KFALILEZEET IS
FENRHDFET, 72720, WOBRIZEELTLEEN,

e WADY I NG A= IFTEOFEFIZLANWEYICLET, RWEDONT A—Z|[Ta—H—

A B =T 2 ATTREINET,

e T —L T 4= IVRX [T HA L] WRITA—FZLLTHRELRNEIICLET, LA
7w 7 HEIIZFATL TV DIGA, EITHRICEZ®INT 5 Z LI TE A,
BHEDSNDO 22— —DEAIL, BEBEELZ AT VA TELZ L 2R LET, =
DHEATIWIZT 7 BATE72WEAIL, BEEMEEZHEH L CKPIE S LA Ty oD T %
EERETZITY V7T 5 EIETEERA,

AR H -

« Health Insights 7 7 U 77— 3 U3 VA h—/LENTWA Z & 2R L £7,

[TAAL AF—=R—=F 4 K7 A AF# (Device Override Credentials) | ~2— T, [
LA 7w o3 TR a—)L (Playbook job scheduling) | A #hZ72 > TW\W5 2
L BIO[OSA UERTOL T+ (Credential prompt) [ BERNZ /2> TWDH Z &
ERHERLET, sFHIZOVWTIE, A VA M= VOMERE VAT LARE (5 4—)
EHRL TSN,

INHDOREEEF T DHITIL, Crosswork ¥ AT LEHEMERND LI T, REZMRIFT
% &, BAIZ Crosswork Manager % f# ] L "C Change Automation 33 2 U" Health Insights 7~
Vor—arv&T7 A A M=V LTPLHA YA =L LRVIRY | EEZEET DT
LIFTEEH A,

HATMEREAANTT DI21E. ROFNEEZFATLET,
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| #vbro—

&

ATy T2

ATy T3
ATvT4

ATy TH

JDEEHEEKPIOE=4—
KR ETLA TusizyvyLcapczs [

1. [EE (Adminigration) ]>[1—%—& B0—JL (UsersandRoles) |>[EB—/L (Roles) ]
ZBELET,

2. [A—JL (Roles) | A T, 77 BRA&ZFHFA[TH0—LZ@IRLET,

3. [ZRV1ER (Task Permissions) ] # 7 C, [BEIMEE (Auto Remediation) ] F = v
IRy 7 A%F A LT, [&RfFE (Save) 127 Vv 7 LET,

FIE

A A==, [INT+—IX2VRAT5— bk (PeformanceAlerts) |>[EEEEHEIEE (KPI) (Key
Performance Indicators (KPI)) | 3R L £, [FHEERFTMIERE (KPD)  (Key Performance Indicators
(KPI)) 174 RUNBBWT, A7 Y THFAIGE/R KPI 77 U & KPI A —FRK RSN E T,

12U EDOT LA Ty 71 7325 KPLAZBRRLET, KPILOEE (82 X—) THHALTWD LD
W2, ZANVEEHFEALCHMOKPLI Z RO 5 2 LN TEET,

(wncrmies) 2o 7 ) oy 7 U, [KPICF LA 7 v 2% Y27 (LinkPlaybooktoKPI) |7 ¢ > K23 £,

T4y RUDEBNZ, BIRLI-KPIDA4RTE, 2DV 70 LCHEEIRT VA 7y 7 R—EERRINE
T, VA RNERAIZ =350 [FLA7 v 7% (PlaybookName) |17 1 —/V REEHL T, FxT57
VA 7w 7T A MEFIRLET,

BIRLIZKPUZ Y Y7 TV AT I WO Teh, O VVA Ty I D4RIEZ )V v 7 LET, U4
Y RUOEMNZ, BIRLT=T LA T v 71O TRO L SR [T A4 Ty oM (Playbook Details) ] 73—
BRRINET,

s TV AT v EEMERSH D [IN—FD 2T TS5y T +—L (HardwarePlatform) ] & [V 7 bz
7735w b7+ —L (SoftwarePlatform) 1.

s VAT I EFITTHEDICHKERY T N =T O/ [1N—2 3> (Version) ],

cZDT VAT I DITE N H—FT D DIZHER[KPI7 27— FODEKRE (KPI Alert Severity) 1.
2B, KPIT7 77— "B LT E ZICETT DT v A T v 7 IR LIS, 2o LA 7y
J CIERENEG SNV LICEBRLTLIESD, 12907, Ty 7 OEKEE LT[EKX
(Critical) 1 28R L7285/, 2 2BHOT LA T 7 OEKREL LT [APry— (Maor) ], [¥4
+— (Minor) 1. [Z4 (Warning) ]. [1&#R (Info) | OWWTFINEREIRL, 3 DHOT LA T v 7 IC
HEROEKRELZBIRT 2MLERH Y 77,

[FTLATYHETDHRTE (Set Playbook Execution) 1 7 .+ —/L KT, [BE) (Automatic) ] R L %
T, BB, BRI VA T v IV FTEENNIT D01, Fy MU — 7 EHEF 7213 Crosswork B EEE
NEFL[TLATvs o3 TR a—)L (Playbook Job Scheduling) ] ZA#C L TWRWES (B
T [ag a4 UER IO T~ (Credential Prompt) | DA —3—F A RZMELIZ L TORWVES)
X, 2T 50Tk bnET,

s T VAT I DEITIHMERSIND [TLA TP INTA—FDEERE (Set Playbook Parameters) ] @
TN MEEERLET, ZLOGE, SEIFRT 740 MEPDLRIRTE E, MADHEEZ A
NTHZEHLTEET, INOHDOMEIF, ATy 7 EZORMITE L TRELERY ET, Db
RN ERBHIE, BIRLIZT LA T v 7 OBEEICERINDIERESR L T IZE,
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Y kI—YOEEMHEKPIOE=5— |
B oo roem

ATYT6 [V—A (Source) | EMD/RNT A — A MBI E CTHRIEEIIER L ET,

AT T BEFEEEZTZS, [KPI~DY 7 (LinktoKPI) 1227 U w7 LEd, [EBEETMSE (KPI) (Key
Performance Indicators (KPI)) ] 7« > RUBRHERRIIN, SEIXY V7RO T VAT v 7B [FBEEE
SEMIE4E (KP1) (Key Performance Indicators (KPIs)) 1 U A k@ KPI DA RTORICE RSN ET,

RATYT8 IHLITHOT VAT v 7 &2F4TT 556 (GiHRKR3 D)  ZOKPLOT 7 — FRFA L HIBINTHET
TEHTVAT w7 T8I, AT v 5~T%#ViELET,

x%vﬁs%ﬁ®Kma)/7éMTmé7v47/7®n7f X EEF BT, %@KM’%LTX7/75
~TEBDIRLETH, SENIREEZEET LA T v 7 2 RIR L FET, BHOKPIZER L-5E
W%VF‘Y?ODL%M:%%SW 1//1’7 v 7 (Playbook) 1 ¥ A V&7V > LT, KPI %@Jbﬁzé_&z’n

XFET, SUAT v I EEAC) VI RBRTAICE, KPLAERL, ) %27 0 v s LET,

KPl 0774 IILDOEE

Health Insights @ [KPIZ"'© 7 7 A /b (KPI Profiles) ] 7 « > K7 TiZ, KP1 7' v 7 7 A )V &4E
. fmE, BLOHIBRTEET,

KPI a7 7 A VL, KPl £ ZDXRNET DT A =% (TT7— NEE, 77— 247, 7 A
FURIRE) OFEFY Y, B#T L KPIZKPI Va7 7 A VZZ A—7{b L, BR (BREE
F 2y IRNNVAF 2y 77 E) ITESHWTONY LT WARTIZT T, FFEDX A 7 DTN
AA (T PN—HRE) BE=F—FT DM LT RT A—Z 2k TcE£d, KPI 71
T7ANVEER L TV AT AL DBGEEZ K AT b, EHTE 5L 912720 £9°, HealthInsights
TTNA AR, @WURKPI 7R 7 7 A VEERIRL T, AN TEEST, 2077 ar
DOFER, BIRLIZKPI 7 0 7 7 A LNDOTXTOKPINHENI AR £, RIS, T34 2%
BIRLTC, KPI 707 7 A NVEERNTHZEHTEET, T 5 L. Crosswork Data
Gateway T3 XT?D KPI & MDT ~X—Z®D KPLIZxH HUNEY 2 TR T X CHIBRESNET, £
DD, T3 ZAORERR b HIFRSVE T,

Health Insights @ [KPI7"' & 7 7 A /L (KPIProfiles) |V 4 > RUEFKRTHITIE, A A=a—
ME [IND+—I VAT 5— bk (PerformanceAlerts) 1> [KPI 7O 2774 JL (KPI Profiles) ]
IR L ET,
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| #y ro—HOEEHEKPIOE=2—
KPl 70774 LDERE .

49:KPI7O T 74 L

AP 7 77

ez 2@ F s i profile 1 3 0
St anprote Erbled doces

Name Devices enal bled Description Description: -
C____ O

@®  KPi Profile 1 0

KP1 on profile Alertall 7]

+ Bt group

CPU threshold

IHH e

1 [KPIZ 12 7 7 A LV DYERL (Create KPI Profile) ] : =—%—{Epk o KP1 7’12 7 7
A NEFHINER T H551C@% 27 ) v 7 LET, ZOX A7 OFMIZONT
(X, BILWKPL 7 0 7 7 A L OFERL (94 =X—2) Z2ZRLTIZE0,

2 [KPIZ7O 774 ILDfRE (EditKPI Profile) ]: U & k25 —H% —{ERk D KPI
Ty ANVERIRL, &2 27Y v 7 LTHRELET,

3 [KPIZa 2774 ILOYIER (DeeteKPI Profile) ]: U A by ba—H—{EkD
KPI7n 77 A VEEIRL, B 4% 27 Y v 7 LTHIERLET, WTFnroT a1
ACTTCICEDNC RS TWAKPI 2 77 A NLNEHIRT A LT TXERA,

4 [KPIZOZ 741D T 4 LRI (Filter KPI Profile) |: KPI 77 = U Z iR
TAHIZIE, ZOT7 4 — /L RIZKPI 70 7 7 A VADERETIT—HEASILE
T TOASTARIZESNT, VA MBRHEBIWIZZ 4 VXESNET, =
IV ITBhHE BRELEZTANERNZ VT ENET, 7 4V FAHTIL,
KIXFE/NLFRENENET,

5 [FB 774 I)LOKPI (KPl OnProfile) ]: B L7 KPI 7' v~ 7 A /LITBMNS
NTZKPLE ZFDOEET AT A—F N ZICHFRRENET, &2 T4~
TarEMHLT, KPIART A—F ZMRETE H1FH, BIRLIZKPI 717 7
ANNE KPLEHIBRT 52 &b TEET,

HAZLKPLEZ G KPL 70 7 7 A ADEE, [TF7—F (Alert) | F = v
Ry 7 AR, a7 7 ANDT T— NBREN o TS L%
2— P =TT ET T — LN ELET,
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. HLWKPI O 77 A LOERK

Y kI—YOEEMHEKPIOE=5— |

IHH

B

[FRT774IILDKPI 1 (#KPlson Profile) ] : IR L7 KPI 71 7 7 A JLIZiB
I &7z KPL O T,

[B#$h7% T /34 X (Enabled Devices) | : iR L7=KPI 7' 12 7 7 A LINF I 72>
TWDT A ZADETT,

[+75— kT IL—T (+AlertGroup) 1: #IRL7EKPIZ B 7 7 A LDT 77—k
TN—TF e+ B, Z0F a7y LET, ZOXRAT D
HZONWTIE, FTLWKPI 727 7 A VDOER (94 X—) 25 L T
YA

[TRTIZTT—hF (AlertAll) 1: 7027 7 A LHDOTRTOKPLIZHT ST
T NEFTERIIA AT DL, O TarE )y LET,

ZLLWWKPI 7O 774 ILDERL

KPI7 a7 7 A VEIER LT, BRIOTNA ATHMNITEET, V=7 7a0—[TRDLHIZ

0 ET,

1. 777 ANVEHHR EOEREREZFEELE T,

2. KPIZEBML, o777 A VEFELET,

3. KPINRNTA—=HFEWEL, 77— I N—T%ERLET,
4

FNRAZATKPL 70 7 7 ANV EHHNLET,

LIFOFATIE, b DIEEDEITHIEC OV THBIL £,

FIE

ATVl AL RA=a—pb, [INT+—I AT Z5—k (PerformanceAlerts) ]>[KPIZ7B 774 )L (KPI
Profiles) | %R LE9, [KPIZ' 17 7 A /b (KPIProfiles) | 7V 4 > RUNBRFKRINET,

27v72 B2 LET [HrLWwr a7 7 A LOER (Create New Profile) 1V 4 > RUNFERENET,

ATV T3 FEDOTFANZ 44—/ KT, [FAT7AIL%E (ProfileName) | IZ—ED4nI. [E%BA (Description) ]
ICREE A AE AN LET, [FATZ7AIIL%E (ProfileName) | I121E, K32 LFOFKT LT o 4 —
Zay (1) 2805 &NTEET, ZOMOFHRILFIIMHEHTE EEA,

7T — MIETAMENBAE LWL 2T DI, [FRIZ7AILE (ProfileName) | THEID 4 T5H4%
KPI 727 7 A VLN —ETHY . LHIO—HHPMDOKPI 72 7 7 A )L EEHEL TWRWT & 2R L

F7, &z

ID 72 TL2) . [L2SNMPJ . [L2GRPC] THDH 3 >DKPI7ua 77 A /LD hT

1. 320707 7 ANV ID TRTIILFS] [L2] REENTWET,
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ATvT4

ATy Th

ATvT6

ATy 717

HLWKPI 077 1 LOERK .

(A7 ay) KPLICK > TIE SN T —Z DOXEhE L THMNBOSEEZIEETE 3, IMBDOT —
RGBT 512X, [BE (Adminigration) |>[T—2 47— b2 x4 5 O0—/\)LERE (DataGateway
Global Settings) 1 (IZBEI L4, RO 7 1 —/ NG 4 faE LET,

o [H—/"\—5 4 T (Server Type) ] : KAFKA F721% GRPC DWW Nz @R L £,
o [4H] (Name) |: FMHBOsEEOL4a1%2 8RN L E7,

*[FE Y Z (Topic) ]|: EEXEOT—XIZHTL2a 07X A MaRET D MY 72 AN LET,
ZD7 44— Fit, KAFKA (2D B f [ fe CT9,

GE)

KPI7 =X T/ ZR—bT5I121F, HLOWT =52 BT O UENHV £, 20777487«
WCHAERDT — X EHTDHZ LI TEERA, T — X EMERT D HFIEOFEMIZ OV TIEL,
['Cisco Crosswork Network Controller Administration] 774 K@ ['Add or edit a data destination] %=/ L T
<TEEW,

WDT 4 NEF T arwFEHALT, KPLE7 a7 7 A MZEMLET,

a) [T RTOKPI (AIKPIS) | : 774/ FTiE, ZOFT v a URERIS I, TXTOKPI N —E#R
RENET, KB KPIZRIRT 5121%, HOF =y 7Ry 7 A A I LET,

b) [H#2EKPlI (Recommended KPIS) ] : ¥ AT AZTF /A ZAD KPl Z#HEREE LB, ZOA T =
VEMHLET, [#EKPI (RecommendedKPIs) 1227V v/ 35L, Xy NT—=IMNET /A A
DY A RINFRENET, T AV A2 T VA UHET D551, BIOfEZ [4H7 (Name) ]
T A=V RICATT D0, #7EEALET, VA IDLT AL ZAERIRT S & HHANTHERE KPT
MERSNET, HFER KPI ZERTDI21E, ST 2F v 7Ry 7 A& F T LET,

GE)

BIRLZT A ZAOHIEKPI O U A "B KPIZBIRL CTH, BIRLET XA ATKPI Va7 74
JVIZBEEEICENCR Y E8 A, ERRL THI®H TKPI 707 7 A L AN TE £4, ZEHICHOW
TlX, XA ATOKPI 77 7 A NVOFEMME (98 X—) ZZMML T ZEN,

R%E (Save) | #27 Vw27 95HE, HILWKPLZ R 7 7 A ABMREESN, [KPIZRZ74)L (KPI
Profiles) ] 7«4 v RUNRFRRIINET,

Ml [KPI TR T 74 )L (KPI Profiles) | ST, fER L72 KPl 7' 1 7 7 A VARG 5 & AT
fiEl % > KPI DFEMINFR R SAILE T,

GE)

A B —T 2 A AKPIOBPE, TRTDA L F—T =2 A ZAETITBIRLI-A L F—T =2 AT —Z %
INETEET, TRTOA U F—T = ADFEREZWNET 2 Z LI LIZGA, BERRENAMO KPT 7
07y A NG EAMOME~ O KPLI OFFICFERSNET, UL, T=F—HROA X —T A AN
HAZA RENTWRNZ EERLET,

X

TRTCODA L E—T 2 A ADT VA NI T—FENETDHE, VI —REREWZHBETHZENHY,
BRI Lo TEBEMOY —h— /) — KL CDG V) VY —AZ BT ALERDH Y £,
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Y rI—YDEFEELKPIOE=2— |
. #HLWKPI 707 7 A LDFERL

ATV T8 KPINRTA—ZEF 74V EDEFIZTAHZEL, HOEEZERTLIZLEETEET, KPINT A—HF L
REEWET DL, [FFMOmE (EditDetails) |27V v 27 LEd, 95 &, [KPIDOFEM (KPIDetails) ]
T4 RURFREINET, KPLOBMICEbE THEAEUNICHRE LET, STk LB T,
e HB/INTA—4
[7T7—b (Alert) 1: 77— DA U/AT7EYINVEZ DAL vFTT, [7T7— b (Alert) ]/%
FA—=ZEIZEASNT, 5T H5T7 77— hraly 7 BNEEENET, KPL 727 7 A LN T A
A ACHEHAENTZHTH, 79— AN TEET,
GE)
ITN—TTF—bualo il TAKPITIE, 79— 77 724 NIRETHHERD Y
\iﬁ—o

[TATUR () (Cadence(sec)) |: BvH—FT—HXDOHEEZZRELET, KPI 707 74 /L
DHNZ 2> TNWDT A A KPL N o —F — % ZINET HHE (BEA) 2% ELE
R

(TS —rEOUH TS L— (AlertingDownSampleRate) | : 77— MEER, 745
VAEFEZLIEETHY, TT— FRIICH L CKPL T — X 2T 28EE SR E D F9,
L ziE, FAT ARG T, 3000 LT T — bl EITOHANE, [T — MU
> 7Y 7 L— Lk (Alerting Down Sample Rate) ] % [5) (ZfeEL £,

« [KPIE=4 —E%%E (KPIMonitoringPreferences) |: A >4 —7 = A AKPLIZxt L CD A F AlRET
R

50:KPIDE=H") VJRE

KPI monitoring preferences

® Custom selected interfaces

Choose a method to define interfac

cess and filter telemetry data before storing or used in alerting. Regex pattem is applied on interface values.

up to 5 expressions altogether.

Example 1: For filtering specific type of inte se TenGigE*|FourtyGigE*|HundredGigE?, For all ethemet interfaces on 10S-XR devices, use GigE. For all tunnel interfaces, use Tum

Example 2: For specific interface type and port numbers, use #TenGigE1\/0. To select all interfaces that begin with TenGigE1/0 or to select all sub-interfaces, use \\d+$. This matches any interface that has o, where

xx is the sub-interface number

Interface * | TenGigex

| Copy / Overwrite above expression ta other KPls on profile v |

¢ [AREZT—FERA A2 —T 4 R (Customer Selected Interfaces) |: = —H—nAf ¥ —7 =
A AHBELERTEET,

o [IEHIZRHL (Regex) |: EHEHZFEHL L— L E2EEXETETET,
[FEYU TYDEM (AddManual Query) |: SEIFAR—#HONL—LEBINTE £,
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ATvT9

ATv 710

ATy TN

ATV 712

ATy 713

HLWKPI 077 1 LOERK .

[TRTDA A2 —T 4R (AllInterfaces) | : BN L7 KPIDBTXTOA X —7 = A AT
Hanx7d,

Fo BINLEKPIOT 77— ha Py I RF A — R EfhET 52 b CExET, RT A —X D%
W BT, KT A—ZLDOBICRERIN TS B0 Licv Yy A — I L aEE £,

GE)
Fy NT—VNOESESEREA TOF AL ZTG U TR D LEVWVERLERES T, o777
ANEER L, TNENDOTN_NAALA TO=—XIZEHEDLET, TNHDOT 17 74 /WIZ KPl Z245%E4
LI EEBEIDLET,

WEREREZMZT-5, [RE (Save) |27 Vv 27 LT, #TLWKPIZ' 1 7 7 A )V &R(F L EJ, Health
Insights 1= & > TAJI/RT A —Z BEES L. [KPITO T 7 4L (KPI Profiles) | 7 4 > RuA&RSH
\i—a—o

GE)

BARS50EDKPI 727 7 A VEERTE, Hx D KPL 7127 7 A T EK 50 [HO KPI TR TX £
T, ZOREEE 2 125/, Health Insights 2814 X2 MU~ 2=V ¥ [IHED X 7 EVERTE 2o
AL, KPL 7 a7 7 A VOERPKIRT HZEnHV ET, ZORT—X AL, 7a7 7 A4 LOlk
BRI ENET, 7B 77 A VOERNTEIZL, T/ ATHEHTEET,

[KPIZRZ74)L (KPIProfiles) | V4 v KU aFERTHE, T34 ATOKPI 7 a7 7 A4 LOFE
(98 =) ITRENTZFINEIIHES T, 2B 1 DU LEDT NS ZATHLWKPI 702 7 7 A L EAL)
IZCEET,

KPI 7’0 7 7 A NN T B FIEIZOWTIE, T AERIET A AT NV—TTOKPI 707 7 A
LR (102 =) 2R TLIEE N,

(A7 ar) KPI7a 77 A NVDT F7— N ITNV—T%5ERT52 b TEES, 79— I NA—TT
TV (WA —FROR & AND) #fHT56Z LIk, T4~V KPID60T 77— M1 %
KPI 727 7 A MIHER L, I—T vy s /) 2B CEEd, 77— M NA—T%ERTHIC
X, F73—krJL—7F (+AlertGroup) 1227V v 7 LET, [753— T IL—TDOER (CreateAlert
Group) | V4 v RUMBRINET,

GE)
TT— T B =%t T5E, TI7— (X —08EEENTWE Y =T 7 v 7 LT,
TN—TT F— MDD T 77— &2 RESTT Y RiRA » MIEETEET,

(401 (Name) |7 4 —/V Rl R AN LET, [~V — (Summary) ] & [FEH (Details) ]
XA 7 a7 40— KT,

HRIOD[7S5— kT IL—T%#H (Alert Group Conditions) | fEl Ti., ##l~ —  (AND/OR) %R L,
BRSNS KPLZBIMTEET, 77— M A—71F, H—DKPI D7 7 — MM SWTE
T A Eb, BEOKPIHNEZMAEDETERTHZ b TEET, HWOmBEZZ Y v o7 L (7
7 4V FTIX[AND] 7' — FNEIRENTWET) | [HEM (+ADD) | Rey 7% A&7
7 LC, [*EH (Item) | £7/21X[Zv—7 (Group) ] ZBILET,
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Y kI—YOEEMHEKPIOE=5— |

B 7 zxcokmToor Loamt

ATy 714

ATv 715

[EHHE (Item) 1 Z2MEHAFT 5L, xDOKPIHAZEBML, XHET 257 7 — LV ERETEET, [7
N—"" (Group) |ZMEMT DL, XA NINTZT FT— M A—T%BIITEET,

[KPIDFER (Select KPI) | K v 7 Z 0B HAO KPT 23R L, Z O3 L7- KPT Ik L CRRET
HUENGHDT T7— RO~V EEIRLET, 77— h LUl [EK (CRITICAL) ], [A¥ ¥ —
(MAJOR) 1. [¥A 7— (MINOR) ]. [#4% (WARNING) ]. [ff# (INFO) ]OWFhTd, BEIRL
TR — R T T — FEEICES VT, KPIOE eSS, 7 I — bR S ET,

51: 75— hTIL—TDIER

Create Alert Group

Create alert group

N (o )

Alert group conditions

[ ] o) (v

" : [cvu utilization v] = [M/UOR v] &
Available KPIs for group

: [cpu threshold v] = [WARNNZL MAJOR v] o]
Device uptime

l

‘]

CEF drops v ’
. o ]

!

l

v

E®W;TLKT7 X, 2200 — FOHNZESWTRES N TWET, BHOmEEST— b
X, [AEYEHAZE (Memory Utilization) JKPI &[4 >3 —7 =4 AHEIEE=42— (InterfaceBandwidth
mmMH]Mﬂ&@pﬂ@%@&ﬁfﬁomﬁbt77—bVAw#wﬁnﬂ@Kmf%téhTmé
BlE. BPOREET — FOH IS rue ICFRESNE T, ZOHNIE, 2FH OGBS — ~, ©FE Y [CPU
ﬁmi(cmanmmw]mq&@mNm@ ADONTJE RIgSET, WMAFDKPIDT 7 — bk LULp
WS NTVDEHAIE., 2 KB OIS — FOHAIN true ICRESNET,

[MR1FE (Save) 1227V w27 LT, LW I— M A—7%FAF L., [KPIZ 2 7 7 A /L (KPI Profiles) ]
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