VAV LUAEFEENDIETE

* WLAN WLAN , 1
. , 8
* WLAN , 11

WLAN & WLAN 21— Dty b7 v

Cisco Mobility Express v kT —%2 @M WLAN [Z2DWVT

WLAN [WLAN
Configuration] [Wireless Settings] > [WLAN Users]

[WLAN Configuration] WLAN
AP WLAN
WLAN

* WLAN
* WLAN
* WLAN

* WLAN

WIAN Dty b7y FICBET 53 EFIE L FIHNEIE

* Cisco Mobility Express 16 WLAN
4 WLAN
AP

*  WLAN WLAN ID SSID
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* WLAN SSID 32 WLAN
SSID
* AP [Enabled] WLAN AP
WLAN
. SSID  WLAN
* WLAN VLANO VLAN 1002 1006
. IPv4
. SSID WLAN WLAN
-
WLAN ;B
AT w71 [Wireless Settings] > [WLANSs]
[WLAN Configuration]
ATv 72 WLAN [Add New WLAN]
[Add New WLAN]
ATw 73 [General]
* WLAN ID WLAN ID
* Profile Name WLAN 32
*SSID WLAN SSID 32
* Admin State [Enabled] WLAN
[Disabled] [Enabled]
* Radio Policy WLAN AP RF
802.11 WLAN
2.4GHz 802.11b
802.11g 5GHz 802.11a
AP RF [Radio Policy]
* All

* 802.11a only
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* 802.11a/g
* 802.11g only
* 802.11b/g

AT w74 [WLAN Security]

* Security
* Guest WLAN
WLAN
[Guest Authentication]
* Require Username and Password
Settings] > [WLAN Users]
, 6
* Display Terms & Conditions
WLAN
* Require Email Address WLAN
WLAN
* Open
AP
* WPA2 Personal PSK
WPAZ2 Personal PSK
PSK WLAN
WPA2 Personal
[Shared Key] PSK

* WPA2 Enterprise
Wi-Fi Protected Access 2

[Authentication Server]
EAP
AP

wiaN oiem i

[Security]  [Guest]

WLAN
[Wireless
WLAN

WLAN

AP

Wi-Fi Protected Access 2

AP

RADIUS

[AP]
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[Authentication Server]

RADIUS
[External Radius] RADIUS
WLAN
2

* RADIUS IP RADIUS IPv4

* RADIUS Port RADIUS

* Shared Secret RADIUS

ATw 75 [VLAN & Firewall] [Use VLAN Tagging]
VLAN
VLAN
VLAN VLAN
VLANID
ID VLAN
ATv76 VLAN
WLAN
1 WLAN
CPU CPU
ACL
1 [Enable Firewall] [Yes]
2 [ACL Name] ACL
ACL
3 [Apply]
4 ACL [Add Rule]
ACL VLAN
VLAN ACL
ACL
1 [Action] ACL
[Deny] ACL
[Permit] ACL
ARP
2 [Protocol] ACL
* [Any]
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* [TCP]
* [UDP]
* ICMP
[ESP] IP
* [AH]
* [GRE] Generic Routing Encapsulation
*[IPinIP] Internet Protocol IP inIP IP-in-IP
* [Eth Over IP] Ethernet-over-Internet
* [OSPF] Open Shortest Path First

* Other Internet Assigned Numbers Authority TANA [Other]
[Protocol]
IANA Web
3 [Dest.IP/Mask] IP
4 [TCP] [UDP] [Destination Port]
Telnet SSH HTTP
5 [DSCP] ACL Differentiated
Service Code Point DSCP [DSCP] QoS
IP
* Any DSCP
* [Specific] DSCP 0 63 DSCP
6 [Apply]

A7 w77 Quality of Service QoS
QoS

Cisco Mobility Express 4 QoS [QoS] [QoS]
QoS

* Platinum (\Voice)
* Gold (Video)
* Silver (Best Effort)

* Bronze (Background)
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AT w78 [Application Visibility]

DAY LRAZEDRE |

Network-Based Application Recognition NBAR2

[Application
Visibility] 1000
[Monitoring]
> [Network Summary] [Applications By Usage]
[Application Visibility] [Application Visibility] [Enabled]
[Disabled]
ATv 79 [Apply]
RDIEFE
WLAN WLAN
, 6
- -

WLAN D E b & E31E
ATwF 1 [Wireless Settings] > [WLANSs]

[WLAN Configuration]
RTvT2 WLAN [Edit]

[Edit WLAN]
AT w73 [General] > [Admin State] [Enabled] [Disabled]
ATv 74 [Apply]

GE) WLAN WLAN [Apply]
WLAN
WLAN D% & Bilkx
[Wireless Settings] > [WLANS]
* WLAN [Edit]
* WLAN [Delete]

WLAN 1—HDRREEHE
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[WLAN Users]

* User name WLAN

* Guest user

* WLAN Profile
* Password WLAN

* Description

WLAN
WLAN
WLAN  [Security Policy]
AP WLAN

[WPA2-Enterprise]

WLAN —H DB
WLAN

* Username WLAN

* Guest user WLAN
[Lifetime]

60 31536000

* WLAN Profile
WLAN

WLAN

WLAN
* Password WLAN

* Description

wiaN a—FoxresE [l

WLAN
WLAN
86400 24
WLAN
WPAZ2 Enterprise WLAN
Cisco Mobility Express
WLAN
[WPA2 Personal]
WPA2 PSK [Security Policy]
RADIUS
[Add WLAN User]
86400 24
1 ~1
WLAN
[Any WLAN]
[Wireless Settings] > [WLANS] WLAN
WLAN , 2
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B EEcdontn 37 RKar rOBE

WLAN 1 —H DiRE
WLAN WLAN [Edit]

WLAN 1 —H D HIRR

WLAN WLAN [Delete]
[OK]

EEMTONTWET VX RS2 FDEHE

[Wireless Settings] > [Access Points] [Access Points Administration]
AP

* Manage AP AP
AP

Ki1:7S54<)arrO0—3 (RRE—AP) 742>

i M
( 53":Tj:'9'»"

K2: AP F7AY

()

jami |
* Location AP
*Name AP
*IP Address AP IP
*AP MAC AP MAC
*UpTime AP
* AP Model
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AT w71 [Wireless Settings] > [Access Points]

[Access Points Administration] AP
RTvT2 AP [Edit]
[Edit] [General]
AT 73 [General] AP
* IP Configuration AP IP DHCP
[Obtain from DHCP] IP [Static IP]
IP [IP Address] [Subnet Mask] [Gateway]
* AP Name AP

* Location AP

[General] AP

* Operating Mode AP [AP & Controller]
AP [AP Only]

* AP MAC address
* AP Model number

. [IP Address] [Obtain from DHCP]
* [Subnet mask] [Obtain from DHCP]
* [Gateway] [Obtain from DHCP]

ATvT4 AP [Controller] Mobility Express LAN
* System Name ASCII 31
* IP Address IP Web URL
URL https://<ip address> IP URL
* Subnet Mask
* Country Code AP
AP AP
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RATwv 75 [802.11 b/g/n]

* Admin Mode [Enabled] [Disabled]
2.4 GHz

* Channel [Automatic] [1] [11]

[Automatic]
AP

11
AP

AP

* Channel Width 20 MHz
2.4 GHz 20 MHz
1

* Transmit Power [Automatic] [1] [8]

AP
[B1 [11 14
[Automatic]
RATw 76 [802.11 a/n/ac]
* Admin Mode [Enabled] [Disabled]

GHz

AP

2.4 GHz

AP

AP

14

* Channel [Automatic] [36] [40] [44] [48] [52] [56] [60] [64]

[116] [132] [136] [140] [149] [153] [157] [161] [165]

5 GHz 23
AP

* Channel Width 20 40 80 MHz

Jll Cisco Mobility Express ) Y —ZX 82— HA F
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802.11 b/g/n

AP
AP
2.4 GHz
1-6-11
4
[1] [2]

802.11a/n/ac

(1]

[100] [104] [108] [112]

AP
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2 FWIAN 1—4Alchr2e4 X Lt=as1y ~—Loi I}

5 GHz

* Transmit Power [1] [8]

AP
31 [1] U4

[Automatic]

RTv7F7T [Apply]

20 40 80 MHz

[1] (2] (1]

X MWLANIA—HFRIZARETA A LEQTAS Y R—

U DR

(F L& BRI
1
WLAN
WLAN  [WLAN Security]
, 2
2

[Guest User]
WLAN

AT wF 1 [Wireless Settings] > [Guest WLAN]

[Guest WLAN]

ATy T2

* Display Cisco Logo

WLAN WLAN

[Guest] WLAN

[Wireless Settings] > [WLAN Users]

WLAN

[Yes]
[No]

Cisco Mobility Express ') 1) —2 82— 54 F i
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[Yes]
* Redirect URL After Login URL URL
URL 254
* Page Headline Welcome to the Cisco Wireless Network
127
* Page Message Cisco is pleased to provide the Wireless LAN infrastructure for
your network.Please login and put your air space to work

2047

ATv 73 [Apply]
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