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BARHY EF, —ED PDSN 1L, IPSec 2 7 4 Fal— g VITFKIZKHELTWER A, 26D
PDSN TiZ, UE— I IPSec D#&ust S8 IC HA D IP 7 RLATHLHEA X, UE— I IPSec

Wi E D3 7 4 F a2 b —v g U EBMATEEE A,

WD+E 7 2 a Tk, Home Agent Release 2.0 L EZERHT 25450, Zhb® PDSN & HA o

IPSec #8 A IEHME DR IFIEIZOWTHIA L E7,

AT 4 X2 —varDOEFICLY, HA ® IP 7 KL A~® IPSec ##t & . Virtual Private Network
Services Module (VPNSM; VPN #+—tE 2 £ 2 —/L) IZ K DKM AREICZR D £97,
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HA3 ®7 FL 213 13.0.0.50, HA4 ®7 R 1 A% 13.0.0.51 T,

BE—HA M YR52 D ADHEERY

crypto isakmp policy 1

hash md5

authentication pre-share

lifetime 60000

crypto isakmp key cisco address 10.0.0.0 0.0.0.0
|

crypto ipsec transform-set mobile-setl esp-3des
# Comment: testmap is used for HA3
crypto map testmap local-address Loopback2l

crypto map testmap 20 ipsec-isakmp
set peer 10.0.0.1
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set transform-set mobile-setl

match address 131
|

interface Loopback2l
description corresponds to ha-on-proc3

ip address 10.0.0.50 255.255.255.255
!

interface GigabitEthernet4/1
description encrypt traffic from vlan 151 to vlan 201& 136 to 139
no ip address
flowcontrol receive on
flowcontrol send off
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,136,146,151,1002-1005
switchport mode trunk
cdp enable
|
interface GigabitEthernet4/2
description decrypts traffic from vlan 201 to 151, 139 to 136
no ip address
flowcontrol receive on
flowcontrol send off
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,139,149,201,1002-1005
switchport mode trunk
cdp enable

interface Vlanl36

description secure vlan

ip address 10.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap

|

interface Vlanl37

description internal vlan to HA3
ip address 10.0.0.1 255.255.0.0
!

interface Vl1anl39

no ip address

crypto connect vlan 136
I

access-1list 131 permit ip host 10.0.0.1 host 10.0.0.50
access-1list 131 permit ip host 10.0.0.50 host 10.0.0.1
access-list 131 permit ip 10.0.0.0 0.0.0.255 10.0.0.0 0.0.0.255

access-list 2000 permit udp any any eq mobile-ip
access-list 2000 permit ipinip any any

route-map RRQ-HA3 permit 10
match ip address 2000

set ip next-hop 10.0.0.2
I
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AERAILERHY £, ZDO7=HI21E, % PDSN/HA X7 AELLAFHENS L HIC, #7225 HA
IP 7 FL 25 T? IPSec hF 7 /7%\ #72% IPSec VLAN [ZEI W ¥ CTEd, ZDar 74X
L—va ek, HAT7 7V r—a #3735 SAMI LD 6 O3 _To CPU #¥ K —h L,
ENENIZIPSec T2 RARA L b ERDZMBEBDIP 7T FLAEZHRETEET,

Z 04, SUP720 ¢ VPN Routing and Forwarding (VRF; VPN L —7 4 V' 7B LT + T —F «
> 7)) 1PSec HfE %{Eﬂ% LEJ. PDSNDORESNEZ T 7 4 v 73T ~T, HATP 7 R L RIZES
WTHER2S VLAN [ZEID ¥ TohET, % VLAN X 1 2D VRF (Zxfii~ L, SUP LO& HA 1 A
VA1 SO VRE WFELET, 2F Y, IPSec ® VRFE—KIZkV, FF77 4 v 27X SAMI LD
6 DD DH HA A L AZ L AZENENDFESNET, Ty MI, 27UV 7 K VLANIZ K-> TH S
fbansd &, FrED HA IZXINT HHE VLAN OFR Y o —I2H2S50W T, SAMI _EDIE LW HA CPU i
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ZOBE, BEOY Y —VREIBIOHE—~Y v —3NTO IPSec TERENTHR—FENET,
ZOEEOa—L Tu—iT, DO EBY TT,

1. SUP ET,PDSN & HAIP 7 KL ZADE T [ D IPSec SA 2Bth S vE 3, PDSN 75, PDSN
IP7RFLRE BEOHAIP 7 RLATHLET IP 7 RLAEZEFDIKE A v —UNREF IR
£9, IKE A v E—YHNOPDSNIP 7 KLXA& HAIP 7 R L RIZHE ST, PDSN/HA <7 HO
ELWISAKMP 7’0 7 7 A A SEIRS 1L, BT kST 2 VRE SRS ET, TSk,
PDSN/HA X7 IZxthid 5 EBI D security parameter index (SPI, €% = U7 ¢ /NT XA —F 1
T A) BDHESLSNET,

2. HAIP 7 KL AHfIT 1 >® VLAN NEHEESN, SUP Loz 7 FL2HICEHZEESN VRF |
B Y THNET, L7z -> T, SUP L. PDSN @ IPSec #&ugthm & 725 HAIP 7 KL X %Fﬁﬁ
LET,

3. % PDSN/HAIP 7 FL & «"7?? IPSec SA Mt a5 &, AF128%7 v b SPLIZESWT,
S b 37 > FAIELW VRE ICEI D Y THRET,

4. 1551 3% > MiE. HA 7 FL R IZHRT 5 IPSec VLAN TEHE{LE 5 &, SUP & MWAM L
D HA A AH L ABOWNES VLAN 2 LT, HAIP 7 RLAZEKRAT 4 7 LTW5
MWAM 7 — R O35 CPUICRY >— b—F 4 7 ENET,

5. UX—2 RATIL, SAMILO) HA4/;<5'/;<75:60>/\°/7/ F2ANES VLAN [ZES L, =D
HA (Z%)&59 % IPSec VLAN IZE D Y THNET, ZhiZ LTy KBRS, A v
H—T A A%@LTPDSN ICEHEINET,
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Cisco HA 1%, RS T 4 7 %R —F L TWER A, AL Network Access Identifier (NAI;
Xy bU—2 T RAHBHTF) CEEO T r =R ShD L KT IR S P T RLARED
BToNET, DEV, WIS T 4 U ZIEARETT, RS T 0 70F RCIP 7 R A~
DD 7 v — 5 R T 25 EIEREN L0 TT,

t¥aUT4

HA 1%, IS-835-B O {2 &S\ T, IPSec, IKE, IPSec #iE~> ¥ — (AH), BLUIP
Encapsulating Security Payload (ESP) #¥ AR — L TWET, HAIXZ, N7 74 v 7 HERIZ
2= FI7T7 4y 7 HOMEROEF 2V T 1 1ZHAR— b L TWERAL, WHFOEX =2V T 1 ZHIC
TEDEHNZT DD ELLNTT,

HA 13, IS-835-B IZER SN TWVD XA F I v 7 REEOE YT, 3 AE T R— LT
FHA,

E/NM1JLIP SA DERTE

E/3A )L R A b, Foreign Agent (FA; /MfBi=— =2 b)) BLOHA @ SA R ETHI21E, r—
SV AT 4 Falb—vary B FTROa~vy REfHLET,

avvk E]:3)

AT971 Router(config)# ip mobile secure {host | visitor | I[P ENAN 2—FD SA Z#FEELET,
home—agent| foreign-agent | proxy-host
{lower—address [upper-address] | nai string}

{inbound-spi spi-in outbound-spi spi-out | spi
spi} key {hex | ascii} string [replay timestamp
[number] algorithm md5 mode prefix—suffix]
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HA @ IPSec DETE

HA ® IPSec ZZETHI2E, Fu— b a7 4Xa2lb—ray T—RFTROa~v REFEHLET,

avvFk E]:3)
ATY71 Router (config)# crypto map map-name seq-num 1>07 )P~y Yy M2 12O HA OZ T
ipsec-isakmp vy T mr b EERLET,
set peer ip address of ha JUVT N~y TOEEEETTDHITE
set transform-set transform-set-name . .
match address acl name 1. BhET 5 ACL 2 E&H LET,
2. VTN~ T a0 —T A ATEDYT
£9., 12027V 7~y 7ty FT, 4 HA
RN D= AFEEHMT D LIk Y,
BEOHA D7 VT v~y THRETEET,
crypto map map name local-address interface IPSec b7 7 4 v Z‘O)y Y 7:};7 Zzoﬂlﬁ'fﬁﬁﬁ_%)/f
YE—=T A A%WHIL, AEiEEELET,
AF97 2 Router# access-list acl-name deny udp host HA IP TIERURXANEERLET,
addr eq mobile-ip host PDSN IP addr eq mobile-ip i B
"acl-name" (2, 7 V7~ vy T OFEELFL ACL
access-list acl-name permit ip host PDSN IP addr L EREELET,
host HA IP addr
access-list acl-name deny ip any any
A7973 Router# Interface Physical-Interface of PI interface |[PiAf L& —T oA AT YTk~ v FREY YT FE

crypto map Crypto-Map set

I, HAX, 2O A v Z—7 A A T, PDSN [
EDENRANVIP VT T4 v BEZELET,

TOT4TIRXR3 21314 HA SA DERX

TIT 4T AL, HASA #FKRT 5I11F, RO I0S 2~ RaMiLET,

avwy kR

E]:0)

AF¥71 Router (config) #show ip mobile secure ?
foreign-agent
home-agent
host
summary

TI2T4T7BLORAZ 14D HA SA 2F <L %
T,

FA D SA %FRrLET, HA D SA AR R LET,
ENRANFRAPND SA R LET, SA DEH %
FoRrLET,

WwIZ, Zoavwy FoflERLET,

Router# show ip mobile secure home-agent

Security Associations (algorithm,mode,replay protection, key):

30.0.0.30:
SPI 100,
Key 'red'
HA#

MD5, Prefix-suffix,

Timestamp +/- 7,
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X
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S

(3¥)  Cisco Catalyst 6500 3 X T 7600 @ IPSec (. HA TIER<, A== AHF L THRELET,

6 HA 1 > X2 Y XFH® SUP 720 & & U VRF-IPSec MELTE

wIZ, SUP 720 35 £ O° VRF-IPSec OFEMZRsER AR L ET, X 1132 LTI,
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11-3 SUP 720 / VRF-IPSec D&%

int vian 136
ip vrf forwarding vrf-ha3
ip address 136.0.0.1/24

ip policy route-map RRQ-HA3
crypto map testmapssp1

92.92.92.1
=

crypto engine slot 4

interface Gig0/0.137
ip address 7.0.0.3/24
standby 10 ip address 7.0.0.10
standby 10 name HSRP_HA_HA3
ip mobile home-agent redundancy
HSRP_HAS3 virtual-network address

FA route-map RRQ-HA3 permit 10 13.0.0.30 mode active-standby
match ip address 2000 ip route 92.92.92.1/32 7.0.0.5 )
set ip next-hop 7.0.0.10 interface Loopback0
ipaddress 13.0.0.30
Fad/? Vlan136
q
N 92.92.92.9 @ HA
. lan137 a
PDSN - LAN: VPNSM
) vrf vrf -ha3
ip vrfvri-ha3 92.92.92.10 7.0.0.1
rd 1000:1 Fa4/3
route-target export 1000:1 13.0.0.29 A ’f yFA1
route-target import 1000:1
sspgroup 1 HOME_LAN: INTERNAL_VLAN_HAS:
remote 13.0.0.31 13.0.0.30 7.0.05
redundancy PDSN
redundancy HOME Fa2/3 Vlan136 AL yF2
redundancy INTERNAL_VLAN_HA3 13.0.0.31
Fa2/2
crypto isakmp profile prof1 92.92.92.11 HA
vrivrf-ha3 Vian 37_
! vrf vrf -ha3
keyring keyO VPNSM 7.0.0.2 '
match identity address 92.92.92.1 / -
crypto map testmap2 20 ipsec-isakmp :

set peer 92.92.92.1

set transform-set mobile-set1
set isakmp-profile prof1
match address 131

access-list 131 permit iphost 13.0.0.30
host 92.92.92.1

SUP OFRE : R4 v F 1:

ip vrf vrf-ha2

rd 2000:1

route-target export 2000:1
route-target import 2000:1
|

ip vrf vrf-ha3

rd 1000:1

route-target export 1000:1
route-target import 1000:1
!

ip vrf vrf-ha4

rd 4000:1

route-target export 4000:1

route-target import 4000:1
|

interface Loopback0

ipaddress 13.0.0.30
interface Gig0/0.137

ip address 7.0.0.4/24
standby 10 ip address 7.0.0.10
standby 10 name HSRP_HA_HA3
ip mobile home-agent redundancy
HSRP_HA?2 virtual-network
address
13.0.0.20 mode active-standby
ip route 92.92.92.1/32 7.0.0.5
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ip vrf vrf-hab
rd 5000:1
route-target export 5000:1
route-target import 5000:1
|
ip vrf vrf-hat
rd 6000:1
route-target export 6000:1
route-target import 6000:1
|
ssp group 1
remote 13.0.0.31
redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL VLAN HA3
redundancy HOME-LAN-2
redundancy INTERNAL VLAN HA2
redundancy HOME-LAN-4
redundancy HOME-LAN-5
redundancy HOME-LAN-6
redundancy INTERNAL VLAN HA4
redundancy INTERNAL_ VLAN_ HAS
redundancy INTERNAL VLAN HA6
port 4098
|
crypto keyring keyO
pre-shared-key address 92.92.92.1 key cisco
|
crypto isakmp policy 1
authentication pre-share
lifetime 60000
crypto isakmp ssp 1
!
crypto isakmp profile profl
vrf vrf-ha?2
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 12.0.0.30
crypto isakmp profile prof2
vrf vrf-ha3
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 13.0.0.30
crypto isakmp profile prof4
vrf vrf-ha4
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 14.0.0.30
crypto isakmp profile profb
vrf vrf-hab
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 15.0.0.30
crypto isakmp profile profé6
vrf vrf-haé
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 16.0.0.30
!
crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac
|
crypto map testmap local-address FastEthernet4/3
crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1
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set transform-set mobile-setl

set isakmp-profile prof2

match address 131

|
crypto map testmapl local-address FastEthernetd/4
crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profl

match address 121

|
crypto map testmap4 local-address FastEthernetd/7
crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof4

match address 141

!
crypto map testmap5 local-address FastEthernet4/9
crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profb

match address 151

|
crypto map testmap6 local-address FastEthernetd/11
crypto map testmap6 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profé6

match address 161

!

crypto engine mode vrf

|

interface FastEthernet4/2

ip address 92.92.92.9 255.255.0.0
ip policy route-map RRQ-HA1O

speed 100

duplex half

standby delay minimum 30 reload 60
standby 1 ip 92.92.92.10

track Vlanl57
standby track Vlanl66
standby track Vlanl67
standby 1 track V1an200
crypto engine slot 6

!

interface FastEthernet4/3

standby

standby 1 preempt
standby 1 name PDSN-LAN
standby 1 track FastEthernetd/2
standby 1 track FastEthernet4/3
standby 1 track FastEthernet4/4
standby 1 track FastEthernetd/7
standby 1 track FastEthernet4/9
standby 1 track FastEthernetd4/11
standby 1 track GigabitEthernet6/1
standby 1 track Vlanl36
standby 1 track Vlanl37
standby 1 track Vlanl27
standby 1 track Vlanl26
standby 1 track Vlanl4e6
standby 1 track Vlanléd?7
standby 1 track Vlanl56

1

1

1
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ip address 13.0.0.29 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

delay minimum 30 reload 60
3 ip 13.0.0.30

3 preempt

3 name HOME-LAN

3 track FastEthernet4/2
3 track FastEthernet4/3
3 track FastEthernet4/4
3 track FastEthernet4/7
3 track FastEthernet4/9
3 track FastEthernet4/11
3 track GigabitEthernet6/1
3 track Vlanl36

3 track Vvlanl37

3 track Vvlanl27

3 track Vlanl26

3 track Vlanléé

3 track Vlanléd?7

3 track Vlanl56

3 track Vvlanl57

3 track Vlanlé66

3 track Vlanle67

3 track Vv1an200

crypto engine slot 6

interface FastEthernet4/4
ip address 12.0.0.29 255.255.255.0
duplex half

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

delay minimum 30 reload 60
ip 12.0.0.30

preempt

name HOME-LAN-2

track FastEthernet4/2
track FastEthernet4/3
track FastEthernet4/4
track FastEthernet4/7
track FastEthernet4/9
track FastEthernet4/11
track GigabitEthernet6/1
track Vlanl36

track Vlanl37

track Vlanl27

track Vlanl26

track Vlanlde

track Vlanl47

track Vlanl56

track V1anl57

track Vlanlé6

track Vlanle?7

2 track V1an200

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

crypto engine slot 6

interface FastEthernet4/5
switchport

switchport access vlan 137
switchport mode access

no ip address

interface FastEthernet4/6
switchport

switchport access vlan 127
switchport mode access

no ip address

speed 100
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duplex half

|

interface FastEthernet4/7

ip address 14.0.0.29 255.255.255.0
standby delay minimum 30 reload 60
standby 4 ip 14.0.0.30

standby 4 preempt
standby 4 name HOME-LAN-4
standby 4 track FastEthernet4/2
standby 4 track FastEthernet4/3
standby 4 track FastEthernetd/4
standby 4 track FastEthernet4/7
standby 4 track FastEthernet4/9
standby 4 track FastEthernet4/11
standby 4 track Vlanl36
standby 4 track Vlanl37
standby 4 track Vlanl27
standby 4 track Vlanl26
standby 4 track GigabitEthernet6/1
standby 4 track Vlanl4do
standby 4 track Vlanl47
standby 4 track Vlanl56
standby 4 track Vlanlb57
standby 4 track Vlanlé6

4

standby track Vlanl67

standby 4 track V1an200

crypto engine slot 6

|

interface FastEthernet4/8
switchport

switchport access vlan 147
switchport mode access

no ip address

|

interface FastEthernet4/9

ip address 15.0.0.29 255.255.255.0
standby delay minimum 30 reload 60

standby ip 15.0.0.30

standby preempt

standby name HOME-LAN-5
standby track FastEthernet4d/2
standby track FastEthernet4/3
standby track FastEthernet4/4
standby track FastEthernet4d/7
standby track FastEthernet4/9

5

5

5

5

5

5

5

5
standby 5 track FastEthernetd4/11
standby 5 track Vlanl36
standby 5 track Vlanl37
standby 5 track Vlanl27
standby 5 track Vlanl26
standby 5 track GigabitEthernet6/1
standby 5 track Vlanl46
standby 5 track Vlanléd?7
standby 5 track Vlanl56
standby 5 track V1anl57
standby 5 track Vlanlé6
standby 5 track Vlanlé7
standby 5 track V1an200
crypto engine slot 6

!

interface FastEthernet4/10
switchport

switchport access vlan 157
switchport mode access
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no ip addr
I

ess

interface FastEthernet4/11
ip address 16.0.0.29 255.255.255.0
standby delay minimum 30 reload 60

standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6

ip 16.

0.0.30

preempt
name HOME-LAN-6

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanlde

Vlanl47

Vlanl56

V1anl57

Vlanl66

Vlanloe7

V1an200

crypto engine slot 6

interface FastEthernet4/12

switchport

switchport access vlan 167

switchport mode access

no ip addr
|

ess

interface GigabitEthernet6/1

switchport
switchport
switchport
switchport
no ip addr

trunk encapsulation dotlg
trunk allowed vlan 126,136,146,156,166

mode
ess

trunk

flowcontrol receive on
flowcontrol send off

spanning-tree portfast trunk

interface GigabitEthernet6/2

switchport
switchport
switchport
switchport
no ip addr

trunk encapsulation dotlg

trunk allowed vlan none

mode
ess

trunk

flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

interface Vlanl26

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha?2

ip address 126.0.0.1 255.255.255.0

no ip redi

rects

no ip unreachables
ip policy route-map RRQ-HA2

no mop ena

bled

crypto map testmapl ssp 1
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crypto engine slot 6

interface Vlanl27

description internal vlan to HA2

ip vrf forwarding vrf-ha2

ip address 6.0.0.

1 255.255.0.0

standby 12 ip 6.0.0.5
standby 12 preempt
standby 12 name INTERNAL VLAN HA2

standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
standby 12 track
|

interface Vlanl36

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4d/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanléé

Vlanld?7

Vlanl56

Vlanl57

Vlanlo66

Vlanle7

Vl1an200

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha3

ip address 136.0.

no ip redirects

0.1 255.255.255.0

no ip unreachables
ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap ssp 1
crypto engine slot 6

interface Vv1anl37

description internal vlan to HA3
ip vrf forwarding vrf-ha3

ip address 7.0.0.

1 255.255.0.0

standby 13 ip 7.0.0.5
standby 13 preempt
standby 13 name INTERNAL VLAN HA3

standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track
standby 13 track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanléé

Vlanl47

Vlanlb56

Vlanl57

Vlanl66

Vlanlé7
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standby 13 track V1an200

interface Vlanl4dé6
description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha4

ip address 146.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA4

no mop enabled
crypto map testmap4 ssp 1
crypto engine slot 6

interface Vlanl47
description internal vlan to HA4

ip vrf forwarding vrf-ha4
ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

8.0.0.1 255.255.0.0

ip 8.0.0.5

preempt

name INTERNAL7VLAN7HA4
track FastEthernet4/2
track FastEthernet4/3
track FastEthernet4/4
track FastEthernet4d/7
track FastEthernet4/9
track FastEthernet4/11
track Vlanl36

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernet6/1
track Vlanléde

track Vlianl4d7

track Vlanl5e6

track Vlanl57

track Vlanlé66

track Vlanl67

track V1an200

interface Vlanl56
description secure vlan
ethernet point-to-point

ip vrf forwarding vrf-hab
ip address 156.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HAS
no mop enabled

crypto map testmapb5 ssp 1
crypto engine slot 6

interface Vlanl57

description internal vlan to HAS
ip vrf forwarding vrf-hab

ip address

standby
standby
standby
standby
standby
standby
standby
standby

15
15
15
15
15
15
15
15

9.0.0.1 255.255.0.0

ip 9.0.0.5

preempt

name INTERNAL VLAN HAS
track FastEthernet4/2
track FastEthernet4/3
track FastEthernet4/4
track FastEthernet4/7
track FastEthernet4/9
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standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

15
15
15
15
15
15
15
15
15
15
15
15
15

track

FastEthernet4/11

track Vlanl36
track Vlanl37
track Vl1anl27
track Vlanl26

track

GigabitEthernet6/1

track Vl1anl4dé6
track Vlanl4d7
track Vlanl5e6
track V1anl57
track Vlanlé66
track Vlanl67
track V1an200

interface Vlanlé6
description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha6

ip address 166.0.0.1 255.255.255.0
no ip redirects

no ip unreachables
ip policy route-map RRQ-HA6

no mop enabled
crypto map testmap6 ssp 1
crypto engine slot 6

interface Vlanlé7

description internal vlan to HA6

ip vrf forwarding vrf-hat
ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

10.0.0
ip 10.
preemp

.1 255.255.0.0
0.0.5
t

name INTERNAL VLAN HAG6

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface vlan 200
ip address 200.0.0.2 255.0.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

250
250
250
250
250
250
250
250
250
250

ip 20
preem
name

track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4é

Vlanlé?7

Vlanl56

Vlanl57

Vlanl66

Vlanle67

Vl1an200

0.0.0.3

pt

NON_IPSEC_VLAN
FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36
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250
250
250
250
250
250
250
250
250
250

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
!
ip
ip
ip
ip
ip
|

route vrf

route vrf
route vrf
route vrf
route vrf
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
|

arp vrf vrf-
arp
arp
arp

arp
!

vrf vrf-

vrf vrf-
vrf vrf-

vrf vrf-

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernet6/1

track Vlanl4e

track Vlanl4?7

track Vlanl56

track Vlanl57

track Vlanl66

track Vlanl67

vrf-ha2 92.92.92.0 255.255.255.0 Vlanl26 92.
vrf-ha3 92.92.92.0 255.255.255.0 Vlanl36 92.
vrf-ha4 92.92.92.0 255.255.255.0 Vlanl46 92.
vrf-ha5 92.92.92.0 255.255.255.0 Vlanl56 92.
vrf-ha6 92.92.92.0 255.255.255.0 Vlanlé6 92.
121 permit ip host 12.0.0.30 host 92.92.92.1
121 remark Access List for HA2

131 permit ip host 13.0.0.30 host 92.92.92.1
131 remark Access List for HA3

141 permit ip host 14.0.0.30 host 92.92.92.1
141 remark Access List for HA4

151 permit ip host 15.0.0.30 host 92.92.92.1
151 remark Access List for HAS

161 permit ip host 16.0.0.30 host 92.92.92.1
161 remark Access List for HAG6

2000 permit udp any any eq mobile-ip

2000 permit ipinip any any

2001 permit ip 95.95.95.0 0.0.0.255 host 120.
2002 permit ip 96.96.96.0 0.0.0.255 host 130.
2003 permit ip 97.97.97.0 0.0.0.255 host 140.
2004 permit ip 98.98.98.0 0.0.0.255 host 150.
2005 permit ip 99.99.99.0 0.0.0.255 host 160.
ha6 10.0.0.10 0000.0c07.ac32 ARPA
ha4 8.0.0.10 0000.0c07.acle ARPA
ha5 9.0.0.10 0000.0c07.ac28 ARPA
ha2 6.0.0.10 0000.0c07.ac0Oa ARPA
ha3 7.0.0.10 0000.0c07.acl4 ARPA

permit 10

route-map RRQ-HAS
match ip address 2000
set ip next-hop 9.0.0.10

route-map RRQ-HA4 permit 10
match ip address 2000
set ip next-hop 8.0.0.10

route-map RRQ-HA6 permit 10
match ip address 2000
set ip next-hop 10.0.0.10

route-map RRQ-HA3 permit 10
match ip address 2000
set ip next-hop 7.0.0.10

route-map RRQ-HA2 permit 10
match ip address 2000
set ip next-hop 6.0.0.10

route-map RRQ-HA10 permit 10
match ip address 2001

continue 11

92.
92.
92.
92.
92.

o O O O O

o O O O O

92.
92.
92.
92.
92.

.30
.30
.30
.30
.30

e

global
global
global
global
global
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set ip next-hop 200.0.0.5

|

route-map RRQ-HA1lQ0 permit 11
match ip address 2002
continue 12

set ip next-hop 200.0.0.15
|

route-map RRQ-HAlO0 permit 12
match ip address 2003
continue 13

set ip next-hop 200.0.0.25
!

route-map RRQ-HA1O permit 13
match ip address 2004
continue 14

set ip next-hop 200.0.0.35
|

route-map RRQ-HA1lO0 permit 14
match ip address 2005

set ip next-hop 200.0.0.45

SUP OFRE : R41 v F 2:

ip vrf vrf-ha2

rd 2000:1

route-target export 2000:1
route-target import 2000:1

|

ip vrf vrf-ha3

rd 1000:1

route-target export 1000:1
route-target import 1000:1

|

ip vrf vrf-ha4

rd 4000:1

route-target export 4000:1
route-target import 4000:1

|

ip vrf vrf-hab

rd 5000:1

route-target export 5000:1
route-target import 5000:1

!
ip vrf vrf-haé

rd 6000:1

route-target export 6000:1
route-target import 6000:1

|
ssp group 1

remote 13.0.0.29

redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL VLAN HA3
redundancy HOME-LAN-2
redundancy INTERNAL VLAN HA2
redundancy HOME-LAN-4
redundancy HOME-LAN-5
redundancy HOME-LAN-6
redundancy INTERNAL VLAN HA4
redundancy INTERNAL_ VLAN_ HAS
redundancy INTERNAL VLAN HA6
port 4098
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|
crypto keyring keyO
pre-shared-key address 92.92.92.1 key cisco
|
crypto isakmp policy 1
authentication pre-share
lifetime 60000
crypto isakmp ssp 1
!
crypto isakmp profile profl
vrf vrf-ha?2
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 12.0.0.30
crypto isakmp profile prof2
vrf vrf-ha3
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 13.0.0.30
crypto isakmp profile prof4
vrf vrf-ha4
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 14.0.0.30
crypto isakmp profile profb
vrf vrf-hab
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 15.0.0.30
crypto isakmp profile profé6
vrf vrf-hat
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 16.0.0.30
!
crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac
|
crypto map testmap local-address FastEthernet2/3
crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof2
match address 131
!
crypto map testmapl local-address FastEthernet2/5
crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile profl
match address 121
!
crypto map testmap4 local-address FastEthernet2/7
crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof4
match address 141
|
crypto map testmap5 local-address FastEthernet2/9
crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof5
match address 151
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crypto map testmap6 local-address FastEthernet2/11
crypto map testmap6 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profé6

match address 161

|

crypto engine mode vrf

|

interface FastEthernet2/2

ip address 92.92.92.11 255.255.0.0
ip policy route-map RRQ-HA1O

speed 100

duplex full

standby delay minimum 30 reload 60
standby 1 ip 92.92.92.10

standby 1 preempt
standby 1 name PDSN-LAN
standby 1 track FastEthernet2/2
standby 1 track FastEthernet2/3
standby 1 track FastEthernet2/5
standby 1 track FastEthernet2/7
standby 1 track FastEthernet2/9
standby 1 track FastEthernet2/11
standby 1 track GigabitEthernetd/1
standby 1 track Vlanl36
standby 1 track Vlanl37
standby 1 track Vlanl27
standby 1 track Vlanl26
standby 1 track Vlanl46
standby 1 track Vlanl56
standby 1 track Vlanl57
standby 1 track Vlanlé66
standby 1 track Vlanlé7

1

standby track Vlanl47

standby 1 track V1an200

crypto engine slot 4

|

interface FastEthernet2/3

ip address 13.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

track Vlanl5e6
track Vlanl57
track Vlanlé6
standby track Vlanl6e7
standby track Vlanl4d7
standby 3 track V1an200
crypto engine slot 4

standby
standby
standby

standby 3 ip 13.0.0.30
standby 3 preempt
standby 3 name HOME-LAN
standby 3 track FastEthernet2/2
standby 3 track FastEthernet2/3
standby 3 track FastEthernet2/5
standby 3 track FastEthernet2/7
standby 3 track FastEthernet2/9
standby 3 track FastEthernet2/11
standby 3 track GigabitEthernet4/1
standby 3 track Vlanl36
standby 3 track Vlanl37
standby 3 track Vlanl27
standby 3 track Vlanl26
standby 3 track Vlanléde

3

3

3

3

3
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interface FastEthernet2/4
switchport

switchport access vlan 137
switchport mode access

no ip address

|

interface FastEthernet2/5

ip address 12.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby 2 ip 12.0.0.30

standby 2 preempt

standby 2 name HOME-LAN-2
standby 2 track FastEthernet2/2
standby 2 track FastEthernet2/3
standby 2 track FastEthernet2/5
standby 2 track FastEthernet2/7
standby 2 track FastEthernet2/9
standby 2 track FastEthernet2/11
standby 2 track GigabitEthernetd/1
standby 2 track Vlanl36

standby 2 track Vlanl37

standby 2 track Vlanl27

standby 2 track Vlanl26

standby 2 track Vlanl46

standby 2 track Vlanl56

standby 2 track Vlanl57

standby 2 track Vlanlé6

standby 2 track Vlanlé7

standby 2 track Vlanl47

standby 2 track V1an200

crypto engine slot 4

!

interface FastEthernet2/6
switchport

switchport access vlan 127
switchport mode access

no ip address

!

interface FastEthernet2/7

ip address 14.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby 4 ip 14.0.0.30

standby 4 preempt

standby 4 name HOME-LAN-4
standby 4 track FastEthernet2/2
standby 4 track FastEthernet2/3
standby 4 track FastEthernet2/5
standby 4 track FastEthernet2/7
standby 4 track FastEthernet2/9
standby 4 track FastEthernet2/11
standby 4 track Vlanl36

standby 4 track Vlanl37

standby 4 track Vlanl27

standby 4 track Vlanl26

standby 4 track GigabitEthernetd/1
standby 4 track Vlanl4de

standby 4 track Vlanl5é6

standby 4 track Vl1anlb57

standby 4 track Vlanlé6

standby 4 track Vlanlé67

standby 4 track Vlanléd?7

standby 4 track V1an200
crypto engine slot 4
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interface FastEthernet2/8
switchport

switchport access vlan 147
switchport mode access

no ip address

|

interface FastEthernet2/9

ip address 15.0.0.31 255.255.0.0
standby delay minimum 30 reload 60
standby 5 ip 15.0.0.30

standby 5 preempt

standby 5 name HOME-LAN-5
standby 5 track FastEthernet2/2
standby 5 track FastEthernet2/3
standby 5 track FastEthernet2/5
standby 5 track FastEthernet2/7
standby 5 track FastEthernet2/9
standby 5 track FastEthernet2/11
standby 5 track Vlanl36

standby 5 track V1anl37

standby 5 track Vlanl27

standby 5 track Vlanl26

standby 5 track GigabitEthernetd/1
standby 5 track Vlanl46

standby 5 track Vlanl56

standby 5 track Vlanl57

standby 5 track Vlanlé6

standby 5 track Vlanlé7

standby 5 track Vlanl47

standby 5 track V1an200

crypto engine slot 4

!

interface FastEthernet2/10
switchport

switchport access vlan 157
switchport mode access

no ip address

!

interface FastEthernet2/11

ip address 16.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby ip 16.0.0.30

standby preempt

standby name HOME-LAN-6
standby track FastEthernet2/2
standby track FastEthernet2/3
standby track FastEthernet2/5
standby track FastEthernet2/7
standby track FastEthernet2/9

6

6

6

6

6

6

6

6
standby 6 track FastEthernet2/11
standby 6 track Vlanl36
standby 6 track Vlanl37
standby 6 track Vlanl27
standby 6 track Vlanl26
standby 6 track GigabitEthernetd/1
standby 6 track Vlanl4de6
standby 6 track Vlanl5é6
standby 6 track Vlanl57
standby 6 track Vlanlé6
standby 6 track Vlanlé7
standby 6 track Vlanl47
standby 6 track V1an200
crypto engine slot 4
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interface FastEthernet2/12
switchport
switchport access vlan 167
switchport mode access

no ip address

interface GigabitEthernetd/1
switchport
switchport
switchport
switchport
no ip address
flowcontrol receive on
flowcontrol send off
spanning-tree portfast trunk

trunk encapsulation dotlg
trunk allowed vlan 126,136,146,156,166
mode trunk

interface GigabitEthernet4/2
switchport
switchport
switchport
switchport
no ip address
flowcontrol receive on
flowcontrol send off

trunk encapsulation dotlg
trunk allowed vlan none
mode trunk

spanning-tree portfast trunk

interface Vlanl26

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha2

ip address 126.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA2
no mop enabled

crypto map testmapl ssp 1
crypto engine slot 4

interface Vlanl27
description internal vlan to HA2
ip vrf forwarding vrf-ha2

ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

6.0.0.2 255.255.0.0

ip 6.0.0.5

preempt

name INTERNAL_VLAN_HAZ
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track Vlanl36

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernet4/1
track Vlanléde

track Vlanl56

track Vlanl57

track Vlanl6é6

track Vlanl67

track Vlanl47

track V1an200
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interface Vlanl36
description secure vlan
ethernet point-to-point

ip vrf forwarding vrf-ha3
ip address 136.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3
no mop enabled
crypto map testmap ssp 1
crypto engine slot 4

interface Vlanl37
description internal vlan to HA3

ip vrf forwarding vrf-ha3

ip address 7.0.0.2 255.255.0.0

ip 7.0.0.5

preempt

name INTERNAL VLAN HA3

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanl4é6
description secure vlan
ethernet point-to-point

ip vrf forwarding vrf-ha4

ip address 146.0.0.2 255.0.0.0
no ip redirects
no ip unreachables

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernetd/1
Vlanlée

Vlanl56

Vlanl57

Vlanl66

Vlanlé67

Vlanld?7

V1an200

ip policy route-map RRQ-HA4
no mop enabled
crypto map testmap4 ssp 1
crypto engine slot 4

interface Vlanl47

description internal vlan to HA4
ip vrf forwarding vrf-ha4

ip address 8.0.0.2 255.255.0.0

ip 8.0.0.5

preempt

name INTERNAL VLAN HA4

standby
standby
standby
standby
standby
standby
standby
standby
standby

14
14
14
14
14
14
14
14
14

track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
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standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

14
14
14
14
14
14
14
14
14
14
14
14

B L

track V1anl36
track Vl1anl37
track Vlanl27
track V1anl26
track GigabitEthernet4d/1
track Vlanlde
track V1anl56
track Vl1anl57
track Vlanlé6
track Vlanloe?7
track Vlianl4d7
track V1an200

interface Vlanl56
description secure vlan
ethernet point-to-point

ip vrf forwarding vrf-hab
ip address 156.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HAS
no mop enabled

crypto map testmapb5 ssp 1
crypto engine slot 4

interface Vlanl57
description internal vlan to HAS

ip vrf forwarding vrf-hab

ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

9.0.0.2 255.255.0.0

ip 9.0.0.5

preempt

name INTERNAL VLAN HAS
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track Vlanl36

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernetd/1
track Vlanlde

track Vlanl5e6

track Vl1anl57

track Vlanl66

track Vlanl67

track Vlianl4d7

track V1an200

interface Vlanl66
description secure vlan
ethernet point-to-point

ip vrf forwarding vrf-haé
ip address 166.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HAG6
no mop enabled

crypto map testmap6 ssp 1
crypto engine slot 4

interface Vlanlé7
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description internal vlan to HA2

ip vrf forwarding vrf-hat
ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

10.0.0.2 255.255.0.0
ip 10.0.0.5

preempt

name INTERNAL7VLAN7HA6
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track V1lanl36

track Vl1anl37

track Vlanl27

track Vlanl26

track GigabitEthernet4/1
track Vlanlde

track Vlanl5e6

track Vl1anl57

track Vlanlé6

track Vlanle7

track Vlianl4d7

track V1an200

interface vlan 200
ip address 200.0.0.1 255.0.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

ip route
ip route
ip route
ip route

ip route
!

250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250

vrf
vrf
vrf
vrf
vrf

access-list

access-list
access-list

access-list

access-list
access-list

access-list

access-list
access-list

access-list

ip 200.0.0.3

preempt

name NON IPSEC VLAN
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track Vlanl36

track Vl1anl37

track Vlanl27

track Vlanl26

track GigabitEthernet4d/1
track Vlanléde

track Vlanl56

track Vl1anl57

track Vlanlé6

track Vlanl6?7

track Vlanl4d7

vrf-ha2 92.92.92.0 255.255.255.0
vrf-ha3 92.92.92.0 255.255.255.0
vrf-ha4 92.92.92.0 255.255.255.0
vrf-hab5 92.92.92.0 255.255.255.0
vrf-ha6 92.92.92.0 255.255.255.0

121 permit ip host 12.0.0.30 host
121 remark Access List for HA2
131 permit ip host 13.0.0.30 host
131 remark Access List for HA3
141 permit ip host 14.0.0.30 host
141 remark Access List for HA4
151 permit ip host 15.0.0.30 host
151 remark Access List for HAS
161 permit ip host 16.0.0.30 host
161 remark Access List for HA6

Vlanl26
Vlanl36
Vlanléé
Vlanl56
Vlanlé66

92.92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.
92.
92.
92.
92.

92.
92.
92.
92.
92.

92.
92.
92.
92.
92.

[ S

global
global
global
global
global
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access-list 2000

access-list 2000
access-1list 2001
access-list 2002

access-list 2003
access-list 2004

access-list 2005

|
arp
arp
arp
arp

arp
!

vrf
vrf
vrf
vrf
vrf

vrf-hat
vrf-ha4d
vrf-hab
vrf-ha2
vrf-ha3

permit udp any any eq mobile-ip

permit ipinip any any
permit ip 95.95.95.0
permit ip 96.96.96.0
permit ip 97.97.97.
permit ip 98.98.98.
permit ip 99.99.99.

o O
o O O O O

o O O O O
o O O O O

o

10.0.0.10 0000.0c07.ac32 ARPA

8.0.0.10 0000.0c07.acle ARPA
9.0.0.10 0000.0c07.ac28 ARPA
6.0.0.10 0000.0c07.ac0a ARPA
7.0.0.10 0000.0c07.acl4 ARPA

route-map RRQ-HAS5 permit 10
match ip address 2000
set ip next-hop 9.0.0.10

route-map RRQ-HA4 permit 10
match ip address 2000
set ip next-hop 8.0.0.10

route-map RRQ-HA6 permit 10
match ip address 2000
set ip next-hop 10.0.0.10

route-map RRQ-HA3 permit 10
match ip address 2000
set ip next-hop 7.0.0.10

route-map RRQ-HA2 permit 10
match ip address 2000
set ip next-hop 6.0.0.10

route-map RRQ-HA10 permit 10
match ip address 2001
continue 11
set ip next-hop 200.0.0.5

route-map RRQ-HA1O0 permit 11
match ip address 2002
continue 12
set ip next-hop 200.0.0.15

route-map RRQ-HA1Q0 permit 12
match ip address 2003
continue 13
set ip next-hop 200.0.0.25

route-map RRQ-HA10 permit 13
match ip address 2004
continue 14
set ip next-hop 200.0.0.35

route-map RRQ-HA10 permit 14
match ip address 2005
set ip next-hop 200.0.0.45

.255
.255
.255
.255
.255

host
host
host
host
host

120.
130.
140.
150.
160.

o O O O O

.30
.30
.30
.30
.30
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HA DBE : R1YF1:
HA1:

interface Loopback0
description Advertised Home Agent Virtual IP Address
ip address 12.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.126
encapsulation dotlQ 126
ip address 126.0.0.82 255.255.255.0
|
interface GigabitEthernet0/0.127
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127
ip address 6.0.0.3 255.255.255.0
standby 10 ip 6.0.0.10
standby 10 preempt
standby 10 name HSRP_HA HA2
standby 10 track GigabitEthernet0/0.200
|
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.4 255.0.0.0
no snmp trap link-status
standby 200 ip 200.0.0.5
standby 200 preempt
standby 200 track GigabitEthernet0/0.127
|
router mobile
!
ip local pool ha-pool2 10.1.2.1 10.1.2.255
ip route 92.92.92.1 255.255.255.255 6.0.0.5
ip route 95.95.95.0 255.255.255.0 200.0.0.3
|
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP HA HA2 virtual-network address 12.0.0.30 mode
active-standby
ip mobile virtual-network 12.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255
ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 6.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 13.0.0.30 255.255.255.255

|

interface GigabitEthernet0/0.136

encapsulation dotlQ 136

ip address 136.0.0.83 255.255.255.0

|

interface GigabitEthernet0/0.137

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.3 255.255.255.0

standby 20 ip 7.0.0.10
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standby 20 preempt

standby 20 name HSRP_HA HA3

standby 20 name GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.14 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

|

router mobile

!

ip local pool ha-pool3 10.1.3.1 10.1.3.255

ip route 92.92.92.1 255.255.255.255 7.0.0.5

ip route 96.96.96.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA3 virtual-network address 13.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 7.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA3:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 14.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.146
encapsulation dotlQ 146

ip address 146.0.0.82 255.255.255.0

|
interface GigabitEthernet0/0.147
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147

ip address 8.0.0.3 255.255.255.0

standby 30 ip 8.0.0.10

standby 30 preempt

standby 30 name HSRP_HA HA4

standby 30 name GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200

ip address 200.0.0.24 255.0.0.0

no snmp trap link-status

standby 202 ip 200.0.0.25

standby 202 preempt

standby 202 track GigabitEthernet0/0.147

!

router mobile

|

ip local pool ha-pool4 10.1.4.1 10.1.4.255
ip route 92.92.92.1 255.255.255.255 8.0.0.5
ip route 97.97.97.0 255.255.255.0 200.0.0.3
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|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA4 virtual-network address 14.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile virtual-network 14.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool4 virtual-network 14.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 8.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA4:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 15.0.0.30 255.255.255.255

|

interface GigabitEthernet0/0.156

encapsulation dotlQ 156

ip address 156.0.0.82 255.255.255.0

|

interface GigabitEthernet0/0.157

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157

ip address 9.0.0.3 255.255.255.0

standby 40 ip 9.0.0.10

standby 40 preempt

standby 40 name HSRP_HA HAS

standby 40 name GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.34 255.0.0.0

no snmp trap link-status

standby 203 ip 200.0.0.35

standby 203 preempt

standby 203 track GigabitEthernet0/0.157

|

router mobile

|

ip local pool ha-pool5 10.1.5.1 10.1.5.255

ip route 92.92.92.1 255.255.255.255 9.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HAS5 virtual-network address 15.0.0.30 mode
active-standby

ip mobile virtual-network 15.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 9.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA5:

interface Loopback0
description Advertised Home Agent Virtual IP Address
ip address 16.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.166
encapsulation dotlQ 166
ip address 166.0.0.82 255.255.255.0
|
interface GigabitEthernet0/0.167
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167
ip address 10.0.0.3 255.255.255.0
standby 50 ip 10.0.0.10
standby 50 preempt
standby 50 name HSRP HA HA6
standby 50 GigabitEthernet0/0.200
|
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.44 255.0.0.0
no snmp trap link-status
standby 204 ip 200.0.0.45
standby 204 preempt
standby 204 track GigabitEthernet0/0.167
!
router mobile
|
ip local pool ha-pool6 10.1.6.1 10.1.6.255
ip route 92.92.92.1 255.255.255.255 10.0.0.5
ip route 99.99.99.0 255.255.255.0 200.0.0.3
|
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP _HA HA6 virtual-network address 16.0.0.30 mode
active-standby
ip mobile virtual-network 16.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-pool6 virtual-network 16.0.0.10
255.255.255.255
ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 10.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA OFE : R4 v F 2:

HA1:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 12.0.0.30 255.255.255.255

|

interface GigabitEthernet0/0.126

encapsulation dotlQ 126

ip address 126.0.0.32 255.255.255.0

|
interface GigabitEthernet0/0.127

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127

ip address 6.0.0.4 255.255.255.0

standby 10 ip 6.0.0.10

standby 10 preempt
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standby 10 name HSRP_HA HA2

standby 10 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.6 255.0.0.0

no snmp trap link-status

standby 200 ip 200.0.0.5

standby 200 preempt

standby 200 track GigabitEthernet0/0.127

!

router mobile

|

ip local pool ha-pool2 10.1.2.1 10.1.2.255

ip route 92.92.92.1 255.255.255.255 6.0.0.5

ip route 95.95.95.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA2 virtual-network address 12.0.0.30 mode
active-standby

ip mobile virtual-network 12.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 6.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 13.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.136
encapsulation dotlQ 136

ip address 136.0.0.33 255.255.255.0

I

interface GigabitEthernet0/0.137
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.4 255.255.255.0

standby 20 ip 7.0.0.10

standby 20 preempt

standby 20 name HSRP_HA HA3

standby 20 GigabitEthernet0/0.200

I

interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200

ip address 200.0.0.16 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

I

router mobile

|

ip local pool ha-pool3 10.1.3.1 10.1.3.255
ip route 92.92.92.1 255.255.255.255 7.0.0.5
ip route 96.96.96.0 255.255.255.0 200.0.0.3
I
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ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA3 virtual-network address 13.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 7.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HA3:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 14.0.0.30 255.255.255.255

|

interface GigabitEthernet0/0.146

encapsulation dotlQ 146

ip address 146.0.0.32 255.255.255.0

|

interface GigabitEthernet0/0.147

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147

ip address 8.0.0.4 255.255.255.0

standby 30 ip 8.0.0.10

standby 30 preempt

standby 30 name HSRP_HA HA4

standby 30 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.26 255.0.0.0

no snmp trap link-status

standby 202 ip 200.0.0.25

standby 202 preempt

standby 202 track GigabitEthernet0/0.147

!

router mobile

|

ip local pool ha-pool4 10.1.4.1 10.1.4.255

ip route 92.92.92.1 255.255.255.255 8.0.0.5

ip route 97.97.97.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA4 virtual-network address 14.0.0.30 mode
active-standby

ip mobile virtual-network 14.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool4 virtual-network 14.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 8.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA4:

interface Loopback0
description Advertised Home Agent Virtual IP Address
ip address 15.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.156
encapsulation dotlQ 156
ip address 156.0.0.32 255.255.255.0
!
interface GigabitEthernet0/0.157
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157
ip address 9.0.0.4 255.255.255.0
standby 40 ip 9.0.0.10
standby 40 preempt
standby 40 name HSRP HA HAS
standby 40 GigabitEthernet0/0.200
|
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.36 255.0.0.0
no snmp trap link-status
standby 203 ip 200.0.0.35
standby 203 preempt
standby 203 track GigabitEthernet0/0.157
!
router mobile
|
ip local pool ha-pool5 10.1.5.1 10.1.5.255
ip route 92.92.92.1 255.255.255.255 9.0.0.5
ip route 98.98.98.0 255.255.255.0 200.0.0.3
|
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP HA HAS5 virtual-network address 15.0.0.30 mode
active-standby
ip mobile virtual-network 15.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10
255.255.255.255
ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 9.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

HAS:

interface LoopbackO

description Advertised Home Agent Virtual IP Address
ip address 16.0.0.30 255.255.255.255

|

interface GigabitEthernet0/0.166

encapsulation dotlQ 166

ip address 166.0.0.32 255.255.255.0

|

interface GigabitEthernet0/0.167

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167

ip address 10.0.0.4 255.255.255.0

standby 50 ip 10.0.0.10

standby 50 preempt

standby 50 name HSRP_HA HAG6
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standby 50 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.46 255.0.0.0

no snmp trap link-status

standby 204 ip 200.0.0.45

standby 204 preempt

standby 204 track GigabitEthernet0/0.167

|

router mobile

|

ip local pool ha-poolé 10.1.6.1 10.1.6.255

ip route 92.92.92.1 255.255.255.255 10.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP HA HA6 virtual-network address 16.0.0.30 mode
active-standby

ip mobile virtual-network 16.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool6 virtual-network 16.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 10.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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