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1. enable
2. configure terminal
3. aaa new-model
4. ip vrf default
FIEDFHE
av Y FERIEFFTIa Y B
X597 1 enable
il -
Router> enable ER
RAFw T 2 configure terminal
i ‘j‘o
i :
Router# configure terminal
RFTw 7 3 aaa new-model
il -
Router (config) # aaa new-model
RAFwT 4 ip vrf default

i :

Router (config)# ip vrf default

T 74NV D VRFAPREINDET, 77411
D VRF A XVEIZ7: D L H1lc, Zoa~y i,
radius-server domain-stripping =~ > K72 & D
VRF BI# D AAA 2~ RERET DRICKET H 4
ERH ET,

H—nR TIL—TDEE

FIEDHE

Y= TN—THFRET DI, ROEEEE
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configure terminal
aaa new-model

aaa group server radius groupname
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TLET,

server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]

[timeout seconds] [retransmit retries] [Key string]
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enable
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Router> enable
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configure terminal
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Router# configure terminal

Ja—nN ar7 4 Xal—vay Et— RERBLE
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aaa new-model

B

Router (config) # aaa new-model

AAA 70— )L 32— LET,

aaa group server radius groupname

Al :
Router (config)# aaa group server radius
v2.44.com

4> RADIUS H— X R A M &RI4 DU A | &3I4
DFRIZ T N—T551F LET, server-group = > 7 A
Fal—varE—ReBLET.

server-private ip-address [auth-port
port-number | acct-port port-number]
[non-standard] [timeout seconds] [retransmit
retries] [key string]

Al :

Router (config-sg-radius) # server-private
10.10.130.2 auth-port 1600 key ww

TN—TF P—\Zx4 57T A _— | RADIUS H—

NOIP T RLAERELET,

GE) 7I9A4X—F =R RITRX=FZRFEEINT
WRWERA, Ju—L ar T 4 Fab—
varMiHEhET, Frm— L a7 g
Falb—2a UVBREEINTHWRWEESE, 7
T AN MEPEHA I NE T,

exit

@l

Router (config-sg-radius)# exit

server-group 17 4 ¥a b — 3 B— FEKT L,
Ja— )L arZ 4 Xal—vgr ET—RNIREDE
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Per VRF AAA DOFRFE, BRI, BLOT AU T 4 VT H2HBRETHITE, WOEEZETLET,

FIROHE

enable

configure terminal

aaa authentication ppp {default | /ist-name} methodl [method?...]

1
2
3. aaa new-model
4
5

aaa authorization {network | exec | commands /evel | reverse-access | configuration} {default |

list-name} methodl [method?...]

6. aaa accounting system default [vrf vif-name] {start-stop | stop-only | none} [broadcast] group

groupname
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7. aaa accounting delay-start [vrf vrf-name]

8. aaa accounting send stop-record authentication {failure | success remote-server} [vrf vif-name]
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enable

Al :

Router> enable

¥ EXEC £— F&2 A x—7 iz LT,

s TulrsTERFIRESNTEE, NAT—Rz AL
=7,

configure terminal

B

Router# configure terminal

Ja—) a7 4 Xal—ar T— RElEBLE
7T

aaa new-model

Al :

Router (config) # aaa new-model

AAA 7 a— )V F—T M LET,

aaa authentication ppp {default |
methodl [methodZ2...]

list-name}

i :
Router (config) # aaa authentication ppp
method list v2.44.com group v2.44.com

PPP #3742 UT I A v X —T = A A LTHEHAT
512U ED AAAGRES N EHRELET,

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} methodl [method2...]

#l
Router (config) # aaa authorization network
method list v2.44.com group v2.44.com

R NI =T ~Da2—Y T 7 AZHIRT 587 A —
HERELET,

aaa accounting system default [vrf vrf-name]
{start-stop | stop-only | none} [broadcast]
group groupname

B :
Router (config) # aaa accounting system default
vrf v2.44.com start-stop group v2.44.com

., £7IL RADIUS 2T 20X =207 4D
W, BRENEF—EAD AAAT AT v
ThAF—=TNMZLET,

(G¥) stop-only ¥ —7 — KX, Cisco IOS Release

124Q4)T LD Y Y — 2 T Tx $4
Ao
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ATV FFERERTI VY

B&

aaa accounting delay-start [vrf vrf-name]

Bl :
Router (config)# aaa acounting delay-start vrf
v2.44.com

I—YDIP T RVABKENLEINDET, THU VT 4
VB L a— FoEEERLET,

aaa accounting send stop-record authentication
{failure | success remote-server} [vrf
vrf-name]

Al :

Router (config) # aaa accounting send stop-record
authentication failure vrf v2.44.com

THIUT AT T La—ReERLET,
failure ¥ — 7V — R&EHT 2 &, BT ICER S
I— VKT D THT) La— FBREEINET,
success X— U — REMHHT D L. ROWTOELAE
e T a— X LT, [T va— FRREEIN
i‘d—o
o I LMK TLIZEXIZ, UE— b AAA —N
WX o CRRGEEN D a—)L,
o UE— K AAA V— N2 Lo CEREEES T, BAMR
L a— FREESIRza—,
o IEWICHEN. &4, Tstop-only] aaa accounting 3%
ETHRT LIza—,

(G¥)  success B X O remote-server % — U — KX,
Cisco 10S Release 12.4(2)T LIfED Y U —A T
fEHCcEx £,

(G¥)  success 35 L O remote-server ¥ — 7 — KX,

Cisco IOS Release 12.2SX CidfEH c& £+
/Vo

Per VRF AAA ® RADIUS D a2~ RERETDHITIE. ROFIEEZFEITLET,

enable

configure terminal

A w d =

ip radius source-interface subinterface-name [vrf vrf-name]

radius-server attribute 44 include-in-access-req [vrf vif-name]
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FIED

b & b

ATvT 2

ATFvF 3

ATvT 4

AU RFERET7I3 Y

=[5

enable

7l

Router> enable

¥i# EXEC E— RZ A 2 —7 I LET,

s TulrsTERFIRESNIEE, NAT—Rz AL
=7,

configure terminal

B :

Router# configure terminal

Ja—) ary 74 X¥al—ygy T— REHEBELE
7,

ip radius source-interface subinterface-name
[vrf vrf-name]

Bl -
Router (config)# ip radius source-interface
loopback55

FRTDHIE RADIUS /347 » Mk LT, RADIUS
WHESNA v Z—T A AD 1P 7 K L R Z 5@ 1)
(I &, Per VRF IZHESWTHAEE A X — 7 LT
LEd,

radius-server attribute 44
include-in-access-req [vrf vrf-name]

# -
Router (config) # radius-server attribute 44
include-in-access-req vrf v2.44.com

o — YIRS, 77 B AR > BT, RADIUS
7 hU B a—h 44 X5 L., Per VRF 2\ T{LAR
PHEMLUET,

Per VRF AAA DA VB3 —J A RAEBEDIT Y FOERTE

Per VRF AAA TA LV HF—T oA AFEED A~y REZET AL, ROEEXE2FETLET,

FIROHE

enable
configure terminal
interface type number [name-tag)

ip vrf forwarding vrf-name

ppp authorization /ist-name

ppp accounting default

© N gk~ DN =

exit

ppp authentication {protocoll [protocol2...]} listname
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AU RERET7IVa3 Y

=]: 5]

enable

i

Router> enable

¥#E EXEC E— F& A Xx—7 L £,

s THRVTEREREINTEL, NAT—=FREANL
£,

configure terminal

Bl :

Router# configure terminal

Ja—)L ar7 4 Fal—ar ET—REHEBL
£7

interface type number [name-tag]

B :

Router (config)# interface loopbackll

AVE—T 2 AR BATEREL, A F—TxA
A aryZ74Xal—yary B— FEBEBLET,

ip vrf forwarding vrf-name

A B —7 A A& VRF ZBE#AT £,

&l :

Router (config-if)# ip vrf forwarding v2.44.com
ppp authentication {protocoll [protocol2...]}
listname

Bl -

Router (config-if) # ppp authentication chap
callin V2 44 com

Challenge Handshake Authentication Protocol
(CHAP; Fx L > P Ny Ryx—2883E 7 v han)
io‘ & ¥ Password Authentication Protocol (PAP; /XA
— FRBEEZ m b av) £E3WTE2A F— 7»r
L/ A H—Tx A AT, CHAP £721% PAP 73
DRIRSNDIEFEZHRELET,

ppp authorization Iist-name

Bl :

Router (config-if)# ppp authorization V2 44 com

i%?ﬁbf:% \/&“_‘73:/1) XVC\ AAA n»uj‘%/l)z 7
LZLET,

pPPp accounting default

B :

Router (config-if) # ppp accounting default

BIRLIA LV H—T oA AT, AA AT I T 4~
TP —EREA =T NI LET,

exit

Bl :

Router (config) # exit

f VB =T z2A AT 4 FXa2lb—Tay T—K%
KTLET,

Z T, ROBFIRICHOWTHRBALET,

JL— hZFER LT Per VRF AAA DEE

o Tu—HN HAE~w—FLFL— R EHERHLE AAA OFEE] (P.14)

o [o— N WAL ~— T — b el L= T —TDOHE]
e To—h) hAY~— T 7L — h&fH L7 Per VRF AAA OFEGE.

VT ORRE] (P.14)

o Tm—H hAL~— T 7L — h&EMHiHLZ Per VRF AAA OFRRI DR E |
DOxE] (P.14)

o o—N W AX~—FT 7L —F

(P.14)
ntuj‘ 3‘;34\07777'7/7"1'

(P.14)

"o
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Bl Per VRF AAA DTS X

O—A)L hREAT— FoTL—rZ2EAL AAA DHRTE

TAAA OFFE] (P7) THHATHEEEZFEITLET,

O—AhlL DRER—TFUoFTL— b E2FERALEY—NN TIL—TDERE

(=N I N—T70E] (P7) THHTLEELFITLET,

O—AJ)L hRET— T FL— FZFEALT= Per VRF AAA OFBEE. B[, BLKUT7THY Y

T4 VT DHRE

[Per VRF AAA DOFEFE, BA], BIXOT oo T4 70%E] (P.8) TtBHT I1EXEFITLET,

A—h)L hRET— T T L— r%ERA LT Per VRF AAA DRETDERE

n—Hh)L 77— k&ML T Per VRF AAA ORAZFRET HITIE, ROEXEEFEITLET,
FIROHE

1. enable

2. configure terminal

3. aaa authorization template

4. aaa authorization network default local
FIEDFHE

ATV FFERERTI VY

B#

RXFw 7T 1 enable

B

Router> enable

it EXEC £— F& A x—7 iz L9,

o TRy ERERRINTZDL, RAT—FREANL
i‘d—o

RAFwF 2 configure terminal

Al :

Router# configure terminal

Ja—N)L a7 4 X¥al—yary EB— RZBLE
‘é‘o

RXFw T 3 aaa authorization template

B

Router (config) # aaa authorization template

n—HVERIFVE—F T UL — bOERE A R —
T LET,

;(5:3':f 4 aaa authorization network default local

Al :

Router (config)# aaa authorization network
default local

O—HNEBAOTFT 7+ R HFRE LTEELET,

O—A)IL A RET— FoTL— FDERTE

O—J) HARw— F oS L— NERE

3. ROEEZFEITLET,

.
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FIRDOHE
1. enable
2. configure terminal
3. vpdn search-order domain
4. template name [default | exit | multilink | no | peer | ppp]
5. peer default ip address pool pool-name
6. ppp authentication {protocoll [protocol?2...]} [if-needed] [list-name | default] [callin] [one-time]
7. ppp authorization [default | list-name]
8. aaa accounting {auth-proxy | system | network | exec | connection | commands level} {default |
list-name} [vrf vrf-name] {start-stop | stop-only | none} [broadcast] group groupname
9. exit




Per VRF AAA |

Bl Per VRF AAA DTS X

FIED
ARV RERETI2V3 Y B&
A7v7 1 enable ¥ EXEC £— R& A F—7 V2 LET,
o THUTEIREREINTZH, NATU—FE AL
Al : .
Router> enable °
RXTFw T 2 configure terminal Jua—sN) aryZ 4 Xal—var T— ReBBLE
R
il :
Router# configure terminal
AT Y7 3 vpdn search-order domain RAA NI T T e 77y A VvERBLET,
Al :

Router (config)# vpdn search-order domain

RTFvT 4 template name [default | exit | multilink | no HWARE~w—TadZyrAN T L— NE2ER L. =/

| peer | Ppp] FeDN AL < —ZHET L —BEOAETZEN D HTET,
5 TUTL—harz 4 F¥al—var E—RERKBL
) i‘d—o

Router (config)# template v2.44.com

GF) ATy 75 6, BIOTEATvarTT,
NAL =TTV r—=a CEACE LT
multilink, peer, XXV ppp ¥—V—F&Z A

ALET,
RXTFw T 5 peer default ip address pool pool-name (EE) o7 7L —FrORMEDOI A S ~— T8
Ty AN, BELLARIOR—A)VIP T RLA
A : TV EFEHT AL IITHEELET,

Router (config-template) # peer default ip
address pool v2 44 com pool

2AFvT 6 ppp authentication {protocoll [protocol2...]} (ULE) PPP VU v 7R AR ELE T,
[if-needed] [list-name | default] [callin]
[one-time]

Al :

Router (config-template) # ppp authentication
chap

RFw 7 7 ppp authorization [default | list-name] ({EE) PPP U LV VA FRERELET,

@l

Router (config-template) # ppp authorization
v2_44 com
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ARV FFERERTI VY

B#

aaa accounting {auth-proxy | system | network |
exec | connection | commands level} {default |
list-name} [vrf vrf-name] {start-stop |

stop-only | none} [broadcast] group groupname

il :
Router (config-template) # aaa accounting
v2_44 com

UEE) BBELIEIAZ~— T 77410 T, AAA B
YERT A =R e f X—T VI LET,

exit

B :

Router (config-template) # exit

FroFlL—har74X¥al— gy B— REKT
L. 77—\l ar7 4 F¥al—3 gy F—RIIED
*7,

JE—F DREI— T TL— F2ERA LT Per VRF AAA DFRE

ZITHE. ROEFIEICOWNTHBALET,

e [VE—h W RAZ~— T FL—rEHEHLEZ AAA OFEE] (P.18)

o [H—NIA—FD#&iE] (P.18)
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Bl Per VRF AAA DTS X

e [VE—hK W AX~— T 7L — % L7 Per VRF AAA OFRGEDKRE] (P.18)
e [VE—hK W AXZ~— T 7L — % L7 Per VRF AAA OFRF D% E] (P.19)
e [SP RADIUS #— FE®d RADIUS 71 7 7 A LDOiRE] (P.20)

JE—bF HRET—TFUTL—FZ2ERALE AAA DETE
TAAA OF%E] (P7) THHATAHEEEZFITLET,

P—nN TIL—TDOHE
[— N 7 —TOEE] (P7) T 5E(E2EITLET,

JE—bF hRET— T TL—FZERALT- Per VRF AAA OFREIDERTE

VE—h h2AXZ~<~— T 7L — &2 LT Per VRF AAA OFRIEZHRET HITIE, IROMEELE EIT

LET,
FIRDOHE
1. enable
2. configure terminal
3. aaa authentication ppp {default | list-name} methodl [method?2...]
4. aaa authorization {network | exec | commands /eve! | reverse-access | configuration} {default |

list-name} [[methodl [method?...]
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FIED

b & b

ATy T 2

ATvF 3

ATvT 4

Per VRF AAA 05 B

AU RERET7IVa Y

=]: 5]

enable

i

Router> enable

¥t EXEC £— K& A 2 —7 iz LET,

s THRVTEREREINTEL, NAT—=FREANL
£,

configure terminal

Bl :

Router# configure terminal

ro—rN) ar7 4 X¥al—ay B— REBEBL
£7,

aaa authentication ppp {default | list-name}
methodl [method2...]

Bl -
Router (config) # ppp authentication ppp default
group radius

PPP A HEITT DL I TN A F—T A A LTHAT
% 1 LA E® Authentication, Authorization, and
Accounting (AAA; FBFE, B TAV T 1 7)
AL AR AR ELET,

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} [[methodl [method2...]

i :
Router (config) # aaa authorization network
default group sp

Xy NT—=7 ~Da—F T I EREHIRT 537 A—
FaRELET,

VE—F HRET— T TL— AL Per VRF AAA ORI DERE

VE—h hAZ~— T 7L —F&2#H LT Per VRF AAA OFRAIZHRET HITI1%. IROMEELE EIT

FIEDHE

LET,

1. enable

2. configure terminal

3. aaa authorization template
4.

list-name} [[methodl [method?...]

aaa authorization {network | exec | commands /evel | reverse-access | configuration} {default |
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FIED

b & b

ATy T 2

ATvF 3

ATvT 4

AU RFEREF7TI3 Y

E]:3)

enable

Al :

Router> enable

¥ EXEC £— F&2 A x—7 iz LT,

s TulrsTERFIRESNTEE, NAT—Rz AL
=7,

configure terminal

B

Router# configure terminal

Ja—) ary7 4 X¥al—y gy T— REHEBLE
7,

aaa authorization template

Al :

Router (config)# aaa authorization template

o—HNVERIZVE—F T L — hOERZ A R —
Tz L ET,

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} [[methodl [method2...]

il
Router (config)# aaa authorization network
default sp

RBADT 7+ FHFRE L TRESNTZH—N 71—
TEEELET,

SP RADIUS #+—/3 M RADIUS 707 7 1 JLDEKTE

RADIUS a7 7y A NDT v 75— b FIEOFINZOWTIE, TUE— K RADIUS W A X ~— T
L— h&fEH L7- Per VRF AAA : fil] (P.23) ML T 7Z&0,

VRF JV—TF 1 VT DR EHER

VRF /v —F 4 7 O EMRITIL, WOIEEEZEITLET,

FIEDHE

1. enable
2. configure terminal

3. show ip route vrf vrf-name
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FIED
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AU RERET7IVa Y

=]: 5]

AF7vw 7 1 enable

i

Router> enable

¥t EXEC £— K& A 2 —7 iz LET,

s TRVTERFRENTEL, NAT—=FEANL
£,

RFwF 2 configure terminal

Bl :

Router# configure terminal

Ja—N)L ar7 4 Fal—ar ET—REHEBL
£7

RAFTw S 3 show ip route vrf vrf-name

i

Router (config)# show ip route vrf northvrf

VRF ICBEF T BN P A—TF 4 v 7 T—T IV amFH
A~LET,

Per VRF AAABRED F S TN a—TFTa 2T

Per VRF AAABRED N T TN a—F 4 U 7 %4T 55813, EXEC E— R TRkDa~v» Fabnl L

b1 OfALET,

avwyFk

]3]

Router# debug aaa accounting

MADEBE R DDA N FRFEEL L XIZ, ZOIEH
ZFRLET,

Router# debug aaa authentication

AAA BRI DA R LE T

Router# debug aaa authorization

AAA BBREICPE T DMz R R LET,

Router# debug ppp negotiation

PPP #F¥EFT LA H—FX Yy NTI—ITDONT T 4 vV
BIOHBICETAEREERLET,

Router# debug radius

RADIUS B#E D E#REZ R LET,

Router# debug vpdn event

VPN D@ D b RIVORESL, £idy v v MF T
D—TdH 5 Layer 2 Transport Protocol (L2TP; L A ¥
27w han) O —BIOA XU FEFRRLET,

Router# debug vpdn error

VPN OF Ny 7 L —RERRLET,

Per VRF AAA D& H

TR, ROFBERNHOWTHHA L ET,
e [Per VRF OF%7E : #il] (P.22)
o 2B~ —F L L—1 ] (P23)

e TAAAT UV T 47 TLa—FK:#l] (P25)
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Bl Per VRF AAA DEBESI

Per VRF DER5E :

- -
—

Per VRF AAA : §I

S, ROBEFNZOWTHBH L ET,
[Per VRF AAA : fiil] (P.22)

lo— WLV TERINT-IAZ~— T 7 L— &M L7z Per VRF AAA : #5il] (P.22)
[JE—k RADIUS # 2% ~— T 7L — &M L7- Per VRF AAA : f5l] (P.23)

WIT, BREMHT B2 7T A _— |k =T AAA — Z—7 % LT Per VRF AAA Hfe
WETDHEOFZRLET,

aaa

aaa
aaa
aaa
aaa
aaa
aaa

aaa

new-model

authentication ppp method list v1.55.com group v1.55.com
authorization network method list v1.55.com group v1.55.com
accounting network method list v1.55.com start-stop group v1.55.com
accounting system default vrf v1.55.com start-stop group v1.55.com
accounting delay-start vrf v1.55.com

accounting send stop-record authentication failure vrf v1.55.com

group server radius v1.55.com
server-private 10.10.132.4 auth-port 1645 acct-port 1646 key ww
ip vrf forwarding v1.55.com

ip radius source-interface loopback55
radius-server attribute 44 include-in-access-req vrf v1.55.com

A—AILTERSNFHRET— T TL— F2ERALT Per VRF AAA : fl

Wiz, EEMTONTZTTAX=F =D& D AAA F—N TNV —7T, v—JLTEREINTS
AE<w— T 7 b— & LT Per VRF AAA BREZ R ET 2 HIEOHIZ R LET,

aaa
aaa
aaa
aaa
aaa
aaa
aaa

aaa

new-model

authentication ppp method list v1.55.com group v1.55.com
authorization network method list v1.55.com group v1.55.com
authorization network default local

authorization template

accounting network method list v1.55.com start-stop group v1l.55.com
accounting system default vrf v1.55.com start-stop group v1.55.com

group server radius V1 55 com

server-private 10.10.132.4 auth-port 1645 acct-port 1646 key ww
ip vrf forwarding V1.55.com

template V1.55.com
peer default ip address pool V1 55 com pool
ppp authentication chap callin V1 55 com
ppp authorization V1 55 com
ppp accounting V1 55 com
aaa accounting delay-start
aaa accounting send stop-record authentication failure
radius-server attribute 44 include-in-access-req
ip vrf forwarding v1.55.com
ip radius source-interface Loopback55
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I)E&— F RADIUS 7 X2 <— T FL— L&A LT Per VRF AAA : fi

Wiz, BEM T one T I A= =D H D AAA — 7 )L—7T, SP RADIUS #— 1Y
TP CERBLIEAAS~— T 7L — MM L TPer VRF AAA BREA R ET D HIEOHI 2R LE
ﬁ—o

aaa new-model

aaa authentication ppp default group radius
aaa authorization template

aaa authorization network default group sp

aaa group server radius sp
server 10.3.3.3

radius-server host 10.3.3.3 auth-port 1645 acct-port 1646 key sp_key

R D RADIUS #—/3 717 7 A i, SP RADIUS #— R L TRESNET,

cisco-avpair = "aaa:rad-serv#1=10.10.132.4 key ww"
cisco-avpair = "aaa:rad-serv-vrf#l=vV1.55.com"
cisco-avpair = "aaa:rad-serv-source-if#l=Loopback 55"
cisco-avpair = "template:ppp-authen-list=group 1"
cisco-avpair = "template:ppp-author-list=group 1"
cisco-avpair = "template:ppp-acct-list= start-stop group 1"
cisco-avpair = "template:account-delay=on"
cisco-avpair = "template:account-send-stop=on"
cisco-avpair = "template:rad-attrd4=access-req"
cisco-avpair = "template:peer-ip-pool=V1.55-pool"
cisco-avpair = "template:ip-vrf=vV1.55.com"
cisco-avpair = "template:ip-unnumbered=Loopback 55"
framed-protocol = ppp

service-type = framed

HREI—TFToTL—F : fl

Z 2T, ROBEFNCOVTHBALET,

« TRADIUS Attribute Screening 8 L7 m— KX ¥ XA N T AU T 4 7 2HL Tr—I /L Tik
ESNTEAAZ~— T T L—1 fil) (P23)

» [RADIUS Attribute Screening 5 X7 v — KXy XA s T AV T 4 72 HEH LTI E— TR
EINTHAZ~— T T L—1 il (P24)

RADIUS Attribute Screening & U 70— KX ¥ XA b 7hooTF4 v &FERALTE—
LVTCRESINEZAREII—TFToTL—F: il

%Iz, RADIUS Attribute Screening 83X 70— R&¥x v X~ TH U T 7 & TnBIMERE & % &
T5, B—OhRAFZw =\ —ANVTRESINZT v — N ElT 2 FEOBERLET,

aaa authentication ppp default local group radius

aaa authentication ppp V1_55 com group V1_55 com

aaa authorization template

aaa authorization network default local group radius

aaa authorization network V1_55 com group V1 _55 com

aaa accounting network V1 55 com start-stop broadcast group V1 55 com group SP_AAA server

aaa group server radius SP_AAA server
server 10.10.100.7 auth-port 1645 acct-port 1646

| .“
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aaa group server radius V1_55 com

server-private 10.10.132.4 auth-port 1645 acct-port 1646
authorization accept min-author

accounting accept usage-only

ip vrf forwarding V1.55.com

ip vrf V1.55.com

rd 1:55

route-target export 1:55
route-target import 1:55

template V1.55.com
peer default ip address pool V1.55-pool
ppp authentication chap callin V1 55 com
ppp authorization V1 55 com
ppp accounting V1 55 com
aaa accounting delay-start
aaa accounting send stop-record authentication failure
radius-server attribute 44 include-in-access-req

vpdn-group V1.55
accept-dialin
protocol 12tp
virtual-template 13
terminate-from hostname lac-1b-V1.55
source-ip 10.10.104.12
lcp renegotiation always
12tp tunnel password 7 060506324F41

interface Virtual-Templatel3

ip vrf forwarding V1.55.com

ip unnumbered Loopback55

ppp authentication chap callin
ppp multilink

ip local pool V1.55-pool 10.1.55.10 10.1.55.19 group V1.55-group

ip radius source-interface LoopbackO
ip radius source-interface Loopback55 vrf V1.55.com

radius-server attribute list min-author
attribute 6-7,22,27-28,242
radius-server attribute list usage-only
attribute 1,40,42-43,46

radius-server host 10.10.100.7 auth-port 1645 acct-port 1646 key ww
radius-server host 10.10.132.4 auth-port 1645 acct-port 1646 key ww

RADIUS Attribute Screening & UV TA— KX ¥ A PHO VT4 VT &#FERALTY E—
FCRESINF-HREIY—FUTL—: fl

%2, RADIUS Attribute Screening 83X 70— R&¥x ¥ X~ TH U T ¢ 7 & TnBIERE & % &
T5, B—DOhRAFZw—\FIZ)E— N TRESNEZT b — NElRT 2 FEOBERLET,

aaa authentication ppp default local group radius
aaa authorization template
aaa authorization network default local group radius

ip vrf V1.55.com

rd 1:55

route-target export 1:55
route-target import 1:55
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vpdn-group V1.55
accept-dialin
protocol 12tp
virtual-template 13
terminate-from hostname lac-1b-V1.55
source-ip 10.10.104.12
lcp renegotiation always
12tp tunnel password 7 060506324F41

interface Virtual-Templatel3

no ip address

ppp authentication chap callin
ppp multilink

ip local pool V1.55-pool 10.1.55.10 10.1.55.19 group V1.55-group

radius-server attribute list min-author
attribute 6-7,22,27-28,242
radius-server attribute list usage-only
attribute 1,40,42-43,46

WAL <—F 7 L— hE, v1.55.com ® RADIUS #— 707 7 A L b LCRIESHET,

cisco-avpair = "aaa:rad-serv#1=10.10.132.4 key ww"
"aaa:rad-serv-vrf#1=vV1.55.com"

" rad-serv-source-if#l=Loopback 55"
rad-serv#2=10.10.100.7 key ww"
rad-serv-source-if#2=Loopback 0"
"template:ppp-authen-list=group 1"
"template:ppp-author-list=group 1"
"template:ppp-acct-list= start-stop group 1 group 2 broadcast"
"template:account-delay=on"
"template:account-send-stop=on"
"template:rad-attrd44=access-req"
"aaa:rad-serv-filter#l=authorization accept min-author"

cisco-avpair =

cisco-avpair = "aaa:

cisco-avpair = "aaa:

cisco-avpair = "aaa:
cisco-avpair =
cisco-avpair =
cisco-avpair =
cisco-avpair =
cisco-avpair =
cisco-avpair =
cisco-avpair =
cisco-avpair = "aaa:rad-serv-filter#l=accounting accept usage-only"
"template:peer-ip-pool=V1.55-pool"
"template:ip-vrf=v1.55.com"
"template:ip-unnumbered=Loopback 55"

framed-protocol = ppp

service-type = framed

cisco-avpair =
cisco-avpair =
cisco-avpair =

AAA7Hho T4V T8TLa—F : 4§

KIZ, start-stop F72i3 stop-only ¥ — 7V — FZ$5E L T aaa accounting =2~ > NEZFIT L= & (T,
T va— RoAK%H#3 % aaa accounting send stop-record authentication =~ > R &% E 7
LHEETT. AANAT IO T4 v 7 Tra—RofilzrRLET,

success ¥ 1 0 remote-server & — 7 — KX, Cisco 10S Release 12.4(2)T LDV Y — A T T
i ‘j—o

- -
— —

. ROBEFNZHSOWTHAL £,
s TAAAT T4 7 Tra—ReEmLiza—n ] (P26)

e TAAAT DT 47T La—REEGESza—: ) (P.28)
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AAAT A oTa 7R TLO—FERBLIza—L : 6l

K1Z, aaa accounting send stop-record authentication =~ > N % failure ¥ —7V — FZ{5E L THRIT
L7eBEIC, P Lica— Iz 7 5 TS BEO THRT) Lba— RBREEINTWLElZRLE

j—O

Router# show running-config |

aaa
aaa
aaa
aaa
aaa

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
ns 0

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

*Jul
*Jul

*Jul
*Jul
5192

new-model
authentication ppp default group radius
authorization network default local

include aaa

accounting send stop-record authentication failure
accounting network default start-stop group radius

~N NN g9

03
03
03
03
03
03

, nr O

B N e B B B B B e e B B B N N AN

~

7
7

c8

00

00

6E

53
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

:28:
:28:
:28:
:28:
:28:
:28:

02
00
06
6E
79

:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:
:28:

31.
31.
33.
33.
33.
33.

00

00

11

65

73
33.
33.
33.
33.
33.
33.
33.
33.
33.
33.
33.
33
33.
33.
33.
33.
33.
33.
33.
33.

543:
547:
555:
555:
555:
555:

8D
01
30
6C
74

563:
563:
563:
563:
563:
563:
563:
567:
567:
567:
567:
.567:
567:
567:
567:
567:
567:
567:
567:
567:

81 13 03 F6

03:28:33.567:
03:28:33.567:

4D 52 91 DC

03:28:33.571:
03:28:33.571:

, ns 0,
contiguous pak, s

c8
00
00
00
53

nr

02
00
03
08
2D

1

00
00
00
00
74

ize
9D
02
00
00
75

AAA/BIND(00000018): Bind i/f Virtual-Template2

pppl4 AAA/AUTHOR/LCP: Authorization succeeds trivially
AAA/AUTHOR (0x18): Pick method list 'default'
AAA/BIND(00000019): Bind i/f

5192 L2TP: O SCCRQ

5192 L2TP: O SCCRQ, flg TLS, ver 2, len 141, tnl O,

Tnl
Tnl

00 00
80 08
80 10
00 19
65 6D
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
Tnl
A8 E4
Tnl
Tnl
1A 43
Tnl
Tnl

157

14 48
80 08
00 00
00 06
6E 6E

00
00
00
00
73

5192

00
00
00
00

5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192

00
00
80
11
65

00
00
0A
20
6C

00
00
00
00

00
02
07
08

L2TP:

L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
1D DD 25 18 25 6E 67 8C 7C 39

5192 L2TP: Parse AVP 13, len 22, flag 0x8000 (M)
5192 L2TP: Chlng Resp

B3 31 B4 F5 B8 E1 88 22 4F 41

5192 L2TP: No missing AVPs in SCCRP

5192 L2TP:

00
00
00
80

00
02
00
10

00 00 80 08 00 00
01 00 00 08 00 00
4C 41 43 2D 74 75
43 69 73 63 6F 20

Parse AVP 0, len 8, flag 0x8000 (M)
Parse SCCRP

Parse AVP 2, len 8, flag 0x8000 (M)
Protocol Ver 256

Parse AVP 3, len 10, flag 0x8000 (M)
Framing Cap 0x0

Parse AVP 4, len 10, flag 0x8000 (M)
Bearer Cap 0x0

Parse AVP 6, len 8, flag 0xO0
Firmware Ver 0x1120

Parse AVP 7, len 16, flag 0x8000 (M)
Hostname LNS-tunnel

Parse AVP 8, len 25, flag 0x0
Vendor Name Cisco Systems, Inc.

Parse AVP 9, len 8, flag 0x8000 (M)
Assigned Tunnel ID 6897

Parse AVP 10, len 8, flag 0x8000 (M)
Rx Window Size 20050

Parse AVP 11, len 22, flag 0x8000 (M)
Chlng

I SCCRp, flg TLS, ver 2, len 157, tnl

00 01 80 08 00 00
01 00 80 OA 00 00
00 04 00 00 00 0O
00 00 00 07 4C 4E
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*Jul 7 03:28:33.571: Tnl 5192 L2TP: I SCCRP from LNS-tunnel
*Jul 7 03:28:33.571: Tnl 5192 L2TP: O SCCCN to LNS-tunnel tnlid 6897
*Jul 7 03:28:33.571: Tnl 5192 L2TP: O SCCCN, flg TLS, ver 2, len 42, tnl
6897, ns 1, nr 1

c8 02 00 2A 1A F1 00 00 00 O1 00 O1 80 08 00 00

00 00 00 03 80 16 00 00 00 OD 32 24 17 BC 6A 19

Bl 79 F3 F9 A9 D4 67 7D 9A DB
*Jul 7 03:28:33.571: uid:14 Tnl/Sn 5192/11 L2TP: O ICRQ to LNS-tunnel 6897/0
*Jul 7 03:28:33.571: uid:14 Tnl/Sn 5192/11 L2TP: O ICRQ, flg TLS, ver 2, len
63, tnl 6897, 1lsid 11, rsid 0, ns 2, nr 1

c8 02 00 3F 1A F1 00 00 00 02 00 01 80 08 00 00

00 00 00 OA 80 OA 00 00 00 OF C8 14 B4 03 80 08

00 00 00 OE 00 0B 80 OA 00 00 00 12 00 00 00 00

00 OF 00 09 00 64 OF 10 09 02 02 00 1B 00 00
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse AVP 0, len 8, flag
0x8000 (M)
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse ICRP
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse AVP 14, len 8, flag
0x8000 (M)
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Assigned Call ID 5
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: No missing AVPs in ICRP
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: I ICRP, flg TLS, ver 2, len
28, tnl 5192, 1sid 11, rsid 0, ns 1, nr 3
contiguous pak, size 28

Cc8 02 00 1C 14 48 00 OB 00 01 00 03 80 08 00 00

00 00 00 OB 80 08 00 00 00 OE 00 05
*Jul 7 03:28:33.579: uid:14 Tnl/Sn 5192/11 L2TP: O ICCN to LNS-tunnel 6897/5
*Jul 7 03:28:33.579: uid:14 Tnl/Sn 5192/11 L2TP: O ICCN, flg TLS, ver 2, len
167, tnl 6897, 1lsid 11, rsid 5, ns 3, nr 2

c8 02 00 A7 1A F1 00 05 00 03 00 02 80 08 00 00

00 00 00 OC 80 OA 00 00 00 18 06 1A 80 00 00 OA

00 00 00 26 06 1A 80 00 80 OA 00 00 00 13 00 00

00 01 00 15 00 00 00 1B 01 04 05 D4 03 05 Cc2 23

05 05 06 OA 0B E2 7A ...
*Jul 7 03:28:33.579: RADIUS/ENCODE (00000018) :0rig. component type = PPOE
*Jul 7 03:28:33.579: RADIUS(00000018): Config NAS IP: 10.0.0.0
*Jul 7 03:28:33.579: RADIUS(00000018): sending
*Jul 7 03:28:33.579: RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for
Radius-Server 172.19.192.238
*Jul 7 03:28:33.579: RADIUS(00000018): Send Accounting-Request to
172.19.192.238:2196 id 1646/23, len 176
*Jul 7 03:28:33.579: RADIUS: authenticator 3C 81 D6 C5 2B 6D 21 8E - 19 FF
43 B5 41 86 A8 A5
*Jul 7 03:28:33.579: RADIUS: Acct-Session-Id [44] 10 "00000023"
*Jul 7 03:28:33.579: RADIUS: Framed-Protocol [7]
PPP [1]
*Jul 7 03:28:33.579: RADIUS: Tunnel-Medium-Type [65] 6
00:IpPv4d [1]
*Jul 7 03:28:33.583: RADIUS: Tunnel-Client-Endpoi[66] 10 "10.0.0.1"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Server-Endpoi[67] 10 "10.0.0.2"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Assignment-Id[82] 5 "lac"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Type [64] 6
00:L2TP [3]
*Jul 7 03:28:33.583: RADIUS: Acct-Tunnel-Connecti[68] 12 "3356800003"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Client-Auth-I[90] 12 "LAC-tunnel"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Server-Auth-I[91] 12  "LNS-tunnel"
*Jul 7 03:28:33.583: RADIUS: User-Name [1] 16 "user@example.com"
*Jul 7 03:28:33.583: RADIUS: Acct-Authentic [45] 6
Local [2]
*Jul 7 03:28:33.583: RADIUS: Acct-Status-Type [40] 6
Start [1]
*Jul 7 03:28:33.583: RADIUS: NAS-Port-Type [61] 6
Virtual [5]
*Jul 7 03:28:33.583: RADIUS: NAS-Port [5] 6
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0

*Jul 7 03:28:33.583: RADIUS: NAS-Port-Id [87]1 9 "0/0/0/0"
*Jul 7 03:28:33.583: RADIUS: Service-Type [6] 6

Framed [2]

*Jul 7 03:28:33.583: RADIUS: NAS-IP-Address [4] 6

10.0.1.123

*Jul 7 03:28:33.583: RADIUS: Acct-Delay-Time [41]1 6

0

*Jul 7 03:28:33.683: RADIUS: Received from id 1646/23 172.19.192.238:2196,
Accounting-response, len 20

*Jul 7 03:28:33.683: RADIUS: authenticator 1C E9 53 42 A2 8A 58 9A - C3 CC
1D 79 9F A4 6F 3A

AAAT A I T4 T8RTLaO—FREEESNza—IL : i

K12, aaa accounting send stop-record authentication =~ > F% success ¥—7 — & $5E L THRAIT
L7eBEic, BAEPICES SN a—clT5 T La— FREEENTWAHEZRLET,

Router# show running-config | include aaa

aaa new-model

aaa authentication ppp default group radius

aaa authorization network default local

aaa accounting send stop-record authentication success remote-server
aaa accounting network default start-stop group radius

Router#

*Jul 7 03:39:40.199: AAA/BIND(00000026): Bind i/f Virtual-Template?

*Jul 7 03:39:40.199: ppp2l AAA/AUTHOR/LCP: Authorization succeeds trivially
*Jul 7 03:39:42.199: RADIUS/ENCODE (00000026) :Orig. component type = PPoOE
*Jul 7 03:39:42.199: RADIUS: AAA Unsupported [156] 7

*Jul 7 03:39:42.199: RADIUS: 30 2F 30 2F

30 [0/0/0]

*Jul 7 03:39:42.199: RADIUS(00000026): Config NAS IP: 10.0.0.0

*Jul 7 03:39:42.199: RADIUS/ENCODE (00000026) : acct_session id: 55

*Jul 7 03:39:42.199: RADIUS(00000026): sending

*Jul 7 03:39:42.199: RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for
Radius-Server 172.19.192.238

*Jul 7 03:39:42.199: RADIUS(00000026): Send Access-Request to
172.19.192.238:2195 id 1645/14, len 94

*Jul 7 03:39:42.199: RADIUS: authenticator A6 D1 6B A4 76 9D 52 CF - 33 5D
16 BE AC 7E 5F A6

*Jul 7 03:39:42.199: RADIUS: Framed-Protocol [7] 6

PPP [1]

*Jul 7 03:39:42.199: RADIUS: User-Name [1] 16 "user@example.com"
*Jul 7 03:39:42.199: RADIUS: CHAP-Password [3] 19 =

*Jul 7 03:39:42.199: RADIUS: NAS-Port-Type [61] 6

Virtual [5]

*Jul 7 03:39:42.199: RADIUS: NAS-Port [5] 6

0

*Jul 7 03:39:42.199: RADIUS: NAS-Port-Id [871 9 "0/0/0/0"
*Jul 7 03:39:42.199: RADIUS: Service-Type [6] 6

Framed [2]

*Jul 7 03:39:42.199: RADIUS: NAS-IP-Address [4] 6

10.0.1.123

*Jul 7 03:39:42.271: RADIUS: Received from id 1645/14 172.19.192.238:21095,
Access-Accept, len 194

*Jul 7 03:39:42.271: RADIUS: authenticator 30 AD FF 8E 59 0C E4 6C - BA 11
23 63 81 DE 6F D7
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*Jul 7 03:39:42
PPP
*Jul 7 03:39:42
Framed
*Jul 7 03:39:42
*Jul 7 03:39:42
id=lac"
*Jul 7 03:39:42
*Jul 7 03:39:42
type=12tp"
*Jul 7 03:39:42
*Jul 7 03:39:42
password=cisco"
*Jul 7 03:39:42
*Jul 7 03:39:42
password=cisco"
*Jul 7 03:39:42
*Jul 7 03:39:42
addresses=10.0.0
*Jul 7 03:39:42
Framed
*Jul 7 03:39:42
PPP
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42
*Jul 7 03:39:42.
0, ns 0, nr O
c8 02 00
00 00 00
00 06 11
00 00 08
2C 20 49
*Jul 7 03:39:49.
*Jul 7 03:39:49.
0, ns 1, nr 0O
c8 02 00
00 00 00
6F 20 6D
74 73 00
53 9F
*Jul 7 03:39:49.
*Jul 7 03:39:49.
*Jul 7 03:39:49.

*Jul 7 03:39:49.
Radius-Server 172
*Jul 7 03:39:49.

L2771

.275:

.275:
.275:

.275:
.275:

.275:
.275:

.275:
.275:

.275:
.275:
2"

.275:

.275:

.275:
.275:
.275:
.275:
.275:
.275:
.275:
.275:
.275:
.275:
.279:
.279:
279:

86
01
30
43
6E

279:
279:

42
04
61
08

279:
279:
279:
279:

.19

279:

Per VRF AAA O 3&5EHI

RADIUS: Framed-Protocol [7] 6

[1]
RADIUS: Service-Type [6] 6

[2]
RADIUS: Vendor, Cisco [26] 26
RADIUS: Cisco AVpair [1] 20 "vpdn:tunnel-
RADIUS: Vendor, Cisco [26] 29
RADIUS: Cisco AVpair [1] 23  "vpdn:tunnel-
RADIUS: Vendor, Cisco [26] 30
RADIUS: Cisco AVpair [1] 24  "vpdn:gw-
RADIUS: Vendor, Cisco [26] 31
RADIUS: Cisco AVpair [1] 25 "vpdn:nas-
RADIUS: Vendor, Cisco [26] 34
RADIUS: Cisco AVpair [1] 28 "vpdn:ip-
RADIUS: Service-Type [6] 6

[2]
RADIUS: Framed-Protocol [7] 6

[1]

RADIUS (00000026) : Received from id 1645/14
ppp2l PPP/AAA: Check Attr: Framed-Protocol
ppp2l PPP/AAA: Check Attr: service-type
ppp2l PPP/AAA: Check Attr: tunnel-id
ppp2l PPP/AAA: Check Attr: tunnel-type
ppp2l PPP/AAA: Check Attr: gw-password
ppp2l PPP/AAA: Check Attr: nas-password
ppp2l PPP/AAA: Check Attr: ip-addresses
ppp2l PPP/AAA: Check Attr: service-type
ppp2l PPP/AAA: Check Attr: Framed-Protocol
AAA/BIND(00000027) : Bind i/f

Tnl 21407 L2TP: O SCCRQ

Tnl 21407 L2TP: O SCCRQ, flg TLS, ver 2, len 134, tnl

00 00 00 00 00 00 00 00 80 08 00 00
80 08 00 00 00 02 01 00 00 08 00 00
80 09 00 00 00 07 6C 61 63 00 19 00
69 73 63 6F 20 53 79 73 74 65 6D 73
63 2E 80 ...
Tnl 21407 L2TP: O StopCCN
Tnl 21407 L2TP: O StopCCN, flg TLS, ver 2, len 66, tnl

00 00 00 00 00 01 0O 00 80 08 00 00
80 1E 00 00 00 01 00 02 00 06 54 6F
6E 79 20 72 65 74 72 61 6E 73 6D 69
00 09 00 69 00 01 80 08 00 00 00 09

RADIUS/ENCODE (00000026) :Orig. component type = PPoOE
RADIUS (00000026) : Config NAS IP: 10.0.0.0

RADIUS (00000026) : sending

RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for
192.238

RADIUS (00000026) : Send Accounting-Request to

172.19.192.238:2196 id 1646/32, len 179

*Jul 7 03:39:49.
CC BF EA F7 62 89
*Jul 7 03:39:49.
*Jul 7 03:39:49.
PPP

*Jul 7 03:39:49.
00:IPv4

279:

279:
279:

279:

RADIUS: authenticator 0A 85 2F FO 65 6F 25 E1 - 97 54

RADIUS: Acct-Session-Id [44] 10 "00000037"
RADIUS: Framed-Protocol [7]

[1]
RADIUS: Tunnel-Medium-Type [65] 6

[1]
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*Jul 7 03:39:49.279:
*Jul 7 03:39:49.279:
*Jul 7 03:39:49.283:

00:L2TP

*Jul 7 03:39:49.283:
7 03:39:49.283:
*Jul 7 03:39:49.283:
7 03:39:49.283:

*Jul

*Jul
RADIUS

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

error

*Jul 7 03:39:49.283:

Stop

*Jul 7 03:39:49.283:

Virtual

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:
*Jul 7 03:39:49.283:

Framed

*Jul 7 03:39:49.283:

10.0.1.123

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.335:

Accounting-response,

*Jul 7 03:39:49.335:

44 44 17 56 EC 03

RADIUS:
RADIUS:
RADIUS:

[3]
RADIUS:
RADIUS:
RADIUS:
RADIUS:

[1]
RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:
(9]
RADIUS:
[2]
RADIUS:
[5]
RADIUS:

RADIUS:
RADIUS:

[2]
RADIUS:

RADIUS:
RADIUS:

len 20
RADIUS:

Tunnel-Client-Endpoi[66]
Tunnel-Server-Endpoi[67]

Tunnel-Type [64]
Acct-Tunnel-Connecti[68]
Tunnel-Client-Auth-I[90]
User-Name [1]
Acct-Authentic [45]
Acct-Session-Time [46]
Acct-Input-Octets [42]

Acct-Output-Octets [43]
Acct-Input-Packets [47]
Acct-Output-Packets [48]

Acct-Terminate-Cause[49]

Acct-Status-Type [40]
NAS-Port-Type [61]
NAS-Port [5]
NAS-Port-Id [87]
Service-Type [6]
NAS-IP-Address [4]
Acct-Delay-Time [41]

10 "10.0.0.1"
10 "10.0.0.2"

3 "O"
"lac"
16 "user@example.com"

6 nas-

9 "0/0/0/0"

6

Received from id 1646/32 172.19.192.238:2196,

authenticator C8 C4 61 AF 4D 9F 78 07 - 94 2B
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Per VRF AAA 12.2(1)DX Per VRF AAA #§fE12 L Y . Virtual Private Network (VPN; 73—

Dynamic Per VRF AAA 12.2(2)DD FxXN TTAN—]F x bl % —\74)“ Routing and Forwardi{lg

, o . 12.2(4)B (VRF; VPN L —F o > 73 LUMRIR) A v A X v RSN,

Attribute Filtering Per-Domain and  112.2(13)T Authentication, Authorization, and Accounting (AAA; F®FE. 87T,

VRE Aware Framed-Routes 12.2(15)T THGUT 4 Y) BMTAET. Cisco10S Release 12.2(15)T LK

RADIUS Per-VRF #—3 71— |124Q)T DY Y—ATHE, B—HALEREFYE— FCRIELED RS v — T
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12.2(33)SXI
12.2(33)SXH4

12.2(1)DX (2%, Cisco 7200 > U —X# L U Cisco 7401ASR (2
Per VRF AAA #REDEA SN TWET,

12.2(2)DD (2, ip vrf forwarding (server-group) B JI O
radius-server domain-stripping =~ > R8BS T E T,

Per VRF AAA. Dynamic Per VRF AAA. I X T Attribute Filtering
Per-Domain and VRF Aware Framed-Routes #§fgi%. Cisco I0S
Release 12.2(15)T IZEA SN TWET, 2D Y U —R|Z(X, aaa
authorization template =~ > FHLEBEMNMINTHET,

12.4(2)T TiX. aaa accounting send stop-record authentication
AT RN AAA T AT T 4 o TRET L a— RaoBIYR— k
T v 7 T—hSE LT,

12.2(33)SRC iZi%, RADIUS Per-VRF Server Group #6EA3 BN S
nwE LT,

Cisco IOS Release 12.2(33)SXI 121X, TN L OWRENEAINE L
7

Cisco I0S Release 12.2(33)SXH4 1213, ZN 5 DERENEA S E
L7z,

COMRBICEY, ROoavy RPMEAELITETSLE LT, aaa
accounting, aaa accounting delay-start, ip radius

source-interface, radius-server attribute 44
include-in-access-req. server-private (RADIUS)
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AAA : Authentication, Authorization, and Accounting (GBFE, BAl, BLXUOTHU T4 7), &
Fa2l7 4 P—ERAOT V=LV =27 ThHY, 2—VOHiR GEE). VE—F 77kA 3 b
o—/L GBA), e, BEE, BIXOLR—MNERATLI X2 T ¢ P—FRORELEE (TH
T4V T) OFREEDTHET,

L2TP : Layer 2 Tunnel Protocol (LA ¥ 2 b2 /L Fr bhan), bA¥2 b/ 7a haizif
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