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TACACS+., RADIUS. F/iiw— LR TACACS+ F 721 RADIUS #R:Fk L %GR "

TIEA VR MIN—ZETTHRE T A U R MILT AAA — 05 B

TR AMEE, =T DOEARNIP T RLAIZE |77 AMEI, 2—FTLEBIOEARNIP TR

DUV TFFA] LA EATHEA]

77ﬁx)xﬁj BRABFNIPT RLZIZHL (72782 UZXMEI, AAA Y —REoa—H 7o
VZ il PR T ANMIE - TEESNEEB D N &8

DI LA ARE

BED IP 7 KL A EFEED—FIZBLER T, DHCP R—ZADAHRA D AP 7 KL A& FFA], O

2—HFF, FOIP T RLAEFESHRA M»be |[F), =2—FF, EEZEOKRR I »rbe s L2 L,

TAVTBHNELHD, RAEE AR ZZ T D Z LN AR,

RAET R X T, 2=V LD Xa VT 0 R V=2 RETIEEOR Y FT—VBRECHEMAL E
7, Lock-and-Key (%, m—HAgiEE, FA N 7 RLRZESIBEMNREDON—FX—2ADT /&
Zavia—RKY—OREEZTLFy U —JBEETHALE Y, Lock-and-Key . Cisco
Secure Integrated Software Z i ] L 22 W BREE TR L £ 47,
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R TOXDEREAE
ALY B X URE AR E T AT, ROFIREFITLET,
o TAAA O] (WMZH)
o EBFREZuxT Mo HTTP — 0% E] (WH)
o FFETa X ORE] (WMWH)
o [WHET XL DR (FEE)
COBIIRTavy REHLIZRIET =X U OREFIZOVTIE, ZOEOREZICHD [FRiE7 =¥

CORTEH OB a v EBRBLTLIIEE N,
i —
AAA DEETE

AAA —E 2 H| \—uunE7m£’\‘/€f E#éﬂ‘gﬁ‘%@ i‘j‘o uuT;de/l);r‘ 7/1/ utuj‘ji#‘%
BT, koavwy RErZa— L a7 ¥zl —vary E—RCHEHALET,

avwok BE
AFwF 1 router(config)# aaa new-model JL—& T AAA #feZ 4 2—7 VI LET,
AT 97 2 router(config)# aaa authentication login vl A O GFRY A NEERLET,

default TACACS+ RADIUS
XF w7 3 router(config)# aaa authorization auth-proxy auth-proxy ¥—7— K LT, AAA FRUTkH

default [methodl [method2...]] %28 ufE7 o % /%/1)7‘ e Lij—
X5 w7 4 router(config)# aaa accounting auth-proxy auth-proxy ¥— 7V — &AL T, BARY >—%,
default start-stop group tacacs+ Aroa— RafeR 24+ I v 27 ACL & LTREL

FT, Zoavr NI, RiETeXx o7 a7 4
VI ETIT 4 7 LET,

RXFw T B router(config)# tacacs-server host hostname AAA —"ZHEELET, RADIUS — D54
i%. radius server host =~ > R&{EH L £,
RXTFw T 6 router(config)# tacacs-server key key JL—XH L AAA — XL ORI OBIER OZRIEL L UK

FE¥—%EELET, RADIUS H— D4,
radius server key =~ R&fiH L £,

ATwF T router(config)# access-list access-list-number |AAA ¥ —"WNKFTT 4w T % T7AT Y4+ —/LICK
permj‘.t tc‘:p host source eq tacacs host TOEHFATHACL > MU ZERLET, FET
destination 7 KL 21X AAA —"D P 7 KL AT, s65Eix

AAA — N EETEN—F A B —T = A ZAD [P

7 R AT,

AT XTI, 77 AT U4 —/L Vb—FTAAA ZRETDHDITMZ T, 1*%“&@7&tx
7a Ty ANVEEN AAA P— N EIZHETT, BT e X 23R R— 572010, 22O THE
IZHEVY, AAA FBF[—E 2 auth-proxy % AAA — N ECHELET,

e auth-proxy ¥— 7 — FIZKTHEBIOFEMES va v ERLT, ¥y ra— RafgEha—% 7
N7y ANVERELET, 2OXF—U— X, EXEC 2 XOMmoBEOY»— 2L THLEEA,
WIZ, TACACS h— N Epa—¥ Fua7 7 A LOFlERLET,

default authorization = permit
key = cisco

user = newuserl {

login = cleartext cisco




| BETOFS0EE

BEToxLomesE B

service = auth-proxy

{

priv-1vl=15

proxyacl#l="permit tcp any any eq 26"
proxyacl#2="permit icmp any host 60.0.0.2"
proxyacl#3="permit tcp any any eq ftp"
proxyacl#4="permit tcp any any eq ftp-data"
proxyacl#5="permit tcp any any eqg smtp"
proxyacl#6="permit tcp any any eq telnet"
}

}

AAA = RO —FRETHR—FINDHME—DT MY B a— ME, proxyacl#n T7, Fm 77
ANFOT 72 A VA NERETHEICIE, proxyacl#n 7 N Ea— &R LET, 7V
= — | proxyacl#n i, RADIUS & TACACS+ Dili 5 ® attribute-value (AV) O~27 H T,

TRTOZ—FOREHEL LT 1S ITRETIALERH Y £,

AAA F—RED2—F e 77 A AVHNOT Z7EA YR MNMIE, permit ¥—VU— REF 2507
7R Ay FRRETY,

KZa—NP a7y AT IEA VAL ) Oany F—V— RIZ, FELT FLAEZRELE
T, 22— T AN T AT T F— LA T a— “éﬂ‘é&éﬂ TR YR RNROZE
BT FL AT, RAFFSo XL BEREITIRA FOEELT FLATHEEHEIAONET,

PR—FEND AAA — Tk D LB T,
— CiscoSecure ACS 2.1.x for Windows NT
— CiscoSecure ACS 2.3 for Windows NT
— CiscoSecure ACS 2.2.4 for UNIX
— CiscoSecure ACS 2.3 for UNIX
— TACACS+ #—~3 (vF4.02.alpha)
— Ascend RADIUS #—/3 radius-980618 (XLZHDT U B2 — M EEOXRT Dy F)
— Livingston RADIUS #—/% (v1.16)

AAA P —ROREFNCHONTIE, TAAA P —_"Oa2—W a7 704 o' a -zl <
720,

SO AD HTTP 4 —/ 0®RE

ZOEET., 77 AT U=V ETHTITP 4 — %A 2—7 WL, BiE7 v HIZ HTTP ¥—
D AAA BAEF R ERETAHZOIHEHA L,

FIEDOHE

E

enable
configure terminal
ip http server

ip http access-class access-list-number
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FlED 4
avwvk BiY
ATv7F 1 enable Bk EXEC B— R& A % —7 M LET,
- o TmUTEIRERINTH, NAU— %
Router> enable A1 [/i"g“o
RXTFw T 2 configure terminal sa—sL ary7 4 F¥alb—3ar E— &
BMLUET,
Bl :
Router# configure terminal
AT97 3 ip http server Jb—% ECHTTP =% A F—7 /L LET,
PRRET B ¥ X HTTP — &R LT 74
il Ty hEBEL, 2a—YREIEEITVET,
Router# ip http server
XFw 7 4 ip http access-class access-1list-number HTTP V— X7 7€ A VX E2HEELET,
(=T 2 ADOHEH O® T v a T
#l : ETHEEDT 72A VA NEEEHEALET,
router (config)# configure terminal

MEEOXPDETE

AL B X ERET DICIEIRO a~v REFHLET,

FlIaDOBE
1. enable
2. configure terminal
3. ip auth-proxy auth-cache-time min
4. ip auth-proxy auth-proxy-banner
5. ip auth-proxy name auth-proxy-name http [auth-cache-time min] [list {ac! |acl-name}]
6. interface fype
7. ip auth-proxy auth-proxy-name
FlED A
avwvr B
ATv7 1 enable FihE EXEC £— R& A % —7 M LET,
- s TRVTEBRRREINIEL, NATU—=FE
I AHLET,
Router> enable
AFvT 2 configure terminal Jao—nN) ary7 4 ¥al—ar F— K%
BmLET,
B :
Router# configure terminal
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avy kR

B

RXFw 7T 3 ip auth-proxy auth-cache-time min

B

Router (config)# ip auth-proxy auth-cache-time 5

EE) Zua— 3Bk asxy 74 KL Z A
LT MEESHENTHRELET, 1 LTV
FAFAETHE, 2 —WERFE= v MU & B
ffFonTnwasZ A4+ vy 778 A URENR
FTRCHIBRESNE T, 774/ M 60 4T
7

GE) ZoFFvarid, EEORET X
= ZxF LTHEHA L, RO CBAC
MEBENL—ILDOT A RV A LT T MEL
DHRERMEICHELET, A7 v ¥
UMERIEEX v v o & FIITEEAT S
NTWb XA+ v 22— ACL % Hl
Bt 5HLx, CBACIZk»TE=ZEN
TWBWNL DD T A ROV N FEY
LAREENRH Y . = —FEAD ACL %
HIBRT DL, 2NOHDOT A RAEER N
VITEBENNHY £, CBAC DT
A RV EZALT D SBETE, 74K
IV EALTTIREELZEX (OF
D, BT uxvna—Y Furr AL
ZHIMRT DHE1) 12 CBAC T2 bz
wirE Uy hLET,

RATFvT 4 ip auth-proxy auth-proxy-banner

B

Router (config) # configure terminal

(8 BIAETuxoa sy =774
TUF =N N—FEDOL4FIERRLET, T
VR TEANT =T 4 =T il > THET,
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ATFvT 5

ATv7 6

AFvT 7

avw vk B
ip auth-proxy name auth-proxy-name FEE %y L— L EER L ET, L—IliT,
http [auth-cache-time min] [list {acl |acl-name}] %3%E?ft1i?i/ﬁ)ﬂﬁfﬁjikﬁ%fﬁiiéL/§i7fo =

7l

Router (config)# ip auth-proxy name HQ users http

<Y R, HTTP v hanv 77 4 v 7 %
W 28R, FRREY 1 % A BT E T,
ZRFEDOL—NLET /A 2 ba—/L U R
r (ACL) ZBI#fHT, EDFR A MPBFRIET v
XM AEEHT 2 ERIETEES, BEED
TIEA VA MBERINTNRWIES, 4RI
Hé‘ REIET 1 % L— LN, BERRRRA N v b
HEFHPDA L F—T oA ATZEINDT
&Twmxbﬁ%®HﬂP%§74y7%ﬁﬁ
ZELET,
({£%&) auth-cache-time 47> =3 %, /' n—
PNAGRGET B XY Xy v va A v—% LEEX
L/ij‘o _0)1—7 /5/ J:U qé_f/:E@utunE7
2%y L— UKL, A LT U MEE LD
MzHlEcE£d, HEELRWEE, 7'e
¥ JL—/ Ui, ip auth-proxy auth-cache-time
av Y FTRESNTEZEAHLET,

(BB listA 7> avaffifidse, EgEDOT
A URXN, YEE (1~199) 77kEA U X
b, F34uiftET7 78R VA NE, 4RIl
ERIET X —CEHTEET, Tk
A YA RNFOFRA ML > CTBIB SN HTTP
%T(ﬁ_zﬁ N uunE7D5€/ J:OT1J€/?; E3NFE
R

interface type

7l

Router (config)# interface Ethernet0/0

RFET X U EREHAT A v —T A A F A
TEEELT, AV —T 2 A 3T (X2
L—yay B— FafBLET,

ip auth-proxy auth-proxy-name

Bl :
Router (config-if)# ip auth-proxy HQ users http

f VB =Tz A AT 4 Fal—g FT—
FT\%ﬁH%m£7D%/®w~w%4/
A—T A RAZHEHALET, Zoavr N

UIN ﬁm®%w%%omﬁ7m%/®w—wﬁ
A =TT E£97,
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REE T OF L DORER

FRET 1 X L OFREDOHERIZIL, KOV ONDOHERFTENE T,
o [FBIET 1 F T OREDOMR (R

e [JavaScript ZffH L7z = —FEH O] (ER)

o [JavaScript Z M L2 — G OS] ((RE)

BREE T 0% L DERTE DR

BEORBIEY 7 X2 DR E L MR T 511X, 4 EXEC £ — R T show ip auth-proxy configuration
awy P LET,

avwy kR B

router# show ip auth-proxy configuration FEE e OREEZR A LET,
WOBIT, ZFa—"ARAET B X T A KL XA L7 0 MEK 60 73235 E S, 4Rl &7 0 ¥
A= Tpxy) THY ., ZOARMEL—ALDT A KV XA LT D MEX 15 TT, AR
BRAR VAMPRESATHRNWILEZRLTWES, DFED, 2O ¥ — 7:4xf@¢mT@
PERCEHAA HTTP 7 7 4 v 7 ICRGET v v L— LA S E T,
router# show ip auth-proxy configuration
Authentication cache time is 60 minutes
Authentication Proxy Rule Configuration
Auth-proxy name pxy
http list not specified auth-cache-time 1 minutes
RAET B X UNN—F CTEFICREISNTND Z L &R 2I1CiE, /L—F i U C HTTP #5¢ % B
ﬁAﬁ-E)J:O:L“_“H- {K%ﬁbij— %@1““& ;d-l/ AAA ‘H-’_‘/\‘/Cwuu umTi)l ﬁéﬂflﬂé,{é%
BdbEF, 2— %m&ﬁm%btﬁu\7747¢¢w»i%@nw%@Hﬂ?ﬁm%meiﬁo
o, uEﬁ‘EJZIjJLtﬁZ]‘Of_ j: TR )Z }\& AAA 'B'“—‘/\@ ﬁ%ﬁﬁmu Liﬁ‘
¥5#2 EXEC £— KT show ip auth-proxy cache =~ F&fFEH L, =2—VREE= MY 2F R L E
\?‘O

avwvk B&

router# show ip auth-proxy cache a—WIF L NI DY XA NEFEFLET,

§u§E7DD3‘\’\/ A’?JV/VJ 7:]: D\ R A ]\O)IP 7 ]\I/X %1§ﬁj‘o‘_‘ b%ﬁ\ uL‘nE7DA’?/®&4}A7
U ME, BEROREN BRI INET, RIET 12X U OIRiEN HTTP_ESTAB 04, = — G
DI LIz L aRmLET,

router# show ip auth-proxy cache

Authentication Proxy Cache
Client IP 192.168.25.215 Port 57882, timeout 1, state HTTP ESTAB

o (ZOAFMTEL—ADZ A LT T ME) 7D, 2 —PICHESEGEZRAD X OKEHLET, |
7t Jw“j‘@%}ﬁéi?ﬁ?éﬂiﬂ‘o ZhiE, BEET Xz L, 22—V O MY & B
FHNTNETRTOXA T I v ACL BHIBRENZ7DTT, 2—WFICH LEFTLWRGER 7 A~
R=UNREREIN, 77AT VA=AV EFBALTT 7 EATIHICEFER A L THMLERHY 7,

"
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JavaScript Z{E M L f- 12—V &Rk

ATFvFT1

A7y 2
AFyvFT 3

74T vk 7T UYT JavaScript A F— T LTREECRIET e X v EFH LI 94 7 b
P A R T D IR OFIEE FEIT L ET,

IIAT VN BRARNNPL, 7747 U4 —/VEEBLCTHTTP #54Hm L ET, Zucky, R
aXvoa sy XR=URERINET,

BIET X oun Ay XR—=U T, 2—PLHLERRTU—-FEAHLET,
[OK] %7 U v 7 LCa—H4 b SA T — K4 AAA HF— Ikl LET

07 A VR LIZ R L Tein & md Ry 777 /7“ U4 RUBRFRSNET, AR Loy
B BERSABEICE T LET, BRENEBLIZSE, EREY X3, =PIk L2 &2l
L. [MENHFRITT 208 aiihEd,

|

A Y
GE) FBREIC S BRI LIZ5HE,. 22—V 2 5o Ton, BEE7 X v 2 E879 5510 HTTP
ﬁ//a/%%%ﬁézgﬂ%bi#o

JavaScript Z{E /A L AL\ A — & O fEIL

(E)

AFvFT A1

AFyvFT 2
AFvT 3

ATv7 4

~

T X a2 T RWFEEIT O 1202, RBEET 7 F 2 OF%E Tl JavaScript A FETY, 77 U T JavaScript
A R—=T NI ﬁ?uuuuﬁ7ﬂﬁ/%{ﬁﬁﬁ?ﬁé EHLTEETH, 2—PRxy N =7 EfEELL
ML Lieho oAt x 2 U7 0 VA BAETET, I, JavaScript &7 ¢ & — 7 /LIC L2 IR EE
T?ﬁf)u%’fﬁ%i‘fét&)O)E LWFIEZRLET, *v hU— 7“’5@% ok a rOFIEEMEM
LT\%ﬁ%ﬁ@ﬁ%jféﬁ%%l_fﬁ%%fél&%ﬁ<%ﬁbiTo

ZOFEIEICHEDRWE, =D LTy ARRIET 0 TS DXy hT—7 Web Y— 3T
SNy, BT Xl koTr A VBN ERESNEBTRARH Y £,

75 A47T k75 H T JavaScript DA F— TN TRNWE X ICRIAT o X 2HM LZs T4 T2 b
PEft & MR D 1TIE, RO FIEE FEIT L £,

T AT U4 —EE LT HITP 2B LET,

THICEY, AT uXxou sy R—URERENET,

JIAT VT, BIETaFonlfr X—=Uht, a—WFLEART—FE2ANLET,

[OK] %#7 VU v 7 LTa—H4 L2 0 — K& AAA H— CiEE LET,

07 A U LT L w fo/77/7ﬁ4/Fﬁﬁ%ﬁéﬂiToﬁyf?yf74
U RDICREREN R LTz 2 ENERENDIGEIT. AT v 7 TICHEBLET,

Ry TT o7 Uy Rull, BaERRO A vy —URERENDIHEIE. 77UV O [File] A==a—
D [Closel] #7 Vv 7 LET,

GE) Rou77vy7 U4 RUuEBL5729C, [Reload] (Internet Explorer M54 13 [Refresh]) %
70 w7 LN TL &N,
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BEIOFLOE=A25&UA0 T+

AFvT 5 DOFGER T A > R_—=V T, 77 UH¥ ¥V —s3—D [Reload] (Internet Explorer ® 35413 [Refresh])
7)/&LiT Z2—FOu I A VLTV NANNT =67 VT ERET,

N
GE) [OK]%227VUvZ LnTLEIWn, BEr A 3500, 2—FHENRRT—FRE27 YT
L., 74 —2%Yr—R35101%, [Reload] £721% [Refresh] %7 U v 7 T H5LERH Y 7,

AFYT 6 a2—FHLERRAT—REHEANLET,

FRREIZAERE L2 A . v v RUDBHE, AR ERT A v —UBRERENET, BIERKD A v
T—=URT 4R ? CERFRENDIBEIE. AT v 4B FET,

AFYF T TI7UVO[File] A*==—"T|[Close] &7V v LET,

ATvF 8 OBFETuxTonr s A X—U T, [Reload] (Internet Explorer @354 1% [Refresh]) 7V v 2 L
E7,

FRRET B %, Web — & OFRGEF O 2 5E T LET,

=% = > — S N S, — A
A JAOXODE=ZAFABEELUVATFIUOR
ZZTIHE AT Iy TR VAN 2 M) 2ERTHIEE, #Bifm ) 2 FEICTHIRT S
FHEIZOWTHIALET, 22T, KOZFIEICOWTRBALET,
o A4 FIv 27 ACL= FVU DFEIR]
o L7 EX v DXy vz =2 b OHIE]

F4+32v%9 ACLTY DT

EAF Iy 7278A VA2 bR, EHTICRRTEET, BREELIETITA RV 2L LT
FNRFA=ZIZ Lo TRIT mF > = NIRRT U T ENTHIT, RTERI RV ET, RSN
L2—BORE. Tr7EA VAN = MRy FLEEEERLET,

AL B X VLo TBITEML. SN TWAEAFTIv I TR VAN 2 MY E—NRT 7R
VAR = M) EFRT DT, F5#E EXEC £— KT show ip access-lists =~ > R&fH L E T,

avUF =0

router# show ip access-lists A FIv 7 ACLZ M) ZED, 774 T U+ — /L TRERK
HBOBFWET 7 A YA RBLOYERT 782 URA b2RRLE
B

WORFITIE, ACL 105 3, BAET X V2R ETDANA X —T = A ATA T RERICHEH
ENTWET, BRIOFRIF, BEEATDO ACL ONEZ R L TWET, 2 FBHOERIL, AAA —NC
J:é:’-“_“‘}j-uuuﬂ:j&@m L%T%beb\iﬁ—
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~

GE)

NAT R E SN TS84, show ip access list 2~ > Rick v, 47 v 27 ACL=> Y OZEH#
BORARNIP T RLUAD, #REfBLIZEAANDIP 7 RUARERENIGENRH Y £3, NAT
DHRA B —T = A AT LT ACL R SN D56, BEOT RUARKRENET, ACL R
NAT ONHA > 57— 7 = A A SN D56, H G T 28X RO IP 7 FUARFIR SN E

7, show ip auth-proxy cache =~ > N T, HICHHMEAB LIZAA RO IP 7 FLARKRRINET,

72201, WITRT DI, BiaF 7 e x> Do ACL=> R DU 2 KT,

Router# show ip access-lists

Extended IP access list 105
deny tcp any any eqg telnet
deny udp any any
permit tcp any any (28 matches)
permit ip any any

WOHIENT., 2 —PRHFEHD ACL= R DU A FERLTWET,

Router# show ip access-lists

Extended IP access list 105

! The ACL entries following user authentication are shown below.
permit tcp host 192.168.25.215 any eq 26
permit icmp host 192.168.25.215 host 60.0.0.2
permit tcp host 192.168.25.215 any eq telnet
permit tcp host 192.168.25.215 any eq ftp
permit tcp host 192.168.25.215 any eq ftp-data
permit tcp host 192.168.25.215 any eq smtp
deny tcp any any eqg telnet

deny udp any any

permit tcp any any (76 matches)

permit ip any any

REE7OX DX vyvia TV M) DOHEIE

mqu7D“\'\;/%'f§}ﬁqﬂ@ﬁmx 57/(-j‘\: ‘/7 T ' A U A I\Lj wuuﬂii/ ]\ ) ODLjJD%J:U\ﬁ“%}
PEo TERICHER L £, @RIt MY DU X M & RRT 511, show ip auth-proxy cache =~
FEEALET, RIE= MY 2 FH THIBRT 511X, #7H EXEC £ — R T clear ip auth-proxy
cache =~ FZEHL £,

= Ly
router# clear ip auth-proxy cache BA LT YN T 7 AT T —NANORIAT R FT =
(7 | host ip address) PUZHIBRLET, TRTORGEF v v a2 =2 b &H

BRI 7T AX VA7 #FHLET, B—OKRA DT
FU ZHIBRT A, BEDOIP 7 FLRAE AL LET,
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ik 7 A+ S DR ESH

FREAE S O R AR AR ET DI, L—F & AAA V— DOl T ORTEZLEETILENH D 9, LU
Mot sy a i, BT XL OREFNCHOWTHBAL £,

o [FERET v v O ER

o [FBAF7u ¥ . IPSec. B LU CBAC OB EH)

o [FFE7 ¥ IPSec, NAT, LU CBAC D& i)
o TAAA Y—RDa—F 717 7 A Lp)|

INLOREET, BEEEL (1) 1Za A MTERLET, A2 MTE, L TCWAREZ MY
ORFICE#FH I TVET,

REETOX S DEEN

PBEOFITIE, BEDOTEIET X OB ET Y M) 2 EIFCTHET, o0, Bee—%
WEEZRTHLOTIEHY FHA, BT X V2R LERZERN—FOEREIL, ZOFEOKOE Y
vavilEEnRTWET,

Z 2T, ROBUZOWTEIAL E9,
o TAAA OFREH

o [HTTP ¥ — "D EH)

o [FEREZ v v O ER

o (AU H—T = A ADFEH

AAA D E B

aaa new-model

aaa authentication login default group tacacs group radius
! Set up the aaa new model to use the authentication proxy.
aaa authorization auth-proxy default group tacacs group radius
! Define the AAA servers used by the router.

aaa accounting auth-proxy default start-stop group tacacs+
! Set up authentication proxy with accounting.
tacacs-server host 172.31.54.143

tacacs-server key cisco

radius-server host 172.31.54.143

radius-server key cisco

HTTP Y —/\D & EHI

! Enable the HTTP server on the router.

ip http server

! Set the HTTP server authentication method to AAA.

ip http authentication aaa

! Define standard access list 61 to deny any host.

access-list 61 deny any

! Use ACL 61 to deny connections from any host to the HTTP server.
ip http access-class 61
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! Set the global authentication proxy timeout value.

ip auth-proxy auth-cache-time 60

! Apply a name to the authentication proxy configuration rule.
ip auth-proxy name HQ users http

AB3—T x4 ADBEH

! Apply the authentication proxy rule at an interface.
interface e0

ip address 10.1.1.210 255.255.255.0

ip auth-proxy HQ users

REEZOX2, IPSec, XU CBAC DEEHI

WoENL, BAET 7, [PSec B L CBAC #re 2+ 5 v— 2R EEZRLET, 612, &E
R LET,
N

GE)  AHAEZE CiscoIOS Y7 bo =7 U U —2R 12.3(8)T LAk THEMA T 5454 13.[Crypto Access Check on
Clear-Text Packets] #ZH LT 7Z &0,

= 6 BRE7O¥. IPSec. LU CBAC DEREHI
IPSec. EREE ACL 102 ##F L T
ZJo%< . ACL 105, ITRTOBEIE
B & U Cisco 10S kS>24wo%ETOvs
77470+ —ILEER (AAA H—R %K <)

WWW

= o =

RAPRA L—%5 1 < IPSec FoF L —% 2 192.168.123.14

192.168.23.13 (HTTP b5 74 w9 @)\ J(Z7AT 74 —))

| >
>
>

@

M\
NN

192.168.123.20

ZOFEITIEH, FAA N AN Web F—o8 (WWW) & HTTP #ft 2B L4, v—F 1 & —F 2 [
D HTTP F7 7 ¢ v 71, IPSec A L THELENET, RIET2Fx | IPSec. B LUV CBAC
L, V=% 2 LA Z—7 A A Serial) THREIIL, 77AT7UA—/LELTHIELTWET,
ACL 10513, A > #—7 A % Serial0 TI_XTHFF 74 v 2% 7wy 7 LEF, ACL 102 i3,
J—%2 EDOA v H—7 = A A Ethernet0 (2 SiL. AAA Y — SO T 7 4 v 7 RS EDA
VE—T 2 A ALOTRCO T T 47Ty LET,

RA N AN Web $h— L d HTTP ## & fHha 3 25 & BIET R ¥ L IA R b A T2—H4 k/\x U —
REANTHE)2—PFIZHERLET, ThHD7 LT vy id, RBAEB L OFFRI 072D AAA
P—=NTRIESNE T, BIANEFIITbILLE, 2= T LD ACL ﬁ>774’7"77r%/1/ A
n— &, Y—EZARFATINET,

WOFITIX, BR2ZMT DI —F 1 EAL—F 2 OWGFOREEZRLET,
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o [L—% 1 OFEH
o [L—% 2 OFEEWH

IL—4 1 DEEH

! Configure Router 1 for IPSec.
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname Routerl
|
logging buffered 4096 debugging
no logging console
enable secret 5 $1SEQOBSAQF1vFZM3fLr3LQAOsudL/
enable password junk
|
username Router2 password 0 welcome
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscol234 address 10.0.0.2
|
crypto ipsec transform-set rule 1 ah-sha-hmac esp-des esp-sha-hmac
|
!
crypto map testtag 10 ipsec-isakmp
set peer 10.0.0.2
set transform-set rule_1
match address 155
|
interface Ethernet0/0
ip address 192.168.23.2 255.255.255.0
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
|
interface Serial3/1
ip address 10.0.0.1 255.0.0.0
no ip directed-broadcast
encapsulation PPP
ip route-cache
no ip mroute-cache
no keepalive
no fair-queue
clockrate 56000
crypto map testtag
|
1
ip classless
ip route 192.168.123.0 255.255.255.0 10.0.0.2
! Identify the IPSec specific traffic.
access—list 155 permit tcp host 192.168.23.13 host 192.168.123.14 eq www
access-list 155 permit tcp host 192.168.23.13 eqg www host 192.168.123.14
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! Configure Router 2 as the firewall, using the authentication proxy, IPSec, and CBAC.
version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

|

hostname Router2

|

logging buffered 4096 debugging

aaa new-model

aaa authentication login default group tacacs
aaa authentication login console_line none
aaa authentication login special none

aaa authentication ppp default group tacacs
aaa authorization exec default group tacacs

! Configure AAA for the authentication proxy.
aaa authorization auth-proxy default group tacacs+
enable password junk

|

! Create the CBAC inspection rule HTTP TEST.
ip inspect name rule22 http

ip inspect name rule22 tcp

ip inspect name rule22 ftp

ip inspect name rule22 smtp

|

! Create the authentication proxy rule PXY.
ip auth-proxy name pxy http

! Turn on display of the router name in the authentication proxy login page.
ip auth-proxy auth-proxy-banner

ip audit notify log

ip audit po max-events 100

|

! Configure IPSec.

crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol234 address 10.0.0.1
|

crypto ipsec transform-set rule 1 ah-sha-hmac esp-des esp-sha-hmac
|

crypto map testtag 10 ipsec-isakmp

set peer 10.0.0.1

set transform-set rule_ 1

match address 155

|

! Apply the CBAC inspection rule and the authentication proxy rule at interface
! Serial0/0.

interface Serial0/0

ip address 10.0.0.2 255.0.0.0

ip access-group 105 in

no ip directed-broadcast

ip inspect rule22 in

ip auth-proxy pxy

encapsulation ppp

no ip route-cache

no ip mroute-cache

no keepalive

no fair-queue
crypto map testtag

|
interface Ethernet0/1

ip address 192.168.123.2 255.255.255.0




| BETOFS0EE

BEFox ozEs B

ip access-group 102 in

no ip directed-broadcast

ip route-cache

no ip mroute-cache

|
no ip classless

ip route 192.168.23.0 255.255.255.0 10.0.0.1

ip route 192.168.50.0 255.255.255.0 16.0.0.1

! Configure the HTTP server.

ip http server

ip http access-class 15

ip http authentication aaa

|

! Create ACL 15 to block all traffic for the http server.
access-list 15 deny any

! Create ACL 102 to block all traffic inbound on interface Ethernet0/1 except for
! traffic from the AAA server.
access-list 102 permit tcp host 192.168.123.20 eqg tacacs host 192.168.123.2
access-1list 102 deny tcp any any
access-list 102 deny udp any any
access—-list 102 permit ip any any

! Create ACL 105 to block all traffic inbound on interface Serial0/0. Permit only IP
! protocol traffic.
access—-list 105 deny tcp any any
access-1list 105 deny udp any any
access-list 105 permit ip any any

! Identify the IPSec specific traffic.
access-list 155 permit tcp host 192.168.123.14 host 192.168.23.13 eqg www
access-list 155 permit tcp host 192.168.123.14 eq www host 192.168.23.13
|

! Define the AAA server host and encryption key.
tacacs-server host 192.168.123.14
tacacs-server key cisco

|
line con O

exec-timeout 0 0

login authentication special

transport input none
line aux 0

transport input all

speed 38400

flowcontrol hardware
line vty 0 4

password lab
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A n D

. IPSec. NAT. £&U CBAC DREH

/kOWJi\ WAL 7 1 %3, IPSec. NAT B LU CBAC #iEE T 2L — 2 RELZ R LET, 712,
HEERLET,

% 7 BEE7RFx. IPSec. $&U CBAC DEREHI
|PseCs Bits nIEjOD:FV\ ACL 102 75§
ACL 105, NAT. #Lb774}7€
# & U Cisco 10S Jowvy
T7AT7O+—IL%EER (AAA H—\EE<)
\\\ ﬁ// WWW
_ -~ TG -~ Y —
_/7 Web H#—/\
HZ kA =51 =52 192.168.150.14
192.168.50.13 IPSec koL (Z7AT74+—I)
(HTTP +5 24 v H) AAA
_/'/
AAA H—/N\

192.168.150.20

ZOBITIH, AN A N Web —oN (WWW) & D HTTP i 2Bt LES, v—F 1 (f ¥ —
7 xAABRI0O) &/ —%2 (L% —7xA A Serial2) OE]D HTTP ~7 7 4 v 71X, IPSec Z{#
LTHAfbEnET, By ex it 77447 U4+ — e LTEMET DL —% 2 TRESNET, &
e xy . NAT. BEXOCBAC X, £ ¥ —7 A A Serial2 THREZIN., 77A T T+—L L L
TH¢RELTWET, ACL105E. A v ¥ —7xA A Serial2 TTRTCHO NG 74 v 7% T uav s LE
4. ACL102 1%, v —# 2 kDA > % —7 = A A Ethernet0 [Zif &4, AAA F— b0 RS
TA I ERSEDA LA =T 2 A A LDITRTCDONT T4 v o & Tay s LET, ZOHFIT, BEES
0 IAEYED ACL 10 2 LT, Lo A2 HT 282 2 EL TWET,

ACL 10 HOWFNDAR A R A Web 3— 32 D HTTP ## 2 Blth+ 5 &, RBIETaF 0L, FOK
XF®J—fKﬁL\J—FQENXU—F@Aﬁ%ﬁbifO_ﬂ6®7V7//¥Wl\m£%i
CHFA DI AAA Y—"THRIESNE T, RAENREFIITONDE, 2—HFTLDACL A7 74
TUA—NMIF T ra—REn, Y—EARFAINET,

WOBITIE, FREMTIDIIN—F 1 LAV—F 2 DOWGORELRLET,
o —2% 1 OBREH]

o [)—X 2 OFFTEH

IL—4% 1 OEFEH

! Configure router 1 for IPSec.
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname Routerl
!
logging buffered 4096 debugging
no logging console
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|
isdn switch-type basic-5ess
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscol234 address 16.0.0.2
crypto ipsec transform-set rule 1 ah-sha-hmac esp-des esp-sha-hmac
|
!
crypto map testtag 10 ipsec-isakmp
set peer 16.0.0.2
set transform-set rule_1
match address 155
|
!
process-max-time 200
|
interface BRIO
ip address 16.0.0.1 255.0.0.0
no ip directed-broadcast
encapsulation ppp
dialer idle-timeout 5000
dialer map ip 16.0.0.2 name router2 broadcast 50006
dialer-group 1
isdn switch-type basic-5ess
crypto map testtag
|
interface FastEthernetO
ip address 192.168.50.2 255.255.255.0
no ip directed-broadcast
|
ip classless
ip route 192.168.150.0 255.255.255.0 16.0.0.2
no ip http server
! Identify the IPSec specific traffic.

BHETO0FX > 0OHES

access-list 155 permit tcp host 192.168.50.13 host 192.168.150.100 eqg www
access-list 155 permit tcp host 192.168.50.13 eq www host 192.168.150.100

dialer-list 1 protocol ip permit
|
line con 0
exec-timeout 0 O
transport input none
line aux 0
line vty 0 4
password lab
login

IL—43 2 DEREHI

! Configure router 2 as the firewall, using the authentication proxy,

! CBAC.
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname router2

|

logging buffered 4096 debugging

aaa new-model

aaa authentication login default group tacacs+
aaa authentication login console line none

IPSec,

NAT,

and
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aaa authorization exec default group tacacs+
! Configure AAA for the authentication proxy.
aaa authorization auth-proxy default group tacacs+

! Create the CBAC inspection rule “rule44.”
ip inspect name rule44 http java-list 5

ip inspect name ruled4d tcp

ip inspect name ruled44 ftp

ip inspect name rule44 smtp
|

! Create the authentication proxy rule “pxy.” Set the timeout value for rule

! pxy to three minutes. Standard ACL 10 is applied to the rule.
ip auth-proxy name pxy http list 10 auth-cache-time 3
isdn switch-type primary-5ess
|
! Configure IPSec.
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscol234 address 16.0.0.1
|

|
crypto ipsec transform-set rule 1 ah-sha-hmac esp-des esp-sha-hmac
|
!
crypto map testtag 10 ipsec-isakmp
set peer 16.0.0.1
set transform-set rule 1
match address 155
|
controller T1 2/0
framing esf
linecode b8zs
pri-group timeslots 1-24
|
! Apply ACL 102 inbound at interface Ethernet0/1 and configure NAT.
interface Ethernet0/1
ip address 192.168.150.2 255.255.255.0
ip access-group 102 in
no ip directed-broadcast
ip nat inside
no ip mroute-cache
|

! Apply the authentication proxy rule PXY, CBAC inspection rule HTTP_TEST,

! and ACL 105 at interface Serial2/0:23.
interface Serial2/0:23

ip address 16.0.0.2 255.0.0.0

ip access-group 105 in

no ip directed-broadcast

ip nat outside

ip inspect rule44 in

ip auth-proxy pxy

encapsulation ppp

ip mroute-cache

dialer idle-timeout 5000

dialer map ip 16.0.0.1 name routerl broadcast 71011
dialer-group 1

isdn switch-type primary-5ess

fair-queue 64 256 0

crypto map testtag

|

! Use NAT to translate the Web server address.
ip nat inside source static 192.168.150.14 192.168.150.100
ip classless

ip route 192.168.50.0 255.255.255.0 16.0.0.1

NAT, and
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! Configure the HTTP server.
ip http server
ip http access-class 15

ip http authentication aaa
|

! Create standard ACL 5 to specify the list of hosts from which to accept java applets.

’

! ACL 5 is used to block Java applets in the CBAC inspection rule named “rule4d4,”
! is applied at interface Serial2/0:23.
access-list 5 permit any

! Create standard ACL 10 to specify the hosts using the authentication proxy. This ACL

! used in the authentication proxy rule named “PXY”, which is applied at interface
! Serial2/0:23.

access-list 10 permit any

! Create ACL 15 to block all traffic for the http server.

access-list 15 deny any

! Create extended ACL 102 to block all traffic inbound on interface Ethernet0/1
! except for traffic from the AAA server.

access-list 102 permit tcp host 192.168.150.20 eqg tacacs 192.168.150.2
access-1list 102 deny tcp any any

access-list 102 deny udp any any

access—-list 102 permit ip any any

! Create extended ACL 105 to block all TCP and UDP traffic inbound on interface
! Serial2/0:23.

access—-list 105 deny tcp any any

access-1list 105 deny udp any any

access-list 105 permit ip any any

! Identify the IPSec specific traffic.
access-list 155 permit tcp host 192.168.150.100 host 192.168.50.13 eqg www
access-list 155 permit tcp host 192.168.150.100 eq www host 192.168.50.13
dialer-list 1 protocol ip permit

! Define the AAA server host and encryption key.

tacacs-server host 192.168.126.14
tacacs-server key cisco

|

line con O

exec-timeout 0 0

! Define the AAA server host and encryption key.

login authentication console line

transport input none

line aux 0

line vty 0 4

password lab

end

AAA H—/\Oa1—Y% Jo 774 L

ZITIEH, AAA = ATORFET e X Oa—F Ty AL = M) ol LET, [proxyacl)
TRV EERALT, 2—YO7 7 v 2AMEREZERLET, 2— VPRI X 2L Tr I A

ST 2, 2nbDO U N7 7 AT U —/L L—ZICHEHESNET, 7n 774 LNOEKT

ERVIZIEY—ERERIET SV = a D Tpermit) 77 ERAERET HMLERHY ET, HT

MY DEEILT FLAE, lTany) ICHELET. T RLVRAEF, 7077 AVRT 7 AT U4 —H

Tom— RENDEXFWCRIAFRAIDIP 7T FLRICEHBREINET, TTHD AAA 2 —F DKL~

ST IS5 IZTRETHARLENH Y £,
ZIZTE, ROEFNEIZHDWTHIALET,
e [CiscoSecure ACS 2.3 for Windows NT
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e [CiscoSecure ACS 2.3 for UNIX|
e [TACACS+ Server]
« [Livingston Radius Server]

e T[Ascend Radius Server |

CiscoSecure ACS 2.3 for Windows NT

ATFvFT 2

ATv7 4

Z Z TlX. CiscoSecure ACS 2.3 for Windows NT ECiRGE7 a L 2R ET D HIEIZHOWTHHA L
9, CiscoSecure ACS OFEMIZOWTIE, Y THHEO~=a2 T L ESHR LTI IZE N,

W DFEERIL. CiscoSecure ACS for Windows NT & TACACS+ #—t 2 HDOFRETT,

[Interface Configuration] 7 A =% 27 U v 7 L, [TACACS+ (Cisco)| 7 U » 27 LE£7,
a. FlZAZ v—/L LT [New Services] ZF/RxLET,

b. # LW —bE R lauth-proxy] % [Service] 7 4 —/V RIZIBM L FEF, [Protocol] 7 4 —/V KIZZED
FFEICLET,

LW —ERIZxt LT [User] F=v 7Ry 7 AL [Group] T=v IRy 7 At LET,
Tz A2 m—/L LT [Advance Configuration Options] % %7~ L . [Per-user Advance TACACS+] #
BEEA I LET,

e. [Submit] %27V > 27 LET,

[Network Configuration] 74 22> %27V v 7 LE 7,

a. [Network Access Servers] @ [Add Entry] 7 =2 %27 U > 27 L., [Network Access Server
Hostname], IP 7 KL A, ¥— (L—F THRELLEF—) OF7 4 — L NIZEFREADLET,

b. [Authenticate Using] 7% a1 > 12k LT [TACACS+ (Cisco)] % & L %7,
c. [Submit + Restart] 7 2> %27 Vv 7 LET,

[Group Setup] 74 2 %27 U v 7 LET,

a. Fey7¥Urs Ama—hba—F FA—TE8RLET,

b. [Usersin Group] ¥ = v /Ry 7 A% F T LET,

c. 21— VRINnDLa—VERIRLET,
d

[User Setup] ¥ A b CFIZA 27 m—/L L, [TACACS+ Settings] # 7~ L C. lauth-proxy] T = v
IRy I AueF I LET,

[Custom Attributes] = v 7R v 7 A& F T LET,

f. 7ururyA L = b ZEBIL (=2 NVITHE—BI A EZIE HE ARG CHEAEZTA), FriEL
LB ISICRELET,

priv-1vl=15

proxyacl#l=permit tcp any any eq 26
proxyacl#2=permit icmp any host 60.0.0.2
proxyacl#3=permit tcp any any eq ftp
proxyacl#d=permit tcp any any eq ftp-data
proxyacl#5=permit tcp any any eq smtp
proxyacl#é=permit tcp any any eq telnet

o

g. [Submit] 2V v 7 LET,
[User Setup] 74 2> %27 U v 7 LET,
a. [ListAllUsers] %27 Vv 27 LET,

B
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b. =—F&ZBMLET,
c. TIZAZ v—/L LT [User Setup Password Authentication] ZZ/~r L £7,

[Password Authentication] K71 > 7% 7 X2 =a— 5 [Select SDI SecurID Token Card] % &R
L%,

e. UHIRELa2— Z—7 1 #8RLET,

f. [Submit] %27 V> 27 LET,

¥ [Group Setup] 74 a2 %2 U v 7 LET,

a. 22—V -7 1 2&RLET,

b. [Usersin Group] #7 U v 7 LET,

c. [Edit Settings] #27 UV v 27 LET,

d. [Submit+ Restart] 74 2 %27 U v 7 LT, RHOREZEH L. AAA P —NIZEFELET,

CiscoSecure ACS 2.3 for UNIX

A7y 2

ATFv7 4
AFwT 5
ATvT 6
ATF9FT 7T

ATFv7T 8

Z 2T, C1scoSecureACS23forUNIXJ:Tqu7D%/75: RET D HFIEIZHOW T LE T,
CiscoSecure ACS DFEMIZOWTIE, Y TH2RFO~=a TV E2SHM LTI EE N,

Administrator 7’7 27 Z A% L T CiscoSecure ACS & 213 5121, Java & JavaScript &4 — bk
T5Web 77U NRMETT, 7730 TV r—rarTlavazd A 32—V TDHUNERDY F
9, Java ~X— 2 ® CiscoSecure Administrator DFERERE 7 v 7 F A%, CiscoSecure ACS
Administrator ® & D Web X—U N5 THEEBITE £,

iz, CiscoSecure ACS 2.3 for UNIX ® TACACS+ ¥ —E ZDFREFIEDOH| 2R L ET,

CiscoSecure ACS Web > % —7 = A ZA® CiscoSecure ACS Web A == — /N—T, [Advanced] % 7
Vw2 L, P [Advanced] 227 U v 7 LET,

Java _X— X @ CiscoSecure Administrator ;EfIER E7 0 7 7 ABRRRINET, v— RIZEo»r05 2
ERHY FET,

CiscoSecure Administrator FEAIFXE 7' 1w 77 AT, # 7t Z 4172 [Members] ~— 2 ? [Navigator] <2
A T [Browse] 4 7IZ LET,

Uz XY [Create New Profile] 74 a2 U BERRINLE T,

[Navigator] XA > T, ROWTNNEETLET,

o A—YERBMTEHEIN—FEEL T Y v 7 LET,

o A—HEITN—TITBEMLRWESIE, [Root] 74V F TAarks )y s LET,

[Create Profile] #7 V v LC, [New Profile] ¥4 7 v/ Ry 7 AR R LET,

[Group] F=v 7Ry 7 ANATIZHho>TWVWEHZ L E2HIBLET,

BT 22—V D4R ATIL, [OK] 227 Vv 27 LET, HiLna—FRY ) —ZRRZTINET,

2 7t &7 [Members] ~— @ [Navigator] XA VIR RINDY Y —ND, I r—TF Fa7rAg
NEREFa—Y Tudry A o7 4ariE ) v 7 LET,

BTN U T, [Profile] XA > T [Profile] 7 A 2> %27 Vv 7 LTA U EEBBALET,

BRLETa 7 7 ANVERITY—ERCHEYT LT NI Ea— MR EEND Y R MEREIFXA TR
Ry 7 AN, WEAFTOY 42 RUICEKRSNETST, 20OV 4 FUOIEHIZL, [Profile] ~A > TEIR
L7ZNEIT C TR L £,

"=
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AT9T 9
AT97 10
ATFv7T 1
ATv7T 12
ATvF7 13
ATv7 14
AT9T 15

AFv7T 16

ATFvF 17

[Service-String] #27 V v 7 LE7,

[stringl| #27 V> 27 L, 7F A K 74—V FIZ
[Option] A == —Z IR L ET,

[Option] A == —"C, [Default Attributes] %7 U v 27 LE7,

7 b U Ea— % [Deny] 205 [Permit] IZAEE L £ 7,

[Applyl] 227V v 7 LET,

[Option] # ==—T, [Attribute] %7 U v 27 L. 7% % k 74—/ RIZEHEL L% AT LET,
priv-lvl=15

lauth-proxy] E AJ1L. [Applyl %2 VU v 7 LET,

[Option] A ==—"TC, [Attribute] 27 UV v 27 L, 7% A~ 71—/ NIZ [proxyacl] =~ U Z A1 L
iﬁ—o

proxyacl#l="permit tcp any any eq 26"

BT 58— ERELIETT 2 baViZH L TIDORAT v S a2V RLET,

proxyacl#2="permit
proxyacl#3="permit
proxyacl#4="permit
proxyacl#5="permit
proxyacl#6é="permit

icmp any host 60.0.0.2"
tcp any any eq ftp”

tcp any any eq ftp-data”
tcp any any eq smtp”

tcp any any eq telnet”

TRTCOEFEZMEZ =6, [Submit] 227V v 27 LET,

TACACS+ Server

default authorization =
key =

permit

cisco

user = Brian {

login = cleartext cisco

service =
{
priv-1v1l=15
proxyacl#l="permit
proxyacl#2="permit

auth-proxy

tcp any any eq 26"
icmp any host 60.0.0.2"

proxyacl#3="permit tcp any any eq ftp"
proxyacl#4="permit tcp any any eq ftp-data"
proxyacl#5="permit tcp any any eq smtp"
proxyacl#6="permit tcp any any eqg telnet"
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Livingston Radius Server

Bob Password
cisco-avpair
cisco-avpair
cisco-avpair

"cisco" User-Service-Type=Outbound-User

"auth-proxy:
"auth-proxy:
"auth-proxy:

priv-1lvl=15",
proxyacl#l=permit
proxyacl#2=permit

tcp any any eq

26",

icmp any host 60.0.0.2",

cisco-avpair "auth-proxy:proxyacl#3=permit tcp any any eq ftp",
cisco-avpair "auth-proxy:proxyacl#d=permit tcp any any eq ftp-data",
cisco-avpair "auth-proxy:proxyacl#5=permit tcp any any eq smtp",
cisco-avpair "auth-proxy:proxyacl#6=permit tcp any any eq telnet”

Ascend Radius Server

ETDHDSEFEN

SE, REBREY v AKREIC BT D BEEEHC DWW T L £,

Alice Password

cisco-avpair
cisco-avpair
cisco-avpair

= "cisco"

"auth-proxy:
"auth-proxy:
"auth-proxy:

User-Service =

priv-1lvl=15",
proxyacl#l=permit
proxyacl#2=permit

Dialout-Framed-User

tcp any any eq

26",

icmp any host 60.0.0.2",

cisco-avpair "auth-proxy:proxyacl#3=permit tcp any any eq ftp",
cisco-avpair "auth-proxy:proxyacl#d4=permit tcp any any eq ftp-data",
cisco-avpair "auth-proxy:proxyacl#5=permit tcp any any eq smtp",
cisco-avpair "auth-proxy:proxyacl#6=permit tcp any any eq telnet"

- -
— —

nE SmE
il [Configuring Authorization |
=02

Ry

[Configuring Authentication |

ThOT 4T

[Configuring Accounting]

RADIUS

[Configuring RADIUS |

TACACS+

[Configuring TACACS+]

&

Btk

24 b

COBRENY A — T OB LB El3 LT Sz
BRI H D £ A, £lo. ZOKEREIZ K 2 BFHIE D

PR=MEETDH Y £ A,



http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authorizatn.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authentifcn.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_radius.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_accountg.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_tacacs+.html
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MIB

MIB

MBY>Y

ZOBREIZE > THR—FEN2FH LW MIB £721%
EHERENEMIBIEHY £ A, £ OHEICLD
BEFE MIB ¥ R— MIEFIZH Y 8 A,

BIRLZT Ty b7+ —24, CiscolOS VU —RA, BIOERELE »
Fod>MIB #HBZ L THF U ra— RT58E41%, kO URLICHD
Cisco MIB Locator ZfEH L £9°,

http://www.cisco.com/go/mibs

RFC

RFC 24 bV
ZOBRBRIZE ST R—FENDHH LWV RFCREE | —
SN RFCIEIH Y £/ A,
DAADTIVZAN YIR— b

B T,

FHOURLIZTZ7EALT, YAaDT 7=k
A= M EHRKBIZIEHL T 7ZE0,

UTaaEles E SERIEHRICT O Web B A FAMKAL
HET,

T =HYIR— N EZITD

Y T7 N xTEF - RT 5

X2 VT OMEFEERET S, FloiF Aol
SO F 2 VT 4 WEICKT DB EZIT 5

V= BIRY Y= RANT IR AT S
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