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o [Flexible NetFlow O HFIEFHZHE A L 2 — K [NetFlow Original] & [NetFlow IPv4 Original
Input) (P.3)

[Flexible NetFlow OZHATEFW A L = — K [NetFlow IPv4 Original Output)] (P.5)
[Flexible NetFlow D FHIEFKH 7+ = — F [NetFlow IPv6 Original Input] (P.6)
[Flexible NetFlow O FHIEFRZ KA L = — R [NetFlow IPv6 Original Output)] (P.7)
[Flexible NetFlow ™ MPLS Egress NetFlow] (P.8)

LIEIT®D NetFlow # Flexible NetFlow TIZaL—b+,9 32 EDFIH

LA NetFlow % Flexible NetFlow T I 2 b — 45 L, aa—FEFZDOHAZ L La— REREEB
JORET D L, FRIEREALVI— REMHHTE 5728, Flexible NetFlow % #K [ TE AT
TFEJ, Ju— T=FERE L. TN % Flexible NetFlow i A % —7 = A Z #5721 T,
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7o — F=XE, TRCHEEMN T ONEENOF Y v 2o TWVET, £ 71— =4 |2,
Xyl U MNIONEELVAT U NEERERTDHEDOOLI— RPLETT, La—F 7+r—~vv
MEI. WIFNDPOFFIEREAL I — RO 7 r—~ vy MITEETA., BEZ=—%L Flexible
NetFlow D7 e — L a— R a7 44X 21— 32 F— RTecollect XV match =~ REEH L,
MEOLVa—R 74—~y FEERTAHZEHTEET,

71— 7 AFR—HFX, Flexible NetFlow T L7757 — ¥ %, NetFlow Collection Engine 72 & ® VU
T b VAT AICEETHEDIESET, =7 AR—F T, #ik7 v han s LT User
Datagram Protocol (UDP; =—#% F—% 7 Z A Fu hai) BRI, X—V3a 9 =7 AR—|
TA—<y EBEHINET,

LLRT O NetFlow (21BN TW B A1E. LLETO NetFlow # = 2 = L — b L7= & %{Z Flexible NetFlow T
WEBLIOZ 7 AR—=FENLT—Z DX LENFICONT, TTICHMTETND I LICRVET,
TN, U7 7=y 7 AT b TEXET,

Flexible NetFlow DERIEZEFA L 33— F [NetFlow Originall &
[NetFlow IPv4 Original Input]

Flexible NetFlow ® FalE&HF#4 L = — K [NetFlow original] & [NetFlow IPv4 original input] (.
key 7 4 —/V K& nonkey 7 4 —/V FREILTH L7200, ANVBRA THEMRTHZ ENTEET,
Flexible NetFlow O FRiE&HF#4 L 2 — K [NetFlow original] & [NetFlow IPv4 original input] @
key 8L U nonkey 7 1t —/L &, & L IZRLET,

=1 Flexible NetFlow DERRRFHA L a— F INetFlow Originall & INetFlow IPv4 Original
Input] TEAEHSB key & U nonkey 714 —JIL K
key 7l nonkey
TJ4—ILE J4—ILE it
IP ToS Key BAT FT H—ER (ToS) 71—/ ROHE,
IP Protocol Key IP 7a h=)b 7 4 —)L KO,

| '-
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Flexible NetFlow D& EBARIZ DT

=1 Flexible NetFlow DERRRFEH L 2— K INetFlow Originall & TNetFlow IPv4 Original
Input] THEAZIHN D key KU nonkey 74 —ILF (%)

key F1=[& nonkey

J4—ILF Z4—ILF EE

IP Source Address Key IP %fFE7 KL X,

IP Destination Address |Key IP 56857 KL A,

Transport Source Port  |Key N7 UAR—=F LA VYOREILR—F 74—/ K
DAE,

Transport Destination  |Key hZ U AR— K LA YO5EER— b 74— ROfE,

Port

Interface Input Key NI T4 I BREINTA L ET—T oA R,

Flow Sampler ID Key Ju— V%770 IDEFE (Za— YTV TR
A F—=TZENTHEHE),

IP Source AS Nonkey EETHREY AT LE 5,

IP Destination AS Nonkey SESCHE Y AT L&,

IP Next Hop Address Nonkey X ANKYyTDOIPT RLA,

IP Source Mask Nonkey IPEELT RLADY AT,

IP Destination Mask Nonkey IP %657 KL AD< A7,

TCP Flags Nonkey TCP 77 7 7 4 — /L ROFHE,

Interface Output Nonkey N7 4 I BEEEINTA L E—T oA A,

Counter Bytes Nonkey Tu—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTRH#HmSNT Ty MR

Time Stamp System Nonkey BWONT Y MRS LT & & DV AT LRE)IE

Uptime First M (S UREA, ZOF AL, AREYICT— LT
DB DOIERD)

Time Stamp System Nonkey BBO/NT Y NI S LI & E DV RAT LRI

Uptime Last

(2 VB, ZOF A A ARECT— R LT
DB DOFERH])

[Flexible NetFlow D% E

FltaJ5iE] (P.9) DORRE

[NetFlow original) 23MEH S THET,

TlX. Flexible NetFlow OHERIEFRF AL 2 —
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Flexible NetFlow O&Epasi=> vt MW

Flexible NetFlow DERIEZEEH L 31— F NetFlow IPv4 Original

Output ]

Flexible NetFlow O HRiiEE#FHF#4 L = — N [NetFlow IPv4 original output] (%, Cisco IOS Release
12.3(11)T TY U — 2 417 LR 0 NetFlow /) NetFlow 7 7 7 > F 4 v JHfExR T2 2 L— 5%
eI S E 7, Flexible NetFlow DO HFIERF 7+ L =2 — K [NetFlow IPv4 original output] @
key 3L W nonkey 7 4 —/V R I T F % R 2ITRLET,

= 2 Flexible NetFlow OERIIRRFEH L a3— F INetFlow IPv4 Original Output] TEATh3
key & U nonkey 714 —JLF

key F1=l& nonkey

J4—ILF Z4—ILF EE

IP ToS Key ToS 7 . —/L KRO1H,

IP Protocol Key IP 7o ha 7 —)L KOHE,

IP Source Address Key IP EfFLT RV A,

IP Destination Address |Key IP 565c7 KL A,

Transport Source Port  |Key NIV AR—K LA YOREEFILEAR— 74— K
DAE,

Transport Destination Key N7 U AR—1F LA YDsEEAR— b 74—V KOfHE,

Port

Interface Output Key NI 4y O BEREINT A E—T A A,

Flow Sampler ID Key Juo— V%770 IDEST (Za— T TR
A R—=T VSN TWDLHR),

IP Source AS Nonkey EHETHEY AT LEKE,

IP Destination AS Nonkey SEEAB Y AT AT

IP Next Hop Address Nonkey FITAN Ky TDIP T KL A,

IP Source Mask Nonkey IP XEZCT7 RLADS A,

IP Destination Mask Nonkey IP565c7 KL AD~ A7,

TCP Flags Nonkey TCP 77 7 7 4 —)L KOAHE,

Interface Input Nonkey NPT 4y I BZEINT A B —T oA A,

Counter Bytes Nonkey T —WNTHREI N M

Counter Packets Nonkey Tu—RNTRE I 7 MG

Time Stamp System Nonkey WAIONRT y NP S T & & DT AT AREHEKE

Uptime First (U BHfL, Z0F /S ZRRMNCT — b LT
B DIRER])

Time Stamp System Nonkey BB DTy NN S LI & E DV RT LRE)IE

Uptime Last

(S URHEAN, ZOFA ARECT— LT
1B DIER)

5] - IPv4 53X OV IPv6 b 7 ¢ v 7 @ Flexible NetFlow Egress Accounting D% E ] (P.22) OFRE
TliX. Flexible NetFlow OFFIEFRKF L 2 — K [NetFlow original output) 23MFEHA SN TWET,

"
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Bl Flexible NetFlow OEEREIZDLNT

Flexible NetFlow DEHIEZFEHA L 33— F [NetFlow IPv6 Original Input

Flexible NetFlow O FrijE#&H ¥ #4 L 22— K [NetFlow IPv6 original input] @ key ¥ X Uf nonkey 7 ( —
WREHI T HE, R IIRLET,

& 3 Flexible NetFlow OEFi{RRFH L a— F INetFlow IPv6 Original Input] A& % key
H&U nonkey 74 —ILF
key F71=I& nonkey

J4—ILF J4—ILEF it -

Traffic Class Key NI T 4w TR T 4 — L RDIHE,

Flow Label Key THa— L,

Protocol Key 7'a ka7 —)v KOfHE,

Extension Map Key TR~y 7 By b~y 7 OfHE,

IP Source Address Key IP EEFLT RV A,

IP Destination Address |Key IP 56567 KL &,

Transport Source Port  |Key FZ U AR—F LA POREETLR—F 74— K
DAE,

Transport Destination  |Key Z VAR —F LA VOFEER—F 74—V ROFHE,

Port

Interface Input Key NG T 4w I BZEINTA T —T oA R,

Flow Direction Key 7 a—@ kI,

Flow Sampler Key Juo— V770D EST (Za— T TR
AR=T IR TDEHR),

Routing Source AS Nonkey EEITHHE Y AT LR S,

Routing Destination AS |Nonkey SESCHE Y AT L&,

Routing Next-hop Nonkey FITAN Ky TDIPT FLA,

Address

IP Source Mask Nonkey IP XEET7 RLADS A,

IP Destination Mask Nonkey IP5685c7 RLAD~ A7,

Transport TCP Flags Nonkey TCP 777 74—/ ROIE,

Interface Output Nonkey N7 4 I NREEENTA LV E—T =1 A,

Counter Bytes Nonkey Tu—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTHE I 7 M

Time Stamp System Nonkey BAIOr o NI SN b & DY AT MBI

Uptime First (R UREA, ZOF AL ARNEOICT— LT
DB DOIERD)

Time Stamp System Nonkey BBO/NT Y SRS LI & E DV AT LRI

Uptime Last (2 UBHAL, ZOF AL ZARRYICT— R LT
2> 6 DFERHD) .
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Flexible NetFlow DERIEZEEH L 31— F NetFlow IPv6 Original

Output ]

Flexible NetFlow O HRiEFHF 4 L = — K [NetFlow IPv6 original output] @ key 3 & O" nonkey
TA4—NREIT B, R AITRLET,

=4 Flexible NetFlow OERIIRREH L a3— F INetFlow IPv6 Original Output] TEATh S
key & U nonkey 714 —JLF

key F1=l& nonkey

J4—ILF Z4—ILF EE

Traffic Class Key NTT 4T TTR T 4 —)L ROMHE,

Flow Label Key Ta— L,

Protocol Key 7a k3L 74— ROME,

Extension Map Key g~ v 7 By b~ v 7O,

IP Source Address Key IP EFLT RV A,

IP Destination Address |Key IP 56567 KL &,

Transport Source Port  |Key NIV AR—F LS VYOREFITLAR—F 74—V K
DAE,

Transport Destination Key N7 AR—1F LA YDOsEIEAR— N 74—V KOfHE,

Port

Interface Output Key NI 4y O BEREINT A E—T A A,

Flow Direction Key 7 a—DIh,

Flow Sampler Key Tu—Hr7FI70IDFES (Tu— 7Y TR
A F—=TVIZENTHEHE),

Routing Source AS Nonkey BETHMEY AT LE R,

Routing Destination AS |Nonkey BB AT LA F T,

Routing Next-hop Nonkey X ANKYyTDOIPT RLA,

Address

IP Source Mask Nonkey IPEELT RLADS AT,

IP Destination Mask Nonkey IP %657 RLAD< AT,

Transport TCP Flags Nonkey TCP 77 7 7 4 —/L RD1HE,

Interface Input Nonkey N7 4 I BRRESNTA L HX—T A A,

Counter Bytes Nonkey Tua—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTRHEmSNT Ty M

Time Stamp System Nonkey BWONT Y MRS LT & & DV AT LRE)IE

Uptime First (2 YURHEAN, ZOFA ARECT— LT
DB DOIER])

Time Stamp System Nonkey BBO/NT Y NN S LI & & DV AT LRI

Uptime Last

B (SUBHN, ZOF AL AREPICT— LT
DB DOFERH])
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Flexible NetFlow @ MPLS Egress NetFlow

Flexible NetFlow—MPLS Egress NetFlow #gEZ 35 &, v—FiZ~<w/F7a hai T390 R
A vF 7 (MPLS) /Xy hELTHERFBL, IP /Yy b é Lfﬂﬂuéhé/\f’ﬁ/ Fo, IP 71—
WhEXFXY T TEXET, ZOBKIETIE, VPN O—FDOY A b LE L VPN Oft 0% A4 hETr e
A X=Xy 7R — % @i %5, MPLS Virtual Private Network (VPN) IP 7 —% % ¥ 7F % T
% ¥ 7, Flexible NetFlow— MPLS Egress NetFlow f§fe% A % — 7 /T BI121E, 7T r L X —D
Iy =TIl D I AZ~— v (CE) A F—T o A~DT " F— x> (PE) T,
W5 (BE) E—Forvo—s=4%2@EHALET,

12,4 2DVPN1 %A F&E2O0OVPN2 YA EBRHS, MPLS VPN v b T —2 hARr T OH
ZRLET, HWE—FO7n— =2 %ML, %(5 PE A > % —7 = A A LT Flexible
NetFlow—MPLS Egress NetFlow & 1 X —7LIC§ 2% &, PE I (MPLS VPN 725 D) MPLS /~7 >
FELTHERBL,IP XYy FELTPEAL—FIZEEIND Ty FO, IP 7 —{F@R3 ¥+ 7 F v
ShET, wWITHlZRLES,

e WTFNALDVUE—KVPNI1HA b VPN O A R 2 ICHERSIND NT 74y 7D T70n—%

¥y FFYTHICIE, e F— 2T L—% PE2 DY 7 PE2-CE5 ¢, Hi£+— kD7
n— F=H A FX—T7 I LET,

o WTFNLDOYTE—K VPN2YA 2B VPN2 DYV A b 1 ICHEEESND N T 74y 7DT70—%
¥y S F¥THIIE, e F— 2T L—% PE3 DY Y PE3-CE4 ¢, Hi+—FD 7
0— E=HE A RX—T7 /I LET,

71— 5 — X% Flexible NetFlow O ¥ v ¥ 2 M EINET, FrviaNO 7o — 5T —F 52FKR
4 %121%. show flow monitor monitor-name cache =~ > FZ#H L £,

= 1 Flexible NetFlow—MPLS Egress NetFlow ® %% MPLS VPN v F7—% kRASOH

Flexible NetFlow— MPLS Egress NetFlow #gE Cfli i 4% 7 o — =% & L T Flexible NetFlow =
TAR—BZEZRELIESAIZ, PEAL—EBXy T Ty INirye—%, JaXfF¥— Xy NU—J R
IR ESI NIz Lo ¥ 7/\4’2 I AR—=FLET, Xy NI—7 F—F TF 749 VPN
Solution Center (VPN-SC) & D7 7V r—a i, ¥ 7 F vy SNz 7o—mbiERaINE L,
T4 R VPN R 77 ¢ v 7 OFGHERZHE L TR R LET,
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Flexible NetFlow D& ERIB A %

GE)

CCTHHATDIZAIIE, V—EBZIELTZ N T T 4 v 72k 2 LRI (AJ)) NetFlow OF —#
¥ ¥ 7F ¥ %Z. Flexible NetFlow T3 = L—3 3 U AR E LMEROFE, B L OLLHTDO NetFlow @
F—H4 =7 AR — %, Flexible NetFlow T 2L —3 3 VT ARELHBOHFIEEZ R LTHET,

D\ﬁﬁ@ NetFlow % Flexible NetFlow T I a2 L —3 a3 T AI21%. H{AEDONF 7 4 v 7 22(ET
51 OUEDA v HE—T A AT, 7u— F=H, j;ooto\m:z—% BT IV r—a s EBRET
HUHERHY £,

INHDOH AT TIE, TDOHX A7 Tl & 5 Flexible NetFlow 2~ > RZHBa—T — R L 5[4k
PR RENTHET, T 5D Flexible NetFlow =~ > KTl ARER Z DD F— U — K & 513K
\Z2WTIL, [Cisco I0S Flexible NetFlow Command Referencell % ZH L T 72\,

HATEFRF A L 2 — F&2HH L T Flexible NetFlow ZiREB L OA R —7 T HI121%, ROZ AU
FEITLET,

» [Flexible NetFlow O FAijEFHFE H# L = — K [NetFlow IPv4 Original Input] % {# /M L7z IPv4/IPv6
N7 4y TR — E=2ORGE] (P9) (M)

o [ A —TxfA~DIPv4 77— =4 DM (P.11) (%H)

o [ H =Tz A~DIPV6 77— E=XDuM] (P.12) (X4H)

e [Tu— =X DOIBHED AT —Z 2ADFE R (P13) (EE)

o [Tn— =X EMRR) (P14) (TR

e [A 25 —7x A AT Flexible NetFlow 284 F—7 /LS TWD Z L DOfER) (P.15) (EE)
e [Tu—F=4 ¥ v aDFR] (P15 (ER)

o [To—F=FHOTu— 7 AR—ZOEE] (P.18) (HZH)

o [Tu— I AR—FDEIEDAT —X ZADFKR] (P.20) (TE)

o [T — 7 ZAR—FOREMR] (P21) (EE)

Flexible NetFlow DERIEZFA L 33— F NetFlow IPv4 Original
Input] AL IPV4/IPv6 F5 274 v VRO B— E=Z2DEKTE

HHER

FIEDOHE

Flexible NetFlow O FRiiEFZH & L = — K [NetFlow IPv4/IPv6 original input] Z{HEH L T,
IPVA/IPVG R 5 7 4 7 D 70— = 4 e BIcit. IROMHEL AT % £47 L ET.

Juo—F=HZPDLa—RF Jx—<v h&xrecord 2~ RTLEETHIZE, FORNICZTu— =4 %
BWHLTHIZT R TDOA L H—T oA AMnDL, 70— FT=HEZHIBEL TBLERDHY £9°,

1. enable

2. configure terminal



http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html

Cisco 10S Flexible NetFlow D EERE |
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FIEDEHH

b & A

ATFvT 2

ATFvFT 3

ATvT 4

ATFvT 5

ATvT 6

flow monitor monitor-name

description description

o o v

end

record netflow {ipv4 | ipv6} original-input

ATV FFEREFIVaY

=]:)

enable

il -

Router> enable

¥ #e EXEC ®— K& A 3x—7 W LET,

s TRVTERFREINTEL, NAT=FEANL
£7,

configure terminal

Bl :

Router# configure terminal

Ja—_) ar7 4 Xal—yay E— RefBL
£7

flow monitor monitor-name

il :

Router (config) # flow monitor FLOW-MONITOR-1

77— =% %{Ek L. Flexible NetFlow 7 7 — &

=F arI74¥al—ary E—FEBRBLET,

e ZDa~vwr T, BEfFo 7 — E=X 52 AW
THZELTEET,

description description

Bl :

Router (config-flow-monitor)# description Used
for monitoring IPv4 traffic

(£E) 7o— ==X OHHAZERLET,

record netflow {ipv4 | ipv6} original-input

il

Router (config-flow-monitor)# record netflow
ipvé4 original-input

Ju— =Xl a— REEELET,

end

Bl :

Router (config-flow-monitor) # end

Flexible NetFlow 72— F=4% 27 4 ¥ =2 L —
Yary ' REKT LT, FHE EXEC £ — RIZREY
e
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A28 —TD A AADIPv4 78— E=2DEH

TIT 4TI THENC, IPvd 7u— E= A B RHE 1 DDA v 2 —T = A ZICHATHLERDH Y 77,
IPvd 70— F=Z % T 7T 4 72T DIT0E, ROUEX AT #FITLET,

HER

FATEHRFE L =2 — F [NetFlow original), F721% NetFlow IPv4 original input] % 77— E=4|C
fBEL T, LIATD NetFlow 4= 2 L— F 23881, 7a— =44 AJ) (%E) V7749 7D
ST TEET,

FERIERF &L 22— K [NetFlow IPv4 original output] % 7 17— E=#|Zf58E LT, HJJ NetFlow 7
AT 4 TR I 2 L— NTAEAIE, Tu— =4 %M BIB) NT T 4 v 7 OHNTE
oA T ET,

FlIaDOBE
1. enable
2. configure terminal
3. interface type number
4. ip flow monitor monitor-name input
5. end
FlED 4
ARV RERRTIaY By
AT797 1 enable B EXEC £— R& A % —7 M LET,
s TRVTEBRFREINIEL, NAT=FEASL
l : 9.
Router> enable
AFwF 2 configure terminal JTa—nN)arZ 4 Xzl —ary E— RE#EEL
EScaN
i :
Router# configure terminal
2Fv7 3 interface type number A B —T A ABBEL, AV F—T A 3
T4 Xal—vary T RERHBLET,
i :
Router (config)# interface ethernet 0/0
RTFvT 4 ip flow monitor monitor-name input ERREAD 7T a— =X %, T 7 4 v 7 DOOiT%t
RERDAVH—T A ATEHNV Y THZ LT, 20D
R Tu— E=FET VT 47ICLET,
Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATv7 5 end f B =T 2 f A AT 4 FXal—ay T—RE
¥ T LT, $# EXEC E— RIZRY £,
i :
Router (config-if)# end
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A28 —T A AADIPV6 70— E=2NDEH

TIT 4 T THENC,IPv6 7u— E= A B HE 1 DDA v 2 —T = ZICHATHLERDH Y 77,
IPv6 70— F=X % T 7T 4 72T DL, ROMEX AT #FITLET,

HER

FIEDHE

FIED

ATy T A1

ATFvT 2

AFvFT 3

ATvT 4

&

FHIEFRF L 32— K [NetFlow IPv6 original input)] % 77— E=X|ZfFE L T, LLETD NetFlow %
TIalb— R NTDA5AIE. 77— E=F%2 AN (ZE) NI 74y OMIEFIERTEET,

FHIEZF L 2— K [NetFlow IPv6 original output| %7 v — £=4(ZfE L. 17 NetFlow 7
AT A THEE I 2 L— NTAEAIE, Tu— =4 %M BIB) FT T 4 v 7 OHNTTE

FiEATEET,

enable
configure terminal
interface type number

ipv6 flow monitor monitor-name input

o DN =

end

ARV RERERTIVa Yy

E[:3)

enable

il :

Router> enable

¥i# EXEC =— K& A 12 —7 i LET,

o TV RIRERINIL, RAT—FEANL
£7

configure terminal

il

Router# configure terminal

Jua—)L ary 7 4 FXal—ay B— ReBEBL
AN

interface type number

il -

Router (config)# interface ethernet 0/0

AV HE—T A AEREL, AV F—T xR 3
TA4F¥ 2l —vary BT—RERBLET,

ipv6é flow monitor monitor-name input

Bl :

Router (config-if)# ipvé flow monitor
FLOW-MONITOR-2 input

ERREAD 7T a— F=X %, T T 4 v 7 DOHHT%t
B A H—T A ATV Y THZET, 20
TH— = AET T4 T LET,

end

il -

Router (config-if)# end

AVH =Tz AT 4F¥al—val E— K%
T LT, ¥ EXEC E— FIZEY £,
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70— E_S2DBEEDRAT—F ADKRTKR

RIiR 4

FIROHE

FIEDEHH

2AFvF 1

ATFvFT 2

Tn— F=FDBEDAT —H AR RTHITIE, ROEEF A7 2FTLET,

TR— E=H Xy v aNO T —%KRT 57290121, NetFlow original L 22— R CTER SN/
BIHETD N T T4 v 7 aZBETHIA =T =24 R, ANj7un— E=F &M T20LER DY
iﬁ—o

1. enable

2. show flow monitor

enable

enable =~ RIZL > T, B EXEC E— FZM#HBLET (R FRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

show flow monitor

show flow monitor =~ RClE, 8L 7 00— E=ZDHBIED AT — X ARFERINET,

Router# show flow monitor

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic IPv4 traffic analysis
Flow Record: netflow ipv4 original-input
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

Flow Monitor FLOW-MONITOR-2:

Description: Used for basic IPv6 traffic analysis
Flow Record: netflow ipv6 original-input
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 507936 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
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70— E- X DOREHER

RIiREH

FIROHE

FIEDEHH

2AFvF 1

ATFvFT 2

AN Llcar7Z4Falb—vary avy FElERTLICE. ROEEX A7 ZFETLET,

TR— FE=H Xy v aNOTa—%KRT 5720121, NetFlow original L 22— R CTER SN/
BIHETD N T T4 vV EZETIA =T =24 R, ANj7un— E=F 2T 20LERH Y
i—é_o

1. enable

2. show running-config flow monitor

enable

enable =~ RIZL > T, B EXEC E— FZM#HBLET (R FRRRINTEBNRNAY— K%
ABLET),

Router> enable
Router#

show running-config flow monitor

show running-config flow monitor =~ > FTiX, fEEL 7 — E=FDa 74 Falb— g
av s RRRRINET,

Router# show running-config flow monitor

Current configuration:

|

flow monitor FLOW-MONITOR-1

description Used for basic IPv4 traffic analysis
record netflow ipv4 original-input

|

!

flow monitor FLOW-MONITOR-2

description Used for basic IPv6 traffic analysis

record netflow ipv6 original-input
|
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A4 22— x4 XT Flexible NetFlow i1 22— JJL{EEShhTWNBZ ED
hEsR
A A —7 x4 AT Flexible NetFlow 2314 X — 7 /W27 > TWAZ L ZMERTAHIZIE. ROMEEHX A
7 HEFEITLET,
FIEOBE

1. enable

2. show flow interface type number

FIED

AFv7 1 enable

enable =~ RIZL > T, B EXECE— FZM#HBLET (R FRRRINTEBNRNAY— RE
AHLET),

Router> enable
Router#

ATwF 2 show flow interface type number

show flow interface =~ RiZ k> T, £ % —7 = A AT Flexible NetFlow 281 X — 7 /LiZ72 > T
WD I ERMERINET,

Router# show flow interface ethernet 0/0

Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic(ipvo) : on

70— =43 Xy aDRTE

Ta— = Xy vy aNOT—HERRTHIZE, RKOLEX AT ZFEITLET,

(fi= i3
Tn—EF=8 Xy v aNOTR— F—F 2RKRT 572921, NetFlow original L = — FTiE#
NEEREBECHEET AT T4 v 7 2% ETHA L E—T oA R, ANi7e— =X 2@HTHIHLE
NHYET,

FIRDOMHE

1. enable

2. show flow monitor name monitor-name cache format record
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FIED

ATFvFT1

enable

enable =~ RIZL > T, B EXEC E— Rz LET (R FRRRINTEBNRNAY— RE

AT LES),

Router> enable

Router#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A MU 7/ TiL, 7n— €=
DX X vaNIHBHAT—F A, HEHER, BLOW7a— F—FRERINET,

Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

IP TOS:

IP PROTOCOL:

ip source as:

ip destination as:
ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

IP TOS:

IP PROTOCOL:

ip source as:

ip destination as:

1800 secs)
15 secs)

10.251.10.1
172.16.10.2
0

2048

Et0/0

0

0x00

1

0

0
172.16.7.2
/0

/24

0x00

Etl/0
733500

489

720892
975032

172.16.6.1
224.0.0.9
520

520

Et0/0

0

0xCO

17

0

0

Normal
4096
8
8

24
16
0
16
0
0
0
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ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

0.0.0.0
/24

/0

0x00
Null

52

1
973804
973804

Flexible NetFlow 0@ Bk sx W

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV6 FLOW LABEL:
IPV6 EXTENSION MAP:
IPV6 SOURCE ADDRESS:

IPV6 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW DIRECTION:

FLOW SAMPLER ID:

IP PROTOCOL:

IP TOS:

ip source as:

ip destination as:
ipvé next hop address:
ipv6 source mask:

ipvé destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

IPV6 FLOW LABEL:
IPV6 EXTENSION MAP:
IPV6 SOURCE ADDRESS:

IPV6 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW DIRECTION:

FLOW SAMPLER ID:

IP PROTOCOL:

IP TOS:

ip source as:

ip destination as:
ipv6 next hop address:

Normal
4096
6
8

1048
1042

1800 secs) 11

15 secs) 1031

0
0x00000040
2001:DB8:1:ABCD::1
2001:DB8:4:ABCD::2
3000

55

Et0/0
Input

0

17

0x00

0

0

/48

/0

0x00

Null
521192
9307
9899684
11660744

0
0x00000000
FE80::A8AA:BBFF:FEBB:CC03
FF02::9
521

521

Et0/0
Input

0

17

0xEQ

0

0
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HHER

FIEDOHE

FIEDEHH

ATFv T A1

AFvF 2

ipv6 source mask:

ipv6 destination mask:

tcp flags:
interface output:
counter bytes:
counter packets:
timestamp first:
timestamp last:

/10

/0

0x00
Null

92

1
11653832
11653832

R E

Flexible NetFlow CTIRE L7-T —X¥ & VE—F VAT A7 AFR—FL, MBI MRGFETE S X
FNCTHED, 7Ju— FoZ AT o — T AR—FEZRETHICIE. ROX AT ZFITLET,

FNENDOT Y ZAR—F WY R— M 25000% 1 272 TT, BROMEILT—2 %7 AR— T2
Held. BEOT7n— 27 AR=FEREL, ThbE2T7n— F=F ZEHV Y TOHLERH Y £F,

enable

configure terminal

description description

1
2
3. flow exporter exporter-name
4

destination {/iostname | ip-address} [vrf vrf-name]

transport udp udp-port

flow monitor monitor-name

exporter exporter-name

5
6
7. exit
8
9
1

0. end

Ay RFEREF7IIY

=]:5)

enable

il

Router> enable

¥#e EXEC ®— R& A 32 —7 W LET,

o TulTERFIRSNEL, NAT—=FEAAL
£

configure terminal

il -

Router# configure terminal

Ja—n) a7 4 F¥al—yar T— RERBL
£7
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AFvT 4

ATFvT 5

ATYT 6
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&

&
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ATV RFFERERETIVaY

B

flow exporter exporter-name

Bl :

Router (config)# flow exporter EXPORTER-1

77— xJ AR—F%E L, Flexible NetFlow 7

O— TV AR—F a7 4FXal—rar EF— K%

Bids L E 9,

e Do KT, MEO 7R — =/ AR—X
EEETHI L L TEET,

description description

il -

Router (config-flow-exporter)# description
Exports to datacenter

EE) 7vn— =7 AR—ZOHAZIER L ET,

destination {hostname | ip-address} [vrf

vrf-name]

il -

Router (config-flow-exporter)# destination
172.16.10.2

T AR—EDT —HDERFRERD VAT LD, K
AMZLERIZIP T RLRAERELET,

transport udp udp-port

il :

Router (config-flow-exporter)# transport udp 65

k7o hant LCUDP #%EL, =7 AKR—Fh
I #7= Flexible NetFlow b7 7 ¢ v 7 #4565 AT
LINELZT S UDP R— b &2fE L £,

exit

il

Router (config-flow-exporter) # exit

Flexible NetFlow 72— =7 AR —# a7 4 X =z
L—yaryE—REKTLC, ZJu—\Lraryry
Fal—TaryE—RIEDFET,

flow monitor flow-monitor-name

il -

Router (config)# flow monitor FLOW-MONITOR-1

ERRE A D7 1 — E =X |Zxt9 %, Flexible NetFlow
Jo— =X a7 4X¥alb—3 g B— NG
LE7,

exporter exporter-name

Bl :

Router (config-flow-monitor) # exporter
EXPORTER-1

TR DTy AR—Z DA EZREL T,

end

il

Router (config-flow-monitor)# end

Flexible NetFlow 72— =4 a7 (¥ =2 L —
vay E— REKTLT, F# EXEC £— RIZEY
e
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20— Y RAR—FDHREDAT—EZ ADRKR

00— T AR—FZDBEDAT —H A% FRTHITIE, WOEBX A7 #FITLET,

FIROHME

1. enable

2. show flow exporter
FIEDEHH

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— FZM#HBLET (R FRRRINTEBNRNAY— K%
AHLET),

Router> enable
Router#

ATv7 2 show flow exporter exporter-name

show flow exporter =~ > R ClE, fEE L7 0 — =7 AKR—FDHIED AT —F ANERINET,

Router# show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: Exports to Chicago datacenter
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.7.1
Transport Protocol: UDP
Destination Port: 65

Source Port: 56041
DSCP: 0x0

TTL: 255
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20— 9 RAR—2 DERTEREDR

FIROHME

FIEDEHH

2AFvF 1

ATFvFT 2

TH— T AR—BZEBETAHFEDICAN a7 4 Xalb—ay avy REHERTHI2IT. &
DIEBEX A7 B RITLET,

1. enable

2. show running-config flow exporter exporter-name

enable
enable =~ RIZL > T, B EXEC E— FZMHBLET (R FBRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

show running-config flow exporter exporter-name

show running-config flow exporter =~ N TiZ, 8 EL7L7m— =V AR—FDa L7 1 Fa b —
vay avy RRRRINET,

Router# show running-config flow exporter EXPORTER-1

Building configuration...

|

flow exporter EXPORTER-1
description Exports to datacenter
destination 172.16.10.2

transport udp 65
|
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B Flexible NetFlow =& B LIETD NetFlow DL a1 L—3 3 »OREH

Flexible NetFlow IZ & A LLEIIMD NetFlow DT X 2L —
o a DEREH

WOBIE, LARTD NetFlow (286 - 72 3 DD#%#E % Flexible NetFlow T = L — 3 VT AREHIE
EaRLTWHWET,

o [ :1Pv4 BL O IPV6 T 7 1 v 7 H® Flexible NetFlow Egress Accounting D% & | (P.22)
e [l : Flexible NetFlow Subinterface Support D& iE | (P.22)
e [# : Flexible NetFlow Multiple Export Destinations D% | (P.23)

%l : IPv4 8L TV IPv6 57 « v D Flexible NetFlow Egress
Accounting D& E

WOHNL, IPv4 B L TIPV6 + T 7 ¢ v 7 HIIT Flexible NetFlow D17 O T 4 Vv T HRET D
ExERLTVWET,

OV UTINVE, Ta— L ar T Fal—vary BE— R bHBLET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-output
exit

!

!

flow monitor FLOW-MONITOR-2

record netflow ipv6 original-output
exit

|

ip cef

ipv6 cef

I

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output

ipvé flow monitor FLOW-MONITOR-2 output
|

5l : Flexible NetFlow Subinterface Support D%

koL, IPvd T 7 4 v 7 HIZ Flexible NetFlow 74 v #—7 = A A 7 R— b ERET D HiE%E
RLTWET,

OV UTNE, Fa—r L ar T 4 Fal—v gy T FLEBLET,
I

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exit
|

ip cef
|

interface Ethernet0/0.1




| Cisco IOS Flexible NetFlow D& B4H
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ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input

!
WoOHNX, IPv6 N7 7 4 v 7 D NetFlow 7 A v =7 =2 A A Y R—F 2= I2L—FT5L9,
Flexible NetFlow Z& &+ 2 kAR L TWET,

OV UTNVE, Tr—N a7 4 Fal—vay E— RPLBLET,
!

flow monitor FLOW-MONITOR-2

record netflow ipvé original-input
exit

!

ip cef

ipv6 cef

|

interface Ethernet0/0.1

ipv6 address 2001:DB8:2:ABCD::2/48

ipvé flow monitor FLOW-MONITOR-2 input
!

fil : Flexible NetFlow Multiple Export Destinations D&%5E

RDIEE

woFNE, Flexible NetFlow ~/VF =7 AR — MEZ2RET D HiEEZRLTWET,
OV UL, Ta—)L ary T 4 X alb— gy B— R LBLET,

|

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

!

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

!

flow monitor FLOW-MONITOR-1
record netflow-original
exporter EXPORTER-2
exporter EXPORTER-1
exit

!

ip cef

|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
|

Quality of Service (QoS) t#HkiEE=4V >/ TV r—varB8Lil=a—% 7e— =)
reruzrA V7 vxa VT 4 oMl KED BRI T S Flexible NetFlow o & & 72 E
DOFMIZ DWW Tix, [Customizing Cisco 10S Flexible NetFlow Flow Records and Flow Monitors] <E
Ta— N ESRLTIIEEN,

"o


http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cust_fnflow_rec_mon.html
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N szan

Flexible NetFlow {2k L CF—% =27 AR — bOBINA T v a v 2R ET H5A 1L, [Configuring
Data Export for Cisco 108 Flexible NetFlow with Flow Exporters] €Y = —/LZ &L T 72 &0,

To— YoYU T ERELT,

N7 4y I L D CPU A — "=~y FEBET 55613,

[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |

FEV2a—VEZBRLTIEZEN,

Flexible NetFlow (Zxt L TW TN DHAIERF A L 27— FERET 2551, [Configuring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LT &0,

EEEH
RS

BEIRE

BHEE

Cisco I0OS 2= K

[ Cisco 10S Master Commands List, All Releases]

Flexible NetFlow D#EE

[Cisco 10S Flexible NetFlow Overview |

Flexible NetFlow OffEn — K~ v 7

[Cisco IOS Flexible NetFlow Features Roadmap |

Flexible NetFlow T — % 27 AR — T 570D~
0— TJ AR—HFDEE

Configuring Data Export for Cisco I0S Flexible NetFlow with
Flow Exporters ]

Flexible NetFlow O A X% <A X

[Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow @ b7 7 ¢ v Z BEARIC KX B A4 — " —
~y RO 7a— o7 o THRE

[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic]

HAEERFE L 32— R L 7= Flexible NetFlow @

Ax AE

[Configuring Cisco IOS Flexible NetFlow with Predefined Records]

Flexible NetFlow Top N Talkers Z M L7z %~ F U —
7 T T4 w7 DI

[Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze
Network Traffic |

Flexible NetFlow fH @ IPv4 ~ /L F % v 2 MNEEHE R
YK~ ORE

[Configuring IPv4 Multicast Statistics Support for Cisco I0S
Flexible NetFlow |

Flexible NetFlow D=2 > 7 4 ¥ ab—T a3y av R

[Cisco 10S Flexible NetFlow Command Referencel

&

Mg

24 ML

L
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-mcast.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
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(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport. collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4, match ipv4 destination, match ipv4
fragmentation, match ipv4 section, match ipv4 source,
match ipv4 total-length, match ipv4 ttl. match
routing, match transport. match transport icmp ipv4.
match transport tcp. match transport udp. mode
(Flexible NetFlow) ., option (Flexible NetFlow) .
record, sampler. show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler. source (Flexible NetFlow). statistics packet,
template data timeout. transport (Flexible NetFlow)
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routing, debug flow record. match routing. record.
show flow monitor. show flow record. collect ipv6.
collect ipv6 destination. collect ipv6 extension map.
collect ipv6 fragmentation. collect ipv6 hop-limit,
collect ipv6 length. collect ipv6 section. collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor,
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source, match transport icmp ipvé
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