=P/
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Cisco VG224 Dt Fa17 V73UV H&
UAT 47 DESLDRE

ZO®ETIL, Cisco VG224 7 u V' EiE7 — b v = A Fl® Foreign Exchange Station (FXS) R— Mz
it &, Cisco Unified Communications Manager Express (Cisco Unified CME) (2 & > CHilfl &
L7 FaEHED, EXaT VIFTV U TBIORAT 4 T ORSICOWTHIILET,

CHDED1—IILADOHBEEEBROBTER

A CiscolOS Y7 by =7 VU —AR, ZOETHIF L TWHEEEDO —HEa A —h LT
WIRERHVET, TOEFEY 22— LHICTEHEN TV AEDKEED ) L 21T 72T 554, BX
OEENTR— SN THD YV —2AD Y X N EHRT L5451, [Cisco VG224 DX 2T V7
UL T BIRAT 4 7O SALOMEERH) (P221) 2B LT Z&0,

TS5y bTr—L, LU CiscolOS VI RO I T7 A A—VDEYR— MERERERT BICIE
7Ty b7 —AOH R — K&, CiscoIOS BLU Catalyst OS V7 bV =7 A4 A —T O R — M
T HIEWERFET S, Cisco Feature Navigator Zff L £9, Cisco Feature Navigator (213,
http://www.cisco.com/go/cfn 2257 7 A L TL 7Z& W, Cisco.com D7 AT MILEDH Y /A,

o [Cisco VG224 Ot F a7 v 7 F ) ZTEIVOCAT 4 7 O EALOHIFIHEE] (P.202)
e [Cisco VG224 OEFx a7 v 7 F Uy IBIVAT 4 7 ORE(LIZOWT) (P.202)
o [CiscoVG224 DX a7 v 7T I ITBIOAT 4 7O ELOFREHLE] (P.203)
e [CiscoVG224 DX a7 V7 F VU TEBLOAT 4 7O LORERF ) (P.214)
o [ZEHE (P.219)

o [Cisco VG224 Dt F a7 v 7 F ) TEBIVAT 4 7 O ELOMEERFH (P.221)
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W CiscoVG224 DtF27 LT FU LT BEUAT 1 7 DIEEELDORREH

CiscoVG224 Dt X7 ST F VI ELUVATAT7D
EE L DREREHE

CiscolOS ¥— ko z A
* Cisco IOS Release 12.4(11)XW LIEDO Y Y — &,

s WOWTINNDFEELMEHL T, VAT A 7ry 7 2RELET, FEMIZO VWL, ZHEHD
Cisco I0S UV U —A® [Cisco I0S Network Management Configuration Guidel =% %
[Performing Basic System Management] OEZZM L T 72 &0,

— Network Time Protocol (NTP; %y hU—2 XA L 7 u hai) 2HET D,
— clockset =~ RZFEHALT, Y7 b7 70y 7 2FHTRET S, Cisco V—E2HEE
T —% T, clock set =~ R & clock update-calendar =~ > RZfEHA L £,

Cisco Unified CME @7+ 045 T RRL >k
e Cisco Unified CME 4.2 LIfED NX— 5

CiscoVG224 Dt X7 LT F VI ELUVATAT7D
EEEDFIFNEIR

o Z OMHEIX. Cisco Unified Communications Manager @7 712 2 SCCP = RARA > b TlIH
R—hSnEtEA,

CiscoVG224 Dt X7 VT F VT EXIUATATD
ESEIZDNT
Cisco VG224 DX a7 v 7TV TBIUVAT 4 T OREBLEA X —TNMIT HI2E, ROFEEIC
DOWTHME L TBSMLERLD £7°,
o [ XF 47 OKEE(k (SRTP)] (P.202)

AT 47 DEESIE (SRTP)

Cisco Unified CME 4.2 IO N— 5 D AT 0 7 OB5{k (SRTP) BL Rz =4 FFtk
X% =215 ¢ Cisco IOS #4HETIX. Cisco VG224 7 u V' EBFE /S — " U= = RRA Vv M S
I Xa7 7rHal 2 RRA VU FE2ED T, EF a7 EF a— U2 RME L £,

Cisco Unified CME ® # 5 ¢ 7554k, (SRTP) HEAETIL. ROMAEE IR — M L £,
e SCCP=v FRRA LV MHD SRTP AT H X2 7 FFa—/1

o RAELHFEMEEOEX 2T EFa—LICLY, RTP & SRTP O ST RARA v M &EHAT
TET, LAEROAT 47 X2V T 413, T RRAL U FPREIGCTRRY £,

e HA50 2T a7 —ER I KD LB TT,
— HEhE%

— a— LiliE3E

Cisco I0S BEFES— k4D FXS iR— FRABRY—EABEa L 74 FaL—v a3V A1 F
m. OL-17660-01-J |
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— o L{RE &R RRR
- I RN=rla— Ly r7 v
— X2 T VTN TEE

() H323 #JrL7- SRTP EEERHE TIE. 2 —ARZHICSMT 5 L &I, 0~ 2 BHRD /7 A ZRHET
DAREMENR D Y ET,

o HA50 U DEBRETOEF2T a—/b
e % =7 Cisco Unified CME ™% % = 7 Cisco Unity & OFH AL EE

e &% =7 Cisco Unified CME @ Cisco Unity Express & O HE)E (MR EBIEN R — kS,
A—NARHEX 2T FE- NI T L= REND)

e DSP 77— ZBWmMPREINTZV ET— FEFOEF 2 7 LK

Cisco Unified CME @ Zi & OBREDFEMIC DTl [Cisco Unified CME System Administration
Guide] @ TConfiguring Security] €Y 2 — /L ESML T EE W,

Cisco VG224 7 u V&K — b7 = A HD SRTP # X ET 5121, Cisco VG224 D F a7 v 7
FUV L TBIONAT 4 7O LD TS (P.203) %%Hﬁbf< 7ZE0,

CiscoVG224 Dtxa7 VT F U IELUATATD
ES{EDEREFE
Cisco Unified CME ® 27 ¢ 7H;5{t (SRTP) %, EF% =7 Cisco VG224 7 Fu /7 &EHEFr— v =
A T RFRA U M EDEX 2T HERa— SRR R L T,

>
(3¥)  Cisco Unified CME @ Z OHHREDFEHIIC D\ CTiL, [Cisco Unified CME System Administration Guide ]
@ TConfiguring Security ] T2 —/L&ZZBR LTSN,

Cisco VG224 7 u V' &E#E 7 — b7 = A & % =7 Cisco Unified CME + 27 LAIZIBEMNT 5I121%. &K
OEEEZFEITLET,

o I CA — Dk E) (P.203) (WZH)

e VG224 TO FT A RKRA > hOERR) (P.206) (#7H)

e [STCAPP, hT7AFRA L b, BIOEX =2V T 4 0%E] (P209) (XH)

e [CiscoVG224 D EF 2T V7V ITBIRAT 4 7O GLORIEE N T Ty a—TF 1

71 (P211) ({ER)
5E8 CA H—/\DERE
FhER Certificate Authority (CA; BFER) V—"aRET D11, ROFIEEZFITLET,

FIEDHE

1. enable

2. configure terminal

Cisco I0S EFES— F9 4D FXS R— FRABMRY—ERBREI >V 74 X2 Lb—P 3> HIF
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3. crypto pki server cs-label

4. database level {minimal | names | complete}
5. grant auto

6. database url root-url

7. no shutdown

8. exit

9. crypto pki trustpoint /abel

10. revocation-check methodl [method2[method3]]
11. rsakeypair key-label [key-size [encryption-key-size]]
12. exit

13. ip http server

14. exit

FIED

ARV RFERRTIVa Y

B

AZF%7 1 enable

i -

Router> enable

¥i# EXEC =— K& A 2 —7 L LE T,
o Tl IMEBEREINTEZL, NAT—FREANLET,

AT7%7 2 configure terminal

-

Router# configure terminal

Jua—) ar7 4 Fal—yary ®T— REHBLET,

AFY73 crypto pki server cs-label

-

Router (config) # crypto pki server cserverl

FEAZEY— RO T LB EHR L, EHEY—NN T o
Xal—gry T— FEBBLET,

e cs-label : CA FEHEYV — 4,

ZT7%7 4 database level {minimal | names | complete}

i -

Router (cs-server) # database level complete

(EE) REAERERT — X=X RESNDT—F DX
AT EHELET,

e minimal : H UWFEAE %, fkfe L CRIEAR S BT T
EOHBREOERADMREESINE T, ZUBT 74 O
HHE T,

e names : FiFPAEOL Y TAHF S L ELHITT —Z X—
ARSI, BEENNLIEIL U CRHEDIEHES
MBLIZY, BN LIV T 57200+ EH %z
HELE4,

» complete : minimal L~V X T names L ~/L T
SNBIEMUIMT, FITHEHADOKIEAENT —F N—
ACEEAENET,

(G¥) complete ¥— U — FTIIREDFERMNEK SN D
7-%. databaseurl =~ F&fFA LT —4% %
RAFT 298 TFTP b —ZEEL TLEE N,

Il CiscolOS BEES— kA D FXS K— FAHRY—EABEa L I FaL—2a v HAF
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AT97 5

A7976

AT97 1

ATv7 8

AT979

Cisco VG224 Dt*17 L7+ U VB &UAF470BEBEOZESE B

ARV RFERRTIVaY

]3]

grant auto

i -

Router (cs-server) # grant auto

(ER) &b % EREFITH L TREHEL BBRICREITS
NDHEICLES, Zoa~y FMERSRWEEICHE
WINDHEBLOT 740 M. FEIREKTT,

Evhk Zoa<wr N SRy NV—7 DT A MEB L
ORI B G T AL AOREA L TS0,
X2 VT A DORA N TTIT 4 AL, GEBHER
RIS S S 51z, BE%IC no grant
auto 2~ REHH L CZD¥EELZT 4 &—T7 L
29252 L7TT,

database url root-url

-

Router (cs-server) # database url nvram:

(EE) SEHEY—RDOT_XTOF—F_X—2 = b YR
BEHINIGHEHBRELET, Zoa~vr RBRBEESN
TVWARWEE, T XTOF—F_—2 = hJ X
NVRAM [ZEZAENE T,

o yoot-url : T—H_X—A T2 MU RNEXHINDEHT,
URL /X CiscoIOS 77 A )V AT ATHR—F &
HIEE D URL T,

o CANRKEOIEHEZBITHEAL LTWDHIEE, W
ERRETIEODT Ty aR0FOMOA L —
TNA AT E O R RIS 2 BRI L E T,
PR SNTRIFGTN T 7 v v 2T, 20T
ADT 7 AN VAT LD Class B (LEFS)
DA, TN Z DT A A D% & fElk %
F w7 L., squeeze 2~ RZMEH LT, HIRS
N7 7 A T Lo THEH ST 2 5EIR % i il
LET, 2O7avRZ@3EO0N25E0850 .,
A a—)VENTEA T A E IR A
FIRFICEAT T DHERDH Y £,

(F)

no shutdown

i -

Router (cs-server) # no shutdown

(EE) CAzAx—7 I LET,

e Zawy FiE, CA ZEEICHE LIRIZOAEH
THVENDHY E3,

o TRV ERERINIEL, RAV—FREANLET,

exit

i -

Router (cs-server) # exit

SERAEY— N a7 4 X o L—T g F— REKTLET,

crypto pki trustpoint label

-

Router (config) # crypto pki trustpoint cserverl

EE) PTAMKRA Y FEESL, CA NTARKA Vb

a7 4 Fal—vary E— REEBLET,

e Z® CA ¥ Cisco Unified CME /v —% ® o —H )Ll H
AEEME. Zoa~< FE enrollment url =<2 K%
FEALET, 2hboa<wy RiL, 4L —& CEIE
LTW5 CA IZIZARETT,

e label : N T A NKRA VU b, ZOFIAD label 1£, A
T v 73D cs-label ERICIZTHHENRHY F5,

| oL-17660-01-J
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279710

AT

ATy7 12

AT9T13

ATy7T 14

ARV RFERRTOIVaY

]3]

revocation-check methodl [method2[method3]]

i -

Router (ca-trustpoint)# revocation-check crl

(EE) SEHEBORIAT —F A F =27 L, AT —H
A F vl THEHOO ] SEFIFEROFEREELE
T, 2FB L 3IFEHOFIEEZBE LGS, &HIETED
HAiOHFETZI—NEREINTEHE (P—"BF 7 LT
WEBARE) ICEIHMERSNET,

WIZ, method S H D72 EE R LUET,

e crl:iEEOF = v 7L, FEHELZY XA K (CRL) I
YXoTHEITENET, BT 74/ FOETTY,

FERAEDT = v ZIIAETTY,

e ocsp : AEAEDF = v 7%, Online Certificate Status
Protocol (OCSP) #— IZ L > CETEINET,

¢ none:

rsakeypair key-label [key-size

[encryption-key-size]]

-

Router (ca-trustpoint) # rsakeypair exampleCAkeys
1024 1024

() FEHETHEMT 2 RSA F— T 2 ELET,

o key-label : ¥ — XTPHFELTWRWEE, 21
auto-enroll regenerate =~ > RREH SN HEEIC,
BEHFITAER SN D F— T D4,

o key-size : ({EE) HMD RSA F—0DH A X, $HES
N THEIE, BBFEoF—RNEH I ET,

* encryption-key-size : (f£3) fEROK 1k, B4
F—, BLUGEHBZZERT LD END 2 %
HOX—DH A X,

GE) HEONITARRA Y FCRILF—Z2ATEET,
exit CA-trustpoint 2> 7 4 X2 b —v a2y T— REKTLET,
Bl
Router (ca-trustpoint) # exit
ip http server 2 — 77 /L Cisco Unified CME /L — # T Cisco We 7 7 7 ¥

Da—Y A F—T o A A X—T M LET,

Bl :

Router (config)# ip http server

exit Jua—s ) ary 4 Xalb—vary T—REKRTLET,
Bl

Router (config)# exit

VG224 TD b5 R b RA > FDIERL

Cisco VG224 T T A FaARA & P &2ARRKT 21213, ROFIEZFEITLET,

FIEDHE

Il CiscolOS BEES— kA D FXS K— FAHRY—EABEa L I FaL—2a v HAF

1. enable

2. configure terminal

3. crypto key generate rsa general-keys label key-label
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crypto pki trustpoint label
enrollment url ca-url/
serial-number none

fqdn none

© N o a &

ip-address none
9. subject-name [x.500-name]

10. revocation-check none

Cisco VG224 Dt*17 L7+ U VB &UAF470BEBEOZESE B

11. rsakeypair key-label [key-size [encryption-key-size]|

12. exit

13. crypto pki authenticate trustpoint-label

14. crypto pki enroll trustpoint-label

15. exit
FIED 4
av Y RFERETFTHIVaY Br
AZ7971 enable ¥+ EXEC E— R& A 2 —7 i LET,
o FurT ERERRENTEL, RAU—FEANLET,
fl .

Router> enable

AT7%7 2 configure terminal

-

Router# configure terminal

Jua—r) ar7 4 Fal—yary ®T— REEBLET,

AFy73 crypto key generate rsa general-keys label
key-label

-

Router (config) # crypto key generate rsa
general-keys label VG224

(f£:&) Rivest, Shamir, and Adelman (RSA) F%— X7 %

o general-keys : WHX— XT 2N THLERSH D Z
LEREELET,

e label key-label : ({E:E) RSA ¥ — X7 NxZ 7 AKR—
hEND & EIHER SN D4,

AFY7 4 crypto pki trustpoint label

-

Router (config) # crypto pki trustpoint VG224

RA &— FiEHEV —AR_"BHEHTH I Z A MRS U b EE
SL.CAFMNIFAINRA VN a7 4 Falb—Tay T—
RZEBH L ET,

o label : b7 A FARA kL RA D4Hi,

ZT7%75 enrollment url ca-url

i -

Router (ca-trustpoint)# enrollment url
http://10.3.105.40:80

FATIC CA GEAE Y — Ob— FEEBE—) DXk
URL Z#EE L £7,

o ca-url : V—F CANBA VA= EINTZN—FD
URL,

serial-number none

AT97 6

i -

Router (ca-trustpoint)# serial-number none

AEFAEERICLV—Z DOV ) TAEZEZEDDHMLENRH D0
EIDERELET,
e npone : AFABERICV U TAESNEGENRNI L E
HBELET,

| oL-17660-01-J
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AT97 1

AT978

A7979

AT9710

ATy

ATy7 12

AT9713
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ARV RFERRTIVaY

]3]

fgdn none

i -

Router (ca-trustpoint)# fgdn none

SERAEZERIZ TunstructuredName] & L CEH £ DELEE
fii A1 4 (FQDN) ##ELET,

e none : FAFPEZERICL—Z D FQDN REEhEH A,

ip-address none

-

Router (ca-trustpoint) # ip-address none

SERAEZRIC TunstructuredAddress] & LTEEND Ry b

MEDIPT RLAERIZIA v H—T oA AZRELET,

e npone: AFAFETRICIP 7 RLARNGENRNWI & &
BELET,

subject-name [x.500-name]

AEEESR O 4R E L ET,

GE)  Zofli. SEHFEOHAL DAL IP EFEOHLE L
Bl : FERICRET D HEEZRLTWVET,
Router (ca-trustpoint) # subject-name cn=VG224,
ou=ABU, o=Cisco Systems Inc.
revocation-check none (ﬁ':%t) gﬁﬁﬂg@%ﬁx;_y AEF oI L. AT—H

-

Router (ca-trustpoint) # revocation-check none

AEF oI T5H0D 1 DERIFEEDHFEEREELE
T, 2FHE3IBHOFEEZRE LESLGA, &£ HETZED
HATOFETT T —PNRINTZHE (P—"BFX LT
WAHIBARE) WCEERAESNE T,

e none : AEHEDT = v V7 IIARETY,

rsakeypair key-label [key-size
[encryption-key-size]]

-

Router (ca-trustpoint) # rsakeypair VG224

() FEHETHEMT 2 RSA F— T 2 ELET,

o key-label : % — T PFEEL TWRWEA, £
auto-enroll regenerate =~ > R S 5541,
BERTIZ AR SN D F— T D4,

o key-size : (fEE) AMID RSA F—0DH 4 X, {HES
NhholHE . BFEoOXF—»MEH SN ET,

o encryption-key-size : ({EE) HBIOK 51k, B4
X—, BLOGERAEZERT LIS ND 2 F
HOX—DH% A X,

GE) HBEOIIAPIRA L FTRCF—2LFTEET,

exit

-

Router (ca-trustpoint) # exit

CA-trustpoint T > 7 4 X¥a L — a3 v T— &K T LET,

crypto pki authenticate trustpoint-label

-

Router (config) # crypto pki authenticate VG224

CAGFHEZHRELC, BiELET, fEAEZ 4 T —7

Vo beFxvr3bLoROENTZHE. GEHEY ¢

W=V  NeFovr LET,

o trustpoint-label : N7 A FIRA R DT b,

GE) CA FEHERaV 74 Fal—ra T Tliue—
RENTWABEES., oo~y Rigt 7y a1,
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ARV FFERETOIVa Y B#
A797 14 crypto pki enroll trustpoint-label CAICEGL. 2O FNTA MRS Y FOEHELTALET,
e trustpoint-label : N7 A MARA 2 FDF L,
i :
Router (config) # crypto pki enroll VG224
AFYT 15 exit Jua—rL ar 7 4 X¥a2lb—vary BE— REKTLET,
Bl :

Router (config) # exit

STCAPP. +rSRFRAV M, BLXUEF2YT 1 DERE

STCAPP, "N J7 A KAV b, BIOEF2V T 4 T— RERET DHI121E. Cisco VG224 TR D T
ZEITLET,

k

AT

e Cisco EFF—F7 = A TSCCP A X—T NI o>TNWBI L, BRESINS STC TV r—
ary IA—FRERERTWAZ L, FELWVWREFEICOWTIL, (EEFF— K721 TD
SCCP A x—74k] (P33) ZZHL T Z&EW,

FIaOHE
1. enable
2. configure terminal
3. stcapp ccm-group group-id
4. stcapp security trustpoint /ine
5. stcapp security mode [authenticated | encrypted | none]
6. stcapp
7. dial-peer voice tag pots
8. security mode [authenticated | encrypted | none]
9. end
FIED
AR RERETIVaY B#
A7971 enable Fi#E EXEC E— R& A x—7 M2 LET,
s Tur T EBREIRENTLL, NAT=FE AN LET,
Bl
Router> enable
AF972 configure terminal su—s b ar7 4 Xalb—vary ®—NeBLET,
Bl :
Router# configure terminal

Cisco I0S EFES— F9 4D FXS R— FRABMRY—ERBREI >V 74 X2 Lb—P 3> HIF
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AT97 3

ATy7 4

AT97 5

AT97 6

AFyTT

ATv7 8

AT979

Il CiscolOS BEES— kA D FXS K— FAHRY—EABEa L I FaL—2a v HAF

ARV RFERRTIVa Y

]3]

stcapp ccm-group group-id

i -

Router (config) # stcapp ccm-group 1

STCT 7V o—vay JIV—T%FELET,

4

o WMESINDZL—TIX, secp cem group 2~ 2 N E{H
ALTTTIERENTWET, [HFF— 17 =T
? SCCP DA x—74k) (P33) ZZML TS 7ZEW,

stcapp security trustpoint lIine

-

Router (config) #
VG224

stcapp security trustpoint

STCAPP = KRA > b®D TLS ## Dt v b7 v FITfE
HEND MTAMKRA U bERRELET,

* STCAPP ¥y —E 2 ZBMT HITIE, D~y Fak
ETHHENDHY FT,

stcapp security mode [authenticated | encrypted
| none]

i -

Router (config) # stcapp security mode encrypted

STCAPP = RARA > bOEXF 2V T 424 F—T ML
£,

e STCAPP = RARA Y ML TEXR 2V T 1 %A
F—=T VT BICE, Zoawr REFOFIED
stcapp security trustpoint =~ > R ET 2 LN
b0 ET,

stcapp 7'a—s3 LT STCAPP 24 X —7/WIZ LET,
Bl

Router (config) # stcapp

dial-peer voice tag pots (FEE) YA YA T7EFay 74 FXal—yay F—FK

-

Router (config) # dial-peer voice 1 pots

BB L ET,

security mode
none]

[authenticated | encrypted |

-

Router (config-dialpeer) # security mode
encrypted

EE) A4 vrvT7 LD STCAPP = R RA > b &
Fa VT 4B X—=T NI LT, Fa—s)L a7 X
L—varvk bEXLET,

e authenticated : > 7'V > ZEREEA M AL T,
STCAPP = FRA > hEA F—TNIZLET,

* encrypted : 7 — X O SALEH AL T, STCAPP =
VRFRA U NEAX—TNMIZLET,

e none: XA Y/LET LD STCAPP = RiRA o~
bEF2VT arrdsFal—varcT48—7
LT, Za—L Lb_bpary7 4 Xal—ys
VET 7 HNMRMILET,

end

-

Router (config-dialpeer) # end

FAXYLET a7 4 Fal—ary B—REET L,
¥r#E EXEC E— NIZEDV £7°,
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CiscoVG224 Dt X7 LT F VI BXUVAT A 7OEBESILDRIL L
STV a—F425

Cisco VG224 Ot X a7 V7 F VU ITBIOAT 4 TORSALERIEB X O N Ty a—T 4 7
T BT, WOFNEEFEITLET,

FIROMHME
1. show sccp
2. show dial-peer voice
3. debug sccp tls
4. debug sccp message
5. debug voip application stcapp all
6. show stcapp device voice-port port
7. show call active voice brief
Flgn 4
av Y FERIEFTIVaY B
27971 show sccp BHELA T — 4 AREIER T — X 72 ¥ D SCCP 1§ % #ork
LET,
Bl :
Router> show sccp
27972 show dial-peer voice X2 T4 B RREOE AL YL ETERA TR LET,
i -
Router> show dial-peer voice
A7973 debug sccp tls SCCP OFT Ny JHEHRPEET 7Y r—a v (B0
#) ERRLET,
Bl :
Router# configure terminal
7974 debug sccp message SCCP OFT Ny JIEMSLCHE T 7Y r—3a v (BRSPS
) ERRLET,
Bl :
Router# debug sccp message
2775 debug voip application stcapp all STCAPP ®a R—Ry FOF Ry FiE#RAEFE R LET,
i -
Router# debug voip application stcapp all

Cisco I0S EFES— F9 4D FXS R— FRABMRY—ERBREI >V 74 X2 Lb—P 3> HIF
| oL-17660-01-J .m



Cisco VG224 D F¥a7 LT UL THBLUATA 7OBELDEE |
W CiscoVG224 DtF27 LT+ U LT BEUAT 4 7DREELOBRTESE

av Y FFERIEFFTIaY B
27976 show stcapp device voice-port port BESNE STCAPP 7 u /VEFAR— N ORTIHEREF
~LET,
#l
Router# show stcapp device voice-port 1/0/0
ATY7F T show call active voice brief WEEPFROEF a2 — LOEHE SN A= 3 oo a— LiEER
ERRALET,
Bl :

Router# show call active voice brief

]

WIZ, STCAPP BX X2 U T 4 E— FREOKRIEB IO N Z Ty a—T o o JIZEHENS =2
<~ FOW N ZRLET,

show dial-peer voice : i

Show dial-peer voice 5001

VoiceEncapPeer5001

peer type = voice, system default peer = FALSE, information type = voice,
description = ',

tag = 5001, destination-pattern = "',

voice reg type = 0, corresponding tag = 0,

digit strip = enabled,
register E.164 number with H323 GK and/or SIP Registrar = TRUE

fax rate = system, payload size = 20 bytes
supported-language = ''
preemption level = “routine'
bandwidth:

maximum = 64 KBits/sec, minimum = 64 KBits/sec
voice class called-number:

inbound = ', outbound = "'

dial tone generation after remote onhook = enabled
WOATIZ, A F—T M5 TV BRF LA RIS E T,

Signaling and Media Security = Encrypted

Time elapsed since last clearing of voice call statistics never
Connect Time = 0, Charged Units = 0,

Successful Calls = 0, Failed Calls = 0, Incomplete Calls = 0
Accepted Calls = 0, Refused Calls = 0,

Last Disconnect Cause is "",

Last Disconnect Text is "",

Last Setup Time = 0.

Last Disconnect Time = 0.

show sccp : i

show sccp

SCCP Admin State: UP

Gateway IP Address: 10.4.177.53, Port Number: 2000
IP Precedence: 5

User Masked Codec list: None
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Cisco VG224 Dt*17 L7+ U VB &UAF470BEBEOZESE B

Call Manager: 10.4.177.51, Port Number: 2000
Priority: N/A, Version: 4.0, Identifier: 1

Alg Phone Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 10.4.177.51, Port Number: 2443
TCP Link Status: CONNECTED, Device Name: ANOC8639A24D400

LFOITIC, BF 2T AT 4TIV I F I T AT —=F APRENET,

Security

Signaling Security: ENCRYPTED TLS
Media Security: SRTP

Supported crypto suites :AES _CM 128 HMAC_ SHAl 32
Reported Max Streams: 1, Reported Max OOS Streams: 0
Supported Codec: RFC 2833 dtmf, Maximum Packetization Period: 30
Supported Codec: g7l1lulaw, Maximum Packetization Period: 20
Supported Codec: g7llalaw, Maximum Packetization Period: 20
Supported Codec: g729r8, Maximum Packetization Period: 220
Supported Codec: g729ar8, Maximum Packetization Period: 220
Supported Codec: g729br8, Maximum Packetization Period: 220
Supported Codec: g729r8, Maximum Packetization Period: 220

Alg Phone Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 10.4.177.51, Port Number: 2000
TCP Link Status: CONNECTED, Device Name: ANOC8639A24D401

DLTFOITIZ, ¥F% a7 AT A4TBIOV TV T AT —XANRENET,

Security

Signaling Security: AUTHENTICATED TLS
Reported Max Streams: 1, Reported Max OOS Streams: 0

Supported Codec: RFC 2833 dtmf, Maximum Packetization Period: 30
Supported Codec: g7l1llulaw, Maximum Packetization Period: 20
Supported Codec: g7llalaw, Maximum Packetization Period: 20
Supported Codec: g729r8, Maximum Packetization Period: 220
Supported Codec: g729%9ar8, Maximum Packetization Period: 220
Supported Codec: g729br8, Maximum Packetization Period: 220
Supported Codec: g729r8, Maximum Packetization Period: 220

Alg Phone Oper State: ACTIVE - Cause Code: NONE

Active Call Manager: 10.4.177.51, Port Number: 2000

TCP Link Status: CONNECTED, Device Name: ANOC8639A24D402
Reported Max Streams: 1, Reported Max OOS Streams: 0
Supported Codec: RFC 2833 dtmf, Maximum Packetization Period: 30
Supported Codec: g7llulaw, Maximum Packetization Period: 20
Supported Codec: g7llalaw, Maximum Packetization Period: 20
Supported Codec: g729r8, Maximum Packetization Period: 220
Supported Codec: g729%9ar8, Maximum Packetization Period: 220
Supported Codec: g729br8, Maximum Packetization Period: 220
Supported Codec: g729r8, Maximum Packetization Period: 220

show stcapp device voice-port : 4l

Show stcapp device voice-port 2/0
Port Identifier: 2/0

Device Type: ALG
Device Id: 2
Device Name: ANOC8639A24D400

ROATIZ, THAAZADEF 2V T 4 AT —FAPRENET,

Device Security Mode : Encrypted
Modem Capability: None
Device State: Is
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Diagnostic: None
Directory Number: 5001
Dial Peer(s): 5001
Dialtone after remote onhook feature: activated
Last Event: STCAPP_CC_EV CALL DISCONNECT DONE
Line State: IDLE
Hook State: ONHOOK
mwi: DISABLE
vmwi : OFF
PLAR: DISABLE
Number of CCBs: 0
Global call info:
Total CCB count =0

I
o

Total call leg count =

CiscoVG224 Dt X7 L TFVUIEXUATATD
EE b DERTEHI

WIZ, VAT A LYULTA RF—T N2> TS STCAPP £ =2 U T 4 BLOF A YL BT TRES
nNrEtx=2s5 4 T— RFoflZRLET,

Router# show running-config
Building configuration...

Current configuration : 8906 bytes
|

! Last configuration change at 15:41:09 PDT Mon Oct 23 2006
|

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname akash

!

boot-start-marker

boot-end-marker

|

logging buffered 400000 debugging
no logging console

enable password lab

|

no aaa new-model

!

resource policy

|

clock timezone PST -8

clock summer-time PDT recurring

no ip domain lookup

|

|

|
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PLTFOFTIZ, VAT A L TA X —T I >TWW5 STCAPP X =2 U T 4 BWRENET,

stcapp ccm-group 1
stcapp security trustpoint analog
stcapp security mode encrypted

stcapp
!

voice-card 0O
dsp services dspfarm

crypto pki trustpoint analog
enrollment url http://10.4.177.51:80
serial-number
revocation-check none

certificate ca 01

30820201
14311230
33303130
1309756E
00308189
D36F0229
AB2F24E2
458781E8
FO76E96C
01FF300E
418287D0
8287D061
00038181
7B29FECC
55214435
C3C6C924
85866101
quit

3082016A A0030201
10060355 04031309
335A170D 30393034
69746974 65737430
02818100 C2D07857
392803DF B45246B4
740D5765 TF628B6E
87CO95E1B 17E6A61C
9BB5327F 02030100
0603551D OFO101FF
61FE277C 9A1862B3
FE277COA 1862B367
002BB76E 22A59D73
EOB6BEOF 22A3CO0DO
07F752A6 73D5646A
D1E1E365 FE041B07
53

02020101
756E6974
33303233
819F300D
B8DFT7F55
A447506F
OFD39BEE
7D138AC1
01A36330
04040302
673BETE7
3BEFTF70E
6DBB62BA
8BA64592
4BB7B3C2
F3E2AF24

crypto pki certificate chain analog
certificate 0A

308201BF
14311230
31313630
130B4648
68305C30
9EB668CC
13B43337
4F304D30
87D061FE
274AB6E3
818100A2
0AED7325
D4F5AD22
AOCBD9B6
quit

30820128 A0030201
10060355 04031309
345A170D 30373035
4B303930 37463050
0D06092A 864886F7
DODF2A17 180E6CA2
2F9FBA64 14E838EA
0B060355 1DOF0404
277C9A18 62B3673B
71A3A32C EC19D533
3947B1D0 FCS5E9B79
9F286888 887810A6
E703C8E0 C3DDEACS
E38D5E40 6479EB71

certificate ca 01

30820201
14311230
33303130
1309756E
00308189
D36F0229
AB2F24E2
458781E8
FO76E96C
01FF300E
418287D0
8287D061
00038181

3082016A A0030201
10060355 04031309
335A170D 30393034
69746974 65737430
02818100 C2D07857
392803DF B45246B4
740D5765 TF628B6E
87C95E1B 17E6A61C
9BB5327F 02030100
0603551D OFO101FF
61FE277C 9A1862B3
FE277COA 1862B367
002BB76E 22A59D73

0202010A
756E6974
33303231
47301206
0D010101
FAS5F243B
888E79DE
030205A0
FTF70E47
D3C0A020
0C1A28E7
B62FBAF3
2097A209
EFA644B3

02020101
756E6974
33303233
819F300D
B8DF7F55
A4475060F
OFD39BEE
7D138AC1
01A36330
04040302
673BEFTE7
3BEFTF70E
6DBB62BA

Cisco VG224 M *217 LU+ Y VI B LUV AT 14 7 DRBLDRES

300D0609
69746573
30313033
06092A86
3C2365B3
A3FCDDOO
940D8OFF
D8E30F3C
61300F06
0186301F
0E47DD30
47DD300D
BAC3D5B4
30C6B628
61E2C185
3701B664

300D0609
69746573
31363034
09228648
0500034B
861EAA29
93AB63E4
301F0603
DD301D06
300D0609
BCB34C6C
BDC81542
542551F7
93222D6F

300D0609
69746573
30313033
06092A86
3C2365B3
A3FCDDOO
940D8OFF
D8E30F3C
61300F06
0186301F
0E47DD30
47DD300D
BAC3D5B4

2A864886
74301E17
5A301431
4886F70D
2E1524CF
9FC93CD7
3BI9FI9F17
88BFAFEE
03551D13
0603551D
1D060355
06092786
2F739A26
5EFA3905
3A638FCA
A7879229

27864886
74301E17
5A302A31
86F70D01
00304802
BESFC488
4B4E2ECD
551D2304
03551D0E
27864886
BB68C5F6
C9828BBF
6340A2A4
235039AE

2A864886
74301E17
5A301431
4886F70D
2E1524CF
9FC93CD7
3BI9FI9F17
88BFAFEE
03551D13
0603551D
1D060355
06092A86
2F739A26

F70D0101
0D303630
12301006
01010105
EE898D1F
5B5573E0
TACA8F82
A94D5F8C
0101FF04
23041830
1DOE0416
4886F70D
D5FFF911
1B13BFE7
AES5AC6AL
AFDF163A

F70D0101
0D303630
28301206
09021605
4100A6AD
A22AD4ES
256D0203
18301680
04160414
F70D0101
356F3F61
6A9FE936
55A25A99
BB9AATB7

F70D0101
0D303630
12301006
01010105
EE898D1F
5B5573E0
TACA8F82
A94D5F8C
0101FF04
23041830
1DOE0416
4886F70D
D5FFF911

04050030
35303132
03550403
0003818D
D7A04075
7BEFD25E1L
1A9E3179
E433DF71
05300301
168014B5
0414B541
01010405
EDEB9BDC
7CEB1456
3DB3590B
00AA12AA

04050030
35333032
03550405
616B6173
0A376A6C
5DFC22AC
010001A3
14B54182
34D2D41C
04050003
7525053E
AD3ED33B
6A87367F
B1DO7B3C

04050030
35303132
03550403
0003818D
D7A04075
7TBFD25E1L
1A9E3179
E433DF71
05300301
168014B5
0414B541
01010405
EDEB9BDC

FC6339
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7B29FECC EOB68EOF 22A3C0D0 8BA64592
55214435 07F752A6 73D5646A 4BB7B3C2
C3C6C924 D1E1E365 FE041B07 F3E2AF24

30C6B628 S5EFA3905 1B13BFE7 7CEB1456
61E2C185 3A638FCA AESAC6A1 3DB3590B
3701B664 A7879229 AFDF163A 00AAl2AA

85866101 53

quit

|

!

voice service voip

|

!

interface FastEthernet0/0
ip address 10.4.177.53 255.255.0.0
duplex auto

speed auto

|

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

|

ip route 0.0.0.0 0.0.0.0 1.4.0.1
|

ip http server

no ip http secure-server
|

no cdp advertise-v2

|

!

control-plane

|

!

voice-port 2/0

|

voice-port 2/1

|

voice-port 2/2

|

voice-port 2/3

|

voice-port 2/4
|

|

voice-port 2/23

|

|

!

sccp local FastEthernet0/0
sccp ccm 10.4.177.51 identifier 1 version 4.0
sccp

|

sccp ccm group 1

associate ccm 1 priority 1
|

dial-peer voice 5001 pots
service stcapp

port 2/0

|

dial-peer voice 5002 pots
service stcapp
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WOITIZ, A ¥V ET TRESNTZEX2V T 4 T— RN RENET,

security mode authenticated
port 2/1

|

dial-peer voice 5003 pots
service stcapp

security mode none

port 2/2

|

dial-peer voice 2000 voip
destination-pattern 7...
session target ipv4:10.4.177.100
incoming called-number 7000
codec g7llulaw

|

dial-peer voice 1 pots

|

dial-peer voice 5004 pots
service stcapp

shutdown

port 2/3

|

dial-peer voice 5005 pots
shutdown
destination-pattern 3001
port 2/4

|

dial-peer voice 5018 pots
service stcapp

shutdown

port 2/17

I

dial-peer voice 2001 pots
destination-pattern 2001

port 2/18

|

dial-peer voice 1000 voip
destination-pattern 1...
session target ipv4:10.3.105.5
|

dial-peer voice 5900 voip
destination-pattern 59..
session target ipv4:10.3.105.5
|

dial-peer voice 500 voip
destination-pattern 5...
session target ipv4:10.4.177.51
|

dial-peer voice 5019 pots
service stcapp

shutdown

port 2/18

|

dial-peer voice 5020 pots
service stcapp

shutdown

port 2/19
|

| oL-17660-01-J
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|

dial-peer voice 5024 pots
service stcapp
shutdown

port 2/23

|

|

|

!

line con O

transport output all
line aux 0

transport output all
line vty 0 4

password lab

login

transport input all
transport output all

|

ntp clock-period 17179541
ntp server 10.4.177.51
end
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e & M|
EEE
BSEIHE BmE
Cisco Unified Communications Manager Cisco Unified Communications Manager &~ == 7 /L
Cisco Unified Communications Manager Express Cisco Unified Communications Manager Express O~ == 7 /L
Cisco I0S OF R 7 [Cisco 10S Debug Command Referencel
Cisco IOS ¥ Fa~< K [ Cisco I0S Voice Command Reference]
Cisco [0S DEFXIE [Cisco 10S Voice Configuration Library]
Cisco ¥F 7/ — v = A e Cisco VG200 >V — XD~ ==2 7/t

e Cisco 1800 >V —X W —E XS HIN — 5D~ ==2 T/
e Cisco 2800 #—EXFEH N — KD~ =2 T/

e Cisco 3800 =V —X Y —E Xl —2D~v==2 7/
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THEB IO — NE#HY vV —2 » [Cisco Unified CallManager and Cisco 10S Interoperability
Guide]J @ [Configuring Enhanced Conferencing and
Transcoding for Voice Gateway Routers] DI

* [Cisco CallManager and 10S Gateway DSP Farm
Configuration Example]
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