APPENDIX E;

&% TE Bl

ZOfHERTIE, FWSM O — 728 A%, REr LR O6HHALET, NEZROEBY TT,
e N—T v KE—FOFEH (p.B-1)

o FHBHT— R TOBRER (p.B-15)

o Tx— VA ——0DFEH (p.B-20)

L—Fv K E—FDHREH

T, RORFIZOWTHBALET,

o Bl AN ET I EADHLE~NFET—R 77 AT 74—/ (p.B-1)

e FlI2:FMULEX=2VT 4 LXAEFERATLEL VIV E—R 774 T 7 4—1LOH (p.B-6)
e 3. wnAFaLrTHALDOMEY V—2DH (p.B-8)

o Bl 4:1Pv6 DFREF (p.B-14)

Bl1: ANEBOSTIERADHBARILFE—RK I74F7924+—)L

WO TIZ, TNENNHA X —T 2 A ALENHLA v H—T = AEFFO3 OOEF =2V T«
aTHARE admin 2T FAMEERLET, I AZ~—C (customerC) =227 F A NI,
P—r R Fra A Z—fZ HTTP 7 4 V% U > 7 D Websense Y — 323g% & &7z DMZ A >
Z—T 2 A ANEGENTHET (K B-1 23H),

WEBAR A MEIF AT I 7 NAT FIF PAT 2L THEA v X —T = A AZBLTA V¥ —
X MCT 7B ATEETN, SRR SHLNE~DOT 7RI TEEE A,

B AL <— A (customerA) =T F R ML, WEL—Z DHBAIZ2ODDFRy NU—IB3HD F
j‘o

admin 27T F A M TIE, 1 DDOFA NS FWSM ~D SSHE v gV &FA L TWET,
ENAL<— A TXANMNI, VY—ARGRENT TA (=LK, VN— FdT7e
) IR LTWET,

A E—T oA AEBHFICTAEES. 207X A MITRIUAEIP 7 KL A2 LG TXET0,
BIOIP 7 FLREFRET HI1F 5 NEEIIBE T,
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X B-1 {1 1
W vsFC
| 209.165.201.1
VLAN 3
. _Admln customerA customerB customerC
A¥TFAE shEp e e
o1 209.165 201':3 209.165 201::4 209.165 201::5
209.165.201.2 e sEeer LRl
DMZ
I 192.168.2.1 Il:ll
‘ VLAN 8
Websense
A& 192.168.2.2
10.1.41
VLAN 6 VLAN 7

customerB
*y bI—=Y

192.168.1.1

customerA
Iy bT—2 2

132977

Z OREREDOFEIZHOWTIE, IROEEEZZRL T EI0,

o VAT A AYyTZ4Xal—ar (Fl1) (pB-3)

e admin AT XA a7 4F¥alb—ar Bl1) (pB-4)

o WAXY—ADALTHFAL AL T 4Fal—ar (Bl1) (p.B-4)
o WAFV—BOALVTFALar74¥al—rzar Bl (pB-5)
s WAL~ —CPHDaAVTHFALar74F¥al—vzar Bl1) (p.B-5)
o AA v TFOHRE (H1) (p.B-6)
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VRATFLAVI4FaL—3r HI1)

%9, mode multiple =~ FEEHA LT, v/ FarTFA s T—RKeAfF—7/IZLET, K
2 BEOa T XA NEEATEL LI, 7774 _"—varyr¥—%&ANLET, T—FEBXL
BT 7T 4N—vay =%, BEBRLERFSLETE, 2070 Fab—var 770002
ISR SV E A, write terminal, show startup-config, =72/ show running-config =~ > K%
LT FWSM ECREZFRTDHE, FWSM OV J—ADRICE— RRFREINET (FTT77
WE 7T — R, <system> I~V /VFET— KDV AT L a7 4 X2 — 3, <context> [T~
LFE—ROaLTHFANEERLET),

hostname Farscape
password passwOrd

enable password chrlchtOn
admin-context admin
interface vlan 3
interface vlan
interface vlan
interface vlan
interface vlan
interface vlan

0 J o0 U1 W

context admin
allocate-interface vlan3
allocate-interface vlan4
config-url disk://admin.cfg
member default

context customerA
description This is the context for customer A
allocate-interface vlan3
allocate-interface vlans
config-url disk://contexta.cfg
member gold

context customerB
description This is the context for customer B
allocate-interface vlan3
allocate-interface vlané
config-url disk://contextb.cfg
member silver

context customerC
description This is the context for customer C
allocate-interface vlan3
allocate-interface vlan7-vlan8
config-url disk://contextc.cfg
member bronze

class gold
limit-resource all 7%
limit-resource rate conns 2000
limit-resource conns 20000

class silver
limit-resource all 5%
limit-resource rate conns 1000
limit-resource conns 10000

class bronze
limit-resource all 3%
limit-resource rate conns 500
limit-resource conns 5000
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admin A>TFFA ROV 74FX2L—23> (H1)

10.1.1.75 OFEA I, SSHZHEHA L Ca vy TF A MIT 7B ATEET, THITIE, erypto key
generate 2~ . NEZEH L THF—2 AT HLERH Y £7, iEAFIL, 77 v a AE VIR
SNET,

interface vlan 3

nameif outside

security-level 0

ip address 209.165.201.2 255.255.255.224
interface vlan 4

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
passwd secretl969
enable password hlandlO
route outside 0 0 209.165.201.1 1
ssh 10.1.1.75 255.255.255.255 inside
nat (inside) 1 10.1.1.0 255.255.255.0
| This context uses dynamic NAT for inside users that access the outside
global (outside) 1 209.165.201.10-209.165.201.29
! The host at 10.1.1.75 has access to the Websense server in Customer C, and
| it needs a static translation for use in Customer C’s access list
static (inside,outside) 209.165.201.30 10.1.1.75 netmask 255.255.255.255
access-list INTERNET remark -Allows inside hosts to access the outside for any IP
traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside

AREI—ADIAVTHRAL VT4 FaL—ay (Hl1)

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 5
nameif inside
security-level 100
ip address 10.1.2.1 255.255.255.0
passwd hellO!
enable password enter55
route outside 0 0 209.165.201.1 1
| The Customer A context has a second network behind an inside router that requires a
| static route. All other traffic is handled by the default route pointing to the
router.
route inside 192.168.1.0 255.255.255.0 10.1.2.2 1
nat (inside) 1 10.1.2.0 255.255.255.0
| This context uses dynamic PAT for inside users that access that outside. The outside
| interface address is used for the PAT address
global (outside) 1 interface
access-list INTERNET remark -Allows inside hosts to access the outside for any IP
traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
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ARAI—BDAVTHAFaVITaFalL—>3r (H1)

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.4 255.255.255.224
interface vlan 6
nameif inside
security-level 100
ip address 10.1.3.1 255.255.255.0
passwd tenaclOus
enable password defensSe
route outside 0 0 209.165.201.1 1
nat (inside) 1 10.1.3.0 255.255.255.0
| This context uses dynamic PAT for inside users that access the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
access-list INTERNET remark Inside users only access HTTP and HTTPS servers on the
outside
access-list INTERNET extended permit tcp any any eq http
access-list INTERNET extended permit tcp any any eq https
access-group INTERNET in interface inside

ARZAI—COAVTFHFRFaVIaFaL—>ar @)

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.5 255.255.255.224
interface vlan 7
nameif inside
security-level 100
ip address 10.1.4.1 255.255.255.0
interface vlan 8
nameif dmz
security-level 50
ip address 192.168.2.1 255.255.255.0
passwd flOwer
enable password treehOuSe
route outside 0 0 209.165.201.1 1
url-server (dmz) vendor websense host 192.168.2.2 url-block block 50
url-cache dst 128
filter url http 10.1.4.0 255.255.255.0 0 O
! When inside users access an HTTP server, FWSM consults with a
| Websense server to determine if the traffic is allowed
nat (inside) 1 10.1.4.0 255.255.255.0
| This context uses dynamic NAT for inside users that access the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
! A host on the admin context requires access to the Websense server for management
using
| pcAnywhere, so the Websense server uses a static translation for its private address
static (dmz,outside) 209.165.201.6 192.168.2.2 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside for any IP
access-1list INTERNET remark -traffic, but denies them access to the dmz.
access-list INTERNET extended deny ip any 192.168.2.0 255.255.255.0
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list MANAGE remark -Allows the management host to use pcAnywhere on the
access-list MANAGE remark -Websense server
access-list MANAGE extended permit tcp host 209.165.201.30 host 209.165.201.6 eq
pcanywhere-data
access-list MANAGE extended permit udp host 209.165.201.30 host 209.165.201.6 eq
pcanywhere-status
access-group MANAGE in interface outside
access-list WEBSENSE remark -The Websense server needs to access the Websense updater
access-list WEBSENSE remark -server on the outside
access-list WEBSENSE extended permit tcp host 192.168.2.2 any eq http
access-group WEBSENSE in interface dmz
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AL YFDHRE (Hl1)

WIZ. FWSM IZBHE4 % Cisco I0S 24 v FOREZ R LET,

firewall module 8 vlan-group 1
firewall vlan-group 1 3-8
interface vlan 3

ip address 209.165.201.1 255.255.255.224

no shutdown

Bl2: ALEFa)Ta LRILVEFERATSIVUVIILE—F 274704 — LD

WORERLTIE, 3 DOWNEA v =T = A ZEAFRLET, A1 F—T A ZADH LD 2 DIFFET
X2 VT4 LV OHMICEE LET, DMZ A > % —7 = A A% Syslog 4 —SDHERAT 4 7
EITWET, SMFOEEIKR A M, Syslog — 3Nt FWSM IZT7 7 2 AT 2085 D £9, FWSM
EDOEERDOT-S, AA NI VPN A2 ERALET., FWSM 1L, A— FNOFEEHEOTHIZ, NEA »
H—T A ADRIP ZfEHLET, FWSM [ZRIP THEE LAV — 2T RARAZ AL X LRWD T,
Ty TARY—AN—FTFWSM b7 7 4 v 7 IZAZT 4 v 7 A— hEHEATILERDHY £
(X B2 &),

BHEDORy NT—Z13A v Z—FRy hA~DT 7 A EFHFFA SN, PAT ZHEH L ET,

E B-2 i 2
EFEARX k
209.165.200.225
O
—r
|
209.165.201.1
s4gp |VLAN 3
209.165.201.3
P 1 S5 DMZ p—
10.1.1.1 I 192.168.2.1 |
hrd
ABFT 1 VLAN 5 E:‘ VLAN 10 ——
3 Syslog ¥—/3
#Fq 2 192.168.2.2
10.1.2.1
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Z O OFERNZHOW T, ROHEEZZRL T EE0,

e FWSM Oi%&E (fi2) (p.B-7)
o AA vFOEE (H12) (p.B-8)

FWSM DO%E (1l 2)

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 4
nameif dept2
security-level 100
ip address 10.1.2.1 255.255.255.0
interface vlan 5
nameif deptl
security-level 100
ip address 10.1.1.1 255.255.255.0
interface vlan 10
nameif dmz
security-level 50
ip address 192.168.2.1 255.255.255.0
passwd g00fball
enable password genlus$
hostname Buster
same-security-traffic permit inter-interface
route outside 0 0 209.165.201.1 1
nat (deptl) 1 10.1.1.0 255.255.255.0
nat (dept2) 1 10.1.2.0 255.255.255.0
| The deptl and dept2 networks use PAT when accessing the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
! Because we perform dynamic NAT on these addresses for outside access, we need to
perform
| NAT on them for all other interface access. This identity static statement just
! translates the local address to the same address.
static (deptl,dept2) 10.1.1.0 10.1.1.0 netmask 255.255.255.0
static (dept2,deptl) 10.1.2.0 10.1.2.0 netmask 255.255.255.0
| The syslog server uses a static translation so the outside management host can
access
! the server
static (dmz,outside) 209.165.201.5 192.168.2.2 netmask 255.255.255.255
access-list DEPTS remark -Allows all deptl and dept2 hosts to access the
access-list DEPTS remark -outside for any IP traffic
access-list DEPTS extended permit ip any any
access-group DEPTS in interface deptl
access-group DEPTS in interface dept2
access-list MANAGE remark Allows the management host to access the syslog server
access-list MANAGE extended permit tcp host 209.165.200.225 host 209.165.201.5 eqg
telnet
access-group MANAGE in interface outside
| Advertises the FWSM IP address as the default gateway for the downstream
! router. FWSM does not advertise a default route to the router.
rip dept2 default version 2 authentication md5 scorpius 1
| Listens for RIP updates from the downstream router. FWSM does not
! listen for RIP updates from the router because a default route to the router is all
that
| is required.
rip dept2 passive version 2 authentication md5 scorpius 1
| The client uses a pre-shared key to connect to the FWSM over IPSec. The
| key is the password in the username command following.
isakmp policy 1 authentication pre-share
isakmp policy 1 encryption 3des
isakmp policy 1 group 2
isakmp policy 1 hash sha
isakmp enable outside

Catalyst 6500 & IJ—X XA v F [Cisco 7600 > |) —X JL—4% Firewall Services Module A~ 24¥alL—>3>y A4 K
| oL-8123-01-J



fitx B BEH |

B L—FyFE—FoEEM

crypto ipsec transform-set vpn client esp-3des esp-sha-hmac
username admin password passwOrd

crypto ipsec transform-set vpn esp-3des esp-sha-hmac

crypto dynamic-map vpn client 1 set transform-set vpn

crypto map telnet tunnel 1 ipsec-isakmp dynamic vpn client

crypto map telnet tunnel interface outside

ip local pool client pool 10.1.1.2

access-list VPN_SPLIT extended permit ip host 209.165.201.3 host 10.1.1.2
telnet 10.1.1.2 255.255.255.255 outside

telnet timeout 30

logging trap 5

| System messages are sent to the syslog server on the DMZ network
logging host dmz 192.168.2.2

logging enable

AL YFDHRE (il 2)
KIZ, FWSM |[ZBEHET 2 A v TFOREEZRLET,

interface vlan 3
ip address 209.165.201.1 255.255.255.224
no shutdown

Bl3: TIFAUTXFAMDHEFY) V—ADHI

WORERIZIL, 1| DOBRENOELEEMHHO~ L TFa TR A MR EENET, FHAPME O
X274 RY—%2ATEDLLOC, FHMITHBEDOEXF 2T 4 a0 THFAMERELE
9, 727 L. Syslog —r3 A—b $—3 BLOAAA GRRE. T, TAHU YT 4 F) H—
NiE, TRTOFEMATHELET, oo —NF, EHA VX —T oA A LIZEPNET (K
B-3 # &),

M 1213 AAA =N Ko TRAES NN —FRT 7 £ A TE D Web h—\03b 1) 7,
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f5 3
209.165.201.2
VLAN 200
VAN:i S1EB VAN
209.165.201.3 209.165.201.4 209.165.201.5
Admin &= o S wr o E55
9 )%#X |“ -—-I [=] -—-I =] -—-I
E3l (== Ea
RER HE R E: HE RER HE
10.1.0.1 10.1.1.1 10.1.2.1 10.1.1.2 10.1.3.1 10.1.1.3
VLAN 202
VLAN 201 02 | VLAN 203
&= = o
I:l! E! —" VLAN 300
4 —_— Web H—/\
EHERR b 10.1.2.3
H—/\ 10.1.0.15
10.1.0.16 VLAN 300
VLAN 300
=
— g
AAA H—/%  Mail ¥—/% Syslog #—/\ k2
10.1.1.6 10.1.1.7 10.1.1.8

Z ORER DT HOW T, IROEEZZRL T EE0,

VAT A aryZ4F¥al—ar (H3) (p.B-10)

admin 27 F A K a7 4 Falb—ar (F3) (p.B-11)
M 1oary7X2 b ary Fal—var (H3) (pB-12)
WMH2oaryTFX¥A R ar7 o Falb—rar (Fl3) (p.B-13)
2L v FORE (B3) (p.B-13)
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VRATFLAVI4FaL—3Y (HI3)

%9, mode multiple =~ FEEHA LT, v/ FarTFA s T—RKeAfF—7/IZLET, K
W2, B Oa T X A NEFEHTE AL 512, activation-key =~ > REFEHLTTr 77 4 X—T 3
CEX—EANLET, FE—RFBROT 7T 4=V ary i, HEBRLREFINETR, =
V74X alb—ay Ty AVICIERFE S IVE R A, write terminal, show startup-config, ¥ 7213
show running-config =~ > FZ{#H L CFWSM L CREZET~THE, FWSM DY U —2DKIT
E—RBRERINET (T T 7F 7 F— R, <system> [TV /LT E—ROVAT A 2T ¢

Fal— g, <context> [I~¥/NTFET—FRDOaALTHFANEEKRLET),

hostname Ubik
password pkd55

enable password deckardé69

interface
interface
interface
interface
interface

admin-context admin

vlan
vlan
vlan
vlan
vlan

context admin

allocate-interface v1an200

allocate-interface vlan201

allocate-interface v1an300

config-url diskO0://admin.cfg
context departmentl

allocate-interface v1an200

allocate-interface vlan202

allocate-interface vlan300

config-url ftp://admin:passwOrdel0.1.0.16/deptl.cfg
context department2

allocate-interface vlan200

allocate-interface v1an203

allocate-interface v1an300

config-url ftp://admin:passwOrd@l0.1.0.16/dept2.cfg

200
201
202
203
300
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admin A>TFFA ROV 74FX2L—23> (H13)

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 201
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0
interface vlan 300
nameif shared
security-level 50
ip address 10.1.1.1 255.255.255.0
passwd v00d00
enable password d011l
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.0.0 255.255.255.0
! This context uses PAT for inside users that access the outside
global (outside) 1 209.165.201.6 netmask 255.255.255.255
| This context uses PAT for inside users that access the shared network
global (shared) 1 10.1.1.30
| Because this host can access the web server in the Department 1 context, it requires
a
| static translation
static (inside,outside) 209.165.201.7 10.1.0.15 netmask 255.255.255.255
| Because this host has management access to the servers on the Shared interface, it
| requires a static translation to be used in an access list
static (inside,shared) 10.1.1.78 10.1.0.15 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET remark -and shared network for any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list SHARED remark -Allows only mail traffic from inside to exit shared
interface
access-list SHARED remark -but allows the admin host to access any server.
access-list SHARED extended permit ip host 10.1.1.78 any
access-list SHARED extended permit tcp host 10.1.1.30 host 10.1.1.7 eq smtp
! Note that the translated addresses are used.
access-group SHARED out interface shared
! Allows 10.1.0.15 to access the admin context using Telnet. From the admin context,
you
! can access all other contexts.
telnet 10.1.0.15 255.255.255.255 inside
aaa-server AAA-SERVER protocol tacacs+
aaa-server AAA-SERVER (shared) host 10.1.1.6
key TheUauthKey
server-port 16
! The host at 10.1.0.15 must authenticate with the AAA server to log in
aaa authentication telnet console AAA-SERVER
logging trap 6
| System messages are sent to the syslog server on the Shared network
logging host shared 10.1.1.8
logging on
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HBA1DaAVTFRAFaAYI4FaL—3> (Hl3)

interface vlan 200

nameif outside

security-level 0

ip address 209.165.201.4 255.255.255.224
interface vlan 202

nameif inside

security-level 100

ip address 10.1.2.1 255.255.255.0
interface vlan 300

nameif shared

security-level 50

ip address 10.1.1.2 255.255.255.0
passwd cugel
enable password rhialto
nat (inside) 1 10.1.2.0 255.255.255.0
| The inside network uses PAT when accessing the outside
global (outside) 1 209.165.201.8 netmask 255.255.255.255
| The inside network uses dynamic NAT when accessing the shared network
global (shared) 1 10.1.1.31-10.1.1.37
| The web server can be accessed from outside and requires a static translation
static (inside,outside) 209.165.201.9 10.1.2.3 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET remark -and shared network for any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list WEBSERVER remark -Allows the management host (its translated address) on
the access-1list WEBSERVER remark -admin context to access the web server for
management
access-list WEBSERVER remark -it can use any IP protocol
access-list WEBSERVER extended permit ip host 209.165.201.7 host 209.165.201.9
access-list WEBSERVER remark -Allows any outside address to access the web server
access-list WEBSERVER extended permit tcp any eq http host 209.165.201.9 eq http
access-group WEBSERVER in interface outside
access-list MAIL remark -Allows only mail traffic from inside to exit out the shared

int

! Note that the translated addresses are used.

access-list MAIL extended permit tcp host 10.1.1.31 eq smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.32 eqg smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.33 eqg smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.34 eq smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.35 eqg smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.36 eqg smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.37 eq smtp host 10.1.1.7 eq smtp

access-group MAIL out interface shared
aaa-server AAA-SERVER protocol tacacs+
aaa-server AAA-SERVER (shared) host 10.1.1.6
key TheUauthKey
server-port 16
! All traffic matching the WEBSERVER access list must authenticate with the AAA server
aaa authentication match WEBSERVER outside AAA-SERVER
logging trap 4
| System messages are sent to the syslog server on the Shared network
logging host shared 10.1.1.8
logging on
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2D TFRAFaAYI4F¥2L—3> (Hl3)

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.5 255.255.255.224
interface vlan 203
nameif inside
security-level 100
ip address 10.1.3.1 255.255.255.0
interface vlan 300
nameif shared
security-level 50
ip address 10.1.1.3 255.255.255.0
passwd mazlrlan
enable password lyOnesSSe
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.3.0 255.255.255.0
| The inside network uses PAT when accessing the outside
global (outside) 1 209.165.201.10 netmask 255.255.255.255
| The inside network uses PAT when accessing the shared network
global (shared) 1 10.1.1.38

L—Fy

™

ﬂbll
filt
=
|

E—FD

access-list INTERNET remark -Allows all inside hosts to access the outside

access-list INTERNET remark -and shared network for any IP traf
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside

fic

access-list MAIL remark -Allows only mail traffic from inside to exit out the shared

int

access-list MAIL extended permit tcp host 10.1.1.38 host 10.1.1.7 eqg smtp

| Note that the translated PAT address is used.

access-group MAIL out interface shared

logging trap 3

| System messages are sent to the syslog server on the Shared n
logging host shared 10.1.1.8

logging on

AL yFDHRE (5l 3)

WIZ. FWSM IZRHE4 % Cisco I0S 24 v FOREZ R LET,

firewall module 6 vlan-group 1

firewall vlan-group 1 200-203,300

interface vlan 200
ip address 209.165.201.2 255.255.255.224
no shutdown

etwork
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B L—FyFE—FoEEM

5l 4 : IPv6 DEEEH
WORERL (X B-4 Z&/R) 3. FWSM b T E &7z IPv6 DWW D DREER R L CTWVET,

o B H—TxARL, IPV6 T RL AL IPv4 T RLADMHF THRESINET,
e IPv6 OF 7 4 /L k /L— ML ipv6route =~ R CREINE T,
o IPV6DT 78R UARNIIBA L F—T oA AZHEHINET,

X B-4 f5l4:1Pv4 EIPV6E DT a7 RAE v 78R

=

10.142.10.1

S
2001:400:3:1::1 ~

10.142.10.100

10.140.10.100
2001:400:1:1::100

IPv4/IPv6
Yy bI—=9

148961

password pkd
enable password happy
hostname ubik
interface vlan 100

nameif outside

security-level 0

ip address 10.142.10.100 255.255.255.0

ipv6é address 2001:400:3:1::100/64

ipvé nd suppress-ra
interface vlan 101

nameif inside

security-level 100

ip address 10.140.10.100 255.255.255.0

ipv6é address 2001:400:1:1::100/64
route outside 0.0.0.0 0.0.0.0 10.142.10.1 1
access-list INTERNET remark -Allows all inside IPv4 hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
ipvé route outside ::/0 2001:400:3:1::1
ipvé access-list IPV6INTERNET permit ip any any
access-group IPV6INTERNET in interface inside

ipvé access-list OUTACL permit icmp6 2001:400:2:1::/64 2001:400:1:1::/64

ipv6 access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eqg telnet
ipv6 access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eq ftp
ipvé access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eq www

access-group OUTACL in interface outside
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EBE— Feomzen B

ZEBE— FTOEEH

Z T, ROPNEFIZOWTBALET,

o BI5:ANBNOLDOT I EADBHDNTET— ROFBRT 7 AT 74 —LOf (pB-15)

Bl5: NEBISDT I ERADHEIIILFE—FDEBIFA T 2+—ILDOHI

WORERLTIZ, 320XV T 4 avTFA e admin 2 TF A MEERELET, a0 7%
A BT N —Z LN —Z B THEEEND OSPF F 57 4 v 7 2 LET (X B-5 25 H),

Fio, BT 7 AT U4 —/LIZDHCP UV L—#E%E 7R — F LTV /=8, DHCP /N7 v Mk
W77 AT O xr—E@mLET,

PSR A MBSO A X —Fy MIT 7 BATEETH, SMNEA A MINEHRICT 78 AT
EFHEA

admin 2T F A FTIE, 1 D2OFA DL FWSM~DOSSHE v a a2 L TCWET, T
AR —ABIOF T AN =LA A—FDIP ATS—T7 4 7 %BIET B7-%, ARP A& & 5 H
LET,

EH AL <w—arTFXANME, VY—2ARHRENTZT T A (F—)L K, VN~ FlidT e
) IZE L TWET,

arTXAMITRICNEIP 7 FLU ARG TEETA, BEHIOIP T RLRAZFRTETDHITONE
UL T,
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N FZat—

FToES

X B-5 5l 5

VLAN 150

VLAN 151 VLAN 152

Admin
AVTHFRE customerA
S &8

10.1.2.1

EEKRR b
10.1.1.75

192.168.4.1

132981

ZOREROFEMIZONWTIE, ROBERZZMLTIZE0Y,

e VAT AT 4FXal—ar (fl5) (p.B-17)

e admin 2T XA T 4F¥Falb—=ar HS5) (pB-18)

e WAA~—ADAYTHXFALN AT 4 Xalb—ar (5 (pB-18)
e WAA~Y—BDAVTHFALar74FXal—var (BS5) (p.B-19)
o HARAY—COHDAVTHRAF ar74F¥al—ar (F5) (p.B-19)
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REM

EBE— Feomzen B

VRATFLAVI4FaL—3Y (HI5)
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interface vlan
interface vlan

o U1

interface vlan 7
interface vlan 150
interface vlan 151
interface vlan 152
interface vlan 153
admin-context admin
context admin

allocate-interface vlanl50
allocate-interface vlan4
config-url disk://admin.cfg
member default

context customerA

description This is the context for customer A
allocate-interface vlanl5l

allocate-interface vlans

config-url disk://contexta.cfg

member gold

context customerB

description This is the context for customer B
allocate-interface vlanlh52

allocate-interface vlané

config-url disk://contextb.cfg

member silver

context customerC

description This is the context for customer C
allocate-interface vlanl53

allocate-interface vlan7

config-url disk://contextc.cfg

member bronze

class gold

limit-resource all 7%
limit-resource rate conns 2000
limit-resource conns 20000

class silver

limit-resource all 5%
limit-resource rate conns 1000
limit-resource conns 10000

class bronze

limit-resource all 3%
limit-resource rate conns 500
limit-resource conns 5000

7. mode multiple =2~ > FZHEHA LT, vV Far7THFANE—RKEALFX—TNVIZLET, T—
RiL, HEB®%LRFFESNETR, a7 sFalb—vay 77 A MIMREFEISNER A, write
terminal, show startup-config, ¥ 7=/% show running-config =~ > FZ{#H L CFWSM L Ci%E%
FARTHEFWSM DU U —ADRIZE— RBRRRINET (T T 71V ZIE— R, <system>
I AVTE—RDOVAT A a7 4Falb— a3 <context> [Iv/NLTE—RDIALTHRA LM%
BIRLET),

hostname Farscape
password passwOrd
enable password chrlchtOn
interface vlan

| oL-8123-01-J
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N #Zdt— Fcome

admin A>TFFA OV 74FX2L—23 > (f15)

10.1.1.75 OFEA I, SSHZHEHA L Ca vy TF A MIT 7B ATEET, THITIE, erypto key
generate 2~ > REfH L THX— OXT AR TIH0ENH Y $9,

firewall transparent
passwd secretl969
enable password hlandlO
interface vlan 150

nameif outside

security-level 0

bridge-group 1
interface vlan 4

nameif inside

security-level 100

bridge-group 1
interface bvi 1

ip address 10.1.1.1 255.255.255.0
route outside 0 0 10.1.1.2 1
ssh 10.1.1.75 255.255.255.255 inside
arp outside 10.1.1.2 0009.7cbe.2100
arp inside 10.1.1.3 0009.7cbe.1000
arp-inspection inside enable flood
arp-inspection outside enable flood
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside

ARZI—ADAVTHRRFAVIT4FaL—>3> (H15)

firewall transparent
passwd hellO!
enable password enter55
interface vlan 151

nameif outside

security-level 0

bridge-group 45
interface vlan 5

nameif inside

security-level 100

bridge-group 45
interface bvi 45

ip address 10.1.2.1 255.255.255.0
route outside 0 0 10.1.2.2 1
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-1list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside

Catalyst 6500 1) —X XA v F ICisco 7600 ¥ !J—X JL—4 Firewall Services Module A~ 2 s ¥alL—>3a> M4 F
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ARAI—BDAVTHAL VT4 FalL—>3> (f15)

firewall transparent
passwd tenaclOus
enable password defensSe
interface vlan 152

nameif outside

security-level 0

bridge-group 1
interface vlan 6

nameif inside

security-level 100

bridge-group 1
interface bvi 1

ip address 10.1.3.1 255.255.255.0
route outside 0 0 10.1.3.2 1
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside

ARZAI—COAVTHFRFAVITa4FaL—>ar (H15)

Catalyst 6500 & IJ—X XA v F [Cisco 7600 > |) —X JL—4% Firewall Services Module A~ 24¥alL—>3>y A4 K

firewall transparent
passwd flOwer
enable password treehOuSe
interface vlan 153

nameif outside

security-level 0

bridge-group 100
interface vlan 7

nameif inside

security-level 100

bridge-group 100
interface bvi 100

ip address 10.1.4.1 255.255.255.0
route outside 0 0 10.1.4.2 1
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside
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mEH |

N S Lr—n—ozEm

7 x— LA —N\—DEEEH

ZITH RONEIZHOVTHALET,

e Hl6:N—7T v KE—RDT7z—/LF—s3— (p.B-20)
o H17:BMAE—RKDOT = —)L A —,3— (p.B-24)
o Pl 8RN —T 4T YR NEMHA LTI T 47 | TIT 4T DT =—)LF—r3—

(p.B-28)

Ble:IL—FYEFE—FDITz—I)LA—/\—

IR ORERL T,

L BDOAL v FILV—T v K = ROFEI L THFR REFHOVALFILTHFR R

E—RDOFWSM, BELR2 EODAAL v F TNy 77 v 7 & LTEET S50 FWSM 277 LTV
£ (KMB-6 2ZM), a2 7F2 b (A, By BLVC) FNMA I =T =M 2&2T=F LE
F admin 2T XA R THL AT HFA D AR A =T A 2AbE=F LET, SEA
VH =T 2 A AFTTRTCOAVTHFA NG, U H—T 2 ADT, 1 DO TxFANTE
=HTHETT, TRTOALTHRAMEE=HTEET,

BHFY FWSM b~/ Far7TFHF AN E—RT, Y7 =7 VU —ZXAHLFELTT,

X B-6 5l 6
VLAN100 |
TOT4T RAYF
MSFC
HSRP IP :
VLAN 200 209.165.201.5

—| 209.165.201.2

209.165.201 .3|'

10.0.1.1

|209165201A

RBE UL RALYF

; MSFC

@ HSRP IP :

|

|

209.165.201.7 1
X

|

|

Jx—I)LA—iN—
A/ |

- == PYE
T7A | VLAN 10
HLU 11

thHUFY
FWSM

VLAN 10 i—
VLAN 11
[ =]

VLAN 201 @

-~

~

VLAN 203 FAE

10.0.1.2, ®'10.0.3.2
1'10.0.2.2
|

209.165.201.5
-,209.165.201.6

1209.165.201.8

o
52k
VLAN202£££§::]§

,,,,,,,,,,,,,,

148178
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Jr—pNA—i—nzEm A

Z O OFERNZHOW T, ROHEEZZRL T EE0,

s 774~V FWSM ORKIE (B 6) (p.B-21)
o BHUHYFWSM DI AT A A7 4 Falb—ar (fl6) (p.B-23)
o AA v FORKE Bl6) (p.B-23)

7542 FWSM DE&E (] 6)
PLFOEBIZT T, 77 A ~1U FWSM O E T,

o VAT A AT 4Fal—rary (FIA4~) 2=y k—1fl6) (p.B-21)

e IVTHFAPAALT A Fal—ary (FIAM4~<) 2=y b —fl6) (p.B-22)
e AVFFXFAIBaAVT4Fal—Vvary (FIA4~) 2=y s —4H#l6) (p.B-22)
e aAVFTFALCaAYI4Fal—vary (FIA4~U 2=y s —H#]6) (p.B-23)

VRATLAVI4FaL—YaY (FF47) 2=y F —Hl6)

%9, mode multiple =~ FEFEHA LT, v/ FarTFA s T—RKeAfF—7/IZLET, K
W2, B Oa L T7X A NEFEHTE AL 9512, activation-key =~ REFEHLTTr 77 4 X—T 3
VX —EANLET, E—FBLOT 7T 4= a3y -k, BEBBOLRFEINETH, =
V74 FXalb—vay 7y AVITIERTE S LE R A, write terminal, show startup, ¥ 72X show
running =~ > FZ il L TFWSM ETRELZFKTTHE FWSM DU U —ZADRIZE— FRER
ENFET (TT7 71 T NE— R, <system> (I NVTE— ROV AT L a7 4 Fal—3
v, <context> [Iv /T E— RO TFFANEEKRLET),

hostname primary
enable password farscape
password crichton
!The vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 200
interface vlan 201
interface vlan 202
interface vlan 203
failover lan interface faillink vlan 10
failover link statelink vlan 11
failover lan unit primary
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover interface ip statelink 192.168.253.5 255.255.255.252 standby 192.168.253.6
failover interface-policy 50%
failover replication http
failover
admin-context contexta
context contexta
allocate-interface v1an200
allocate-interface vlan201
config-url disk://contexta.cfg
context contextb
allocate-interface vlan200
allocate-interface vlan202
config-url ftp://admin:passwOrde@l0.0.3.16/contextb.cfg
context contextc
allocate-interface v1an200
allocate-interface vlan203
config-url ftp://admin:passwOrd@l0.0.3.16/contextc.cfg
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AVFFAMAAYITI4X2AL—2ay (F54<Y) 2=y b —Hl6)

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.2 255.255.255.224 standby 209.165.201.6
interface vlan 201
nameif inside
security-level 100
ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2
passwd secretl969
enable password hlandlO
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.10 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.3.75 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

AVFXFAMBaAYI7«4FXal—>ay (F54<) 2=y bk —4Hl6)

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.4 255.255.255.224 standby 209.165.201.8
interface vlan 202
nameif inside
security-level 100
ip address 10.0.2.1 255.255.255.0 standby 10.0.2.2
passwd secretl978
enable password 7samural
monitor-interface inside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.11 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.2.14 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic
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AVFFAMCAYI«XaAL—Pay (F54<Y) 2=y b —4Hl6)

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224 standby 209.165.201.7
interface vlan 203
nameif inside
security-level 100
ip address 10.0.1.1 255.255.255.0 standby 10.0.1.2
passwd secret0997
enable password straydOg
monitor-interface inside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.12 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.1.65 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

tHhUFYY FWSM DY RTL AV T4FaLl—3y (fl6)

WOBNWBEBDOTV AT A a7 4 X2 —va BT T2V THANERETHLETHY
A,

9. mode multiple =~ > RZHHL T, v LvFaraFAh =R x—7 M LET, K
W BEOa TR A NEFERTE 5 X 91T, activation-key 2~ FEFHLTCT 77 4 _X— 3
VxR —HEANLET, FE—FBLOT 7T 4 _"—Tar Ik, BEBZLRFEINETE, =
V74X alb—ray Ty AVICIERGE S ILE R A, write terminal, show startup, ¥ 72X show
running =~ > RZHEH L TFWSM L TRELZERRTHE, FWSM DU YV —R T A ORITE—
RRERENET (T T 71T 7T — R, <system> I~/ FE— ROV AT L a7 ¥
L— 3 v, <context> [Iw /LT E— RO THFARNEEKRLET),

failover lan interface faillink vlan 10

failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2

failover lan unit secondary
failover

AA Yy FDRE (fl6)

Wiz, FWSM ICBHET AW T DA A v F ED CiscolOS AA v FDOREX T LET, AA v FDIL
EREDFHEMIOVWTIE, A v FDO~=aT VESRL T EE N,

firewall module 1 vlan-group 1
firewall vlan-group 1 10,11,200-203
interface vlan 200
ip address 209.165.201.1 255.255.255.224
standby 200 ip 209.165.201.5
standby 200 priority 110
standby 200 preempt
standby 200 timers 5 15
standby 200 authentication Secret
no shutdown
interface range gigabitethernet 2/1-3
channel-group 2 mode on
switchport trunk encapsulation dotlqg
no shutdown
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N S Lr—n—ozEm

Bl7: BBE—FDITz—ILA—I\—
WO TIZ. 1 BOAAL v FIZBBRE—FOa L TXFA MO LFaryTHFAN E—FD
FWSM, BLO2EDDAAL v F TRy 77 v 7L LTENET 8]0 FWSM 2R L CWET (K
B-6 #&M), a2 7xF A+ (A, B, BEXOC) 1T, WA v F—T = A LA A v 4 —T7 =
A ABE=HLET,

EHFY FWSM b~ /LF a2 FHF AR E—RT, V7 =7 V) —2LFE L TT,

B B-7 7
VLAN100 |
|
FOT4T RAYF REUINL AL YF |
=Y S
UHSRP IP: U HSRP IP :
VLANSs 200-202 10.0.n.4 ) 1 10.0.n4
|
i
Tz —A——
yoy . b |
== s VLAN 10 g==
_ e 227 N NV
R Ezl VLAN 10 VLAN 11 \ 725
FWSM SR 11 FWSM
gz p. B B IP k;;!l
10.0.1.1 >\|10.o.3.1 10.0.1.2 | %!10.0.3.2
|
10.0.2.1 1110022
! :
| |
,,,,,,,,,,, o
VLAN 4 ;!
|
|
av 3 } .
VLANS ZXA L 3 5
=5 i
VIANG LA h

Z O OFEMIZONTIE, ROHEEZSHRL T EEWN,

e 7J A~V FWSM OFHE (#]7) (p.B-24)

o BHUHYFWSM DI AT A a7 4 Falb—ar (7)) (pB-27)
o XA vTFORE H7) (p.B-28)

T54<") FWSM D%E (] 7)
LIFOHEBIXT T, 774~V FWSM OfFETT,
« VATAArI 4 Fal—vary (F7A4~vY 2=y b—47) (p.B-25)
© AVTIFAPAAVT 4 Fal—var (FTA4vY 2=y b —4l7) (p.B-26)
e IVTFAINBaALYT A Fal—vary (FI74~<V 2=y —H7) (p.B-26)
e IVTFAMNCAVTA4Fal—rvary (FF74~<Y 2=y F—H#7) (p.B-27)
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SRAFLAaAvIaFXal—vay (F54<) Ay b—H7)

%9, mode multiple =~ RZHHL T, v LVFarsFAh E—FRef x—7 M LET, K
W O TEF A NEFERTE 5 X 91T, activation-key 2~ FEFHLTCT 77 4 _X— 3
VX —EANLET, E—RBLOT 7T 4= ay -k, HEBZ LRI ETR, =
V74X alb—vary 77 A VICIIRFSAVER A, write terminal, show startup, F72(3 show
running =~ > FZMH L TFWSM ECREZERT 5L FWSM DY U —ZDRIZE — FHRER
ENFEFT (TT771F T E— R, <system> [T NVTFE— ROV AT L a7 4 F¥al—g
v, <context> IV NTFE— RO THFANEERLES),

hostname primary
enable password farscape
password crichton
interface vlan 4
interface vlan 5
interface vlan 6
IThe vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 200
interface vlan 201
interface vlan 202
failover lan interface faillink vlan 10
failover link statelink vlan 11
failover lan unit primary
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover interface ip statelink 192.168.253.5 255.255.255.252 standby 192.168.253.6
failover interface-policy 1
failover replication http
failover
admin-context contexta
context contexta
allocate-interface v1an200
allocate-interface vlan4
config-url disk://contexta.cfg
context contextb
allocate-interface vlan201
allocate-interface vlan5
config-url ftp://admin:passwOrde@l0.0.3.16/contextb.cfg
context contextc
allocate-interface vlan202
allocate-interface vlané
config-url ftp://admin:passwOrd@l0.0.3.16/contextc.cfg
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firewall transparent

passwd secretl969

enable password hlandlO

interface vlan 200
nameif outside
security-level
bridge-group 5

interface vlan 4
nameif inside

0
6

security-level 100

bridge-group 5
interface bvi 56

ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2

6

monitor-interface inside
monitor-interface outside

route outside 0 0

telnet 10.0.3.75 2
access-list INTERN
access-list INTERN
access-list INTERN

10
55
ET
ET
ET

.0.3.4 1
.255.255.255 inside

remark -Allows all inside hosts to access the outside for

remark -any IP traffic
extended permit ip any any

access-group INTERNET in interface inside
access-list BPDU ethertype permit bpdu
access-group BPDU in interface inside
access-group BPDU in interface outside

AVFFAMBaAYI«4XaAL—2ay (F5a4) 2=y b —H7)

firewall transpare
passwd secretl978

nt

enable password 7samural

interface vlan 201
nameif outside
security-level
bridge-group 2

interface vlan 5
nameif inside

0

security-level 100

bridge-group 2
interface bvi 2
ip address inside
monitor-interface
monitor-interface
route outside 0 0
telnet 10.0.2.14 2

10.0.2.1 255.255.255.0 standby 10.0.2.2

inside

outside

10
55

access-list INTERNET
access-list INTERNET
access-list INTERNET
access-group INTERNET in interface inside
access-list BPDU ethertype permit bpdu
access-group BPDU in interface inside
access-group BPDU in interface outside

.0.2.4 1
.255.255.255 inside

remark -Allows all inside hosts to access the outside for

remark -any IP traffic
extended permit ip any any

Catalyst 6500 1) —X XA v F ICisco 7600 ¥ !J—X JL—4 Firewall Services Module A~ 2 s ¥alL—>3a> M4 F

T52

0oL-8123-01-J |



| fH6%B SEH

Jr—pNA—i—nzEm A

AVFFAMCAYI«4XaAL—2ay (T4 2=y b —HT7)

firewall transparent
passwd secret0997

enable password straydOg

interface vlan 202
nameif outside
security-level 0
bridge-group 1

interface vlan 6
nameif inside

security-level 100

bridge-group 1
interface bvi 1

ip address inside 10.0.1.1 255.255.255.0 standby 10.0.1.2
monitor-interface inside
monitor-interface outside

route outside 0 0 10

telnet 10.0.1.65 255.

access-list INTERNET
access-list INTERNET
access-list INTERNET

.0.1.4 1

255.255.255 inside

remark -Allows all inside hosts to access the outside for
remark -any IP traffic

extended permit ip any any

access-group INTERNET in interface inside
access-list BPDU ethertype permit bpdu

access-group BPDU in
access-group BPDU in

interface inside
interface outside

THUFY FWSM DO RTL AV I FXalL—3y (HT)
WOE/NBDY AT a7 4 FX2b—alrEZT9RT T .2y T XA MNeRETIHILETDHY

EFHEA

failover lan interface faillink vlan 10
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover lan unit secondary

failover
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firewall multiple-vlan-interfaces
firewall module 1 vlan-group 1

firewall vlan-group 1 4-6,10,11,200-202

interface vlan 200
ip address 10.0.1.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown

200
200
200
200
200

ip 10.0.1.4

priority 110

preempt

timers 5 15
authentication Secret

interface vlan 201
ip address 10.0.2.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown

200
200
200
200
200

ip 10.0.2.4

priority 110

preempt

timers 5 15
authentication Secret

interface vlan 202
ip address 10.0.3.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown
interface range gigabitethernet 2/1-3

200
200
200
200
200

ip 10.0.3.4

priority 110

preempt

timers 5 15
authentication Secret

channel-group 2 mode on

switchport trunk encapsulation dotlqg
no shutdown

Bl 8 : ERFIN—T 42T Y R— b E2ERALEFITA4T I TOT4TDITT—ILE—

IN—

B-28

WIZ, TOIT AT I TIT 4T DT 2— )V —R"—%

HETHHERLET, ZOFITEH, =27

FZ2KFA (admin 2> 7FAK), IVTFARB, aVTHFARCENI 3 DD TFARNE

MEhEd,

o T x—)LA—"— JL—T1, preempt 2~ N THEINET,
e admin AT XA MRFEHATHA X —T oA AF 1 DOHTT,
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VLAN 201

£ S% T N
ooez N e WEal
| 10.09.1 | !
10.0.5.1 Lt _L._10052
- === 192.168.1.1 SPE 192.168.1.2 ===
I >
774%0 I VLAN 10 Egl EHUAY
e 192.168.2.1 BEUTL  J19216822 Gy Tz —iLA—/—
ToT47 II o =72
e ; N —aN TITaT
TOT47 S oo PERAKS -
aVeEx b 2892 sso r7717
AVTFHERRA T =TT aAVTERE
-AVTHFAEB 1 av | 1 AYTFARC
——————————————— = o
TFEANCT ANG o
ar i i
VLANS T¥ALB i .
=D | 2

VIAN 4 W FARABAf-777mmmmmmmmmmees

AR

WOz =y R~V F a2 THA RN B— RTRIFNLRD ¥ A, mode multiple =~ > K%
LT, 794~V D ZYD FWSM 2~/ F 2T H A b T— RV EEZ £, mode
multiple =~ RiE, 774 ~vY) 2=y he®I LX) 2=y FOWIFTANLTE— REEHE
TAIREPRDYET, 77T 47 | AZ N T oA — A ——HEOYE TH. mode multiple
aw  RFeEh o F) o=y MZab—3InEEA,

O FWSMIZiX, RUEOEX2T 0 avTHAMDTA B ANRKLETT,

7547 FWSM DORE (4l 8)
UFOHEBEIZT T, 774~ U FWSM Of%E T,
o VAFAAUTFHALArTI4Fal—var (FTF7A~YU FWSM —fl8) (p.B-30)
e AVTFXFAPMAALT 4Xal—ary (FT7A4~U FWSM —#18) (p.B-31)
e IVTFAFIBIVT4FXal—var (FT7A4~<Y FWSM —fi8) (p.B-31)
s ALTFIXARCAVYT4Fal—vay (FT714~VU FWSM—Hi8) (p.B-32)
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hostname cisco-primary
enable password farscape
password crichton
interface vlan 4
interface vlan 5
interface vlan 6
IThe vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 201
interface vlan 202
failover
failover lan unit primary
failover lan interface faillink vlan 10
failover key MySecretKey
failover link statelink vlan 11
failover interface ip faillink 192.168.1.1 255.255.255.0 standby 192.168.1.2
failover interface ip statelink 192.168.2.1 255.255.255.0 standby 192.168.2.2
failover group 1
preempt
replication http
interface-policy 50%
failover group 2
secondary
preempt
replication http
interface-policy 50%
admin-context contexta
context contexta
description administrative context
allocate-interface vlan4
config-url disk://contexta.cfg
join-failover-group 1
context contextb
allocate-interface vlan201
allocate-interface vlanb
config-url ftp://admin:passwOrd@l0.0.3.16/contextb.cfg
join-failover-group 1
context contextc
allocate-interface vlan202
allocate-interface vlané
config-url ftp://admin:passwOrd@l0.0.3.16/contextc.cfg
join-failover-group 2
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a7 X% A M AlZadmin 2T FAMTY, ZOFITHE, admin 2T FARTI DDA X —
T A ADHPMMEHINET, ERT 7B AHORNHA LV F—T 2 A ATT, 2 TFART1ID
DA H—T A ALMERATERNZD, Telnet ZfFH L TA ¥ —F v NTEFWSM IZT 7 & &
THZLIITEEFA, IVTHFAMOEF 2V T 4 LAARKEDOA VX —T7 = A A 20
Telnet 77 B A FFF A INFHA, Tl IUTHFAPNALILLI DDA U H—T oA ALNRVTE
W, T74NVFTHBREL_XILVDA L E—T oA ARV ET, 2O —T oA AfEHT

FWSM Z&H 4+ 5121%, SSH #Efia CHTHLERDH Y £,

interface vlan 4
nameif mgmt
security-level 5
ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2
passwd secretl969
enable password hlandlO
monitor-interface inside
crypto key generate rsa modulus 1024
ssh 10.0.3.0 255.255.255.0 inside
ssh version 2

AVFHEAMBaAYI4FaL—Yay (F54< Y FWSM — i 8)
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interface vlan 201
nameif outside
security-level 0
ip address 10.0.5.1 255.255.255.0 standby 10.0.5.2
asr-group 1
interface vlan 5
nameif inside
security-level 100
ip address 10.0.2.1 255.255.255.0 standby 10.0.2.2
passwd secretl978
enable password 7samural
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 10.0.5.1 netmask 255.255.255.0
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 10.0.5.5 1
telnet 10.0.2.14 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic
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interface vlan 202
nameif outside
security-level 0
ip address 10.0.9.1 255.255.255.224 standby 10.0.9.2
asr-group 1
interface vlan 6
nameif inside
security-level 100
ip address 10.0.1.1 255.255.255.0 standby 10.0.1.2
passwd secret0997
enable password straydOg
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 10.0.9.1 netmask 255.255.255.0
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 10.0.9.5 1
telnet 10.0.1.65 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

tHh S FWSM O%E (fl 8)

T =)V A== ) T OFBET A B FY FWSM ARELE T, B F Y FWSM i,
EENES F 7213 failover WIRANIA X —T N2 o072 L X T A~V FWSM M Ha vy TR Ak =
V74 F a2l —varERELET, 72— A== T —T DOREND preempt 2~ > NEfE
35 &, REDSRIE S THATEIERMARIB L7z & 22, 72— A —N"— T —TBEE
2=y NETT T4 TR T,

774~ FWSM MOREZZETDHI2E, BU % U FWSM T failover key =~ & K& ET
LUERHY ET,

failover

failover lan unit secondary

failover lan interface faillink vlan 10

failover key MySecretKey
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2

failover 2~ R CT = — VA —NR—% A X —TNIZTH L BHFIUEFWSMB 7 Z A < U FWSM
MOREERALET,
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firewall multiple-vlan-interfaces
firewall module 1 vlan-group 1
firewall vlan-group 1 4-6,10,11,201,202
interface vlan 201

ip address 10.0.5.3 255.255.255.0

standby
standby
standby
standby
standby

200
200
200
200
200

no shutdown
interface vlan 202
ip address 10.0.9.3 255.255.255.0

standby
standby
standby
standby
standby

200
200
200
200
200

no shutdown

interface range

ip 10.0.5.4

priority 110

preempt

timers 5 15
authentication Secret

ip 10.0.9.4

priority 110

preempt

timers 5 15
authentication Secret

gigabitethernet 2/1-3

channel-group 2 mode on
switchport trunk encapsulation dotlg
no shutdown
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