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1 FWSM

Catalyst 6500

11 MSFC

MSFC A FWSM OF#il<H DS

Crad

S

VLAN 301 ‘

VLAN 200

| VLAN 201

‘ VLAN 303

VLAN 302

DMZ

MSFC

/Cisco 7600

MSFC A FWSM O = S fllch 156

VLAN 100

VLAN 201 ‘ ‘ VLAN 203

VLAN 202

MSFC

Firewall Services Module

92881

MSFC
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1 FWSM |

1-2 MSFC

VLAN 100

@ MSFC

| VLAN 200
IR
IVFER b AUFER R 7% X
=-=—-_i= A -=—i= B -= il
) e fE===v/

_‘

VLAN 201 VLAN 202 VLAN 203 VLAN 204
PEp 5
HREI—B 8
FWSM 2
FWSM
FWSM
FWSM
8
8
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Adaptive Security Algorithm ASA;

FWSM
NAT xlate
7
2
7
well-known
FTP H.323 SNMP
~
FWSM 3
FWSM
IP
TCP
NAT
3 4
uUDP FWSM
7
HTTP
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~
QoS FWSM FWSM DSCP
1 FWSM
FWSM
FWSM
admin 1
N
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CHAPTER 2

Firewall Services Module

FWSM Catalyst 6500 Cisco
7600
VLAN
o p.2-2
. p.2-3
e Firewall Services Module VLAN p.2-4
e MSFC SVI p.2-7
e FWSM p.2-12
o p.2-13
e Firewall Services Module p.2-14
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FWSM Cisco 6500 Cisco 7600

Multilayer Switch Feature Card MSFC;

. MSFC Cisco 10S

. Catalyst Operating System OS;
MSFC Cisco 10S

FWSM (O8]

MSFC MSFC p.1-4

FWSM  SPAN FWSM

SPAN SPAN 1

Router (config)# no monitor session servicemodule

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM

¢ Cisco I0S

Router> show module [mod-num | all]

show module

Router> show module

(O]

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD0444099Y
2 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03475619
3 2 Intrusion Detection System WS-X6381-1IDS SAD04250KV5
4 6 Firewall Module WS-SVC-FWM-1 SAD062302U4

e Catalyst OS
Console> show module [mod-num]
show module

Console> show module

Mod Slot Ports Module-Type Model Sub Status

1 1 2 1000BaseX Supervisor WS-X6K-SUP1A-2GE yves ok

15 1 1 Multilayer Switch Feature WS-F6K-MSFC no ok

4 4 2 Intrusion Detection Syste WS-X6381-IDS no ok

5 5 6 Firewall Module WS-SVC-FwM-1 no ok

6 6 8 1000BaseX Ethernet WS-X6408-GBIC no ok

S
show module FWSM 6 EtherChannel
FWSM
p.2-12
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Firewall Services Module

W Firewall Services Module VLAN

Firewall Services Module VLAN
FWSM  VLAN FWSM
VLAN FWSM VLAN
VLAN FWSM Switch Fabric Module
SFM;
~ VLAN
e VLAN p.2-4
e Cisco IOS FWSM VLAN p.2-4
e Catalyst OS FWSM  VLAN p.2-6
VLAN
FWSM  VLAN
e FWSM VLAN FWSM VLAN
FWSM VLAN
o VLAN
e VLAN1
. FWSM
VLAN
VLAN
e FWSM VLAN VLAN VLAN
FWSM
e MSFC FWSM  VLAN
VLAN FWSM VLAN
MSFC SVI p.2-7
Cisco I0S FWSM VLAN
Cisco 10S 1 VLAN FWSM
VLAN 1
1
1 VLAN
1 FWSM 1
FWSM FWSM VLAN FWSM
VLAN
VLAN FWSM
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Firewall Services Module VLAN | |

1 VLAN

Router (config)# firewall vlan-group firewall_ group vlan_range

vlan_range 1 VLAN 1 1000 1025 4094

5,7-10,13,45-100

WAN VLAN 1020 1100

2 FWSM

Router (config) # firewall module module_number vlan-group firewall_ group

firewall_group 1
. n
. n-x
5,7-10
3 VLAN FWSM FWSM
VLAN

Router (config)# firewall vlan-group 50 55-57
Router (config)# firewall vlan-group 51 70-85
Router (config)# firewall vlan-group 52 100

Router (config)# firewall module 5 vlan-group 50,52
Router (config)# firewall module 8 vlan-group 51,52

show firewall vlan-group

Router# show firewall vlan-group
Group vlans

50 55-57

51 70-85

52 100

VLAN show firewall module

Router# show firewall module
Module Vlan-groups

5 50,52

8 51,52

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W Firewall Services Module VLAN

Catalyst OS FWSM VLAN
Catalyst OS FWSM  VLAN FWSM
VLAN
FWSM  VLAN

Console> (enable) set vlan vlan list firewall-vlan mod_num

vlan_list 1 VLAN 2 1000 1025 4094

5,7-10,13,45-100

WAN VLAN 1020 1100

Console> (enable) set vlan 55-57,100 firewall-vlan 5
Console> (enable) set vlan 70-85,100 firewall-vlan 8

show vlan firewall-vlan

Console> show vlan firewall-vlan 5
Secured vlans by firewall module 5
55-57, 100
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MSFC svi
MSFC VLAN  Switch Virtual Interface SVI,;
FWSM  SViI VLAN Firewall Services Module VLAN
[p.2-4] MSFC FWSM 3 VLAN
e SVI p.2-7
e SVI Cisco 10S p.2-9
e SVI Catalyst OS p.2-10
SVi
MSFC FWSM svli 1
SVI MSFC VLAN
VLAN FWSM
2-1
2-1 Svi
VLAN 100
‘ VLAN 200
EE! P
VLAN 201 VLAN 201
REB
| |l
) [ -
7 ———r =]
FWSM
2-2 IP IPX
FWSM IP
IPX IP
IPX FWSM
VLAN 201 IPX
MSFC
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2

Firewall Services Module

H MSFC Svi

2-2 IPX Svi
VLAN 100
VLAN 200
‘ FWSM
VLAN 201 VLAN 201
RER
ﬁ |l
) -
e — Q
IPX R R k PHRR K &
VLAN SVI 2-3
SVI 1
VLAN
2-3 SVi
VLAN 100
VLAN 151 VLAN 152
VLAN 150 VLAN 153
:)F#Xh|
== c
VLAN 201 VLAN 202 VLAN 203
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MSFC Svi | |

Svi Cisco I0S
Cisco 10S MSFC  SVI

1 FWSM Svi

Router (config)# firewall multiple-vlan-interfaces

2 MSFC  VLAN

Router (config)# interface vlan vlan number

3 MSFC IP

Router (config-if)# ip address address mask

Router (config-if)# no shutdown

SVi

Router (config)# firewall vlan-group 50 55-57

Router (config)# firewall vlan-group 51 70-85

Router (config)# firewall module 8 vlan-group 50-51
Router (config)# firewall multiple-vlan-interfaces
Router (config)# interface vlan 55

Router (config-if)# ip address 10.1.1.1 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# interface vlan 56

Router (config-if)# ip address 10.1.2.1 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# end

Router#

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H MSFC Svi

show interface

Router# show interface vlan 55

Vlan55 is up,
Hardware is EtherSVI,

line protocol is up

address is 0008.20de.45ca (bia 0008.20de.45ca)

Internet address is 55.1.1.1/24
MTU 1500 bytes,

reliability 255/255,
Encapsulation ARPA,

BW 1000000 Kbit, DLY 10 usec,
txload 1/255, rxload 1/255
loopback not set

ARP type:ARPA, ARP Timeout 04:00:00

Last input never,
Last clearing of
Input queue:0/75/0/0

output 00:00:08,
"show interface"
(size/max/drops/flushes) ;

output hang never
counters never
Total output drops:0

Queueing strategy:fifo

Output queue
5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,
L2 Switched:ucast:196 pkt,
L3 in Switched:ucast:0 pkt,
L3 out Switched:ucast:0 pkt,
0 packets input,
Received 0 broadcasts,
0 input errors,
4 packets output,
0 output errors,
0 output buffer failures,

Svi

:0/40

(size/max)

0 packets/sec

0 packets/sec

13328 bytes - mcast:4 pkt, 256 bytes
0 bytes - mcast:0 pkt, 0 bytes mcast

0 bytes
0 bytes, 0 no buffer
0 runts, 0 giants, 0 throttles
0 CRC, 0 frame, 0 overrun, 0 ignored
256 bytes, 0 underruns

0 interface resets
0 output buffers swapped out

Catalyst OS

Catalyst OS MSFC  SVvi
1 FWSM SVi
Console> (enable) set firewall multiple-vlan-interfaces enable
Console> (enable) set firewall multiple-vlan-interfaces disable
2 MSFC
Console> (enable) switch console
Console> (enable) session {15 | 16}
Telnet Secure Shell SSH;
session
3 MSFC
Router> enable
Router# configure terminal
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

MSFC

MSFC  VLAN

Router (config)# interface vlan vlan number

MSFC 1P

Router (config-if)# ip address address mask

Router (config-if)# no shutdown

EXEC

Router (config-if)# end

Ctrl-C 3 CLI

Console> (enable) set vlan 55-57,70-85 firewall-vlan 8
Console> (enable) set firewall multiple-vlan-interfaces enable
Console> (enable) switch console

Router> enable

Password: **x**x%

Router# configure terminal

Router (config)# interface vlan 55

Router (config-if)# ip address 10.1.1.1 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# interface vlan 56

Router (config-if)# ip address 10.1.2.1 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# end

Router# ACACAC

Console> (enable)

/Cisco 7600 Firewall Services Module

svi
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W Fwsm

FWSM

MSFC show interface

Router# show interface vlan 55
Vlan55 is up, line protocol is up
Hardware is EtherSVI, address is 0008.20de.45ca (bia 0008.20de.45ca)

Internet address is 55.1.1.1/24

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

ARP type:ARPA, ARP Timeout 04:00:00

Last input never, output 00:00:08, output hang never

Last clearing of "show interface" counters never

Input queue:0/75/0/0 (size/max/drops/flushes); Total output drops:0

Queueing strategy:fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
L2 Switched:ucast:196 pkt, 13328 bytes - mcast:4 pkt, 256 bytes
L3 in Switched:ucast:0 pkt, 0 bytes - mcast:0 pkt, 0 bytes mcast
L3 out Switched:ucast:0 pkt, 0 bytes
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
4 packets output, 256 bytes, 0 underruns
0 output errors, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

FWSM 6 GB  802.1Q EtherChannel
FWSM FWSM 2
2 NP
FWSM
[p.4-16]
e Cisco I0S

EtherChannel
NP 3
EtherChannel
EtherChannel

Router (config) # port-channel load-balance {dst-ip | dst-mac | dst-port | src-dst-ip

| src-dst-mac | src-dst-port | src-ip | src-mac | src-port}

src-dst-ip
e Catalyst OS
Console> (enable) set port channel all distribution {ip | mac session
ip-vlan-session} [source | destination | both]
ip both
Catalyst 6500 /Cisco 7600 Firewall Services Module
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. Firewall Services Module VLAN p.2-13
. p2-13
o p.2-13
Firewall Services Module VLAN
FWSM VLAN Firewall Services
Module VLAN p.2-4
[p.13-4] 2 802.1Q VLAN
CoS 5
VLAN Quality
of Service QoS;
EtherChannel
Bridge Protocol Data
Unit BPDU;
p.A-2
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W Firewall Services Module

Firewall Services Module

FWSM
o p.2-14
o p.2-14
e FWSM p.2-15
FWSM oS 128 MB
6 Cisco 10S
Catalyst OS cf:n
o cf:l1 —
o cf:2 —
FWSM  TFTP
IP
o cf:3 —
o cf:4 cf:5 —
ASDM
cf:4 cf:5
cf:5
. cf:6 — 64 MB
RSA

copy

FWSM cf:4 cf:5
cf:1
oS

e Cisco I0S

Router (config) # boot device module mod num cf:n

n 1 4 5
e Catalyst OS

Console> (enable) set boot device cf:n mod_num

n 1 4 5
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e Cisco I0S

Firewall Services Module

(O8]

Router# show boot device [mod_num]

Router# show boot device

[mod:1
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:

: cf:d
: cf:4

: cf:d

W 00 J o Ul ix W N

e Catalyst OS

Console> (enable)

Console> (enable)

show boot device mod_num

show boot device 6

Device BOOT variable = cf:5

FWSM
FWSM
CLI Telnet FWSM FWSM
Cisco 10S FWSM
FWSM
6
FWSM oS
e Cisco I0S FWSM p.2-16
e Catalyst OS FWSM p.2-16
S
FWSM FWSM reload reboot
Catalyst 6500 /Cisco 7600 Firewall Services Module
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W Firewall Services Module

Cisco I0S FWSM
FWSM

Router# hw-module module mod _num reset [cf:n] [mem-test-full]
cf:n 1 4 5

cf:4
mem-test-full 6

9 FWSM

Router# hw-mod module 9 reset

Proceed with reload of module? [confirm] y

o

% reset issued for module 9
Router#

00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:SP:The PC in slot 8 is shutting down. Please wait ...

Catalyst OS FWSM
CLI FWSM

Console> (enable) reset mod num [cf:n]
cf:n 1 4 5

cf:4
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CHAPTER

Firewall Services Module

e Firewall Services Module p.3-2
. p.3-4
Catalyst 6500 /Cisco 7600 Firewall Services Module
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3 Firewall Services Module

W Firewall Services Module

Firewall Services Module

FWSM
FWSM CLI
e FWSM p.3-2
e FWSM p.3-3
FWSM
FWSM FWSM
FWSM IP FWSM
FWSM  CLI 21
1. EXEC
2. EXEC
2
3. EXEC
FWSM
FWSM
FWSM
1 oS FWSM
e Cisco I0S
Router# session slot number processor 1
e Catalyst OS
Console> (enable) session module_number
FWSM
4
2 FWSM
hostname passwd:
cisco
p.7-2
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Firewall Services Module

3 EXEC

hostname> enable

Password:
4
Enter
p.7-2
hostname#
disable exit quit
EXEC
5
hostname# configure terminal
hostname (config) #
FWSM CLI
hostname# exit
Logoff
[Connection to 127.0.0.31 closed by foreign host]
Router#
exit
Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.3-4

o p.3-6

FWSM

o p.3-6

hostname# write memory

N

p.3-4
p.3-4

p.3-7

p.3-6

copy running-config startup-config

write memory

hostname# write memory

N

copy running-config startup-config

write memory

Catalyst 6500 ICisco 7600

Firewall Services Module
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Catalyst 6500

||
FWSM URL
HTTP HTTPS URL

hostname# write memory all [/noconfirm]
/noconfirm
Are you sure [Y/N]:
Y FWSM

FWSM URL HTTP

HTTPS URL

FWSM
‘Saving context ‘b’ ... ( 1/3 contexts saved ) '

The context 'context a' could not be saved due to Unavailability of resources

The context 'context a' could not be saved due to non-reachability of
destination

Unable to save the configuration for the following contexts as these contexts
are locked.
context ‘a’ , context ‘x’ , context ‘z’

HTTP

Unable to save the configuration for the following contexts as these contexts
have read-only config-urls:
context ‘a’ , context ‘b’ , context ‘c’

The context 'context a' could not be saved due to Unknown errors

[ oL-8123-01-J
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hostname (config) # copy startup-config running-config

FWSM

hostname# reload

hostname (config) # clear configure all
hostname (config) # copy startup-config running-config

hostname# show running-config

hostname# show running-config command

hostname# show startup-config

hostname (config) # clear configure configurationcommand [levell2configurationcommand]

level2configurationcommand
aaa

hostname (config) # clear configure aaa

aaa authentication

hostname (config) # clear configure aaa authentication

hostname (config)# no configurationcommand [level2configurationcommand] qualifier

no qualifier
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nat

hostname (config) # no nat (inside) 1

hostname (config)# write erase

hostname (config) # clear configure all

N

clear configure all

CLI FWSM
CLI
PC
1
FWSM FWSM
22
CLI
hostname(config)#
hostname (config)# context a
context a
C CLl
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o p.4-2

. p.4-11
. p.4-13

. p.4-18

. p.4-20

. p.4-24

. p.4-25
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1 FWSM
FWSM
FWSM

admin 1
o p.4-2
o p.4-2
o p.4-3
e FWSM p.4-3
. p.4-7
J FWSM p.4-10
J FWSM

OSPF Routing Information Protocol RIP
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TFTP FTP HTTP S

FWSM FWSM
admin
1
admin.cfg
admin admin.cfg
FWSM
FWSM FWSM
1. 1 FWSM
2. FWSM
a. IP ip address
IP
b. Network Address Translation NAT;
static
static
C. global
IP
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NAT NAT
static
static
NAT NAT

4-1

IP B

B
4-1

Ny RDIRS
7 209.165.201.3

‘ VLAN 100 (#HA 2 —T 14 X)

|
aAVTEXERRY

BET KL AL
209.165.201.3>10.1.1.13
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4-2

VLAN 300
B

VLAN 100

JIVTERE

VLAN 200 VLAN 250 VLAN 300
RED
HhAR52<—B

| | |
) ) .
A— A— A—;
AR AR+ RR b
10.1.1.13 10.1.1.13 10.1.1.13
NAT
4-3
B VLAN 300
B
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|
| o |
VLAN 200
VLAN100 ™ VLAN 300
&I IAVTFXAR | aVTFERb
A B 7
|
S

/ fi
I FWSM Egl FWSM

= =
=y —

VLAN 350 Y
RER
HRBT—B

DI/

F—— —_—
"R+ RA b+ RR b+
10.1.1.13 10.1.2.13 10.1.3.13
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FWSM
o p.4-7
. p.4-9
FWSM
NAT
IP
NAT
NAT
NAT
NAT
NAT
NAT
NAT
www.example.com DNS
NAT DNS
4-4 2
FWSM
C
FWSM
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www.example.com
209.165.201.4
A
=
A—
HTTP /84w +
DI/HET FL X :
209.165.201.4
VLAN 100
EE
IVTXFAM | IVTERE AVFEFRbM AVTHERb
== " == b= C &2 BT 9
E:I 10.1.2.27> 209.165.201.4

HTTP /"7 o -
DEET7 LR :
209.165.201.4

HTTP "7 v F
DIWET7 FLR :
10.1.2.27

92899

Syslog #—/\ AAA H—\
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4-5
www.example.com

Web

4-5

www.example.com
209.165.201.4

DITAIZEIETEHDM.
FRMAICRITOMHITEERA.

T

A
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~
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VLAN 100 2
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FWSM
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A
O
— >
KRRk
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FWSM
FWSM
Telnet Secure Shell SSH;
enable_15
enable_15
login admin
admin
A login admin
B login
admin
AAA
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||
FWSM
ASDM
CLI
. p.4-11
. p.4-11
. p.4-12
FWSM 2
mode
FWSM
admin.cfg
2 old_running.cfg
FWSM admin
hostname (config) # mode multiple
FWSM
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FWSM

hostname (config) # copy old_running.cfg startup-config

hostname (config) # mode single

FWSM
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m. 0L-8123-01-J |



FWSM 1
N
FWSM FWSM
VLAN
o p.4-13
. p.4-16
FWSM
o p.4-13
. p.4-14
. p.4-15
FWSM
FWSM
100% FWSM
20%
10 200%
20%
4-6
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2%

¢ Telnet —5
e SSH —5
e |PSec —5
¢ MAC — 65,535

4-8

B
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1
hostname (config)# class name
name 20 default
2
. 4-1
hostname (config-resmgmt) # limit-resource all {number% | 0}
number 1 [%] 0
100%
[ ]
hostname (config-resmgmt) # limit-resource [rate] resource_name number[%]
all rate
/ /
4-1
4-1 show resource types
4-1
mac-addresses 65,535 MAC
MAC
conns 999,900 2 TCP UDP
102,400/
)
FWSM
2
NP
NP
NP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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4-1
fixups 10,000/
hosts 262,144 FWSM
ipsec 1 10 IPSec
5
asdm 1 80 ASDM
> >
ASDM 2 HTTPS
1
1
ASDM 80 HTTPS
160
ssh 1 100 SSH
5
syslogs 30,000/
A
FWSM FWSM
30,000
/ Syslog
FWSM
25,000/
telnet 1 100 Telnet
5
xlates 266,144
conns 10%
hostname (config) # class default
hostname (config-class)# limit-resource conns 10%
fixups  10% 5% gold
hostname (config) # class gold
hostname (config-class)# limit-resource all 5%
hostname (config-class)# limit-resource fixups 10%
syslogs 500/ 3% silver
hostname (config)# class silver
hostname (config-class)# limit-resource all 3%
hostname (config-class)# limit-resource rate syslogs 500
Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM
ACE AAA 12,130 12
1 FWSM
12
12,130 1
1 13
1 2 12,130 11
12,130
S
p.A-6
p.4-20
S
FWSM

1
hostname (config) # resource acl-partition number of partitions
number_of partitions 1 12
S
0
12 0 11
p.4-20
This configuration command leads to repartitioning of ACL memory. It will not take
effect unless you save the configuration to startup configuration and reboot. Would
you like to save the configuration and reboot now? [n]
Catalyst 6500 ICisco 7600 Firewall Services Module
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Catalyst 6500

Y FWSM

FWSM

hostname (config) # reload

hostname (config) # show resource acl-partition
Total number of configured partitions = 2

Partition #0
Mode
List of Contexts
Number of contexts
Number of rules
Partition #1
Mode
List of Contexts

Number of contexts
Number of rules

p.4-20

/Cisco 7600

:exclusive
:bandn, borders

:2 (RefCount:2)

:0(Max:53087)

:non-exclusive
:admin, momandpopA, momandpopB, momandpopC
momandpopD

:5(RefCount:5)

16 (Max:53087)

Firewall Services Module
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URL

/ p.13-26

hostname (config) # admin-context name

context name

1
hostname (config)# context name
name 32
customerA CutomerA 2
System Null
2
hostname (config-ctx)# description text
3
hostname (config-ctx)# allocate-interface vlannumber|-vlannumber] [map_name[-map_name]
[invisible | visible]]
no
2 1000 1025 4094 VLAN VLAN
VLAN show vlan FWSM
VLAN FWSM VLAN
FWSM VLAN
interface
Catalyst 6500 /Cisco 7600 Firewall Services Module
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VLAN
VLAN
p.4-7
map_name VLAN ID
VLAN ID
into0
inta
int_0
VLAN ID
int0-int10
. vlanx-vlany
100
vlanl100-vlanl99 intl-int100
vlan100-vlan199 intl-int15 vlan100-vlan199 happyl-sad5
visible show interface VLAN
ID invisible
VLAN 100 200 300 305 intl
int8

hostname (config-ctx)# allocate-interface vlanl00 intl
hostname (config-ctx)# allocate-interface vlan200 int2
hostname (config-ctx)# allocate-interface vlan300-vlan305 int3-int8

URL

hostname (config-ctx)# config-url url

URL

N

allocate-interface FWSM

config-url
VLAN

interface nat global config-url

FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module ]
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URL

e disk:/[path/]filename

URL
.cfg

WARNING: Could not fetch the URL disk:/url
INFO: Creating context with default config

CLI write memory

N

e ftp://[user[:password]@]server[:port]/[path/]filename[;type=xx]

type
ap — ASCII
an — ASCII
ip—
in—

.cfg

WARNING: Could not fetch the URL ftp://url
INFO: Creating context with default config

CLI write memory
FTP

e http[s]://[user[:password]@]server[:port]/[path/]filename
.cfg

WARNING: Could not fetch the URL http://url
INFO: Creating context with default config

CLI write memory
HTTP HTTPS copy tftp
TFTP

e tftp://[user[:password]@]server[:port])/[path/]filename[;int=interface_name]

.cfg

WARNING: Could not fetch the URL tftp://url
INFO: Creating context with default config

CLI write memory
TFTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL
URL

hostname (config-ctx) #

hostname (config-ctx) #

hostname (config-ctx) #

hostname (config-ctx) #

partition_number 0

URL  config-url
URL p.4-26

config-url ftp://joe:passw0rdl@l0.l.1l.1l/configlets/test.cfg

member class_name

gold

member gold

allocate-acl-partition partition_ number

-1 12
11
p.4-18

hostname (config-ctx)# allocate-acl-partition 0

/Cisco 7600
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administrator administrator
FTP 2

hostname (config)# admin-context administrator
hostname (config)# context administrator

hostname (config-ctx)# allocate-interface vlanl0
hostname (config-ctx)# allocate-interface vlanll
hostname (config-ctx)# config-url disk:/admin.cfg

hostname (config-ctx)# context test

hostname (config-ctx)# allocate-interface vlanl00 intl

hostname (config-ctx)# allocate-interface vlanl02 int2

hostname (config-ctx)# allocate-interface vlanllO-vlanll5 int3-int8

hostname (config-ctx)# config-url ftp://userl:passw0rd@l0.l.l1.1/configlets/test.cfg
(
(

hostname (config-ctx) # member gold
hostname (config-ctx)# allocate-acl-partition 0

hostname (config-ctx)# context sample

hostname (config-ctx)# allocate-interface vlan200 intl

hostname (config-ctx)# allocate-interface vlan2l12 int2

hostname (config-ctx)# allocate-interface vlan230-vlan235 int3-int8

hostname (config-ctx)# config-url ftp://userl:passw0rd@l10.l1.l1.1/configlets/sample.cfg
hostname (config-ctx) # member silver

Telnet SSH

copy write

show running-config

write memory all

FWSM p.4-10

hostname# changeto context name

hostname/name#

hostname/admin# changeto system

hostname#

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.4-25

. p.4-25

. URL p.4-26
o p.4-27

. p.4-28

clear context

hostname (config) # no context name

hostname (config) # clear context

hostname (config) # admin-context context_name

Telnet SSH HTTPS

Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL

URL URL
FWSM URL
URL
URL
1
2
hostname# changeto context name
hostname/name# configure terminal
hostname/name(config)# clear configure all
2
hostname/name (config)# changeto system
3
hostname (config) # context name
4 URL

hostname (config) # config-url new url

Catalyst 6500 /Cisco 7600 Firewall Services Module
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NAT

URL

. p.4-27
. p.4-28

URL

1
hostname# changeto context name
2
hostname/name# configure terminal
3
hostname/name (config)# clear configure all
4

hostname/name (config)# copy startup-config running-config

FWSM URL
URL

Catalyst 6500 /Cisco 7600 Firewall Services Module
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1. p.4-25
2. p.4-20
o p.4-28
o p.4-30
J p.4-32
. SYN p.4-34
URL

hostname# show context [name | detail| count]

detail
name
count
show context 3
hostname# Show context
Context Name Class Interfaces Mode URL
*admin default V1anl00,101 Routed disk:/admin.cfg
contexta Gold V1lan200,201 Transparent disk:/contexta.cfg
contextb Silver Vlan300,301 Routed disk:/contextb.cfg
Total active Security Contexts: 3
4-2
4-2 show context
Context Name *
Class
Interfaces
Mode
URL FWSM URL

Catalyst 6500 ICisco 7600 Firewall Services Module
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||
show context detail
hostname# show context detail
Context "admin", has been created, but initial ACL rules not complete
Config URL: disk:/admin.cfg
Real Interfaces: V1anl00
Mapped Interfaces: V1anlO00
Class: default, Flags: 0x00000013, ID: 1
Context "ctx", has been created, but initial ACL rules not complete
Config URL: disk:/ctx.cfg
Real Interfaces: Vlanl0,20,30
Mapped Interfaces: intl, int2, int3
Class: default, Flags: 0x00000011, ID: 2
Context "system", is a system resource
Config URL: startup-config
Real Interfaces:
Mapped Interfaces: V1anl00,10,20,30
Class: default, Flags: 0x00000019, ID: 257
Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Class: default, Flags: 0x00000009, ID: 258
detail Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services

Module Command Reference
show context count

hostname# show context count
Total active contexts: 2

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname# show resource allocation [detail]

p.4-32

detail
hostname# show resource allocation
Resource Total % of Avail

Conns [rate] 35000 35.00%

Fixups [rate] 35000 35.00%

Syslogs [rate] 10500 35.00%

Conns 305000 30.50%

Hosts 78842 30.07%

IPsec 7 35.00%

SSH 35 35.00%

Telnet 35 35.00%

Xlates 91749 34.99%

All unlimited

4-3
4-3 show resource allocation
Resource
Total
FWSM
% of Avail
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

detail

hostname# show resource allocation detail

Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit
Conns [rate] default all CA unlimited
gold 1 ¢ 34000
silver 1 CA 17000
bronze 0 CA 8500
All Contexts: 3
Fixups [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000
bronze 0 CA 5000
All Contexts: 3
Syslogs [ratel default all CA unlimited
gold 1 ¢ 6000
silver 1 CA 3000
bronze 0 CA 1500
All Contexts: 3
Conns default all CA unlimited
gold 1 ¢ 200000
silver 1 CA 100000
bronze 0 CA 50000
All Contexts: 3
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CA 26214
bronze 0 CA 13107
All Contexts: 3
IPSec default all C 5
gold 1 D 5
silver 1 CA 1
bronze 0 CA unlimited
All Contexts: 3
SSH default all C 5
gold 1 D 5
silver 1 CA 10
bronze 0 CA 5
All Contexts: 3
Telnet default all C 5
gold 1 D 5
silver 1 CA 10
bronze 0 CA 5
All Contexts: 3
Xlates default all CA unlimited
gold 1 DA unlimited
silver 1 CA 23040
bronze 0 CA 11520
All Contexts: 3
mac-addresses default all C 65535
gold 1 D 65535
silver 1 CA 6553
bronze 0 CA 3276
All Contexts: 3

/Cisco 7600

Firewall Services Module

10000

10000

6000

3000

9000

200000

100000

300000

26214

26214

20

23040

23040

65535

6553

137623

10.

10.

20.

10.

30.

20.

10.

30.

50.
10.

110.

20.

10.

10.

100
9

209

00%

.00%

.00%

.00%

.00%

.00%

00%

00%

00%

.00%

.99%

.99%
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4-4

4-4 show resource allocation detail

Resource
Class

All Contexts
Mmbrs
Origin

e A— all

e C—

e D—

D C

FWSM A C D

Limit
FWSM
Total
/
Total %
hostname# show resource usage [context context_name | top n | all | summary | system]
[resource {resource name | all}] [counter counter_name [count_threshold]]
all
top n n
resource all

summary
system

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

resource resource_name 4-1 show

resource type all

counter counter_name 1

e current—
e denied —

e peak — clear resource usage

e all—

count_threshold 1
all
count_threshold

count_threshold 0

show resource usage context

hostname# show resource usage context admin

Resource Current Peak Limit Denied Context
Telnet 1 1 5 0 admin
Conns 44 55 N/A 0 admin
Hosts 45 56 N/A 0 admin
show resource
usage summary 6
hostname# show resource usage summary
Resource Current Peak Limit Denied Context
Syslogs [rate] 1743 2132 12000 (U) 0 Summary
Conns 584 763 100000 (S) 0 Summary
Xlates 8526 8966 93400 0 Summary
Hosts 254 254 262144 0 Summary
Conns [rate] 270 535 42200 1704 Summary
Fixups [rate] 270 535 100000 (S) 0 Summary

U = Some contexts are unlimited and are not included in the total.
S = All contexts are unlimited; system limit is shown.

show resource usage system

hostname# show resource usage system

Resource Current Peak Limit Denied Context
Telnet 3 5 100 0 System
SSH 5 7 100 0 System
Conns 40 55 N/A 0 System
Hosts 44 56 N/A 0 System

/Cisco 7600 Firewall Services Module
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SYN
FWSM  TCP SYN

TCP SYN

IP
SYN
SYN
ACK
TCP

TCP
show resource usage summary detail

TCP
hostname/admin# show perfmon
Context:admin
PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Req 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 322779/s 322779/s

/Cisco 7600

TCP

SYN
SYN

SYN-ACK

show perfmon

show perfmon

Firewall Services Module

SYN
SYN

FWSM
FWSM

show resource usage detail

i Catalyst 6500
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TCP show resource usage detail
TCP

hostname (config) # show resource usage detail
Resource Current Peak Limit Denied Context
memory 843732 847288 wunlimited 0 admin
chunk:channels 14 15 wunlimited 0 admin
chunk: fixup 15 15 wunlimited 0 admin
chunk:hole 1 1 unlimited 0 admin
chunk:ip-users 10 10 unlimited 0 admin
chunk:list-elem 21 21 unlimited 0 admin
chunk:1list-hdr 3 4 unlimited 0 admin
chunk:route 2 2 unlimited 0 admin
chunk:static 1 1 unlimited 0 admin
tcp-intercept-rate 328787 803610 unlimited 0 admin
np-statics 3 3 unlimited 0 admin
statics 1 1 unlimited 0 admin
ace-rules 1 1 N/A 0 admin
console-access-rul 2 2 N/A 0 admin
fixup-rules 14 15 N/A 0 admin
memory 959872 960000 wunlimited 0 cl
chunk:channels 15 16 unlimited 0 cl
chunk:dbgtrace 1 1 wunlimited 0 cl
chunk: fixup 15 15 wunlimited 0 cl
chunk:global 1 1 unlimited 0 cl
chunk:hole 2 2 unlimited 0 cl
chunk:ip-users 10 10 wunlimited 0 cl
chunk:udp-ctrl-blk 1 1 unlimited 0 cl
chunk:list-elem 24 24 unlimited 0 cl
chunk:1list-hdr 5 6 unlimited 0 cl
chunk:nat 1 1 unlimited 0 cl
chunk:route 2 2 unlimited 0 cl
chunk:static 1 1 unlimited 0 cl
tcp-intercept-rate 16056 16254 wunlimited 0 cil
globals 1 1 unlimited 0 cl
np-statics 3 3 unlimited 0 cl
statics 1 1 unlimited 0 cl
nats 1 1 unlimited 0 cl
ace-rules 2 2 N/A 0 cl
console-access-rul 2 2 N/A 0 cl
fixup-rules 14 15 N/A 0 cl
memory 232695716 232020648 wunlimited 0 system
chunk:channels 17 20 wunlimited 0 system
chunk:dbgtrace 3 3 unlimited 0 system
chunk: fixup 15 15 unlimited 0 system
chunk:ip-users 4 4 unlimited 0 system
chunk:list-elem 1014 1014 unlimited 0 system
chunk:list-hdr 1 1 wunlimited 0 system
chunk:route 1 1 wunlimited 0 system
block:16384 510 885 unlimited 0 system
block:2048 32 34 unlimited 0 system

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

8192 (S)
1000(S)
unlimited
1051 (S)
4096 (S)
2048(S)
2048(S)
116448(S)
4356 (S)
8032 (S)

the system limit is shown

TCP
TCP
hostname (config) # show resource usage summary detail
Resource Current Peak
memory 238421312 238434336
chunk:channels 46 48
chunk:dbgtrace 4 4
chunk: fixup 45 45
chunk:global 1 1
chunk:hole 3 3
chunk:ip-users 24 24
chunk:udp-ctrl-blk 1 1
chunk:list-elem 1059 1059
chunk:1list-hdr 10 11
chunk:nat 1 1
chunk:route 5 5
chunk:static 2 2
block:16384 510 885
block:2048 32 35
tcp-intercept-rate 341306 811579
globals 1 1
np-statics 6 6
statics 2 2
nats 1 1
ace-rules 3 3
console-access-rul 4 4
fixup-rules 43 44
S = System:Total exceeds the system limit;
ICisco 7600

Firewall Services Module

Denied

O O O O O O Q OO O OO OO0 O oo oo o o

0

Context
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

i Catalyst 6500
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FWSM 2
FWSM
NAT OSPF RIP
FWSM
FWSM
NAT
Address Resolution Protocol ARP;
FWSM
EtherType IP
o 1P FWSM
IP IP

o p.5-2

. p.5-9

o p.5-17

Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ |
e |P p.5-2
e NAT pb-2
. FWSM p.5-3
IP
FWSM
IP
OSPF RIP
FWSM
NAT
Network Address Translation NAT;
NAT
NAT NAT NAT
nat-control
~
Version 3.1 NAT
FWSM nat-control
NAT
e NAT
e NAT IP IP
5-1 NAT
Web
Web
FWSM FWSM
/Cisco 7600 Firewall Services Module
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5-1 NAT

FRIENTY K

REETXTT FLAEM
10.1.2.27—> 209.165.201.10

Web H—/\

www.example.com
_

209 165.201.2

&Ny k

FEHET KL AL

209.165.201.10 >10.1.2.27

10.1 2.1

O

—

y

10.1.2.27

FWSM
FWSM
. Web p.5-4
U DMZ Web p.5-5
. DMZ Web p.5-6
. p.5-7
e DMZ p.5-8
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Web

5-2

5-2

6.

Catalyst 6500

FWSM

FWSM

www.example.com

FWSM

FWSM

www.example.com

NAT
FWSM

/Cisco 7600

www.example.com

5-2

www.example.com  Web
FWSM
AAA
FWSM
IP
10.1.2.27
FWSM

Firewall Services Module

209.165.201.10

10.1.2.27

FWSM
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DMZ Web

5-3 DMZ
5-3 DMZ
i—4
O
—
—

209.165.201.2

|

Web

FBET KL AL
209.165.201.3—>10.1.1.13

y 4 o
Web H#—/3 &
10.1.1.3 °
FWSM 5-3
1. 209.165.201.3
Web Web
2. FWSM FWSM
AAA
FWSM
DMz Web
3. FWSM 10.1.1.3
4. FWSM DMZ
5. DMz Web FWSM
FWSM  NAT 209.165.201.3
6. FWSM
Catalyst 6500 /Cisco 7600 Firewall Services Module
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DMZ Web

5-4 DMZ Web

5-4 DMZ

-

209.165.201.2

s FWSM

10.1.2.1 E‘ 10.1.1.1
|

o
U

| =
A— A— ©
a—4 Web H—/\
10.1.2.27 10.1.1.3
FWSM 5-4
1. 10.1.1.3 DMZ
2. FWSM FWSM
AAA
FWSM
Web 1P
3. FWSM DMZ

4. DMZ Web

5. FWSM
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Catalyst 6500

5-5
5-5
www.example.com
=
—
A—
209.165.201.2
==
EEwmid FWSM
10.1.2.1 |1o.1.1.1
y /]
.
y 4 -
a—# g
10.1.2.27 >
FWSM 5-5
1.
IP
NAT
NAT
2. FWSM FWSM
AAA
3. FWSM

FWSM

[ oL-8123-01-J

/Cisco 7600 Firewall Services Module ]



5-6 DMZ

(e
=

209.165.201.2

FWSM

10.1.2.1 ‘10.1.1.1
|

y A y A
a—+ Web H—/\
10.1.2.27 10.1.1.3
FWSM
1. DMZ
2. FWSM
AAA
3. FWSM

/Cisco 7600

5-6

FWSM

Firewall Services Module

DMZ
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||
o p.5-9
J p.5-10
J p.5-11
o p.5-12
J p.5-13
1
2 FWSM
8
FWSM
FWSM
FWSM
AAA
IP
NAT
IP 3
FWSM
ARP ARP
ARP
FWSM
IP
EtherType IP
A
CDP 0x600 EtherType
FWSM IS-IS BPDU
OSPF RIP EIGRP BGP
HSRP VRRP FWSM
10-2 p.10-8

Catalyst 6500 /Cisco 7600 Firewall Services Module
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EtherType IP AppleTalk IPX
BPDU MPLS
DHCP DHCP
IPITV
FWSM
MAC
FWSM Syslog
FWSM
5-7
5-7

192.168.1.2

92895
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5-8 2 FWSM 2

10.1.1.1 10214
&I P '-—-I &3P

TYYY T—T 1 E:
10.1.1.2 E‘ 10.2.1.2

i
—
N
\s
N
<=
I
N
N

e
e

IP
1 IP FWSM
AAA FWSM

IP p.6-7

FWSM

1P 1
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NAT
o IP 3 FWSM
EtherType IP
e NAT
NAT
FWSM
FWSM
. IP IPv6 EtherType IPv6
EtherType
e DHCP
DHCP DHCP
DHCP
DHCP
FWSM
. VPN
VPN
/Cisco 7600 Firewall Services Module
oL-8123-01-J |

i Catalyst 6500



5-9 Web
FWSM

Web

5-9

www.example.com

-

209.165.200.230 KRR+
209.165.201.3
A

=
—
Web H—/8
209.165.200.225

92896

FWSM
o Web p.5-14
. Web p.5-15
o p.5-16
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Web
5-10 Web

5-10

www.example.com

>t

N

T
92892

209.165.201.3

FWSM 5-10
1. www.example.com  Web
2. FWSM MAC MAC
AAA
FWSM
FWSM
MAC MAC FWSM
MAC
209.186.201.2
MAC FWSM FWSM  ARP
ping MAC
5. Web FWSM Web MAC MAC
6. FWSM
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Catalyst 6500

Web

5-11 Web

5-11

209.165.200.230
y
=
—
Web H—/\
209.165.200.225

FWSM

2. FWSM

FWSM
MAC MAC

209.186.201.1

MAC FWSM
ping

5. Web

6. FWSM

/Cisco 7600

92893

5-11
Web Web
MAC
FWSM
MAC
MAC
FWSM Web

Firewall Services Module

MAC

FWSM

FWSM  ARP

MAC
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5-12
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FWSM 5-12
1.
2. FWSM MAC MAC
AAA
FWSM
FWSM
FWSM
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FWSM

firewall transparent FWSM

FWSM

FWSM

hostname (config) # firewall transparent

hostname (config) # no firewall transparent

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.6-2

. p.6-3
. p.6-5

o p.6-8

. / p.6-8
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0
100
0 DMZ
NetBIOS
OraServ
— HTTP S
NAT — NAT
NAT
NAT
NAT
NAT
established —
/Cisco 7600

100

p.6-8

— OraServ
FWSM

FTP

NAT

established

Firewall Services Module
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FWSM IP
0
100
~
13
13
clear local-host
VLAN ID
FWSM VLAN show vlan
FWSM VLAN

1

hostname (config) # interface {vlan number | mapped_name}
allocate-interface

hostname (config)# interface vlan 101

2
hostname (config-if)# nameif name
name 48

no
Catalyst 6500 /Cisco 7600 Firewall Services Module
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0
100

3

hostname (config-if)# security-level number

number 0 100
4 IP

hostname (config-if)# ip address ip_address [mask] [standby ip_address]

standby 13
N
IPv6 IPv6 p.9-3

VLAN 101

hostname (config) # interface vlan 101

hostname (config-if)# nameif inside

hostname (config-if)# security-level 100

hostname (config-if)# ip address 10.1.1.1 255.255.255.0

ID

hostname/contextA (config)# interface intl
hostname/contextA(config-if)# nameif outside
hostname/contextA(config-if)# security-level 100
hostname/contextA(config-if)# ip address 10.1.2.1 255.255.255.0

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM
IP
. p.6-5
e |P p6-7
IP
IP [p.6-7]
2 8
FWSM
FWSM
FWSM
AAA
N
clear local-host
VLAN ID
FWSM VLAN show vlan
FWSM VLAN
Catalyst 6500 /Cisco 7600 Firewall Services Module
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1

hostname (config) # interface {vlan number | mapped name}

allocate-interface

2

hostname (config-if)# bridge-group number

number 1 100 1 2
3

hostname (config-if)# nameif name

name 48

no
100

4

hostname (config-if)# security-level number

number 0 100

Catalyst 6500 ICisco 7600 Firewall Services Module
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IP FWSM IP
IP FWSM
AAA FWSM

hostname (config)# interface bvi bridge group_number

2 IP

hostname (config-if)# ip address ip_address [mask] [standby ip_address]

/32 255.255.255.255
/30 255.255.255.252 3
1
FWSM
ARP /30
FWSM
ARP
standby 13
VLAN 300 301 1 1

hostname (config)# interface vlan 300

hostname (config-if)# nameif inside

hostname (config-if)# security-level 100

hostname (config-if)# bridge-group 1

hostname (config-if)# interface vlan 301

hostname (config-if)# nameif outside

hostname (config-if)# security-level 0

hostname (config-if)# bridge-group 1

hostname (config-if)# interface bvi 1

hostname (config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

Catalyst 6500 /Cisco 7600 Firewall Services Module
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101

1 0 100 1

NAT NAT
NAT
NAT p.12-13

hostname (config) # same-security-traffic permit inter-interface

no

VLAN

1

hostname (config) # interface {vlan number | mapped_name}
allocate-interface

2
hostname (config) # shutdown

3
hostname (config) # no shutdown

Catalyst 6500 ICisco 7600 Firewall Services Module
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FWSM

. p.7-2

o p.7-5

. p.7-5

. p.7-6

. p.7-7

. NAT p.7-8
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° p7-2
o p.7-2
o p.7-3

Telnet
cisco

hostname (config) # {passwd | password} password

passwd password password
16

no password

EXEC

hostname (config) # enable password password

password

0 15

enable password

Catalyst 6500 ICisco 7600 Firewall Services Module
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FWSM

* root—

cisco

e guest—

cisco

1 FWSM

Router# hw-module module mod _num reset cf:1

2 FWSM

Router# session slot mod _num processor 1

3 root

Login: root

4
Password:
cisco
5 root
root@localhost# passwd
6

Changing password for user root
New password:

Catalyst 6500 /Cisco 7600 Firewall Services Module
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7
Retype new password:
passwd: all authentication tokens updated successfully
8 guest
root@localhost# passwd-guest
9
Changing password for user guest
New password:
10

Retype new password:
passwd: all authentication tokens updated successfully

root

root@localhost# passwd

Changing password for user root

New password: *shlp

Retype new password: *shlp

passwd: all authentication tokens updated successfully

guest

root@localhost# passwd-guest

Changing password for user guest

New password: flrc8t

Retype new password: flrc8t

passwd: all authentication tokens updated successfully

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM

banner $(hostname)

FWSM

hostname (config) # hostname name

63

hostname (config) # hostname farscape
farscape (config) #

FWSM
example.com syslog jupiter FWSM
jupiter.example.com

default.domain.invalid

FWSM

hostname (config)# domain-name name

example.com

hostname (config) # domain-name example.com

Catalyst 6500 /Cisco 7600 Firewall Services Module
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CLI
admin
admin

hostname (config) # prompt [hostname] [context] [domain] [slot] [state] [priority]

/
¢ hostname —
e domain —
e context —
e priority — pri sec
failover lan unit

e slot—
e state — state

act —

stby —

actNoFailover —

stbyNoFailover —

hostname (config) # prompt hostname context priority slot state

hostname/admin/pri/6/act (config) #

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM Telnet FWSM EXEC

hostname (config) # banner {motd | login | exec} text

motd
The login Telnet FWSM
exec EXEC
FWSM MoTD Message-of-The-Day
Telnet
FWSM Telnet exec

CLI

$(hostname) $(domain) FWSM

$(system)
banner
MoTD

hostname (config) # banner motd Welcome to $(hostname)
hostname (config) # banner motd Contact me at admin@example.com for any
hostname (config) # banner motd issues

Catalyst 6500 /Cisco 7600 Firewall Services Module
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NAT
NAT
NAT NAT
NAT
NAT
NAT
NAT NAT
NAT [p.12-32]
FWSM
Modular Policy Framework
p.19-2
NAT
FWSM TCP
FWSM  TCP
DoS FWSM
TCP
TCP SYN
TCP SYN SYN
IP SYN SYN
SYN
FWSM
SYN SYN-ACK FWSM ACK

hostname (config)# static (real_interface,mapped_interface) real_ ip real_ ip [netmask

mask] [dns] [[tep] tcp_max conns [emb _limit]] [udp udp_max conns] [norandomseq]
real_ip IP
norandomseq TCP Initial Sequence Number ISN
TCP
TCP
ISN 2 1 1
FWSM / ISN ISN
ISN
tcp tcp_max_conns udp udp_max_conns TCP/UDP
65,536 0
emb_limit 65,536
TCP
0 emb_limit

tcp tcp_max_conns

emb_limit tcp_max_conns 0

10111

tcp_max_conns

hostname (config) # static (inside,outside) 10.1.1.1 10.1.1.1 netmask 255.255.255.255

tcp 1000 200 udp 1000 norandomseq

Catalyst 6500 /Cisco 7600
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IP DHCP

FWSM IP DHCP
. p.8-2
» OSPF p.8-5
e RIP p.8-18
. p.8-20
. p.8-28
e DHCP p.8-30
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8 IP DHCP |

FWSM

FWSM FWSM

. RIP OSPF Router Discovery Protocol

. CPU

FWSM

FWSM
FWSM

FWSM Websense/N2H2
AAA

FWSM 3

o p.8-3
o p.8-4

IPv6 / IPv6 /
p.9-6

Catalyst 6500 ICisco 7600 Firewall Services Module
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| 8 IP DHCP

hostname (config)# route if name dest_ip mask gateway_ip

[distance]

dest ip  mask IP gateway_ip

distance 1
1

OSPF 110
~
FWSM
10.1.1.0/24
10.1.2.45
hostname (config)# route inside 10.1.1.0 255.255.255.0 10.1.2.45 1
3 ECMP

ECMP

FWSM

hostname (config)# route outside 10.10.10.0 255.255.255.0 192.168.1.1
hostname (config)# route outside 10.10.10.0 255.255.255.0 192.168.1.2
hostname (config) # route outside 10.10.10.0 255.255.255.0 192.168.1.3

Catalyst 6500 /Cisco 7600 Firewall Services Module
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8 IP DHCP |

FWSM IP

0.0.0.0/0

ERROR: Cannot add route entry, possible conflict with existing routes.

hostname (config)# route if name 0.0.0.0 0.0.0.0 gateway ip [distance]

0.0.0.00.0.0.0 00

hostname (config)# route outside 0 0 192.168.1 1

3 FWSM FWSM
IP
192.168.2.1 192.168.2.2 192.168.2.3

hostname (config) # route outside 0 0 192.168.2.1
hostname (config) # route outside 192.168.2.2
hostname (config)# route outside 0 0 192.168.2.3

o
o

Catalyst 6500 /Cisco 7600 Firewall Services Module
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DHCP

OSPF

« OSPF
« OSPF
« OSPF
« OSPF
« OSPF
* OSPF NSSA
« OSPF
« OSPF

« OSPF
« OSPF
« OSPF

OSPF
OSPF

OSPF over RIP

« OSPF

FWSM OSPF

2 OSPF

OSPF
OSPF

Catalyst 6500

/Cisco 7600

p.8-5
p.8-6
p.8-7
p.8-9
p.8-11
p.8-12
p.8-13
p.8-14
p.8-14
p.8-15
p.8-16
p.8-16
p.8-17
p.8-17

OSPF

RIP

FWSM

CPU

NAT

FWSM OSPF
OSPF
FWSM  RIP

Firewall Services Module

OSPF

[ oL-8123-01-J



8 IP DHCP

W OSPF

FWSM OSPF

e OSPFLSA
* OSPF MD5

e FWSM FWSM
Router ABR; FWSM

. Not-So-Stubby-Area
e ABR 3LSA

OSPF
OSPF OSPF

Area Boundary
ASBR

RIP OSPF

OSPF

1 OSPF
hostname (config) # router ospf process_id

OSPF

process_id ID

2 OSPF IP
ID

hostname (config-router)# network ip address mask area area_id

OSPF

hostname (config) # router ospf 2
hostname (config-router)# network 10.0.0.0 255.0.0.0 area 0

i Catalyst 6500 /Cisco 7600 Firewall Services Module
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DHCP

OSPF

OSPF

FWSM OSPF FWSM
redistribute

p.8-14

N

FWSM FWSM

. p.8-7

e OSPF OSPF p.8-8

1
hostname (config) # route-map name {permit | deny} [sequence_number]
sequence_number
FWSM
2 1 match

hostname (config-route-map) # match ip address acl_id [acl_id] [...]

hostname (config-route-map) # match metric metric_value

metric_value 0 4,294,967,295

hostname (config-route-map) # match ip next-hop acl_id [acl_id] [...]

hostname (config-route-map) # match interface if name

Catalyst 6500 /Cisco 7600 Firewall Services Module
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8 IP DHCP

W OSPF

hostname (config-route-map) # match ip route-source acl_id [acl_id] [...]

hostname (config-route-map) # match route-type {internal | external [type-1 |
type-2]}

3 1 set

match set

hostname (config-route-map) # set metric metric_value

metric_value 0 294,967,295

hostname (config-route-map) # set metric-type {type-1 | type-2}

1 FWSM 5
Type 1 1 LSA

hostname (config) # route-map 1-to-2 permit
hostname (config-route-map) # match metric 1
hostname (config-route-map) # set metric 5

hostname (config-route-map) # set metric-type type-1

OSPF OSPF
OSPF OSPF OSPF

1 OSPF

hostname (config) # router ospf process_id

2
hostname (config-router)# redistribute {ospf process_ id
[match {internal | external 1 | external 2}] | static | comnect} [metric metric-valuel
[metric-type {type-1 \ type-2}] [tag tag value] [subnets] [route-map map_ name]
ospf process_id static connect
Catalyst 6500 /Cisco 7600 Firewall Services Module
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IP DHCP

OSPF

tag

route-map

FWSM
LSA
hostname (config) # route-map 1-to-2 permit

hostname (config-route-map) # match metric 1
hostname (config-route-map)# set metric 5

hostname (config-route-map) # set tag 1
hostname (config-route-map) # router ospf 2

(
(
(
hostname (config-route-map) # set metric-type type-1
(
(
(

OSPF

subnets
redistribute

1 OSPF
Type 1

hostname (config-router)# redistribute ospf 1 route-map 1l-to-2

OSPF OSPF

100

hostname (config) # router ospf 109

hostname (config-router)# redistribute ospf 108 metric 100 subnets

hostname (config) # router ospf 1

hostname (config-router)# redistribute ospf 2 metric 5 metric-type external

OSPF

dead-interval ospf authentication-key

OSPF

hostname (config) # interface if name

ospf hello-inte

hostname (config-interface)# ospf authentication [message-digest | null]

« OSPF

OSPF

rval ospf

OSPF

hostname (config-interface)# ospf authentication-key key

Catalyst 6500

/Cisco 7600
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8 IP DHCP |

W OSPF

key 8

FWSM
OSPF
OSPF

« OSPF

hostname (config-interface)# ospf cost cost

cost 1 65535
e hello OSPF

hostname (config-interface)# ospf dead-interval seconds

e FWSM OSPF hello

hostname (config-interface)# ospf hello-interval seconds

e OSPF MD5

hostname (config-interface)# ospf message-digest-key key id md5 key

key id—1 255 1D
key — 16
1 1
ID
1
. OSPF

hostname (config-interface)# ospf priority number_ value

number_value 0 255
e OSPF LSA

hostname (config-interface)# ospf retransmit-interval seconds

seconds 2
1 65535 5

« OSPF

hostname (config-interface)# ospf transmit-delay seconds

seconds 1 65,535 1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 IP DHCP

OSPF
OSPF
hostname (config) # router ospf 2
hostname (config-router)# network 2.0.0.0 255.0.0.0 area 0
hostname (config-router)# interface inside
hostname (config-interface)# ospf cost 20
hostname (config-interface)# ospf retransmit-interval 15
hostname (config-interface)# ospf transmit-delay 10
hostname (config-interface)# ospf priority 20
hostname (config-interface)# ospf hello-interval 10
hostname (config-interface)# ospf dead-interval 40
hostname (config-interface)# ospf authentication-key cisco
hostname (config-interface)# ospf message-digest-key 1 md5 cisco
hostname (config-interface)# ospf authentication message-digest
show ospf
hostname (config) # show ospf
Routing Process "ospf 2" with ID 20.1.89.2 and Domain ID 0.0.0.2
Supports only single TOS(TOSO) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 5. Checksum Sum Ox 26daé
Number of opaque AS LSA 0. Checksum Sum 0x 0
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Area BACKBONE (0)
Number of interfaces in this area is 1
Area has no authentication
SPF algorithm executed 2 times
Area ranges are
Number of LSA 5. Checksum Sum 0x 209a3
Number of opaque link LSA 0. Checksum Sum 0x 0
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length O
OSPF
Autonomous System  AS; ABR
OSPF
LSA
ABR  areastub no-summary ABR
LSA 3
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[ oL-8123-01-J .m



8 IP DHCP

W OSPF

OSPF NSSA

OSPF

hostname (config) # router ospf process_id

« OSPF

hostname (config-router) #
e OSPF MD5

hostname (config-router) #

hostname (config-router) #

hostname (config-router) #

cost 1 65535

OSPF

area

area

area

area

hostname (config) # router ospf 2

(
hostname (config-router) # area
hostname (config-router) # area
hostname (config-router)# area
hostname (config-router) # area

area-id authentication

area-id authentication message-digest

area-id stub [no-summary]

area-id default-cost cost

1

0 authentication

0 authentication message-digest
17 stub

17 default-cost 20

OSPF NSSA  OSPF NSSA 5
LSA AS
NSSA NSSA 7AS
7LSA NSSA ABR 5LSA
OSPF
ISP NSSA
NSSA
OSPF 2
RIP
NSSA
NSSA OSPF
OSPF NSSA
Catalyst 6500 /Cisco 7600 Firewall Services Module
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8 IP DHCP

OSPF | |

1 OSPF

hostname (config) # router ospf process_id

2
e NSSA
hostname (config-router)# area area-id nssa [no-redistribution]
[default-information-originate]
[ ]
hostname (config-router)# summary address ip address mask [not-advertise] [tag tag]
OSPF
OSPF ASBR
1
OSPF  summary-address 0.0.0.0 0.0.0.0
10.1.0.0 10.1.1.0 10.1.2.0 10.1.3.0
Link State Advertisement LSA;
10.1.0.0
hostname (config-router)# summary-address 10.1.1.0 255.255.0.0
7
NSSA NSSA ABR 7
NSSA
OSPF
ABR
1 OSPF ABR 1
1
1
ABR
1 OSPF
hostname (config) # router ospf process_id
2

hostname (config-router)# area area-id range ip-address mask [advertise |
not-advertise]
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8 IP DHCP |

W OsPF
OSPF
hostname (config) # router ospf 1
hostname (config-router)# area 17 range 12.1.0.0 255.255.0.0
OSPF
OSPF LSA
FWSM
OSPF
1
1 OSPF

hostname (config) # router ospf process_id

2
hostname (config-router)# summary-address ip address mask [not-advertise] [tag tag]
OSPF  summary-address 0.0.0.0 0.0.0.0
10.1.0.0 10.1.1.0 10.1.20
10.1.3.0 LSA 10.1.0.0
hostname (config) # router ospf 1
hostname (config-router) # summary-address 10.1.0.0 255.255.0.0
ASBR OSPF
OSPF ASBR
ASBR OSPF
1 OSPF

hostname (config) # router ospf process_id
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DHCP

Catalyst 6500

OSPF

ASBR

hostname (config-router)# default-information originate [always] [metric metric-value]
[metric-type {1 | 2}] [route-map map-name]

hostname (config) # router ospf 2
hostname (config-router)# default-information originate always

OSPF SPE
2 SPF

OSPF

hostname (config) # router ospf process_id

hostname (config-router)# timers spf spf-delay spf-holdtime

spf-delay OSPF SPF
0 65535 5 0
SPF
spf-holdtime 2 SPF 0 65535
10 0 1 SPF
SPF

hostname (config) # router ospf 1
hostname (config-router)# timers spf 10 120

[ oL-8123-01-J
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8 IP DHCP |
W OsPF
OSPF
debug ip ospf adjacency OSPF
log-adj-changes
log-adj-changes detail
1 OSPF
hostname (config) # router ospf process_id
2 /
hostname (config-router)# log-adj-changes [detail]
S
/
/
hostname (config) # router ospf 1
hostname (config-router)# log-adj-changes detail
OSPF
OSPF 33
[ ]
. 1

LSA

OSPF

hostname# show ospf flood-list if name

OSPF

i Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 IP DHCP
OSPF

IP

« OSPF
hostname# show ospf [process-id [area-id]]

* ABR ASBR OSPF
hostname# show ospf border-routers

. OSPF
hostname# show ospf [process-id [area-id]] database

e OSPF

LSA

hostname# show ospf flood-list if-name

e OSPF
hostname# show ospf interface [if name]

s OSPF
hostname# show ospf neighbor [if-name] [neighbor-id] [detail]

. LSA
hostname# show ospf request-list neighbor if name

. LSA
hostname# show ospf retransmission-list neighbor if name

e OSPF
hostname# show ospf [process-id] summary-address

s OSPF
hostname# show ospf [process-id] wvirtual-links

OSPF

Catalyst 6500

hostname (config) # clear ospf pid {process | redistribution | counters

[neighbor [neighbor-interface] [neighbor-id]]}

/Cisco 7600
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8 IP DHCP |

N RP

RIP

RIP
e RIP p.8-18
e RIP p.8-18
RIP
RIP
RIP
RIP OSPF
RIP
RIP
FWSM RIP FWSM RIP
. RIP—FWSM  RIP
RIP FWSM
. — FWSM
RIP FWSM  FWSM
RIP
FWSM
FWSM
RIP
RIP

hostname (config) # rip if name {default | passive} [version {1 | 2
[authentication {text | md5} key key_ id]}]

rip 1 RIP

hostname (config)# rip inside default version 2 authentication md5 scorpius 1
hostname (config)# rip inside passive version 2 authentication md5 scorpius 1
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DHCP

RIP

RIP

hostname (config)# rip inside default version 2 authentication md5 scorpius 1
hostname (config)# rip inside passive version 2 authentication md5 scorpius 1
hostname (config)# rip outside passive version 2 authentication md5 scorpius 1

FWSM ARP
Cisco clear arp ARP

OSPF RIP
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8 IP DHCP |

. p.8-20
. p.8-20
e IGMP p.8-21
o p.8-24
. p.8-24
e PIM p.8-25
° p8-27
FWSM PIM
1 FWSM
FWSM
IGMP FWSM
IGMP
FWSM
PIM
FWSM  PIM-SM PIM PIM-SM
Rendezvous Point RP;
PIM  PIM-SM
DE DF RP
DF RP RP
N
FWSM  PIM RP FWSM RP
FWSM
PIM
IGMP

hostname (config) # multicast-routing

RAM
8-1 FWSM  RAM
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| 8 P DHCP
||
8-1
16 MB 128 MB 128+ MB
MFIB 1000 3000 5000
IGMP 1000 3000 5000
PIM 3000 7000 12000
IGMP
IP IGMP
IGMP DIP ID
224.0.0.0 239.255.255.255
224.0.0.0 224.0.0.1
224.0.0.2
FWSM IGMP
Version 2
S
show run no igmp
multicast-routing
IGMP
IGMP
. IGMP p.8-21
. p.8-22
. p.8-22
. p.8-22
. IGMP p.8-23
. p.8-23
. p.8-24
e IGMP p.8-24
IGMP
IGMP
FWSM
IGMP
hostname (config-if)# no igmp
IGMP
hostname (config-if)# igmp
Catalyst 6500 /Cisco 7600 Firewall Services Module
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8 IP DHCP |

no igmp

FWSM FWSM

FWSM

hostname (config-if)# igmp join-group group-address

e igmp join-group [p.8-22] FWSM

e igmp static-group FWSM

hostname (config-if)# igmp static-group group-address

FWSM

hostname (config) # access-list name standard [permit | deny] ip addr mask

ip_addr IP

hostname (config) # access-list name extended [permit | denyl] protocol src_ip addr
src_mask dst_ip_addr dst_mask

dst_ip_addr IP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 IP DHCP

hostname (config-if)# igmp access-group acl

acl IP
IGMP
IGMP IGMP
IGMP
IGMP
hostname (config-if)# igmp limit number
0 500 500 0
igmp join-group igmp static-group
no
FWSM
IGMP
224.0.01 TimeTolLive TTL
FWSM
FWSM
Prune
PIM
125

hostname (config-if)# igmp query-interval seconds

FWSM 255
FWSM

hostname (config-if)# igmp query-timeout seconds

N

igmp query-timeout igmp query-interval IGMP Version 2

Catalyst 6500 /Cisco 7600 Firewall Services Module
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8 IP DHCP |

IGMP 10 FWSM

hostname (config-if)# igmp query-max-response-time seconds

IGMP

FWSM  IGMP Version 2
igmp query-timeout  igmp query-interval

IGMP
FWSM  Version 1 Version 1
IGMP Version1  Version 2
IGMP Version 1 IGMP Version 2 FWSM
IGMP

hostname (config-if) # igmp version {1 | 2}

FWSM PIM
IGMP
IGMP
FWSM  IGMP

hostname (config-if)# igmp forward interface if name

PIM

PIM FWSM

PIM

hostname (config) # mroute src_ip src _mask input_if name [distance]

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 IP DHCP

||
hostname (config) # mroute src_ip src _mask input_if_ name [dense output_if name]
[distance]
~
dense output_if name
PIM
PIM
FWSM PIM
IGMP
A
PIM PAT PIM PAT
PIM
. PIM p.8-25
. RP p.8-26
. p.8-26
e PIM Register p.8-26
e PIM p.8-27
PIM

PIM PIM

hostname (config-if)# no pim

PIM

hostname (config-if)# pim

no pim

Catalyst 6500 /Cisco 7600 Firewall Services Module
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RP
PIM sparse bidir PIM RP
pim rp-address
S
FWSM  Auto-RP  PIM BSR pim rp-address
RP
FWSM RP
PIM RP
RP 224.0.0.0/4
PIM PR

hostname (config) # pim rp-address ip_address [acl] [bidir]

ip_address PIM RP IP acl RP
bidir
PIM sparse
A
bidir FWSM bidir PIM  hello
DR PIM Prune RP
DR DR
DR 1P
DR
FWSM DR 1

hostname (config-if)# pim dr-priority num

num 1 4,294,967,294

PIM Register
PIM Register FWSM PIM Register

hostname (config) # pim accept-register {list acl | route-map map-name}

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 P DHCP
||
PIM
PIM DR PIM DR
30
hostname (config-if)# pim hello-interval seconds
seconds 1 3600
FWSM 60 PIM /Prune
hostname (config-if)# pim join-prune-interval seconds
seconds 10 600
Internet Engineering Task Force IETF RFC SMR IGMP
e RFC 2236 IGMPv2
e RFC 2362 PIM-SM
e RFC 2588 IP
e RFC21131P
e |ETF draft-ietf-idmr-igmp-proxy-01.txt
Catalyst 6500 /Cisco 7600 Firewall Services Module
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1
FWSM 2 2 FWSM
NAT FWSM
asr-group
asr-group
~
2
. 2
~
asr-group nailed
static
. ASR p.8-28
. p.8-29
ASR

hostname/ctxl (config)# interface if
hostname/ctxl (config-if)# asr-group num

num 1 32 ASR
show interface detail ASR
ASR ASR

Catalyst 6500 /Cisco 7600 Firewall Services Module
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32 ASR 8
S
VLAN 1 MAC VLAN MAC
8-1 /
asr-group
8-1 / ASR
aVTXFRAERA . AYTXXLI+B
interface Ethernet4 & interface Ethernet2
nameif outside nameif outside
asr-group 1 asr-group 1
o 7 IJYFWSM o
q&
- RELS T VY o
—— RYFST4vY 8
A B
outside asr-group 1
A
B
asr-group
asr-group
A
A A
A
A
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Hl DHCP
DHCP IP DHCP
FWSM DHCP DHCP FWSM
DHCP DHCP
DHCP DHCP
DHCP DHCP
e DHCP p.8-30
e DHCP p.8-34
DHCP
FWSM DHCP
e DHCP p.8-30
e DHCP p.8-32
e DHCP Cisco IP Phone p.8-33
DHCP
FWSM DHCP DHCP IP
DNS
N
FWSM DHCP BOOTP
DHCP
DHCP
FWSM DHCP
DNS
ping WINS DHCP
DHCP
DHCP DHCP
DHCP
FWSM DHCP
DHCP
hostname (config) # dhcpd address ip_address-ip_address interface_name
FWSM 1
Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 8 IP DHCP

DHCP
FWSM

2 DNS IP

hostname (config) # dhcpd dns dnsl [dnsZ2]

DNS 2
3 WINS IP

hostname (config) # dhcpd wins winsl [wins2]

WINS 2
4

hostname (config) # dhcpd lease lease length

IP
0 1,048,575 3600

5

hostname (config) # dhcpd domain domain_ name
6 DHCP  ping

hostname (config) # dhcpd ping timeout milliseconds

FWSM DHCP
2 ICMP ping

7 DHCP

hostname (config) # dhcpd option 3 ip gateway ip

DHCP 3 DHCP

IP

8 FWSM DHCP

DHCP

hostname (config) # dhcpd enable interface_name

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Hl DHCP
10.0.1.101 10.0.1.110
hostname (config) # dhcpd address 10.0.1.101-10.0.1.110 inside
hostname (config) # dhcpd dns 209.165.201.2 209.165.202.129
hostname (config) # dhcpd wins 209.165.201.5
hostname (config) # dhcpd lease 3000
hostname (config) # dhcpd domain example.com
hostname (config) # dhcpd enable inside
DHCP
RFC 2132 DHCP FWSM DHCP
3
o IP
[ ]
e 16
FWSM DHCP 3 DHCP
e 1 2 IP DHCP

hostname (config) # dhcpd option code ip addr_ 1 [addr_ 2]

. DHCP

hostname (config) # dhcpd option code ascii text

e 16 DHCP

hostname (config) # dhcpd option code hex value

FWSM RFC 2132
dhcpd option 46 ascii hello
46 RFC2132 1 16

FWSM
RFC 2132
8-2 dhcpd option DHCP
8-2 DHCP
0 DHCPOPT_PAD
HCPOPT_SUBNET_MASK
12 DHCPOPT_HOST_NAME
50 DHCPOPT_REQUESTED_ADDRESS
51 DHCPOPT_LEASE_TIME
52 DHCPOPT_OPTION_OVERLOAD
53 DHCPOPT_MESSAGE_TYPE

Catalyst 6500 /Cisco 7600 Firewall Services Module
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DHCP ||
8-2 DHCP
54 DHCPOPT_SERVER_IDENTIFIER
58 DHCPOPT_RENEWAL_TIME
59 DHCPOPT_REBINDING_TIME
61 DHCPOPT_CLIENT_IDENTIFIER
67 DHCPOPT_BOOT_FILE_NAME
82 DHCPOPT_RELAY_INFORMATION
255 DHCPOPT_END
DHCP 3 66 150 Cisco IP Phone
DHCP Cisco IP Phone p.8-33
DHCP Cisco IP Phone
Cisco IP Telephony Voice over IP VolIP
Cisco CallManager Cisco IP Phone
Cisco
CallManager
Cisco IP Phone TFTP Cisco IP Phone
IP TFTP IP
Cisco IP Phone 150 66 DHCP
e DHCP 150 TFTP IP
e DHCP 66 TFTP IP
Cisco IP Phone DHCP 3
Cisco IP Phone 1 150 66
FWSM DHCP FWSM
RFC 2132 FWSM
66 150 3
. RFC 2132 DHCP

hostname (config) # dhecpd option number value

66 TFTP IP

hostname (config) # dhcpd option 66 ascii server_name

Catalyst 6500 /Cisco 7600
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W DHCP
. 150 1 TFTP IP
hostname (config)# dhcpd option 150 ip server ipl [server_ipZ2]
server_ipl TFTP IP server_ip2
TFTP IP 150 2 TFTP
[ ]
hostname (config)# dhcpd option 3 ip router_ ipl
DHCP
DHCP FWSM
DHCP
DHCP
e DHCP
e DHCP
DHCP DHCP
FWSM
DCHP
2
e FWSM
L]
DHCP
DHCP
1 DHCP DHCP IP
hostname (config) # dhcprelay server ip address 1f_name
4
2 DHCP
hostname (config) # dhcprelay enable interface
3
hostname (config) # dhcprelay timeout seconds
Catalyst 6500 /Cisco 7600 Firewall Services Module
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DHCP

DHCP

4 DHCP FWSM

hostname (config) # dhcprelay setroute if name

DHCP

FWSM

FWSM
DHCP DHCP
hostname (config) # dhcprelay server 201.168.200.4

hostname (config) # dhcprelay enable inside
hostname (config) # dhcprelay setroute inside

FWSM DHCP

hostname (config-if)# ip address dhcp [retry num] [setroute]

retry num DHCP
4 48 setroute DHCP

DHCP

FWSM

DHCP DHCP

DHCP
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H pHCP
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Catalyst 6500

IPv6

IPv6

IPv6

IPv6
IPv6
IPv6
IPv6

IPv6

FWSM

IPv6

/Cisco 7600

IPv6 IPv6
p.9-2

IPv6 p.9-3

IP p.9-4

p.9-5
p.9-6
p.9-7

p.9-8

p.9-12

p.9-13
4 IPv6 p.B-14

Firewall Services Module

[ oL-8123-01-J
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IPv6 |

H Pve

IPv6

IPv6

capture
configure
copy

http

name
object-group
ping

show conn
show local-host
show tcpstat
ssh

telnet
tftp-server
who

write

FWSM

ip

IPv6

IPv6

ipv6 address

failover interface

IPv6

IPv6
FWSM
IPv6

write net config net

ping fe80::2e0:b6ff:fel0l:3b7a

IPv6

[]

IPv6

[fe80::2e0:b6ff:fe01:3b7a] :8080

configure net [fe80::2e0:b6ff:fel0l:3b7al:/tftp/config/pixconfig

IPv6

debug
fragment
ip verify
mtu

icmp ipv6 icmp

FTP
HTTP
ICMP
SMTP
sIp
TCP
UDP

/Cisco 7600

IPv6

Firewall Services Module

i Catalyst 6500
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9 IPv6
|

IPv6

IPv6

IPv6

FWSM  IPv6

1 IPv6 1Pv4

VLAN IPv6

IPv6

1 IPv6

hostname (config) # interface interface_name

2 IPv6 1 IPv6
IPv6

IPv6

IPv6
EUI-64 1D

hostname (config-if)# ipvé address autoconfig

. IPv6
MAC

EUI-64

hostname (config-if)# ipvé address ipvé6-address link-local

IPv6 MAC
EUI-64 1D

hostname (config-if)# ipvé enable

Catalyst 6500 /Cisco 7600 Firewall Services Module
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ipv6 address ipvé enable
IPv6 IPv6

64 EUI-64
ID eui-64

hostname (config-if)# ipvé address ipvé6-address [eui-64]

FWSM  IPv6

hostname (config-if)# ipvé nd suppress-ra

IPv6 4 1Pv6 p.B-14

IP

FWSM 1 IPv6  IPv4
IPv4 IPv6
IPv4 IPv6

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 9o IPv6
IPv6 ||
IPv6
IPv6
IPv6
administratively down
administratively down
IPv6
administratively up
IPv6
DUPLICATE
IPv6
DUPLICATE
IPv6
FWSM
1
hostname (config-if)# ipvé nd dad attempts value
value 0 600 value 0
ipvé nd
ns-interval
1000
hostname (config-if)# ipv6é nd ns-interval value
value 1000 3,600,000
S
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H Pve /

IPv6 /

IPv6 IPv6
IPv6 FWSM
ipvé route

IPv6 /
1

hostname (config) # ipv6é route interface_name ::/0 next_hop_ ipv6_addr

/0 any IPv6

2 IPv6 IPv6 IPv6

hostname (config) # ipv6é route if name destination next_hop ipvé6_addr [admin_distance]

N

ipv6 route 1Pv4 route

ipvé route 4 1Pv6
p.B-14

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



| o IPv6

IPv6
IPv6
IPv6 IPv6 IPv4
IPv6
1 ipv6 access-list
ICMP
IP
2
e ICMP IPv6

hostname (config) # ipv6é access-list id [line num] {permit | deny} icmp source
destination [icmp_typel

e |Pv6

hostname (config)# ipvé access-list id [line num] {permit | deny} protocol source

[src_port] destination [dst_port]

ipv6 access-list

e id—
id

¢ line num —

e permit|deny —

e icmp— ICMP
e protocol — IP
ip tcp udp 1 254 object-group grp_id
e source destination —
prefix/length IPv6
any host host_ipv6_addr
e src_port dst_port —
[ I otl ] eql I neq ] range[ ]
range 2
e icmp_type — ICMP
ICMP 0 155 D
ICMP 1 object-group id ICMP

hostname (config) # access-group access_list _name {in | out} interface if name

IPv6 4 IPv6 p.B-14
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9 IPv6 |
IPv6 ICMPV6
. p.9-8
o p.9-9
ICMPV6 Type 135
IPv6
ICMPV6 Type 136
IPv6
IPv6
9-1
9-1 IPv6 —
] O
? ?
ICMPvV6 Type = 135
Src=A >
Dst=B MEEFEER/ —FDTILFXv R+
Data=A®DY VY E7 FLR
Query=1Y >y 7FLRIE?
ICMPV6 Type = 136
< Src=B
Dst=A
Data=B D! >YUE7 FLX
- AEBRRCODYLHT ” g
N7y B RRHRTETRE .
Catalyst 6500 ICisco 7600 Firewall Services Module
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9 IPv6

IPv6
o p.9-9
o p.9-9
IPv6
hostname (config-if)# ipvé nd ns-interval value
value 1000 3,600,000 1000
IPv6 IPv6
IPv6
IPv6
hostname (config-if)# ipvé nd reachable-time value
value 0 3,600,000 0
ICMPV6 Type 134 FWSM IPv6
9-2 IPv6 —
& &
E:l n—2 — —7 )L — 5
B 5 sz == =" s xx EI
R~ \ <
=8 FEREL XA M N7y FESE
ICMPV6 Type = 134
Src=J)L—4 Yroa—A)lL FELR
Dst=%2/—FDTILFXFvYRX+ FKELR s
Data=F 7Y 3. FLIAY R, SAT54 L, &
autoconfig 754
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9 IPv6 |
H 1Pve
e 1 IPv6
IPv6
[ 1]
o MTU
ICMPV6 Type
133
0:0:0:0:0:0:0:0
. IPv6 FWSM
o IPv6
o p.9-10
° pg-ll
e |Pv6 p.9-11
o p.9-11
200
ipv6é nd ra-interval [msec] value
3 1800 msec 500 1,800,000
FWSM ipv6 nd ra-lifetime
IPv6 IPv6
20%
Catalyst 6500 /Cisco 7600 Firewall Services Module
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IPv6
FWSM
IPv6
hostname (config-if)# ipvé nd ra-lifetime seconds
0 9000 1800 0 FWSM

IPv6
IPv6
IPv6 IPv6
hostname (config-if)# ipvé nd prefix ipvé-prefix/prefix-length
~
64
FWSM  IPv6
IPv6
hostname (config-if)# ipvé nd suppress-ra
Catalyst 6500 /Cisco 7600 Firewall Services Module
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9 IPv6

[ | IPv6

IPv6

IPv6 IPv6
IPv6
IPv6

IPv6

hostname (config-if)# ipvé neighbor ipvé_address 1f name mac_address

ipv6_address IPv6 if_name
mac_address MAC

clear ipv6 neighbors IPV6

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| o IPv6

IPv6

IPv6

IPv6 | |

IPv6
IPv6

* |Pv6 p.9-13
e IPv6 p.9-14

IPv6

hostname# show ipvé interface [if_ name]

outside
IPv6

ICMP

show ipv6 interface
hostname# show ipvé interface

ipvéinterface is down, line protocol is down
IPv6 is enabled, link-local address is fe80::20d:88ff:feee:6a82 [TENTATIVE]
No global unicast address is configured
Joined group address(es) :
££f02::1
ff02::1:ffee:6a82
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds

show interface IPv4
IPv6 show ipv6 interface show
ipv6 interface IPv4

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H Pve

IPv6
IPv6

hostname# show ipvé route

show ipv6 route IPv4 show route

o IPv6

show ipv6 route
hostname# show ipvé route

IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea

O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
L fe80::/10 [0/0]

via ::, inside
L fec0::a:0:0:a0a:a70/128 [0/0]
via ::, inside
C fec0:0:0:a::/64 [0/0]
via ::, inside
L ££00::/8 [0/0]
via ::, inside

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



Modular Policy Framework

Modular Policy
Framework 18

. p.10-2
i p.10-7
e EtherType p.10-10
. p.10-12
. p.10-13
. p.10-20
. p.10-21
. p.10-23
IPV6 IPV6 p.9-7
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|
1 Access Control Entry  ACE;
ACE
IP IP
o p.10-2
e ACE p.10-3
o p.10-3
e NAT IP p.10-3
J p.10-5
e ACE p.10-6
10-1
10-1
1P / FWSM
N
FWSM
1P
21
AAA AAA
IP
AAA RADIUS
RADIUS FWSM
NAT NAT NAT NAT
VPN VPN
Modular Policy Framework
Modular Policy EtherType _
Modular Policy Framework
TCP

Catalyst 6500 ICisco 7600 Firewall Services Module
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||
10-1
EtherType EtherType
IP
OSPF
OSPF
ACE
1 ACE
TCP UDP ICMP ICMP
EtherType
ACE ACE
ACE FWSM FWSM
ACE
ACE
ACE
ACE ACE
FWSM
NAT IP
NAT IP
NAT FWSM
10-1
Catalyst 6500 /Cisco 7600 Firewall Services Module
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10-1 IP NAT
209.165.200.225
ol
SHER
RED

%&{S ACL
10.1.1.0/24 5 209.165.200.225 % &F 7]

10.1.1.0/24

..... UUU

10.1.1.0/24—>209.165.201.4 : "— F
PAT

104634

hostname (config) # access-list INSIDE extended permit ip 10.1.1.0 255.255.255.0 host
209.165.200.225

hostname (config) # access-group INSIDE in interface inside

10-2

10-2 IP NAT

209.165.200.225

=
B

ACL
( 209.165.200.225 /5 209.165.201.5 Z&F 7] )

a7

10.1.1.34—> 209.165.201.5
A2 T 1499 NAT

104636

i Catalyst 6500 ICisco 7600 Firewall Services Module
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hostname (config) # access-list OUTSIDE extended permit ip host 209.165.200.225 host
209.165.201.5
hostname (config) # access-group OUTSIDE in interface outside

NAT
10-3 NAT
10-3 IP NAT

RAT 499 NAT
209.165.200.225 —> 10.1.1.56

a0

5 &R

R

( 10.1.1.0/24 #n 5 10.1.1.56 &8I )

10.1.1. 0/24

..... QDD

10.1.1.0/24—> 209.165.201.4 : K—
PAT =

hostname (config) # access-list INSIDE extended permit ip 10.1.1.0 255.255.255.0 host
10.1.1.56
hostname (config) # access-group INSIDE in interface inside

ACE FWSM
FWSM
access-list
ACE FWSM
FWSM
Access Rules Download Complete: Memory Utilization: < 1%
60K ACE 3 4
ACE p.10-6
Catalyst 6500 /Cisco 7600 Firewall Services Module
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ACE

FWSM 80 K 142 K
ACE NAT ACE AAA ICMP

Telnet SSH HTTP

ACE 10.0.0.0/8 ACE
10.1.1.0/24 ACE
80 K 142 K
ACE ACE
ACE ACE
ACE show
access-list
ACE FWSM

Access Rules Download Complete: Memory Utilization: < 1%

106024

1000 ACE ACE 1000 ACE

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| |
o p.10-7
o ACE p.10-8
1 ACE ACE
ACE TCP/UDP ICMP
ICMP access-list
p.10-13
ACE
p.10-23
p.10-21
TCP/UDP
FWSM
ICMP FWSM
ICMP ICMP
ICMP ICMP
EtherType 1
11
S
clear local-host
IP
IP
DHCP DHCP
IP
10-2
Catalyst 6500 /Cisco 7600 Firewall Services Module
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10-2
BGP TCP 179 —
DHCP UDP 67 68 DHCP
FWSM DHCP
EIGRP 88 —
OSPF 89 —
UDP
D 224.0.0.0 239.x.x.X
RIP v1 v2 |TCP 520 —
ACE
access-list line
ACE
ACE

hostname (config) # access-list access_list_name [line line number] [extended]
{deny \ permit} protocol source_address mask [operator port] dest_address mask

[operator port | icmp_type] [inactive]
INSIDE
NO_NAT VPN
ip
p.D-13
IP host
any
tcp udp
well-known TCP UDP
p.D-14 DNS Discard Echo Ident NTP RPC SUNRPC Talk
TCP UDP TACACS+ TCP 49
1

e |t— less than

e gt — greater than

e eq—equalto

* neq— not equal to

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

| |
* range — 2
range 100 200
ICMP icmp ICMP
ICMP ICMP
ICMP
[p.10-16] ICMP ICMP
ping echo-reply 0 FWSM echo
8 FWSM ICMP ICMP
p.10-16
Cisco I0S access-list
FWSM C 255.255.255.0 Cisco
10S 0.0.0.255
ACE inactive
inactive ACE
ACE
FWSM
hostname (config) # access-list ACL_IN extended permit ip any any
192.168.1.0/24 209.165.201.0/27

hostname (config) #
209.165.201.0 255.
hostname (config) #

hostname (config) #
209.165.201.0 255.

access-list ACL_IN extended
255,255,224
access-list ACL_IN extended

access-list ACL_IN extended
255.255.224

209.165.201.29  Web

hostname (config) # access-list ACL_IN extended
hostname (config) # access-list ACL_IN extended

/Cisco 7600

Firewall Services Module

deny tcp 192.168.1.0 255.255.255.0

permit ip any any

ACE

permit ip 192.168.1.0 255.255.255.0

deny tcp any host 209.165.201.29 eq www
permit ip any any

[ oL-8123-01-J
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Ml EtherType

EtherType
EtherType
e EtherType p.10-10
. ACE p.10-8
EtherType

EtherType EtherType 1 ACE EtherType
ACE 16 16 EtherType EtherType ACE  IPV4

ARP EtherType V2

802.3

BPDU BPDU  SNAP FWSM  BPDU

FWSM FWSM BPDU
BPDU VLAN BPDU
FWSM VLAN
EtherType
BPDU
EtherType
MPLS LDP TDP TCP FWSM
FWSM MPLS LDP TDP
ID FWSM IP
LDP TDP MPLS

Cisco 10S LDP TDP interface
FWSM

hostname (config)# mpls 1dp router-id interface force

hostname (config) # tag-switching tdp router-id interface force

EtherType 1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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EtherType ||

EtherType ACE
EtherType ACE

hostname (config) # access-list access_list_name ethertype {permit | deny} {ipx | bpdu |
mpls-unicast | mpls-multicast | any | hex_number}

hex_number 0x600 16 16 EtherType EtherType
http://www.ietf.org/rfc/rfc1700.txt RFC 1700  Assigned Numbers
access-list
ACE

access_list_ name
INSIDE
MPLS IPX

EtherType

hostname (config) # access-list ETHER ethertype permit ipx
hostname (config) # access-list ETHER ethertype permit bpdu
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

EtherType FWSM IPX

config)# access-list ETHER ethertype deny ipx

config)# access-list ETHER ethertype permit 0x1234
config)# access-list ETHER ethertype permit bpdu
config)# access-list ETHER ethertype permit mpls-unicast
config)# access-group ETHER in interface inside

config)# access-group ETHER in interface outside

hostname
hostname
hostname
hostname
hostname
hostname

EtherType 0x1256

hostname (config) # access-list nonIP ethertype deny 1256

hostname (config) # access-list nonIP ethertype permit any
hostname (config) # access-group ETHER in interface inside
hostname (config) # access-group ETHER in interface outside
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OSPF OSPF

ACE ACE
access-list 1

ACE

hostname (config) # access-list access_list_name standard {deny | permit} {any \
ip _address mask}

192.168.1.0/24

hostname (config) # access-list OSPF standard permit 192.168.1.0 255.255.255.0

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.10-13
o p.10-13
. p.10-17
o p.10-19
o p.10-19
o p.10-18
ACE

ACE
e |CMP

3
e MyServices — TCP/UDP
e TrustedHosts —
e PublicServers —

ACE 1
S
ACE ACE
ACE ACE
ACE ACE
ACE
show access-list
. p.10-14
. p.10-14
. p.10-15
e |CMP p.10-16
Catalyst 6500 /Cisco 7600 Firewall Services Module
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no

hostname (config) # object-group protocol grp_id

grp_id 64

hostname (config-protocol) # description text

200

hostname (config-protocol)# protocol-object protocol

protocol IP 1 254
udp IP

TCP UDP ICMP

hostname (config) # object-group protocol tcp_udp_icmp
hostname (config-protocol)# protocol-object tcp
hostname (config-protocol)# protocol-object udp
hostname (config-protocol)# protocol-object icmp

no

icmp  tcp

p.D-13

IPv6 IPv6
p.9-7

IPv4
IPv6

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname (config) # object-group network grp_id
grp_id 64
2
hostname (config-network) # description text
200
3
hostname (config-network) # network-object {host ip address | ip_address mask}
3 IP
hostname (config) # object-group network admins
hostname (config-network) # description Administrator Addresses
hostname (config-network) # network-object host 10.1.1.4
hostname (config-network) # network-object host 10.1.1.78
hostname (config-network) # network-object host 10.1.1.34
no
1

hostname (config) # object-group service grp_id {tecp | udp | tcp-udp}

grp_id 64

tcp udp tcp-udp
DNS 53 TCP
UDP tcp-udp

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname (config-service)# description text

200

hostname (config-service) # port-object {eq port | range begin port end port}

well-known
p.D-13

DNS TCP/UDP LDAP TCP RADIUS UDP

hostname (config) # object-group service servicesl tcp-udp
hostname (config-service)# description DNS Group

hostname (config-service) # port-object eq domain

hostname (config-service)# object-group service services2 udp
hostname (config-service) # description RADIUS Group

hostname (config-service) # port-object eq radius

hostname (config-service)# port-object eq radius-acct
hostname (config-service)# object-group service services3 tcp

hostname (config-service) # description LDAP Group
hostname (config-service) # port-object eq ldap

ICMP
ICMP

no
ICMP
1 ICMP
hostname (config) # object-group icmp-type grp id

grp_id 64
ICMP

hostname (config-icmp-type)# description text

200

Catalyst 6500 /Cisco 7600 Firewall Services Module
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3 ICMP
hostname (config-icmp-type)# icmp-object icmp_type

ICMP ICMP p.D-17

ping echo-reply echo ICMP

hostname (config)# object-group icmp-type ping
hostname (config-service) # description Ping Group
hostname (config-icmp-type)# icmp-object echo
hostname (config-icmp-type)# icmp-object echo-reply

p.10-13

hostname (config) # object-group {{protocol | network | icmp-type} grp id |
service grp id {tep | udp | tcp-udp}}

hostname (config-group_type)# group-object grp_ id

hostname (config) # object-group network eng

hostname (config-network) # network-object host 10.1.1.5
hostname (config-network) # network-object host 10.1.1.9
hostname (config-network) # network-object host 10.1.1.89

hostname (config-network) # object-group network hr
hostname (config-network) # network-object host 10.1.2.8
hostname (config-network) # network-object host 10.1.2.12

hostname (config-network) # object-group network finance

hostname (config-network) # network-object host 10.1.4.89
hostname (config-network) # network-object host 10.1.4.100
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3

1

hostname (config) # object-group network admin

hostname
hostname

(
(
(
(

ACE

admin

config-network) # group-object eng
config-network)# group-object hr
hostname (config-network) # group-object finance

hostname (config) # access-list ACL_IN extended permit ip object-group admin host
209.165.201.29

source_address mask

object-group grp_id

access-list {tcp | udp}

hostname (config) # access-list access_list_name [line line number]

operator port

protocol

ICMP icmp_type

[extended] {deny |

permit} {tcp | udp)} object-group nw grp_id [object-group svc_grp_id] object-group
nw_grp_id [object-group svc_grp_id]

hostname (config) #
209.165.201.29 eq
hostname (config) #
209.165.201.29 eq
hostname (config) #
209.165.201.29 eq
hostname (config) #
209.165.201.16 eq
hostname (config) #
209.165.201.16 eq
hostname (config) #
209.165.201.16 eq
hostname (config) #
209.165.201.78 eq
hostname (config) #
209.165.201.78 eq
hostname (config) #
209.165.201.78 eq
hostname (config) #
hostname (config) #

Web

access-list
www
access-list
www
access-list
www
access-list
www
access-list
www
access-list
www
access-list
www
access-list
www
access-list
www
access-list

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

ACL_IN

extended

extended

extended

extended

extended

extended

extended

extended

extended

extended

deny

deny

deny

deny

deny

deny

deny

deny

deny

permit ip any

tcp

tcp

tcp

tcp

tcp

tcp

tcp

tcp

tcp

host

host

host

host

host

host

host

host

host

access-group ACL_IN in interface inside

/Cisco 7600

Firewall Services Module

10.1.1.4 host

10.1.1.78 host

10.1.1.89 host

10.1.1.4 host

10.1.1.78 host

10.1.1.89 host

10.1.1.4 host

10.1.1.78 host

10.1.1.89 host

any

i Catalyst 6500
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Web 1 2

hostname (config) # object-group network denied

hostname (config-network) # network-object host 10.1.1.4
hostname (config-network) # network-object host 10.1.1.78
hostname (config-network) # network-object host 10.1.1.89

hostname (config-network) # object-group network web

hostname (config-network) # network-object host 209.165.201.29
hostname (config-network) # network-object host 209.165.201.16
hostname (config-network) # network-object host 209.165.201.78

hostname (config-network) # access-list ACL_IN extended deny tcp object-group denied
object-group web eq www

hostname (config)# access-list ACL_IN extended permit ip any any

hostname (config) # access-group ACL_IN in interface inside

hostname (config) # show object-group [protocol | network | service | icmp-type |
id grp_id]

show object-group

hostname# show object-group

object-group network ftp_servers
description: This is a group of FTP servers
network-object host 209.165.201.3
network-object host 209.165.201.4

object-group network TrustedHosts
network-object host 209.165.201.1
network-object 192.168.1.0 255.255.255.0
group-object ftp_servers

hostname (config) # no object-group grp id

hostname (config) # clear object-group [protocol | network | services | icmp-type]
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EtherType

hostname (config) # access-list access_list_name [line line number] remark text

access-list remark line
clear configure access-list access_list_name
100

ACE
- ACE

hostname (config)# access-list OUT remark - this is the inside admin address
hostname (config) # access-list OUT extended permit ip host 209.168.200.3 any
hostname (config)# access-list OUT remark - this is the hr admin address

hostname (config) # access-list OUT extended permit ip host 209.168.200.4 any
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ACE ACE
o p.10-21
. ACE p.10-22

1
hostname (config) # time-range name
2
time-range time-range absolute
periodic periodic absolute
absolute

hostname (config-time-range)# periodic days-of-the-week time to [days-of-the-week]
time

days-of-the-week

monday tuesday wednesday thursday friday saturday sunday
daily
weekdays
weekend
time hh:mm 8:00 8:00am 20:00 8:00p.m

hostname (config-time-range)# absolute start time date [end time date]

time hh:mm 8:00 8:00am 20:00 8:00p.m
date 1 january 2006

2006 1 1 8:00 a.m.

hostname (config) # time-range £for2006
hostname (config-time-range)# absolute start 8:00 1 january 2006

8:00 a.m. 6:00 p.m.

hostname (config) # time-range workinghours
hostname (config-time-range) # periodic weekdays 8:00 to 18:00
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ACE
ACE
hostname (config) # access-list access_list_name [extended] {deny |
permit} ... [time-range name]
access-list p.10-7
N
ACE time-range log
inactive ACE
inactive
Sales New_York_Minute

hostname (config) # access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New York Minute
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Webtype
. p.10-23
e ACE p.10-24
. p.10-25
ACE FWSM
106023

$XXX-106023: Deny protocol src [interface name:source_address/source port] dst
interface name:dest_address/dest_port [type {string}, code {code}] by access_group
acl_id

FWSM
106100
ACE

ACE

ACE

hostname (config)# access-list TEST deny ip any any log

access-list log
. 106023 106100
. 106023
106100

$XXX-n-106100: access-list acl_id {permitted | denied} protocol
interface name/source_address(source_port) -> interface_name/dest_address(dest_port)
hit-cnt number ({first hit | number-second interval})

106100 ACE FWSM
FWSM

FWSM 0
ACE FWSM
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|
ICMP
Catalyst 6500 Series Switch and Cisco 7600 Series Router
Firewall Services Module Logging Configuration and System Log Messages
ACE
ACE log
hostname (config) # access-list access_list_name [extended] {deny | permit}...[log
[[Ievel] [interval secs] | disable | default]]
access-list p.10-7
N
ACE time-range log
inactive ACE
inactive
log 106100
6 300
* level — 0o 7 6
e interval secs — 1 600 300
e disable —
e default — 106023 log

hostname (config)# access-list outside-acl permit ip host 1.1.1.1 any log 7 interval
600

hostname (config)# access-list outside-acl permit ip host 2.2.2.2 any

hostname (config)# access-list outside-acl deny ip any any log 2

hostname (config) # access-group outside-acl in interface outside

outside-acl ACE FWSM

$PIX-7-106100: access-1list outside-acl permitted tcp outside/1.1.1.1(12345) ->
inside/192.168.1.1(1357) hit-cnt 1 (first hit)

20
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Catalyst 6500

10

$PIX-7-106100: access-1list outside-acl permitted tcp outside/1.1.1.1(12345)->
inside/192.168.1.1(1357) hit-cnt 2 (600-second interval)

ACE FWSM

$PIX-2-106100: access-1list outside-acl denied ip outside/3.3.3.3(12345) ->
inside/192.168.1.1(1357) hit-cnt 1 (first hit)

20 5

$PIX-2-106100: access-1list outside-acl denied ip outside/3.3.3.3(12345) ->
inside/192.168.1.1(1357) hit-cnt 21 (300-second interval)

106100 ACE FWSM
FWSM  ACE
32K CPU
FWSM

FWSM

DoS FWSM

CPU
FWSM 106100

$XXX-1-106101: The number of ACL log deny-flows has reached limit (number) .

106101
FWSM 1
hostname (config) # access-list deny-flow-max number
number 1 4096 4096
106101

hostname (config)# access-list alert-interval secs

seconds 1 3600 300

[ oL-8123-01-J
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FWSM
EtherType 10
3 EtherType 2
FWSM IP
21
. p.11-2
J p.11-5
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2 FWSM

L
jm)

Catalyst 6500

L

/Cisco 7600

g';

[=

[=

Firewall Services Module

132945

FWSM
FWSM
FWSM
FWSM
FWSM
A
FWSM
FWSM
3 3
11-1
111
Web H—/3 :
209.165.200.225
|
a)
A
FWSM Lt
RER /\ /\ Eng
ACL&EE ACL ?&1:. ACL&EE .
any M5 any ~OFTH any i any DA any /™5 any ~OFFTE
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24
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hostname (config) # access-list INSIDE extended permit ip any any
hostname (config) # access-group INSIDE in interface inside
hostname (config) # access-list HR extended permit ip any any
hostname (config) # access-group HR in interface hr
hostname (config) # access-list ENG extended permit ip any any
hostname (config) # access-group ENG in interface eng
Web
11-1
NAT IP NAT IP p.10-3
11-2
Web H—/\ :
209.165.200.225
(=]
—
A—
J ~
ACL %18
209.165.201.4, 209.165.201.6. 209.165.201.8
M5 209.165.200.225 ~0D HTTP %A L.
TOMIRTEES
@ HR \ Eng@
\
ACL & ACL &fE ACL &S
any /5 any '\G)JF_I any i any A~ any h 5 any ~DFFA
k[:]l i[jl E]l ﬁ]l/tllj
‘--' ‘--i — —
10.1.1.14-> 209.165.201.4 = 10.1.3.34—> 209.165.201.8
RB2T 499 NAT A— 28T 494 NAT

10.1.2.67—> 209.165.201.6
AAT 499 NAT

132944
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hostname (config) # access-list INSIDE extended permit ip any any
hostname (config) # access-group INSIDE in interface inside

hostname (config) # access-list HR extended permit ip any any
hostname (config) # access-group HR in interface hr

hostname (config) # access-list ENG extended permit ip any any
hostname (config) # access-group ENG in interface eng

hostname (config) # access-list OUTSIDE extended permit tcp host 209.165.201.4
host 209.165.200.225 eq www

hostname (config) # access-list OUTSIDE extended permit tcp host 209.165.201.6
host 209.165.200.225 eq www

hostname (config) # access-list OUTSIDE extended permit tcp host 209.165.201.8
host 209.165.200.225 eq www

hostname (config) # access-group OUTSIDE out interface outside
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||
hostname (config) # access-group access_list _name {in | out} interface interface_name
[per-user-override]
EtherType 1
p.11-2
per-user-override
10.0.0.0
10.0.0.0
RADIUS p.15-8
per-user-override
EtherType BGP
IP 209.165.201.12 IP NAT
Web
hostname (config) # access-list ACL_OUT extended permit tcp any host 209.165.201.12 eq
www
hostname (config) # access-group ACL_OUT in interface outside
Web NAT
hr
hostname (config) # access-list ANY extended permit ip any any
hostname (config) # access-list OUT extended permit ip host 209.168.200.3 any
hostname (config) # access-list OUT extended permit ip host 209.168.200.4 any
hostname (config) # access-group ANY in interface inside
hostname (config) # access-group ANY in interface hr
hostname (config) # access-group OUT out interface outside
EtherType

hostname (config) # access-list ETHER ethertype permit ipx
hostname (config) # access-list ETHER ethertype permit bpdu
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside
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EtherType  FWSM

hostname (config)# access-list ETHER ethertype permit 0x1234
hostname (config) # access-list ETHER ethertype permit bpdu
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

hostname (config) # access-group ETHER in interface outside

EtherType 0x1256

config)# access-list nonIP ethertype deny 1256

config)# access-list nonIP ethertype permit any
config)# access-group ETHER in interface inside
config)# access-group ETHER in interface outside

hostname
hostname
hostname
hostname
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NAT

Network Address Translation NAT;

FWSM NAT
> FWSM  NAT
NAT p.7-8

o NAT p.12-2

o NAT p.12-16

. NAT PAT p.12-17

. NAT p.12-27

. PAT p.12-29

o NAT p.12-32

o NAT p.12-36
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W NAT
FWSM NAT
e NAT p.12-2
e NAT p.12-3
e NAT p.12-5
. NAT p.12-10
e NAT p.12-13
. NAT p.12-13
e NAT p.12-13
. p.12-14
e DNS NAT p.12-14
NAT
NAT
2
FWSM  NAT NAT
NAT
NAT
NAT
[p-6-2] NAT NAT [p.12-3]
~
NAT NAT
2
1
60 2 50 1
2
NAT
[p.D-2]
e NAT
° IP
)
NAT 20-1 p.20-5
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NAT ||
12-1 NAT 10.1.1.27
Web
10.1.1.27 209.165.201.10 Web
209.165.201.10 FWSM FWSM
209.165.201.10 10.1.1.1.27
12-1  NAT
Web H—/\
WWW. cisco com
209 165.201.2
S5/ v b ""' BTy b
i E‘ EHOREYHEL
10.1.2.27—> 209.165.201.10 209.165.201.10 >10.1.2.27

132925

hostname (config)# nat (inside) 1 10.1.2.0 255.255.255.0
hostname (config) # global (outside) 1 209.165.201.1-209.165.201.15

NAT
NAT NAT
NAT 12-2
122 NAT
FWSM
10.1.1.1 NAT7 209.165.201.1

10.1.2.1 NAT &L

132947

RED HHEB
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W NAT

NAT
NAT NAT
PAT
NAT 12-3
123  NAT
FWSM FWSM
10.1.1.1 209.165.201.1
>
10.1.1.1
10.1.2.1
LARJLE0 /LRI 50 L~JL 50 LAXJL 50 g
F1 508 8
NAT NAT PAT
NAT

12-4

12-4 NAT

209.165.202.129 10.1.1.50
209.165.202.129 [NAT % L 209.165.202.129 )
209.165.200.240
NAT NAT
NAT NAT
NAT
 NAT FWSM
show xlate
NAT
NAT NAT
NAT [p.12-32]
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NAT ||
NAT NAT p.12-16
S
NAT
NAT
NAT
NAT FWSM
p.4-3
NAT
NAT NAT Port
Address Translation PAT; NAT PAT
NAT NAT
NAT
. NAT p.12-5
e PAT p.l2-7
o NAT p.12-7
. PAT p.12-8
e NAT NAT p.12-9
NAT
NAT
FWSM
IP
IP
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Command Reference timeout xlate
NAT
FWSM
NAT PAT
12-5 FWSM
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W NAT

12-5

Web H—/3
WWW. example com

209 165.201.2

Py

10.1.2.27 —> 209.165.201.10

12-6

12-6

Web H—/3
WWW. example com

209 165.201.2

10.1.2.27

4

10.1.2.27

FWSM

209.165.201.10

Y

132951

Y

132950

Catalyst 6500

/Cisco 7600

Firewall Services Module
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NAT ||
NAT
PAT PAT
64,000
NAT PAT
PAT GRE 0 IP
PAT
NAT
p.20-2
PAT
PAT 1 IP FWSM
1024
10.1.1.1:1025 10.1.1.1:1026
30
PAT ACL
FWSM
NAT PAT
PAT
FWSM IP PAT PAT
NAT PAT
p.20-2
A
NAT
NAT
NAT PAT
NAT
NAT
NAT NAT NAT
NAT NAT
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W NAT

PAT

PAT TCP UDP
NAT

NAT

FTP VolP

FWSM
FTP HTTP SMTP

PAT 12-7

12-7 PAT

ZHROIY H L @

209.165.201.3:21 > 10.1.2.27

ZHOERYHEL
209.165.201.3:25 —> 10.1.2.29

ZHOmYEL
209.165.201.3:80 —> 10.1.2.28

_—
= SMTP H—/\
10.1.2.29

132933

10.1.2.28

hostname (config) # static (inside,outside) tcp 209.165.201.3 ftp 10.1.2.27 ftp netmask
255.255.255.255

hostname (config) # static (inside,outside) tcp 209.165.201.3 http 10.1.2.28 http
netmask 255.255.255.255

hostname (config)# static (inside,outside) tcp 209.165.201.3 smtp 10.1.2.29 smtp
netmask 255.255.255.255
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NAT ||
PAT well-known
Web 8080 80
8080
Web 6785
8080
NAT NAT
NAT NAT
NAT
NAT NAT NAT
NAT NAT
[p.20-2]
3 NAT
. NAT nat 0 — NAT
NAT
NAT
A
B NAT
NAT
NAT
NAT
NAT NAT
o NAT static — NAT
A NAT B
NAT
NAT
NAT NAT p.12-10
A
NAT B
e NAT nat 0 access-list —
NAT
NAT
NAT NAT
NAT
NAT
Catalyst 6500 /Cisco 7600 Firewall Services Module
| oL-8123-01-J .m



12 NAT
W NAT
NAT
NAT
NAT A
A B
B
FTP VolP
NAT FWSM
S
NAT NAT NAT NAT
NAT
NAT p.12-32
NAT NAT NAT
12-8 10.1.2.0/24 2
209.165.201.11 209.165.202.129
209.165.200.255 209.165.202.130
12-8 NAT
H—/\1 H—/\2
209.165.201.11 209.165.200.225
—_— —
209.165.201.0/27 ‘ ! ‘ 209.165.200.224/27
% £
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130
10.1.2.0/24
A RN _| G N 0]
ERT FLXR: |:L FEET FLR <
209.165.201.11 /| === _ 1\ 209.165.200.225 Q
10.1.2.27 2
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hostname (config) #
255.255.255.224

hostname (config) #
255.255.255.224

hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #

12-9

Telnet

12-9

NAT

access-list NET1 permit ip 10.1.2.0 255.255.255.0 209.165.201.0
access-list NET2 permit ip 10.1.2.0 255.255.255.0 209.165.200.224

nat (inside) 1 access-list NET1
global (outside) 1 209.165.202.129
nat (inside) 2 access-list NET2
global (outside) 2 209.165.202.130

10.1.2.0/24
Web Telnet
209.165.202.129
209.165.202.130

NAT

Web & Telnet —/\ :
209.165.201.11

i

10.1.2.27:80—> 209.165.202.129

zi
10.1.2.27:23 —>209.165.202.130

hostname (config) #

Web /345y +
NDBBET FLR :
209.165.201.11:80 /| =——

10.1.2.0/24

Telnet /45w b+
DIEET7 FLR :
209.165.201.11:23

132942

access-list WEB permit tcp 10.1.2.0 255.255.255.0 209.165.201.11

255.255.255.255 eq 80
hostname (config) # access-list TELNET permit tcp 10.1.2.0 255.255.255.0 209.165.201.11
255.255.255.255 eq 23

hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #

nat (inside) 1 access-list WEB

global (outside) 1 209.165.202.129
nat (inside) 2 access-list TELNET
global (outside) 2 209.165.202.130

Web

Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

W NAT

NAT NAT
NAT

12-10
209.165.201.0/27
NAT 209.165.200.224/27

12-10 NAT

209.165.201.11 209.165.200.225

| |
L] L)

—

— —

209.165.201.0/27

i
I--l=|
T — —

E:I EHAL
THROMYEL E‘ ¢
209.165.202.129

209.165.200.224/27

10.1.2.0/27

—

10.1.2.27

132939

hostname (config) # access-list NET1 permit ip 10.1.2.0 255.255.255.224 209.165.201.0

255.255.255.224
hostname (config)# static (inside,outside) 209.165.202.129 access-list NET1

NAT  SQL*Net NAT  SQL*Net
NAT
p.20-2

Catalyst 6500 ICisco 7600 Firewall Services Module
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| 12 NAT
NAT ||
NAT
NAT
NAT NAT
NAT NAT NAT
NAT p.12-3
NAT PAT IP
NAT NAT
NAT
p.6-8
N
NAT FWSM  VolP
Skinny SIP
H.323
p.20-2
NAT
FWSM NAT
1. NAT nat 0 access-list — NAT
NAT NAT
NAT
2. NAT PAT static —
NAT
3. NAT nat access-list —
4, NAT nat — NAT
NAT NAT
0.0.0.0
10.1.1.1
10.1.1.1 10.1.1.1
10.1.1.1
FWSM
NAT
FWSM nat global static
e nat —2K
e global —4K
e static —2K
FWSM NAT 3942 ACE
7272 ACE
Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

W NAT
FWSM
FWSM ARP
FWSM
PAT IP
FWSM ARP
OSPF
FWSM
FWSM
DNS NAT
DNS NAT
FWSM DNS
DNS ftp.example.com
ftp.example.com 10.1.3.14
209.165.201.10 FWSM
12-11 DNS
ftp.example.com
DNS
ftp.example.com DNS DNS
209.165.201.10 FWSM
DNS 10.1.3.14 DNS
ftp.example.com 209.165.201.10
)
DNS IP
FWSM  NAT RIP  OSPF
Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



| 12 NAT

12-11 DNS

DNS it ZEDZER
209.165.201.10 = 10.1.3.14

DNS &%
10.1.3.14

DNS 7 xT1)—
ftp.example.com?

DNS H—/\

a1 —4 ftp.example.com
10.1.3.14

RETA49Y

209.165.201.10

®

FTP 23K
10.1.3.14

FSURL—2 3 5% (S8R

132946

NAT | |

hostname (config)# static (inside,outside) 209.165.201.10 10.1.3.14 netmask

255.255.255.255 dns

ftp.example.com

12-12 Web DNS FWSM
DNS
DNS 209.165.20.10
ftp.example.com 10.1.2.56
DNS
Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT

W NAT

12-12 DNS NAT

ftp.example.com
209.165.201.10
AET4vY9 b UAL—YavE (RED
10.1.2.56

209.165.201.10

DNS 7/ x1)—
ftp.example.com?

BET KL RZEH
10.1.2.56 —> 209.165.201.10

DNS iEDERE
209.165.201.10 > 10.1.2.56

@

10.1.2.56

DNS &
10.1.2.56

10.1.2.27

132924

hostname (config)# static (outside,inside) 10.1.2.56 209.165.201.10 netmask
255.255.255.255 dns

NAT

NAT NAT
NAT p.12-3

NAT

hostname (config) # nat-control

NAT no

Catalyst 6500 ICisco 7600 Firewall Services Module
m. 0L-8123-01-J |



| 12 NAT

Catalyst 6500

10.1.2.27—> 209.165.201.3| ==

NAT 1: 10.1.2.0/24

|[:::]l
4
—

10.1.2.27

132929

hostname (config)# nat (inside) 1 10.1.2.0 255.255.255.0
hostname (config) # global (outside) 1 209.165.201.3-209.165.201.10

/Cisco 7600 Firewall Services Module

NAT PAT | |
NAT PAT
° NAT PAT p.12-17
. NAT PAT p.12-23
NAT PAT
NAT PAT nat
global
PAT NAT ID
nat global 12-13
12-13 NAT ID
Web H—/\ :
WWW.Cisco.com
.======!
4’ a—s3\)L 1: 209.165.201.3 ~
—— 209.165.201.10
%

[ oL-8123-01-J



12 NAT |

| NAT PAT
NAT ID 1 nat
global
DMZ NATID 1
nat ID1
global DMz
PAT
12-14
12-14 NAT
Web H—/1\ :

WWW.CiSCo.com

i
10.1.1.15—>209.165.201.4

4 a—/3)L 1: 209.165.201.3 ~
209.165.201.10

== —

E:I NAT 1: 10.1.1.0/24 |:||

- | DMZ —
10.1.2.27—> 200.165.201.3 | E==3 104115

NAT 1: 10.1.2.0/24

l
4

132930

4

10.1.2.27

hostname (config)# nat (inside) 1 10.1.2.0 255.255.255.0
hostname (config)# nat (dmz) 1 10.1.1.0 255.255.255.0
hostname (config) # global (outside) 1 209.165.201.3-209.165.201.10

Catalyst 6500 ICisco 7600 Firewall Services Module
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| 12 NAT
NAT PAT
NAT ID global 1
ID 1 DMz global
nat DMz
DMZ ID1
nat DMz global
12-15
12-15 NAT
Web H—/\ :
WWW.CiSco.com
|
[=])
—_—
il
10.1.1.15—> 209.165.201.4
4’ a—s3\)L 1: 209.165.201.3 ~
209.165.201.10
f;=_—'=.| NAT 1: 10.1.1.0/24 —_—
5 a—/3L1:10.1.123 I
i I:EI’ DMZ [::]’
10.1.2.27—> 209.165.201.3 E 10.1.1.15
NAT 1: 10.1.2.0/24
10.1.2.27—> 10.1.1.23:2024
|
L)
_ g’\l’
10.1.2.27 T
hostname (config)# nat (inside) 1 10.1.2.0 255.255.255.0
hostname (config)# nat (dmz) 1 10.1.1.0 255.255.255.0
hostname (config)# global (outside) 1 209.165.201.3-209.165.201.10
hostname (config) # global (dmz) 1 10.1.1.23
Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT
[ | NAT PAT
NAT ID
2 nat
2 NAT ID 2 ID
global 2 A
IP A B
B 12-16 NAT
nat
12-16 NAT ID
Web H—/\ :
WWW.Cisco.com

£ a—s3)L 1: 209.165.201.3 ~
209.165.201.10

' Ba—/3)L 2: 209.165.201.11

2§

192.168.1.14 —> 209.165.201.11:4567

g{

10.1.2.27—> 209.165.201.3

NAT 1: 10.1.2.0/24
NAT 2: 192.168.1.0/24

hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #

/Cisco 7600

132927

192.168.1.14

nat (inside) 1 10.1.2.0 255.255.255.0

nat (inside) 2 192.168.1.0 255.255.255.0

global (outside) 1 209.165.201.3-209.165.201.10
global (outside) 2 209.165.201.11

Firewall Services Module

i Catalyst 6500

OL-8123-01-J |



| 12 NAT

Catalyst 6500

NAT ID
FWSM

NAT global

12-17 NAT

PAT

NAT PAT
global
NAT  global
PAT  global
NAT NAT
PAT
PAT global 1 PAT
64,000 PAT PAT
12-17
Web H—/\ :

WWW.cisco.com

%

10.1.2.27—> 209.165.201.3

a&:

10.1.2.28 > 209.165.201.4

/Cisco 7600

g

10.1.2.29—> 209.165.201.5:6096

NAT1 10.1.2.0/24

_____4

Firewall Services Module

101227 E' 101229

_____4

132928

10.1.2.28

hostname (config)# nat (inside) 1 10.1.2.0 255.255.255.0
hostname (config)# global (outside) 1 209.165.201.3-209.165.201.4
hostname (config) # global (outside) 1 209.165.201.5

[ oL-8123-01-J



12 NAT |

NAT

PAT
NAT NAT nat outside
DMZ
outside nat
NAT ID
12-18 NAT DMZ
static
12-18 NAT NAT
|
()
—
il
10.1.1.15—> 209.165.201.4
4£'a—/\)L 1: 209.165.201.3 ~
209.165.201.10

= A

NAT 1: 10.1.1.0/24 |

Ed oz )

N . E 10.1.1.15
2 a—/\)L1:10.1.2.30 ~ _ -
10.1.2.40 ABTF 4 v Y5 DMZ: 10.1.2.27
—>10.1.1.5

i
@ 10.1.1.15—>10.1.2.30
EH|OEYEL
i 10.1.1.5—> 10.1.2.27
.
—

10.1.2.27

132940

hostname (config)# nat (dmz) 1 10.1.1.0 255.255.255.0 outside

hostname (config)# nat (dmz) 1 10.1.1.0 255.255.255.0

hostname (config)# static (inside,dmz) 10.1.2.27 10.1.1.5 netmask 255.255.255.255
hostname (config) # global (outside) 1 209.165.201.3-209.165.201.4

hostname (config) # global (inside) 1 10.1.2.30-1-10.1.2.40

nat IP
NAT NAT ID global
static
NAT NAT
outside nat NAT
NAT static

Catalyst 6500 ICisco 7600 Firewall Services Module
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| 12 NAT
NAT PAT ||
NAT PAT
NAT PAT
NAT PAT NAT
PAT
12-19 NAT NAT
global
12-19 NAT
FWSM
10.1.1.1 209.165.201.1
'
10.1.1.2 209.165.201.2
'
3
8
12-20 PAT NAT
global
12-20 PAT
FWSM
10.1.1.1:1025 209.165.201.1:2020 >
10.1.1.1:1026 209.165.201.1:2021 >
10.1.1.2:1025 209.165.201.1:2022 >
2
A& /S ER &
NAT NAT p.12-5 PAT
PAT p.12-7
A
NAT NAT
clear xlate
NAT PAT
Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

| NAT PAT
1
. NAT
hostname (config) # nat (real_interface) nat_id access-list acl_name [dns] [outside]
[[tep] tcp_max_conns [emb_limit]] [udp udp_max conns] [norandomseq]
nat 10.1.1.0
10.1.11
NAT NAT

access-list acl_name —

access-list
[p.10-7] permit ACE
€q
NAT inactive time-range
ACE NAT
nat id—1 65535 NAT ID  global NAT ID
NAT ID NAT PAT
p.12-17 0 NAT NAT
NAT [p.12-34]
dns — DNS nat
DNS
DNS
DNS
DNS
static
DNS NAT [p.12-14]
outside — global
outside NAT
NAT
tcp tcp_max_conns — TCP 65,536
0
emb_limit — 65,536 0
emb_limit tcp tcp_max_conns
tcp_max_conns emb_limit
tcp_max_conns 0
DoS FWSM
TCP TCP SYN
TCP SYN SYN
IP SYN
SYN SYN
FWSM SYN
SYN-ACK FWSM ACK
udp udp_max_conns — uDP 65,536
0

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 12 NAT

NAT PAT ||
norandomseq — TCP Initial Sequence Number ISN
TCP
TCP 2 Initial Sequence Number ISN 1
1 FWSM /
ISN ISN
ISN
S
Modular Policy Framework
p.19-2
NAT
FWSM
TCP FWSM
TCP
. NAT
hostname (config) # nat (real_interface) nat_id real_ip [mask [dns] [outside]
[[tep] tcp_max _conns [emb_limit]] [udp udp_max_conns] [norandomseq] ]
nat id 1  2,147,483,647 NAT ID  global NAT ID
NAT ID NAT PAT
p.12-17 0 NAT
NAT NAT p.12-32
NAT

hostname (config)# global (mapped_interface) nat_id {mapped ipl[-mapped ip]l}

NAT ID nat NAT ID
PAT
192.168.1.1-192.168.2.254
10.1.1.0/24

nat

NAT

hostname (config)# nat (inside) 1 10.1.1.0 255.255.255.0
hostname (config) # global (outside) 1 209.165.201.1-209.165.201.30

NAT

NAT PAT

hostname (config)# nat (inside) 1 10.1.1.0 255.255.255.0
hostname (config) # global (outside) 1 209.165.201.5
hostname (config) # global (outside) 1 209.165.201.10-209.165.201.20

Catalyst 6500 /Cisco 7600

Firewall Services Module
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12 NAT |

[ | NAT PAT

DMZ
10.1.1.0

hostname (config)# nat (dmz) 1 10.1.2.0 255.255.255.0 outside dns
hostname (config) # global (inside) 1 10.1.1.45

NAT 1 2
12-8 p.12-10

hostname (config) # access-list NET1 permit ip 10.1.2.0 255.255.255.0 209.165.201.0
255.255.255.224

hostname (config) # access-list NET2 permit ip 10.1.2.0 255.255.255.0 209.165.200.224
255.255.255.224

hostname (config) # nat (inside) 1 access-1list NET1 tcp 0 2000 udp 10000

hostname (config) # global (outside) 1 209.165.202.129

hostname (config) # nat (inside) 2 access-list NET2 tcp 1000 500 udp 2000

hostname (config) # global (outside) 2 209.165.202.130

NAT 1 /
12-9 p.12-11

hostname (config) # access-list WEB permit tcp 10.1.2.0 255.255.255.0 209.165.201.11
255.255.255.255 eq 80

hostname (config) # access-list TELNET permit tcp 10.1.2.0 255.255.255.0 209.165.201.11
255.255.255.255 eq 23

hostname (config) # nat (inside) 1 access-list WEB

hostname (config) # global (outside) 1 209.165.202.129

hostname (config)# nat (inside) 2 access-list TELNET

hostname (config) # global (outside) 2 209.165.202.130

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 12 NAT

NAT ||
12-21 NAT
static
12-21 NAT
FWSM

10.1.11 209.165.201.1
< 7 '

10.1.1.2 ; 209.165.201.2
< Z '

RER 7 HhER &
2 static
global
static
NAT NAT p.12-7
~
static
clear local-host
clear xlate
static nat global
clear xlate
NAT
o NAT

hostname (config)# static (real_interface,mapped_interface) mapped_ip
access-list acl name [dns] [[tep] tcp_max conns [emb_limit]] [udp udp_max_conns]

[norandomseq]
access-list
[p.10-7] permit ACE
€q
NAT inactive time-range ACE NAT
NAT p.12-10
10.1.1.0 255.255.255.0 FWSM .0
.255

NAT PAT p.12-23

Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

[ | NAT

NAT

hostname (config)# static (real_interface,mapped_interface) mapped_ip real_ ip

[netmask mask] [dns]

[norandomseq]

hostname (config) #

255.255.255.224

hostname (config) #

255.255.255.224

hostname (config) # static
hostname (config) # static

IP

hostname (config) # static

255.255.255.255

hostname (config) # static

255.255.255.255

hostname (config) # static

/Cisco 7600

access-

access-

[[tep] tcp max_conns [emb _limit]] [udp udp_max conns]

NAT

NAT 1
12-8 [p.12-10]

list NET1 permit
list NET2 permit

(inside, outside)
(inside, outside)

10.1.1.3

(inside, outside)

209.165.201.15

PAT p.12-23

ip host

ip host

209.165.
209.165.

IP

209.165.

10.1.2.27 209.165.201.0
10.1.2.27 209.165.200.224

202.129 access-list NET1
202.130 access-list NET2

209.165.201.12

201.12 10.1.1.3 netmask

10.1.1.6

(outside, inside) 10.1.1.6 209.165.201.15 netmask

(inside,dmz) 10.1.1.0 10.1.2.0 netmask 255.255.255.0

Firewall Services Module

i Catalyst 6500
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| 12 NAT

PAT ||
PAT IP IP
12-22 PAT
static
12-22 PAT
FWSM
10.1.1.1:23 209.165.201.1:23
< Z >
10.1.1.2:8080 ; 209.165.201.2:80
< Z >
NER 7 HHER &
FTP VolP
FWSM
2 static
global
static
PAT PAT p.12-8
~
static
clear local-host
clear xlate
static nat global
clear xlate
PAT
. PAT

hostname (config) # static (real_interface,mapped_interface) {tcp | udp} mapped ip
mapped_port access-list acl_name [dns] [[tcp] tcp _max conns [emb_limit]]
[udp udp max_conns] [norandomseq]

access-list
[p.10-7]
static tcp
tep eq
permit ACE
NAT inactive
time-range ACE NAT

Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

[ | PAT

10.1.1.0 255.255.255.0 FWSM .0
.255
NAT PAT p.12-23
. PAT

hostname (config) # static (real_ interface,mapped_interface) {tecp | udp} mapped ip

mapped_port real_ ip real_ port [netmask mask] [dns] [[tcp] tcp_max conns

[emb_1imit]] [udp udp_max_ conns] [norandomseq]

NAT PAT p.12-23
10.1.3.0 FWSM 10.1.2.14

Telnet 10.1.1.15

hostname (config) # access-list TELNET permit tcp host 10.1.1.15 eq telnet 10.1.3.0
255.255.255.0 eq telnet
hostname (config) # static (inside,outside) tcp 10.1.2.14 telnet access-list TELNET

10.1.3.0 FWSM 10.1.2.14 HTTP
10.1.1.15

hostname (config) # access-list HTTP permit tcp host 10.1.1.15 eq http 10.1.3.0
255.255.255.0 eq http
hostname (config) # static (inside,outside) tcp 10.1.2.14 http access-list HTTP

FWSM 10.1.2.14 10.1.1.15 Telnet

hostname (config) # static (inside,outside) tcp 10.1.2.14 telnet 10.1.1.15 telnet
netmask 255.255.255.255

Telnet
static
Telnet nat global
PAT
hostname (config) # static (inside,outside) tcp 10.1.2.14 telnet 10.1.1.15 telnet
netmask 255.255.255.255
hostname (config)# nat (inside) 1 10.1.1.15 255.255.255.255
hostname (config) # global (outside) 1 10.1.2.14
Telnet
Telnet
Telnet static
Telnet nat nat

nat

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 12 NAT

PAT

Telnet static Telnet
nat

hostname (config) # static (inside,outside) tcp 10.1.2.14 telnet 10.1.1.15 telnet
netmask 255.255.255.255

hostname (config)# nat (inside) 1 10.1.1.15 255.255.255.255

hostname (config) # global (outside) 1 10.1.2.14

hostname (config)# nat (inside) 2 10.1.1.0 255.255.255.0

hostname (config) # global (outside) 2 10.1.2.78

well-known 80 8080

hostname (config) # static (inside,outside) tcp 10.1.2.45 80 10.1.1.16 8080 netmask
255.255.255.255

Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |
W NAT
NAT NAT NAT
NAT NAT NAT
NAT NAT
NAT p.12-9
. NAT p.12-32
. NAT p.12-33
o NAT p.12-34
NAT
NAT IP IP
NAT
12-23 NAT
12-23 NAT
FWSM
209.165.201.1 7 209.165.201.1 »
209.165.201.2 ; 209.165.201.2 )
&/ H4HER 2
S
NAT NAT
clear xlate
NAT
hostname (config) # nat (real_interface) 0 real ip [mask [dns] [outside]
[[tep] tcp_max conns [emb _limit]] [udp udp_max conns] [norandomseq] ]
NAT PAT p.12-23
10.1.1.0/24 NAT
hostname (config)# nat (inside) 0 10.1.1.0 255.255.255.0
Catalyst 6500 ICisco 7600 Firewall Services Module
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| 12 NAT

NAT ||
NAT
NAT IP IP
NAT NAT NAT
NAT
NAT NAT [p.12-10]
A
NAT B
12-24 NAT
12-24 NAT
FWSM
209.165.201.1 7 209.165.201.1
>
209.165.201.2 ; 209.165.201.2
Z '
RE 7/ HHER 8
~
static
clear local-host
clear xlate
static nat global
clear xlate
NAT
NAT
hostname (config) # static (real interface,mapped_interface) real_ip access-list
acl_id [dns] [[tep] tcp_max conns [emb_limit]] [udp udp_max_conns] [norandomseq]
access-list
[p.10-7] permit ACE
real_ip
NAT inactive time-range ACE NAT
NAT  p.12-10
NAT PAT p.12-23
NAT
hostname (config) # static (real interface,mapped_interface) real_ ip real_ ip
[netmask mask] [dns] [[tecp] tcp max_conns [emb _limit]] [udp udp_max_ conns]
[norandomseq]
real_ip IP
NAT PAT p.12-23
Catalyst 6500 /Cisco 7600 Firewall Services Module
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12 NAT |

H NAT
NAT
IP 10.1.1.3
hostname (config) # static (inside,outside) 10.1.1.3 10.1.1.3 netmask 255.255.255.255
NAT
209.165.201.15
hostname (config)# static (outside,inside) 209.165.201.15 209.165.201.15 netmask
255.255.255.255
hostname (config) # static (inside,dmz) 10.1.2.0 10.1.2.0 netmask 255.255.255.0
NAT
NAT
hostname (config) # access-list NET1 permit ip host 10.1.2.27 209.165.201.0
255.255.255.224
hostname (config) # access-list NET2 permit ip host 10.1.2.27 209.165.200.224
255.255.255.224
hostname (config) # static (inside,outside) 10.1.2.27 access-list NET1
hostname (config)# static (inside,outside) 209.165.202.130 access-list NET2
NAT
NAT
NAT NAT
NAT
NAT NAT NAT
NAT
12-25 NAT
12-25 NAT
FWSM
209.165.201.1 7 209.165.201.1
< '
209.165.201.2 ; 209.165.201.2
< >
%4 ;
I
RNE /4 ER e
~
NAT NAT

clear local-host

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 12 NAT

NAT ||
NAT
hostname (config) # nat (real_interface) 0 access-list acl_name [outside] [[tcp]
tcp_max_conns [emb_limit]] [udp udp_max conns] [norandomseq]
access-list [p.10-7]

permit ACE  deny ACE
NAT
NAT inactive time-range ACE
NAT
NAT PAT p.12-23
NAT nat outside
NAT NAT
NAT NAT

hostname (config)# access-list EXEMPT permit ip 10.1.2.0 255.255.255.0 any
hostname (config) # nat (inside) 0 access-1list EXEMPT

DMZ NAT DMZ

hostname (config)# nat (dmz) 1 10.1.2.0 255.255.255.0 outside dns

hostname (config) # global (inside) 1 10.1.1.45

hostname (config)# access-list EXEMPT permit ip 10.1.3.0 255.255.255.0 any
hostname (config) # nat (dmz) 0 access-list EXEMPT

hostname (config) # access-list NET1 permit ip 10.1.2.0 255.255.255.0 209.165.201.0
255.255.255.224

hostname (config) # access-list NET1 permit ip 10.1.2.0 255.255.255.0 209.165.200.224
255.255.255.224

hostname (config)# nat (inside) 0 access-list NET1

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



12 NAT

W NAT

NAT

12-26

12-26

192.168.100.2

NAT

p.12-36

p.12-37

FWSM

MR
192.168.100.0/24

192.168.100.1

/

192.168.100.3

192.168.100.2

|
DJ
7

dmz
192.168.100.0/24

192.168.100.3

l
EJ
—4

132931

2 192.168.100.0/24
NAT DMZ
FWSM
NAT
DMZ NAT
DMZ
NAT
2 DMz
10.1.1.0/24
1 DMZ 192.168.100.0/24  10.1.2.0/24
hostname (config)# static (inside,dmz) 10.1.2.0 192.168.100.0 netmask 255.255.255.0
Catalyst 6500 ICisco 7600 Firewall Services Module
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NAT

2 DMz DMZ 192.168.100.0/24  10.1.3.0/24

hostname (config)# static (dmz,inside) 10.1.3.0 192.168.100.0 netmask 255.255.255.0

3 FWSM DMZ

hostname (config)# route dmz 192.168.100.128 255.255.255.128 10.1.1.2 1
hostname (config)# route dmz 192.168.100.0 255.255.255.128 10.1.1.2 1

FWSM FWSM
192.168.100.0/24 DMZ
10.1.1.2

DMZ

DMZ 192.168.100.2 192.168.100.2

1. DMZ 192.168.100.2 IP 10.1.2.2
2. FWSM 192.168.100.2 10.1.3.2

3. 10.1.2.2 192.168.100.2

12-27

12-27 PAT

Telnet H—/\
10.1.1.6

10.1.1.3 10.1.1.1 209.165.201.25

5MER

‘ ‘
132932

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W NAT

e IP 209.165.201.5 Telnet 10.1.1.6

e IP 209.165.201.5 FTP 10.1.1.3

e FWSM IP 209.165.201.5 HTTP 10.1.1.5

e PAT 209.165.201.15 HTTP 8080 10.1.1.7 80
1 PAT

hostname (config)# nat (inside) 1 0.0.0.0 0.0.0.0 0 O
hostname (config) # global (outside) 1 209.165.201.15

2 209.165.201.5 Telnet 10.1.1.6

hostname (config) # static (inside,outside) tcp 209.165.201.5 telnet 10.1.1.6 telnet
netmask 255.255.255.255

3 IP 209.165.201.5 FTP 10.1.1.3

hostname (config)# static (inside,outside) tcp 209.165.201.5 ftp 10.1.1.3 ftp netmask
255.255.255.255

4 FWSM HTTP 10.1.1.5

hostname (config) # static (inside,outside) tcp interface www 10.1.1.5 www netmask
255.255.255.255

5 PAT 209.165.201.15 8080 HTTP 10.1.1.7 80

hostname (config) # static (inside,outside) tcp 209.165.201.15 8080 10.1.1.7 www netmask
255.255.255.255

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM 2 FWSM

1 1
. p.13-2
. p.13-21
i p.13-42

p.B-20
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2 FWSM

FWSM / /

o p.13-2

. p.13-3

. p.13-4

o p.13-8

. / / p.13-9
. p.13-17

o p.13-18

FWSM

. p.13-2
o p.13-2

Version 3.1(1) Version 3.1(2)
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2

o p.13-3
o p.13-4

2
e Hello
e MAC

VLAN VLAN
VLAN VLAN ping
ARP
N
IP MAC
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VLAN IP
N
IP MAC
FWSM 2
J p.13-4
o p.13-5
FWSM FWSM
p.13-5
FWSM VLAN
13-1

Catalyst 6500 ICisco 7600 Firewall Services Module
m. 0L-8123-01-J |



Catalyst 6500

13-1
A58 —
cv bk
VLAN 100
AAYF
VLAN 200
FO9T47 AR NA

i
——
1 —

FWSM | 7 z—J)LA—s3—VLAN 10

B v &
VLAN 201
PR "
FWSM
FWSM
FWSM 2
VLAN
VLAN
VLAN hello
/Cisco 7600 Firewall Services Module
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13-2 FWSM 2
FWSM VLAN VLAN10 11
~
FWSM
FWSM
13-2
VLAN 100
AAYF AAYF
749 T47 |VLAN 200 Tz—)F—N—| RBINA
FWSM I FWSM

i ——
——
I —

kS0

VLAN 10 E==/
7 (

VLANs 10 & 11

Bt &R P
VLAN 203

VLAN 202 &

o S

132920

RER
VLAN 201 o J

/Cisco 7600

Firewall Services Module
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FWSM FWSM
VLAN 13-3
13-3  FWSM
VLAN 100
AAYF AAYF
=p | VLAN 200 TI—NWA—N—=| 55,5
gLy | R _| _Fwsm
FWSM f"" kSoh VLAN 10 S=5
17 N : I
VLAN 10 & 11
@ VLAN 11 ‘
Ny '—
/,;—n
VLAN 203 R HMiERFg

Catalyst 6500

Erd

VLAN 202
S )

VLAN 201\\WJJ

Firewall Services Module

/Cisco 7600

132921
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FWSM
FWSM 13-4
134
VLAN 100
VLAN 200
SR IS . TOT147
A ' __| _Fwsm
L RIYY : =-_-=i=
AT ERFY
VLAN 203
/{77\
e
&7 VAN 202
“_._ " _J VLAN 201 8
BPDU
BPDU FWSM
BPDU
p.A-2
FWSM BPDU EtherType ACL EtherType
p.10-10
FWSM
2 VLAN FWSM
13-5 BPDU
VLAN 200 VLAN 201 BPDU
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| |
13-5
’ VLAN 200
‘ Jx—)LA—/A—VLAN10 |
FTOT47 FOT147
FWSM FWSM
AT— bk VLAN 11
VLAN 201 @
?
/ /
. / p.13-9
. / p.13-13
. p.13-17
/
/
. / p.13-9
. / / p.13-10
o p.13-10
. p.13-11
. p.13-11
o p.13-12
/
/ FWSM
IP IP
MAC
IP IMAC MAC/IP
ARP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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S
FWSM
/ /
2
IP
J MAC 1P
MAC MAC
N
IP
MAC
MAC MAC
FWSM Beginning configuration
replication: Sending to mate End Configuration
Replication to mate
Catalyst 6500 ICisco 7600 Firewall Services Module
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||
write standby
write standby
1 write standby
. write memory
L]
write memory all
S
mode
FWSM ***x% WARNING **** Configuration Replication is

NOT performed from Standby module to Active module. Configurations are no longer

synchronized.

o no failover active
failover active

Catalyst 6500 /Cisco 7600 Firewall Services Module
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13-1

131

hello
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/
/
. / p.13-13
. / / p.13-13
. p.13-14
. p.13-14
. p.13-15
. p.13-16
/
/ FWSM
/ FWSM
/ FWSM
1
FWSM 2
1
1
/
/
MAC
MAC IP
MAC
IP
N
/ /
/ /
1 1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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1
1
S
FWSM FWSM
/
/
preempt
[ )
e no failover active
. preempt
[ )
N
Catalyst 6500 ICisco 7600 Firewall Services Module
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mode

write standby
/ write standby

e write standby FWSM

e write standby

write memory copy running-config startup-config

. no failover active failover active

¢ no failover active group group_id

Catalyst 6500 /Cisco 7600 Firewall Services Module
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p.13-18

13-2

13-2 /

preempt

Catalyst 6500 ICisco 7600 Firewall Services Module
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13-2
FWSM FWSM
FWSM /
FWSM
FWSM
/
/
13-3
13-3
/
FWSM
. p.13-18
o p.13-18
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e NAT
e TCP
e UDP
e ARP

o HTTP HTTP
* ISAKMP IPSec SA
« GTPPDP

e HTTP HTTP

. uauth

N
Cisco IP SoftPhone
IP SoftPhone CallManager
CTIQBE IP SoftPhone
CallManager CallManager
FWSM FWSM
. p.13-19
. p.13-19
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FWSM

hello

ARP
FWSM FWSM
¢ FWSM
e FWSM
e FWSM
S
failover reset
250 1

hello

1. / —
FWSM
2. — 5
ARP

3. ARP — ARP 2 1

ARP

5
ARP
ping
4. ping — ping
5
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Unknown

FWSM

failover reset

Catalyst 6500 /Cisco 7600 Firewall Services Module
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. / p.13-21
. / p.13-26
. / p.13-31
. p.13-32
/
/
o p.13-21
. / p.13-21
. / p.13-25
p.B-20
N
mode
/
/
. p.13-22
o p.13-24
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FWSM 1P

hostname (config-if)# ip address active addr netmask standby standby_addr

changeto context
hostname/context (config-if)# context

2
hostname (config)# failover lan unit primary
3
a.
hostname (config) # failover lan interface if name vlan vlan
if_name vlan
b. IP IP
hostname (config)# failover interface ip if_name ip_addr mask standby ip_addr
IP IP
IP MAC
IP
IP
Catalyst 6500 ICisco 7600 Firewall Services Module
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4
a.
hostname (config)# failover link if name [vlan vlan]
S
if_name
if_name vlan
b IP IP
>
IP IP
hostname (config) # failover interface ip if name ip addr mask standby ip addr
IP IP
IP MAC
IP
IP
5
hostname (config)# monitor-interface interface_name
FWSM 250
A
changeto context
hostname/context (config) # context
6
hostname (config)# failover
7

hostname (config) # write memory

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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write memory all

2
failover lan unit

1
a.
hostname (config) # failover lan interface if name vlan vlan
if_name vlan
b. IP IP
hostname (config) # failover interface ip if name ip addr mask standby ip addr
S
2
hostname (config)# failover lan unit secondary
N
3
hostname (config)# failover
Beginning Configuration replication: Sending to mate End Configuration Replication to mate
Catalyst 6500 ICisco 7600 Firewall Services Module
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4
hostname (config) # write memory
/
. HTTP p.13-25
o p.13-25
. p.13-25
HTTP
HTTP HTTP
HTTP HTTP
HTTP
HTTP
hostname (config) # failover replication http
FWSM
hello
hostname (config) # failover polltime interface seconds
hostname (config) # failover polltime seconds
50%
Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname (config) # failover interface-policy num[%]

num 1 250
num 1 100
/
/
. p.13-26
. / p.13-26
. / p.13-30
p.B-20
S
mode
/
/
. p.13-27
. p.13-28
Catalyst 6500 ICisco 7600 Firewall Services Module
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1
a.
hostname (config)# failover lan unit primary
b.
hostname (config) # failover lan interface if name vlan vlan
if_ name vlan
C. IP IP
hostname (config)# failover interface ip if_name ip_addr mask standby ip_addr
IP IP
IP
IP
1P IP
2
a.
hostname (config)# failover link if name [vlan vlan]
if_name vlan
A
if_name
b IP IP
>
IP IP
hostname (config)# failover interface ip if_name ip_addr mask standby ip_addr
IP IP
IP
P IP
Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J



13 |

failover group

primary secondary

2

hostname (config)# failover group 1
hostname (config-fover-group) # primary
hostname (config-fover-group) # exit
hostname (config)# failover group 2
hostname (config-fover-group) # secondary
hostname (config-fover-group) # exit

4 join-failover-group
1
1
hostname (config) # context context_name
hostname (config-context)# join-failover-group {1 | 2}
5
hostname (config)# failover
6
hostname (config) # changeto context context_name
hostname (config) # monitor-interface interface name
FWSM 250

Catalyst 6500 /Cisco 7600 Firewall Services Module
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a.
hostname (config) # failover lan interface if name vlan vlan
if_name vlan
b. IP IP
hostname (config) # failover interface ip if name ip addr mask standby ip addr
S
IP IP
2
hostname (config)# failover lan unit secondary
S
3
hostname (config)# failover
Beginning Configuration replication: Sending to mate End Configuration Replication to mate
4
hostname (config) # write memory
5

hostname# no failover active group group_id

group_id

Catalyst 6500 /Cisco 7600 Firewall Services Module
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/
/
1

. p.13-30

. HTTP p.13-30

o p.13-31

o p.13-31

preempt
preempt
hostname (config) # failover group {1 | 2}
hostname (config-fover-group) # preempt [delay]
delay
HTTP
HTTP HTTP HTTP
HTTP
HTTP replication http
HTTP
HTTP

HTTP

hostname (config) # failover group {1 | 2}
hostname (config-fover-group)# replication http

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hello
hostname (config) # failover group {1 | 2}
hostname (config-fover-group) # polltime interface seconds
hello
hostname (config) # failover polltime seconds
50%
hostname (config) # failover group {1 | 2}
hostname (config-fover-group) # interface-policy num[%]
num 1 250
num 1 100
16
FWSM
VPN
FWSM VPN
/ /

hostname (config) # failover key {secret | hex key}

Catalyst 6500 /Cisco 7600 Firewall Services Module
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secret
63 hex key 16
32 16 0 9 a f
~
failover key
. p.13-32
o p.13-40
o p.13-41
. p.13-41
show
failover
/
. p.13-33
. p13-37
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

/ show failover
13-4

hostname# show failover

Failover On
Failover unit Primary
Failover LAN Interface: fover Vlan 100 (up)
Unit Poll frequency 1 seconds, holdtime 3 seconds
Interface Poll frequency 15 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
failover replication http
Last Failover at: 22:44:03 UTC Dec 8 2004
This host: Primary - Active
Active time: 13434 (sec)
Interface inside (10.130.9.3): Normal
Interface outside (10.132.9.3): Normal
Other host: Secondary - Standby Ready
Active time: 0 (sec)
Interface inside (10.130.9.4): Normal
Interface outside (10.132.9.4): Normal

Stateful Failover Logical Update Statistics
Link : fover V1anl00 (up)

Stateful Obj xmit xerr rcv rerr
General 1950 0 1733 0
sys cmd 1733 0 1733 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 6 0 0 0
UDP conn 0 0 0 0
ARP tbl 106 0 0 0
Xlate_Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 2 1733
Xmit Q: 0 2 15225
/Cisco 7600 Firewall Services Module
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show failover

/
/
13-4
Failover On
Last Failover at: 04:03:11 UTC Jan 4 2003
This context: Negotiation
Active time: 1222 (sec)
Interface outside (192.168.5.121): Normal
Interface inside (192.168.0.1): Normal
Peer context: Not Detected
Active time: 0 (sec)
Interface outside (192.168.5.131): Normal
Interface inside (192.168.0.11): Normal
Stateful Failover Logical Update Statistics
Status: Configured.
Stateful Obj xmit xerr rcv rerr
RPC services 0 0 0
TCP conn 99 0 0
UDP conn 0 0 0
ARP tbl 22 0 0
Xlate_Timeout 0 0 0
GTP PDP 0 0 0
GTP PDPMCB 0 0 0
13-4 show failover
Failover .
[ ]
Failover Unit
Failover LAN Interface
Unit Poll frequency hello
hello
Interface Poll frequency n
failover polltime interface
15
Interface Policy
Monitored Interfaces
failover replication http HTTP
Last Failover at
hh:mm:ss UTC DayName Month Day yyyy
uTC GMT
Catalyst 6500 ICisco 7600 Firewall Services Module
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13-4 show failover

This host

Other host

Primary Secondary

Acitive time

Interface name
(n.n.n.n):

Failed —
No Link —

Normal —

Link Down —

Unknown — FWSM

Waiting —
Stateful Failover Logical
Update Statistics Link
Link interface_name —

Unconfigured —

up —
down —
failed —
Stateful Obj
Xmit —
xerr —
rcy —
rerr —
General
sys cmd LOGIN Stay Alive
up time

RPC services

Catalyst 6500 /Cisco 7600

Firewall Services Module
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13-4 show failover
TCP conn TCP
UDP conn UDP
ARP tbl ARP
L2BRIDGE tbl 2
Xlate_Timeout
VPN IKE upd IKE
VPN IPSEC upd IPSec
VPN CTCP upd cTCP
VPN SDI upd SDI AAA
VPN DHCP upd DHCP
GTP PDP GTP PDP GTP
GTP PDPMCB GTP PDPMCB GTP
Logical Update Queue
Information
e Cur—
e Max—
e Total —
Recv Q
Xmit Q

/Cisco 7600

Firewall Services Module
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Catalyst 6500

/ show failover
13-5

hostname# show failover

Failover On

Failover unit Primary

Failover LAN Interface: fover Vlan 100 (up)

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 4 seconds

Interface Policy 1

Monitored Interfaces 8 of 250 maximum

failover replication http

Group 1 last failover at: 13:40:18 UTC Dec 9 2004
Group 2 last failover at: 13:40:06 UTC Dec 9 2004

This host: Primary
Group 1 State: Active
Active time: 2896 (sec)
Group 2 State: Standby Ready
Active time: 0 (sec)

admin Interface outside (10.132.8.5): Normal
admin Interface third (10.132.9.5): Normal
admin Interface inside (10.130.8.5): Normal
admin Interface fourth (10.130.9.5): Normal
ctxl Interface outside (10.1.1.1): Normal
ctxl Interface inside (10.2.2.1): Normal
ctx2 Interface outside (10.3.3.2): Normal
ctx2 Interface inside (10.4.4.2): Normal

Other host: Secondary
Group 1 State: Standby Ready
Active time: 190 (sec)
Group 2 State: Active
Active time: 3322 (sec)

admin Interface outside (10.132.8.6): Normal
admin Interface third (10.132.9.6): Normal
admin Interface inside (10.130.8.6): Normal
admin Interface fourth (10.130.9.6): Normal
ctxl Interface outside (10.1.1.2): Normal
ctxl Interface inside (10.2.2.2): Normal
ctx2 Interface outside (10.3.3.1): Normal
ctx2 Interface inside (10.4.4.1): Normal

Stateful Failover Logical Update Statistics
Link : fover Vv1anlO0 (up)

Stateful Obj xmit xerr rcv rerr
General 1973 0 1895 0
sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate_Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0

Logical Update Queue Information

Cur Max Total

Recv Q: 0 1 1895

Xmit Q: 0 0 1940
/Cisco 7600 Firewall Services Module
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show failover group

show failover

13-5

hostname# show failover group 1

Last Failover at:

04:09:59 UTC Jan 4 2005

This host: Secondary
State: Active
Active time: 186 (sec)
admin Interface outside (192.168.5.121): Normal
admin Interface inside (192.168.0.1): Normal
Other host: Primary
State: Standby
Active time: 0 (sec)
admin Interface outside (192.168.5.131): Normal
admin Interface inside (192.168.0.11): Normal
Stateful Failover Logical Update Statistics
Status: Configured.
RPC services 0 0 0 0
TCP conn 33 0 0 0
UDP conn 0 0 0 0
ARP tbl 12 0 0 0
Xlate_Timeout 0 0 0 0
GTP PDP 0 0 0 0
GTP PDPMCB 0 0 0 0
13-5 show failover
Failover .
[ ]
Failover Unit
Failover LAN Interface
Unit Poll frequency hello
hello
Interface Poll frequency n
failover polltime interface
15
Interface Policy
Monitored Interfaces
Group 1 Last Failover at :
Group 2 Last Failover at ; hh:mm:ss UTC DayName Month Day yyyy
uTC GMT
Catalyst 6500 /Cisco 7600 Firewall Services Module
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13-5 show failover

This host :

Other host :

Role

System State

Group 1 State
Group 2 State

context Interface name
(n.n.n.n)

Failed —
No Link —

Normal —

Link Down —

Unknown — FWSM

Waiting —
Stateful Failover Logical
Update Statistics Link
Link interface_name —

Unconfigured —

up —
down —
failed —
Stateful Obj
xmit —
Xerr —
rcv —
rerr —
General
sys cmd LOGIN Stay Alive
up time

RPC services

Catalyst 6500 /Cisco 7600
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13-5 show failover

TCP conn TCP

UDP conn UDP
ARP tbl ARP
L2BRIDGE tbl 2

Xlate_Timeout

VPN IKE upd IKE

VPN IPSEC upd IPSec

VPN CTCP upd cTCP

VPN SDI upd SDI AAA

VPN DHCP upd DHCP

GTP PDP GTP PDP GTP
GTP PDPMCB GTP PDPMCB GTP

Logical Update Queue

Information
e Cur—
e Max—
e Total —
Recv Q
Xmit Q

primary/context (config)# show monitor-interface

hostname/context (config)# show monitor-interface
This host: Primary - Active
Interface outside (192.168.1.2): Normal
Interface inside (10.1.1.91): Normal
Other host: Secondary - Standby
Interface outside (192.168.1.3): Normal
Interface inside (10.1.1.100): Normal

Catalyst 6500 ICisco 7600 Firewall Services Module
m. 0L-8123-01-J |



hostname (config)# show running-config failover

show running-config all failover

1 FTP

hostname (config)# no failover active

hostname (config) # no failover active group group_id

3 FTP 2
4 show failover
5

o /

hostname (config) # failover active

hostname (config) # failover active group group id

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.13-42
. p.13-42
. p.13-43
[ ]
. p.13-43
o /
hostname# failover active
hostname# no failover active
o /
hostname# failover active group group_id
hostname# no failover active group group_id
hostname# failover active
hostname (config)# no failover
/
p.13-42
/
no failover
/Cisco 7600 Firewall Services Module

p.13-43

i Catalyst 6500
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FWSM
FWSM
FWSM

FWSM FWSM

hostname (config)# failover suspend-config-sync

no
hostname (config)# failover reset
/
hostname (config) # failover reset group group id
preempt
preempt
FWSM

o p.13-43
. p.13-44
e SNMP p.13-44
FWSM 2

Catalyst 6500 Series Switch
and Cisco 7600 Series Router Firewall Services Module Logging Configuration and System Log Messages

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



13 |

|
)
411001 411002
debug fover Catalyst
6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
)
CPU
debug fover
Cisco TAC
SNMP
SNMP  Syslog SNMP
SNMP SNMP Syslog Cisco
syslog MIB ~ SNMP Catalyst 6500 Series
Switch and Cisco 7600 Series Router Firewall Services Module Command Reference snmp-server

logging

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



Catalyst 6500

AAA

Authentication, Authorization, and Accounting AAA,

A AAA
e AAA p.14-2
e AAA p.14-4
. p.14-11
e AAA p.14-13

[ oL-8123-01-J

/Cisco 7600 Firewall Services Module w
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H AAA
AAA FWSM
AAA
Telnet
IP AAA
FWSM Telnet
FWSM
AAA
. p.14-2
. p.14-3
o p.14-3
FWSM
o FWSM
Telnet
SSH
ASDM HTTPS
VPN
e enable

Catalyst 6500 /Cisco 7600 Firewall Services Module
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AAA

FWSM

. VPN

FWSM 16
FWSM

FWSM

FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



14 AAA

H AAA

AAA

FWSM

e RADIUS

e TACACS+
e SDI

e NT

e Kerberos

e LDAP

14-1

14-1  AAA

AAA FWSM
AAA

p.14-4
p.14-5
p.14-6

p.14-7
p.14-8

p.14-8

p.14-8
p.14-9

AAA

‘RADIUS ‘TACACS+ ‘SDI ‘NT

\Kerberos LDAP

VPN !

VPN 1

VPN !

1. VPN

/Cisco 7600

RADIUS
Remote Authentication Dial-In User Service RADIUS

Firewall Services Module

i Catalyst 6500
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RADIUS
FWSM  RADIUS

. p.14-5

* RADIUS

FWSM RADIUS

« PAP
« CHAP

¢ MS-CHAPv1
* MS-CHAPV2

AAA

p.14-5
p.14-5

IPSec

FWSM RADIUS

e RFC 2138
e RFC 2139
* RFC 2868

RADIUS

e Cisco IOSVSA RADIUS ID9

¢ Cisco VPN
e RFC 2548

RADIUS
FWSM 14-2

14-2 RADIUS

VSA RADIUS ID 3076

Microsoft VSA

RADIUS

CLI

Telnet SSH HTTP

RADIUS
CLI

FWSM
FWSM

enable

enable FWSM
RADIUS

FWSM
FWSM  RADIUS

Catalyst 6500 /Cisco 7600

Firewall Services Module
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AAA

H AAA
14-2 RADIUS
ACL RADIUS
RADIUS
FWSM
FWSM
RADIUS
RADIUS
FWSM
VPN VPN
RADIUS FWSM  RADIUS
VPN VPN
RADIUS FWSM  RADIUS
VPN
VPN VPN
RADIUS FWSM VPN
RADIUS
IP FWSM FWSM RADIUS
TACACS+
FWSM 14-3 Terminal Access Controller Access Control System Plus TACACS+
FWSM ASCIl PAP CHAP MS-CHAPv1 TACACS+
14-3 TACACS+
CLlI Telnet SSH HTTP FWSM
FWSM
TACACS+
CLI
enable enable FWSM
TACACS+
CLlI TACACS+
FWSM
ICisco 7600 Firewall Services Module

i Catalyst 6500
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14 AAA
AAA ||
14-3 TACACS+
FWSM
FWSM  TACACS+
FWSM FWSM
TACACS+
VPN VPN
TACACS+ FWSM TACACS+
VPN VPN
TACACS+ FWSM VPN
TACACS+
TACACS+ CLI
CLI TACACS+
IP FWSM FWSM TACACS+
SDI
FWSM RSA SecurelD VPN SDI
VPN
SDI FWSM SDI One Time Password
OTP;
e SDI p.14-7
e 2 p.14-8
e SDI p.14-8
SDI
FWSM SDI
o 5.0 — 5.0 SDI
SECURID SDI SDI
o 5.0 — SDI 5.0 SDI SDI
.sdi ACE/Server IP
16
FWSM 5.0 SDI
SDI
SDI p.14-8
Catalyst 6500 /Cisco 7600 Firewall Services Module ]
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H AAA
2
SDI 5.0 2 RSA SecurlD
SDI
SecurlD
2 FWSM
FWSM
SDI
FWSM
FWSM
NT
FWSM NTLM 1 Microsoft Windows
VPN Microsoft Windows NT
VPN
NT FWSM Microsoft Windows
NTLM 1 FWSM
~
NT 14 15
NTLM 1
Kerberos
FWSM VPN Kerberos VPN
FWSM  Kerberos
FWSM 3DES DES RC4
~
FWSM
FWSM Kerberos/Active
Directory
LDAP
FWSM VPN LDAP VPN
LDAP FWSM
LDAP VPN
Catalyst 6500 /Cisco 7600 Firewall Services Module
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AAA ||
FWSM
o p.14-9
o p.14-9
. p.14-10
username attributes username
VPN VPN
FWSM 14-4
14-4
CLI Telnet SSH HTTP FWSM
FWSM
CLI
enable login enable FWSM
enable login
FWSM
FWSM 0 15
FWSM
FWSM
VPN VPN
FWSM
VPN
VPN VPN FWSM
VPN

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



14 AAA |

H AAA

14-4
FWSM
AAA
AAA
AAA
o — aaa authentication console
AAA LOCAL
FWSM
. — aaa authorization command AAA
LOCAL TACACS+
e VPN — VPN AAA
VPN FWSM
authentication-server-group
LOCAL
VPN
AAA
VPN

Catalyst 6500 /Cisco 7600 Firewall Services Module
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CLI
VPN
login
aaa
CLlI
[p.21-16] 2 2
CLI
RADIUS TACACS+
login

1
hostname/contexta(config)# username username {nopassword | password password}
[encrypted] [privilege levell]
e username —4 64
e password password —3 16
e encrypted —
e privilege level — 0 15
2
e nopassword —
2 VPN
a.
hostname/contexta(config)# username username attributes
username attributes username
e group-lock
e password-storage
e vpn-access-hours
e vpn-filter
Catalyst 6500 /Cisco 7600 Firewall Services Module
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e vpn-framed-ip-address
e vpn-group-policy

e vpn-idle-timeout

* vpn-session-timeout

e vpn-simultaneous-logins

e vpn-tunnel-protocol

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services
Module Command Reference

b. exit

admin 15

hostname/contexta(config)# username admin password passwOrd privilege 15

hostname/contexta(config)# username bcham34 nopassword

username 2 3
VPN

hostname/contexta(config)# username rwilliams password gOgeOus
hostname/contexta(config)# username rwilliams attributes
hostname/contexta(config-username)# vpn-tunnel-protocol IPSec
hostname/contexta(config-username)# vpn-simultaneous-logins 6
hostname/contexta(config-username) # exit

Catalyst 6500 /Cisco 7600 Firewall Services Module
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AAA ||
AAA AAA
1 AAA 1
AAA Kerberos
LDAP NT RADIUS SDI TACACS+
FWSM FWSM
FWSM
FWSM  AAA
AAA
AAA

Catalyst 6500

hostname/contexta(config) # aaa-server server group protocol {kerberos | ldap | nt |
radius | sdi | tacacs+}

RADIUS TACACS+ CLI
2 1 RADIUS 1
TACACS+

15 4
16
4

aaa-server protocol
1 AAA

hostname/contexta(config-aaa-server-group) # max-failed-attempts number

number 1 5 3

AAA  [p.21-13] TACACS+
[p.21-20]

10
AAA
reactivation-mode

FWSM

reactivation-mode Catalyst 6500 Series
Switch and Cisco 7600 Series Router Firewall Services Module Command Reference

Simultaneous accounting-mode
Catalyst 6500 Series Switch and Cisco 7600 Series
Router Firewall Services Module Command Reference

AAA exit

[ oL-8123-01-J
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14 AAA

H AAA

AAA

a. AAA AAA

hostname/contexta (config)# aaa-server server group (interface_name) host server ip

aaa-server host

b. host

host

host
AAA

14-5

[—]
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference

14-5 host
AAA
accounting-port RADIUS 1646
authentication-port RADIUS 1645
kerberos-realm Kerberos —
key RADIUS —
TACACS+ —
Idap-base-dn LDAP —
Idap-login-dn LDAP —
Idap-login-password LDAP —
Idap-naming-attribute LDAP —
Idap-scope LDAP —
nt-auth-domain-controller NT —
radius-common-pw RADIUS —
retry-interval Kerberos 10
RADIUS 10
sdi-pre-5-slave SDI —
sdi-version SDI sdi-5
server-port Kerberos 88
LDAP 389
NT 139
SDI 5500
TACACS+ 49
timeout 10
c. AAA exit

Catalyst 6500 ICisco 7600 Firewall Services Module
m. 0L-8123-01-J |



| 14 AAA

AAA

1 1 TACACS+
1 RADIUS 1 NT

hostname/contexta(config)# aaa-server AuthInbound protocol tacacs+
hostname/contexta (config-aaa-server-group)# max-failed-attempts 2
hostname/contexta (config-aaa-server-group)# reactivation-mode depletion deadtime 20
hostname/contexta (config-aaa-server-group) # exit

hostname/contexta (config)# aaa-server AuthInbound (inside) host 10.1.1.1
hostname/contexta(config-aaa-server-host)# key TACPlusUauthKey
hostname/contexta(config-aaa-server-host)# exit

hostname/contexta (config)# aaa-server AuthInbound (inside) host 10.1.1.2
hostname/contexta(config-aaa-server-host)# key TACPlusUauthKey2
hostname/contexta(config-aaa-server-host)# exit

hostname/contexta(config)# aaa-server AuthOutbound protocol radius
hostname/contexta (config-aaa-server-group) # exit

hostname/contexta(config)# aaa-server AuthOutbound (inside) host 10.1.1.3
hostname/contexta(config-aaa-server-host)# key RadUauthKey
hostname/contexta(config-aaa-server-host)# exit

hostname/contexta(config)# aaa-server NTAuth protocol nt

hostname/contexta (config-aaa-server-group) # exit

hostname/contexta(config)# aaa-server NTAuth (inside) host 10.1.1.4
hostname/contexta (config-aaa-server-host)# nt-auth-domain-controller primaryl
hostname/contexta(config-aaa-server-host)# exit

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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H AAA

Catalyst 6500 /Cisco 7600 Firewall Services Module
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CHAPTER

AAA

Authentication, Authorization, and Accounting AAA,;

A
AAA AAA  p.21-13
o AAA p.15-1
. p.15-2
. p.15-7
. p.15-12
s MAC p.15-13

AAA

FWSM
Open Systems Interconnection
OSl;
FWSM
Remote Authentication Dial-In User Service RADIUS
Terminal Access Controller Access Control System Plus TACACS+
FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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o p.15-2
. p.15-3
e Web p.15-4
o p.15-6
FWSM AAA
IP
1 Catalyst 6500 Series
Switch and Cisco 7600 Series Router Firewall Services Module Command Reference timeout uauth
FWSM  Telnet FTP
Telnet FTP
FWSM
HTTP Telnet FTP FWSM
FWSM HTTP Telnet FTP
Telnet FWSM IP
Telnet FWSM  Telnet virtual telnet

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference

Telnet HTTP FTP FWSM

aaa authentication secure-http-client HTTP
Web AAA
Web
HTTP aaa authentication
secure-http-client

FTP FWSM @ FTP
namel@name2 FWSM @
FTP password1l@password2

name> terryc@jchrichton
password> letmein@hellO

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |
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| |
1 aaa-server AAA AAA
AAA AAA p.14-13
2 access-list
p.10-7
permit Access Control Entry ACE; deny
HTTP Telnet
FTP FWSM

3
hostname/contexta(config)# aaa authentication match acl_name interface_name
server_group
acl_name 2 interface_name  nameif
server_group 1 AAA
A
aaa authentication include
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference
4 FWSM

aaa local
authentication attempts max-fail

hostname/contexta(config)# aaa local authentication attempts max-fail 7

clear aaa local
user lockout

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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HTTP SMTP

hostname/contexta(config)# aaa-server AuthOutbound protocol tacacs+
hostname/contexta (config-aaa-server-group) # exit

hostname/contexta(config)# aaa-server AuthOutbound (inside) host 10.1.1.1
hostname/contexta(config-aaa-server-host)# key TACPlusUauthKey
hostname/contexta(config-aaa-server-host)# exit

hostname/contexta (config)# access-list MAIL_AUTH extended permit tcp any any eq smtp
hostname/contexta(config)# access-list MAIL_AUTH extended permit tcp any any eq www
hostname/contexta(config)# aaa authentication match MAIL AUTH inside AuthOutbound

209.165.201.5 Telnet

hostname/contexta(config)# aaa-server AuthInbound protocol tacacs+
hostname/contexta (config-aaa-server-group) # exit

hostname/contexta (config)# aaa-server AuthInbound (inside) host 10.1.1.1
hostname/contexta (config-aaa-server-host)# key TACPlusUauthKey
hostname/contexta(config-aaa-server-host)# exit

hostname/contexta(config)# access-list TELNET AUTH extended permit tcp any host
209.165.201.5 eq telnet

hostname/contexta(config)# aaa authentication match TELNET AUTH outside AuthInbound

Web

FWSM HTTP HTTP FWSM
Web
aaa authentication secure-http-client Web HTTPS
FWSM HTTPS
HTTP Web
Web
15-1 Authentication Proxy Login FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
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15-1  Authentication Proxy Login
Iﬁ.ul lieikic alion Prosy Logen Page - Micresolfl kel Ex _d_nlll
Fle 68 Vew Favorss Toos Hep E3
mEan o o (D [H | Doearch [EiFevories PMeda P Dy b v - P
Address | hep: 192, 168.11.103 x| @eo s
L] Tl
Cisco Systems
|
HTTPS Authentication
Username: |
Password: |
| -
ﬂﬂl:rlu '. Inkerrest - E
)
Cisco Systems auth-prompt
Catalyst 6500 Series Switch and Cisco
7600 Series Router Firewall Services Module Command Reference auth-prompt
Authentication Successful
Authentication Failed
Web
. 16 HTTPS 16 HTTPS
e uauth timeout 0 uauth timeout 0 HTTPS
HTTPS Web
TCP
timeout vauth 0:0:1
uauth timeout 1 1
IP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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e HTTPS SSL 443 443  HTTP HTTP
access-list
80 Web PAT
SSL PAT 1 Web
PAT 2 HTTPS

static (inside,outside) tcp 10.132.16.200 www 10.130.16.10 www
static (inside,outside) tcp 10.132.16.200 443 10.130.16.10 443

e aaa authentication secure-http-client HTTP
aaa authentication secure-http-client

Web
virtual
Web
1 HTTP
p.15-3
2 Web

aaa authentication secure-http-client

aaa authentication secure-http-client HTTP
HTTP Web
HTTP
FWSM
AAA
FTP Telnet HTTP HTTPS FWSM 1

aaa authentication

hostname/contexta(config)# aaa authentication protocol challenge disable

FTP

hostname/contexta(config)# aaa authentication ftp challenge disable

FTP
FWSM
FTP
HTTP FTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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||
FWSM
e TACACS+ p.15-7
e RADIUS p.15-8
TACACS+
TACACS+ FWSM
1
FWSM
IP
1
FWSM
FWSM TACACS+
TACACS+
FWSM FWSM

TACACS+

TACACS+
1 p.15-3
2 access-list
p.10-7
permit ACE deny
Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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S
aaa authentication match
hostname/contexta(config)# aaa authorization match acl_name interface_name
server_group
acl_name 2 interface_name  nameif
server_group AAA
A
aaa authorization include
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference
Telnet 209.165.201.5
Telnet 209.165.201.5
hostname/contexta(config)# access-list TELNET AUTH extended permit tcp any any eq
telnet
hostname/contexta(config)# access-list SERVER_AUTH extended permit tcp any host
209.165.201.5 eqg telnet
hostname/contexta(config)# aaa-server AuthOutbound protocol tacacs+
hostname/contexta (config-aaa-server-group) # exit
hostname/contexta(config)# aaa-server AuthOutbound (inside) host 10.1.1.1
hostname/contexta(config-aaa-server-host)# key TACPlusUauthKey
hostname/contexta(config-aaa-server-host)# exit
hostname/contexta(config)# aaa authentication match TELNET AUTH inside AuthOutbound
hostname/contexta(config)# aaa authorization match SERVER_AUTH inside AuthOutbound

RADIUS RADIUS

p.15-2

FWSM RADIUS
FWSM RADIUS
FWSM  RADIUS

RADIUS FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
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S
access-group
per-user-override
e per-user-override
® per-user-override
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference access-group
e RADIUS ACL p.15-9
e RADIUS ACL p.15-11
RADIUS ACL
Cisco Secure ACS RADIUS RADIUS
e Cisco Secure ACS RADIUS p.15-9
¢ RADIUS p.15-10

Cisco Secure ACS RADIUS
Cisco Secure ACS

access-list 1 FWSM

access-list acl_name extended

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m
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AAA |

Cisco Secure ACS

Name:

permit
permit
permit
permit
permit
permit
permit
permit
permit

permit ip

Shared profile Components

Downloadable IP ACLs Content

acs_ten_acl

ACL Definitions

tcp any host 10.0.0.254
udp any host 10.0.0.254
icmp any host 10.0.0.254
tcp any host 10.0.0.253
udp any host 10.0.0.253
icmp any host 10.0.0.253
tcp any host 10.0.0.252
udp any host 10.0.0.252
icmp any host 10.0.0.252

any any

Cisco Secure ACS

FWSM

#ACSACL#-1ip-

acl_name
Secure ACS

FWSM

access-list
access-1list
access-list
access-list
access-1list
access-1list
access-list
access-1list
access-1list
access-list

RADIUS

Cisco 10S RADIUS VSA
VSA 1
RADIUS VSA

cisco-av-pair VSA

access-list

acl_name-number

Cisco Secure ACS

#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7

RADIUS
FWSM

RADIUS ID9

access-list extended

acl_name extended

ip:inacl#nnn=

/Cisco 7600

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

acs_ten_acl number  Cisco

tcp any host 10.0.0.254

udp any host 10.0.0.254

icmp any host 10.0.0.254
tcp any host 10.0.0.253

udp any host 10.0.0.253

icmp any host 10.0.0.253
tcp any host 10.0.0.252

udp any host 10.0.0.252

icmp any host 10.0.0.252
ip any any

Cisco 10S RADIUS cisco-av-pair VSA

Cisco 10S

ACE

Firewall Services Module

i Catalyst 6500
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||

nnn FWSM 0 999,999,999
0 cisco-av-pair RADIUS VSA
ACE
RADIUS cisco-av-pair VSA

ip:inacl#l=permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#99=deny tcp any any
ip:inacl#2=permit udp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#100=deny udp any any
ip:inacl#3=permit icmp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
cisco-av-pair RADIUS

FWSM

AAA-user-username

username

FWSM RADIUS

access-list AAA-user-bcham34-79AD4A08 permit tcp 10.1.0.0 255.0.0.0 10.0.0.0

255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit udp 10.1.0.0 255.0.0.0 10.0.0.0
255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit icmp 10.1.0.0 255.0.0.0 10.0.0.0
255.0.0.0

access-list AAA-user-bcham34-79AD4A08 deny tcp any any
access-list AAA-user-bcham34-79AD4A08 deny udp any any

access-list 2

79AD4A08 RADIUS
FWSM

RADIUS ACL

FWSM
IETF RADIUS filter-id 11

filter-id=acl_name

Cisco Secure ACS filter-id HTML
filter-id= acl_name
filter-id RADIUS
FWSM p.10-7

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM FWSM TCP/UDP RADIUS
TACACS+
AAA
AAA 1P
FWSM
1 FWSM
p.15-3
FWSM P

2 access-list

p.10-7

permit ACE deny

N

aaa
authentication match

hostname/contexta(config)# aaa accounting match acl name interface name server_group

aaa accounting include

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference

Telnet AAA 209.165.201.5
Telnet 209.165.201.5

hostname/contexta
hostname/contexta
hostname/contexta
hostname/contexta
hostname/contexta
hostname/contexta
telnet
hostname/contexta(config)# access-list SERVER AUTH extended permit tcp any host
209.165.201.5 eqg telnet

hostname/contexta(config)# aaa authentication match TELNET AUTH inside AuthOutbound
hostname/contexta (config)# aaa authorization match SERVER_AUTH inside AuthOutbound
hostname/contexta(config)# aaa accounting match SERVER_AUTH inside AuthOutbound

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |

config)# aaa-server AuthOutbound protocol tacacs+
config-aaa-server-group) # exit

config)# aaa-server AuthOutbound (inside) host 10.1.1.1
config-aaa-server-host)# key TACPlusUauthKey
config-aaa-server-host)# exit

config)# access-list TELNET AUTH extended permit tcp any any eq




Catalyst 6500

| 15 AAA
MAC ||
FWSM MAC
FWSM TCP
TCP mac-list MAC
aaa mac-exempt

MAC

mac-list MAC aaa mac-exempt
MAC
MAC

hostname/contexta (config) # mac-list id {deny | permit} mac macmask

id MAC mac
MAC macmask  MAC mac-list
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference

MAC MAC

hostname/contexta(config)# aaa mac-exempt match id

id MAC MAC

1 MAC 2 MAC
MAC 1 MAC 1 2
FWSM 2 MAC

hostname/contexta(config)# mac-list adc permit 00a0.cp5d.0282 ffff.ffff.ffff
hostname/contexta(config)# mac-list ac deny 0061.54ff.b440 ffff.ffff.££FfFf
hostname/contexta(config)# aaa mac-exempt match adc
hostname/contexta(config)# aaa mac-exempt match ac

[ oL-8123-01-J
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N wmAC

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Web

. p.16-1

e ActiveX p.16-2

e Java p.16-4

. URL FTP p.16-5
. p.16-11

FWSM

e ActiveX Java
o URL

ActiveX
Java HTTP

URL N2H2 Sentian Websense

URL CPU
URL

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Ml Activex
ActiveX
HTTP
ActiveX
e ActiveX p.16-2
e ActiveX p.16-2

ActiveX

ActiveX

ActiveX
ActiveX
ActiveX OLE OoCX Web
ActiveX
filter activex HTML <object> HTML Web
HTML ActiveX <APPLET> </APPLET>
<OBJECT CLASSID> </OBJECT>
Java
<object> </object> HTML
Maximum Transmission Unit MTU;

FWSM

ActiveX alias IP
ActiveX

FWSM HTTP ActiveX
ActiveX
hostname (config) # filter activex {port[-port] | except} local ip local mask foreign_ ip
foreign_mask
TCP port
80 http url

80

except

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |




ActiveX
IP
0.0.0.0
0.0.0.0
ActiveX
hostname (config)# filter activex 80 0 0 0 O
ActiveX
80 Web

no

hostname (config)# no filter activex 80 0 0 0 O

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W Java
Java
HTTP Java
Java
filter java Java
filter java FWSM Java
HTML Java Web
)
<object> Java filter activex
FWSM HTTP Java

hostname (config) # filter java {port[-port] | except} local_ip local_mask foreign_ip

foreign_mask

TCP port
80 http url
80
except
IP 1

0.0.0.0 0

0.0.0.0 0
0.0.0.0 0

0.0.0.0 0

Java

hostname (config)# filter java 80 0 0 0 O

Java
80 Web

Java

hostname (config)# filter java http 192.168.3.3 255.255.255.255 0 0

192.168.3.3 Java

no

hostname (config) # no filter java http 192.168.3.3 255.255.255.255 0 0

Firewall Services Module

Catalyst 6500 /Cisco 7600
m. oL-8123-01-J |




URL FTP
URL FTP
e URL p.16-5
o p.16-5
o p.16-6
o p.16-7
e HTTP URL p.16-8
e HTTPS URL p.16-9
e FTP p.16-10
URL
FWSM
e HTTP HTTPS FTP Websense Enterprise
e HTTP N2H2 Sentian Sentian HTTPS
FWSM Sentian  HTTP
FWSM
FWSM Web FTP
FWSM
FWSM
FWSM
FWSM FWSM
4 FWSM
1 Websense N2H2
S
filter HTTP HTTPS
filter

Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL FTP

url-server
Websense

hostname (config) # url-server (if_name) host local_ip [timeout seconds] [protocol TCP
connections number| UDP version 1|4]

N2H2

hostname (config) # url-server (if_name) vendor n2h2 host local_ipl[:port number]
[timeout seconds] [protocol TCP connections number | UDP]

if_name FWSM
local_ip IP seconds FWSM

4005 TCP UDP FWSM N2H2
Filtering by
N2H2 Administrator's Guide

1 Websense

hostname (config) # url-server (perimeter) host 10.0.1.1 protocol TCP version 4

Websense FWSM IP
10.0.1.1 4
Websense 4

N2H2 Sentian

hostname (config) # url-server (perimeter) vendor n2h2 host 10.0.1.1
hostname (config) # url-server (perimeter) vendor n2h2 host 10.0.1.2

FWSM 2 Sentian
FWSM
Web
Web Web
HTTP Web
Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL FTP
HTTP FTP
1 HTTP FTP
hostname (config) # url-block block block-buffer-limit
block-buffer-limit
~
1159 URL Websense
2 URL Websense URL

hostname (config)# url-block url-mempool memory-pool-size

memory-pool-size 2KB 10MB 2 10240

FWSM

FWSM
>
IP
url-cache
Websense
url-cache

hostname (config) # url-cache {dst | src_dst)} size

size 1 128KB

URL dst
Websense URL

URL URL
src_dst Websense URL

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| URL FTP
HTTP URL
HTTP
e HTTP p.16-8
. HTTP URL p.16-8
. HTTP URL p.16-9
. p.16-9
HTTP
HTTP URL
HTTP FWSM  Web
FWSM
HTTP
hostname (config)# filter url [http | port[-port] | except} local_ip local_mask
foreign_ip foreign_mask] [allow] [proxy-block]
HTTP 80 port 1
local_ip  local_mask
IP foreign_ip  foreign_mask
IP
except
allow FWSM
HTTP
proxy-block
HTTP URL
FWSM 1159 HTTP URL URL
Websense
Websense 1 URL
hostname (config) # url-block url-size long url size
long_url_size URL 2 4KB 2 4
2
Websense URL
hostname (config) # url-block url-mempool memory pool_ size
memory_pool_size URL 2 10,240 KB 2 10240
Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL FTP ||
HTTP URL
URL
URL FWSM
hostname (config)# filter url [longurl-truncate | longurl-deny | cgi-truncate]
URL longurl-truncate
FWSM URL IP
URL longurl-deny URL
cgi-truncate CGI URL CaGl
HTTP CGl
CGl
hostname (config)# filter url except source_ip source _mask dest_ip dest_mask
10.0.2.54 HTTP
hostname (config)# filter url http 0 0 0 0
hostname (config)# filter url except 10.0.2.54 255.255.255.255 0 0
HTTPS URL
HTTPS URL
S
HTTPS URL Websense
HTTPS FWSM URL
HTTPS
FWSM SSL Web
FWSM
SSL The Page or the content cannot be
displayed.
>
FWSM  HTTPS HTTPS HTTP
FTP FWSM
Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ | URL FTP

HTTPS

hostname (config)# filter https port localIP local_mask foreign_IP foreign _mask [allow]

HTTPS 443 port
S
HTTPS HTTP GET HTTPS
HTTP
local_ip  local_mask IP
foreign_ip  foreign_mask
IP
allow FWSM
HTTPS
FTP
FTP URL
N
FTP URL Websense
FTP FWSM FTP
250: CWD command successful.
FTP FWSM 250 550 Requested file is
prohibited by URL filtering policy.
FTP
hostname (config)# filter ftp {port[-port] | except} localIP local_mask foreign_IP

foreign_mask [allow] [interact-block]

FTP 21 port
local_ip  local_mask IP
foreign_ip  foreign_mask
IP
except
allow FWSM
FTP
interact-block
FTP FTP
cd /public/files cd ffiles

Catalyst 6500 /Cisco 7600 Firewall Services Module
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. p.16-11

. p.16-11

. p.16-12

o p.16-12
. p.16-12

hostname# show running-config url-server

show url-server

hostname# show running-config url-server
url-server (outside) vendor n2h2 host 128.107.254.202 port 4005 timeout 5 protocol TCP

show url-server

hostname# show url-server
URL Server Statistics:

Vendor websense
URLs total/allowed/denied 50/35/15
HTTPSs total/allowed/denied 1/1/0
FTPs total/allowed/denied 3/1/2

URL Server Status:

10.130.28.18 uP

URL Packets Sent and Received Stats:

Message Sent Received
STATUS_REQUEST 65155 34773
LOOKUP_REQUEST 0 0

LOG_REQUEST 0 NA

show running-config url-block url-block

show running-config url-block

hostname# show running-config url-block
url-block url-mempool 128
url-block url-size 4
url-block block 128

URL

[ oL-8123-01-J
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show url-

block

hostname# show url-block

URL Pending Packet Buffer Stats with max block 128

Cumulative number of packets held: 896
Maximum number of packets held (per URL): 3
Current number of packets held (global): 38
Packets dropped due to
exceeding url-block buffer limit: 7546
HTTP server retransmission: 10
Number of packets released back to client: 0
URL
show url-cache

hostname# show url-cache
URL Filter Cache Stats

Size

Entries
In Use
Lookups

Hits

show perfmon

hostname# show perfmon
PERFMON STATS:
Xlates
Connections

TCP
UDP
URL
URL
TCP

Conns
Conns
Access
Server Req
Fixup

TCPIntercept
HTTP Fixup

FTP
AAA
AAA
AAA

Fixup
Authen
Author
Account

show running-config filter

Current
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s

URL

Average

0/s
2/s
2/s
0/s
2/s
3/s
0/s
0/s
3/s
0/s
0/s
0/s
0/s

hostname# show running-config filter
filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

/Cisco 7600

URL Access

Firewall Services Module

URL Server Req
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Address Resolution Protocol ARP;
FWSM

s ARP p.17-2
s MAC p.17-4

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H ARP
ARP ARP
e ARP p.17-2
. ARP p.17-2
e ARP p.17-3
ARP
ARP FWSM ARP
ARP ARP
ARP FWSM ARP MAC IP
ARP
e |P MAC ARP
¢ MAC IP FWSM
e ARP ARP 1
FWSM
ARP ARP
ARP Man-In-The-Middle MITM;
ARP
MAC MAC
MAC ARP
ARP ARP MAC IP
MAC ARP
ARP
ARP ARP ARP ARP
ARP
hostname (config)# arp interface name ip_address mac_address
interface_name ARP ip_address
mac_address MAC
MAC 0009.7cbe.2100 10.1.11 ARP

hostname (config)# arp outside 10.1.1.1 0009.7cbe.2100

/Cisco 7600

Firewall Services Module

i Catalyst 6500
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ARP | |

FWSM ARP
ARP

ARP
ARP

hostname (config) # arp-inspection interface name enable [flood | no-flood]

interface_name ARP flood
ARP no-flood

FWSM
ARP no-flood

ARP ARP

hostname (config) # arp-inspection outside enable no-flood

ARP show arp-inspection

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



17 ARP

N wmAC

MAC

MAC

* MAC
o MAC
* MAC
* MAC
¢ MAC

MAC
FWSM

FWSM

FWSM

MAC

MAC
MAC
MAC
MAC

MAC

p.17-4
p.17-4
p.17-5

p.17-5

p.17-5

MAC
FWSM
MAC
FWSM

MAC

— FWSM IP

— FWSM IP

MAC

MAC

FWSM
MAC

MAC
FWSM  MAC

MAC
FWSM  MAC
FWSM

ARP FWSM  ARP

ping FWSM  ping

MAC

hostname (config) # mac-address-table static interface name mac_address

interface_name

Firewall Services Module

i Catalyst 6500 /Cisco 7600

OL-8123-01-J |



| 17 ARP

MAC ||
MAC 5
hostname (config) # mac-address-table aging-time timeout_value
timeout_value 5 720 12 5
MAC
FWSM MAC MAC
MAC
FWSM
MAC
hostname (config)# mac-learn interface_name disable
MAC no clear
configure mac-learn MAC
MAC
MAC MAC
MAC
hostname# show mac-address-table [interface_name | bridge_group]
show mac-address-table
hostname# show mac-address-table
interface mac address type Age min) Group
outside 0009.7cbe.2100 static - Eng
inside 0010.7cbe.6101 static - Eng
inside 0009.7cbe.5101 dynamic 10 Eng
show mac-address-table
hostname# show mac-address-table inside
interface mac address type Age min) Group
inside 0010.7cbe.6101 static - Eng
inside 0009.7cbe.5101 dynamic 10 Eng
Catalyst 6500 /Cisco 7600 Firewall Services Module
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i p.18-2
. p.18-3
. p.18-5
. p.18-8
. p.18-9
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Cisco I10S

TCP

. TCP

p.18-3

p.18-8

class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect smtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
service-policy global_policy global

QoS CLI

Catalyst 6500 /Cisco 7600 Firewall Services Module
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TCP
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255 FWSM
inspection_default

class-map inspection_default
match default-inspection-traffic

1
hostname (config) # class-map class_map_name
class_map_name 40
2
hostname (config-cmap) # description string
3

match 1

hostname (config-cmap) # match any

FWSM EtherType

hostname (config-cmap) # match access-list acl_ ID

p.10-7
EtherType p.10-10
Network Address Translation NAT;
NAT IP p.10-3
e TCP uUDP —

hostname (config-cmap) # match port {tcp | udp} {eq port_num | range port_num
port_num}

Je

match access-list
Access Control Entry ACE;

TCP UDP p.D-14

Catalyst 6500 /Cisco 7600 Firewall Services Module
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80 HTTP TCP

hostname (config-cmap) # match tcp eq 80

— FWSM

hostname (config-cmap) # match default-inspection-traffic

match default-inspection-traffic
Catalyst 6500 Series Switch
and Cisco 7600 Series Router Firewall Services Module Command Reference

FWSM
match default-inspection-traffic match access-list
match default-inspection-traffic
match access-list
IP DSCP — 8 DSCP
hostname (config-cmap) # match dscp valuel [value2] [...] [value8]

hostname (config-cmap) # match dscp af43 csl ef

— 4 IP TOS
hostname (config-cmap) # match precedence valuel [value2] [value3] [value4]
valuel value4 0o 7
RTP — RTP

hostname (config-cmap) # match rtp starting port range

starting_port 2000 65,534 UDP range
starting_port UDP 0 16,383
class-map

hostname (config) # access-list udp permit udp any any

hostname (config) # access-list tcp permit tcp any any

hostname (config) # access-list host_foo permit ip any 10.1.1.1 255.255.255.255
hostname (config) # class-map all_udp

hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-list udp

hostname (config-cmap) # exit

hostname (config) # class-map all_tcp

hostname (config-cmap) # match access-list tcp

hostname (config-cmap) # exit

hostname (config) # class-map all_http

hostname (config-cmap) # description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eq http

hostname (config-cmap) # exit

hostname (config) # class-map to_server

hostname (config-cmap) # description "This class-map matches all traffic to server
10.1.1.1"

hostname (config-cmap) # match access-list host_foo

hostname (config-cmap) # exit

(
(
(
(
(
(
(
(
hostname (config-cmap) # description "This class-map matches all TCP traffic"
(
(
(
(
(
(
(
(

/Cisco 7600 Firewall Services Module
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. p.18-6
. p.18-6
1

e TCP

1 1

FWSM
FWSM
S
e TCP
1
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FWSM
global_policy
1

policy-map global_policy

class inspection_default
inspect dns maximum-length 512
inspect ftp

inspect h323 h225
inspect h323 ras
inspect rsh

inspect smtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

1
hostname (config) # policy-map policy map_name
2
hostname (config-pmap) # description text
3
hostname (config-pmap) # class class_map_name
p.18-3
4 1
o p.19-2
. 20
)
match default_inspection_traffic inspect
1
Catalyst 6500 ICisco 7600 Firewall Services Module
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policy-map

Web

hostname (config) # access-list http-server permit tcp any host 10.1.1.1

hostname (config) # class-map http-server

hostname (config-cmap) # match access-list http-server

hostname (config)# policy-map global-policy

10111

hostname (config-pmap) # description This policy map defines a policy concerning

connection to http server.
hostname (config-pmap) # class http-server

hostname (config-pmap-c)# set connection conn-max 256

hostname (config) # class-map inspection_default

(

hostname (

hostname (config) # class-map http_ traffic
hostname (config-cmap) # match port tcp eq 80

hostname (config) # policy-map outside_policy

config-cmap) # match default-inspection-traffic

hostname (config-pmap) # class inspection_default

(

(
hostname (
hostname (config-pmap-c) # inspect sip
hostname (config-pmap) # class http_traffic
(

config-pmap-c)# inspect http http_map

hostname (config-pmap-c)# set connection timeout tcp 0:10:0

hostname (config) # class-map telnet_traffic
hostname (config-cmap) # match port tcp eq 23
hostname (config) # class-map ftp_traffic
hostname (config-cmap) # match port tcp eq 21
hostname (config)# class-map tcp_traffic
hostname (config-cmap) # match port tcp range
hostname (config) # class-map udp_traffic
hostname (config-cmap) # match port udp range

1 65535

0 65535

(

(

(

(

(

(

(

(
hostname (config) # policy-map
hostname (config-pmap) # class
hostname (config-pmap-c) # set
hostname (config-pmap-c)# set
hostname (config-pmap) # class
hostname (config-pmap-c) # set
hostname (config-pmap-c)# set
hostname (config-pmap) # class
hostname (config-pmap-c) # set
hostname (config-pmap-c)# set

Telnet

Catalyst 6500 /Cisco 7600

class ftp_traffic
class tcp_traffic

global_policy

telnet_traffic

connection timeout tcp 0:0:0
connection conn-max 100
ftp_traffic

connection timeout tcp 0:5:0
connection conn-max 50
tcp_traffic

connection timeout tcp 2:0:0
connection conn-max 2000

class telnet_traffic
Telnet FTP
Telnet FTP

FWSM

Firewall Services Module

FTP
TCP
class tcp_traffic

[ oL-8123-01-J
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18-8

hostname (config) # service-policy policy map name interface interface_name

hostname (config) # service-policy policy map name global

service-policy global_policy global

inbound_policy

hostname (config) # service-policy inbound policy interface outside

FWSM new_global_policy

hostname (config) # no service-policy global_policy global
hostname (config) # service-policy new_global_policy global

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o HTTP p.18-9
e HTTP p.18-10
. HTTP p.18-11
* NAT HTTP p.18-12
HTTP
18-1 FWSM HTTP
80 TCP HTTP
18-1 HTTP
o Jo |
! FWSM |
|
L | e go(BE LN
—’ < + —’
A—) : W't[‘ %nl_‘ | A/ _
KRR KA o - KA B &
L ________ I e
hostname (config) # class-map http_traffic
hostname (config-cmap) # match port tcp eq 80
hostname (config) # policy-map http_traffic_policy
hostname (config-pmap) # class http_traffic
hostname (config-pmap-c)# inspect http
hostname (config) # service-policy http_traffic_policy interface outside
Catalyst 6500 /Cisco 7600 Firewall Services Module
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HTTP

18-2 FWSM HTTP
80 TCP HTTP

18-2 HTTP

143413

hostname (config) # class-map http_traffic
hostname (config-cmap) # match port tcp eq 80

hostname (config) # policy-map http_traffic_policy

hostname (config-pmap) # class http_traffic

hostname (config-pmap-c)# inspect http

hostname (config) # service-policy http_traffic_policy global

Catalyst 6500 ICisco 7600 Firewall Services Module
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HTTP

18-3 FWSM A
HTTP 80  TCP HTTP
A A
FWSM B HTTP HTTP
B B
18-3 HTTP

! |
B A : . AREA
192.168.1.1 : : 10.1.1.1
_A— L | oy
(] — E— |
7———" H~— k 80 L
= (s M SR = o
U~ H#—nB &
192.168.1.1 10.1.1.2 &

hostname (config) # access-list serverA extended permit tcp any host 192.168.1.1 eq 80
hostname (config) # access-list ServerB extended permit tcp any host 10.1.1.2 eq 80

hostname (config) # class-map http_serveraA
hostname (config-cmap) # match access-list serverA
hostname (config) # class-map http_serverB
hostname (config-cmap) # match access-list serverB

hostname (config) # policy-map policy serverA

hostname (config-pmap) # class http_servera

hostname (config-pmap-c)# inspect http http_map_ serverA
hostname (config-pmap-c)# set connection conn-max 100
hostname (config) # policy-map policy serverB

hostname (config-pmap) # class http_serverB

hostname (config-pmap-c)# inspect http http_map_ serverB

hostname (config) # service-policy policy serverB interface inside
hostname (config) # service-policy policy serverA interface outside

Catalyst 6500 /Cisco 7600 Firewall Services Module
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NAT HTTP

IP 10.1.1.1
IP 209.165.200.225

18-4 NAT HTTP

y > y
E] < R = |
r— -
A/ I
h"Z k H—nN %
EIP:10.1.1.1 209.165.200.250

< 7 IP : 209.165.200.225

hostname (config)# static (inside,outside) 209.165.200.225 10.1.1.1
hostname (config) # access-list http_client extended permit tcp host 10.1.1.1 any eq 80

hostname (config) # class-map http_client
hostname (config-cmap) # match access-list http_client

hostname (config) # policy-map http_client
hostname (config-pmap) # class http_client

hostname (config-pmap-c)# inspect http

hostname (config) # service-policy http_client interface inside

Catalyst 6500 ICisco 7600 Firewall Services Module
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e IP p.19-4
. p.19-4
. p.19-5
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TCP UDP TCP
TCP
TCP
Initial Sequence Number ISN 2 1
1 FWSM / ISN
ISN ISN
S
Network Address Translation NAT; TCP
FWSM TCP
FWSM  TCP
NAT Denial of Service DoS;
TCP TCP
NAT p.7-8
12 NAT
1 class-map
p.18-3

2

hostname (config) # policy-map name
3 1

hostname (config-pmap) # class class_map_name
4 TCP  UDP TCP

hostname (config-pmap-c)# set connection {[conn-max number] [random-sequence-number
{enable | disable}]}

number 0 65,535 0
1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname (config-pmap-c)# set connection timeout {[embryonic seconds]
[half-closed minutes] [tep minutes]}

embryonic seconds 1 255 20 0
set connection

half-closed minutes 1 255 10 0
tcp minutes 5 65535 60 0
1
1
1
hostname (config) # service-policy policymap_name {global | interface interface_name}
global interface 1
1
1

[ oL-8123-01-J
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IP

Unicast Reverse Path Forwarding uRPF

URPF IP
IP IP
FWSM URPF
FWSM Reverse Path Forwarding
FWSM FWSM
RFC 2267
FWSM  uRPF
FWSM
FWSM
FWSM
RPF

e Internet Control Message Protocol ICMP

e UDP TCP

URPF

hostname (config) # ip verify reverse-path interface interface_name

FWSM IP 24
200
NFS over UDP
FWSM
DoS

hostname (config) # fragment chain 1 [interface name]

Catalyst 6500 /Cisco 7600 Firewall Services Module
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IP
A
IPS IPS
1
hostname# show conn
FWSM
TCP out 64.101.68.161:4300 in 10.86.194.60:23 idle 0:00:00 bytes 1297 flags UIO
2 IP
hostname (config)# shun src_ip [dst_ip src_port dest_port [protocol]] [vlan vlan_id]
IP
IP
1P IP
0
admin
VLAN LAN ID
3

hostname (config) # no shun src_ip [vlan vlan_ id]

Catalyst 6500 /Cisco 7600 Firewall Services Module
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CHAPTER2

p.20-2
p.20-3
NAT PAT p.20-4
p.20-4
p.20-5
p.20-7
p.20-8
CTIQBE p.20-9
DNS p.20-13
FTP p.20-22
GTP p.20-28
H.323 p.20-34
HTTP p.20-42
ICMP p.20-45
ILS p.20-45
MGCP p.20-46
NetBIOS p.20-52
PPTP p.20-52
RSH p.20-52
RTSP p.20-53
SIP p.20-57
Skinny SCCP p.20-63
SMTP SMTP p.20-67
SNMP p.20-70
SQL*Net p.20-72
Sun RPC p.20-73
TFTP p.20-77
XDMCP p.20-77
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FWSM
ASA
FWSM
IP
Network Address Translation NAT;
NAT
TCP UDP well-known

. p.20-3
o p.20-4

Catalyst 6500 /Cisco 7600 Firewall Services Module
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20-1 FWSM
. XLATE CONN
ASA
20-1 ASA

TCP/UDP

20-1

-t

TCP SYN
FWSM

»

3. FWSM XLATE

4. FWSM

FWSM

7. FWSM

FWSM

/Cisco 7600

Yo}
N
©
o
@

FWSM

CONN

TCP UDP

Firewall Services Module
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|
NAT PAT
NAT Port Address Translation PAT;
NAT PAT
NAT PAT 20-1
J PAT FWSM
PAT 2727 2427 1400 well-known
2427 2727 1400
MGCP
FWSM
e CTIQBE— CTIQBE p.20-9
e Domain Name System DNS; — DNS p.20-13
e FTP — FTP p.20-22
e GTP— GTP p.20-28
e H323— H.323 p.20-34
e HTTP— HTTP p.20-42
e Internet Control Message Protocol ICMP — Catalyst 6500 Series Switch and Cisco 7600 Series Router
Firewall Services Module Command Reference inspect icmp inspect icmp error

ILS — Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference inspect ils

MGCP — MGCP p.20-46
NetBIOS —  Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference inspect netbios

PPTP — Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference inspect pptp

RSH — Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference inspect rsh

RTSP — RTSP p.20-53

SIP— SIP p.20-57

Skinny —  Skinny SCCP p.20-63

SMTP/ESMTP —  SMTP SMTP p.20-67
SNMP —  SNMP p.20-70

SQL*Net —  Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference inspect sglnet

SunRPC —  Sun RPC p.20-73

TFTP — Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference inspect tftp

XDMCP —  Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Command Reference inspect xdmcp

/Cisco 7600 Firewall Services Module

i Catalyst 6500
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20-1 FWSM
20-1
NAT
PAT 1 1
CTIQBE TCP/2748 — —
DNs! UDP/53 RFC 1123 NAT PTR
512
FTP TCP/21 RFC 959 FTP
RFC
strict
inspect ftp
GTP UDP/3386 —
UDP/2123
H.323 TCP/1720 ITU-T H.323 RAS
UDP/1718 H.245 H225.0 H.225
UDP RAS [Q.931 Q.932
1718 1719
HTTP TCP/80 RFC 2616 ActiveX Java
MTU
2
ICMP — — —
ICMP ERROR — — —
ILS LDAP — — —
MGCP 2427 2727 |RFC2705bis-05 —
NetBIOS Datagram UDP/138 — —
Service / UDP
NetBIOS Name UDP/137 — WINS
Service / UDP
NetBIOS over IP3 — — —
PPTP 1723 RFC2637 —
RSH TCP/514 Berkeley UNIX —
RTSP TCP/554 RFC 2326 RFC |HTTP
2327 RFC 1889
SIP TCP/5060 RFC 2543 —
UDP/5060
Catalyst 6500 /Cisco 7600 Firewall Services Module
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|
20-1
NAT
PAT 1 1
Skinny SCCP TCP/2000 — TFTP
Cisco IP
Phone
SNMP UDP/161 RFC 1155 1157 |v.2 RFC 1902 1908
162 1212 1213 1215 |v.3 RFC 2570 2580
SMTP/ESMTP TCP/25 RFC 821 1123 ESMTP
SMTP
SQL*Net TCP/1521 — V.1 V.2
v.l
Sun RPC UDP/111 — NAT
TCP/111
TFTP TCP/69 RFC 1530 —
UDP/69
XDCMP UDP/177 — —
1. WINS NAT
2. MTU Java ActiveX 1
3. NetBIOS NetBIOS UDP 137 NetBIOS UDP 138 NAT
Catalyst 6500 ICisco 7600 Firewall Services Module
m. OL-8123-01-J |
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Catalyst 6500

e FWSM

18

Services Module Command Reference

e FTP—
. GTP—

e HTTP—
* MGCP—

¢ SIP—
e SNMP—

/Cisco 7600

MPF

18

MPF

MPF

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall

request-command deny
GTP
HTTP
MGCP

SNMP

Firewall Services Module

inspect

p.20-23
p.20-29
p.20-43
p.20-48

p.20-58
p.20-70
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20-1

class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect smtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
service-policy global_policy global

Catalyst 6500 ICisco 7600 Firewall Services Module
m. 0L-8123-01-J |
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CTIQBE
e CTIQBE p.20-9
. p.20-9
e CTIQBE p.20-10
e CTIQBE p.20-11
CTIQBE
inspect ctigbe Computer Telephony Interface Quick Buffer Encoding CTIQBE
NAT PAT NAT
Cisco IP SoftPhone Cisco Telephony Application Programming Interface TAPI
/Java Telephony Application Programming Interface JTAPI FWSM
Cisco CallManager
TAPI JTAPI Cisco VolIP CTIQBE Cisco
TAPI Service Provider TSP; TAPI Cisco CallManager
CTIQBE
e CTIQBE alias
e CTIQBE
e debug ctigbe
FWSM Cisco IP SoftPhone Cisco IP
SoftPhone Cisco TSP
CTIQBE
e 2 Cisco IP SoftPhone Cisco CallManager CallManager
FWSM 2
e Cisco IP SoftPhone Cisco CallManager
NAT NAT  Cisco CallManager IP
Cisco IP SoftPhone Cisco CallManager IP
PC Cisco TSP
e PAT PAT Cisco CallManager IP
Cisco IP SoftPhone TCP 2748 PAT
CTIQBE
TCP 2748 Cisco CallManager Cisco IP SoftPhone
Cisco TSP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H cTIGBE

CTIQBE
CTIQBE CTIQBE

1 CTIQBE
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI

2 CTIQBE match port

hostname (config-cmap) # match port tcp eq 2748

3 CTIQBE FTP
policy-map

hostname (config-cmap) # policy-map policy_ map name
hostname (config-pmap) #

policy_map_name CLI

4 1 CTIQBE
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 1 CLI

5 CTIQBE

hostname (config-pmap-c)# inspect ctigbe

6 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #

policy_map_name 3
global
interface interface_ID
interface_ID nameif

Catalyst 6500 /Cisco 7600 Firewall Services Module
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CTIQBE ||
FWSM CTIQBE
20-1 CTIQBE
2748 CTIQBE CTIQBE
CTIQBE
hostname (config) # class-map ctigbe_port
hostname (config-cmap) # match port tcp eq 2748
hostname (config-cmap) # policy-map sample_policy
hostname (config-pmap) # class ctigbe_port
hostname (config-pmap-c)# inspect ctigbe
hostname (config-pmap-c) # service-policy sample_policy interface outside
hostname (config) #
CTIQBE
show ctigbe FWSM CTIQBE
CTIQBE
show ctigbe FWSM
CTIQBE 1
10.0.0.99 CTI Cisco IP SoftPhone 172.29.1.77 Cisco Call
Manager TCP 2748  Cisco CallManager
120
hostname# # show ctigbe
Total: 1
LOCAL FOREIGN STATE HEARTBEAT
1 10.0.0.99/1117 172.29.1.77/2748 1 120
RTP/RTCP: PAT xlates: mapped to 172.29.1.99(1028 - 1029)
MEDIA: Device ID 27 Call ID 0
Foreign 172.29.1.99 (1028 - 1029)
Local 172.29.1.88 (26822 - 26823)
CTI CallManager RTP
172.29.1.99 UDP 1028 PAT RTCP UDP 1029
PAT
RTP/RTCP:PAT xlates: CTI CallManager CTI
PAT
CallManager CTI
CallManager NAT

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H cTIGBE

CTI 172.29.1.88
RTP RTCP UDP 26822 26823 FWSM
2 CallManager CTIQBE
CallManager CTI
Device ID 27 CallIDO0
CTIBQE show xlate debug

hostname# show xlate debug
3 in use,

Flags:

TCP PAT
timeout
UDP PAT
timeout
UDP PAT
timeout

show conn state ctigbe

3 most used
D - DNS, d - dump, I - identity, i - inside, n - no random,
r - portmap, s - static
from inside:10.0.0.99/1117 to outside:172.29.1.99/1025 flags ri idle 0:00:22
0:00:30
from inside:10.0.0.99/16908 to outside:172.29.1.99/1028 flags ri idle 0:00:00
0:04:10
from inside:10.0.0.99/16909 to outside:172.29.1.99/1029 flags ri idle 0:00:23
0:04:10

CTIQBE CTIQBE

show conn state ctigbe

hostname#
1 in use,
hostname#
1 in use,

Flags:

A - awaiting inside ACK to SYN,

B

n H"Q R QHE

show conn state ctigbe

10 most used

show conn state ctigbe detail

10 most used

a - awaiting outside ACK to SYN,
initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
outside back connection, F - outside FIN, f - inside FIN,
group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
incomplete, J - GTP, j - GTP data, k - Skinny media,

SMTP data, m - SIP media, O - outbound data, P - inside back connection,
SQL*Net data, R - outside acknowledged FIN,

UDP RPC, r - inside acknowledged FIN, S - awaiting inside SYN,
awaiting outside SYN, T - SIP, t - SIP transient, U - up

/Cisco 7600 Firewall Services Module
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DNS
e DNS p.20-13
e DNS Rewrite p.20-14
e DNS Rewrite p.20-15
e DNS p.20-20
e DNS p.20-21
DNS
FWSM DNS FWSM  DNS DNS
FWSM DNS ID DNS ID
DNS FWSM
e alias static nat DNS
DNS Rewrite DNS A DNS
Rewrite  PTR
)
PAT PAT
DNS Rewrite ~ PAT
e DNS 512 65,535
FWSM
FWSM
S
maximum-length inspect dns DNS
. 255 63
. DNS
DNS 5 /
IP /
DNS DNS app_id app_id
app_id DNS FWSM
show conn DNS
DNS
DNS
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H Dns

DNS Rewrite

DNS DNS Rewrite DNS
NAT
DNS
DNS DNS A DNS
A
DNS alias static nat DNS Rewrite
DNS Rewrite p.20-15
DNS Rewrite 2
e DNS DNS
e DNS
20-2 DNS ISP FWSM static
Web 192.168.100.1 ISP 209.165.200.5
Web URL http://server.example.com
Web Web Web IP
DNS DNS FWSM IP
ISP
DNS FWSM Web
IP IP DNS A
Web
Web NAT
DNS 20-2
2 NAT DNS Rewrite p.20-16
20-2 2 NAT DNS Rewrite
pu— DNS H—/\
= | server.example.com IN A 209.165.200.225
L
Web H—/3

server.example.com

192.168.100.1

Web 75472+

http://server.example.com

192.168.100.2

DNS

FWSM

192.168.100.1IN A 209.165.200.225

DMz

DNS Rewrite

3 NAT

/Cisco 7600

DNS Rewrite

132972

DNS

p.20-17

Firewall Services Module

i Catalyst 6500
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DNS Rewrite
alias static nat DNS Rewrite alias static
static
DNS Rewrite  static
alias static DNS Rewrite
static nat
DNS Rewrite
static
e DNS Rewrite alias p.20-15
e DNS Rewrite  static p.20-15
e 2 NAT DNS Rewrite p.20-16
e 3 NAT DNS Rewrite p.20-17
e 3 NAT DNS Rewrite p.20-19
alias nat static Catalyst 6500 Series Switch
and Cisco 7600 Series Router Firewall Services Module Command Reference
DNS Rewrite alias
alias FWSM IP
IP
hostname (config) # alias (inside) mapped-address real-address
192.168.100.10
209.165.200.225
192.168.100.10
hostname (config) # alias (inside) 209.165.200.225 192.168.100.10
N
DNS Rewrite alias
ARP alias sysopt
noproxyarp internal_interface ARP
DNS Rewrite static
static IP

Catalyst 6500

hostname (config) # static (inside,outside) mapped-address real-address dns

192.168.100.10
209.165.200.5

hostname (config)# static (inside,outside) 209.165.200.225 192.168.100.10 dns

/Cisco 7600 Firewall Services Module
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H DNs
~
nat DNS Rewrite
static
2 NAT DNS Rewrite

20-2 DNS Rewrite

Web

hostname (config)# static (inside,outside) mapped-address real-address netmask
255.255.255.255 dns

* inside — FWSM
e outside — FWSM

e mapped-address — Web IP
¢ real-address — Web IP
HTTP Web

hostname (config) # access-list acl-name permit tcp any host mapped-address eq port

acl-name —
mapped-address — Web IP
port — HTTP Web TCP

2
access-group

hostname (config) # access-group acl-name in interface outside

DNS DNS DNS
DNS DNS 512
DNS p.20-20
DNS Web A

domain-qualified-hostname. IN A mapped-address

domain-qualified-hostname server.example.com
mapped-address Web IP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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DNS | |

20-2 FWSM DNS

20-2 2 NAT DNS Rewrite

hostname (config)# static (inside,outside) 209.165.200.225 192.168.100.1 netmask

255.255.255.255 dns

hostname (config) # access-list 101 permit tcp any host 209.165.200.225 eq www

hostname (config) # access-group 101 in interface outside

DNS A

server.example.com. IN A 209.165.200.225

NAT DNS Rewrite
20-3 DNS NAT DNS
3 NAT
DNS Rewrite p.20-19
20-3 3 NAT DNS Rewrite
DNS #—/\
server.example.com IN A 209.165.200.225
y-
= |
| &
,,,,,,,,,,, o
Web H—/3
F__!V=_S=¥I 192.168.100.10
e DMZ y—
= |
10.99.99.2 I 192.168.100.1 —
. BE3 -
ER ‘10.10.10.1
\
),
y—— g
Web & 547> b g
10.10.10.25
20-3 Web server.example.com FWSM DMZ
192.168.100.10 IP 10.10.10.25 Web
DNS NAT
. DNS server.example.com
o DNS server.example.com
Web IP 209.165.200.225 Web
o DNS server.example.com
Web IP 192.168.100.10 Web
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H Dns

DMZ Web
server.example.com A DNS DNS
server.example.com 209.165.200.225 A
Web http://server.example.com
1. Web DNS server.example.com IP
2. DNS IP 209.165.200.225
3. Web HTTP 209.165.200.225
4. FWSM
5. 209.165.200.225  192.168.100.10 FWSM  DMZ
Web
Web http://server.example.com
1. Web DNS server.example.com IP
DNS IP 209.165.200.225
3. FWSM DNS DNS
4. DNS
a. A [outside]:209.165.200.5 NAT
static (dmz,outside) 209.165.200.225 192.168.100.10 dns
b. dns A
[outside]:209.165.200.225 --> [dmz]:192.168.100.10
A
dns static DNS Rewrite
c. Web Web [dmz]:192.168.100.10
NAT
NAT
NAT nat static dns
dns b A
5. FWSM HTTP DMZ server.example.com

Catalyst 6500 /Cisco 7600 Firewall Services Module
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3 NAT DNS Rewrite
20-3 NAT

1 DMZ Web

hostname (config) # static (dmz,outside) mapped-address real-address dns

e dmz— FWSM DMZ
e outside — FWSM

¢ mapped-address — Web IP
* real-address — Web IP
2 HTTP Web

hostname (config) # access-list acl-name permit tcp any host mapped-address eq port

acl-name —
mapped-address — Web IP

port —HTTP Web TCP

3 2
access-group

hostname (config) # access-group acl-name in interface outside

4 DNS DNS DNS
DNS DNS 512
DNS p.20-20
5 DNS Web A

domain-qualified-hostname. IN A mapped-address

domain-qualified-hostname server.example.com
mapped-address Web IP

20-3 FWSM DNS

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W DNs
20-3 3 NAT DNS Rewrite
hostname (config)# static (dmz,outside) 209.165.200.225 192.168.100.10 dns
hostname (config) # access-list 101 permit tcp any host 209.165.200.225 eq www
hostname (config) # access-group 101 in interface outside
DNS A
server.example.com. IN A 209.165.200.225
DNS
DNS DNS
1 DNS

class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI

2 match port DNS DNS
UDP 53

hostname (config-cmap) # match port udp eq 53

3 DNS FTP
policy-map
hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #
policy_map_name CLI
4 DNS inspect dns

hostname (config-pmap-c)# inspect dns [maximum-length max-pkt-lengthl

DNS 512 maximum-length
max-pkt-length DNS
maximum-length inspect dns

Catalyst 6500 /Cisco 7600 Firewall Services Module
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DNS ||
5 service-policy
hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #
policy_map_name 3
global
interface interface_ID
interface_ID nameif
FWSM DNS
20-4 DNS
53 DNS
sample_policy DNS DNS
hostname (config) # class-map dns_port
hostname (config-cmap) # match port udp eq 53
hostname (config-cmap) # policy-map sample_policy
hostname (config-pmap) # class dns_port
hostname (config-pmap-c)# inspect dns maximum-length 1500
hostname (config-pmap-c)# service-policy sample_policy interface outside
DNS
hostname# show conn
DNS show conn DNS
IP
DNS 2 5 /
IP / DNS
DNS app_id app_id
app_id DNS FWSM
show conn DNS
DNS
DNS
DNS show service-policy

show service-policy

hostname# show service-policy
Interface outside:
Service-policy: sample_policy
Class-map: dns_port
Inspect: dns maximum-length 1500, packet 0, drop 0, reset-drop 0

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W FTP

FTP

FTP

e FTP p.20-22
e strict p.20-22

* request-command deny p.20-23

e FTP p.20-24

e FTP p.20-27

FTP
FTP FTP

. IP NAT

FTP
PORT

PASV

no inspect ftp FTP

FTP

strict

inspect ftp strict

Web

FTP

FWSM
FTP

FTP
request-command deny

FTP

strict

e FWSM

s FWSM
o 227 PORT

FTP

FTP

Firewall Services Module

i Catalyst 6500 ICisco 7600
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FTP
strict FTP RFC FTP
strict ftp
J —PORT PASV 5
5 PORT TCP
. —RFC ftp <CR><LF>
e RETR STOR —
. — PORT
PORT TCP
. — PASV 227
PASV TCP
227 xxxxx al, a2, a3, a4, p1, p2
e TCP —TCP FWSM
. — 1024
1 1024 well-known
TCP
. — PORT PASV
8 8 TCP
e FWSM SYST FTP X FTP
FTP no mask-syst-reply

request-command deny

request-command deny FWSM FTP FTP
FWSM FTP
FTP
p.20-24 FTP FTP
20-2 request-command deny FTP
20-2 FTP request-command deny

request-command deny

appe

cdup

dele

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W FTP

FTP

20-2 FTP request-command deny

request-command deny

get

help

mkd

put

rmd

rnfr rename

rnto rename

site

stou

FTP
FTP

e strict
e FWSM FTP

FTP

FWSM FTP FTP
21 thwart
FTP TCP 21

FTP

FTP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map

TCP

CLI

i Catalyst 6500 ICisco 7600 Firewall Services Module
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Catalyst 6500

FTP ||

1 FTP match
port match access-list

access-list extended
Access Control Entry  ACE;
match access-list
TCP

config)# access-list acl-name any any tcp eq port_number 1
config)# access-list acl-name any any tcp eq port_number 2
config)# class-map class_map_name

config-cmap)# match access-list acl-name

hostname
hostname
hostname
hostname

match port

hostname (config-cmap) # match port tcp port_number

port_number FWSM FTP TCP

range
match port

hostname (config-cmap) # match port tcp range begin_ port_number end port_number

begin_port_number FTP end_port_number
FTP
e FTP FTP
. FTP
FTP
a. FTP FTP ftp-map

hostname (config-cmap) # f£tp-map map name
hostname (config-ftp-map) #

map_name FTP CLI FTP
b. SYST FTP FTP
mask-syst-reply no

hostname (config-ftp-map) # no mask-syst-reply
hostname (config-ftp-map) #

FTP SYST
SYST mask-syst-response

c. FTP request-command deny
FTP

hostname (config-ftp-map) # request-command deny ftp_ command [ftp_command...]
hostname (config-ftp-map) #

[ oL-8123-01-J
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W FTP

ftp_command 1 FTP FTP
20-2

5 FTP FTP

policy-map

hostname (config-cmap) # policy-map policy_ map name
hostname (config-pmap) #

policy_map_name CLI
6 2 FTP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

7 FTP

. FTP strict inspect ftp

hostname (config-pmap-c)# inspect ftp strict

. 4 FTP FTP
strict FTP inspect ftp

hostname (config-pmap-c)# inspect ftp strict ﬁp_map_name

. FTP inspect ftp

hostname (config-pmap-c)# inspect ftp

8 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif
FWSM FTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



20

FTP

FTP FTP

20-5 FTP

hostname (config) # class-map ftp_ port

hostname (config-cmap) # match port tcp eq 21

hostname (config-cmap) # ftp-map sample_map

hostname (config-ftp-map) # request-command deny put stou appe

hostname (config-ftp-map) # policy-map sample_policy

hostname (config-pmap) # class ftp_port

hostname (config-pmap-c)# inspect ftp strict sample_map

hostname (config-pmap-c)# service-policy sample_policy interface outside

FTP
FTP
. 302002
e FTP RETR STOR retrieve
store
. IP
o IP IP NAT
201005
NAT FTP
IP RFC 959

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W GTP
GTP

e GTP p.20-28

e GTP p.20-29

e GTP p.20-30

e GTP p.20-32

N
GTP FWSM GTP
FWSM

GTP

General Packet Radio Service GPRS

20-4

GPRS

Serving GPRS Support Node SGSN

GPRS

GSM

Gateway GPRS Support Node GGSN;

GPRS

20-4

Universal Telecommunications System UMTS
Universal Terrestrial Radio Access Network UTRAN

GTP GGSN SGSN UTRAN UMTS/GPRS
GTP FWSM  GTP
Catalyst 6500 ICisco 7600 Firewall Services Module
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GTP ||
SGSN  GTP GGSN GTP
GSN GPRS GTP
SGSN GPRS
GTP
N
GTP GTP
GTP [i]
GTP
GTP gtp-map
inspect gtp GTP GTP
inspect gtp FWSM GTP
e request-queue 200
e timeout gsn 0:30:00
e timeout pdp-context 0:30:00
e timeout request 0:01:00
e timeout signaling 0:30:00
e timeout tunnel 0:01:00
e tunnel-limit 500
20-3 GTP GTP
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
20-3 GTP
description GTP
drop ID APN GTP
mcc 3 Mobile Country Code 000 999 1 2
0
message-length
permit errors GTP
request-queue
timeout gtp-map GSN PDP
tunnel-limit
Catalyst 6500 /Cisco 7600 Firewall Services Module
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W GTP
GTP

GTP GTP

~
GTP FWSM  GTP
FWSM
GTP
1 GTP ACE
UDP 2123 3386 ACE
1 access-list extended

hostname (config) # access-list acl-name permit {udp | tcp} any any eq port
acl-name port ACE GTP

2 GTP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI

3 match access-list 1 GTP

hostname (config-cmap) # match access-list acl-name

4 GTP GTP
GTP GTP GTP
p.20-29 GTP

a. GTP GTP gtp-map

hostname (config-cmap) # gtp-map map name
hostname (config-gtp-map) #
map_name GTP CLI GTP

b. GTP GTP
20-3

Catalyst 6500 /Cisco 7600 Firewall Services Module
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GTP

5 GTP GTP
policy-map

hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #

policy_map_name CLI
6 2 GTP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

7 GTP inspect gtp

hostname (config-pmap-c)# inspect gtp [map_name]
hostname (config-pmap-c) #

map_name 4 GTP

8 service-policy

hostname (config-pmap-c) # service-policy policy_map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif
FWSM GTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W GTP

20-6 GTP

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

GTP
GTP

GTP

EXEC

GTP

config)# access-list gtp_acl permit udp any any eq 3386
config)# access-list gtp_acl permit udp any any eq 2123
config)# class-map gtp-traffic

config-cmap) # match access-1list gtp_acl

config-cmap)# gtp-map sample_map

config-gtp-map) #
config-gtp-map) #
config-gtp-map) #
config-gtp-map) #
config-gtp-map) #

request-queue 300

permit mcc 111 mnc 222
message-length min 20 max 300
drop message 20

tunnel-limit 10000

config)# policy-map sample_policy
config-pmap)# class gtp-traffic
config-pmap-c)# inspect gtp sample_map
config)# service-policy sample_policy outside

show service-policy inspect gtp

Catalyst 6500 Series Switch and Cisco 7600 Series

Router Firewall Services Module Command Reference

GTP

show service-policy inspect gtp statistics
show service-policy inspect gtp statistics

hostname# show service-policy inspect gtp statistics

GPRS GTP Statistics:
version_not_support
unknown_msg
unexpected_data_msg
mandatory_ie_missing
optional_ie_incorrect
ie_out_of_order
total_forwarded
signalling_msg_dropped

signalling_msg_forwarded

total created_pdp
total created_pdpmcb
pdp_non_existent

?

/Cisco 7600

O O O O O O O o o o o o

msg_too_short
unexpected_sig_msg
ie_duplicated
mandatory_ie_incorrect
ie_unknown
ie_unexpected
total_dropped
data_msg_dropped
data_msg_forwarded
total deleted_pdp
total deleted_pdpmcb

Firewall Services Module

O O O O O O o o o o o

i Catalyst 6500
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GTP
PDP show service-policy inspect gtp pdp-context
show service-policy inspect gtp pdp-context

hostname# show service-policy inspect gtp pdp-context detail

1 in use, 1 most used, timeout 0:00:00

Version TID MS Addr SGSN Addr Idle APN

vl 1234567890123425 10.0.1.1 10.0.0.2 0:00:13 gprs.example.com
user_name (IMSI): 214365870921435 MS address: 1.1.1.1
primary pdp: Y nsapi: 2
sgsn_addr_signal: 10.0.0.2 sgsn_addr_data: 10.0.0.2
ggsn_addr_signal: 10.1.1.1 ggsn_addr_data: 10.1.1.1
sgsn control teid: 0x000001d1 sgsn data teid: 0x000001d3
ggsn control teid: 0x6306ffal ggsn data teid: 0x6305f9fc
seq_tpdu_up: 0 seq_tpdu_down: 0
signal_sequence: 0
upstream_signal_flow: 0 upstream_data_flow: 0
downstream_signal_flow: 0 downstream_data_flow: 0
RAupdate_flow: 0

PDP ID ID IMSI NSAPI

GTP GSN 2 PDP
ID GTP
MS

hostname# show service-policy gtp statistics | grep gsn

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W H323
H.323
e H.323 p.20-34
e H.323 p.20-34
. p.20-35
e H.225 p.20-36
e H.225 p.20-37
e H.323 p.20-37
e H.323 H.225 p.20-40
e H.323 p.20-40
H.323
H.323 H.323 Cisco CallManager VocalTec Gatekeeper
H.323 International Telecommunication Union ITU;
LAN FWSM
H.323 v3 Multiple Calls on One Call Signaling Channel 1
H.323 Version 4
H.323 FWSM H.323 Version 3
FWSM
H.323 2
e H.225 H.245 IPv4 NAT
H.323 PER FWSM  ASN.1
H.323
. H.245 RTP/RTCP
H.323
H.323 2 TCP 4 6 UDP
FastConnect 1 TCP RAS 1
UDP
H.323 TCP 1720 H.323 TCP
Q.931 H.323
H.245 TCP H.323
UDP
H.323 Q.931 TCP H.245 H.323
FastConnect FWSM H.225 H.245
H.245 H.323 UDP
H.323 H.245
Real-Time Transport Protocol RTP
RTP Control Protocol RTCP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H.323 H.225 H.245 H.323 RAS H.323
e UDP 1718 —
e UDP 1719 — RAS
e TCP 1720 —
H.225 well-known H.323 1720
H.245 H.225
H.323 FWSM
AdmissionConfirm ACF H.225
FWSM H.225 H.245 H.245
FWSM H.245 H.245
IP NAT H.245
H.323 ITU H.225 H.245 TPKT
TPKT H.225
H.245 TCP
FWSM  TPKT FWSM
1 TPKT
FWSM IP NAT User-User
Information Element UUIE; TPKT H.225 TCP
TPKT TCP
FWSM  TPKT ACK H.245 TPKT
~
FWSM TPKT ACK TCP
H.323 UDP H.323 timeout
H.323
H.323
o PAT H.323 IP
H.323
PAT
¢ NetMeeting H.323 H.323
H.323
FWSM
H.323

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W H.323

H.225

FWSM
H.225

20-5 H.225

IPa7

10.10.212.1 @
|—

10.10.212.0

H.323

20-5

10.10.15.11

Cisco Catalyst 6000 H.245 10'25'5
FWSM 3.1 S S (1] %
10.3.6.1 |
o) 5
CME 8
FWSM Cisco CallManager  HSI HSI
Cisco CallManager Cisco
CallManager  Cisco CallManager HSI 1
FWSM
H.225
FWSM Cisco CallManager
FWSM
H.225
HSI  HSI
FWSM  HSI H.225 1 HSI
H.245 H.245 1
Catalyst 6500 ICisco 7600 Firewall Services Module
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H.225

H.225 HSI H.225 FWSM H.245

H.225 HSI
FWSM
h225-map H.225 1 H225 5 HSI
20-4 H.225
20-4 H.225
hsi-group H.225 HSI HSI
HSI
10

hsi HSI HSI

endpoint HSI HSI 1
H.323

H.323

H.225 H.323

H.323 ACE

UDP 1718 1719 TCP 1720
ACE 1 access-list extended

hostname (config) # access-list acl-name permit {udp | tcp} any any eq port

acl-name port ACE H.323

H.323

class-map

hostname (config) # class-map class_map_name

hostname (config-cmap) #

class_map_name class-map CLI

match access-list 1 H.323

hostname (config-cmap) # match access-list acl-name

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W H.323

4 H.225 H.225
H.225 p.20-36
H.225
a. H.225
hostname (config) # h225-map map_ name
hostname (config-h225-map) #
H.225 CLI
b. HSI hsi-group
hostname (config-h225-map) # hsi-group group_ ID
hostname (config-h225-map-hsi-grp) #
group_ID 0 2147483647 HSI
S
H.225 HSI
HSI CLI
C. HIS
hostname (config-h225-map-hsi-grp)# hsi ip_address
ip_address HIS
d. 10 endpoint
1
hostname (config-h225-map-hsi-grp)# endpoint ip address interface
interface FWSM ip_address
e. HSI b d
5 H.323 H.323
policy-map
hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #
policy_map_name CLI
6 2 H.323
class
hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #
class_map_name 2 CLI
Catalyst 6500 /Cisco 7600 Firewall Services Module
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7 H.323 inspect h323
hostname (config-pmap-c)# inspect h323 [h225 map_name]
hostname (config-pmap-c) #
map_name 4 H.225
8 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID

interface_ID nameif

FWSM H.323
20-7 H.225 H.323

H.323 1720

H.323

hostname (config)# access-list h323_acl permit udp any any eq 1718
hostname (config)# access-1list h323_acl permit udp any any eq 1719
hostname (config) # access-list h323_acl permit tcp any any eq 1720
hostname (config) # class-map h323-traffic

hostname (config-cmap) # match access-list h323_acl

hostname (config-cmap) # policy-map sample_policy

hostname (config-pmap) # class h323_port

hostname (config-pmap-c)# inspect h323 ras

hostname (config-pmap-c)# inspect h323 h225

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

20-8 H.323 2 HSI H.225

20-8 H.225 H.323

hostname (config) # access-list h323_acl permit udp any any eq 1718
hostname (config) # access-list h323_acl permit udp any any eq 1719
hostname (config)# access-list h323_acl permit tcp any any eq 1720
hostname (config) # class-map h323-traffic

hostname (config-cmap) # match access-list h323_acl

hostname (config-cmap) # h225-map sample_map

hostname (config-h225-map) # hsi-group 1

hostname (config-h225-map-hsi-grp)# hsi 10.10.15.11

hostname (config-h225-map-hsi-grp)# endpoint 10.3.6.1 inside
hostname (config-h225-map-hsi-grp)# endpoint 10.10.25.5 outside
hostname (config-h225-map-hsi-grp)# policy-map sample_policy
hostname (config-pmap) # class h323_port

hostname (config-pmap-c)# inspect h323 ras

hostname (config-pmap-c)# inspect h323 h225 sample_map

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W H323
H.323 H.225
H.225 timeout h225
H.225 1
H.323 timeout h323
5
H.323
H.323
e H.225 p.20-40
e H.245 p.20-41
e H.323RAS p.20-41
H.225
show h225 FWSM H.225
debug h323 h225 event debug h323 h245 event show local-host
H.323
show h225 show h245 show h323-ras pager
pager show
show h225
hostname# show h225
Total H.323 Calls: 1
1 Concurrent Call(s) for
Local: 10.130.56.3/1040 Foreign: 172.30.254.203/1720
1. CRV 9861
Local: 10.130.56.3/1040 Foreign: 172.30.254.203/1720
0 Concurrent Call(s) for
Local: 10.130.56.4/1050 Foreign: 172.30.254.205/1720
FWSM H.323
10.130.56.3 172.30.254.203
1 Call Reference Value CRV 9861
10.130.56.4 172.30.254.205 0
H.225
show h225
H.225
2 maintainConnection TRUE TCP
maintainConnection
FALSE H.225

i Catalyst 6500 /Cisco 7600 Firewall Services Module
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H.245

show h245 FWSM
H.245 2
H.245 TCP H.245
H.225 H.225
debug h323 h245 event debug h323 h225 event show local-host
H.323

show h245

hostname# show h245
Total: 1
LOCAL TPKT FOREIGN TPKT
1 10.130.56.3/1041 0 172.30.254.203/1245 0
MEDIA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
Local 10.130.56.3 RTP 49608 RTCP 49609
MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
Local 10.130.56.3 RTP 49606 RTCP 49607

FWSM H.245 1
10.130.56.3 TPKT 0
TPKT TKTP H.225/H.245
4 4
172.30.254.203 TPKT
0 TPKT

258 LCN
172.30.254.203/49608 RTPIP / 172.30.254.203/49609
RTCP IP / 10.130.56.3/49608 RTP IP
/ 49609 RTCP

259 2 LCN 172.30.254.203/49606 RTP IP /
172.30.254.203/49607 RTCP IP / 10.130.56.3/49606
RTP IP / 49607 RTCP

H.323 RAS

show h323-ras FWSM H.323
H.323 RAS debug h323 ras event show local-host
H.323 RAS

show h323-ras H.323 RAS
show h323-ras

hostname# show h323-ras

Total: 1
GK Caller
172.30.254.214 10.130.56.14

172.30.254.214 10.130.56.14
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W HTTP
HTTP

e HTTP p.20-42

. HTTP p.20-43

. HTTP p.20-43
HTTP

Use the inspect http HTTP HTTP

HTTP

. HTTP

e N2H2 Websense URL

e Java ActiveX

2 filter
20
>
no inspect http filter url
HTTP
HTTP
HTTP

e RFC 2616

e RFC

o 20-5

inspect http HTTP HTTP

HTTP HTTP
http-map HTTP
>
HTTP HTTP HTTP
HTTP
Catalyst 6500 ICisco 7600 Firewall Services Module
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HTTP
20-5 HTTP
HTTP
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Command Reference
20-5 HTTP
content-length HTTP
content-type-verification HTTP
max-header-length HTTP
max-uri-length URI
port-misuse
request-method HTTP
strict-http HTTP
transfer-encoding
HTTP
HTTP
1 FWSM HTTP HTTP
TCP 80 thwart
HTTP TCP 80
HTTP
2 HTTP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI

3 1 HTTP match
port match access-list

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W HTTP

access-list extended

ACE match access-list
TCP
hostname (config) # access-list acl-name any any tcp eq port_number 1
hostname (config) # access-list acl-name any any tcp eq port_number 2
hostname (config) # class-map class_map_name
hostname (config-cmap) # match access-list acl-name
match port
hostname (config-cmap) # match port tcp port_number
port_number FWSM HTTP TCP
range
match port
hostname (config-cmap) # match port tcp range begin_ port_number end port_number
begin_port_number HTTP end_port_number
4 HTTP

a. HTTP HTTP http-map

hostname (config-cmap) # http-map map_ name

hostname (config-http-map) #

map_name HTTP CLI HTTP
b. HTTP HTTP

20-5
5 HTTP HTTP
policy-map

hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #

policy_map_name CLI
6 2 HTTP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

Catalyst 6500 /Cisco 7600 Firewall Services Module
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ICMP ||
7 HTTP inspect http
hostname (config-pmap-c)# inspect http [map_name]
hostname (config-pmap-c) #
map_name 4 HTTP
8 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif
FWSM HTTP
20-9 HTTP
HTTP HTTP

hostname (config) # class-map http_port

hostname (config-cmap) # match port tcp eq 80

hostname (config-cmap) # http-map sample_map

hostname (config-http-map)# content-length min 100 max 2000 action reset log
hostname (config-http-map) # content-type-verification match-req-rsp action reset log
hostname (config-http-map) # max-header-length request 100 action reset log
hostname (config-http-map) # max-uri-length 100 action reset log

hostname (config-http-map)# policy-map sample_policy

hostname (config-pmap) # class http_port

hostname (config-pmap-c)# inspect http sample_map

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

ICMP

ICMP

ICMP Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services
Module Command Reference inspect icmp inspect icmp error

ILS

ILS Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services
Module Command Reference inspect ils
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W wmGcp
MGCP
¢ MGCP p.20-46
e MGCP p.20-48
e MGCP p.20-48
¢ MGCP p.20-51
e MGCP p.20-51
MGCP
MGCP
/
MGCP NAT PAT
. Voice over IP  VolIP
. VolP RJ11
/
XDSL
o VolP PBX
PBX
MGCP UDP IP UDP
20-6 MGCP NAT

Catalyst 6500 /Cisco 7600 Firewall Services Module
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20-6 MGCP NAT

PSTN ~
‘ =
Cisco — Cisco
PGW 2200 / o Rss s ’CaIIMana er
b (i) camanag
209.165.201.11 | | 209.165.201.10
209.165.201.1
B—hY9 A EATFAT % %
209.165.200.231 lII II’ - 209.165.200.231
(|P Phone M MGCP/ \\\\ SCCP
NITYvy 7RLR)
SRET B4 > ETES ITN (ﬁ ﬁ) RTP % 209.165.200.23
109 165.200. 231
Pm—_:-:?;

RTP % 209.165.200.231 \
5 209.165.201.1 ~

10.0.0.76
Xt

MGCP /

MGCP

¢ CreateConnection
e ModifyConnection
¢ DeleteConnection
¢ NotificationRequest
e Notify
¢ AuditEndpoint
¢ AuditConnection
* RestartInProgress
4 Notify
DeleteConnection

MGCP
RestartInProgress AuditEndpoint AuditConnection

Command
Response

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



20

W wmGcp
MGCP 2
UDP 2427
UDP 2727
S
MGCP MGCP RTP IP
IP
RTP FWSM  RTP MGCP
MGCP
1
call-agent
group_id
group_id
0 4,294,967,295 ip_address IP
MGCP
call-agent mgcp-map
gateway
IP ip_address group_id
0 4,294,967,295
group_id 1
N
MGCP MGCP AUEP
FWSM MGCP
MGCP
MGCP
MGCP 2 ACE
UDP 2427 2727
access-list extended
hostname (config) # access-list acl-name permit udp any any eq port-1
hostname (config) # access-list acl-name permit udp any any eq port-2
acl-name port-1 MGCP port-2
2 MGCP
/Cisco 7600 Firewall Services Module
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MGCP ||
2 MGCP
class-map
hostname (config) # class-map class_map_name
hostname (config-cmap) #
class_map_name class-map CLI
3 match access-list 1 MGCP
hostname (config-cmap) # match access-list acl-name
4 FWSM
MGCP
a. mgcp-map MGCP mgcp-map GCP
mgcp-map
hostname (config-cmap) # mgcp-map map_name
hostname (config-mgcp-map) #
map_name MGCP MGCP
CLlI
b. call-agent
1
hostname (config-mgcp-map) # call-agent ip_address group_id
C. gateway 1
hostname (config-mgcp-map) # gateway ip address group_ id
d. MGCP
command-queue
hostname (config-mgcp-map) # command-queue command limit
5 MGCP MGCP
policy-map

hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #

policy_map_name CLI

6 2 MGCP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W mGcr

class_map_name 2 CLI

7 MGCP inspect mgcp

hostname (config-pmap-c)# inspect mgcp [map name]
hostname (config-pmap-c) #

map_name 4 MGCP

8 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif
FWSM MGCP
20-10 MGCP MGCP
2427
2727 MGCP
10.10.11.5 10.10.11.6 10.10.10.115
10.10.11.7 10.10.11.8 10.10.10.116 10.10.10.117
MGCP 150
20-10 MGCP

hostname (config) # access-list mgcp_acl permit udp any any eq 2427
hostname (config) # access-list mgcp_acl permit udp any any eq 2727
hostname (config) # class-map mgcp-traffic

hostname (config-cmap) # match access-list mgcp_acl

hostname (config-cmap) # mgcp-map sample_map

hostname (config-mgcp-map) # call-agent 10.10.11.5 101

hostname (config-mgcp-map) # call-agent 10.10.11.6 101

hostname (config-mgcp-map) # call-agent 10.10.11.7 102

hostname (config-mgcp-map) # call-agent 10.10.11.8 102

hostname (config-mgcp-map) # gateway 10.10.10.115 101

hostname (config-mgcp-map) # gateway 10.10.10.116 102

hostname (config-mgcp-map) # gateway 10.10.10.117 102

hostname (config-mgcp-map) # command-queue 150

hostname (config-mgcp-map) # policy-map sample_policy

hostname (config-pmap) # class mgcp_port

hostname (config-pmap-c)# inspect mgcp sample_map

hostname (config-pmap-c)# service-policy sample_policy interface outside
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MGCP
timeout mgcp MGCP
5
timeout mgcp-pat PAT xlate MGCP
MGCP
30 PAT xlate
MGCP
show mgcp commands MGCP show
mgcp sessions MGCP detail
show mgcp

Catalyst 6500

commands

hostname# show mgcp commands

1 in use, 1 most used, 200 maximum allowed

CRCX, gateway IP: host-pc-2, transaction ID:

show mgcp detail

hostname# show mgcp commands detail

1 in use, 1 most used, 200 maximum allowed

CRCX, idle: 0:00:10
Gateway IP host-pc-2
Transaction ID 2052

Endpoint name aaln/1

Call ID 9876543210abcdef
Connection ID

Media IP 192.168.5.7
Media port 6058

show mgcp sessions

hostname# show mgcp sessions
1 in use, 1 most used

Gateway IP host-pc-2, connection ID 6789%9af54c9,

show mgcp sessions detail

hostname# show mgcp sessions detail
1 in use, 1 most used
Session active 0:00:14

Gateway IP host-pc-2

Call ID 9876543210abcdef
Connection ID 6789%9af54c9
Endpoint name aaln/1

Media 1lcl port 6166
Media rmt IP 192.168.5.7
Media rmt port 6058

/Cisco 7600

Firewall Services Module

2052,

idle: 0:00:07

active 0:00:11
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Hl NetBIOS

NetBIOS

NetBIOS

NetBIOS Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Command Reference inspect netbios

PPTP

PPTP Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services
Module Command Reference inspect pptp

RSH

RSH Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services
Module Command Reference inspect rsh
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RTSP
e RTSP p.20-53
* RealPlayer p.20-54
. p.20-54
e RTSP p.20-54
RTSP
inspect rtsp RTSP
inspect rtsp FWSM  RTSP
RTSP RealAudio RealNetworks Apple QuickTime 4 RealPlayer Cisco IP/TV
Y
Cisco IP/TV RTSP TCP 554 TCP 8554
RTSP well-known 554 TCP uUbP
FWSM RFC 2326 TCP TCP
/
RDT rtp/avp rtp/avp/udp x-real-rdt x-real-rdt/udp Xx-pn-tng/udp
FWSM SETUP 200 FWSM
FWSM
RFC 2326 SETUP
FWSM SETUP
QuickTime SETUP
RTSP PAT NAT FWSM RTSP HTTP
HTTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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M RTSP
RealPlayer
RealPlayer FWSM
access-list
RealPlayer Options >Preferences >Transport >RTSP Settings
RealPlayer TCP Use TCP to Connect to Server Attempt to use TCP
for all content FWSM
RealPlayer ~ UDP Use TCP to Connect to Server Attempt to use
UDP for static content
FWSM inspect rtsp port
RTSP
e FWSM UDP RTSP RTSP
e PAT
e FWSM RTSP HTTP HTTP
e FWSM RTSP NAT 1P HTTP
RTSP Session Description Protocol SDP
FWSM
NAT
e Cisco IP/ITV FWSM SDP NAT Content
Manager 6 IP
e Apple QuickTime 4 RealPlayer NAT Cisco IP/TV Viewer
Content Manager
NAT
RTSP
RTSP
1 FWSM RTSP SETUP
TCP 554 8554
2 RTSP SETUP access-list extended
ACE

hostname (config) # access-list acl-name any any tcp eq port_number

1 RTSP SETUP
4 match access-list match
port

Catalyst 6500 /Cisco 7600 Firewall Services Module
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3 RTSP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI
4 1 RTSP match
access-list

hostname (config-cmap) # match access-list acl-name

5 RTSP RTSP
policy-map

hostname (config-cmap) # policy-map policy_ map_ name

hostname (config-pmap) #

policy_map_name CLI

6 3 RTSP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

7 RTSP inspect rtsp

hostname (config-pmap-c)# inspect rtsp
hostname (config-pmap-c) #

8 service-policy

hostname (config-pmap-c) # service-policy policy_map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H RTSP

FWSM RTSP

20-11 554 8554 RTSP RTSP

20-11 RTSP

hostname (config) # access-list rtsp_acl permit tcp any any eq 554
hostname (config) # access-list rtsp_acl permit tcp any any eq 8554
hostname (config) # class-map rtsp-traffic

hostname (config-cmap) # match access-list rtsp_acl

hostname (config-cmap) # policy-map sample_policy

hostname (config-pmap) # class rtsp_port

hostname (config-pmap-c)# inspect rtsp 554

hostname (config-pmap-c)# inspect rtsp 8554

hostname (config-pmap-c)# service-policy sample_policy interface outside
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SIP
e SIP p.20-57
e SIP p.20-57
e |IP p.20-58
e SIP p.20-59
e SIP p.20-61
e SIP p.20-61
SIP
Session Initiation Protocol SIP Internet Engineering Task Force IETF
SIP SDP SDP
SIP FWSM SIP VoIP
VolP SIP  SDP RFC
e SIP Session Initiation Protocol RFC 2543
e SDP Session Description Protocol RFC 2327
FWSM SIP
SIP
well-known UDP/TCP 50/60
SIP IP IP
SIP IP NAT
SIP PAT
J FWSM SIP
PAT
SIP
REGISTER
e SIP SDP owner/creator 0= IP
0= IP
owner/creator 1P c= IP
SIP 0=
SIP
SIP Windows Messenger RTC Client 4.7.0105 Windows XP
MESSAGE/INFO 202 Accept RFC
IM

e Session Initiation Protocol SIP  -Specific Event Notification RFC 3265

e Session Initiation Protocol SIP  Extension for Instant Messaging RFC 3428

Catalyst 6500 /Cisco 7600 Firewall Services Module
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W sP
MESSAGE/INFO 2
SIP
SIP
Subscription Subscription Contact
Expires
MESSAGE/INFO 5060
SIP
Y
RTC Client 5.0
SIP SIP NAT SDP
SIP
SDP
/
SIP SIP CALL_ID/FROM/TO
SDP
1 FWSM
2 RTP/RTCP
well-known 5060
SIP
SIP
SIP NAT
RTP
1
BYE
INVITE
RTP/RTCP UDP
RTP/RTCP UDP
FWSM FWSM
IP
IP IP Phone
2 SIP
SIP
SIP SIP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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SIP over TCP UDP IP
IP
FWSM SIP TCP UDP
IP IP
SIP ip-address-privacy
SIP
SIP
SIP IP
FWSM SIP SIP
TCP UDP 5060
SIP
class-map
hostname (config) # class-map class_map_name
hostname (config-cmap) #
class_map_name class-map CLI
1 SIP match
port match access-list
UDP TCP 2
access-list extended ACE
match access-list
UDP TCP
hostname (config) # access-list acl-name any any tcp eq port_number
hostname (config) # access-list acl-name any any udp eq port_number
hostname (config) # class-map class_map_name
hostname (config-cmap) # match access-list acl-name
match port
hostname (config-cmap) # match port {tcp | udp} port_number
port_number FWSM SIP
range
match port
hostname (config-cmap) # match port tcp range begin_ port_number end port_number
begin_port_number  SIP end_port_number
Catalyst 6500 /Cisco 7600 Firewall Services Module
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b siP

a. SIP SIP sip-map

hostname (config-cmap) # sip-map map name
hostname (config-sip-map) #

map_name SIP CLI SIP

b. SIP

hostname (config-sip-map) # ip-address-privacy

5 SIP SIP
policy-map

hostname (config-cmap) # policy-map policy_ map_ name

hostname (config-pmap) #

policy_map_name CLI

6 2 SIP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

7 SIP inspect sip

hostname (config-pmap-c)# inspect sip [map_name]
hostname (config-pmap-c) #

map_name 4 SIP

8 service-policy

hostname (config-pmap-c) # service-policy policy_map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 5
global
interface interface_ID
interface_ID nameif
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FWSM SIP

20-12 SIP 5060
SIP

20-12 SIP

hostname (config) # class-map sip_ port
hostname (config-cmap) # match port tcp eq 5060
hostname (config-cmap) # sip-map sample_map
hostname (config-snmp-map) # ip-address-privacy
hostname (config-snmp-map) # policy-map sample_policy
hostname (config-pmap) # class sip_port

(

(

hostname (config-pmap-c)# inspect sip sample_map
hostname (config-pmap-c)# service-policy sample_policy interface outside

SIP

SIP

hostname (config) # timeout sip hh:mm:ss

SIP
SIP

hostname (config) # timeout sip_media hh:mm:ss

SIP

SIP

show sip SIP
inspect protocol sip udp 5060 show timeout sip

show sip FWSM SIP debug
sip show local-host SIP

show sip pager SIP
pager show sip

Catalyst 6500 /Cisco 7600 Firewall Services Module
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b siP

show sip

hostname# show sip

Total: 2

call-id ¢3943000-960ca-2e43-228£f@10.130.56.44
state Call init, idle 0:00:01

call-id ¢3943000-860ca-7elf-11£7@10.130.56.45
state Active, idle 0:00:06

FWSM 2 SIP Total
call-id
call-id ¢3943000-960ca-2e43-228f@10.130.56.44 Call Init
INVITE 100 Response 200 OK
Ixx
1
2 Active
6
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Skinny SCCP
SCCP
e SCCP p.20-63
e Cisco IP Phone p.20-63
. p.20-64
e SCCP p.20-64
e SCCP p.20-66
SCCP
Skinny SCCP VolP SCCP Cisco
IP Phone H.323 Cisco CallManager SCCP
H.323 FWSM
SCCP Version 3.3 SCCP 24 304 311 32 332 5
FWSM Version 3.3.2
FWSM SCCP PAT  NAT PAT IP Phone IP
IP Phone SCCP NAT PAT
Skinny SCCP
FWSM
Cisco CallManager ~ Cisco IP Phone SCCP
SCCP FWSM DHCP 150 66
Cisco IP Phone DHCP TFTP
Cisco IP Phone DHCP 3
DHCP Cisco IP Phone p.8-33
Cisco IP Phone
Cisco IP Phone Cisco CallManager
NAT  Cisco CallManager IP
Cisco IP Phone Cisco CallManager IP
Cisco CallManager  Cisco IP Phone
Cisco IP Phone TFTP Cisco CallManager
TFTP Cisco IP Phone
UDP 69 TFTP
TFTP
NAT
IP PAT
IP
TFTP Cisco CallManager Cisco IP Phone

Cisco IP Phone
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Bl Skinny SCCP

SCCP

SCCP PAT NAT

e PAT alias

. NAT PAT
Cisco CallManager NAT PAT
Cisco IP Phone FWSM
NAT PAT FWSM
NAT TFTP FWSM TFTP
Cisco IP Phone Cisco
CallManager IP
N
FWSM SCCP
SCCP
SCCP SCCP
hostname (config) # class-map class_map_name
class_map_name
hostname (config) # class-map sccp_port
class-map CLI
hostname (config-cmap) #
match
hostname (config-cmap) # match port tcp eq 2000
hostname (config-cmap) # exit
hostname (config) #
range
hostname (config-cmap) # match port tcp range 2000-2010
SCCP access-list extended
ACE match
SCCP
/Cisco 7600 Firewall Services Module
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Skinny

hostname (config) # policy-map policy map_name

policy_map_name

hostname (config) # policy-map sample_policy

CLI

hostname (config-

hostname (config-

hostname (config-

CLI

hostname (config-

SCCP

hostname (config-

hostname (config-
hostname (config-

hostname (config-

pmap) #

pmap) # class class_map_name

sccp_port

pmap) # class sccp_port

pmap-c) #

FWSM

pmap-c)# inspect skinny

pmap-c) # exit
pmap) #

pmap) # exit

hostname (config) #

hostname (config) # service-policy policy map _name [global | interface interface_ID

policy_map_name

3 global
nameif

/Cisco 7600 Firewall Services Module
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Bl Skinny SCCP

sample_policy

hostname (config) # service-policy sample_policy interface outside

sample_policy FWSM

hostname (config) # service-policy sample_policy global

20-13 SCCP
2000 SCCP
20-13 SCCP

hostname (config) # class-map sccp_port

hostname (config-cmap) # match port tcp eq 2000

hostname (config-cmap) # exit

hostname (config) # policy-map sample_policy

hostname (config-pmap) # class sccp_port

hostname (config-pmap-c)# inspect skinny

hostname (config-pmap-c) # exit

hostname (config) # service-policy sample_policy interface outside

SCCP
show skinny SCCP  Skinny
show skinny FWSM
Skinny 2
10.0.0.11 Cisco IP Phone 172.18.1.33 Cisco
CallManager TCP 2000  CallManager 2
10.0.0.22 Cisco IP Phone Cisco
CallManager
hostname# show skinny
LOCAL FOREIGN STATE
1 10.0.0.11/52238 172.18.1.33/2000 1
AUDIO 10.0.0.11/22948 172.18.1.22/20798
2 10.0.0.22/52232 172.18.1.33/2000 1
VIDEO 10.0.0.22/20798 172.18.1.11/22948
Cisco IP Phone 2
RTP UDP 22948 20798
Skinny show xlate debug

hostname# show xlate debug
2 in use, 2 most used
Flags: D - DNS, d - dump, I - identity, i - inside, n - no random,
r - portmap, s - static
NAT from inside:10.0.0.11 to outside:172.18.1.11 flags si idle 0:00:16 timeout 0:05:00
NAT from inside:10.0.0.22 to outside:172.18.1.22 flags si idle 0:00:14 timeout 0:05:00
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SMTP SMTP | |

SMTP ESMTP
e SMTP SMTP p.20-67
e SMTP SMTP p.20-68
SMTP SMTP
FWSM SMTP ESMTP
FWSM SMTP ESMTP
ESMTP  SMTP SMTP
SMTP SMTP  ESMTP ESMTP
SMTP ESMTP
SMTP ESMTP
inspect smtp 7 RFC 821 DATA HELO MAIL NOOP QUIT RCPT
RSET inspect esmtp 7
SMTP AUTH HELP EHLO ETRN SAML SEND SOML VRFY
SMTP ESMTP ESMTP
X FWSM SMTP

500 Command unknown: 'XXX'

SMTP inspect smtp
FWSM 3
ESMTP inspect esmtp
FWSM 1
N
inspect smtp inspect esmtp
2 0 0 SMTP

Carriage Return CR; Linefeed LF;

SMTP SMTP
Telnet SMTP 4 CR
LF

SMTP

SMTP
SMTP 3
e SMTP 7 SMTP 8
e SMTP
. — 108002
RFC 821

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



20 |

W smTP SMTP

SMTP

. <CR><LR>
MAIL RCPT

SMTP

. FWSM X
TCP

. TCP

SMTP SMTP
SMTP
SMTP SMTP

1 FWSM SMTP SMTP
TCP 25 SMTP

2 SMTP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI
3 match 1 SMTP

match port

hostname (config-cmap) # match port tcp eq port_number

port_number
range

hostname (config-cmap) # match port tcp range begin_ port_number end port_number

#

access-list extended
ACE match port
match access-list SMTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

SMTP SMTP ||
SMTP SMTP
policy-map
hostname (config-cmap) # policy-map policy_ map_ name
hostname (config-pmap) #
policy_map_name CLI
2 SMTP
class
hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #
class_map_name 2 CLI
a. SMTP
hostname (config-pmap-c)# inspect esmtp
b. SMTP
hostname (config-pmap-c)# inspect smtp
A
inspect smtp inspect esmtp SMTP SMTP

p.20-67

service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ID]
hostname (config) #

policy_map_name 4
global
interface interface_ID
interface_ID nameif
FWSM SMTP
20-14 ESMTP

hostname (config) # class-map smtp_port

hostname (config-cmap) # match port tcp eq 25

hostname (config-cmap) # policy-map sample_policy

hostname (config-pmap) # class smtp_port

hostname (config-pmap-c)# inspect esmtp

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

[ oL-8123-01-J
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H sNwmP

SNMP

SNMP

SNMP

SNMP
e SNMP p.20-70
e SNMP p.20-70
SNMP SNMP SNMP
SNMP
SNMP FWSM SNMP
3 SNMP
SNMP
FWSM SNMP
TCP 161 162
SNMP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map
match 1 SNMP
range

1 2 2
deny version

CLI

hostname (config-cmap) # match port tcp range begin_ port_number end port_number

begin_port_number SNMP end_port_number

Je

access-list extended
match port

ACE
match access-list

SNMP

i Catalyst 6500 /Cisco 7600 Firewall Services Module
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SNMP | |

4 SNMP SNMP snmp-map

hostname (config-cmap) # snmp-map map_name
hostname (config-snmp-map) #

map_name SNMP CLI SNMP

5 SNMP SNMP deny version

hostname (config-snmp-map) # deny version version
hostname (config-snmp-map) #

version SNMP version 1 2 2¢ 3 deny version

6 SNMP SNMP
policy-map

hostname (config-cmap) # policy-map policy map name
hostname (config-pmap) #

policy_map_name CLI
7 2 SNMP
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

8 SNMP inspect snmp

hostname (config-pmap-c)# inspect snmp snmp_map name
hostname (config-pmap-c) #

snmp_map_name 4 SNMP

9 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #

Catalyst 6500 /Cisco 7600 Firewall Services Module
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M saQL*Net

policy_map_name 6
global
interface interface_ID
interface_ID nameif

FWSM SNMP

20-15 TCP 161 162
SNMP

20-15 SNMP

hostname (config) # class-map snmp_port

hostname (config-cmap) # match port tcp range 161 162

hostname (config-cmap) # snmp-map sample_map

hostname (config-snmp-map) # deny version 1

hostname (config-snmp-map) # deny version 2

hostname (config-snmp-map) # policy-map sample_policy

hostname (config-pmap) # class snmp_port

hostname (config-pmap-c)# inspect snmp sample_map

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

SQL*Net

SQL*Net
SQL*Net Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Command Reference inspect sqglnet
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Sun RPC ||
Sun RPC
Sun RPC
Sun RPC
e SunRPC p.20-73
e SunRPC p.20-73
e SunRPC p.20-75
e SunRPC p.20-76
Sun RPC
Sun RPC FWSM
inspect sunrpc
class
no
inspect sunrpc Sun RPC
Sun RPC  NFS Network Information Service NIS;
Sun RPC
Sun RPC
well-known 111
rpcbind
Sun RPC
Sun RPC
FWSM
TCP/UDP
>
Sun RPC NAT PAT
Sun RPC
Sun RPC
Y
UDP Sun RPC
inspect sunrpc
20-17 p.20-75
Sun RPC TCP Sun RPC
1 111
Catalyst 6500 /Cisco 7600 Firewall Services Module
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H SunRPC

2 SunRP
class-map

hostname (config) # class-map class_map_name
hostname (config-cmap) #

class_map_name class-map CLI

3 match 1

match port

hostname (config-cmap) # match port tcp eq port_number

port_number
range

hostname (config-cmap) # match port tcp range begin_ port_number end port_number

£

access-list extended

ACE match port
match access-list Sun RPC
4 Sun RPC Sun RPC
policy-map

hostname (config-cmap) # policy-map policy map name
hostname (config-pmap) #

policy_map_name CLI
5 2 Sun RPC
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

class_map_name 2 CLI

6 SunRPC

hostname (config-pmap-c)# inspect sunrpc
hostname (config-pmap-c) #
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Sun RPC | |

7 service-policy

hostname (config-pmap-c) # service-policy policy map_name [global | interface
interface_ ID]
hostname (config) #

policy_map_name 4
global
interface interface_ID
interface_ID nameif
FWSM Sun RPC
20-16 TCP Sun RPC
TCP 111 Sun RPC

hostname (config) # class-map sunrpc_port

hostname (config-cmap) # match port tcp eq 111

hostname (config-cmap) # policy-map sample_policy

hostname (config-pmap) # class sunrpc_port

hostname (config-pmap-c)# inspect sunrpc

hostname (config-pmap-c)# service-policy sample_policy interface outside
hostname (config) #

20-17 Sun RPC over UDP
inspect sunrpc

20-17 UDP Sun RPC

hostname (config) # policy-map asa_global_ fw_policy
hostname (config-pmap) # class inspection_default

hostname (config-pmap-c)# inspect sunrpc
hostname (config-pmap-c) #

Sun RPC
FWSM Sun RPC Sun RPC
Sun RPC
sunrpc-server
sunrpc-server FWSM  Sun RPC
1P 192.168.100.2
Sun RPC 30

hostname (config)# sunrpc-server inside 192.168.100.2 255.255.255.255 service 100003
protocol tcp 111 timeout 00:30:00

Sun RPC 30
Sun RPC TCP 111
UDP
111-113
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W SunRPC
100003 Sun RPC

UNIX Linux sunrpcinfo

Sun RPC

hostname (config) # clear configure sunrpc-server

sunrpc-server
sunrpc-server
Sun RPC

hostname (config) # clear sunrpc-server active

Sun RPC
Sun RPC

IP 192.168.100.2 Sun RPC
IP 209.168.200.5 Sun RPC
Sun RPC show conn show
conn

hostname# show conn

15 in use, 21 most used

UDP out 209.165.200.5:800 in 192.168.100.2:2049 idle 0:00:04 flags -
UDP out 209.165.200.5:714 in 192.168.100.2:111 idle 0:00:04 flags -
UDP out 209.165.200.5:712 in 192.168.100.2:647 idle 0:00:05 flags -
UDP out 192.168.100.2:0 in 209.165.200.5:714 idle 0:00:05 flags i
hostname (config) #

Sun RPC
show running-config sunrpc-server show running-config sunrpc-server

hostname (config)# show running-config sunrpc-server

sunrpc-server inside 192.168.100.2 255.255.255.255 service 100003 protocol UDP port
111 timeout 0:30:00

sunrpc-server inside 192.168.100.2 255.255.255.255 service 100005 protocol UDP port
111 timeout 0:30:00

30 IP 192.168.100.2
Sun RPC UDP 111

Sun RPC show sunrpc-server active
show sunrpc-server active

hostname# show sunrpc-server active

LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00
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LOCAL IP
FOREIGN IP
Sun RPC Sun RPC Linux UNIX
rpcinfo -p rpcinfo -p
sunrpcserver:~ # rpcinfo -p
program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 632 status
100024 1 tcp 635 status
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100003 2 tcp 2049 nfs
100003 3 tcp 2049 nfs
100021 1 udp 32771 nlockmgr
100021 3 udp 32771 nlockmgr
100021 4 udp 32771 nlockmgr
100021 1 tcp 32852 nlockmgr
100021 3 tcp 32852 nlockmgr
100021 4 tcp 32852 nlockmgr
100005 1 udp 647 mountd
100005 1 tcp 650 mountd
100005 2 udp 647 mountd
100005 2 tcp 650 mountd
100005 3 udp 647 mountd
100005 3 tcp 650 mountd
647 UDP mountd mountd
32780 TCP 650
TFTP
TFTP Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services

XDMCP

Catalyst 6500

Module Command Reference

inspect tftp

XDMCP XDMCP

established

XDMCP Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Command Reference established inspect pptp

/Cisco 7600
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H Xxpwmcp
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Catalyst 6500

Telnet SSH HTTPS VPN FWSM

Telnet p.21-2
SSH p.21-3
ASDM HTTPS p.21-5
VPN p.21-6
FWSM ICMP p.21-12

AAA p.21-13

FWSM IP

/Cisco 7600 Firewall Services Module
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H Telnet
Telnet
FWSM FWSM Telnet IPSec Telnet
Telnet
FWSM 5 Telnet
100 Telnet
[p.4-16]

FWSM  Telnet

1 FWSM IP

hostname (config) # telmet source IP_address mask source_interface

1 100
Telnet

2 FWSM Telnet

hostname (config) # telnet timeout minutes

1 1440 5

192.168.1.2 FWSM

hostname (config)# telnet 192.168.1.2 255.255.255.255 inside
hostname (config) # telnet timeout 30

192.168.3.0 FWSM

hostname (config)# telnet 192.168.3.0 255.255.255.0 inside

Catalyst 6500 /Cisco 7600 Firewall Services Module
m. 0L-8123-01-J |



| 21

SSH ||
FWSM FWSM SSH FWSM
5 SSH 100
SSH
[p.4-16]
SSH TCP/IP
FWSM  SSH Version 1 2 SSH
DES 3DES
A
SSL SSH XML
e SSH p.21-3
e SSH p.21-4
SSH
FWSM  SSH
SSH RSA
hostname (config) # crypto key generate rsa modulus modulus_size
512 768 1024 2048
RSA 1024
RSA
hostname (config) # write memory
FWSM IP
hostname (config) # ssh source_IP address mask source_interface
FWSM SSH
FWSM SSH
hostname (config) # ssh timeout minutes
1 60 5
Catalyst 6500 /Cisco 7600 Firewall Services Module
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W ssH
5 FWSM SSH
FWSM
hostname (config) # ssh version {1 | 2)
RSA 192.168.1.2 FWSM
hostname (config) # crypto key generate rsa modulus 1024
hostname (config)# write mem
hostname (config)# ssh 192.168.1.2 255.255.255.255 inside
hostname (config)# ssh 192.168.1.2 255.255.255.255 inside
hostname (config)# ssh timeout 30
192.168.3.0 FWSM
hostname (config)# ssh 192.168.3.0 255.255.255.0 inside
SSH
SSH FWSM SSH pix
password
[p.7-2] cisco
SSH FWSM
SSH
hostname (config) # .
SSH
SSH
FWSM
Catalyst 6500 /Cisco 7600 Firewall Services Module
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ASDM HTTPS

ASDM HTTPS

ASDM HTTPS FWSM HTTPS
setup ASDM

FWSM 5 ASDM

80 ASDM ASDM

[p.4-16]
ASDM
1 FWSM  HTTPS
1P

hostname (config) # http source IP address mask source_interface

2 HTTPS

hostname (config) # http server enable

HTTPS 192.168.1.2
ASDM

hostname (config) # http server enable
hostname (config)# http 192.168.1.2 255.255.255.255 inside

192.168.3.0 ASDM

hostname (config)# http 192.168.3.0 255.255.255.0 inside

Catalyst 6500 /Cisco 7600 Firewall Services Module
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N VPN
FWSM IPSec IPSec Virtual Private Network VPN;
IP
2 VPN
FWSM Cisco PIX
Cisco I10S VPN
FWSM FWSM
FWSM VPN VPN
Cisco VPN Cisco PIX VPN
Easy VPN Cisco 10S
IP
FWSM 5 IPSec 10
IPSec
[p.4-16]

. p.21-6

e VPN p.21-8

o p.21-10
VPN

IKE IKE ISAKMP IPSec

1 IKE

hostname (config) # isakmp policy priority encryption {des | 3des}

3des des
IKE FWSM priority
priority 1 65534 1 65,534
isakmp
2 Diffie-Hellman

hostname (config) # isakmp policy priority group {1 | 2}

1 768 2 1024

Catalyst 6500 /Cisco 7600 Firewall Services Module
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VPN | |

hostname (config) # isakmp policy priority hash {md5 | sha}
sha md5
IKE
hostname (config) # isakmp policy priority authentication pre-share
rsa-sig
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference

IKE

hostname (config) # isakmp enable interface_name

IPSec

hostname (config) # crypto ipsec transform-set transform name
[esp-md5-hmac | esp-sha-hmac] {esp-aes-256 | esp-aes-192 | esp-aes
esp-des | esp-3des)

VPN

IKE isakmp policy

e esp-sha-hmac

e esp-md5-hmac

e esp-aes-256
e esp-aes-192

* esp-aes
e esp-3des
e esp-des

esp-null

[ oL-8123-01-J
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H VPN

IKE IPSec

hostname (config) # isakmp policy 1 authentication pre-share

hostname (config) # isakmp policy 1 encryption 3des

hostname (config) # isakmp policy 1 group 2

hostname (config) # isakmp policy 1 hash sha

hostname (config) # isakmp enable outside

hostname (config) # crypto ipsec transform-set vpn_client esp-3des esp-sha-hmac
hostname (config) # crypto ipsec transform-set site_to_site esp-3des ah-sha-hmac

VPN

Cisco VPN Version 3.0
FWSM
Cisco VPN Version 4.0 VPN
Telnet SSH
VPN
FWSM
1
[p.21-6]
hostname (config) # crypto dynamic-map dynamic_map_name priority set transform-set
transform setl [transform_set2] [...]
IP FWSM

dynamic-map 2

priority 1 1
2 1

hostname (config) # crypto map crypto _map_name priority ipsec-isakmp dynamic

dynamic_map_ name
3

hostname (config) # crypto map crypto _map_name interface interface_name

1 crypto map 1
VPN
crypto map

Catalyst 6500 /Cisco 7600 Firewall Services Module
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4 VPN FWSM

hostname (config)# ip local pool pool_name first_ip address-last_ip address [mask mask]

5 FWSM 7  tunnel group

hostname (config) # access-list acl_name [extended] permit {protocol} host
fwsm_interface address pool_addresses mask

4 FWSM

p.10-7

6 VPN VPN

hostname (config) # vpngroup group_name address-pool pool_name

VPN FWSM
VPN 8 VPN

7 FWSM

hostname (config) # vpngroup group_name split-tunnel acl_name

8 VPN

hostname (config) # vpngroup group_name password password

9 Telnet p.21-2 SSH p.21-3 Telnet
SSH

telnet ssh VPN

Catalyst 6500 /Cisco 7600 Firewall Services Module
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H VPN

VPN 209.165.200.225 Telnet
VPN
admin passwOrd FWSM

hostname (config) # isakmp policy 1 authentication pre-share

hostname (config) # isakmp policy 1 encryption 3des

hostname (config) # isakmp policy 1 group 2

hostname (config) # isakmp policy 1 hash sha

hostname (config) # isakmp enable outside

hostname (config) # username admin password passwOrd

hostname (config) # crypto ipsec transform-set vpn esp-3des esp-sha-hmac
hostname (config) # crypto dynamic-map vpn_client 1 set transform-set vpn
hostname (config) # crypto map telnet_tunnel 1 ipsec-isakmp dynamic vpn_client
hostname (config) # crypto map telnet_tunnel interface outside

hostname (config) # crypto map telnet_tunnel client authentication LOCAL
hostname (config)# ip local pool client_pool 10.1.1.1-10.1.1.2

hostname (config) # access-list VPN_SPLIT extended permit ip host 209.165.200.225 host

10.1.1.1

hostname (config) # access-list VPN_SPLIT extended permit ip host 209.165.200.225 host
10.1.1.2

hostname (config) # vpngroup admin address-pool client_pool

hostname (config) # vpngroup admin split-tunnel VPN_SPLIT

hostname (config) # vpngroup admin password $ecure23

hostname (config)# telmet 10.1.1.1 255.255.255.255 outside

hostname (config)# telmet 10.1.1.2 255.255.255.255 outside

hostname (config)# telnet timeout 30

VPN

1

hostname (config) # isakmp key keystring address peer-address
2

hostname (config) # access-list acl_name [extended] {deny | permit} {protocol} host

fwsm_interface_address dest_address mask

FWSM
p.10-7

3 IPSec

hostname (config) # crypto map crypto _map_name priority ipsec-isakmp

crypto map

priority 1 crypto map
ipsec-isakmp ipsec-isakmp dynamic VPN

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

VPN | |

hostname (config) # crypto map crypto _map_name priority match address acl_name

hostname (config) # crypto map crypto _map_name priority set peer ip address

[p.21-6]

hostname (config) # crypto map crypto_map_name priority set transform-set transform_setl
[transform_set2] [...]

hostname (config) # crypto map crypto _map_name interface interface_name

1 crypto map 1
VPN
crypto map
crypto map
crypto map no
Telnet p.21-2 SSH p.21-3 Telnet
SSH

209.165.202.129
209.165.200.225 Telnet

hostname (config) # isakmp policy 1 authentication pre-share

hostname (config) # isakmp policy 1 encryption 3des

hostname (config) # isakmp policy 1 group 2

hostname (config) # isakmp policy 1 hash sha

hostname (config) # isakmp enable outside

hostname (config) # crypto ipsec transform-set vpn esp-3des esp-sha-hmac
hostname (config) # isakmp key 7mfi02lirotn address 209.165.200.223

hostname (config)# access-list TUNNEL extended permit ip host 209.165.200.225
209.165.201.0 255.255.255.224

hostname (config) # crypto map telnet_tunnel ipsec-isakmp

2
hostname (config) # crypto map telnet_tunnel 1 match address TUNNEL
hostname (config) # crypto map telnet_tunnel 1 set peer 209.165.202.129
hostname (config) # crypto map telnet_tunnel 1 set transform-set vpn

hostname
hostname

config)# crypto map telnet_tunnel interface outside
config)# telnet 209.165.201.0 255.255.255.224 outside
config)# telnet timeout 30

hostname

[ oL-8123-01-J
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W Fwsm

FWSM

ICMP

ICMP

FWSM FWSM FWSM ICMP
11 ICMP
ping ICMP
FWSM ICMP
ICMP p.A-6
ICMP FWSM
FWSM FWSM ICMP

hostname (config)# icmp {permit | deny} {host ip address | ip_address mask | any}
[icmp type]l interface_name

icmp_type
ping echo-reply 0 FWSM echo 8 FWSM
ICMP ICMP p.D-17
FWSM icmp

FWSM ping

FWSM ping ICMP

20
10.1.1.15 ICMP

hostname (config)# icmp deny host 10.1.1.15 inside
hostname (config)# icmp permit any inside

10.1.1.15 ping

hostname (config)# icmp permit host 10.1.1.15 inside
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AAA W
AAA 14 AAA
AAA
e CLI p.21-13
. EXEC p.21-14
. p.21-15
. p.21-23
. p.21-24
o p.21-25
CLI

CLI FWSM

EXEC

EXEC enable login
enable [p.21-14] FWSM
enable enable password
enable
login
~
FWSM  Telnet SSH HTTP telnet ssh
http FWSM
FWSM IP

CLI

hostname (config) # aaa authentication {telnet | ssh | http | serial} console {LOCAL |
server_group [LOCAL]}

http HTTPS FWSM ASDM
RADIUS TACACS+ HTTP
ASDM
TACACS+ RADIUS AAA
FWSM
LOCAL LOCAL FWSM
AAA

Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ | AAA

LOCAL

EXEC

enable
FWSM

e enable

* login

enable

enable

enable

AAA
login

p.21-14
p.21-14

enable

enable

EXEC

FWSM enable
FWSM

enable password

hostname (config) # aaa authentication enable console {LOCAL | server_group [LOCAL]}

TACACS+ RADIUS AAA
FWSM
LOCAL LOCAL FWSM
AAA
LOCAL

login

EXEC login

EXEC
EXEC
2 15
p.21-16
Catalyst 6500 /Cisco 7600 Firewall Services Module
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AAA H
CLlI EXEC
2 2
CLI EXEC
RADIUS TACACS+
1 EXEC
hostname> login
FWSM
EXEC enable login
EXEC
FWSM
. p.21-15
o p.21-16
e TACACS+ p.21-20
2
. — FWSM enable
login FWSM
CLI
enable
FWSM
enable_15 15
enablen 2 15 FWSM n
enable Catalyst 6500
Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
e TACACS+ — TACACS+ CLI
CLlI TACACS+
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AAA
e AAA
e changeto
ID
enable_15 enable_15
enable_15
changeto enable_15
enable_15
enable_15
changeto
enable_15
changeto
enable_15
EXEC
enable
S
AAA
FWSM 16
0 15
0 15
. p.21-17
J p.21-17
J p.21-17
o p.21-19
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Catalyst 6500

e enable
login

CLI

15

* show checksum
e show curpriv
e enable

e help

e show history
e Jlogin

e logout

* pager

e show pager

e clear pager

e quit

¢ show version

configure

hostname (config) # privilege [show | clear | cmd]

command command

e show | clear | cmd —

e Jevel level —0 15

/Cisco 7600

EXEC

enable

15

show clear
configure
no

configure

Firewall Services Module

AAA W

p.21-14

show

p.21-19

level Ilevel [mode {enable | cmd}]

clear

[ oL-8123-01-J
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AAA

e mode{enable | configure} — EXEC/

enable — EXEC EXEC
configure — configure terminal

e command command —
aaa
aaa authentication aaa authorization

context
allocate-interface

hostname (config)# aaa authorization command LOCAL

filter

e filter configure
e show running-config filter

e clear configure filter

hostname (config) # privilege show level 5 command filter
hostname (config) # privilege clear level 10 command filter
hostname (config) # privilege cmd level 10 command filter

filter

hostname (config) # privilege level 5 command filter

show privilege

mode enable
enable password

EXEC

context

hostname (config) # privilege cmd level 0 mode enable command enable
hostname (config) # privilege cmd level 15 mode cmd command enable
hostname (config) # privilege show level 15 mode cmd command enable

mode configure

hostname
hostname
hostname
hostname

config)# privilege show level 5 mode cmd command configure
config)# privilege clear level 15 mode cmd command configure
config)# privilege cmd level 15 mode cmd command configure
config)# privilege cmd level 15 mode enable command configure

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

AAA W

configure terminal

hostname (config)# show running-config all privilege all

hostname (config) # show running-config privilege level level

level 0 15

hostname (config) # show running-config privilege command command

show running-config all privilege all CLlI

hostname (config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-1list
privilege configure level 15 command access-1list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

10

hostname (config)# show running-config privilege level 10
privilege show level 10 command aaa

access-list

hostname (config) # show running-config privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

/Cisco 7600 Firewall Services Module
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[ | AAA

TACACS+

TACACS+ CLI FWSM
TACACS+

TACACS+
FWSM
p.21-25

TACACS+
TACACS+ FWSM
TACACS+ 1
2 TACACS+

[p.21-15]

o TACACS+ p.21-20
o TACACS+ p.21-20
o TACACS+ p.21-23

TACACS+

¢ CLI [p.21-16]
* enable EXEC [p.21-14]

TACACS+

Cisco Secure Access Control
Server ACS TACACS+

Cisco Secure ACS V.3.1

e FWSM shell TACACS+
shell

N

CiscoSecure ACS pix-shell
FWSM

permit deny

show running-configuration aaa-server
show running-configuration permit aaa-server

Catalyst 6500 /Cisco 7600 Firewall Services Module
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AAA N
e Permit Unmatched Args
show show
CLI ?
21-1
211
¥ Femmit Unmatched Args
Add Zommand Remove Command g
e enable help Permit
Unmatched Args 21-2
21-2
m |7 Fermit Unmatched Args
|
Add Command Femowve Command E
. deny
enable enable password
enable deny password enable
Permit Unmatched Args 21-3

Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ | AAA

21-3

P - -t Unmatched Args

deny pasavard

=
Add Cammand Remowe Command g
. FWSM
TACACS+
sh log FWSM TACACS+ show
logging sh log mess FWSM TACACS+
show logging mess show logging message
21-4
214
I_ Fermit Unmatched Args
permit logging
parmit logging message
permit logging mess
i
Add Command Femowve Command ¥
[ ]
show checksum
show curpriv
enable
help
show history
login
logout
pager
show pager
/Cisco 7600 Firewall Services Module
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AAA W
clear pager
quit
show version
TACACS+
TACACS+ TACACS+
FWSM FWSM
admin
TACACS+
hostname (config)# aaa authorization command tacacs+_server_ group [LOCAL]
TACACS+
FWSM LOCAL LOCAL
FWSM
AAA
[p.21-15]
[p.21-16]
TACACS+ FWSM
FWSM

FWSM

aaa accounting command

hostname (config) # aaa accounting command [privilege level] server-tag

level server-tag FWSM
TACACS+ TACACS+
AAA AAA
p.14-13

Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ | AAA

hostname# show curpriv

show curpriv

hostname# show curpriv
Username : admin
Current privilege level :

Current Mode/s

: P_PRIV

21-1 show curpriv

21-1  show curpriv

Username

enable_1 EXEC enable_15 EXEC
Current privilege level |0 15

0
Current Mode/s

e P UNPR— EXEC 1

e P PRIV— EXEC 2 15

e P _CONF—

/Cisco 7600 Firewall Services Module

i Catalyst 6500
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CLI FWSM CLI
FWSM
21-2
21-2 CLI
CLI FWSM
aaa
TACACS+ 1. 1. FWSM
aaa
TACACS+ CLI 5
RADIUS CLI FWSM
2.
TACACS+ TACACS+ FWSM
TACACS+
FWSM
TACACS+
aaa
FWSM
aaa
Catalyst 6500 Firewall Services Module
[ oL-8123-01-J .m



21 |

[ | AAA

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FTP TFTP HTTP HTTPS FWSM

ASDM
. p.22-2
. ASDM p.22-4
. p.22-11
. p.22-14
. p.22-17
. p.22-21
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FWSM

. p.22-2
. p.22-3

Web

1 FWSM

hostname> show version | include Number

2 Web Web URL

Cisco.com Web

http://www.cisco.com/go/license

Cisco.com Web

http://www.cisco.com/go/license/public

Catalyst 6500 ICisco 7600 Firewall Services Module
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hostname (config)# activation-key key

key 4 16 1

0xe02888da 0x4ba7bed6 Oxflcl23ae Oxffd8624e
0x 16

FWSM

FWSM

hostname (config) # activation-key 0xe02888da 0Ox4ba7bed6 Oxflcl23ae 0xffd8624e

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| ASDM
o p.22-4
e FWSM CLI p.22-4
. p.22-6
e FWSM CLI ASDM p.22-10
e FWSMCLI
TFTP FTP HTTP HTTPS
admin
VLAN 1
FTP
ASDM FWSMCLI
Firewall
Services Module p.2-14
FWSM CLI
FWSM TFTP FTP HTTP HTTPS
FTP TFTP HTTP(S)
1 FTP TFTP HTTP(S)

hostname# ping ip address

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o TFTP

hostname# copy tftp://server|[/path]/filename flash:

flash FWSM flash
ASDM
disk
e FTP

hostname# copy ftp://[user[:password]@]server|[/path]l/filename flash:

e HTTP HTTPS

hostname# copy http[s]://[user[:password]@] server|:port] [/path]/filename f£lash:

. SSH

hostname# ssh scopy enable

Linux

scp -v -pw password filename username@fwsm_address

-V -pw

FTP
hostname# copy ftp://10.94.146.80/tftpboot/bnair/cdisk flash:

copying ftp://10.94.146.80/tftpboot/bnair/cdisk to flash:

Received 6128128 bytes.
Erasing current image.This may take some time..
Writing 6127616 bytes of image.

Image installed.

Catalyst 6500 /Cisco 7600 Firewall Services Module
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ASDM

hostname# reload

Proceed with reload? [confirm]

Proceed with reload? Enter
Rebooting...
p.22-11
cf:4 cf:5
FWSM VLAN 1 FWSM
VLAN 1 802.1Q
FWSM Release 2.1(2)
p.22-14
/
no failover active
/
failover active
no failover
active
FWSM 2.3 3.1
3.1
2.X Upgrading the Catalyst 6500 Series Switch and Cisco

7600 Series Router Firewall Services Module to Release 3.1

FTP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

ASDM

TFTP FTP
show running-config

FWSM

hostname# exit

Logoff

[Connection to 127.0.0.31 closed by foreign host]
Router#

(O8]

exit

(O]

Cisco I0S

Router# show boot device [mod num]

Router# show boot device
[mod:1
[mod:2
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:

cf:4
cf:4

cf:4

W 0w J o Ui W

Catalyst OS

Console> (enable) show boot device mod_num

Console> (enable) show boot device 4
Device BOOT variable = cf:4

Cisco I0S

Router (config) # boot device module mod num cf:{4 | 5}

Catalyst OS

Console> (enable) set boot device cf:{4 | 5} mod_num

/Cisco 7600 Firewall Services Module

HTTP(S)
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ASDM

(O8] FWSM

¢ Cisco I0S

Router# hw-module module mod num reset cf:1

e Catalyst OS

Console> (enable) reset mod num cf:1

(O8] FWSM

e Cisco I0S

Router# session slot number processor 1

e Catalyst OS

Console> (enable) session module number

FWSM
Login: root
Password:
cisco
a IP

root@localhost# ip address ip _address netmask

VLAN

root@localhost# ip gateway ip_address

c. FTP ping

root@localhost# ping ftp address

FTP

VLAN 1

root@localhost# upgrade ftp://[user|:password]@]server|[/pathl/filename cf:{4 \ 5}

cf:4 cf:5 FWSM

root@localhost# logout

Catalyst 6500 /Cisco 7600 Firewall Services Module
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ASDM
11 OS
FWSM
e Cisco I0S
Router# hw-module module mod num reset
e Catalyst OS
Console> (enable) reset mod_num
12 OS FWSM
e Cisco I0S
Router# session slot number processor 1
e Catalyst OS
Console> (enable) session module number
FWSM cisco password

13 EXEC

hostname> enable

enable password

14

clear configure all

o TFTP

hostname# copy tftp://server[/pathl/filename running-config

. FTP

hostname# copy ftp://[user[:password]@]server|[/path]/filename running-config

o HTTP HTTPS

hostname# copy httpls]://[user[:password]@] server|:port] [/path]/filename
running-config

hostname# copy disk: [path/] filename running-config

Catalyst 6500 /Cisco 7600 Firewall Services Module
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[ | ASDM

15

hostname# write memory

16

hostname# configuration terminal

hostname (config) # mode multiple

WARNING: This command will change the behavior of the device
WARNING: This command will initiate a Reboot

Proceed with change mode? [confirm]

FWSM

FWSM CLI ASDM
FWSM TFTP FTP HTTP HTTPS ASDM

ping
ASDM

« TFTP

hostname# copy tftp://server[/pathl/filename flash:asdm

flash FWSM flash
ASDM
disk

. FTP

hostname# copy ftp://[user[:password]@]server[/path]/filename flash:asdm

e HTTP HTTPS

hostname# copy httpl[s]://[user|:password]@] server|[:port] [/path]/filename f£lash:asdm

. SSH

hostname# ssh scopy enable

Linux

scp -v -pw password filename username@fwsm_address

-V -pw
TFTP ASDM

hostname# copy tftp://209.165.200.226/cisco/asdm.bin flash:asdm

HTTPS ASDM

hostname# copy http://admin:letmein@209.165.200.228/adsm/asdm.bin flash:asdm
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2 2
3
22-1
22-1
3.1(1) 3.1(3)
3.1 3.2
3.1 3.3
3.2
41 3.9
3.9 4.1
~
FWSM 2.3 3.1
3.1 2.X
Upgrading the Catalyst 6500
Series Switch and Cisco 7600 Series Router Firewall Services Module
to Release 3.1
. / p.22-12
o / p.22-13
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FWSM 23 31
31 2.X
Upgrading the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module to Release 3.1

1 2 FWSM CLI
p.22-4

active# failover reload-standby

3 Standby Ready

N

Standby Ready show
failover
active# no failover active
4
newstandby# reload
5 Standby Ready
newstandby# failover active
Catalyst 6500 /Cisco 7600 Firewall Services Module
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31 2.X
Upgrading the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module to Release 3.1

1 2 FWSM CLI
p.22-4

primary# failover active

3
primary# failover reload-standby
4 Standby
Ready
primary# no failover active
>
Standby Ready
show failover
5 Standby Ready

primary# reload

preempt
preempt
failover active group

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSMRelease 3.1 Release 2.1(2)
o p.22-14
J p.22-15
1 FWSM

hostname# exit
Logoff

[Connection to 127.0.0.31 closed by foreign host]
Router#

exit

2 0OS FWSM

¢ Cisco I0S

Router# hw-module module mod num reset cf:1

e Catalyst OS

Console> (enable) reset mod num cf:1

3 OS FWSM

e Cisco I0S

Router# session slot number processor 1

e Catalyst OS

Console> (enable) session module number

4 FWSM

Login: root

Password:

cisco
FWSM

Maintenance image version: 2.1(2)

Catalyst 6500 /Cisco 7600 Firewall Services Module
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root@localhost# show version

Maintenance image version: 2.1(2)
mp.2-1-2.bin : Thu Nov 18 11:41:36 PST 2004 : integ@kplus-build-1lx.cisco.com

Line Card Number :WS-SVC-FWM-1

Number of Pentium-class Processors : 2
BIOS Vendor: Phoenix Technologies Ltd.

BIOS Version: 4.0-Rel 6.0.9

Total available memory: 1004 MB

Size of compact flash: 123 MB

Daughter Card Info: Number of DC Processors: 3
Size of DC Processor Memory (per proc): 32 MB

1 URL  Cisco.com

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-serv-maint

FWSM TFTP HTTP HTTPS

root@localhost# logout

b. (O8] FWSM

Cisco I0S

Router# hw-module module mod_num reset

Catalyst OS
Console> (enable) reset mod_num

c. OS FWSM
Cisco 10S

Router# session slot number processor 1

Catalyst OS

Console> (enable) session module number

Catalyst 6500 /Cisco 7600 Firewall Services Module
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3
o TFTP
hostname# upgrade-mp tftp[://server|:port] [/path]/filename]
e HTTP HTTPS
hostname# upgrade-mp httpl[s]://[user|:password]@] server|:port] [/pathl/filename
4 FWSM

hostname# reload

FWSM

FWSM
hostname# exit
Logoff
[Connection to 127.0.0.31 closed by foreign host]
Router#

exit
FWSM
p.22-6
TFTP

hostname# upgrade-mp tftp

Address or name of remote host [127.0.0.1]? 10.1.1.5
Source file name [cdisk]? mp.2-1-0-3.bin.gz

copying tftp://10.1.1.5/mp.2-1-0-3.bin.gz to flash
[yes|no|again]? yes

rrrrrrrrrrrrrrrrrrrrrd

Received 1695744 bytes.
Maintenance partition upgraded.

Catalyst 6500 /Cisco 7600 Firewall Services Module
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o p.22-17

p.22-17
. p.22-18
. p.22-19

hostname# dir disk:

hostname# dir

Directory of disk:/

9 -rw- 1411 08:53:42 Oct 06 2005 old_running.cfg
10 -rw- 959 09:21:50 Oct 06 2005 admin.cfg
11 -rw- 1929 08:23:44 May 07 2005 admin_backup.cfg

hostname# show file information [path:/]filename

hostname# show file info admin.cfg

disk:/admin.cfg:
type is ascii text
file size is 959 bytes

e TFTP
e FTP
e HTTP
e HTTPS
p.22-18
Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM

o TFTP

hostname# copy tftp://server[/path]l/filename {startup-config | running-config}

e FTP

hostname# copy ftp://[user[:password]@]server|[/path]/filenamel;type=xx]
{startup-config | running-config}

type
ap — ASCII
an — ASCII
ip—
in—
ASCII
e HTTP HTTPS

hostname# copy httpl[s]://[user[:password]@] server|:port] [/path]/filename
{startup-config | running-config}

TFTP

hostname# copy tftp://209.165.200.226/configs/startup.cfg startup-config

FTP

hostname# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg;type=an
startup-config

HTTP

hostname# copy http://209.165.200.228/configs/startup.cfg startup-config

o TFTP

hostname# copy tftp://server|[/path]/filename disk: [path/] filename

e FTP

hostname# copy ftp://[user[:password]@]server|[/pathl/filename disk: [path/]filename

Catalyst 6500 /Cisco 7600 Firewall Services Module
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e HTTP HTTPS

hostname# copy http[s]://[user[:password]@] server|:port] [/path]/filename
disk: [path/] filename

p.22-19

. p.22-19
. p.22-20

. p.22-20

« TFTP

hostname# copy {startup-config | running-config} tftp://server|[/pathl/filename

e FTP

hostname# copy {startup-config | running-config}
ftp:// [user|:password]@] server|/path]/filename

hostname# copy {startup-config | running-config} disk: [path/] filename

mkdir

e TFTP

hostname# copy disk: [path/] filename tftp://server|[/path]/filename

e FTP

hostname# copy disk:[path/] filename ftp://[user[:password]@]server|[/path]/filename

hostname# copy disk: [path/] filename disk: [path/]lnewfilename

mkdir

Catalyst 6500 /Cisco 7600 Firewall Services Module
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. admin

hostname/contexta# copy running-config startup-config

. TFTP

hostname/contexta# copy running-config tftp:/server[/path]/filename

hostname# show running-config

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM
FWSM
FWSM
N
. p.22-21
. p.22-22
AUS URL
hostname (config) # auto-update server url [source interface] [verify-certificate]
url
http(s]://[user:password@] server_ipl:port]/pathname
1 https SSL URL  user
password write
terminal show configuration show tech-support user  password
*hkkhkkikkkikk
HTTP 80 HTTPS 443
source interface AUS
management-access
IPSec VPN
verify-certificate AUS
AUS ID
hostname (config) # auto-update device-id {hardware-serial | hostname | ipaddress
[if-name] | mac-address [if-name] | string text}

Catalyst 6500

ID

¢ hardware-serial — FWSM
e hosthame — FWSM

e ipaddress — IP
AUS IP

¢ mad-address — MAC
AUS MAC

[ oL-8123-01-J
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e string — ‘ “
> & ?
3
AUS
hostname (config) # auto-update poll-period poll-period [retry-count [retry-period]]
poll-period 720
12
retry-count
0

poll-period 5

4

hostname (config) # auto-update timeout period

period 1 35791
0 no
FWSM
201008
IP 209.165.200.224 1742 AUS
FWSM
ID FWSM 720 600
AUS 10
3

hostname (config) # auto-update server
https://jcrichton:farscape@209.165.200.224:1742/management source outside
verify-certificate

hostname (config) # auto-update device-id hostname

hostname (config) # auto-update poll-period 600 10 3

hostname (config) # show auto-update

show auto-update

hostname (config) # show auto-update

Server: https://********@209.165.200.224:1742/management.cgi?1276
Certificate will be verified

Poll period: 720 minutes, retry count: 2, retry period: 5 minutes
Timeout: none

Device ID: host name [corporate]

Next poll in 4.93 minutes

Last poll: 11:36:46 PST Tue Nov 13 2004

Last PDM update: 23:36:46 PST Tue Nov 12 2004
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CHAPTER2

FWSM

FWSM SNMP

Catalyst 6500 Series Switch and Cisco 7600
Series Router Firewall Services Module Command Reference

e SNMP p.23-2
. p.23-6
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H sNwmP
SNMP
e SNMP p.23-2
e SNMP p.23-4
SNMP
FWSM SNMP v1 v2c FWSM

SNMP SNMP

FWSM Network Management Station NMS;

NMS FWSM MIB
MIB FWSM MIB
NMS SNMP get SNMP MIB
CiscoWorks for Windows SNMP vl MIB-II
23-1 MIB FWSM
Cisco MIB Web

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

MIB NMS
23-1 SNMP MIB
MIiB
SNMP FWSM SNMP
. — NMS
SNMP
[ ] JR— up
. — nameif
. — FWSM
MIB-I1I FWSM
IF-MIB
e ifTable
e ifXTable
RFC1213-MIB
e ip.ipAddrTable
SNMPv2-MIB
* snmp

Catalyst 6500 ICisco 7600 Firewall Services Module
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23-1 SNMP MIB

SNMP

MIB

ENTITY-MIB

FWSM
e entPhysicalTable
e entLogicalTable
FWSM
e config-change
o fru-insert

e fru-remove

CISCO-IPSEC-FLOW-MONITOR-MIB

FWSM MIB
FWSM

o start
e stop

CISCO-REMOTE-ACCESS-MONITOR-MIB

FWSM MIB
FWSM

e session-threshold-exceeded

CISCO-CRYPTO-ACCELERATOR-MIB FWSM MIB
ALTIGA-GLOBAL-REG FWSM MIB
Cisco Firewall MIB FWSM
e cfwSystem
cfwSystem.cfwStatus
Cisco MIB FWSM
e ciscoMemoryPoolTable —
FWSM
Cisco MIB FWSM

e cpmCPUTotalTable

Cisco Syslog MIB

FWSM

e clogMessageGenerated

MIB

Catalyst 6500
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H sNwmP
SNMP
FWSM SNMP 2
e NMS SNMP
e NMS
SNMP FWSM NMS
1 FWSM SNMP

hostname (config) # snmp-server enable

SNMP

2 FWSM NMS IP

hostname (config) # snmp-server host interface name ip_address [trap | poll]
[community text] [version {1 | 2c}] [udp-port port]

NMS trap poll
NMS

SNMP UDP 162 udp-port

3

hostname (config) # snmp-server community key

SNMP FWSM  NMS 32
4 SNMP

hostname (config) # snmp-server {contact | location} text
5 FWSM NMS

hostname (config) # snmp-server enable traps [all | syslog | snmp [trap] [...] |

entity [trap] [...] | ipsec [trap] [...] | remote-access [trap]]
all
snmp snmp-server enable
traps snmp authentication linkup linkdown coldstart  snmp
no clear
configure snmp-server SNMP

Catalyst 6500 /Cisco 7600 Firewall Services Module
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SNMP

syslog
snmp syslog

snmp

e authentication

e linkup

¢ linkdown

e coldstart
entity

e config-change
e fru-insert

¢ fru-remove

ipsec
e start
e stop

remote-access

e session-threshold-exceeded

6 NMS

hostname (config) # logging history level

snmp-server enable traps syslog
7 NMS

hostname (config) # logging enable

FWSM 192.168.3.2

hostname (config) # snmp-server host 192.168.3.2

hostname (config) # snmp-server location building 42
hostname (config) # snmp-server contact Pat lee

hostname (config) # snmp-server community ohwhatakeyisthee
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. p.23-6
. p23-7
. p.23-7
. p.23-9
. p23-19
. p.23-22
. p.23-27
FWSM FWSM
FWSM

. 1 1

Syslog ASDM SNMP

Telnet SSH
FTP

FWSM
. FTP
. Adaptive Security Device Manager ASDM

Telnet SSH Web

Catalyst 6500 /Cisco 7600 Firewall Services Module
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admin
admin admin
admin
admin
ID
admin ID
system ID admin
ID ID
ID p.23-23
Catalyst 6500 Series Switch and Cisco 7600 Series
Router Firewall Services Module Configuration Guide Enabling Multiple Context Mode
FWSM /
. p23-7
J p.23-8
. p.23-8
1
FWSM

p.23-9

Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM

1

hostname># config t
2

hostname (config) # logging enable
3

hostname (config) # show logging

Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

hostname (config) # no logging enable

hostname (config) # show logging

show logging

Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address "10.1.1.1"
Mail logging: disabled
ASDM logging: disabled

i Catalyst 6500 ICisco 7600 Firewall Services Module
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Catalyst 6500

System Log logging

Facility

Syslog

Timestamp logging

Standby logging

FWSM

Deny Conn when Queue Full

Monitor logging

Telnet

SSH

Buffer logging

Trap logging

1 Syslog

History logging

SNMP

Device ID

Mail logging

ASDM logging

ASDM

FWSM

e Telnet

FWSM

FWSM

p.23-9

Syslog

ASDM

Syslog

/Cisco 7600

p.23-10
p.23-12
p.23-13
p.23-15
p.23-16

FWSM

Firewall Services Module

[ oL-8123-01-J



23 FWSM |

o 1
e ASDM
e Telnet
Syslog
FWSM Syslog
FWSM Syslog
Syslog syslogd UNIX
oS Syslog Windows 95
Windows 98 syslogd
FWSM UDP TCP Syslog
TCP FWSM  Syslog
UDP FWSM
Syslog
Syslog UDP Syslog EMBLEM
FWSM Syslog
1 Syslog
hostname (config) # logging host if name ip_address {[tcp/port] | udp/port]} [format
emblem]
format emblem — Syslog EMBLEM UDP
interface_name — Syslog
port — Syslog
1025 65,535 port
protocol show running-config logging
TCP 6 UDP 17
ip_address — Syslog IP
tcp— FWSM  Syslog TCP
udp — FWSM  Syslog UDP
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||
hostname (config) # logging host dmzl 192.168.1.5
Syslog Syslog
2 Syslog
hostname (config) # logging trap {severity level (1-7) | message list}
severity_level — Syslog
3 FWSM 3 21 0
2 critical
p.23-28
message_list — Syslog
p.23-21
FWSM 3 errors Syslog
FWSM 3 2 1
hostname (config) # logging trap errors
3 ID
hostname (config) # logging device-id {hostname | ipaddress if_name | string text}
Syslog ID
IP
4 20 UNIX
20

hostname (config) # logging facility number

hostname (config) # logging facility 16

hostname (config) # show logging

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



23 FWSM |

show logging

Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address "10.1.1.1"
Mail logging: disabled
ASDM logging: disabled

FWSM

critical alert emergency

hostname (config) # logging mail {message_list | severity level}

logging list high-priority message_list

hostname (config) # logging mail high-priority

hostname (config) # logging from-address email_ address

hostname (config) # logging from-address xxx-00l@example.com
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3
5
hostname (config) # logging recipient-address e-mail_address [severi ty_level]
hostname (config) # logging recipient-address admin@example.com
A
4
SMTP
hostname (config) # smtp-server hostname
hostname (config) # smtp-server smtp-host-1
ASDM
FWSM ASDM
FWSM ASDM
ASDM
p.23-16
ASDM FWSM
ASDM
ASDM
1 ASDM
hostname (config) # logging asdm {message_list | severity level}
Catalyst 6500 /Cisco 7600 Firewall Services Module
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level
3 FWSM 3 21 0
e 0 emergencies —
e 1 alerts —
e 2 critical —
e 3 errors —
e 4 warnings —
e 5 notifications —
e 6 informational —
o 7 debugging — log FTP
WWW URL
message_list ASDM
p.23-21
ASDM 012

hostname (config) # logging asdm 2

2 logging asdm-buffer-size
ASDM

hostname (config) # logging asdm-buffer-size num of msgs

num_of_msgs FWSM  ASDM

ASDM 200

hostname (config) # logging asdm-buffer-size 200

ASDM

hostname (config) # clear logging asdm
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m. 0L-8123-01-J |



| 23 FWSM

||
Telnet
Telnet Syslog
1 FWSM FWSM
a. IP
hostname (config) # telmet ip_address [subnet_mask] [if_name]
IP 192.168.1.2
hostname (config) # telnet 192.168.1.2 255.255.255.255
b. FWSM Telnet
5 15
hostname (config)# telmnet timeout 15
2 Telnet FWSM
Telnet FWSM
FWSM passwd
3 Telnet cisco
4
hostname (config) # enable
(Enter your password at the prompt)
hostname (config) # configure terminal
5
hostname (config) # logging monitor level (1-7)
6 Telnet
hostname (config)# terminal monitor
Telnet logging
monitor Telnet terminal
monitor terminal no monitor Telnet
7 ping Web
Telnet Syslog
Catalyst 6500 /Cisco 7600 Firewall Services Module
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8
hostname (config)# terminal no monitor
hostname (config) # no logging monitor
FWSM
. p.23-16
o p.23-17
. p.23-18
. p.23-18
FTP
FWSM
4 KB
FWSM
p.23-19
1 FWSM
hostname (config) # logging buffered {level | message list}
level message_list
level 3 error
3
3 21
Catalyst 6500 ICisco 7600 Firewall Services Module
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Catalyst 6500

hostname (config) # logging buffered critical

hostname (config) # logging buffered level 2

message_list

hostname (config) # logging buffered notif-list

logging list

p.23-21

hostname (config) # logging buffer-size bytes
bytes
8192 FWSM 8 KB
FWSM 16 KB

hostname (config) # logging buffer-size 16384

FWSM
FWSM
FTP
FWSM
LOG-YYYY-MM-DD-HHMMSS . TXT
YYYY MM DD HHMMSS
FWSM
hostname (config) # logging flash-bufferwrap
/Cisco 7600 Firewall Services Module
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FTP

1 FTP
FWSM

hostname (config) # logging ftp-bufferwrap

2 FTP

hostname (config)# logging ftp-server {server_address server_hostname} path username

password

server_address — FTP IP

server_hostname — FTP

path — FTP

FTP root /security_appliances/syslogs/appliancel07

username — FTP
password —

logserver-352 /syslogs logsupervisor
1luvMy10gs

hostname (config) # logging ftp-server logserver-352 /syslogs logsupervisor 1lluvMylOgs

hostname (config) # logging savelog [savefile]

latest-logfile.txt

hostname (config) # logging savelog latest-logfile.txt

hostname (config)# clear logging buffer
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||
. p23-19
. p.23-19
. p.23-21
FWSM
1 FWSM
. 1D
. FWSM
2
ha Syslog
high-priority
FWSM
FWSM
vpnc VPN
1
2
¢ logging class
. message_class
ID 3
611 ID vpnc VPN
VPN
611,101 611,323
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|
FWSM

hostname (config) # logging class message_class {buffered | console | history | mail |

monitor | trap} [Severity level;

message_class —

23-2
buffered | console | history | mail | monitor | trap —
1
severity_level —
p.23-28
ha 1
hostname (config) # logging ha buffered alerts
hostname (config) #
23-2
ID
23-2 ID
ID
ha 101 102 103 104 210 311 709
rip RIP 107 312
auth 109 113
bridge 110 220
config 111 112 208 308
Sys 199 211 214 216 306 307 315 414 604 605 606 610
612 614 615 701 711
session 106 108 201 202 204 302 303 304 305 314 405 406
407 500 502 607 608 609 616 620 703 710

ip IP 209 215 313 317 408
snmp SNMP 212
vpdn PPTP L2TP 213 403 603
vpn IKE IPSec 316 320 402 404 501 602 702 713 714 715
ospf OSPF 318 409 503 613
np 319
rm 321
ids Intrusion Detection System IDS; 400 401 415
vpnc VPN 611

i Catalyst 6500
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23-2 ID
ID
ca PKI 717
719
vpnlb VPN 718
vpnfo VPN 720
ID
J 1
[ ]
2
1
N
message_list emergencies  alert  critical error  warning  notification
informational
err
FWSM
hostname (config) # logging list {message_list | [severity level | message_class |
message_ID | range_of_IDsl}
message_list —
severity_level —
message_class —
message_ID — ID
Catalyst 6500 Firewall Services Module
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range_of IDs — ID 103401-103599

3 notif-list

hostname (config) # logging list notif-list level 3

2
1D
ha

p.23-19

hostname (config)# logging list notif-list 104024-105999

hostname (config) # logging list my-list level critical

hostname (config)# logging list notif-list class ha

(config)# logging list my-list level warning class vpn

o 100100 100110 ID

J critical emergency alert

critical
o warning VPN emergency
alert critical error warning
1
1

. p.23-22

. p23-23

. ID p.23-23

e EMBLEM p.23-24

. p.23-24

. p.23-25

. p23-26

Syslog

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Catalyst 6500

FWSM

hostname (config) # logging queue message count

message_count
512 0

hostname (config) # show logging queue

hostname (config) # logging timestamp

EMBLEM 1D FWSM

hostname (config) # logging device-id {context-name | hostname | ipaddress interface_name
| string text}

context-name — ID
FWSM

hosthame — FWSM ID

ipaddress interface_name — interface_name IP 1D

ipaddress
ID FWSM IP

string text — text ID
16 text

[ oL-8123-01-J
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|
A
1D EMBLEM SNMP
FWSM 1D
hostname (config) # logging device-id hostname
FWSM ID
hostname (config) # logging device-id context-name
admin ID
system ID admin
1D admin
EMBLEM
Syslog EMBLEM

hostname (config) # logging emblem

UDP Syslog EMBLEM
Syslog format emblem
hostname (config) # logging host interface_name ip_address {tcpl/port] | udp|[/port]}

[format emblem]

interface_name IP_address Syslog
tep[/port] udp[/port] format emblem
Syslog EMBLEM
UDP TCP
EMBLEM UDP
UDP/514

hostname (config)# logging host interface_1 122.243.006.123 udp format emblem

FWSM

hostname (config) # no logging message message number
hostname (config) #

Catalyst 6500 /Cisco 7600 Firewall Services Module
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hostname (config) # no logging message 113019
hostname (config) #

hostname (config) # logging message message_number

hostname (config) # logging message 113019
hostname (config) #

hostname (config) # show logging message

hostname (config) # clear config logging disabled

hostname (config) # logging message message_ID level severity level

ID 113019 4 warnings 5 notifications

hostname (config) # logging message 113019 level 5
hostname (config) #

hostname (config) # logging message message_ID level severity level

ID 113019 4 warnings

hostname (config) # no logging message 113019 level 5
hostname (config) #

hostname (config) # show logging message

hostname (config)# clear config logging level
hostname (config) #
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logging message

hostname (config) # show logging message 403503
syslog 403503: default-level errors (enabled)

hostname (config) # logging message 403503 level 1
hostname (config) # show logging message 403503
syslog 403503: default-level errors, current-level alerts (enabled)

hostname (config) # no logging message 403503
hostname (config) # show logging message 403503
syslog 403503: default-level errors, current-level alerts (disabled)

hostname (config) # logging message 403503
hostname (config) # show logging message 403503
syslog 403503: default-level errors, current-level alerts (enabled)

hostname (config) # no logging message 403503 level 3
hostname (config) # show logging message 403503
syslog 403503: default-level errors (enabled)

FWSM
2
L]
[ ]
FWSM
FWSM 1 MB
FWSM
3 MB
FWSM
FWSM
1
hostname (config) # logging flash-maximum-allocation kbytes
kbytes KB

1.2 MB

hostname (config) # logging flash-maximum-allocation 1200
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2 FWSM

hostname (config)# logging flash-minimum-free kbytes

kbytes FWSM
KB

FWSM 4000 KB

hostname (config) # logging flash-minimum-free 4000

FWSM
. p.23-27
. p.23-28
. p.23-28
e logging p.23-31

%

$FWSM Level Message_number: Message_text

FWSM
FWSM
Level 1 7
23-3
Message_number 6
Message_text IP
23-4
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23-3
23-3
0 emergencies
1 alert
2 critical
3 error
4 warning
5 notification
6 informational
7 debugging
)
FWSM 0 emergencies
UNIX logging
23-4
1
23-4
acl_ID ACL
bytes
code
10
command

command_modifier ~ |command_modifier

e cmd
e clear
* no

e show

connections

Catalyst 6500 ICisco 7600 Firewall Services Module
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| 23 FWSM

23-4
connection_type

e SIGNALLING UDP

e SIGNALLING TCP

e SUBSCRIBE UDP

e SUBSCRIBE TCP

e UDP

e RTP

e RTCP
dec 10
dest_address
dest_port
device

TFTP
econns
elimit static nat
filename ASDM
ftp-server FTP IP
gateway_address IP
global_address IP
global_port
hex 16
inside_address IP
inside_port
interface_name
IP_address n.n.n.n IP n 1 255
MAC_address MAC
mapped_address IP
mapped_port
message_class FWSM
message_list ID
message_number ID
nconns xlate
netmask
number
octal 8
outside_address IP

Syslog
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23 FWSM
23-4
outside_port
port TCP UDP
privilege_level
protocol ICMP TCP UDP
real_address Network Address Translation NAT;
IP
real_port NAT
reason
service SNMP  Telnet
severity_level
source_address
source_port
string
tep_flags TCP
¢ ACK
e FIN
e PSH
e RST
¢ SYN
e URG
time hh:mm:ss
url URL
user
Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 23 FWSM

||
logging
FWSM logging
Catalyst 6500
Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference
23-5 FWSM
23-5 logging
clear configure logging
clear logging asdm ASDM
clear logging buffer
clear running-config logging rate-limit
logging asdm ASDM FWSM
logging asdm-buffer-size ASDM
logging buffered
FWSM
logging buffer-size
logging class
logging console FWSM
logging debug trace
logging device-id EMBLEM ID
FWSM
logging emblem Syslog EMBLEM
FWSM
logging enable
logging facility
logging flash-bufferwrap
FWSM
logging flash-maximume-allocation FWSM
logging flash-minimum-free FWSM
logging from-adress FWSM
logging ftp-bufferwrap FTP
FWSM
logging ftp-server logging ftp-bufferwrap FWSM
FTP

Catalyst 6500 /Cisco 7600
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23 FWSM |

23-5 logging

logging history

SNMP

SNMP

logging host

logging list

logging mail

FWSM

logging message

logging monitor

SSH

Telnet

FWSM

logging permit-hostdown

TCP

Syslog

FWSM

logging queue

FWSM

loggign rate limit

logging recipient-adress

FWSM

logging savelog

logging standby

FWSM FWSM

logging timestamp

logging trap

FWSM

Syslog

remote access threshold

FWSM

show logging

show running-config logging

show running config logging rate-limit

/Cisco 7600

Firewall Services Module
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FWSM

FWSM
. p.24-2
e FWSM p.24-7
. p.24-8
. p.24-10
. p.24-11
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24 FWSM |
|
FWSM
FWSM ping 1
ping
ping
FWSM p.24-6
e ICMP p.24-2
* FWSM ping p.24-3
e FWSM ping p.24-5
o p.24-6
ICMP
ping
FWSM FWSM ping ICMP
FWSM ping
1 FWSM ping ICMP
hostname (config) # debug icmp trace
2 Telnet SSH
hostname (config) # logging monitor debug
logging buffer debug show
logging
3 Telnet SSH
hostname (config)# terminal monitor
4
hostname (config) # logging enable
Catalyst 6500 /Cisco 7600 Firewall Services Module
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24 FWSM

||
209.165.201.2 FWSM 209.165.201.1 ping
hostname (config) # debug icmp trace
Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seq 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209.165.201.2
ICMP 32 ICMP ID 1 ICMP
ICMP 0
FWSM ping
FWSM FWSM
FWSM ping
FWSM ping
1 FWSM IP
FWSM ping
FWSM ping p.24-5
24-1
ity il
<Xk = RA b+
= [ 200265200230 === ] 200.165.201.24
W 10.1.1.56 = [} 0.1.36 =
.====¢ ‘ ====¢ ‘
N\ 209.265.200.226 / 209.165.201.1
10.1.1.2 10.1.3.2
e MSFC SFC MSFC
Y VSFC 509165201 2 , 10.10.1
192.168.1.2 \ 192,168.3.2 |
as:id
dmz1  209.165.201.1 gmz3 HE
192.1 security0 192.1 security0
68.1. 68.3.
Eg JL—T v K FWSM
dmz2 $’ dmz4
192.168.2.1 R 192.168.4.1
security40  192.168.0.1  security80 security100
/ security100
192.168.2.2 \ 192.168.4.2
192.168.0.2 10.1.0.2
MSFC e MSFC Sl
MSFC - e
10.1.2.2 ' 10.1.4.2 U MSFC
/ 10.1.0.2 N\ :
[T — ]
10.1.2.90 10.1.4.67 — ~
F— |:|! 10.1.0.34 F— |:| 10115 %
KRRk — KRRk 7 -

Catalyst 6500
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24 FWSM |

2 FWSM ping
IP ping
FWSM VLAN
ping FWSM
FWSM 24-2
FWSM
24-2 FWSM ping
| > .@' > |
= MSFC Ea
AR FWSM  ~
ping FWSM FWSM
ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
ping IP
24-3

243 IP ping

e DINg e — o

S &
= MSFC E‘ U F— -
R R FWSM MSFC RRX b+

3 FWSM ping
IP ping
FWSM
FWSM
ping FWSM
24-4 ping
110001
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24 FWSM

||
24-4 FWSM ping
ping
S >
- .
MSFC Q
)
FWSM ping
FWSM ping FWSM
NAT
NAT
FWSM ping
Cisco TAC
ping
1 ICMP
hostname (config) # access-list ICMPACL extended permit icmp any any
2
hostname (config) # access-group ICMPACL in interface interface_name
3 ICMP ICMP
hostname (config) # class-map ICMP-CLASS
hostname (config-cmap) # match access-list ICMPACL
hostname (config-cmap) # policy-map ICMP-POLICY
hostname (config-pmap) # class ICMP-CLASS
hostname (config-pmap-c)# inspect icmp
hostname (config-pmap-c)# service-map ICMP-POLICY global
ICMPACL FWSM ICMP
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24 FWSM |
4
ping
ping 305009
305011 ICMP 302020
show xlate show conns
ping Cisco TAC
ping NAT
24-5 NAT
NAT 305005 305006
ping NAT
106010 deny inbound icmp
S
FWSM FWSM ping ICMP
FWSM ping
24-5 FWSM ping
@ ping -
=== > < Ed
MSFC 192.168.1.2 192.168.1.1 E’
192.168.1.2 FWSM
|
L) :
— g
KRR b .
FWSM FWSM ICMP
FWSM
1 ICMP
hostname (config) # no debug icmp trace
2
hostname (config) # no logging on
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| 24 FWSM

FWSM

3 ICMPACL access-group

hostname (config) # no access-1list ICMPACL

4 ICMP

hostname (config) # no service-map ICMP-POLICY

FWSM

FWSM

hostname# reload
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24 FWSM |

AAA
. AAA p.24-8
o p.24-9
AAA
AAA

1

Router# show boot device [mod num]

cf:4 cf:5

2 FWSM

Router# hw-module module mod _num reset cf:1
3 FWSM

Router# session slot mod _num processor 1
4 root

Login: root
5

Password: password

cisco
6 aaa authentication console
aaa authorization command
root@localhost# clear passwd cf:{4 | 5}
FWSM cf:4

Catalyst 6500 /Cisco 7600 Firewall Services Module
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| 24 FWSM

Do you wish to erase the passwords? [yn] ¥y
The following lines will be removed from the configuration:
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
Do you want to remove the commands listed above from the configuration?
[yn] ¥
Passwords and aaa commands have been erased.

hostname# clear mp-passwd
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24 FWSM |

FWSM Cisco TAC

o p.24-10

° p24-10

° p24-10

CPU
debug
Cisco TAC
debug

Catalyst 6500
Series Switch and Cisco 7600 Series Router Firewall Services Module Command Reference debug

FWSM

FWSM
Catalyst 6500 Series Switch and Cisco 7600 Series

Router Firewall Services Module Command Reference capture

FWSM
Cisco TAC Catalyst 6500 Series Switch and Cisco 7600

Series Router Firewall Services Module Command Reference ~ show crashdump
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||
FWSM
CLlI FWSM
cf:l
p.2-14
p.7-2
FWSM
VLAN FWSM
VLAN Firewall Services Module VLAN p.2-4
FWSM  VLAN
VLAN
VLAN
p.4-20
VLAN
MSFC Switched Virtual Interface SVI
SVI
MSFC SVI p.2-7 Svi
FWSM Telnet SSH
FWSM Telnet SSH
Telnet p.21-2 SSH p.21-3
FWSM Telnet SSH
FWSM ping
FWSM ICMP
FWSM ICMP p.21-12 FWSM ICMP
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FWSM ping

ICMP

ICMP FWSM

ICMP
ICMP

FWSM

PIX FWSM

p.10-7

p.6-8

FWSM

VLAN

VLAN
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FWSM

o p.A-2
. p.A-2

J p.A-3

. p.A-3

. p.A-4

. p.A-5

. p.A-6
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FWSM
. Catalyst 6500
Cisco 10S 10S Catalyst Operating System OS;
A-1
Cisco 10S MSFC 2 Cisco 10S
A-1
. Cisco 7600
Cisco 10S
A-1
Cisco 10S MSFC 2 Cisco 10S
A-1
S
WAN VLAN LAN WAN
FWSM WAN MSFC MSFC
FWSM
A-1

A-1 FWSM 3.1

Cisco 10S
12.2(18)SXF 720 32
12.2(18)SXF2 2 720 32
Catalyst OS?
8.5(3) 2 720 32
1. FWSM 1 1A
2. Catalyst OS MSFC Cisco 10S
Cisco 10S MSFC
FWSM
. FWSM 2
1 3 4
20
50
100
250
e GTP/GPRS
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A-2 FWSM
A-2
SFM 6 Gbps CEF256
32 Gbps
e 1GBRAM
e 128 MB
4
2
4
A-3 FWSM
A-3
AAA RADIUS 16 4
TACACS+
250 250
Websense |16 4
Enterprise N2H2  Sentian
8500 8500
250
Syslog 16 4
VLAN
256 100
FWSM  VLAN
1000
8 8
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A-4 FWSM
p.4-13
A4
MAC 64 K 64 K
FWSM 256 K 256 K
10,000/ 10,000/
IPSec 5 5
10
ASDM s 5
80
NAT 256 K 256 K
SSH 5 5
100
FWSM FWSM
30,000/ 30,000/
Syslog Syslog
25,000/ 25,000/
1 999,900* 999,900*
2
53 100,000/ 100,000/
TCP/UDP
Telnet 5 5
100
1. ASDM 2 HTTPS 1 1
ASDM 80 HTTPS
160
2.
3. FWSM 500
TCP
RSH RSH
FWSM
4. PAT PAT
256 K
NAT

Catalyst 6500 ICisco 7600 Firewall Services Module
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Catalyst 6500

A-5 FWSM
A-5
AAA 80/ 80/
ACL 32K 32K
1K 1K
ARP 64 K 64 K
DNS 5000/ 5000/
4K 4K
32 32
NAT 2K 2K
30,000 30,000
32K 32K
shun 5K 5K
SIP 5K 5K
NAT 2K 2K
TFTP ! 999,100 999,100
50 K 50 K
150 K 150 K
15 15

1. FWSM Version 1.1

/Cisco 7600

TFTP

1024

Firewall Services Module
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FWSM 80 K
142 K
12
12,130 1
p.4-18
A-6
A-6
12
AAA 6451 992!
ACE 72,806 11,200
5000 5000
ACE
established 460 70
2764 425
ICMP Telnet SSH HTTP 1843 283
NAT ACE 1843 283
inspect 5529 850
1. 96 12 8

75
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FWSM

o p.B-1
° p.B-15
° p.B-20
o 1 p.B-1
. 2 p.B-6
. 3 p.B-8
. 4 IPv6 p.B-14
1
admin C customerC
HTTP Websense DMZ
B-1
NAT PAT
A customerA 2
admin 1 FWSM SSH
IP
IP
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B-1 1
W visFC
‘ 209.165.201.1
VLAN 3
Admin
.= customerA customerB customerC
AT 5188 e 5183
" 209.165.201.3 209.165.201.4 209.165.201.5

209.165.201 2
DMZ ‘

92.168.2.1 |:|

I 1
VLAN 8

Websense
192.168.2.2

VLAN 7

EEARR b 192.168.1.1
10.1.1.75
customerA é
FrykIO—=5 =
o 1 pB-3
e admin 1 pB-4
J A 1 pB-4
. B 1 pB-5
J C 1 pB-5
. 1 pB-6
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Catalyst 6500

mode multiple

write terminal show startup-config show running-config
FWSM FWSM
<system> <context>

hostname Farscape
password passwlOrd

enable password chrlchtOn
admin-context admin
interface vlan
interface vlan
interface vlan
interface vlan
interface vlan

0 J o Ul W

interface vlan
context admin
allocate-interface vlan3
allocate-interface vland
config-url disk://admin.cfg
member default
context customerA
description This is the context for customer A
allocate-interface vlan3
allocate-interface vlan5
config-url disk://contexta.cfg
member gold
context customerB
description This is the context for customer B
allocate-interface vlan3
allocate-interface vlané
config-url disk://contextb.cfg
member silver
context customerC
description This is the context for customer C
allocate-interface vlan3
allocate-interface vlan7-vlan8
config-url disk://contextc.cfg
member bronze
class gold
limit-resource all 7%
limit-resource rate conns 2000
limit-resource conns 20000
class silver
limit-resource all 5%
limit-resource rate conns 1000
limit-resource conns 10000
class bronze
limit-resource all 3%
limit-resource rate conns 500
limit-resource conns 5000

[ oL-8123-01-J
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admin 1

10.1.1.75 SSH crypto key
generate

interface vlan 3

nameif outside

security-level 0

ip address 209.165.201.2 255.255.255.224
interface vlan 4

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
passwd secretl969
enable password hlandlO
route outside 0 0 209.165.201.1 1
ssh 10.1.1.75 255.255.255.255 inside
nat (inside) 1 10.1.1.0 255.255.255.0
! This context uses dynamic NAT for inside users that access the outside
global (outside) 1 209.165.201.10-209.165.201.29
! The host at 10.1.1.75 has access to the Websense server in Customer C, and
! it needs a static translation for use in Customer C’s access list
static (inside,outside) 209.165.201.30 10.1.1.75 netmask 255.255.255.255
access-list INTERNET remark -Allows inside hosts to access the outside for any IP
traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 5
nameif inside
security-level 100
ip address 10.1.2.1 255.255.255.0
passwd hellO!
enable password enter55
route outside 0 0 209.165.201.1 1
! The Customer A context has a second network behind an inside router that requires a
! static route. All other traffic is handled by the default route pointing to the
router.
route inside 192.168.1.0 255.255.255.0 10.1.2.2 1
nat (inside) 1 10.1.2.0 255.255.255.0
! This context uses dynamic PAT for inside users that access that outside. The outside
| interface address is used for the PAT address
global (outside) 1 interface
access-list INTERNET remark -Allows inside hosts to access the outside for any IP
traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside

Catalyst 6500 ICisco 7600 Firewall Services Module
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interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.4 255.255.255.224
interface vlan 6
nameif inside
security-level 100
ip address 10.1.3.1 255.255.255.0
passwd tenaclOus
enable password defenSe
route outside 0 0 209.165.201.1 1
nat (inside) 1 10.1.3.0 255.255.255.0
! This context uses dynamic PAT for inside users that access the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
access-list INTERNET remark Inside users only access HTTP and HTTPS servers on the
outside
access-list INTERNET extended permit tcp any any eq http
access-list INTERNET extended permit tcp any any eq https
access-group INTERNET in interface inside

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.5 255.255.255.224
interface vlan 7
nameif inside
security-level 100
ip address 10.1.4.1 255.255.255.0
interface vlan 8
nameif dmz
security-level 50
ip address 192.168.2.1 255.255.255.0
passwd flOwer
enable password treehOuSe
route outside 0 0 209.165.201.1 1
url-server (dmz) vendor websense host 192.168.2.2 url-block block 50
url-cache dst 128
filter url http 10.1.4.0 255.255.255.0 0 0
! When inside users access an HTTP server, FWSM consults with a
! Websense server to determine if the traffic is allowed
nat (inside) 1 10.1.4.0 255.255.255.0
! This context uses dynamic NAT for inside users that access the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
! A host on the admin context requires access to the Websense server for management
using
! pcAnywhere, so the Websense server uses a static translation for its private address
static (dmz,outside) 209.165.201.6 192.168.2.2 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside for any IP
access-list INTERNET remark -traffic, but denies them access to the dmz.
access-list INTERNET extended deny ip any 192.168.2.0 255.255.255.0
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list MANAGE remark -Allows the management host to use pcAnywhere on the
access-list MANAGE remark -Websense server
access-list MANAGE extended permit tcp host 209.165.201.30 host 209.165.201.6 eqg
pcanywhere-data
access-list MANAGE extended permit udp host 209.165.201.30 host 209.165.201.6 eqg
pcanywhere-status
access-group MANAGE in interface outside
access-list WEBSENSE remark -The Websense server needs to access the Websense updater
access-list WEBSENSE remark -server on the outside
access-list WEBSENSE extended permit tcp host 192.168.2.2 any eq http
access-group WEBSENSE in interface dmz
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FWSM Cisco 10S

firewall module 8 vlan-group 1
firewall vlan-group 1 3-8
interface vlan 3
ip address 209.165.201.1 255.255.255.224

no shutdown

3 2
DMz Syslog
Syslog FWSM FWSM
VPN FWSM
RIP FWSM RIP
FWSM
B-2
PAT
B-2 2
ETEARX b
209.165.200.225
|
L)
==T=7
I
209.165.201.1
shzp |VLAN 3
209.165.201.3
BP9 1 &== DMZ —
10.1.1.1 I 192.168.2.1 l
1
AR VLAN 5 | VLAN10 —
3 Syslog ¥—/\
192.168.2.2
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s FWSM 2 pB-7
. 2 pB-s8
FWSM 2

interface vlan 3
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 4
nameif dept2
security-level 100
ip address 10.1.2.1 255.255.255.0
interface vlan 5
nameif deptl
security-level 100
ip address 10.1.1.1 255.255.255.0
interface vlan 10
nameif dmz
security-level 50
ip address 192.168.2.1 255.255.255.0
passwd g00fball
enable password genlu$
hostname Buster
same-security-traffic permit inter-interface
route outside 0 0 209.165.201.1 1
nat (deptl) 1 10.1.1.0 255.255.255.0
nat (dept2) 1 10.1.2.0 255.255.255.0
! The deptl and dept2 networks use PAT when accessing the outside
global (outside) 1 209.165.201.9 netmask 255.255.255.255
! Because we perform dynamic NAT on these addresses for outside access, we need to
perform
! NAT on them for all other interface access. This identity static statement just
! translates the local address to the same address.
static (deptl,dept2) 10.1.1.0 10.1.1.0 netmask 255.255.255.0
static (dept2,deptl) 10.1.2.0 10.1.2.0 netmask 255.255.255.0
! The syslog server uses a static translation so the outside management host can
access
! the server
static (dmz,outside) 209.165.201.5 192.168.2.2 netmask 255.255.255.255
access-list DEPTS remark -Allows all deptl and dept2 hosts to access the
access-list DEPTS remark -outside for any IP traffic
access-list DEPTS extended permit ip any any
access-group DEPTS in interface deptl
access-group DEPTS in interface dept2
access-list MANAGE remark Allows the management host to access the syslog server
access-list MANAGE extended permit tcp host 209.165.200.225 host 209.165.201.5 eqg
telnet
access-group MANAGE in interface outside
! Advertises the FWSM IP address as the default gateway for the downstream
! router. FWSM does not advertise a default route to the router.
rip dept2 default version 2 authentication md5 scorpius 1
! Listens for RIP updates from the downstream router. FWSM does not
! listen for RIP updates from the router because a default route to the router is all
that
! is required.
rip dept2 passive version 2 authentication md5 scorpius 1
! The client uses a pre-shared key to connect to the FWSM over IPSec. The
! key 1is the password in the username command following.
isakmp policy 1 authentication pre-share
isakmp policy 1 encryption 3des
isakmp policy 1 group 2
isakmp policy 1 hash sha
isakmp enable outside
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B-8

crypto ipsec transform-set vpn_client esp-3des esp-sha-hmac
username admin password passwOrd

crypto ipsec transform-set vpn esp-3des esp-sha-hmac

crypto dynamic-map vpn_client 1 set transform-set vpn

crypto map telnet_tunnel 1 ipsec-isakmp dynamic vpn_client

crypto map telnet_tunnel interface outside

ip local pool client_pool 10.1.1.2

access-list VPN_SPLIT extended permit ip host 209.165.201.3 host 10.1.1.2
telnet 10.1.1.2 255.255.255.255 outside

telnet timeout 30

logging trap 5

! System messages are sent to the syslog server on the DMZ network
logging host dmz 192.168.2.2

logging enable

FWSM

interface vlan 3
ip address 209.165.201.1 255.255.255.224
no shutdown

1
Syslog AAA
B-3
1 AAA Web
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B-3 3
209.165.201.2
VLAN 200
SHEB HHER HHER
209.165.201.3 209.165.201.4 209.165.201.5
Admin ZE= ey | S g=5
== | Ea E3
S *EH HEB #5 S #*5
10.1.0.1 10.1.1.1 10.1.2.1 10.1.1.2 10.1.3.1 10.1.1.3
VLAN 202
VLAN 201 pull B VLAN 203
i | [E]'
A— A——
I:|! |:|! = VLAN 300
X _ F— 4 Web H#—/3
aY74FalL—3y FEARXE 10.1.2.3
H— 10.1.0.15
10.1.0.16 VLAN 300
VLAN 300
=]
A— — %
AAA H—/\  Mail —/\  Syslog H—/\ e
10.1.1.6 10.1.1.7 10.1.1.8
. 3 p.B-10
e admin 3 pB-11
. 1 3 pB-12
. 2 3 pB-13
o 3 p.B-13
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3
mode multiple
activation-key
write terminal show startup-config
show running-config FWSM FWSM
<system>
<context>

hostname Ubik

password pkd55

enable password deckard69

interface vlan 200

interface vlan 201

interface vlan 202

interface vlan 203

interface vlan 300

admin-context admin

context admin
allocate-interface vlan200
allocate-interface vlan201
allocate-interface vl1an300
config-url diskO://admin.cfg

context departmentl
allocate-interface vl1an200
allocate-interface vlan202
allocate-interface v1an300
config-url ftp://admin:passwOrd@l0.1.0.16/deptl.cfg

context department?2
allocate-interface v1an200
allocate-interface vlan203
allocate-interface vlan300
config-url ftp://admin:passwl0rd@l0.1.0.16/dept2.cfg
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Catalyst 6500

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
interface vlan 201
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0
interface vlan 300
nameif shared
security-level 50
ip address 10.1.1.1 255.255.255.0
passwd v00d00
enable password d011
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.0.0 255.255.255.0
! This context uses PAT for inside users that access the outside
global (outside) 1 209.165.201.6 netmask 255.255.255.255
! This context uses PAT for inside users that access the shared network
global (shared) 1 10.1.1.30
! Because this host can access the web server in the Department 1 context, 1t requires
a
! static translation
static (inside,outside) 209.165.201.7 10.1.0.15 netmask 255.255.255.255
! Because this host has management access to the servers on the Shared interface, it
| requires a static translation to be used in an access 1list
static (inside,shared) 10.1.1.78 10.1.0.15 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET remark -and shared network for any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list SHARED remark -Allows only mail traffic from inside to exit shared
interface
access-list SHARED remark -but allows the admin host to access any server.
access-list SHARED extended permit ip host 10.1.1.78 any
access-list SHARED extended permit tcp host 10.1.1.30 host 10.1.1.7 eqg smtp
! Note that the translated addresses are used.
access-group SHARED out interface shared
! Allows 10.1.0.15 to access the admin context using Telnet. From the admin context,
you
! can access all other contexts.
telnet 10.1.0.15 255.255.255.255 inside
aaa-server AAA-SERVER protocol tacacs+
aaa-server AAA-SERVER (shared) host 10.1.1.6
key TheUauthKey
server-port 16
! The host at 10.1.0.15 must authenticate with the AAA server to log in
aaa authentication telnet console AAA-SERVER
logging trap 6
! System messages are sent to the syslog server on the Shared network
logging host shared 10.1.1.8
logging on
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interface vlan 200

nameif outside

security-level 0

ip address 209.165.201.4 255.255.255.224
interface vlan 202

nameif inside

security-level 100

ip address 10.1.2.1 255.255.255.0
interface vlan 300

nameif shared

security-level 50

ip address 10.1.1.2 255.255.255.0
passwd cugel
enable password rhialto
nat (inside) 1 10.1.2.0 255.255.255.0
! The inside network uses PAT when accessing the outside
global (outside) 1 209.165.201.8 netmask 255.255.255.255
! The inside network uses dynamic NAT when accessing the shared network
global (shared) 1 10.1.1.31-10.1.1.37
! The web server can be accessed from outside and requires a static translation
static (inside,outside) 209.165.201.9 10.1.2.3 netmask 255.255.255.255
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET remark -and shared network for any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list WEBSERVER remark -Allows the management host (its translated address) on
the access-1list WEBSERVER remark -admin context to access the web server for
management
access-list WEBSERVER remark -it can use any IP protocol
access-list WEBSERVER extended permit ip host 209.165.201.7 host 209.165.201.9
access-list WEBSERVER remark -Allows any outside address to access the web server
access-list WEBSERVER extended permit tcp any eq http host 209.165.201.9 eqg http
access-group WEBSERVER in interface outside
access-list MAIL remark -Allows only mail traffic from inside to exit out the shared
int
! Note that the translated addresses are used.

access-list MAIL extended permit tcp host 10.1.1.31 eq smtp host 10.1.1.7 eqg smtp
access-list MAIL extended permit tcp host 10.1.1.32 eq smtp host 10.1.1.7 eqg smtp
access-list MAIL extended permit tcp host 10.1.1.33 eq smtp host 10.1.1.7 eqg smtp
access-list MAIL extended permit tcp host 10.1.1.34 eq smtp host 10.1.1.7 eq smtp
access-list MAIL extended permit tcp host 10.1.1.35 eqg smtp host 10.1.1.7 eqg smtp
access-list MAIL extended permit tcp host 10.1.1.36 eq smtp host 10.1.1.7 eqg smtp
access-list MAIL extended permit tcp host 10.1.1.37 eq smtp host 10.1.1.7 eq smtp

access-group MAIL out interface shared
aaa-server AAA-SERVER protocol tacacs+
aaa-server AAA-SERVER (shared) host 10.1.1.6
key TheUauthKey
server-port 16
! All traffic matching the WEBSERVER access list must authenticate with the AAA server
aaa authentication match WEBSERVER outside AAA-SERVER
logging trap 4
! System messages are sent to the syslog server on the Shared network
logging host shared 10.1.1.8
logging on
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interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.5 255.255.255.224
interface vlan 203
nameif inside
security-level 100
ip address 10.1.3.1 255.255.255.0
interface vlan 300
nameif shared
security-level 50
ip address 10.1.1.3 255.255.255.0
passwd mazlrlan
enable password lyOneS$Se
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.3.0 255.255.255.0
! The inside network uses PAT when accessing the outside
global (outside) 1 209.165.201.10 netmask 255.255.255.255
! The inside network uses PAT when accessing the shared network
global (shared) 1 10.1.1.38
access-1list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET remark -and shared network for any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list MAIL remark -Allows only mail traffic from inside to exit out the shared
int
access-list MAIL extended permit tcp host 10.1.1.38 host 10.1.1.7 eqg smtp
! Note that the translated PAT address is used.
access-group MAIL out interface shared
logging trap 3
! System messages are sent to the syslog server on the Shared network
logging host shared 10.1.1.8
logging on

FWSM Cisco 10S

firewall module 6 vlan-group 1

firewall vlan-group 1 200-203,300

interface vlan 200
ip address 209.165.201.2 255.255.255.224
no shutdown
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4 IPv6
B-4 FWSM IPv6
. IPv6 IPv4
e IPv6 ipv6 route
e IPv6
B-4 4 IPv4d IPv6

&=

10.142.10.1

2001:400:3:1::1

10.142.10.100
_2_001 :400:3:1::100

=

10.140.10.100
2001:400:1:1::100

IPv4/IPv6
ry kI—=7

148961

password pkd
enable password happy
hostname ubik
interface vlan 100
nameif outside
security-level 0
ip address 10.142.10.100 255.255.255.0
ipv6 address 2001:400:3:1::100/64
ipv6 nd suppress-ra
interface vlan 101
nameif inside
security-level 100
ip address 10.140.10.100 255.255.255.0
ipv6 address 2001:400:1:1::100/64
route outside 0.0.0.0 0.0.0.0 10.142.10.1 1
access-list INTERNET remark -Allows all inside IPv4 hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
ipv6 route outside ::/0 2001:400:3:1::1
ipv6 access-list IPV6INTERNET permit ip any any
access-group IPV6INTERNET in interface inside
ipv6 access-list OUTACL permit icmp6 2001:400:2:1::/64 2001:400:1:1::/64
ipv6 access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eqg telnet
ipv6 access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eq ftp
ipv6 access-list OUTACL permit tcp 2001:400:2:1::/64 2001:400:1:1::/64 eqg www
access-group OUTACL in interface outside

Catalyst 6500 ICisco 7600 Firewall Services Module
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mode multiple
write
terminal show startup-config show running-config FWSM
FWSM <system>
<context>

hostname Farscape
password passwlOrd
enable password chrlchtOn
interface vlan
interface vlan

o Ul

interface vlan

interface vlan 7

interface vlan 150

interface vlan 151

interface vlan 152

interface vlan 153

admin-context admin

context admin
allocate-interface vlanl50
allocate-interface vland
config-url disk://admin.cfg
member default

context customerA
description This is the context for customer A
allocate-interface vlanlhl
allocate-interface vlan5b
config-url disk://contexta.cfg
member gold

context customerB
description This is the context for customer B
allocate-interface vlanlb52
allocate-interface vlané
config-url disk://contextb.cfg
member silver

context customerC
description This is the context for customer C
allocate-interface vlanl53
allocate-interface vlan7
config-url disk://contextc.cfg
member bronze

class gold
limit-resource all 7%
limit-resource rate conns 2000
limit-resource conns 20000

class silver
limit-resource all 5%
limit-resource rate conns 1000
limit-resource conns 10000

class bronze
limit-resource all 3%
limit-resource rate conns 500
limit-resource conns 5000
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B-18

10.1.1.75
generate

SSH

firewall transparent
passwd secretl969
enable password hlandlO
interface vlan 150
nameif outside
security-level 0
bridge-group 1
interface vlan 4
nameif inside
security-level 100
bridge-group 1
interface bvi 1
ip address 10.1.1.1 255.255.255.0
route outside 0 0 10.1.1.2 1
ssh 10.1.1.75 255.255.255.255 inside
arp outside 10.1.1.2 0009.7cbe.2100
arp inside 10.1.1.3 0009.7cbe.1000
arp-inspection inside enable flood
arp-inspection outside enable flood

access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any

access-group INTERNET in interface inside

access-1list
access-1list
access-list
access-1list

RETURN
RETURN
RETURN
RETURN

remark -Allows OSPF back

extended permit 89 any any

remark -Allows DHCP back

extended permit udp any any eq 68

access-group RETURN in interface outside

firewall transparent
passwd hellO!
enable password enter55
interface vlan 151
nameif outside
security-level 0

bridge-group 45

interface vlan 5
nameif inside
security-level 100

bridge-group 45

interface bvi 45
ip address 10.1.2.1 255.255.255.0
route outside 0 0 10.1.2.2 1

access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any

access-group INTERNET in interface inside

access-1list
access-list
access-1list
access-1list

RETURN
RETURN
RETURN
RETURN

remark -Allows OSPF back

extended permit 89 any any

remark -Allows DHCP back

extended permit udp any any eq 68

access-group RETURN in interface outside
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firewall transparent
passwd tenaclOus
enable password defenSe
interface vlan 152

nameif outside

security-level 0

bridge-group 1
interface vlan 6

nameif inside

security-level 100

bridge-group 1
interface bvi 1

ip address 10.1.3.1 255.255.255.0
route outside 0 0 10.1.3.2 1
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside

firewall transparent
passwd flO0wer
enable password treehOuSe
interface vlan 153

nameif outside

security-level 0

bridge-group 100
interface vlan 7

nameif inside

security-level 100

bridge-group 100
interface bvi 100

ip address 10.1.4.1 255.255.255.0
route outside 0 0 10.1.4.2 1
access-list INTERNET remark -Allows all inside hosts to access the outside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list RETURN remark -Allows OSPF back
access-list RETURN extended permit 89 any any
access-list RETURN remark -Allows DHCP back
access-list RETURN extended permit udp any any eq 68
access-group RETURN in interface outside
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. FWSM 6 p.B-21
. FWSM 6 p.B-23
. 6 p.B-23
FWSM 6
FWSM
. — 6 pB-21
. A — 6 pB-22
. B — 6 pB-22
. C — 6 pB-23
— 6
mode multiple
activation-key
write terminal  show startup show
running FWSM FWSM

Catalyst 6500

<system>
<context>

hostname primary
enable password farscape
password crichton
!The vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 200
interface vlan 201
interface vlan 202
interface vlan 203
failover lan interface faillink vlan 10
failover link statelink vlan 11
failover lan unit primary
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover interface ip statelink 192.168.253.5 255.255.255.252 standby 192.168.253.6
failover interface-policy 50%
failover replication http
failover
admin-context contexta
context contexta
allocate-interface vlan200
allocate-interface vlan201
config-url disk://contexta.cfg
context contextb
allocate-interface vl1an200
allocate-interface vlan202
config-url ftp://admin:passwl0rd@1l0.0.3.16/contextb.cfg
context contextc
allocate-interface vl1an200
allocate-interface vlan203
config-url ftp://admin:passwO0rd@l0.0.3.16/contextc.cfg
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interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.2 255.255.255.224 standby 209.165.201.6
interface vlan 201
nameif inside
security-level 100
ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2
passwd secretl969
enable password hlandlO
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.10 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.3.75 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

interface vlan 200
nameif outside
security-level 0
ip address 209.165.201.4 255.255.255.224 standby 209.165.201.8
interface vlan 202
nameif inside
security-level 100
ip address 10.0.2.1 255.255.255.0 standby 10.0.2.2
passwd secretl978
enable password 7samural
monitor-interface inside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.11 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.2.14 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic
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interface vlan 200

nameif outside

security-level 0

ip address 209.165.201.3 255.255.255.224 standby 209.165.201.7
interface vlan 203

nameif inside

security-level 100

ip address 10.0.1.1 255.255.255.0 standby 10.0.1.2
passwd secret0997
enable password straydOg
monitor-interface inside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 209.165.201.12 netmask 255.255.255.224
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 209.165.201.5 1
telnet 10.0.1.65 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

FWSM 6
mode multiple
activation-key
write terminal  show startup show
running FWSM FWSM
<system>
<context>

failover lan interface faillink vlan 10

failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover lan unit secondary

failover

FWSM Cisco 10S

firewall module 1 vlan-group 1
firewall vlan-group 1 10,11,200-203
interface vlan 200
ip address 209.165.201.1 255.255.255.224
standby 200 ip 209.165.201.5
standby 200 priority 110
standby 200 preempt
standby 200 timers 5 15
standby 200 authentication Secret
no shutdown
interface range gigabitethernet 2/1-3
channel-group 2 mode on
switchport trunk encapsulation dotlg
no shutdown

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



7
1
FWSM 2 FWSM
B-6 A B C
FWSM
B-7 7
VLAN10O |
|
FOF4T RLYF ZEUNA RAYTF |
= MSFC —_ MSFC
uHSRP P HSRP IP :
VLANS 200-202 10.0.n.4 1 10.0.n4
i
71—»#—A—H1
oy L
L
P~ — VLAN 10 ===
_ m—— kS22 , d .
F5421 I \tjw@u
FWSM Eﬂ ;\"2%1101 VLAN 11 % FWSM
S|P - El’ &I P - i:;!l
! |
10.0.1.1 \10.0.3.1 10.0.1.2 | :\10_0,3_2
10.0.2.1 110,022
! :
[
,,,,,,,,,,, L
VLAN 4 B
! |
S
VLANS XA P | 5
arv™S 1
VLANG LA b
. FWSM 7 p.B-24
. FWSM 7  pB-27
. 7 p.B-28
FWSM 7
FWSM
. — 7 pB-25
. A — 7 pB-26
. B — 7 pB-26
. C — 7 pB-27
/Cisco 7600 Firewall Services Module

i Catalyst 6500

OL-8123-01-J |



Catalyst 6500

mode multiple
activation-key

write terminal  show startup show
running FWSM FWSM
<system>
<context>

hostname primary
enable password farscape
password crichton
interface vlan 4
interface vlan 5
interface vlan 6
!The vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 200
interface vlan 201
interface vlan 202
failover lan interface faillink vlan 10
failover link statelink vlan 11
failover lan unit primary
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover interface ip statelink 192.168.253.5 255.255.255.252 standby 192.168.253.6
failover interface-policy 1
failover replication http
failover
admin-context contexta
context contexta
allocate-interface vl1an200
allocate-interface vlan4d
config-url disk://contexta.cfg
context contextb
allocate-interface vlan201
allocate-interface vlan5
config-url ftp://admin:passwl0rd@1l0.0.3.16/contextb.cfg
context contextc
allocate-interface vlan202
allocate-interface vlané
config-url ftp://admin:passwl0rd@l0.0.3.16/contextc.cfg
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firewall transparent
passwd secretl969
enable password hlandlO
interface vlan 200
nameif outside
security-level 0
bridge-group 56
interface vlan 4
nameif inside
security-level 100
bridge-group 56
interface bvi 56

ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2

monitor-interface inside

monitor-interface outside
route outside 0 0 10
telnet 10.0.3.75 255
access-list INTERNET
access-list INTERNET
access-list INTERNET
access-group INTERNET in interface inside
access-list BPDU ethertype permit bpdu
access-group BPDU in interface inside
access-group BPDU in interface outside

.0.3.4 1
.255.255.255 inside

remark -Allows all inside hosts to access the outside for

remark -any IP traffic

extended permit ip any any

firewall transparent
passwd secretl978
enable password 7samural
interface vlan 201
nameif outside
security-level 0
bridge-group 2
interface vlan 5
nameif inside
security-level 100
bridge-group 2
interface bvi 2

ip address inside 10.0.2.1 255.255.255.0 standby 10.0.2.2

monitor-interface inside
monitor-interface outside

route outside 0 0 10.0.2.4 1

telnet 10.0.2.14 255.255.255.255 inside

access-list INTERNET remark -Allows all inside hosts to access the outside for
access-list INTERNET remark -any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside

access-list BPDU ethertype permit bpdu
access-group BPDU in interface inside
access-group BPDU in interface outside

/Cisco 7600
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firewall transparent
passwd secret0997
enable password straydOg
interface vlan 202

nameif outside

security-level 0

bridge-group 1
interface vlan 6

nameif inside

security-level 100

bridge-group 1
interface bvi 1

ip address inside 10.0.1.1 255.255.255.0 standby 10.0.1.2
monitor-interface inside
monitor-interface outside
route outside 0 0 10.0.1.4 1
telnet 10.0.1.65 255.255.255.255 inside
access-list INTERNET remark -Allows all inside hosts to access the outside for
access-list INTERNET remark -any IP traffic
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
access-list BPDU ethertype permit bpdu
access-group BPDU in interface inside
access-group BPDU in interface outside

FWSM 7

failover lan interface faillink vlan 10
failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2
failover lan unit secondary
failover
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FWSM

firewall multiple-vlan-interfaces
firewall module 1 vlan-group 1

firewall vlan-group 1 4-6,10,11,200-202

interface vlan 200
ip address 10.0.1.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown

200
200
200
200
200

ip 10.0.1.4
priority 110
preempt

timers 5 15
authentication Secret

interface vlan 201
ip address 10.0.2.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown

200
200
200
200
200

ip 10.0.2.4

priority 110

preempt

timers 5 15
authentication Secret

interface vlan 202
ip address 10.0.3.3 255.255.255.0

standby
standby
standby
standby
standby

no shutdown
interface range

200
200
200
200
200

ip 10.0.3.4

priority 110

preempt

timers 5 15
authentication Secret

gigabitethernet 2/1-3

channel-group 2 mode on
switchport trunk encapsulation dotlg

no shutdown

A admin

e admin

Catalyst 6500

Cisco I0S

preempt
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||
B-8
B-8 /
VLAN 201
FI% e N
oosz R N TEal
10094 | |
10.0.5. 1___, ‘_“10_0_5_2
— === 192.168.1.1 K> 192‘|6812-—_‘5=
1
774%Y Eﬂ:@ VLAN 10 ): [ sy
1 Sy 1921682 BEV 11 192.168.2.2 BS 7z hA—s
7547 e | = 72
sy N FIT47
FUF4T S S5 533 -
avFER b 288 sés 77747
SvFERRA | [T T TTEAR
SVFHR LB | CAv || , IYTEAR
TH¥RXLC VLAN 6 o
= -
VLAN S THFALB i .
ar i 3
VLAN 4 THFEAMAY T
mode multiple
FWSM mode
multiple
/ mode multiple
FWSM
FWSM 8
FWSM
* FWSM — 8 p.B-30
. A FWSM— 8 p.B-31
. B FWSM — 8 p.B-31
. C FWSM — 8 p.B-32
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FWSM — 8

VLAN

hostname cisco-primary
enable password farscape
password crichton
interface vlan 4
interface vlan 5
interface vlan 6
!The vlan 10 and 11 interfaces are created when you enter the failover lan interface
and failover link commands.
interface vlan 10
description LAN Failover interface
interface vlan 11
description STATE Failover interface
interface vlan 201
interface vlan 202
failover
failover lan unit primary
failover lan interface faillink vlan 10
failover key MySecretKey
failover link statelink vlan 11
failover interface ip faillink 192.168.1.1 255.255.255.0 standby 192.168.1.2
failover interface ip statelink 192.168.2.1 255.255.255.0 standby 192.168.2.2
failover group 1
preempt
replication http
interface-policy 50%
failover group 2
secondary
preempt
replication http
interface-policy 50%
admin-context contexta
context contexta
description administrative context
allocate-interface vlan4
config-url disk://contexta.cfg
join-failover-group 1
context contextb
allocate-interface vlan201
allocate-interface vlan5
config-url ftp://admin:passwl0rd@1l0.0.3.16/contextb.cfg
join-failover-group 1
context contextc
allocate-interface vlan202
allocate-interface vlané
config-url ftp://admin:passw0rd@1l0.0.3.16/contextc.cfg
join-failover-group 2

Catalyst 6500 ICisco 7600 Firewall Services Module
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FWSM— 8

A admin admin 1

Telnet FWSM

Telnet A 1

FWSM SSH

interface vlan 4
nameif mgmt
security-level 5
ip address 10.0.3.1 255.255.255.0 standby 10.0.3.2
passwd secretl969
enable password hlandlO
monitor-interface inside
crypto key generate rsa modulus 1024
ssh 10.0.3.0 255.255.255.0 inside
ssh version 2

FWSM— 8

interface vlan 201
nameif outside
security-level 0
ip address 10.0.5.1 255.255.255.0 standby 10.0.5.2
asr-group 1
interface vlan 5
nameif inside
security-level 100
ip address 10.0.2.1 255.255.255.0 standby 10.0.2.2
passwd secretl978
enable password 7samural
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 10.0.5.1 netmask 255.255.255.0
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 10.0.5.5 1
telnet 10.0.2.14 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

/Cisco 7600 Firewall Services Module
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Cc FWSM— 8

interface vlan 202
nameif outside
security-level 0
ip address 10.0.9.1 255.255.255.224 standby 10.0.9.2
asr-group 1
interface vlan 6
nameif inside
security-level 100
ip address 10.0.1.1 255.255.255.0 standby 10.0.1.2
passwd secret0997
enable password straydOg
monitor-interface inside
monitor-interface outside
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
global (outside) 1 10.0.9.1 netmask 255.255.255.0
! This context uses dynamic PAT for inside users that access the outside
route outside 0 0 10.0.9.5 1
telnet 10.0.1.65 255.255.255.255 inside
access-list INTERNET extended permit ip any any
access-group INTERNET in interface inside
! Allows all inside hosts to access the outside for any IP traffic

FWSM 8
FWSM FWSM
failover FWSM
preempt
FWSM FWSM  failover key
failover

failover lan unit secondary

failover lan interface faillink vlan 10

failover key MySecretKey

failover interface ip faillink 192.168.253.1 255.255.255.252 standby 192.168.253.2

failover FWSM FWSM

Catalyst 6500 ICisco 7600 Firewall Services Module
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FWSM

firewall multiple-vlan-interfaces

firewall module

1 vlan-group 1

firewall vlan-group 1 4-6,10,11,201,202
interface vlan 201
ip address 10.0.5.3 255.255.255.0

standby 200
standby 200
standby 200
standby 200
standby 200
no shutdown

ip 10.0.5.4
priority 110
preempt

timers 5 15
authentication Secret

interface vlan 202
ip address 10.0.9.3 255.255.255.0

standby 200
standby 200
standby 200
standby 200
standby 200
no shutdown
interface range

ip 10.0.9.4

priority 110

preempt

timers 5 15
authentication Secret

gigabitethernet 2/1-3

channel-group 2 mode on

switchport trunk encapsulation dotlg

no shutdown
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FWSM CLI

o p.C-1
. p.C-2

. p.C-3

o p.C-3

o p.C-3

. p.C-4

o p.C-4

e show p.C-5

. p.C-6

. p.C-6

o p.C-7

s

CLI Cisco 10S CLI FWSM  Operating System OS;
Cisco 10S Cisco 10S
CLlI FWSM FWSM OS CLI Cisco 10S CLI

FWSM

FWSM 2

FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
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c cu |

FWSM CLI
EXEC
hostname
hostname/context
. ECEC
EXEC FWSM FWSM
EXEC
hostname>
hostname/context>
. ECEC
EXEC
EXEC EXEC
EXEC EXEC enable
#
hostname#
hostname/context#
[ ]
FWSM
EXEC EXEC
EXEC configure terminal
hostname (config) #
hostname/context (config) #
L]
EXEC
EXEC
interface

hostname (config-if)#

hostname/context (config-if) #
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I c cu

C-1

[x]

[x1y]

1y}

x{ylz}]

write terminal wr t
en conft
0 0.0.0.0
FWSM Cisco 10S show history
“p
1
n
Enter "
U
FWSM 1 512
Catalyst 6500 /Cisco 7600 Firewall Services Module
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c cu |

Tab FWSM

S Tab FWSM
dis Tab
disable

e help command_name

e help?

e command_name ?

e string?

? FWSM

+?

? CLI
Ctrl-v
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I c cu

show

show
show
Cisco 10S
show
hostname# show command | {include | exclude | begin | grep [-v]} regexp
I
show
include
grep exclude
-V grep

begin

regexp Cisco 10S

C-2
C-2
1

* 0
+ 1
2! 0 1
N
$
[ 1

1.

Ctrl-v
1
Catalyst 6500 /Cisco 7600 Firewall Services Module
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c cu |

help ? show show xlate 1
pager
More
<--- More --->
More UNIX  more
[ )
o Enter
° q

show history
write terminal
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I c cu

FWSM

o p.C-7

o p.C-7
o p.C-7

o p.C-8

o p.C-8
o p.C-8

o p.C-8

CLlI [hostname (config)#]

hostname (config)# context a

context a

2 2

interface gigabitethernet0

nameif inside

interface gigabitethernetl
nameif outside

FWSM FWSM
FWSM

Catalyst 6500 /Cisco 7600 Firewall Services Module
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c cu |

Access Control

Entry ACE;
nameif
show running-config
[cisco] jMorNbKO0514fadBh
FWSM

FWSM FWSM
FWSM copy running-config startup-config write
memory

J FWSM

o admin

admin
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IPv4
IPv6

TCP

ICMP

p.D-6

/Cisco 7600

UDP

p.D-17

p.D-2
p.D-13

p.D-14
p.D-16
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N Pv4
IPv4
FWSM  IPv4 IPv4 10
32 10 4 8
IP
2
IP
o p.D-2
. p.D-2
o p.D-3
IP 3 A B
C 32
D IP
o A LXXX XXX XXX 126 XXX XXX XXX
o B 128.0.XXX. XXX 191.255.XXX. XXX 2
o C 192.0.0.xxx  223.255.255.xxX 3
A 16,777,214 B 65,534
Internet Assigned Numbers Authority TANA IP
RFC 1918

e 10.0.0.0 10.255.255.255
e 172.16.0.0 172.31.255.255
e 192.168.0.0 192.168.255.255
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IPv4
A B
IP 3
C 4
10
1
e |P
1
. 0
1 B 129.10.0.0 3
11111111.1121112111.112111111.00000000
B C
2 3
11111112.11211111.11111000.00000000
5
10 /
10 10
255.255.255.0 / 1 124
2 255.255.248.0 / /21
3
C
192.168.0.0/20
. p.D-3
. p.D-4
D-1
D-1 10
! / 10
16,777,216 /8 255.0.0.0 A
65,536 /16 255.255.0.0 B
32,768 117 255.255.128.0
16,384 /18 255.255.192.0
8192 /19 255.255.224.0
4096 /20 255.255.240.0
2048 /21 255.255.248.0
1024 122 255.255.252.0
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N Pva
D-1 10
1 / 10
512 123 255.255.254.0
256 124 255.255.255.0 C
128 125 255.255.255.128
64 /26 255.255.255,192
32 127 255.255.255.224
16 /28 255.255.255.240
/29 255.255.255.248
4 /30 255.255.255.252
/31 255.255.255.254
1 132 255.255.255.255
1. 132
C
o C p.D-4
. B p.D-5
C
2 254 4 0
192.168.0x 8 /29
/29 255.255.255.248 1
192.168.0.0 192.168.0.0 192.168.0.7
192.168.0.8 192.168.0.8  192.168.0.15
192.168.0.16 192.168.0.16  192.168.0.31
192.168.0.248 192.168.0.248  192.168.0.255
1. 192.168.0.0 192.168.0.7
Catalyst 6500 ICisco 7600 Firewall Services Module
m. OL-8123-01-J |



IPv4
B
254 65,534
3
10.1.x.0
2
4
3
1 65536 3 4
65,536 4096 16
B 4096 16
2 256 3 3
256/16 = 16
3 0 16
101 16
/20 255.255.240.0 1
10.1.0.0 10.1.0.0  10.1.15.255
10.1.16.0 10.1.16.0  10.1.31.255
10.1.32.0 10.1.32.0  10.1.47.255
10.1.240.0 10.1.240.0  10.1.255.255
1. 10.1.0.0 10.1.15.255

Catalyst 6500 /Cisco 7600 Firewall Services Module
[ oL-8123-01-J .m



H 1Pve
IPv6
IPv6  IPv4
IPv6  RFC 2460 IPv6
RFC 3513
IPv6
e IPv6 p.D-6
e IPv6 p.D-7
e |Pv6 p.D-12
S
IPv6 FWSM
IPv6 9 IPv6
IPv6
IPv6 8 16 16
XOXXIXXXIX X IPv6 2
e 2001.0DB8:7654:3210:FEDC:BA98:7654:3210
e 2001.0DB8:0000:0000:0008:0800:200C:417A
S
IPv6 16
0 1
2001:0DB8:0000:0000:0008:0800:200C:417A 3 6 0
2001:0DB8:0:0:8:800:200C:417A 0
3 4 1 0 5 3
0 8 6 1 0 800
16 0 IPv6
2 IPv6 0
16 0 D-2
IPv6
D-2 IPv6
2001.0DB8:0:0:0:BA98:0:3210 2001:.0DB8::BA98:0:3210
FF01:0:0:0:0:0:0:101 FFO1::101
0:0:0:0:0:0:0:1 w1
0:0:0:0:0:0:0:0
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IPv6
S
0 IPv6 2 " 1
IPv4d  IPV6 IPv6
XIXIXIXIXIXIY.Y.Y.Y X IPv6 6 16 y 32
IPv4 10 IPv6 2 16
192.168.1.1 IPv4 IPV6 0:0:0:0:0:0:FFFF:192.168.1.1
FFFF:192.168.1.1
IPv6
IPV6 3
1
A
IPV6
. p.D-7
. p.D-10
. p.D-11
. p.D-11
IPV6
o p.D-8
o p.D-8
o p.D-8
e |Pv4 IPv6 p.D-8
o p.D-9
o p.D-9
o p.D-9
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Wl Pve
IPv6
ID ID
IPv6
IPv6 IPv6
[p.D-12]
000 Modified EUI-64
64 ID Modified EUI-64
p.D-9
000 ID
IPv4
IPv6 IPv4 IPv6 [p.D-8]
FECO::/10 54 ID Modified EUI-64 64
ID
1
IPv6 1
FE80::/10  Modified EUI-64
IPv6
Neighbor Discovery Protocol
IPv4 IPv6
IPv4 IPv6 2
1 IPv4 IPv6 IPv6
IPv4 IPv6
IPv6 32 IPv4
IPv6
IPv4 Ipv6 MAAAY y.yyy IPv4
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IPv6 ||
Y
IPv4 IPv6 IPv4 IPv4
2 IPvV6 Ipva IPv4 IPv6
IPv4 IPv6
“FFFFRy.y.y.y yy.yy IPv4
0:0:0:0:0:0:0:0 IPv6 IPv6
IPv6
Y
IPv6 IPv6
IPvV6 IPv6
IPv6 0:0:0:0:0:0:0:1
IPv6 IPv4 127.0.0.1
Y
IPv6
IPv6
IPv6
IPv6
IPv6
000
64 Modified EUI-64 Modified EUI-64
/ MAC 3
3 16 FFFE 48 MAC
MAC 00E0.b601.3B7A 64
ID 02E0:B6FF:FE01:3B7A
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i Catalyst 6500 ICisco 7600

IPv6

IPv6
1
IPv6 FF00::/8 11111111
0
1
1 2 5 8 E FF02::/16
D-1 IPv6
D-1 IPv6
B 128 Ew k o
a4 4
Evk Evhk
OBEZSY
= _ D
FlF P32 777‘{1—&#757‘
1=/—F
8EvY bk 8Ew 2=y
- _|4=FE
Sl PN
8 = #Af z
E-= 7 A—/\)L &
IPv6
FFO1::
FFO2::
o IPv6
FF02:0:0:0:0:1:FFXX:XXXX/104 XX:XXXX
24
IPv6
e FF01::2
e FF02::2
e FF05::2
IPv6
Firewall Services Module
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IPv6

IPv6

IPv6

IPv6

. IPv6
. IPv6

IPv6

FWSM

IPv6
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Wl Pve
IPv6
ipv6-prefix/prefix-length
IPV6 IPV6
RFC 2373 RFC 2373 16
16
10
2001:0DB8:8086:6502::/32  IPv6
IPv6 IPv6 D-3 IPv6
D-3 IPv6
IPv6
000..0 128 11128
000..1 128 ::1/128
11111111 FF00::/8
1111111010 FEB80::/10
1111111111 FECO::/10
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D-4 FWSM
D-4

ah 51 1Pv6 RFC 1826
eigrp 88 Enhanced Interior Gateway Routing Protocol
esp 50 IPv6  Encapsulated Security Payload

RFC 1827
gre 47 Generic Routing Encapsulation GRE;
icmp 1 Internet Control Message Protocol RFC 792
icmp6 58 IPv6  Internet Control Message Protocol RFC 2463
igmp 2 Internet Group Management Protocol RFC 1112
igrp 9 Interior Gateway Routing Protocol
ip 0 Internet Protocol
ipinip 4 IP-in-IP
ipsec 50 IP ipsec esp
nos 94 Network Operating System Novell NetWare
ospf 89 Open Shortest Path First OSPF RFC 1247
pcp 108 Payload Compression Protocol
pim 103 Protocol Independent Multicast
pptp 47 Point-to-Point Tunneling Protocol

pptp gre
snp 109 Sitara Networks Protocol
tep 6 TCP RFC 793
udp 17 UDP RFC 768
IANA  Web

http://www.iana.org/assignments/protocol-numbers

/Cisco 7600 Firewall Services Module
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http://www.iana.org/assignments/protocol-numbers

W Tcp UDP
TCP UDP
D-5 FWSM
e FWSM SQL*Net 1521 Oracle  SQL*Net
IANA
e FWSM 1645 1646 RADIUS RADIUS
1812 1813 authentication-port accounting-port
FWSM
J DNS dns domain
dns FWSM dnsix
IANA  Web
http://www.iana.org/assignments/port-numbers
D-5
TCP/UDP

aol TCP 5190 America Online

bgp TCP 179 Border Gateway Protocol BGP  RFC 1163
biff UDP 512

bootpc uUbP 68

bootps uUbP 67

chargen TCP 19

citrix-ica TCP 1494 Citrix Independent Computing Architecture ICA
cmd TCP 514 exec cmd

ctigbe TCP 2748 Computer Telephony Interface Quick Buffer Encoding
daytime TCP 13 RFC 867

discard TCP UDP |9

domain TCP UDP |53 DNS

dnsix UDP 195 DNSIX Session Management Module Audit Redirector
echo TCP UDP |7

exec TCP 512

finger TCP 79

ftp TCP 21 FTP

ftp-data TCP 20 FTP

gopher TCP 70 Gopher

https TCP 443 HTTP over SSL

h323 TCP 1720 H.323

hostname TCP 101 NIC

ident TCP 113 Ident

imap4 TCP 143 Internet Message Access Protocol IMAP  Version 4
irc TCP 194 Internet Relay Chat Protocol

isakmp UDP 500 Internet Security Association and Key Management

Protocol ISAKMP
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TCP UDP
D-5
TCP/UDP
kerberos TCP UDP |750 Kerberos
klogin TCP 543 KLOGIN
kshell TCP 544 Korn Shell
Idap TCP 389 Lightweight Directory Access Protocol
Idaps TCP 636 Lightweight Directory Access Protocol SSL
Ipd TCP 515 Line Printer Deamon —
login TCP 513
lotusnotes TCP 1352 IBM Lotus Notes
mobile-ip UDP 434 Mobile IP
nameserver UDP 42
netbios-ns UDP 137 NetBIOS
netbios-dgm UDP 138 NetBIOS
netbios-ssn TCP 139 NetBIOS
nntp TCP 119 Network News Transfer Protocol NNTP
ntp UDP 123 Network Time Protocol NTP
pcanywhere-status  |UDP 5632 pcAnywhere
pcanywhere-data TCP 5631 pcAnywhere
pim-auto-rp TCP UDP 496 Protocol Independent Multicast
dense

pop2 TCP 109 POP Version 2
pop3 TCP 110 POP Version 3
pptp TCP 1723 Point-to-Point Tunneling Protocol PPTP
radius UDP 1645 Remote Authentication Dial-In User Service RADIUS
radius-acct UbP 1646 RADIUS
rip UDP 520 Routing Information Protocol RIP
secureid-udp UDP 5510 SecurelD over UDP
smtp TCP 25 Simple Mail Transport Protocol SMTP
snmp UDP 161 SNMP
snmptrap UDP 162 SNMP —
sglnet TCP 1521 Structured Query Language SQL
ssh TCP 22 Secure Shell
sunrpc  rpc TCP UDP |111 Sun Remote Procedure Call
syslog UDP 514
tacacs TCP UDP (49 Terminal Access Controller Access Control System Plus

TACACS+
talk TCP UDP |517 Talk
telnet TCP 23 RFC 854 Telnet
tftp UDP 69 TFTP
time ubDP 37 Time
uucp TCP 540 UNIX-to-UNIX Copy Program UUCP
who UDP 513 Who

Catalyst 6500 /Cisco 7600 Firewall Services Module
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D-5
TCP/UDP

whois TCP 43 Who Is
WwWw TCP 80 WWwWWwW
xdmcp UDP 177 X Display Manager Control Protocol

D-6 FWSM FWSM

TCP UDP D-6
FWSM TCP UDP FWSM

D-6

DHCP UDP 67 68 —
108 —
HTTP TCP 80 —
HTTPS TCP 443 —
ICMP 1 —
IGMP 2 IP 224.0.0.1
ISAKMP/IKE UDP 500
IPSec ESP 50 —
NTP UDP 123 —
OSPF 89 IP 224.0.0.5
224.0.0.6
PIM 103 IP 224.0.0.13
RIP UDP 520 —
RIPv2 UDP 520 1P 224.0.0.9
SNMP UDP 161
SSH TCP 22 —
105 —

Telnet TCP 23 —
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ICMP

Catalyst 6500

D-7 FWSM ICMP
D-7 ICMP
ICMP ICMP
0 echo-reply
3 unreachable
4 source-quench
5 redirect
6 alternate-address
8 echo
9 router-advertisement
10 router-solicitation
11 time-exceeded
12 parameter-problem
13 timestamp-request
14 timestamp-reply
15 information-request
16 information-reply
17 mask-request
18 mask-reply
31 conversion-error
32 mobile-redirect
/Cisco 7600 Firewall Services Module
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W icwp
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A|BIC|D|E|F|G[H[I[J|K|ILIM[N|O|P|Q|R|S|T|U|V|WI[X] |
| | |

GLOSSARY

3DES DES
A
A A DNS /
AAA Authentication, Authorization, Accounting TACACS+
ABR Area Border Router OSPF
ACE Access Cntrol Entry
ACL Access Control List ACE ACL
ACL
ACL
ActiveX
ActiveX Java
Address Resolution ARP
Protocol
AES Advanced Encryption Standard
AES 128 192 256 128
DES
AH Authentication Header
51 AH IP
ESP IPSec
ESP AH
ESP
IPSec VPN
RFC 2402
Catalyst 6500 /Cisco 7600 Firewall Services Module
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M Glossary

ARP Address Resolution Protocol MAC IP
TCP/IP 00:00:a6:00:01:ba
3 00:00:a6 00:01:ba
ARP RFC 826
ASA Adaptive Security Algorithm FWSM
ASA
ASA Adaptive Security Appliance
ASDM Adaptive Security Device Manager FWSM
B
BGP Border Gateway Protocol BGP TCP/IP BGP
Exterior Gateway Protocol EGP; Autonomous System  AS;
BGP
FWSM BGP EGP
BLT Bandwidth Limited Traffic
BOOTP Bootstrap Protocol
RFC 951 RFC 1542
BPDU Bridge Protocol Data Unit
hello
oSl

C
CA Certificate Authority Certification Authority

CA CA CA

CA CRL
RA
CBC Cipher Block Chaining CBC
Initialization Vector v IPSec
CHAP Challenge Handshake Authentication Protocol
CLI Command-Line Interface FWSM
CPU Central Processing Unit
CRC Cyclical Redundancy Check
Catalyst 6500 /Cisco 7600 Firewall Services Module
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Glossary W

CRL Certificate Revocation List CA
CRL CRL
CRL
CRL CA RA CRL
CA RA CA RA
CRV Call Reference Value 2
H.225.0
CTIQBE Computer Telephony Interface Quick Buffer Encoding 1P Cisco CallManager  CTI
TAPI JTAPI CTIQBE TAPINJTAPI
NAT PAT NAT Cisco
IP SoftPhone  Cisco TAPI/JJTAPI FWSM Cisco CallManager
D
DES Data Encryption Standard DES 1977
IBM  Lucifer Cisco DES 40
56 IPSec 56 3DES DES 56
3 3DES DES
AES ESP
DHCP Dynamic Host Configuration Protocol IP
LAN IP
IP
Diffie-Hellman 2
Diffie-Hellman IKE Diffie-Hellman  Oakley
Diffie-Hellman Diffie-Hellman 1 2 SA
1 2 1 2
5 IPSec 1 Diffie-Hellman 5 1536
AES 7 163
Movian VPN 7 ECC
VPN
DMZ
DN Distinguished Name OSlI Direcroty  X.500
DNS Domain Nama System Domain Name Service
IP
DoS Denial of Service
DSL Digital Subscriber Line
DSL 1
1 DSL
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M Glossary

DSP Digital Signal Processor DSP
DSS Digital Signature Standard
DSS
DSS Redcreek IPSec Cisco 10S
IPSec
E
ECHO ping ICMP
EGP Exterior Gateway Protocol BGP FWSM  EGP
BGP
EIGRP Enhanced Interior Gateway Routing Protocol FWSM  EIGRP
EMBLEM Enterprise Management BaseLine Embedded Manageability Cisco 10S
Syslog CiscoWorks
ESMTP Extended SMTP SMTP SMTP ESMTP
RFC 1869 SMTP Service Extensions

ESP Encapsulating Security Payload 1PSec ESP

RFC

2406 1827
F
FQDN/IP Fully Qualified Domain Name /1P
IPSec
FragGuard IP ICMP FWSM
IP
FTP File Transfer Protocol TCP/IP
G
GGSN Geteway GPRS Support Node GPRS
IP
GMT Greenwich Mean Time 1967 Coordinated Universal Time UTC;
GPRS General Packet Radio Service GPRS GSM
IP
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GRE RFC 1701 Generic Routing Encapsulation GRE;
GRE IP P
GRE
GSM Global System for Mobile Communication
GTP GPRS Tunneling Protocol GPRS GTP GPRS SGSN
GGSN GTP  GPRS
Gn Gp
H
H.225 TCP H.323
H.225.0 H.225.0 ITU H.225.0
RAS Q.931 RTP
H.245 H.245 ITU
H.320 ISDN T-1 56 K
ITU-T ITU-T H.320 LAN
H.323 H.323 CODEC
H.323 RAS Registration, Admission, Status RAS VolP
H.450.2 H.323
H.450.3 H.323
HMAC SHA-1  MD5
HTTP HyperText Transfer Protocol Web
Web HTTP Web
HTTP
HTTPS HTTP over SSL  SSL HTTP
|
1IANA Internet Assigned Number Authority
ICMP Internet Control Message Protocol IP
IETF Internet Engineering Task Force RFC
Catalyst 6500 /Cisco 7600 Firewall Services Module
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IGMP Internet Group Management Protocol 1IGMP IP
IPv4
IKE Internet Key Exchange IKE
IPSec IPSec
FWSM ID
CA IKE ISAKMP SKEME
Oakley
ISAKMP/Oakley RFC 2409
IKE IKE Extended Authenticate Xauth IETF draft-ietf-ipsec-isakmp-xauth-04.txt ~ extended authentication
TACACS+ RADIUS IKE
IKE IKE IETF draft-ietf-ipsec-isakmp-mode-cfg-04.txt
IKE IKE
VPN IP
ILS Internet Locator Service ILS  LDAP ILSv2 ILS Microsoft
NetMeeting SiteServer Active Directory Microsoft
IMAP Internet Message Access Protocol
IMAP
IMSI International Mobile Subscriber Identity GTP ID 2 1
NSAPI NSAPI
inside FWSM
1
intfn
2
IP Internet Protocol IP
LAN WAN
IPS Intrusion Prevention System
IPSec IP
IPSec IP IPSec
IKE
IPSec IPSec
1
1PSec IPSec IPSec
1
AH ESP
IPSec DES HMAC-SHA
ESP
1PSec IPSec 1 IPSec  ISAKMP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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IPSec 2 IPSec 2 2

IPSec IPSec 2
1P IP FWSM IP 1Pv4 32

32 4 8
4 10 4

IP IP IP IP

IP IP DHCP

VPN
ISAKMP Internet Security Association and Key Management Protocol
IKE
ISP Internet Service Provider
DSL

J
JTAPI Java Telephony Application Programming Interface Java API

TAPI
K
Kerberos /

Kerberos LDAP SASL
1

L
LAN Local Area Network 1 1
LCN Logical Channel Number
LDAP Lightweight Directory Access Protocol LDAP

X.500
LDP Label Distribution Protocol
LLA Link-Local Address
M
MCR
MC MC LAN
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MD5

MDI
MDIX

MGCP

Mode Config

MS

MS-CHAP

MSFC

MTU

N2H2

NAT

NEM

NetBIOS

NMS

Message Digest 5 128 MD5 SHA-1
MD4 MD4
SHA-1 MD4 MD5 IPSec
SNMP v.2 MD5
MD5 SHA-1

Media Dependent Interface
Media Dependent Interface crossover

Media Gateway Control Protocol MGCP
VolP MGCP  IPDC
SGCP

IKE

Mobile Station
GPRS
MS 3 GPRS GSM
A MS GPRS
GSM

Microsoft CHAP

Multilayer Switch Feature Card MSFC Catalyst 6500
Cisco 7600

Maximum Transmission Unit
1 MTU 1500
MTU RFC 1191

FWSM Web
N2H2 IP
HTTP N2H2 2003 10 Secure Computing
Network Address Translation IP
NAT
Network Extension Mode VPN
VPN 1

Network Basic Input/Output System Windows
Microsoft FWSM NBNS UDP 137 NBDS UDP 138
NAT NetBIOS

Network Management System
NMS
NMS

Firewall Services Module
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NP Network Processor
NSAPI Network Service Access Point Identifier GTP
ID 2 1 IMSI IMSI
NSSA Not-So-Stubby-Area RFC 1587 OSPF NSSA Cisco 10S Release 11.2
NTLM NT Lan Manager Microsoft Windows
NTP Network Time Protocol
0]
Oakley Oakley
Diffie-Hellman Oakley  RFC 2412
OSPF Open Shortest Path First  OSPF  IP OSPF
FWSM  OSPF
ou Organizational Unit X.500
outside FWSM
0
P
PAC PPTP Access Concentrator 1 PSTN ISDN PPP PPTP
PAC 1 PNS TCP/IP
IP
PAT PAT PAT PAT
Perfmon / xlates/ FWSM
PFS Perfect Forward Secrecy PFS  IPSec 1 2 SA
PFS SA
PFS IPSec SA
PFS
PFS IKE SA
IPSec IKE SA
IKE SA IPSec SA PFS
IKE IPSec IPSec SA
PIM Protocol Independent Multicast PIM
IGMP
PIM-SM
PIM-SM Protocol Independent Multicast-Sparse Mode PIM-SM
1 MC PIM
ping 2 ICMP
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PIX

PKCS12

PNS

POP

PPP

PPTP

PPTP GRE

PPTP GRE

PPTP TCP

PPTP

QoS

RA

RADIUS

RFC

Private Internet eXchange Cisco PIX 500 FWSM
Cisco PIX FWSM
PIK
ID
PPTP Network Server PNS /
PNS PPTP PPTP TCP/IP
PNS LAN WAN IP
Post Office Protocol
Point-to-Point Protocol
ISP
Point-to-Point Tunneling Protocol PPTP Windows
Microsoft
PPTP
PPTP pptp 1723/tcp 1723/udp pptp PPTP
RFC 2637 PAC PPTP GRE PPTP GRE PNS PPTP
PPTP TCP
PPP GRE 1
PNS-PAC GRE
PAC  PNS PPP 1
TCP
PPTP TCP PPTP
PPTP PNS PAC PAC
PNS PPP
PAC PNS
Quality of Service
Registration Authority CA RA CRL
CA
Remote Authentication Dial-In User Service RADIUS
/ RFC 2058 RFC 2059 RADIUS
AAA TACACS+

Request for Comments RFC
RFC IETF

Firewall Services Module
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RIP Routing Information Protocol UNIX BSD Interior Gateway Protocol IGP;
IGP RIP
RLLA Reserved Link Local Address 224.0.0.0 239.255.255.255
224.0.1.0  239.255.255.255 224.0.0.0
224.0.0.255 RLLA RLLA
224.0.1.0 239.255.255.255 224.0.0.0 239.255.255.255
224.0.0.0 224.0.0.255 224.0.1.0 239.255.255.255
RP Rendezvous Point RP PIM
RPC Remote Procedure Call RPC
RSA Rivest Shamir Adelman RSA
DES
IKE Diffie-Hellman RSA
Diffie-Hellman DES
RSA
RSA RSA Data Security
RSH Remote Shell
RSH
RTCP RTP Control Protocol [Pv6 RTP QoS
RTP
RTP Real-Tme Transport Protocol IP RTP
RTP
RTSP Real Time Streaming Protocol RTSP
RTP  HTTP
S
SA Security Association
SA IPSec 2 IPSec
SA
1 SA IKESA 2 SA
2 SA IPSec SA
IKE  IPSec SA
SA IPSec SA
SA 1
ESP 1 ESP SA SA IPSec
AH ESP
IKE  IPSec SA
IPSec SA IKE SA IKE IPSec SA
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SASL Simple Authentication and Security Layer
SASL LDAP
SCCP Skinny Client Control Protocol Cisco Call Manager  Cisco VolIP Cisco
SCEP Simple Certificate Enrollment Protocol CA
SDP Session Definition Protocol IETF SDP
SGCP MGCP
SGCP Simple Gateway Control Protocol VolP
SGSN Serving GPRS Support Node SGSN
SHA-1 Secure Hash Algorithm 1 SHA-1 [N1S94c] 1994 SHA SHA MD4
160 SHA 160
128 MD5 Brute-Force
SHA-1
CRC
SHA-1  MD5
SIP Session Initiation Protocol
SIP SDP SDP
FWSM SIP VVoIP VolP
SKEME
SMR Stub Multicast Routing SMR FWSM
IGMP IGMP
LAN
MC IGMP
SMTP Simple Mail Transfer Protocol SMTP
SNMP Simple Network Management Protocol MIB
SQL*Net Structured Query Language Protocol Oracle
SSH Secure Shell TCP/IP
SSL Secure Sockets Layer TCP/IP
Catalyst 6500 /Cisco 7600 Firewall Services Module
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sSVC SSL VPN Client SVC IPSec VPN
IPSec VPN
VPN sSvC
SSL WebVPN
sSVI Switched Virtual Interface SVI  MSFC VLAN
T
TACACS+ Terminal Access Controller Access Control System Plus AAA
/ AAA RADIUS

TAPI Telephony Application Programming Interface Microsoft Windows
TCP Transmission Control Protocol
TCP TCP

SYN SYN

FWSM SYN/ACK FWSM
ACK
SYN FWSM TCP
FWSM
TDP Tag Distribution Protocol TDP
TDP
TDP TDP
TDP
TCP TDP
Telnet TCP/IP Telnet  Web
SSH
TFTP Trivial File Transfer Protocol TFTP
UDP RFC 1350

TLS Transport Layer Security SSL IETF
TSP TAPI Service Provider TAPI TAPI
)
UDP User Datagram Protocol 1P UDP

UDP RFC 768
UMTS Universal Mobile Telecommunication System

IP
GPRS

Catalyst 6500 /Cisco 7600 Firewall Services Module
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URL Uniform Resource Locator
http://www.cisco.com
UTC Coordinated Universal Time 0 GMT
1967 GMT uTC uTC
UTRAN Universal Terrestrial Radio Access Network UMTS
GTP GGSN SGSN UTRAN UMTS/GPRS
UUIE User-User Information Element H.225
\'}
VLAN Virtual LAN LAN
1
LAN VLAN
VolP Voice over IP  VoIP IP
DSP 2
ITU-T H.323 IP
VPN Virtual Private Network
2 PC
FWSM VPN
VSA Vendor-Specific Attribute RADIUS RFC
RADIUS RADIUS VSA IANA
VSA
VSA VSA cisco-av-pair VSA
9 VSA 1 256
VSA RADIUS VSA
26 VSA
w
WAN Wide-Area Network
Websense Websense
URL Web
WEP Wired Equivalent Privacy LAN IEEE 802.11b
WINS Windows Internet Naming Service IP
Windows WINS
NetBIOS IP
WINS NetBIOS IP
/
NetBIOS
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X
X.509 X.509 ITU
xauth IKE
xlate xlate 1 IP IP
1 IP /
FWSM CLI
EXEC EXEC
IP
PAT NAT PAT PAT xlate
VPN IPSec
FWSM VPN
IKE IPSec VPN ACL
VPN
FWSM
EXEC EXEC EXEC
EXEC
EXEC
FWSM
NAT
TCP UDP
well-known
FWSM
CTIQBE FTP H.323 HTTP MGCP SMTP SNMP
IP LAN

FWSM
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IP FWSM IP IP
IP IP IP
PAT IP IP PAT
PAT PAT PAT
FWSM
inside outside
intfn intf2 2
intf3 intf FWSM
inside intfn outside
IP LAN
FWSM
/
RPC
FWSM
EXEC EXEC
EXEC EXEC
Catalyst 6500 /Cisco 7600 Firewall Services Module
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EXEC EXEC
EXEC
EXEC
ASDM CLI FWSM
VPN 1 VPN 2 IPSec
VPN VPN IPSec
IPSec IPSec LAN
LAN IPSec
IPSec IKE
IPSec
IPSec
IPSec IKE
CA

FWSM RAM FWSM

ID CA

CRL IKE
IKE
1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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PAT Static Port Address Translation PAT
PAT NAT
2
ID
Web HTTP TCP/IP
FWSM
VPN
VPN FWSM IPSec
VPN
2 FWSM
1 FWSM
NAT NAT
PAT Dynamic Port Address Translation PAT
1 IP PAT
FWSM xlate PAT IP
ISP IP
PAT NAT
PAT xlate
ACL ACL ACL
ACL
Catalyst 6500 /Cisco 7600 Firewall Services Module
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FWSM
FWSM

RA

bps

1
IPSec
IPSec
VPN
IPSec
IPSec
1
AAA VPN
FWSM IP
1
IP LAN
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MD5
SHA-1 IPSec

SHA-1 MD5 HMAC

VPN
ACL ACL
IP
1 IPSec 1
2 IPSec 2
2 FWSM 1 1
FWSM / /
2
/
2
/
/
1 1
/
RAM
/
2 FWSM
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FWSM

ARP IP ARP FWSM ARP

FWSM FWSM ahp eigrp
esp gre icmp igmp igrp ip ipinip ipsec nos ospf pcp snp tcp udp

VPN
ISP VPN
xlate
TCP UDP
TCP/IP IP
/ xlate ACE FWSM
IP
NAT NAT
32
1
0
PIM SMR
MD5 SHA-1

Catalyst 6500 /Cisco 7600 Firewall Services Module
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Cisco 10S Modular QoS CLI FWSM
EXEC EXEC FWSM FWSM
EXEC
EXEC
RPF Unicast Reverse Path Forwarding RPF
IP
IPSec

FWSM

FWSM

NAT OSPF RIP
FWSM

ACE ACL NAT

OSlI

Catalyst 6500 /Cisco 7600 Firewall Services Module
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C-4
C-4
Symbols
/ D-3
A
AAA
Web 15-4
15-12
14-2
21-15
15-7
14-4
14-13
14-4
24-8
CLI 21-13
EXEC 21-14
15-2
15-1
A-6
ACE
10-6
10-6
10-3
10-23
ARP
17-3
Catalyst 6500 /Cisco 7600

14-9

15-8

17-2

17-2

ARP

ARP

ASDM

ASR 8-28

AUS 22-21

B

BGP 10-8

BPDU

C

Catalyst 6500

Catalyst OS

CEF A-3

Cisco 7600

Cisco 10S

Cisco IP Phone
DHCP

Cisco VPN

CLlI

Firewall Services Module

I NDEX

17-2

17-2

22-10

EtherType 10-11
2-13

A-2

8-33
20-63
21-8

C-3
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C-6
21-13
C-6
C-6
C-4
CTIQBE
20-10
20-9
20-9
20-11
D
DHCP
Cisco IP Phone 8-33
8-33
8-30
10-8
8-34
DMZ 1-1
DNS NAT 12-14
DNS
20-14
20-13
20-20
DoS 7-8, 12-24
DSCP 1-8
E
EIGRP 10-8
EMBLEM
ESMTP
20-67
20-68
established
6-2
A-6
EtherChannel
2-12
2-12
EtherType
10-10
10-11
EtherType 10-11

23-24

/Cisco 7600

FTP

FTP
FWSM

GTP

H.225
H.245

H.323

HSRP

HTTP

HTTP

HTTP

HTTP(S)

20-22
20-24
16-10

2-15

20-28
20-30

20-36

20-41
20-41

20-34
20-35
20-37
20-40
5-9

16-5

20-42
20-43

13-30

13-25

A-4
21-13
A-6

Firewall Services Module
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ICMP
21-12
24-2
D-17
A-6
IGMP 8-21
IKE 21-6
ILS 20-45
IM 20-57
10S A-2
IP
VPN 21-9
6-4
D-2
4-4
D-5
6-5
D-2
6-3
IP 19-4
IPSec
21-6
21-6
21-8
21-7
IPv6
9-7
9-13
9-12
9-2
9-5
9-6
IP 9-4
9-8
9-9
9-14
IPX 2-7
ISAKMP 21-6
ISN
NAT 12-25
7-8
19-2
Catalyst 6500 /Cisco 7600

J
Java 16-2
K
Kerberos
14-8
14-13
L
LDAP
20-45
14-8
14-13
M
MAC
MAC 17-5
17-4
17-5
5-13,17-4
17-4
17-5
4-16
MAC 17-5
Man-In-The-Middle 17-2
MGCP
20-46
20-48
MIB 23-2
More C-6
MPLS
LDP 10-10
router-id 10-10
TDP 10-10
MSFC
SVI 2-7
1-4
A-2
Multilayer Switch Feature Card
MSFC
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N Network Address Translation
NAT
N2H2 NP 1-7
Web URL 16-5 NT
16-5 14-8
NAT 14-13
DNS — 12-14 NTLM 14-8
NAT ID 12-17
NAT
12-9 O
12-34
NAT OSPF .
12-9 authentication-key 8-9
12-32 cost _ 8-10
PAT dead-l.nterval 8-10
19-7 hello-interval 8-10
1217 Link State Advertisement 8-13
193 MD5 8-10
NAT NSSA 8-12
199 8-16
12-32 86
12-36 89
122 MD5 8-12
RPC  20-73 811
NAT 8-12
12-7 83
12-27 8-12
PAT 8-12
1.8 8-14
12-29 8-16
12-33 8-16
12-13 85
6.2 8-17
NAT 87
1.5 8-15
12-17 813
12-23 87
12-5
12-13 P
5-12
12-37 PAT Port Address Translation
NAT 20-54
12-10 PIM 8-25
A-6 ping
12-36 ICMP
Port Address Translation
NAT
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12-29
PORT FTP 20-23
Q
QoS 1-8
R
RADIUS
14-13
14-5
15-9
15-8
15-3
RAS H.323 20-41
RealPlayer 20-53
RIP
8-18
8-18
8-18
8-18
RSA 21-3
RSH A-4
RTSP
20-53
20-54
S
SCCP Skinny
Cisco IP Phone 20-63
20-63
SDI
14-7
14-13
security-level
6-4
show C-5
SIP
20-57
20-58
20-59
20-61
20-61
Catalyst 6500 /Cisco 7600

SMTP
20-67
20-68
SNMP
MIB 23-2
23-2
23-6
23-2
source quench ICMP D-17
SPAN 2-2
SSH
RSA 21-3
21-3
21-13
21-4
A-6
21-4
Sun RPC
20-73
20-73
SVI
2-7
2-9
2-7
Switched Virtual Interfaces
SVI
SYN 4-34
SYN 4-34
Syslog
EMBLEM
23-10
23-24
23-10
23-11
23-11
23-9
T
TACACS+
21-20
14-13
14-6
15-7
TCP
4-16

Firewall Services Module
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19-2 VRRP 59
19-2
A-4
A-4 W
D-13 WAN A2
TCP Web 15-4
7-8, 12-24
4-34
Telnet
21-2
15-12
21-13
A-6
ACE 10-3
ACE 10-24
U EtherType 10-10
EtherType 10-11
ubp NAT 10-3
4-16 NAT 1P
1-7 10-3
19-2 10-3
D-13 11-5
Unicast Reverse Path Forwarding 19-4 10-13
URL 10-2
10-6
4-21 10-7
10-7
4-26 10-25
16-5 10-5
10-20
v 10-6
15-9
VLAN 11-2
FWSM 2-4 11-2
2-4 10-12
4-7 4-18
4-20 10-6
A-3 10-23
4-21
VolP 13-13
20-40 13-13
20-57 13-14
VPN 13-13
21-6 13-37
21-6 13-13
21-8
21-10 HTTP 13-30
21-7 13-31
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13-31
13-26
13-30
13-14, 13-15
13-15
13-14
13-16
13-15
13-13
13-31
13-13
/
13-10
13-9
13-11
13-10
13-33
13-10
HTTP 13-25
13-25
13-21
13-10, 13-11
13-11
13-10
13-12
13-11
13-25
13-10
24-8
20-2
20-4
6-2
20-1
20-7
20-7
EXEC
3-3
Catalyst 6500 /Cisco 7600

13-25

1-7

21-14
C-2
20-57
22-4,22-10
22-6
2-3
6-8
6-8
4-7
12-25
A-3
6-3, 6-6
13-19
13-25,13-31
13-40
6-3, 6-6
ICMP D-17
4-13
D-16

10-6
10-19

10-17

11
151
C-6

1-8,4-2
4-25
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XXVii
C-2
7-6
71 21-13
21-15
93.93 21-16
23-23 C-3
VLAN 47 C-3
4-7
10-20
14-3 C-6
21-15 3-2
15-8
15-7
10-25 4-24
2-14
3-3
_ C-2
XXXIV C-2
C-4
C-4
XXXV
A B C D-2 21-10
23-20 D-3
23-20 D-5
23-20 D-3
24-10 10 D-3
D-3
12-25
12-14
ICMP D-17
10-21
4-2
4-3
L7 23-19
i 23-20
c-3
23-20
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23-19
ICMP D-17
23-6 ICMP D-17
23-21 19-2
23-28
23-6 4-11
23-28 4-11
23-6 4-11
Syslog 23-6 4-12
Telnet SSH 23-6
23-6
23-12
23-27, 23-28
ID 23-23 BPDU 2-13
23-23 FWSM 3-2
13-43 A-3
23-27 A-2
23-19 2.1
23-19
23-19 2-13
23-6 2-13
23-28 2-13
A-2 2-3
2-15
22-17 VLAN 2-4
22-19 A-3
3-6 3-2
3-4 10S A-2
3-6 A-2
22-22 3-6
22-21 22-17
22-19
23-28 3-6
23-6 3-4
23-6 4-3
23-28 ARP 17-2
23-6 MAC 17-4
SNMP 23-6 NAT
Syslog 23-6, 23-10 NAT
Telnet SSH 23-6 PAT
23-12 NAT
23-6, 23-12 8-24
23-6
23-9
A-1 1-7
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4-16
13-18 23-21
13-4 C-6
13-18 4-3
URL 421
XXXV
2-1
3-7
3-6
17 3-4
3-6
MSFC 15 23-25
VLAN 4-20 23-25
42 24-2
4-9
4-25
1-8, 4-2 ID 23-23
4-25 13-19
4-24 13-25, 13-31
21-16
4-25 22-4
4.2 22-6
22-14
URL 4-21
URL 4-26
4-3
4-20
4-9 A3
C-2 4-13
4-3 ICMP D-17
4-21 NAT
4-11 NAT
4-28
4-23 ICMP D-17
4-13, 4-32 ICMP D-17
4-27
4-10 23-23
15-9
6-2
1-7
A4 11-2
19-5
TCP UDP  19-2
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H.323 20-40
H.323 RAS 20-41
513 SIP 20-61
53 24-11
24-10 24-10
13-44 24-2
4-14 24-10
1P 9-4 24-10
24-8
VPN 21-8
21-6
NAT 12-13 21-10
6-8
ARP
17-3 1-1
17-2
17-2
DHCP 10-8
HSRP 5-9
MAC 17-5
MAG 17.5 CLI 21-13
NAT 512 FTP 15-2
VRRP 59 HTTP 15-2
6.5 Telnet 15-2
5.9 Web 15-4
P 6.5 EXEC 21-14
45 14-2
512 15-2
MAC 17-4
5-17
5-11
5-13 1-7
10-7 12-36
13-8
5-10
ICMP D-17
10 D-3
7-5 2-14
SNMP 23-2 2-14
2-14
5-13 2-14
5-3 2-14
2-14
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19-3 6-2
19-5 HTTP URL
16-8
24-10 16-9
A-6
5-13
5-3 FWSM 24-7
4-3 2-15
24-10 2-14
24-8 DHCP 8-30
24-8 VPN 219
7-2 NAT 12-25
24-8 SNMP 13-44
24-9 /
11-2 /
FTP 23-16, 23-18 /
23-6 /
23-17
ICMP D-17 13-19
13-2
13-42
13-43
13-43
8-28 213
D-3
/ 13-26
/ 13-21
5-1 13-41
5-1 13-19
2-7 13-42
23-11 13-41
13-44
ActiveX 16-2 13-8
FTP 16-10 2-13
HTTP 16-8
HTTPS 16-9 13-4, 13-5
Java 16-4
show C-5 13-2
URL 16-5 13-2
16-1
16-5 13-3
16-9 13-31
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preempt 13-30
13-28
13-28
13-43
13-13
EtherChannel
SVI 2-7
D-2
19-4
2-14
A-3
2-14
IP 6-7
1-6
MAC
SIP 20-57
D-13
more C-6
C-2
7-6
C-4
ICMP D-17
D-16
NAT 12-37
7-5
D-3
NAT
12-10
PAT 12-29
12-27
12-24
A-6
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ICMP D-17
ICMP D-17
4-21
2.12 5-10
8-20
23-19
23-20
23-21
23-21
23-28
ID
23-24
23-27
RAM A-3
10-6
4-18
A-3
10-6
22-6
22-14
7-3
24-9
22-6
4-11
5-1
OSPF 8-17
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