Symbols

# (o N—ils) 11-6
* (AN RH—R) 3-9,5-9,11-6

Numerics

1 Gbps 5 & ' 2 Gbps #ilgkig 47> 2

2Gbps ~DT v T T L— K 13-30

FLH 1-9

V7RG T N—T a3 DFER 12-3

VTR T FTABUVA F—DFKR 12-4
2 Gbps BIEDT v 77 L— K

SSL FERIZE DO FAERK 13-33

BT —% ®—bOT7 77 407 13-33

A

AAA
THILT 4T 420
HE 45
A 4-16
RAE 47
aaa accounting 2 v > N 4-20
aaa authentication =~ > K 4-7
aaa authorization =~ > N 4-16

action I~ K 7-31

INDEX

add-service =¥ N 7-16

admin FEHE L1 3-2,4-9

always-accept 7-33

always-ignore 7-33

AP
TyTTL—FR 13-17
TyTTVL—R, AT 4 13-24
WEDHE  13-34
NAT — RDOHEZE
~~DT— |k 2-19

auth X7 >~ ZA47 7-18

13-34,13-36

B

boot 2~¥ > K 2-19

C

CFE 13-19, 13-26, 13-28
clear ap config =~ > K 13-34

13-34, 13-36
3-13, 12-10
clearlog =~ K 12-18
CLI

clear ap password =~ >

clear counters =<2 N

TT— RAyk— 3-7
a<w RO a—bkhy b 3-9

[ oL-11857-01-J

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1




W Index

2~ FORLT
15 3-2
X THE 3-8

a7 NOER

~)VT OB
config FFHE L ~L

copy guard-running-config 2~ > N

3-5

4-42

3-8
3-2,49

5-25,5-28

copy login-banner =~ > N 4-52

copy wbm-logo =~ > N 4-54

copy 2~ K

ftp running-config

13-7

packet-dump 12-27

running-config
V—rouy

5-26, 13-4
12-16

LAR—h 11-12
=74 12-13, 12-16

copy-from-this 5-9
copy-policies 2~ >
CPU == 12-42

D

DDoS
HEEE 1-3

deactivate =~ KN

8-28

8-11, 9-7

default-gateway =~ > N 3-14

description =¥ N

detect learning =< > N
detect =~ K 9-7
DETECTOR DEFAULT

DETECTOR_WORM
diff z<=> K

5-11
8-10

5-3
5-3

8-25, 8-26

disable 2~ | 7-12
Distributed Denial of Service
DDoS) #Z MR
DNS
TCP v ha)L 7o — 11-8
TCP AR v— T 7 L—h 7-5
B E ] Y 113
dst N7 7 1 > 7 Kbk 7-19
dst-ip-by-ip 7 7 7 4 N—a VERE 9-5,9-11

FN

dst-ip-by-name 7 7 7 4 N—3 3 VIEHE 9-5

dynamic FFHEL /L 3-2,4-9

E

enable
password =~ R 4-14
4-15,7-12

entire-zone 7 7 7 4 ~_—3 3 VIEHE 9-5

a<w R

event monitor =~ 2 N 12-13
export sync-config =+ > N 5-27
export 2~ R 13-10
packet-dump 12-26, 12-27
reports 11-11
F
file-server
<y B 527,132
BRE 1322
sync-config DF~ 5-28,13-12
HIBR  13-3

FoR 13-3, 13-13

Wl Cisco Traffic Anomaly Detector Module I> 27 4 ¥al—>a>y 4 K

OL-11857-01-J |



fixed-threshold 7-26
flash-burn =2~ > 13-28
fragments 11-8

S g% 113

R —F7L—F 7-5

G

global N7 7 ¢ ZketE 720
Guard
REDT Y AR — k
WEE—F 34
GUARD #&E, A »AR— b 5-26
GUARD & E, =7 AR— |k 5-25,5-28
GUARD Y —r 5 7L —}
=TT = NMIEERDIRY — T
7'L—Fh 7-7
Guard tRFEDT 7 7 4 X— 3 » H 9-5
guard-conf =< > N 5-17
GUARD DEFAULT 54
GUARD LINK  5-4,5-5
GUARD TCP_ NO PROXY  5-5

13-10

H

histogram 2~ > K 7-35
hostname
a~v R 4-42
EE 442
HTTP
B Sz ®% 113
RY)—Fo7L—F 7-5

Index W

hw-module =~ > K
13-25, 13-36

2-17, 13-18, 13-19, 13-21,

inXry hFZAT 7-18
Interactive
B;IEE—F 106
RV —DAT—H A 7-33
interactive-status 2~ > 7-33
ip address =~ > N
A BF =T xR 3-12
HIBx  5-14
pRoL 5-13
= 5-13
iproute =¥ R 3-15
IPT7 L
EE, V—r 514
IP LEVERE 729
IP A%y 11-8
B SN RZ% 113
RYV—Fr71—h 7-6

K
key publish =~ > K 4-34,4-35
key =2~ R

add 4-34,4-38

generate 4-35,4-40

remove 4-39

[ oL-11857-01-J

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1




W Index

L N

learning netstat T2 N 12-47
policy-construction =~ > 8-7 no learning =~ > K 8-8, 8-13
threshold-tuning =~ > N 8-10, 8-11 non_estb_conns /37 > b A7 7-19
a<w R 8-8, 8-13 notify 11-6

learning accept =~ > 8-8,8-12 notify RV > — 727 3 7-32

learning-params nsAhYv— 77— | 7-8
periodic-action 2~ N 5-20, 8-8, 8-12, 8-16
periodic-action =~ > K DR, 8-8 0

threshold-multiplier =~ > N 7-27
threshold-selection =~ > N 8-12, 8-17 out pkts X7 > b XA 7-19
threshold-tuned =~ > K 5-14, 8-19
M T 2 a v DT 7T 47 812 p
learning-params fixed-threshold =~ > 7-26

learning-params =~ R 5-19, 5-28 packet-dump
LINK 7> 7 L— |k 8-6 auto-capture 2~ N 12-22
logging =~<> K  12-14 T ZR— | 12-26, 12-27, 13-10
login-banner =< > K 4-51 VT =Fx 12-34
B &)
M 777474k 12-20
FToT a7 1223

max-services 2 <> K 7-11 R E DR 12-23
MDM packet-dump =~ > K 12-23

7T 47 3419 permit
min-threshold =~ > K 7-11 a<w R 3-17, 3-20, 4-3
MP permit ssh =~ > K 4-33

TyTrL—RK 1321 ping I~ K 1253

TS TVL—R AT 13-24 pkts /X > N Z AT 7-19

~~DT— h 2-19 policy set-timeout =~ > K 7-31
mtu 2~ K 3-12 policy-template add-service =~ > N 7-16

policy-template remove service 2~ > K 7-17

policy-type 77 7 4 X— a UTEiE  9-6

Cisco Traffic Anomaly Detector Module a7 4 ¥al—Yar A/ F
OL-11857-01-J |




Index W

power enable =+ > N 2-18 diagnostic-info 12-39
protect 2 ¥ N 9-7 dynamic-filters 6-22
protection-end-timer 9-11, 9-14 file-server 13-3, 13-13
protect-ip-state =2~ 2 N 9-6 host-keys 4-33,4-37
protocol T 7 1 v 7Kt 7-20 learning-params ~ 7-26
log export-ip 12-15
R login-banner 4-51
memory 12-41
reactivate-zones 13-13 packet-dump 12-23
reload 2~ N 13-13 packet-dump signatures 12-34
remote-activate 1R Y v — 7/ v a s 7-32 public-key  4-37, 4-40
remote-guard 2~ 2 N 9-12,9-13 recommendations pending-filters 10-5, 10-9
remove service 1 7-16 remote-guards 9-12,9-13
reqs /N7y b H AT 7-19 running-config 12-5
reset I~ K 2-18 show 12-7
running-config sync-config 5-28
copy 5-26, 13-4, 13-7 sync-config file-servers 5-28,13-12, 13-13
show 12-5 hyH 12-8
HESEFIH 10-7,10-8
S = DRY — 7-39
T L— b 5-9
scanners 7 7 o v 7 ik 7-20 B 7 4L E DY — K 6-22
service TLy I RAYT Y T4NE 614
MDM 3-19 AU — 7-39
snmp-trap ~ 4-43 WY —ORfEHEHR  7-41,8-14
WBM 3-17 TV 2—)b 2-3,13-18, 13-21, 13-22
a<w R 3-17, 3-19, 4-3 S T IRFTA—H 8-15
session-timeout 2 v > N 4-56 Lr—hr 12-8
set-action 7-32 LaR— N OEEM 11-7
show public-key =~ > 4-41 ==V 12-15
show 2~ R a7 12-16
cpu  12-42 show FFHEL ~L 3-2,4-9

Cisco Traffic Anomaly Detector Module A7 4 ¥alb—YaY H4 K

[ oL-11857-01-J




W Index

shutdown =< > K 3-12
snapshot =~ > 8-22
SNMP

FI T PR —FORE 443
N7y TOMY] 445
snmp 2~ KN
community 4-50
trap-dest 4-43
SPAN, &E  2-12
stc N7 T v 7 KRNE 7-20
SSH
gEDOHIBR  4-39
FEOARL  4-35,4-40
ANBAFEDFR R 4-37
P—E R 3-20
WE 3-20
RA 4-36
sshifE, X7 VU via 4-35
state 2~ K 7-23
syn by fin X7y h AT 7-19
sync 2 v K 5-22,5-23
syns N7y b AT 7-19
syslog
T AR— K RTA—=ZDRE 12-14
P—"OFE  12-15
A v—Y ok 12-14

T

TACACS+
P—RDIP T KL A 4-24
OB 4-24

P— OB F A LT T~ 426
P—NOBE 422
HEtEwo s V7 427
HEHEROFTR 427
FohalE
key generate =~ > 4-29
key publish =< > K 4-34
tacacs-server 2 ¥ o RN
clear statistics 4-27
first-hit 4-22
host 4-22,4-24
key  4-22,4-24,4-25
show statistics 4-27
timeout 4-22,4-26
TCP
M S RE 11-3,11-8
TaXURMERINEWGEEOR) v— T
A 7-8

RV —77FL—h 7-6
thresh-mult 7-28
threshold

av R 7-25
threshold-list 2= > K 7-29
threshold-selection 8-12
timeout =< N 7-30
traceroute 2~ > N 12-51

trap-dest 4-43

u

UDP
sy d it =% i1 11-4
RV —Fo7FL—h 7-7

Wl Cisco Traffic Anomaly Detector Module I> 27 4 ¥al—>a>y 4 K

OL-11857-01-J |



unauth_pkts /X7 > N A7
13-35

username 2 < . K 4-9

7-19
upgrade 2 <> R

VACL, &7E 2-7

W

WBM
777471k
WBM = =
HiBx  4-55
B 4-54
worm_tcp AR Y > — F S L— | 7-9

3-17

X

XGY 7 hU=T A A=Y, 2Gbps BIfE
VT T 2T A A=V ORI 13-31
XG Y7 MU =7 AN— 7 2 Gbps BIfE

XGVZ7 o=T7 A4V RA F— 13-31
XML A & —~ 11-11?11-14, 12-26, 13-11
z
zone

a~v R 5-7,5-9

o< Kffise 4-19, 5-11

13-30

Index W

)

TARVEY ary, A LT U FOFEE
TARNVEYay, 24577 NORR
THAIST 4T RE 420
Tovay 7Ja— 11-10
TyTTL—R

AP 13-17

MP 13-21

ATA 13-24
TyTTL—RK ISR 13-31
TN r—gy R—=F 439

TAP] 5/

4-56
4-56

LY

2

S his 11-3

Za— 115
B oo o2 E YRR
A F =Tk, —E 2D 4-3

12-41, 12-44

P VA R4
777474 12-13
T 77471k 12-13
A HE—T AR
IP7 RLADRE  3-12
777474 3-11,3-12

HOLBEDT VT 3-13

a<w R 3-11

REE—F 33
ALET T4 TRIEE—F 1-7,9-4
AVET T4 TREE—F 94

[ oL-11857-01-J

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1




W Index

A »R— b

HE 137
A A — bk, GUARD iED 5-26
AT T v 77 L—F 13-24

Z
T AR— |k
B ToT 1 —7 1k 13-12
WET 7 A 13-4
UAR— N & BB 11-11
ns 7yAN  12-16
T 7 AKR— k., GUARD & ED 5-25,5-28

H
VR
U7 3-13,12-10
B 12-8
VAV AN SN 12-8
Bt
Fy NU—T NTT 4w 12-26, 12-27
R
MDM  3-19
SSH  3-20
VLAN  2-5
WBM  3-17
BE 3-17
A—bk 25

&

»je._.

LRk, 74t A
YT TFx. T b

<

Ja— ) F— R

12-23

3-3

13-31

I+
i
AETIT 4T E— K 1-7,9-4
H#it— 1-7,9-4
S
FE 113
Za—  11-10
M E -5 11-8
i L~r
ahr 7-18
INPREE
FR 440
W=Dz
M E g 11-8
WL R — b
T AR— 11-11, 13-10
T AKR— K, HEMIC 11-11
M S8 113
apr—  11-12

Wl Cisco Traffic Anomaly Detector Module I> 27 4 ¥al—>a>y 4 K

OL-11857-01-J |



Index W

2407 112 T—Ah 734
HEN 11-6 L & VWMEOFEE
FaHE®m 113 EREEHNICRE 815
#1177 I =Fx
LA T U b 11-2 Rk 12-33
a<w RO a—rhy b 3-9 VAT L ag
oy RO Ave—VoOBX 12-14
aw R EH 37 HEHE—F  1-7,94
a<wy FZE 4-19 HEMREE—F 94
aAav U NI A E—=T AR
[CLL] %% 3-2 +
X HESE I
7T 471k 10-6, 10-10
H—r ZF AN 10-11
TIEARE 43 BEE 102
A Fx—7ft 43 REDOEE  7-33
apr— 828 a<> K 10-10
HiBR  7-16 WEIOZAF 10-2
FENI[ 7-15 ¥T7 7T 4071 10-6, 10-13
FoRk 10-2,10-7
L RE 7 4 NVE DRR 10-5, 10-9
M 10-11
DAY A== AP =
IP LEVWEDORE  7-29 Yxv hFUY 2-17
ZIFANRIORE 727 e o]
[EEME UTRRAE 7-25 S OMEER 220
IR 8-23 BEOHRLE  2-1
A 1-6,8-3 FEROGINT  2-18
PEEF DO~ — I 1 5-14,8-19 Z— 1k  2-19
FED IP OFRE  7-29 Uto b 2-18

U A NDOFRE 7-29

Cisco Traffic Anomaly Detector Module A7 4 ¥alb—YaY H4 K

[ oL-11857-01-J



W Index

ALT 47 —| e
Bm 3-15

AF vy Fay b
a<w R 8-23

S —
IP7 RLA 5-13
IP 7 RLADHIkK 5-14

HIB® 828

I A 815 IP 7 L 2D 5-13
Wi 8.5 IP7 FLADERE  5-13
S5 826 IP7 RLADEHE 5-14

LINK 5> 7L — kK 8-6
7 T4 TORM 5-24
B BEDT YT 12-10

RIE 8-23,8-24
RIS =Ry 277 7-44,8-24,8-30

B 92
t a— 5-9
Kk, Y7 =FvD 1233 :fVF 10-6
YyuLar, TA KL AL LTS ROET 456 FRE 511
oL ay ALLT IR, Fab—TNt 456 HIER 59
Ef.  5-7

tyvar, AALTYU NOBRE 4-56
EESEOEAEE: 5-19

AXIE .

R -
e BEDT 7 AR— | 5-27
[5)

REDRB  5-15
FE DR 5-12
HET—F 34,511
T 7 L— | 5-3

A vAR—F 137
A= RN, Y =D DRFE 2-1
77 AN

A R —h 13-7

T AR—F 134 ,EE—F 58

g — 13-4 Feg: 8-26

EZN 12-5 gl 5.9
RE, AavY FE-F~DT77EA 418 Y —oFFE 739
WEaA<E 3-10 S—=v7 82

= DR —
HEEE B D~ — T 11T 5-14, 8-19
VI NI 2T RN—=T g KB, FoR 12-3

HEE— K 3-3

Cisco Traffic Anomaly Detector Module a7 4 ¥al—Yar A/ F
OL-11857-01-J




V7 NT2T TR F—
F—FROET 12-4

1=

HARIEA 7 > 3 v

2Gbps ~DT v T T L— R

FLH 1-9

VIR T N—=V g rDFR 123

VI RNT T FGAELVA F—DFRFE 124
AALTU Ny ar, #E 456
AALTT MY Yay, T4v—701k 4-56

13-30

5

TR

EOME xxi
R

L OMEE  xxii

i, v =FvD 12-33

T

EW 2T 7> a v
T 7474 8-8,8-12
R =0 HBEIZIT AN
F 4 =T
HE#)— 27 ZAHR—
T 74 NRE, ~ICRET
FoFL—k
LINK 86
— 5-3
RYv—DFR 59

8-8, 8-12

13-12
13-34

Index W

(] 44
WEDT I AR—h
;A7 VA
1000 LLE - 623
AR FOFER
B 62,622
6-26, 6-27, 9-14

13-10

12-15

a<w K
HIBR  6-27
V—h 6-22
EX 1-8
~DIERKDBAIE  6-28
TR 6-22
U—5 737
BEDOIP LEVE  7-29
ErEL L 3-2
~OMOBE)  4-15
RAT—FRKOHEYHT 414
cZ w7 12-14
[N
B 12-26, 12-27
77 4 v DOEET

SPAN  2-6
VACL 2-6
¥ 7Fv 2-6
FRIE 2-6

1z

o)

zone 2~ RMHEDT 4 E—7 0t 4-19,
5-11

[ oL-11857-01-J

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1




W Index

AL B 4-12,4-14 A
AR, BXE 47 nJAORE 451
FIEENTWVWARWTCP O EN-RE 114 FEDE VY TEL, T v I AALTFLY T 4L
D 6-5
1
[0

Fy RU—7 H—n

sync-config DK< 5-28, 13-12 g~ b

HIBR  13-3 T OME  xxii
E 13-2

FR o 13:3,13-13 5

Xy hT—2 $—,3 sync-config DFER 13-13
77 AN =

RAE 1322
EX 7 7 AV ¥—,3_ sync-config DFE/R 13-13
N Yy N TANE 612 Tr¥IT4 1zla
74 VH

N—=Tayv, Ty T L—FK 13-35

NANA T 4B By 1-8, 6-2, 6-22

SA SRR 1-8,6-18

a<r K 618
HIBR  6-21 Tl ARALT Y 1-8, 6-4
E 6-18 7T vy aOREEAT 13-28
EFE 1-8,6-2 Ty I ARALT U T A
FoR 620 BE  6-5
NATY YR 118 EF 1-8,6-2
Ny b ¥ T 12-23 HBOEY Y THEL 6-5
NAT— R FR 6-14
BEfbEn- 410 TANEY TR 64

Taxy

#IR 13-34. 13-36 TaxRERSNRWEEORY v— T
' FL—b 78

ZEH 4410
o TR UBEAENRCEEORY v— F T
N2 — R, HIH 13-36 L—h 7.8

SHRHE L~ 7-18

A x—T Nk 4-14

Cisco Traffic Anomaly Detector Module a7 4 ¥al—Yar A/ F
OL-11857-01-J |




(X

AR—hF ZF¥x 11-8
s B Ry 113
RY)—TFo7L—F 7-6

A==
B EnZ®E 113
Ry —Fo7L—} 7-6

i
TITF4_—a A 95
T T7 474 97

AAR, BEUS 12-15
AR A g

HIBR  4-32,4-33
KU v—

copy-policies 8-28

learning-params fixed-threshold =~ > 7-26

threshold 7-25

threshold-list =~ N 7-29
Trvary o 7-21,7-31,7-32
777471k 7-22
BED~DNNy 7T v
g 72

T 1-6, 7-4, 8-3, 8-6
a<w R 7-21
F—ERAOHIBE  7-16
P—E 2D 7-15

7-44, 8-24, 8-30

LEVE 74,721
LEVEORRE  7-28
LEVEDOFE  1-6,7-4,8-3, 8-10
LEVEEZEE 726

Kee 722

REE—F 34

Y
Y

&

AE VU HE R
AEVMEAE, BERb=vr

Index W

A DT Tk 7-21,7-30
MEEE A D~ — 75 5-14,8-19
FTak—=T7f 722
MatEHoORR  7-41,8-14
N7y R 7-19
FeHF— a2 721
Ny N EAT 7-18
NRIA—=HZDat— 8§28
T T 47 722
T AV KA — RO
v—F S L—F

7-22,7-39, 7-42

max-services 7-11

min-threshold 7-11

worm_tcp 7-9

W 7-5,7-14

o< R 7-8,7-9, 7-12

e 7-12

WEATSR LL 79

REE—K 34

RO D Guard RY > — 77—k
7-7

INTA—H 7-9

U A FDOFRR 7-8

O 86

=D LEVEOFHE  8-10

LREREN) 7 ¢ LA 10-2

FoR 10-5, 10-9

12-41
12-41, 12-44

[ oL-11857-01-J

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1




W Index

AVTFF R INN—TFT g X — DR 13-31
MP] %%

Y
W .
Uy7—Fh
a—F NI RA—H 13-13
username =¥ > K 4-9 U % — b Guard
HFHLWO~DEM 49 TIT7 47 6-25,9-8
BmitEn-R®E 114 FIHNE VAL 912
HIBR  4-12 REOKT  9-11,9-14
AT L a—F UAL 913
Admin  2-16 VANDT 7T 4_—a VAR 9-13
riverhead 2-16 Y%E— D Guard U X b
B 49 FoR 9-12,9-13
BEL -~V 322,4-14
FRHEL~LDEID BT 48 2
2= T 4 H
av R 6-5 I— B REET— R 3-4
a—P4 N—TF 4 T F—T )L
Wb Shi- 27— K  4-10 e 3-15
KR 3-16
b
) n
F—=7
W 82 L—Fk
MEROFS 85 B 12-8
LEVWEOFE  8-10 L— bk, #R® 0 12-8
Frav ZADKT 88,813 LAR— b
RY—OE 86 KL R— b~ 25 11-2
TV I RTG A= Fox 815 T AKR— |k 13-10
TFA kA EES 11-7
XGTViST%F74?VX@Eﬁ

Wl Cisco Traffic Anomaly Detector Module I> 27 4 ¥al—>a>y 4 K

OL-11857-01-J |



Index W

%)

X7 REDRTR 12-15
oy 7y Al
T 7 ARE— 12-13, 12-16
VAl 12-18
F 12-16
= VA A
A »iR— b 4-52
HikR  4-53
HE 451
=, WBM OHIK  4-55
o=, WBM DB 4-54

o)

AN
Wz 7-34
BEOHH 737
LEVME  7-34,7-35
BT 4 V& 7-37
RUT—  7-19,7-20
RKUV—Fo7FL—h 7-7,7-35
TURA N T KA R
e O XXii

Cisco Traffic Anomaly Detector Module A~ 274 ¥alL—Yav 4 F 1

[ oL-11857-01-J



