CHAPTER 26

show debug ~ show ipv6 traffic
avwU kR

show debug
Rt EXEC &— R CBUEDT Ny X VR EA FK T 5I21%, show debug =~ > R&@HH L £,

show debug [command [keywords]]

YRV ADBRBA  command [keywords]  ({LE)BUEDREHE KRT HT NvF a~y RERELET, % command
D& LK< ML, XIS T 5 debug 2 > RTHA— STV HHEL
ERUTY, 7z& 21X, show debug aaa (2t < HZN72 keywords 1, debug
aaa A7 ROBFHRF—T— RFER LTI, L2 - T, show debug aaa
I accounting % —7U — RZH R — L, AAA GEIE, #&r, 7 U T+
V)TN R T DT T T 4 TERYDT Ny X TREE FRT
LEOIHEETEET,

T4 Zoawy RITET 74V FREIEH Y T A,

av> Y R E—F WDOFRIZ, a~w REANTELE—NERLET,

T774F794+—IL E—F %2V FT4 a2TXXFb
Faij& 7)L§
avv K E—F =59y F 7FLYF UL |aAVTFHFRE (VAT LA
e EXEC . . . . .
avy FERE Jy1)—=x rE
1.1(1) Zoavy FRBMEnE L,

FEREDHA KS14Y  FHRh7e command B, IRDEBY T, command DB & ZH < BRI HOWTHE, RIS
U T debug command DT+ U 5L T 7ZE,
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show debug ~ show ipv6 traffic A< F |

Ml show debug

% command EEAEHTE D00 5 000%, ®IET 5 debug =2~ REHR—rFHa~v FE—F
TLICRRY ET,

aaa
appfw
arp

asdm
context
crypto
ctigbe
ctm
dhcpe
dhcpd
dhcprelay
disk

dns

email
entity
fixup
fover

fsm

ftp
generic
gtp

h323

http
http-map
icmp
igmp

ils
imagemgr
ipsec-over-tcp
ipv6
iua-proxy
kerberos
Idap

mfib
mgep
mrib
ntdomain
ntp

ospf

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR

"2

OoL-8124-01-J |



| 8526F show debug ~ show ipv6 traffic A< > K

* parser
* pim

* pix

° pptp

* radius
* rip

* rtsp

e sdi

¢ sequence

* sip

* skinny
* smtp

* sqlnet
* ssh

e ssl

* sunrpc
¢ tacacs

¢ timestamps
* vpn-sessiondb

* xdmcp

show debug W

] WITRT AR RIE, BRE, TH VT 407 BEOT T2 ARVDT Ny X T A 32—
TMZLET, showdebug 2~ FEMEHT L, TNy X U TREE 3 DONE (TXTOT
Ny X TRE, FREDEEEDT Ny X VRGE, BLUOBEEO DT Ny £ VRE) TRR
THZENTEET,
hostname# debug aaa authentication
debug aaa authentication enabled at level 1
hostname# debug aaa accounting
debug aaa accounting enabled at level 1
hostname# debug disk filesystem
debug disk filesystem enabled at level 1
hostname# show debug
debug aaa authentication enabled at level 1
debug aaa accounting enabled at level 1
debug disk filesystem enabled at level 1
hostname# show debug aaa
debug aaa authentication enabled at level 1
debug aaa authorization is disabled.
debug aaa accounting enabled at level 1
debug aaa internal is disabled.
debug aaa vpn is disabled.
hostname# show debug aaa accounting
debug aaa accounting enabled at level 1
hostname#
EEa<UF avvFk hEA
debug TRCO debug 2~ RESRLTLESIW,
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$£26E show debug ~ show ipv6 traffic AT F |

M show dhcprelay state

show dhcprelay state

DHCP UV L'— =— U = FOREBAEFR R T HI21E, FHE EXEC E— FEFrm— UL a7 4
¥ o L —3 3 ¥ E— N T show dheprelay state =~ > R&EH L 9,

show dhcprelay state

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 Zoawy R, T4V FOBEEIZMEIZH Y EE A,
avY kK E—F WDOEIZ, a~ REANTELE—RERLET,
I774F724+—IL E—F %2 FT4 a2VTXRXFb
I~ 5 ij& 7)1’9‘-
avy kK E—F —F9E |ZLYF UL |aAVTFEXRE (VAT A
¥t EXEC E£/213 7 a—)1 | @ — . . —
a7 4 F¥al—vay
avy FEE Jj1)—=x EHE
2.2(1) Zoawry RRBENSNE L,
3.1(1) Z ® =3~ KiX show dheprelay N HEE I NUE LT,

FREDHLRSAY Zoa<wr RNt BEOa L THRANBIOEA X —T = AODHCP VL —x2—Y = |k A
T— MEREFRLET,

£l &IZ. show dhcprelay state =~ > KDl ZR L ET,

hostname# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Not Configured for DHCP

Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY

BEITUF avwvk ETLL]
show dhcpd DHCP H— S O#EFHE#ES LA T — MR EFR L ET,
show dhcprelay statistics DHCP V L —#EHE AR R L F 7,
show running-config dhcprelay DHCP VUl — x=—V = FOBEDOHRTEEZRTTLET,
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| 26 &

show debug ~ show ipv6 traffic A< > F

show dhcprelay statistics W

show dhcprelay statistics

DHCP V L —#EHE#R & #or~9 5 121%. $#4E EXEC & — K C show dhcprelay statistics =~ > K &
% I_/ i ‘g_o

show dhcprelay statistics

DUBRYHYRADFE Zoa~wr R, 5lEFEESF—U—-REHY EEA,
T4 Zoawy R, T4V FOBEEIZMEIZH Y EE A,
avTY R E—F WDOEIZ, a~ REANTELE—RERLET,
T774F724+—IL E—F %2 T4 a2TXXFb
FSoRAR XLF
avy K E—F IL—FyEF [FLYF SV aAVTFEARAEF (VATLA
%%$§ EXEC . _ ° . _
avy FEE Jjy—= EHE
2.2(1) Zoawry FREMSNE LT,
3.1(1) Z ® =2~ KiX show dheprelay WHEE I NE LT,

EREDHS F31

#l
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show dhcprelay statistics =~ > KD /7i%, clear dheprelay statistics =~ > K% AJJ§ % £ THIM
l./ \i —;—‘O

KIZ., show dhcprelay statistics =~ > RO H/1flz R L ET,

hostname# show dhcprelay statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O W J o

BOOTREPLY
DHCPOFFER
DHCPACK

DHCPNAK

FeralPix (config) #

o W 3 o
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$£26E show debug ~ show ipv6 traffic AT F |

Ml show disk

EEa<U KR avok BiEA
clear configure dhcprelay DHCP VL — =—V = NOREZTXTHIKRLET,
clear dhcprelay statistics DHCP VL — =—V = v MEFHERI D &% 7 VT LET,
debug dhcprelay DHCP VL — ==V hOT Ny ZJ1EREFRLET,
show dhcprelay state DHCP VL — = — = FOREEZFR L ET,

show running-config dhcprelay DHCP VL — x=— = FOBIEORELZFZ R LET,

show disk

7T yia AEY ONEEFRTHITIE, HiiE EXEC £ — R CTshowdisk =~ > F&2FEH L £,

show disk [filesys | all]

DR YY) AMEBA  Ailesys aLV R N TS5y ia h— ROERPFERLET,

all 7T vva AFYORNBEBLIORT7 7 AN VAT AEREFR R LET,
T4 Zoawry R, T4 FOBEELINMEIZDH D A,
avy kK E—F WDOEIZ, a~> REANTELE—FRERLET,

T774F724+—IL E—F %2 FT4 a2TXRXFb
kS YRR TILF

avy K E—F IL—FyEF [FLYF UL |aAVTFXRE (VAT A

%4{% EXEC . ° ° _ .
avy FERE Jjy—= EHE

2.2(1) Zoawry FREMSNE LT,
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| $26% show debug ~

show ipv6 traffic A< > K

] WIZ, show disk =~ > RO Z R L ET,
hostname# show disk
-#- --length-- ----- date/time------ path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 testl.cfg
13 2551 Jan 06 2005 10:07:36 test2.cfg
14 609223 Jan 21 2005 07:14:18 test3.cfg
15 1619 Jul 16 2004 16:06:48 test4.cfg
16 3184 Aug 03 2004 07:07:00 old_running.cfg
17 4787 Mar 04 2005 12:32:18 test5.cfg
20 1792 Jan 21 2005 07:29:24 test6.cfg
21 7765184 Mar 07 2005 19:38:30 test7.cfg
22 1674 Nov 11 2004 02:47:52 test8.cfg
23 1863 Jan 21 2005 07:29:18 test9.cfg
24 1197 Jan 19 2005 08:17:48 testl0.cfg
25 608554 Jan 13 2005 06:20:54 backupconfig.cfg
26 5124096 Feb 20 2005 08:49:28 cdiskl
27 5124096 Mar 01 2005 17:59:56 cdisk2
28 2074 Jan 13 2005 08:13:26 testll.cfg
29 5124096 Mar 07 2005 19:56:58 cdisk3
30 1276 Jan 28 2005 08:31:58 lead
31 7756788 Feb 24 2005 12:59:46 asdmfile.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfilel.dbg
33 7764344 Mar 04 2005 12:17:46 asdmfile2.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk4
35 15322 Mar 04 2005 12:30:24 hs_err.log
10170368 bytes available (52711424 bytes used)

WIZ, show disk filesys =~ > NOH B ERL ET,

hos

tname# show disk filesys

*kkkkkk*x Flash Card Geometry/Format Info **xxkxkkx

COMPACT FLASH CARD GEOMETRY

Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184

COMPACT FLASH CARD FORMAT

show disk W

Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155
BEEaI<wU KR avwvFk HL]
dir T4L7 NIORNEFEEERRLET,
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F26E

show debug ~ show ipv6 traffic A< F |

Ml show dns-hosts

show dns-hosts

DNS % ¥ v ¥ 2 2R T 5 I121E. ¥4 EXEC & — KT show dns-hosts =~ > KZfEH L ¥4, DNS
X v alZIIDNS MHEMICFEE SN MY BXWname 2~ > REZFEH L TFEEITAL
ENTZLATRIP 7 RLAREMINET,

show dns-hosts

SURYHYARADHEE Zoa~r NTiE, 5lEFEEF—U—-FEHY EHEA,
FTI24ILEF Zoawy R, T4 NOBEEZIZEIZH Y XA,
avv kK E—F WOFRIZ, A~ FEANTELE—RERLET,
T77A4F7 94— E—F £%a)Fq aVTxXFb
PS5 YRR T

avvy K E—F L—FyF [7FLYF UL AVTFERAM (VAT LA

%% EXEC ° ° ° ° J—
avy FEE J1)y—=x rTE

3.1(1) Zoawry FRBENSNE L,

EREDHS FS1

]

HADHBAIZONTIE, THl] 2L TSN,

&IZ. show dns-hosts =~ > RO Z R L E£9,

hostname# show dns-hosts

Host Flags Age Type Address (es)
ns2.example.com (temp, OK) O IP 10.102.255.44
nsl.example.com (temp, OK) O IpP 192.168.241.185
snowmass .example.com (temp, OK) O IP 10.94.146.101
server.example.com (temp, OK) O IP 10.94.146.80

KIZ. show dns-hosts 7 ¢ —/L ROFHAZRL £,

Z4—ILK B

Host WA M EFRLET,

Flags T PIDAT—=F A%, WOEHAZMABGDETRRLET,

e temp — ZO=T2 kU X DNS =" LB SR B Y T,
FET 7T 4 THIRD T2 BRENCE L= U IX, FWSM I X » THIERE

\i—a’-‘o
e perm — Z D=2 M UL name =¥ REMHEMH L CBINS ik /eo
FUTY,

e« OK— Zo=x= > NV ITHERTT,
e N—ZOT  NIFMEOH D EEMENDH Y, FRIENSLILTY,
e« EX— ZoO=xy kY IFHIRYHNTT,
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| 8526F show debug ~ show ipv6 traffic A< > K

show dns-hosts W

Z4—LF  ERHA

Age IOy M BREBRICSRENTOHLORMBER R LET,
2 AT DNS La— ROZ A 7 aFRLET, ZOMITHIZIP TF,
Address(es) IP7 KL AT,

BEEavTUF avvFk EL
clear dns-hosts cache DNS ¥ v v 2% HELET,
dns domain-lookup FWSM IZ L D4 RiIRFEA F—T M LET,
dns name-server DNS #— 7 KL ZAZHELE T,
dns retries FWSM PIGE %5215 L2 WIEAIZ, DNS — " U 2 M2 F{T1 5
B EZEELET,
dns timeout KD DNS S —Z T2 £ TCORERMZHEE L £7,
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show debug ~ show ipv6 traffic A< F |

Ml show failover

show failover

HEDO T 2 — VA —R— AT —Z AEREFRT HI2IE. FHE EXEC & — KT show failover =2~
vV REHEHLET,

show failover [group num | history | interface | state | statistics)

DBV ADBBA  group BESNIZT == N F—"— V=T OEEREEZFRLET,

history Tx— VA —NR—BREEERLET, 7x— A —R"—ERIZITEED
Tz A= N—REOEENE, BLXOZEHBERFRRINET,
interface Tx—VA == o<  NBLOAT— 7V Y U7 IEREFRLET,
num Tz — VA —R— TN —TFKETT,
state WMEFEDT7 2=V F—R—=2EEDT 2 —VF—"—REBETERLET, TR
NDBEHRIZIEL, BEOTTA~ D ERTEI L FY) AT —H A, EEOT
TAT | AR NS AT —HF A BLOERENEESREOSAIIEE DO H
ﬁ§é\iﬂi'§—o
statistics T o)V —N— o< R A H =T f ADEZENry Mz FERL
F7,
TIHILE Zoavy RE, 7740 NOBEEIXEIZH Y EH A,
avY Rk E—F WORIZ, a~v FEANTELE—FERLET,
T7A4F794+—IL E—F |£Xa)FT«14 aVTFRE
FSUzR TILF
avy kR E—F —FvF | 7LV UL AVTFERAM (VAT LA
4%1‘% EXEC . . ° . .
avy FEE Jyr)—=x rE
L.I(1) Zoa=wry RRBMESNE L,
2.1(1) Autostart HEEEO VR — FEB L OHWr L7 E DRI BN E L
776
3.1(1) Tz VF == T =T PRBEMEND LI, Zoav s FRER IR

F L7, HAOIZIBERNE ENET,
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| 8526F show debug ~ show ipv6 traffic A< > K

EREDAA K314

show failover W

show failover =~ > NiZ, A F I v T=—NF—"—FR, A Z—T 2 ADAT—H A,
BELOAT =TIV T2 — VA —"—fEHER L R LE T, [Stateful Failover Logical Update
Statistics] ST ENDDIL, AT — R TV T 2= A —R—=NA X—=TNREAEDHRTT, [xerrs]
BIOrerr] X, 7 =— VA —"—Dx 7 =T, X7y MEZEZ I —HEZRLET,

show failover =~ > R ) DF 7 41—/ ROfEIX, RO LB T,

e Stateful Obj OfEIL, KD LBV TT,
—  xmit— HEFINTT y R K
— xerr — KET T —#
— rev— ZEEINT Ty MK
— rer — ZfE=T7—¥
o HATIE. KO LI, FFEDAT V=l NOAFT 47 Ty MIxIELET,
— General — TR TCOAT— 7NV FTVx7 FOFE
— syscmd — login ¥ 7213 stay alive 72 &, fPlRT v 77— Y AT L av R
— up time — FWSM OB A KT (727 7 7 FWSM 23 A Z > 73 FWSM IZ 7 fi)
— RPC services — Remote Procedure Call B¢ {75 #
— TCP conn — EfJ72 TCP #f5t D1
— UDP conn — ®fy72 UDP #&f5t D1
— ARP tbl — #fJ7e ARP 7 — 7 /L DIE#H
— Xlate Timeout — RS Y A L7 U Mk
— VPN IKE upd — IKE #4515
— VPN IPSEC upd — IPSec ##5t 1
— VPN CTCP upd — ¢TCP b > /U1
— VPN SDI upd — SDI AAA i1
— VPN DHCP upd — k> % U > DHCP 85 {
Tz —)VA—N—1PT R R%& AS)L72\4E  show failover =~ > RIZIP T KL A & LT0.0.0.0
EFRL, AT =T 2 A ZAOF=H ) 7% TH) WBOEE T, 7= — A — =25
THEINCT 2= A —N—1PT RLAZRETHLEND Y 7,
<IF a7 4 Xal—rary ®T—ROEE, BX2 )T 0 2T F% A FTliL, show failover =
<~V ROREHEHTEET, A7 ar F—U—REIANTEERA,
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show debug ~ show ipv6 traffic A< F |

Ml show failover

]

WIZ.TIT 47| AR NA T x2—)LA—3—|ZE9 % show failover 2~ > NOH 16| %2~ L E

ERS

hostname# show failover

Failover On

Failover unit Primary

Failover LAN Interface:

Unit Poll frequency 1 seconds,

Interface Poll frequency 15 seconds

Interface Policy 1

Monitored Interfaces 2 of 250 maximum

failover replication http

Last Failover at: 22:44:03 UTC Dec 8 2004
This host: Primary - Active

fover Vlan 101 (up)

Active time: 13434 (sec)
Interface inside (10.130.9.3):
Interface outside (10.132.9.3):

Other host:
Active time: 0 (sec)
Interface inside
Interface outside

Stateful Failover Logical Update Statistics

Link fover Vlan 101 (up)
Stateful Obj xmit xerr
General 0 0
sys cmd 1733 0
up time 0 0
RPC services 0 0
TCP conn 6 0
UDP conn 0 0
ARP tbl 106 0
Xlate Timeout 0 0
VPN IKE upd 15 0
VPN IPSEC upd 90 0
VPN CTCP upd 0 0
VPN SDI upd 0 0
VPN DHCP upd 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 2 1733
Xmit Q: 0 2 15225

Secondary - Standby Ready

(10.130.9.4) :
(10.132.9.4) :

holdtime 3 seconds

Normal

Normal

Normal

Normal

R
Q
<

O O OO OO oo oo o+ o

~
w
w

rerr

O O O O O O O o o o o o o
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| 8526F show debug ~ show ipv6 traffic A< > K

show failover W

W T 2T 471 TI7T 47 7 x—A—3— |29 % show failover 2~ > NOH 16| %2~ L E

R

hostname# show failover

Failover On
Failover unit Primary
Failover LAN Interface: th

ird Vvlan 101 (up)

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 4
Interface Policy 1
Monitored Interfaces 8 of
failover replication http
Group 1 last failover at:
Group 2 last failover at:

seconds

250 maximum

13:40:18 UTC Dec 9 2004
13:40:06 UTC Dec 9 2004

This host: Primary

Group 1 State: Active
Active time: 2896 (sec)

Group 2 State: Standby Ready
Active time: 0 (sec)
admin Interface outside (10.132.8.5): Normal
admin Interface third (10.132.9.5): Normal
admin Interface inside (10.130.8.5): Normal
admin Interface fourth (10.130.9.5): Normal
ctxl Interface outside (10.1.1.1): Normal
ctxl Interface inside (10.2.2.1): Normal
ctx2 Interface outside (10.3.3.2): Normal
ctx2 Interface inside (10.4.4.2): Normal

Other host: Secondary

Group 1 State: Standby Ready
Active time: 190 (sec)

Group 2 State: Active
Active time: 3322 (sec)

admin Inte
admin Inte
admin Inte
admin Inte

rface outside (10.132.8.6): Normal
rface third (10.132.9.6): Normal

rface inside (10.130.8.6): Normal
rface fourth (10.130.9.6): Normal

ctxl Interface outside (10.1.1.2): Normal
ctxl Interface inside (10.2.2.2): Normal
ctx2 Interface outside (10.3.3.1): Normal
ctx2 Interface inside (10.4.4.1): Normal

Stateful Failover Logical Update Statistics

Link : third Vlan 101 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0 0
sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 1895
Xmit Q: 0 0 1940
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$£26E show debug ~ show ipv6 traffic AT F |

W show file
BEav VR avwyk BTLL]
show running-config failover HEODa 7 4 X2 b—3a N failover 2~ REFRRFZL
i @‘O
show file

Ty AN VAT MIET A EREFRRT DI, FFHE EXEC E— KT show file =~ R&fEf L

E

show file descriptors | system | information filename

YRV ADEBH

FTIAILE

aAvU kR E—F

descriptors FNTWLTRTO7 7 A VOB T2 FK R L ET,

information REDTZ 7 A WVICHT DIGHREFRLET,

filename TrANGERELET,

system TAAT Ty AN AT LOYA X FEHATREAAL NI, AT 47 24

7.5 BEXOTS LT 4 7 AR EERLET,

Zoa<wy R, 7740 FOBMEEZIEEIZH Y AL

WDOFEIZ, a~vr FeANTELHE—RexRLET,

I7A4724—ILE—F |[£*aVUT4AVTFX}b
FSUzR TILTF

avY K E—F V—Ty kK [ FLYFH DUV |AVTRRE | VATA

¥ EXEC . . . . .
avy FEE )1)—x EE

3.1(1) Zoawy ROV R—3BMmInE Lz,
i WIZ, 77 AN VAT WMFREFTT D02 R LET,

hostname# show file descriptors

No open file descriptors

hostname# show file system

File Systems:

Size (b) Free (b) Type Flags Prefixes

* 60985344 60973056 disk rw disk:
BAEaTUF avv kR B

dir T4V NI ONEEFRRLET,

pwd BIEDIEET 4 V7 N ARRLET,
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show debug ~ show ipv6 traffic A< > F

show firewall

show firewall

BAED T 7 AT U= E—F b—F v RELIZ R T AXT LU M) ZEFTHITIL, HitE

EXEC &— K T show firewall =~ > N&fEH L £,

show firewall

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

TI+IE Zoa~y R, 7740 NOBEEZIIMEELH Y A,
avY R E—F ROFIZ, 2w REANTEDLE—RERLET,
T7A4F7 24— E—F |[£¥aVT4 aVTFRX}b
I~ 5 ij /{ 7)1’9‘-
avv kK E—F L—FTyF 7LV YU AVTHRRE |VRTLA
4‘%}’1{% EXEC . ° ° ° .
av Y FEE J1y—=x paydl
2.2(1) Zoawry FREMSNE LT,
3.1(1) VAT NETFAR—ADEE, ZOav L RFE{a v TR AN T AT
VA=) E—RERRLET, BUE, 77 A7 U+ — L E—NiEdar T
FRANT LML TRHRETEET,
% WIZ, V7= REIEI T XA RN show firewall 2~ > RO ZR L ET,
hostname# show firewall
Firewall mode: Router
Wiz, 2T F A FNO show firewall =~ > ROl ZR L ET,
hostname# show firewall
Context Mode
customera  Tramsparent
customerB Routed
BEEa<T UK avwvk B BA

firewall transparent

T AT T F—)L E— REBELET,

show mode

BAEOayTXANE—F U ZVERII~ALTF) 2R RLET,
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show debug ~ show ipv6 traffic A< F |

Bl show fragment

show fragment

IP 7T 7 Ay NEMRE Y 2 — VOWLBLT — X % Fm$ 5 I121%, FitE EXEC & — K T show fragment

awr ReEANLET,

show fragment [interface]

DoAY H DA

T4

avURE—F

interface

EE) FWSM A v Z—T7 = A A% EELE T,

interface % f57E L7255

ZDavwy NI T _RToAf v —T oA RAZEASNET

ROFIZ, a~vr FeANTELE—FanRLET,

avv kK E—F

F7AF72+x—IL E—F

XT3 TFXFb

—Tv K

FSVAR
FLYb

>

v

S

aAVTER B

VAT L

e EXEC E— R

av Y FEE Jy—=x rE
1.1(1) Zoawry FRERSNE LT,
3.1(1) WBTF—2ar 74 Xab—vary T—HEnMT 270, av s R
23 show fragment & show running-config fragment O 2 D\Z53EI S E L
7=
% WIZ, IP 7T 7 A KT Y 2 — VOB T — % 2R d 56127~ LET,
hostname# show fragment
Interface: inside
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: outsidel
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: testl
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: test2
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
BEEITUF avwvk H7L)]

clear configure fragment

IP 757 Ay FEMRREZHEEL, 7741V MUy L

£,

clear fragment

IP 757 A FERKREY 2 — LOMBF —Z 2 HELET,

fragment

NRiry N 757 A 05— a0 ESLICEEMICEH LT, NFS
EDOHEMME A EDET,

show running-config fragment

IP 75 7 A - ERERL

=

ixX e

ZFRRLET,

YI27L2R
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| 8526F show debug ~ show ipv6 traffic A< > K

show gc¢

DoAY H DB

TI2FIE

avURE—F

showgc W

HA_R— VIR PR O FHE 2 R T D113, F7#E EXEC £— R CTshowge 2~ REfFH L E T,

show gc

Zoavy FZiE SIBERIZF—Y—FEd v £HA,

Zoa=y RiE, T 740 bOBEEZIMMEITH Y T A,

ROFIZ, a~vr FeANTELE—FaRLET,

I7AF724—ILE—F |[EF¥aVUT4 a0TFX}b

FZ VAR

avv kK E—F =Ty E |ZLYF Y

S

TRILF

aAVTER B

VAT L

¥FHE EXEC ° * *

J1)—2x P

1.1(1)

Zoaw s FBRBEMEE L,

]

wIZ,

show gc 2~ > RO AHEZRLET,

hostname# show gc

Garbage collection process stats:

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

tcp conn delete response

udp conn delete response

number of zombie cleaned

number of embryonic conn cleaned
error response

queries generated

queries with conn present response
number of sweeps

number of invalid vcid

number of zombie wvcid

o}
i
O O 0O O OO O O O o

PgEa<v KR

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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F26E

show debug ~ show ipv6 traffic A< F |

W show h225

show h225

FWSM (CREST S N7- H225 v v a VICBT A EBH A2 #5542 1201%. 84 EXEC £ — F T show
h225 2~ R LET,

show h225

OUBYHDADEBA oo~ N, 5IEFELIEIF—TU—-FREIH Y AL
T4 Zoawy R, T4V FOBEEIZMEIZH Y EE A,
avy kK E—F WDOEIZ, a~ REANTELE—RERLET,
T774F724+—IL E—F %2 FT4 a2TXXFb
Faij& 7)1’9‘-
avy K E—F —F9E |ZLYF UL |AVTFERE (VRTFLA
%%EXEC . ° ° . °
avy FERE Jj1)—=x EHE

1.1(1) Zoawry FREMSNE LT,

show h225 =1~ > KiX, FWSM |ZfES. Siz H225 By v a v otz R R LE9, H323 1 A
Ny vary 2V AT AMBEO NI TNy a—F 4 T EATOEAIE. 2D a3~ R L debug
h323 h225 event, debug h323 h245 event, 5 . U show local-host =~ > R & fMAGHETHEA L £,

FEREDHS FS1Y

show h225, show h245, % 7213 show h323-ras =~ > RZ&fEH I D HIIZ, pager 2~ RERET D
TLEEHRLET, ZHOE Y v ay La— RAFEET 55A (T pager v 2 R3ERIE S LTV
W show 2= R T T2 E TN P22 ERH Y 3, BERENELISZWE
HlE By a BT T AN NDOEA LT U MEDPZ—FREEIZESNTHEAS LT T LTS
MEIMEMRLTLES N, £ TRPSTEHAIF, AT NEEEN AL TWET,

] Iz, showh225 =~ ROHHHI %R LET,

hostname# show h225
Total H.323 Calls: 1
1 Concurrent Call(s) for

| Local: | 10.130.56.3/1040 | Foreign: 172.30.254.203/1720
| 1. CRV 9861
| Local: | 10.130.56.3/1040 | Foreign: 172.30.254.203/1720

0 Concurrent Call(s) for
| Local: | 10.130.56.4/1050 | Foreign:

172.30.254.205/1720

ZOHINE, v—Hh = RAERA > b 10.130.56.3 & AERAR A B 172.30.254.203 [§] > FWSM % i@t
LTCWABT 77T 477 H323 a—ARHEE I OFHET LI EERLTWET, £, TNHORE
DLy RiRA v MEICFEH 2 — L3 1| DFE L. 2 O =2—/)L® Call Reference Value (CRV) 1% 9861
’C‘\—aﬁo

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

showh225 W

02— T RARA 2 b 10.130.56.4 & AMHBA A R 172.30.254.205 121, R — V3 fFE L 8
o DFEV, H225 By v a VFIFELTH, IO RARA VY MNEICT 77 47 2 —iddh
DEFA, ZOEITRDDIE, show h225 a2~ FEET LI L &I, I—ANTTITKTLT
WaIZHE b bd, H225 By va UyRELHIREINN TV RN ZGEETT, £72I03,
[maintainConnection] 2% TRUE IZERE I N T\ 272, 2 DO KR4 > MET TCP ##e Bl 7=
FETHDLAREMN H Y £9°, [maintainConnection] 2% FALSE IZHEXE INH D, IR E LT
H225 ZA L7 7 MEIZESW TRy a NP A LT T MTHET, By g VEWEEEIC

e ET,
BAEaT UK avwyvFk EHEA
debug h323 H.323 OF Ny FERFREA F—T M LET,
inspect h323 H323 77V r—va vz A r—7 M LET,
show h245 KRB ZHEHT 2 KA > MMZ X > C FWSM IZHESL S 7= H.245
Ty va rOFRERRLET,
show h323-ras FWSM ICHES. S 72 H323 RAS By v a v OEREER TR LET,
timeout H225 B X OH323 ICRH#H L7274 RV XA LT 7 MERELET,

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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F26E

show debug ~ show ipv6 traffic A< F |

H show h245

show h245

EEEEZ AT 5= RARA > MZ X > T FWSM IZHES. 07~ H245 B g UICBT 5153
T FRRT DI, BikE EXEC E— R Tshowh245 o~ > R&2fE AL £,

show h245
OUBYHDADEBA oo~ N, 5IEFELIEIF—TU—-FREIH Y AL
FI4IL b+ Toa<y Rk, T NOBEEIHMEITZH Y FTH A,
avy kK E—F WDOEIZ, a~ REANTELE—RERLET,
T774F72+—IL E—F %2 FT4 a2TXRXFb
Faij& 7)1’9‘-

avy kK E—F —F9E |ZLYF UL |AVTFERE [VARTFLA

%%EXEC . ° ° . .
avy FERE Jj1)—=x EHE

FEREDHS FS1Y

]

1.1(1) Zoawry FREMSNE LT,

show h245 =~ > N, B ZFEHT L2 RARA > ML - TFWSM ([ZHENE X 7= H.245
Tty aroffReFoRr LET EEHOEAIE, a—102 50T RARA » FA H.245 1I2%)
LCHID TCP HIHIF ¥ R 2B & £9, BB 05413 H245 A w2 — 708 H.225 Hli T v %L
ETH2S AvE—VO0—EELTRIBEENET), H323 A VAT v ay =PIl T 5
DO RNIFT TN 2a—T 4 T EITHBHBEIEL. T D~ KL debug h323 h245 event, debug h323
h225 event, 35 L U show local-host =~ > R&EfHAEHLETHEMAL £ T,

&Iz, showh245 =2~ RO AW A2~ LET,

hostname# show h245

Total: 1
| LOCAL | TPKT | FOREIGN | TPKT

1 | 10.130.56.3/1041 | 0 | 172.30.254.203/1245 | 0
| MEDIA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
| Local | 10.130.56.3 RTP 49608 RTCP 49609
| MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
| Local | 10.130.56.3 RTP 49606 RTCP 49607

FWSM (21X, BUIET 77 4 772 H245 fililt v v a BN 1 DFELET, v—Hhb =2 RRA v
M 10.130.56.3 T4, TPKTER 0 THH=H, ZDTL FRA 2 b BRICEEEN Dy b
IZ TPKT ~v #—Rd 5 & FHlESNET (TKTP ~ v Z—i34% H.225/H.245 A v & — Y ORNIALE
ENDANAL F ANy X =TT, 2O~ X —F. 4, b~ X =G A v E—VEEBELE
T), SMERR A b = RaRA o M 172.30.254.203 T4, TPKTEZS 0 TH D70, 2D KA
VM BIRICEEEND Ry MITTPKT ~v #—2b 5 & THlsnE1,

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

showh245 W

IOy RFRA Y MHTRI = — hILDH AT 1 7 1% Logical Channel Number (LCN) 73 258,
HNHEERTPIP 7 KL A /AR — K X7 8 172.30.254.203/49608, RTCPIP 7 KL A / iIR— F 3
172.30.254.203/49609 T3 (2—H/L RTPIP 7 KL & / FA— F ~27 1% 10.130.56.3/49608, RTCP A5—
ki 49609)

fEEAS 259 DRI LCN 1AM RTPIP 7 R LA / AR— K~ 7 23 172.30.254.203/49606, RTCP IP 7 R L
A ) AR— bk T 172.30.254.203/49607 T (m—H L RTP IP 7 KL A [ R— K X7 (%
10.130.56.3/49606, RTCP &~ — kX 49607),

BEa<T VR avvFk SHBA
debug h323 H323 DT Ny THEREREA X —T M LET,
inspect h323 H323 7 7V r—a vtz A x—7 M LET,
show h245 BB ZEHT 5T RARA > MZ X > T FWSM (ZHEN. XFu7- H.245
Ty va v OFRERRILET,
show h323-ras FWSM IZFESE ENT7- H323RAS By v a v SR AF R LET,
timeout H225 BEX O H323 ICE#H LT A KV A AT U hEHRELET,

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
| oL-8124-01-J



$£26E show debug ~ show ipv6 traffic AT F |

W show h323-ras

show h323-ras

F—hF—s%0 H323 = RARA > FEIO FWSM IZHESE 372 H323 RAS B v ¥ a v DI E #
RT A2, Kb EXEC & — R C show h323-ras =~ > F&H L £,

show h323-ras

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 Zoawy R, T4V FOBEEIZMEIZH Y EE A,
avTY R E—F WDOEIZ, a~ REANTELE—RERLET,
T774F724+—IL E—F %2 FT4 a2TXXFb
kS vzRR TILF

avy K E—F W—FTvE |ZLYF UL |aAVTFXRE (VAT A

%“T‘% EXEC . ° ° . .
avy FERE Jj1)—=x EHE

1.1(1) Zoawry FREMSNE LT,

FEREDHA FS54 Y  showh323-ras =~ RiZ, ~#— hF—s3—& H323 =2 RRA » E0O FWSM IZHEE S U7z H.323
RAS v a v OEHREFRRLET HI323RAS A VAT g v TP CETLMED N T 7
N a—T 4 T EITHIEAIL. T Da~ KL debug h323 ras event 35 X O show local-host =2~
v REHAEEDETHEALET,

show h323-ras =~ RIZ H323 A VAT a2 DU EDO N T TNy a—T 4 o TITH&ST
OEE WA FoR LET, IOV T, inspect protocol h323 {h225 | ras} =~ RD_—T %
ZIRLTLE &N,

#i WIZ. show h323-ras =~ > RO Sl 2R LET,

hostname# show h323-ras
Total: 1
| Gk | caller
| 172.30.254.214 10.130.56.14

ZOHINE., F— FF—r3—172.30254214 £ FD T T A4 T > b 10.130.56.14 ORNZT 7T 4 T 73
LYARL—va B OFETHZEERLET,

BEa<T KR avwvk B
debug h323 H323 DT Ny JIF#REREA X—T ML ET,
inspect h323 H323 77V r—>a v s A x—7 M LET,
show h245 KRB ZHEHT 2 R A > M2 X > T FWSM ICHENL S 7z H.245
tyva rOFRERRLET,
show h323-ras FWSM (ZHESL SN H323RAS B v v a v AT R LET,
timeout H225 BEONH32 IR #H L7274 RV XA AT U REHRELET,

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

show history W

show history

LR YY) ADERHA

FTIAILE

AUk E—F

ANFEHD A~y ReEFRRT HI2IE, —% EXEC £ — K C show history =~ > R&fHEH L E 7,

show history

Zoawry NTE, SIEELIEF—TU—REH Y A,

Zoa<wy R, 7740 FOBMEEZIEEIZH Y AL

WORIZ, a~v FeATELE—RarRLET,

avy FEE

EREDHS F31Y

]

F7479+— I E—F £F2UT4a0TFX}b
S YRR AT
avU K E—F L—TvF |[FLYE (DY TL aVTFRM VRTL
2 — EXEC . . . . .
=2 =
BEAT Ioa<wy NgBiffa~r R T7,

show history =~ > FZfifl+ 5L, ANFEALDOa~ FE2RRTEET, T~ FEMEHIIH~
HITiE, EFOREIZEH L ET, ERIOATATEFRT 2123 2p 2, IROTEZFFT HITIE *n
AT LET,

&Iz, =—Y% EXEC E— FOBFAHIZ, ANBEHDa~<y REFRTH62RLET,

hostname> show history
show history
help
show history

WRIZ, FiHE EXEC B — ROLEIZ, ANFEHLDa~y ReERRTBHHERLET,

hostname# show history
show history
help
show history
enable
show history

WIT, Za—rL a7 4 Xab—a Ly F— ROBREIC, ANMFLOa~y ReEFRT L%
RLET,

hostname (config) # show history
show history
help
show history
enable
show history
config t
show history

| oL-8124-01-J
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F26E

show debug ~ show ipv6 traffic A< F |

W showidb

BEaTR

show idb

avwv Rk EizL)

help BELFa~vy RO~ TE#RERTLET,

YR YY) ADEBHA

AV E—T x4 ARIRTT 0 v 7 DRT—F AEREFRRT B2, Fi#E EXEC E— K T show idb
a<v R LET,

show idb

Zoa=wy FE, I ERIEF—TU—FREH £H¥A,

T4 Zoawry R, T4 FOBEELINMEIZSH D A,
AT KR E—F WDORIZ, a~v L REANTERE—FRE2RLET,
T7A4F794+—IL E—F |[#FaYF4 aVFFRE
FSoRAR AT
avv kK E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A
o — EXEC . . . — .
avyY RBE yy—= EHE

EREDAA K34

3.1(1) Zoavy FRBMEnE L,

IDB iZA v X —T =2 A A VY —=REFRTHNEHT —Z#HEE TS, HADOHTPFIZHOWTIL, 1§ 25
LT 7EEn,

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

showidb W

1 Iz, showidb =2~ > RO AHIZRLET,
hostname# show idb

Maximum number of Software IDBs 16464. In use 14.

HWIDBs SWIDBs
Active 3 13
Inactive 1 1
Total IDBs 4 14
Size each (bytes) 156 260
Total bytes 624 3640

HWIDB# 1 0x2e63b40 EOBC

HWIDB# 2 0x2e4fd00 Vlan

HWIDB# 3 0x2e5f670 Vlan

SWIDB# 1 0x02e4fdc8 Oxffffffff Vvlian UP UP

SWIDB# 2 0x04b97970 Oxffffffff Vlan20 UP UP

SWIDB# 3 0x04b98c58 Oxffffffff Vlan22 UP UP

SWIDB# 4 0x04b98e48 Oxffffffff Vvlian34 UP UP

SWIDB# 5 0x04b99038 Oxffffffff Vlan35 UP UP

SWIDB# 6 0x04b99228 Oxffffffff Vlan3é UP UP

SWIDB# 7 0x04b99418 Oxffffffff Vlan37 UP UP

SWIDB# 8 0x04b99608 Oxffffffff Vlan3s8 UP UP

SWIDB# 9 0x04b997f8 Oxffffffff Vlanl24 UP UP

SWIDB# 10 0x04b999f8 Oxffffffff Vlanl3e UP UP

SWIDB# 11 0x04b99bf8 Oxffffffff Vlanl37 UP UP

SWIDB# 12 0x02e5f738 Oxffffffff Vlan UP UP

SWIDB# 13 0x02e63c08 0x00000103 EOBC UP UP

74—V FBILUHAIETRO B0 TT,

J4—IJILF Bl

HWIDBs 9T HWIDB O#fiatE#M a2 R R~ LEd, HWIDB (I AT LADN— K7 =7
A—FZ LB S LE T,

SWIDBs 3T D SWIDB OFEEHEREZ R R LET,SWIDB (XL AT DA X —T = A
AZE . BELOI TR A MBI Y TCONIEA v —T oA AT B ER
i—aﬂo
ZOMDONEY 7 b =7 TP a2a— Lo TIDB BMERENSZ L bH 0 E
‘é—o

HWIDB# N= R 2T A B =T oA AT N EBELET, FITICIDBDOY—4F7
ATE, TRLVA, BIOA v H—T oA ALENRFREINET,

SWIDB# VIR T 2T A B —=Tx2f AT M) ERELET, FITICIDB DY —7
ATE., T RUA, ®ET 5 vPifid, BEOAS V¥ —T = A AL NFREINET,

PEER IDB# IUTHRARNMIEVETONDEA LV F—T oA AEHBELET, £ITIZIDB O
= U AFE, T RVA, HIET 5 vPifid, 2T X2 R ID, BLOS H—
T2 A AL PRRINET,

EEa<TUR avwyvk EL:
interface A B =T 2 A ALREL,. AV H—T 2 A A AT 4 Fal—g
ET— REHHBLET,
show interface AVHE—=T 2 A ADT U HA L AT —ZABLOREHEREF R LET,
Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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F26E

show debug ~ show ipv6 traffic A< F |

M show igmp groups

show igmp groups

FWSM [CE#HHE S 4L, IGMP 2l L THFE SN L v —N—2 B ~v LT X v A b J—T %R
R AITIX, FikE EXEC “E— KT show igmp groups =~ > R&EEH L E9,

show igmp groups [[reserved | group] [if name] [detail]] | summary)

DB VY ADEBH

detail (R FECOFMRHHEZRTLET,

group (EE) IGMP ZJ v—7 D7 KL A, ZOF T v a gt k> T, fBEL
T N—TDHRDBERRINET,

if_name ER) BELEA v 2 —T 24 AD T N—TERER T LET,

reserved (ER) TRELRINV—TDERERRLET,

summary EE) Z—"IAY <Y —fEREzR=-LET,

T4 Zoawry R, T4 FOBEELINMEIZSH D A,
avTY R E—F WDOEIZ, a~> REANTELE—RERLET,
T774F724+—IL E—F %2 T4 a2TXRXFb
kS YRR TILF

avy K E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A

HrHE EXEC . — . — —
avy FERE Jjy—= EHE

3.1(1) Zoawry RRBENSNE LT,

FEREDHS FS1Y

FT T a OB LN —T— K& T X TEHIE L7-54 . show igmp groups =~ > R E K
ENTEZTRTCOVNANT XY AN IN—T%, JNV—T TRLVA ¥ —TxAAXALT Bk
WA B—T oA ABSTHERLET,

£l WIZ, show igmp groups =~ > ROH &R LET,
hostname# show igmp groups
IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6
BAEaITUF =1 N B

A B =T 2 ZADVLFF ¥ A MERAFERLET,

show igmp interface

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

show igmp traffic Wl

show igmp traffic

IGMP 7 7 1 v 7 #EtiE A &7 2121%. FibE EXEC & — R T show igmp traffic =~ > R & {f
% L/i‘a_o

show igmp traffic

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

TI24IE Zoawy RiE, T4 NOBEZIIEIZH Y A,
= ROKIZ, a~v FEANTELE—RERLET,
I7A4F7 24— E—F |[£XaUT4 aVTFX}
FS YRR T
AT kK E—F LV—F9F 7LV UL AVTFERbE VAT LA
FiHE EXEC . — . _ _
avy FEE ))y—= TE
3.1(1) Zoawry FREMSNE LT,
£l WIZ, show igmp traffic =~ > KOHFFIEZRLET,
hostname# show igmp traffic
IGMP Traffic Counters
Elapsed time since counters cleared: 00:02:30
Received Sent
Valid IGMP Packets 3 6
Queries 6
Reports 1 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0
BAEaIUF avwyvFk H7L)]
clear igmp counters TRCOIGMP #atERAI v 2% 27 V7 LET,
clear igmp traffic IGMP bF 7 4w o X VT LET,

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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$£26E show debug ~ show ipv6 traffic AT F |

M show interface

show interface

VLAN ({48 LAN) REICET AR AFoR7T 5I121%, FiME EXEC & — K T show interface =<
FadH L £,

show interface [interface_name] [detail | stats | {ip [brief]} ]

DB VY ADEBH

T4

avURE—F

interface_name

(f£&) nameif =~ RTRESINIZA LV HX—T =2 A AL EHBILE,

detail (EE) A8 —T = AREDFME TR LET,

stats (ER) A2 =7 oA ADHHERZFRLET,

ip (EE) A F—T7 = ADIPREICHTHERERTLET,
brief (EE) A F =7 = ZAD P REICHT LS HHRE LR LET,

FFLa v EBELRVESIE. TXTOAL 8 —7 oA ZAOEARHEHERNFRENE T,

ROKIZ, a~vr Fe ANTELE—FanRLET,

I27A4F794+—) E—F %274 a>TxXFb
Faij& 7)1’9‘-
avU kK E—F W—TyEF |[FLVF UL AVTEXRE | VRTLA
q‘%‘f% EXEC ° . . ° .
avy FEE Jj1yy—=x EE

1.1(1) Zoa=wry FRERSNE LT,

3.1(1) Zoa=wrRE Bl v Z—T7 oA AFSHREEBML, WfEICT S
72D stats ¥—U— K, BX WNdetail ¥— 7V — FEZBMNTDHLIICERS
NEL:,

EREDAA K34

Toawy REFERATLIE, AV X —T 2 A ADAT—X AR FRTXET, ID (VLAN F 7212
oI ELTC), ERIEAVEF —T oA ADLHIZIEE T £,

HAIWNDOBEIEE I v b ORHERIZ, A v —T7 =2 ZZERBLEZICL20b LT, 56in
FWSM TRWATy hO L a— REZ/RLET, ZhbHDORTy MIE, AA v FIZL-TT7 T v
TAVITEINTE T T4 v, SAFXYARBIR®Te—FxxAF T 7497 (FWSM 2
INHEY =T CRESNTWRNVWEGES) | BIOZEMERAEICKRLZ N7y b (P &
ELAV2ER—H LRy hRTF = v IV ARARIERNry e ) BREENET, b
TUATE, EXR 2T 4 RY =l ko TEEESNEAAY Y MIRBENEE A,
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| 8526F show debug ~ show ipv6 traffic A< > K

show interface WM

Bl &Iz, show interface =~ RO /1%~ LE9,

hostname# show interface
Interface Vlan20 "outsidedmz", is down, line protocol is down
MAC address 000f£.90d7.1a00, MTU 1500
IP address 10.0.0.1, subnet mask 255.0.0.0
Traffic Statistics for "outsidedmz":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
Interface Vlan55 "inside", is up, line protocol is up
MAC address 000£.90d7.1a00, MTU 1500
IP address 192.168.62.20, subnet mask 255.255.255.0
Traffic Statistics for "inside":
14582034 packets input, 2171077656 bytes
406297 packets output, 243028833 bytes
14812043 packets dropped
Interface Vlan56 "outside", is up, line protocol is up
MAC address 000f£.90d7.1a00, MTU 1500
IP address 10.1.1.1, subnet mask 255.0.0.0
Traffic Statistics for "outside":
0 packets input, 0 bytes
33 packets output, 2244 bytes
569730 packets dropped
Interface Vlan80 "", is up, line protocol is up
Available but not configured via nameif

&IZ. show interface =~ > RO 7 1 —/L ROMBAAZRLE T,

Ta4—ILKR il

Interface ID A B =T x4 AID, 2T FAMANTIE, allocate-interface =~ > N|Z
visible ¥ — 7 — REZRELTZHBERE, v v B 74 (BRIBERES T
WHEGE) BERRINET,

“interface_name” nameif =~ R CRESINTZA L H—T = A A, VAT LNTIILET%E
RETERNED, VAT DFE[TFAR—ZDOHEE, 207 4 —V 75
7 CY, AAiERE LR o725 . Hardware {TD & & IZIRD A v E—
DRRINET,

Available but not configured via nameif

is state THIRREIIR O LBV TT,

s Wp—AVH =Tz AT ¥y N T LTVERA,

¢ administratively down — shutdown =~ > RIZ X > TA ¥ —7 = A A%
VX R T LTVET,

Line protocol is state |[BJFE AT — & 2|3, RO LBV T,

e wp—1EETF—TNNREY NT—0 4 U F—T o4 AHEFEINTVE

‘a‘o
e down— 7 —TNANELL W, FHEFA X —T oA X ax 7 H|T
WEINTWVEREA,
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$£26E show debug ~ show ipv6 traffic AT F |

M show interface

J4—ILFK

Bl

message area

GEICEoTHEHA Y E—URERREINDIZERH Y T, ROHBIZHR LT
<TEEW,

o VAT LAFEITAR=ADPE IROA =V NEREINDEZERHY
\i—aﬂo

Available for allocation to a context

o AHTZBRELRWERIE, ROA vy e—URRRENET,

Available but not configured via nameif

MAC address AL E =T 2 A ADMAC (AT 47 727 vAHIE) 7 FLA

MTU BUEDA v 5 —7 = A ATHASN TN D37 v kDR A R (34 FH
) A V=T 2 A ABEHRELRWEGE, 207 4 —/L RIZIE [MTU not
set] EFREINET,

IP address ip address =1~ > N &l L TRGE 4172, E7213 DHCP #— S b (R &

NEA LV EZ—T A ADIPT LA, YAFLANTIZIP T RLAZRET
ERNTED, VAT AFITAR—ADEA, ZDT 4 —)L FIZIZ [IP address
unassigned] & KRS NFET,

Subnet mask

IP7 RLADY TRy b A7

Traffic Statistics:

ZAE. HME. ERITMELE Ty MK

Packets input

ZAE LTz Mg LN R

Packets output

BE LTy M E A MK

Packets dropped

EFEL T2y MK
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| 8526F show debug ~ show ipv6 traffic A< > K

show interface WM

&IZ. show interface detail =~ > RO ifHlZR L £,

hostname# show interface detail
Interface Vlan20 "outsidedmz", is down, line protocol is down
MAC address 000£.90d7.1a00, MTU 1500
IP address 10.0.0.1, subnet mask 255.0.0.0
Traffic Statistics for "outsidedmz":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
Control Point Interface States:
Interface number is 1
Interface config status is active
Interface state is not active
Control Point Vl1an20 States:
Interface vlan config status is not active
Interface vlan state is UP
Interface Vlan55 "inside", is up, line protocol is up
MAC address 000£f£.90d7.1a00, MTU 1500
IP address 172.23.62.20, subnet mask 255.255.255.0
Traffic Statistics for "inside":
14582811 packets input, 2171191886 bytes
406469 packets output, 243041933 bytes
14812823 packets dropped
Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active
Control Point Vlan55 States:
Interface vlan config status is active
Interface vlan state is UP
Interface Vlan56 "outside", is up, line protocol is up
MAC address 000£.90d7.1a00, MTU 1500
IP address 1.1.1.1, subnet mask 255.0.0.0
Traffic Statistics for "outside":
0 packets input, 0 bytes
33 packets output, 2244 bytes
570042 packets dropped
Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Control Point Vlan56 States:
Interface vlan config status is active
Interface vlan state is UP
Asymmetrical Routing Statistics:
Received 0 packets
Transmitted 163 packets
Dropped 0 packets
Interface Vlan80 "", is up, line protocol is up
Available but not configured via nameif

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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$£26E show debug ~ show ipv6 traffic AT F |

M show interface

Iz, show interface detail =~ RO 7 4 —/)L KOF@BHAEZRLET,

Za—ILF

EL:

Control Point Interface States:

Interface number

BHEDA B =T = A APERSNTNEEF w73y X T HO%E
7 (0 S BEAR)

Interface config status

EHARBIZKRD LBV TT,

e active— A U H—T AR EIT vy LT UL TNERA,

e notactive — shutdown =~ > RIZ K> TA X —7 = A A%
¥y hFEUULTWET,

Interface state

A H—T A AOEBEORE, BF. Z ORAEIZ LFEO config status
E—HLET, N TRATEY T A BRREIN TV DA, FWSM
WEMBEIE U TA v =T 2 A AT v T ERITIZ T AT D720
R—HFHMBELDZ ENnBHY 7,

Control Point vian States:

Interface vlan config
status

BEHIREEIIRD LB Y T,
e active— A XA —T A ATy P T LTWVERA,

e notactive — shutdown =~ > RIZ K> TA X —7 = A AL
Yy vy hE T LTVET,

Interface vlan state

AVHE—T A ADORBEOIRRE, BE. Z DIREEIT EFLO config status
EBLET, " TATEV T A BRESNL TV LHE, FWSM
HMBEIZE L TA LV E =T oA RET v S ERRFFT T AT B0
R=BBRELLZERHVET,

Asymmetrical Routing Statistics:

Received X1 packets

DA UHE—T A ATRIF LT ASR N v MK

Transmitted X2 packets | Z D1 > &% —7 = A TEE L7Z ASR X7 v MK
Dropped X3 packets DA UHE—T oA ATHEFE LI ASR X7y M, A v F—T x4 A
MET L LTNDERIINTry MEREL LS & T5 &, Ty IR
BEEINDZ R 7,
[CEEEAS avvk BL]

allocate-interface

X2V T4 aVTFAMIAVE—T =24 ABLOY T A
H—T oA A&END YL TET,

clear interface

show interface =~ > ROBI T 2% 7 V7 LET,

interface AV EB—=T 2 AEREL,. AV F—TxzAf A AT 4 ¥zl —
vary E—RFERBLET,
nameif Ao B —T 2 A AL EHRELET,

show interface ip brief

A B =T 2 AIPT RLABIOAT =X A%ZF R LET,
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| 26 &

show debug ~ show ipv6 traffic A< > F

show interface ip brief W

show interface ip brief

AH—=T2AADIPT FVABIRAT =% 2% FRT 5121, ¥ EXEC ©— K T show
interface ip brief =~ > FZHH L £7,

show interface [interface interface name] ip brief

DB VY ADEBH

TI24IEb

avURE—F

interface interface name (£E) nameif 2~ R CHREINTA vV Z—T oA AL Z3HA L
\i—g—‘o

EB)A v —T =2 A ADPEEIZHET IS EREERLET,

ip brief

AVH—T A AERE LRV, TXTOAL ¥ —T = ARERINET,

ROFIZ, a~r FeANTELE—FanRLET,

7747 94—I) E—F %2574 aT7FXF
S YRR AT
avv Rk E—F L—F9EF [FLYF SO aAVvTEXARABM (VAT LA
flg‘]:*% EXEC . _ ° . —
avy FBEE Jj1)y—= ETE
3.1(1) Zoawr RRBMESNE L,

EREDHS F31Y

~)VF arTFH XL F— KTiL, allocate-interface =~ R CTA L X —T7 A AID &~y BT
LIZBBIL, a v TXF A M THRETELDIX, vy BV TR EIFA V E—T 2 ZADHTT,

£l WIZ. show ip brief =~ > RO &R L ET,
hostname# show interface ip brief
Interface IP-Address OK? Method Status Protocol
Vlanl0 209.165.200.226 YES CONFIG up up
Vlan40 unassigned YES unset administratively down down
Vlan4l 10.1.1.50 YES manual administratively down down
Vlan42 192.168.2.6 YES DHCP administratively down down
RIZ, show interface ip brief 2~ KO 7 ¢ —/L FFiAZ R L E T,
T4—ILE e
Interface A B —Tx2AAID, £2IT~</TF 27 F X F— R T allocate-interface =
VU REFEALTA V=T =2 AERELEZEAIL, v~ v B I4
IP-Address A B —Tx2AADIPT KL A
OK? ZOAT NIBEFHASITOWERA, 2 [Yes] RERINET,
Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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$£26E show debug ~ show ipv6 traffic AT F |

M show interface ip brief

Za—ILF

A

Method

AL B—T A ZATDIPT FLAZEFE, EIIKDOLEBY TT,

e unset—IP 7 RLARREESNTWEFA,

e manual — ETI LT 4 Fal—Ta ERELELE,

e CONFIG—AHZ— kT v ar74Fal—varhbu—RKIhElLi,
¢ DHCP — DHCP #— " 6%ZfF LE LT,

Status

FHREBIIKRDO L BY TT,

s up— AU H—T A ATy T LTNERA,
¢ administratively down — shutdown =<2 NIZL->TAF—T A AL
Yry RV LTOVET,

Protocol

B#RAT —Z 2T, RO LBH TT,

s wp—1EES—TNNRRy NTU—0 A F—T o f ATEEINTVET,
o down— 7 —TANRELL RV, FlEA VX —T oA A a3 B THERE
SNTVERA,

BEEaTUR avv ik

AR

allocate-interface

X2V T4 aVTHFAMNA VA =T 2 ABLIOY T A U H—T =
A RAEE Y Y TET,

interface AVE—T 2 A AEREL, AV F—Tx2A AR AT 4 FXal—var
E— RERIBLET,

ip address AE—=T A ZADIP T RVA, ETLINTF U AXRT LV N T7 47
A IVOEEIP T FLAZHRELET,

nameif A HE—T 2 ALEERELET,

show interface

AVB—=T 2 A ADTUHA D AT —ZAB LU FEREFE TR LET,

Catalyst 6500 ¥ 1) —X X{ v

F ICisco 7600 & !)—X JL— 4 Firewall Services Module A<~ F Y27 LR

23

OoL-8124-01-J |



| 26 &

show debug ~ show ipv6 traffic A< > F

show

ip address

show ip address W

A B—=T2AAZADIPT RLVA, XN T VAT LU N B— ROEAIZEHIP 7 L 2 %2%E
R AITIX, FiME EXEC “E— KT show ip address =~ > N&EH L E T,

show ip address [interface interface_name]

OBV RADFHB  interface interface_name (EE) BELIEA v 2 —T oA ZADHHEREFRLET,
FI4ILF AV B —T 2 RAEEELRVESIE, TXTOAL X —Tx2AA ADIPT RLANRFERINET,
avy kK E—F WDOEIZ, a~ REANTELE—RRERLET,
T774F724+—IL E—F %2 T4 a2TXXFb
FS YRR T

avy K E—F IL—FyEF [FLYF UL |aAVTFXRE (VAT A

q‘%‘f% EXEC . ° ° . _
avy FBE Jjy—= EHE

FEREDHS FS1Y

1.1(1) Zoawry FREMSNE LT,

ZDavwry NI N TRA TV T4 &RELLETT7A~V IPT RLA ()N TIL [System]) .
BIOBEDOIP 7 L RAZERLET, EEBRT 7T 4 7RGE. VAT LIP T LA LBUED
IP7 RLAF—HLET, HERAZ AL OGS, BEDOIP T RLAIZIFAZ L T RLA
MERINET,

1 W2, show ip address =1~ > RO HFIZ7R L ET,
hostname# show ip address
System IP Addresses:
Interface Name IP address Subnet mask Method
Vlan20 mgmt 10.7.12.100 255.255.255.0 CONFIG
Vlan22 inside 10.1.1.100 255.255.255.0 CONFIG
Vlan34 outside 209.165.201.2 255.255.255.224 DHCP
Vlan35s dmz 209.165.200.225 255.255.255.224 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
Vlan3é mgmt 10.7.12.100 255.255.255.0 CONFIG
Vlan37 inside 10.1.1.100 255.255.255.0 CONFIG
Vlan38 outside 209.165.201.2 255.255.255.224 DHCP
Vlanl24 dmz 209.165.200.225 255.255.255.224 manual
BAEDOIP T RLVRIE, Jo— VA —NR—=T 7747 EPa—VDYATALAIPT RLALRFRULT
To T4~ TV 2a—WICEERBET DL, BIIEDOIP 7 RLARRAZ R, £V 2—/LD IP
7 RLRIZRY £,
WIZ, show ip address =2~ RO 7 1 — /L N ARLET,
Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR
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$£26E show debug ~ show ipv6 traffic AT F |

M show ip address

J4—ILFK EizL

Interface A —T x4 AID

Name nameif =~ R CREINTA LV F—T =4 A4

IP address AV HE—T A ADIPT KL A

Subnet mask IP7 RLADY TRy b <R

Method A2 =Tz ZATOIPT FLAZEGE EIEZRO LB T,

e unset —IP 7 RLUARREINTWERE A,

e manual — EfTa L7 4 Fal—TarERELELE,

e CONFIG — RE—}F T v 7 ar74Xal—varhbo—REnEL
77

e DHCP —DHCP H— 026325 LFE LT,

BEa<U K avv kR EL

allocate-interface X2V T TR NI E =T 2 A ABIRY T A Z—
TxA A%EIN Y TETS,

interface AVE—T 2 A AEHREL, A VX =Tz A AT 4 Fal—T3
v E— REBBLET,

nameif AH—T 2 A AL ERELET,

show interface AVHE =T 2 A ADT U HA L AT —HABLOHEHEREERLE
T

show interface ip brief AVHE—Tz2AAIPT RLABIUOAT—Z R EFKrLET,

Catalyst 6500 1) —X X4 ¥ F ICisco 7600 & 1) —X JL—# Firewall Services Module %> K U7 L YR
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| 8526F show debug ~ show ipv6 traffic A< > K

show ip verify statistics W

show ip verify statistics

=% ¥ A | Reverse Path Forwarding (RPF) FEREIC K-> THEIFEINT-F v MEARRT HITIE.
¥¥iE EXEC “E— K T show ip verify statistics =~ F&ZfEfH L Ed, =2=%+ A s RPF A *—7
JVIZF BIZIE, ip verify reverse-path =~ > R&fEH L £,

show ip verify statistics [interface interface name]

DB Y ADERB  interface interface_name LE) BE LA v ¥ —7 = A ADOMEHERER T LET,
TZAILE Zoavy R, TRTOA 2 =7 = A ADKFHERE T LET,
= e WOFIZ, av REANTEHE—FamRLET,
T7PA4T7 24— E—F |[£¥aUT4 aVTFX}b
FSURR T
ARV kK E—F L—TyF [FLVH YU AVTHRRN | VARTLA
KM EXEC . — . . -
avy FEE ))—2x EH
LI(1) Zoawry FRBENSNE L,
il Iz, show ip verify statistics =~ > RO 2R L ET,
hostname# show ip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops
EZEaTUF avvk B
clear configure ip verify reverse-path ip verify reverse-path 5% E & HE L 7,
clear ip verify statistics =% ¥ Z | Reverse Path Forwarding (RPF) #tal
HwEHEELET,
ip verify reverse-path IP AT =T 4 T HEIET DIz =F % A I
RPF #pe% A X —7 MIZ L ET,
show running-config ip verify reverse-path ip verify reverse-path O E &= FK R~ LE T,
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F26E

show debug ~ show ipv6 traffic A< F |

M show ipsec sa

show ipsec sa

IPSec SA DU A MEFRTHITIE, /a— VL ar 7 4 Fab— a3y T— RELIFFHE EXEC
£— R Tshowipsecsa 2~ FEFHLET, ZDa~ 2 ROV IZ show erypto ipsec sa FE %
AT TEET,

show ipsec sa [entry | identity | map map-name | peer peer-addr | [detail]

VB YY) ADHHA

detail (TE) FrtRICET M= 7 —FHRE R LET,

entry (f£&) IPSec SA 2 V7 7 RL A& FEYEIC X2 TERLET,

identity (fLE) 1PSec SA % ID % MU~ 2 TR LET (ESP LN, i
IEAEE T,

map map-name

(FEE) HELERE~ v I T 5 IPSec SA #F /R L FE T,
(FEE) BEL-ET IP 7 L AIZKHNT % IPSec SA #FRr L7,

peer peer-addr

FTI24ILEF Zoawr R, T4 FOBEEZIIEIZH Y XA,
avv kK E—F WDOFRIZ, A~ FEANTELE—RERLET,
I74794+—ILE—F X2 FT4 a2VTXRXFb
PS5 YRR T

avv kK E—F IW—FTvy K LY UL |aAVTFERM (VAT LA

JTa—) a7 4 Xal— | . . _ _

va v

%%EXEC ° ° ° J— J—
avy FEE Jj1)—=x TrE

3.1(1) Zoawry RRBENSNE L,
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| 26 &

show debug ~ show ipv6 traffic A< > F

showipsecsa M

Bl W2, Za—)L a7 4 Falb—ray T—RTa~vy REAS L, IPSec SA 2 FRT 5%

A~LET,

hostname (config) # show ipsec sa
interface: outside2
Crypto map tag: def, local addr:
local ident (addr/mask/prot/port) :
remote ident
current peer: 172.20.0.21

dynamic allocated peer ip:

#pkts
#pkts
#pkts
#pkts
#send

encaps: 0, #pkts encrypt: O,
decaps: 1145, #pkts decrypt:
compressed: O,
not compressed: 0,
errors: 0, #recv errors: O
local crypto endpt.: 10.132.0.17,
path mtu 1500,
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC
transform:
in use settings ={RA, Tunnel, }
slot: O,
sa timing:
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68
transform:

(511854332)

conn_id: 3,

(3692412776)

in use settings ={RA, Tunnel, }
slot: 0, conn id: 3,
sa timing:

IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr:
local ident
hostname (config) #

(addr/mask/prot/port) :

Catalyst 6500 1) —X X4 v F ICisco 7600 ¢ !J—X JL—4 Firewall Services Module A< F Y27 L YR

(addr/mask/prot/port) :

remote crypto endpt.:

esp-3des esp-md5-hmac

esp-3des esp-md5-hmac

10.132.0.17

(0.0.0.0/0.0.0.0/0/0)

(172.20.0.21/255.255.255.255/0/0)

10.135.1.5

#pkts digest: 0
1145,
#pkts decompressed: 0

#pkts comp failed: O,

#pkts verify: 1145

#pkts decomp failed: 0

172.20.0.21

ipsec overhead 60, media mtu 1500

crypto-map: def
remaining key lifetime

(sec) : 548

crypto-map: def
remaining key lifetime

(sec): 548

10.132.0.17

(0.0.0.0/0.0.0.0/0/0)
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F26E

show debug ~ show ipv6 traffic A< F |

M show ipsec sa

Wi, Fa—sr)L a7 4 Xal—yay B—RTavsr REANL, BE~y 7 def T Lz

IPSec SA 2 F R T DB %~ LET,

hostname (config) # show ipsec sa map def
cryptomap: def

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port) :
remote ident (addr/mask/prot/port): (10.132.

current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

(0.0.0.0/0.0.0.0/0/0)

0.21/255.255.255.255/0/0)

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672
#pkts decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
l_Catalyst 6500 &1J—X X4 v F [Cisco 7600 1) —X JL—# Firewall Services Module A<~ F Y27 L YR |
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| 8526F show debug ~ show ipv6 traffic A< > K

showipsecsa M

in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263
IV size: 8 bytes
replay detection support: Y
hostname (config) #

WIZ, Za—)Lary7 4 X¥al—vary F—RTavr FEANL, ¥—U— K entry IZHS L
72 IPSec SA R "4 LB 2R L £ ¥,

hostname (config) # show ipsec sa entry
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: O0x1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 429
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 429
IV size: 8 bytes
replay detection support: Y

peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723

#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
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F26E

show debug ~ show ipv6 traffic A< F |

M show ipsec sa

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y

outbound esp sas:

spi: Ox3B6F6A35 (997157429)

transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes

replay detection support: Y
hostname (config) #

WIiZ, Za—v arvy 74 Xalb—ay B—RTavr N2 AL, ¥—Y— K entry detail %

fEH LT IPSec SA #FKRT 2B %~ LET,

hostname (config) # show ipsec sa entry detail
peer address: 10.132.0.21
Crypto map tag: def,

local addr: 172.20.0.17

local ident (addr/mask/prot/port) :
remote ident (addr/mask/prot/port) :
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

encaps: 0, #pkts encrypt: 0, #pkts digest:
decaps: 1148, #pkts decrypt: 1148,
compressed: 0, #pkts decompressed: 0

not compressed: 0, #pkts comp failed: 0,
no sa (send): 0, #pkts invalid sa (rcv): 0
encaps failed (send): 0,
invalid prot (rcv): O,
invalid identity (rcv):
replay rollover (send) :
replay failed (rcv): O
internal err (send): 0, #pkts internal err
local

crypto endpt.: 172.20.0.17,

path mtu 1500, media mtu 1500

current outbound spi:

ipsec overhead 60,
DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68
transform:

322

(3692412776)

esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

slot: 0, conn id: 3, crypto-map: def

sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y

322

#pkts decaps failed
#pkts verify failed:

0, #pkts invalid len
0, #ipkts replay rollover

remote crypto endpt.:

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

0
#pkts verify:

1148

#pkts decomp failed: 0

(rev): O
0

(rev): 0O
(rev): O

(rev): O

10.132.0.21
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| 26 &

show debug ~ show ipv6 traffic A< > F

peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

showipsecsa M

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest:
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: O,
#pkts no sa (send): 0, #pkts invalid sa (rcv): 0O

#pkts encaps failed (send): 0, #pkts decaps failed

#pkts invalid prot (rcv): 0,
#pkts invalid identity (rcv):
#pkts replay rollover (send) :
#pkts replay failed (rcv): O
#pkts internal err (send): O

#pkts verify failed:

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104
IV size: 8 bytes
replay detection support: Y
hostname (config) #

0, #pkts invalid len
0, #pkts replay rollover

, #pkts internal err (rcv):

73831
78989

#pkts decomp failed:

0

0

(rev): O

10.135.1.8
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$£26E show debug ~ show ipv6 traffic AT F |

M show ipsec sa

WIZ, ¥—U— K identity %%/l L T IPSec SA # £ /R 212~ LET,

hostname (config) # show ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed: 0

#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
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| 8526F show debug ~ show ipv6 traffic A< > K

showipsecsa M

WIZ, F—U— R identity 35 J O\ detail % £ L C IPSec SA % FE T HHl% R LET,

hostname (config) # show ipsec sa identity detail

interface: outside2

Crypto map tag: def, local addr:

172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip:

90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147,

#pkts compressed: 0,
#pkts not compressed:

#pkts no sa (send):
#pkts encaps failed
#pkts invalid prot

#pkts invalid identity
#pkts replay rollover

#pkts replay failed
#pkts internal err

local crypto endpt.:

#pkts decrypt: 1147, #pkts verify: 1147

#pkts decompressed: 0

#pkts comp failed: 0, #pkts decomp failed: 0
#pkts invalid sa (rcv): O

#pkts decaps failed (rcv): 0O

#pkts verify failed: 0

0, #pkts invalid len (rcv): 0O
0, #pkts replay rollover (rcv): O

#pkts internal err (rcv): O

172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi:

Crypto map tag: def, local addr:

DC15BF68

172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip:

#pkts encaps: 73771,
#pkts decaps: 78926,
#pkts compressed: 0,
#pkts not compressed:

#pkts no sa (send):
#pkts encaps failed
#pkts invalid prot

#pkts invalid identity
#pkts replay rollover

#pkts replay failed
#pkts internal err

local crypto endpt.:

0.0.0.0

#pkts encrypt: 73771, #pkts digest: 73771

#pkts decrypt: 78926, #pkts verify: 78926

#pkts decompressed: 0

#pkts comp failed: 0, #pkts decomp failed: 0
#pkts invalid sa (rcv): O

#pkts decaps failed (rcv): 0

#pkts verify failed: 0

0, #pkts invalid len (rcv): O
0, #pkts replay rollover (rcv): O

#pkts internal err (rcv): O

172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi:

3B6F6A35

BEa<T R avvk

B

clear configure isakmp

ISAKMP % E% 3T X T{HELET,

clear configure isakmp policy

ISAKMP R Y v —REZTNTHELET,

clear isakmp sa

IKEZ v %A LSAT —H_N—AEHELET,

isakmp enable

IPSec Y7 78 FWSM &9 564 ¥ —7 = A A LT,
ISAKMP %22y —> g A Rx—7 W LET,

show running-config isakmp

T T 4 772 ISAKMP 3 EE T X THRRLET,
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$£26E show debug ~ show ipv6 traffic AT F |

M show ipsec sa summary

show ipsec sa summary

[PSec SA DY~ U —ZFKRT 52T,V u— U a7 4 Fab—3 g T— NE I3 EXEC
“E— RC show ipsec sa summary =~ > RZHH L ET,

show ipsec sa summary

DUBYYADBRE Zoavr NITE, BIBEREIERTIH Y FE A,

T4 Zoa=wr R, T4 FOBEELINMEIZSH D A,

T
H
I
™.

avy WDORIZ, a<v L REANTEERE—FRE2RLET,

I7A4T7 24— E—F |[£XaUT4 a0TFX}
I~ 5 ij /{ 7)1’9‘-
AT FE—F LV—F9F 7LV UL AVTFERbE VAT A
Jua—) a7 4 FXalb— | . . — —
va v
FiHE EXEC . . . _ _
av Y FEE Jy—=x rE
3.1(1) Zoawry FRERSNE LT,
% WIZ, Za— b ar7 4 Xal—vary T—RTavr REANL, ROEERES A 7 I IPSec
SA DY~V —zFRT Ll R LET,
e IPSec
¢ [PSec over UDP
e [PSec over NAT-T
¢ [PSec over TCP
e IPSec VPN — RNT R
hostname (config)# show ipsec sa summary
Current IPSec SA's: Peak IPSec SA's:
IPSec : 2 Peak Concurrent SA : 14
IPSec over UDP 2 Peak Concurrent L2L : 0
IPSec over NAT-T : 4 Peak Concurrent RA : 14
IPSec over TCP 6
IPSec VPN LB 0
Total : 14
hostname (config) #
EEa<TU KR avok L]
clear ipsec sa IPSec SA EZHIFRT 57, ETIIFED/NT A — X IZESNTHIBR L E
j‘o
show ipsec sa IPSec SA DY A b &FRLE T,
show ipsec stats IPSec fEFHERD U A M & FR L ET,
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| 26 &

show debug ~ show ipv6 traffic A< > F

show ipsec stats

IPSec DMEFHERD U A b & FRTHIZIE, Z/a— b a7 4 Fab—vay T— REITFHE
EXEC “E— KT show ipsec stats =~ > R&fEH L E7,

show ipsec stats

show ipsec stats W

SURYHADHBA oo~ RiZiE, F—U—RFELRERERIHY A,
T4 Zoawy R, T4V FOBEEIZMEIZH Y EE A,
avY kK E—F WDOEIZ, a~ REANTELE—RERLET,
T774F724+—IL E—F %2 T4 a2TXXFb
FS YRR T
avy K E—F IL—FyEF [FLYF UL |aAVTFXRE (VAT A
Jua—s) a7 4 Falb— | . . — —
va v
%%$§ EXEC . ° ° _ _
avy FBEE Jyy—= ErHE
3.1(1) Zoawry FRERSNE LT,
il WRIZ, Za—r b ary 74 F¥alb—var £—RTavy FEAJ L, IPSec OEFHEHA FRT

LPlERLET,

hostname (config) # show ipsec stats

IPsec Global Statistics

Active tunnels: 2
Previous tunnels: 9

Inbound
Bytes: 4933013
Decompressed bytes: 4933013
Packets: 80348
Dropped packets: 0
Replay failures: 0
Authentications: 80348
Authentication failures: 0
Decryptions: 80348
Decryption failures: 0
Outbound
Bytes: 4441740
Uncompressed bytes: 4441740
Packets: 74029
Dropped packets: 0
Authentications: 74029
Authentication failures: 0

Encryptions: 74029

Encryption failures: 0
Protocol failures: 0
Missing SA failures: 0
System capacity failures: 0
hostname (config) #
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$£26E show debug ~ show ipv6 traffic AT F |

M show ipv6 access-list

EEa<UF avv kR A
clear ipsec sa FBELIEANT A—=ZZHSNTIPSecSA £/-13 v v 252707
LET,
crypto ipsec transform-set NV AT 3 —hEy hEERLET,
show ipsec sa FBELIE NI A—ZZHASNTIPSec SA #F R LFET,
show ipsec sa summary IPSec SA DY~V —%2RRLET,

show ipv6 access-list

IPv6 77 & A U R N &FERT HITIE, KiME EXEC &— R T show ipv6 access-list =~ > R&ffiH L
F9, IPv6 7 78R VANMIE-T, FWSM ZBIBTE B IPV6 b T 7 4 v 7 BNIRED 97,

show ipv6 access-list [id [source-ipv6-prefix/prefix-length | any | host source-ipv6-address]|

YUBYYADBH  any (TR IPv6 7 L7 ¢ 7 A 1:/0 DR
host source-ipv6-address (EE) BEDHRARDIPV6 T KL A, ZOA T arafEEL
FBAIE, HBELERA DT 7B A L—LOANERENE
KR
id UEE) 772 U A NOAHL, ZOF TV a 2 ELTESGA.

BELET 78R VA NODHREBERINET,

source-ipv6-prefix /prefix-length ~ ({£5&) IPv6 X~ T —7 DT KL ABIRXI VT4 7 A, ZD
FT v arERELIEEEIE lBELLIPV6 2y U =2 DT
JRAN—NDIRNERSINET,

T4 FTRTOIPV6 T 7 A UARNEERLET,
avy kK E—F WDOEIZ, a~ REANTELE—FRERLET,
T774F72+—IL E—F %2 FT4 a2TXXFb
Faij& 7)1’9‘-

avy K E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A

%%EXEC . _ ° . _
avy FERE Jj1)—=x EHE

3.1(1) Zoawry FRERSNE LT,

FEHEDHA FS54Y  show ipv6 access-list =~ > KOH L, EHA IPv6 [EA TH D 2 %R\ T, show ip access-list =~
Y FOHGEMTWET,
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| 8526F show debug ~ show ipv6 traffic A< > K

show ipv6 access-list Il

£l RIZ, show ipv6 access-list =~ > RO 36147~ LE 3, 423 inbound, teptraffic, 33 & UY outbound
THDHIPV6 77 EA YA MBRERINET,
hostname# show ipvé access-list
IPv6 access list inbound
permit tcp any any eq bgp reflect tcptraffic (8 matches) sequence 10
permit tcp any any eq telnet reflect tcptraffic (15 matches) sequence 20
permit udp any any reflect udptraffic sequence 30
IPv6 access list tcptraffic (reflexive) (per-user)
permit tcp host 2001:0DB8:1::1 eq bgp host 2001:0DB8:1::2 eq 11000 timeout 300
(time
left 243) sequence 1
permit tcp host 2001:0DB8:1::1 eq telnet host 2001:0DB8:1::2 eq 11001 timeout 300
(time left 296) sequence 2
IPv6 access list outbound
evaluate udptraffic
evaluate tcptraffic
EEaTUF avuk ;]
ipv6 access-list IPv6 77 A UANEERLET,
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$£26E show debug ~ show ipv6 traffic AT F |

l show ipv6 interface

show ipv6 interface

IPv6 WERE INTA V H—T = f ADAT—HF A% FomT 5121E, F#HE EXEC £— KT show ipvé
interface =~ R&MH L E T,

show ipv6 interface [brief] [if name [prefix]]

DAY Y RADIEMBA  brief IPv6 AT — X ADWEB LKA v H—T 2 ADREEZFRLET,
if_name (f£7&) nameif =~ > R THRESNIWNEE RIS A v 2 —T7 = A A4, +5
EENTZA LV E—T 24 ADAT —Z ABLINREDHVERENET,
prefix EE) a—HINVIPV6 LT 4 T A T—AMBERINTET VT 47 A,
T4 FTRTOIPVE A v X —T oA ANRETRINET,
avy kR E—F WDOEIZ, a~ REANTELE—RERLET,
T774F724+—IL E—F %2 T4 a2TXRXFb
FSURR T
avy K E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A
¢§$§]5XECI ° _ ° ° J—
avy FBE Jjy—= EHE
3.1(1) Zoawry RRBENSNE L,

FEREDAS FS1Y

]

show ipv6 interface =~ > RO /i, [HHH IPve HH ThH 5 % BRV T, show interface =~

ROHITERTWET, A v F—T 2 2 N— KRy =T BEHAARERGS, A4 —7 A A
[upl E~—27 ENFET, AV F—T = A ATHHFMBEDAREREGA. 742 78 ha/uiZiX [up]
Lv—r7 ENET,

A B =T 2 AL ERELRVEAIT, TXTDOIPVE A v X —T = A ADFEMRNFERENET,
AV B =T 2 A ALERRETDHE, FELIEA VX —T =4 AZETHBERVETRENET,

KIZ, show ipv6 interface =~ > FOH 1|z R LET,

hostname# show ipvé interface outside
interface Vlanl0Ol “outside” is up, line protocol is up
IPv6 is enabled, link-local address is 2001:0DB8::/29 [TENTATIVE]
Global unicast address(es):
2000::2, subnet is 2000::/64
Joined group address(es) :
FF02::1
FF02::1:FF11:6770
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
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| 8526F show debug ~ show ipv6 traffic A< > K

show ipv6 interface W

IZ. show ipv6 interface =~ > F|Z brief ¥ — VU — R&IRE LA 0E 2R LET,

hostname# show ipvé interface brief
outside [up/up]
unassigned
inside [up/up]
fe80::20d:29ff:feld:69f0
fec0::a:0:0:a0a:a70
vlanl0l [up/up]
fe80::20d:29ff:feld:69f0
fec0::65:0:0:a0a:6570
dmz-ca [up/up]
unassigned

WIZ, show ipv6 interface =~ > RO NI ZRLET, T RLANLT VT 4 7 AEAERLTA
P =T A ADRERFETRSNET,

hostname# show ipvé interface inside prefix

IPv6 Prefix Advertisements inside

Codes: A - Address, P - Prefix-Advertisement, O - Pool
U - Per-user prefix, D - Default N - Not advertised, C - Calendar

AD fec0:0:0:a::/64 [LA] Valid lifetime 2592000, preferred lifetime 604800
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F26E

show debug ~ show ipv6 traffic A< F |

B show ipv6 neighbor

show ipv6 neighbor

IPv6 KA ASERHF ¥ v v 2 W E R T HI21E, FHE EXEC & — KT show ipv6 neighbor =~ > K
ERHEHALET,

show ipv6 neighbor [if name | address]

DAY ADEMBE  address (EE) FEELIZIPV6 7 RL ADRA N ¥ v ¥ 2 RO NERE
nEJ,
if_name (f£&) nameif =~ R CREINT, IBEA LV H—T =2 AL DX ¥ v

ValFROBNEIRSNET,

T4

Zoa<wy R, T 740 bOBEEZIMMEITZH Y T A,

avURE—F

RDOEIZ,

2wy FEANTESE— FERLET,

F7AF72+x—IL E—F

XT3 TFXFb

I~ 5 ij /{ 7)1’9‘-
avv K E—F =59y F 7FLYF UL |aAVTFHFRE (VAT LA
q‘g‘f% EXEC . _ ° . _
avy FERE Jy—=x p]
3.1(1) Zoa=wry FRERSNE LT,

FRALEDHA FS4 2  showipvé neighbor 2~ R TERRINDHERIZ. KO LBV TT,

e IPv6 Address — X1 NE-FA L H—T A ADIPV6 7 KL A,

o Age— 7 FLANZEARICHRTE SN THDLORM (GFHAD), N7 () ZRAZT 4 v
T MU ERLET,

¢ Link-layer Addr —MAC (A7 47 727 v AH#) 7 KL A, 7 RUARRHLRGEEZ, A
7 () BERINET,

b State_z“%/i\%?“/yli‘/]\UO)l{j(ﬁéo

N

GX)  BREFBEMEORILIZ. IPve XA A FllF vy v a2 NORAZT v 7 = MY IZITEA E N
FHA, LEDB-T, ¥4 F7Iv7 Frvia NI ERFT 4T Ty vy o =V
kU Tk, INCMP (Incomplete) 3TN REACH (Reachable) IRFEDFERN 2D 9,

WIZ, IPV6 XA S F Y vV 2aNOF A F I v 7 = N O RREEZ R LET,

— INCMP — (Incomplete) =2 h VIZT KU AR ZFEITHTT, A NEEFTRA vE—
UNE =y FOREER ) — R <AL TXHry AN T RLRZEEEINE LEB RETD
FANRT RNRNBEARX A=V RNEEZEINTWVEREA,

REACH — (Reachable) HiT® ReachableTime X U RHIZ, KA S~DERE/ AN EFIZ
HEREL TVt WIHRY T 4 THER%Z%/E LE L7z, REACH IRTEEDLA. T /34 A |38
Ty bEEETDEXIFERRT 7 a v EFITLER A,
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| 8526F show debug ~ show ipv6 traffic A< > K

U

show ipv6 neighbor W

STALE — #E6 /S AN IEFIZHEEEL T2 WO RV T 4 THERERZICZELTOHLO
PR AS, ReachableTime X U A2 F L7z, STALE REEDLGA. T35 ATy
N ETHETT 7 a v a2F T LERA,

DELAY — $Rs /S AN IEFITHERE L TV 8 W RYT ¢ TR A R BICZIEL THHD
%1 BE 8 A3, ReachableTime SUBEBEBEBZE L, Xy MEIEEOD
DELAY_FIRST PROBE_TIME ®WIZE(E Sk L7z, DELAY RENBHBL THH
DELAY_FIRST _PROBE_TIME ¥ I EE r[REMEDHER DS 515 Lo T, 1A N0k
FELR A v — VN E Sh, IR PROBE ([Z£D Y £,

PROBE — ZEAIREMEDMERNERE T 5 E T, A NEFEHRK A v & —T % RetransTimer
RUBIEICHEET DI LICL o T, BEMREOEREZT 77 4 ZICER L ET,
222? — REIZRIREE,

I, IPv6 XA NBHF Y v aNOAXT v 7 =2 N OFRREERLET,

INCMP — (Incomplete) Z DT> b DAL H—T A ANT T LTWNET,
REACH — (Reachable) 2O M) DA L H—T = A ANEBL TWOET,

e Interface

T RV ARIZBBERTRES S oo vV X —T = A A,

il WIZ, AV H—7 A A% ANJ]LT2355E O show ipv6 neighbor =2~ > RO I ERLET,
hostname# show ipvé neighbor inside
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141le REACH inside
FE80::203:A0FF:FED6:141E 0 0003.a0d6.141e REACH inside
3001:1::45a - 0002.7d1a.9472 REACH inside
WIZ, IPv6 7 K L 2% AJ) L7284 O show ipv6 neighbor =~ > KO iz R L E7,
hostname# show ipvé neighbor 2000:0:0:4::2
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141e REACH inside
[SEEEIAS avvFk HTLL]
clear ipv6 neighbors IPv6 XA A F ¥ v L2 NDTY MU &, AZT 4 v T2 R &
PRNTET _THIBRL £
ipv6 neighbor IPv6 A AN F ¥ v a2 NDAZT v 7 20 MY ERELET,
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F26E

show debug ~ show ipv6 traffic A< F |

M show ipv6 route

show ipv6 route

DB VY ADEBH

IPv6 NV—T 4 > 7 T—TVDONEEFRT DL, F#HE EXEC & — K T show ipv6 route =~ > K
ERHEHALET,

show ipv6 route

o=y FE, I ERIEF—TU—REH ) £H¥A,

T4 Zoa=wr R, T4 FOBEELINMEIZSH D A,
avTY R E—F WDOEIZ, a~ REANTELE—RERLET,
I274F724+—IL E—F %2 )FT4 a2TXRXFb
kS YRR TILF

avv kK E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A

4:;]:;[:% EXEC ° _ ° . _
avy FEE Jjy—= EHE

3.1(1) Zoawry FREMSNE LT,

FEREDHS FS1Y

show ipv6 route =~ > KD H 1%, fEHD IPv6 [EAH T 5 R A FRVT, show route =2~ RO )
LTV ET,

IPv6 L —F 4 7 T =T VIR RINDIHEHRIL, ROLBY T,
e Codes — L— FOEE LT ha L ZEELET, HEIZROEBY T,
— C— H#htE I
— L—u—7a/,
— S—RAET 4w,
— R —RIP (2L Y HU&,
— B—BGP TV HUE,
— 11 — Integrated IS-IS Level 1 (ISISL1) (2% v B/,
— 12 — Integrated IS-IS Level 2 (ISIS L2) {Z & U HBuf,
— 1A — Integrated IS-IS interarea (ISIS interarea) 2 & ¥ Hifs,
o fe80::/10 — VE—F Xy NT—TDIPv6 F'L 7 4 7 AZHELET,
o [0/0] — 71 v T NDOEYOEFIIERITCOFEERE, 2 FDOKFTEIN— DA M) v 7 T,
e viau— UE—F Xy NT—=27 T HRONV—=FZDT FLAZIEELET,

o inside —IEESNT=X Y NI —Z I T HRDONL—FIZEETE DA L H—T oA ZAEEEL
7,
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| 8526F show debug ~ show ipv6 traffic A< > K

show ipv6 route W

£l IZ, show ipv6 route =~ > FOHAHI &R L ET,
hostname# show ipvé route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
L fe80::/10 [0/0]
via ::, inside
via ::, vlanloOl
L fec0::a:0:0:a0a:a70/128 [0/0]
via ::, inside
C fec0:0:0:a::/64 [0/0]
via ::, inside
L fec0::65:0:0:a0a:6570/128 [0/0]
via ::, vlanloOl
C fec0:0:0:65::/64 [0/0]
via ::, vlanloO1l
L £f£f00::/8 [0/0]
via ::, inside
via ::, vlanlo01l
S ::/0 [0/0]
via fec0::65:0:0:a0a:6575, vlanlOl
(SEEEEA avwvFk HL]
debug ipv6 route IPV6 V=T 47 T—TN T 7 T— I BIOL—F Frvia Ty
TT—=b DT Ry T Ayve—VrRRLET,
ipv6 route IPV6 V—T 4 T T—TNIAZT 47 = N EBINLET,
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$£26E show debug ~ show ipv6 traffic AT F |

Hl show ipv6 routers

show ipv6 routers

U7 EON—BNBEE LIZIPV6 —F T KA A XEWARRT HIIE, FiHE EXEC £— R
C show ipv6 routers =~ > R&fEH L E7,

show ipv6 routers [if name]

DUBR Y RAOBBA  if name (f£E) nameif =< FTEEINT, HRERTT DN E 1T858 A
:/&\'—71/]) x%o

FI4ILF Zoa<wy RE, T 74V FOBWEEZIMMEIXH Y THEA,

avy kK E—F WDOFEIZ, a~<v FEANTELE—FERLET,

2747 94+—IL E—F |[£Xa)F« aVFFXE
FSURR T
avvkE—F L—F9yF FLYFEF DU aVTFERE |VATLA
%%EXEC ° _ ° ° J—
av Yy FEE ))y—= TE
3.1(1) Zoawry RRBENSNE L,

FEREDHS FSM4Y A F—T oA ALERELLRVEAIEL, TXTOIPYE A 4 —T = A ZADERBNEREINET,
A H—T oA AZQERETDE, HELIEA VX —T oA AT HIERDPFRINET,

1 WIZ, £ H—TxA A% ANTIL720> 284 O show ipv6 routers =~ > RO 1% R L F
j‘o

hostname# show ipvé routers

Router FE80::83B3:60A4 on outside, last update 3 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig

Valid lifetime -1, preferred lifetime -1

Router FE80::290:27FF:FE8C:B709 on inside, last update 0 min
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec

BEa<T R avwvk B
ipv6 route IPV6 V=T 4 T T—TNZAZT 4 v 7 = ) EBIMLET,
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| 8526F show debug ~ show ipv6 traffic A< > K

show ipv6 traffic W

show ipv6 traffic

IPV6 b T 7 ¢ v ZIZBET 5#EHE R &2 9 5 I12iE, F#HE EXEC & — R C show ipv6 traffic =~ >
REFERALET,

show ipv6 traffic

DUBYYADFREA Zoavr NTE, BIEERETF-U-RFEHY EFEA,

T4 Zoa=wr R, T4 FOBEELINMEIZSH D A,
avTY R E—F WDOEIZ, a~ REANTELE—RERLET,
T774F72+—IL E—F %2 FT4 a2TXXFb
kS YRR TILF

avY kK E—F IL—FyEF [PLYF UL |aAVTFXRE (VAT A

4:%;;[:% EXEC . _ ° . _
avy FEE Jjy—= EHE

3.1(1) Zoawry FREMSNE LT,

FEREDHSFSA4Y 77497 AU F%E 7 YT T 5HITIE, clear ipvé traffic =~ > FEEH L £,
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$£26E show debug ~ show ipv6 traffic AT F |

l  show ipv6 traffic

]

IZ, show ipv6 traffic =~ NOHAHERLET,

hostname# show ipvé traffic

IPv6 statistics:

Rcvd: 545 total, 545 local destination

0 source-

0 format

routed, 0 truncated
errors, 0 hop count exceeded

0 bad header, 0 unknown option, 0 bad source

0 unknown protocol, 0 not a router

218 fragments, 109 total reassembled

0 reassembly timeouts, 0 reassembly failures
Sent: 228 generated, 0 forwarded

1 fragmented into 2 fragments, 0 failed

0 encapsulation failed, 0 no route, 0 too big
Mcast: 168 received, 70 sent

ICMP statistics:
Rcvd: 116 input,
0 unknown

0 checksum errors, 0 too short
info type, 0 unknown error type

unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port

parameter:

0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group query, 0 group report, 0 group reduce
0 router solicit, 60 router advert, 0 redirects
31 neighbor solicit, 25 neighbor advert

Sent: 85 output,

0 rate-limited

unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port

parameter:

0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group query, 0 group report, 0 group reduce

0 router solicit, 18 router advert, 0 redirects

33 neighbor solicit, 34 neighbor advert

UDP statistics:
Rcvd: 109 input,
0 no port,
Sent: 37 output

TCP statistics:
Rcvd: 85 input,

0 checksum errors, 0 length errors
0 dropped

0 checksum errors

Sent: 103 output, 0 retransmitted

BiEa<w R avwvlk

SteA

clear ipv6 traffic

IPv6 N7 747 B ET YT LET,
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