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Guard

Cisco Anomaly Guard Module Guard
Guard
Guard

Catalyst 6500 7600 Cisco Anomaly
Guard Module Guard
p.1-2 Cisco Anomaly Guard Module

* Guard
e Guard
e VLAN
* Guard
e Guard
e Guard
e 1 Guard

Guard EXEC

EXEC
write memory
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M Guard

Guard

Guard

/

Catalyst 6500 Guard
Cisco Anomaly Guard Module and Traffic Anomaly Detector Module Installation Note

2 Guard

show module

show module

Sup# show module
Mod Ports CardType ModelSerial No.

1 2 Catalyst 6000 supervisor 2 (Active)WS-X6K-SUP2-2GESAL081230TJ

6 3 Anomaly Guard module ModuleWS-SVC-agm-1-K9SAD081000GG
Mod MAC addressesHwFwSwStatus

6 000e.847f.fe04 to 000e.847f.£fe0b3.07.2(1)4.0(0.10)0k
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Guard | |

Guard other
Guard
OK
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M Guard

Guard

Guard Guard

VLAN

anomaly-guard module module_number port port_number [allowed-vlan
vlan_range | native-vlan vlan_id]

2-1 anomaly-guard module

2-1 anomaly-guard

module_number

1 9

port port_number Guard
1
allowed-vlan vlan_range |VLAN
VLAN

native-vlan vlan_id 802.1Q

VLAN

VLAN 1
4
VLAN 5

Sup (config)# anomaly-guard module 4 port 1 allowed-vlan 5

Guard Guard
e Guard ethl P.3-11
. pP.3-21 Guard
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Guard
VLAN
1 Guard
VLAN p.2-5
VLAN
2 Guard VLAN P.2-6 Guard
VLAN
3 VLAN
p.2-7 VLAN 3
4 Guard P.3-10
Guard
VLAN
Guard
VLAN VLAN
Guard VLAN

vlan vlan_range

vlan_range VLAN
VLAN
vlan_range 1 VLAN 1 4,094
VLAN

Sup (config)# vlan 86-89,99
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N VLAN
Guard VLAN p.3-13 VLAN
Guard VLAN
Guard VLAN Guard
Guard
Guard VLAN

anomaly-guard module module_number port port_number [allowed-vlan
vlan_range | native-vlan vlan_id]

2-2 anomaly-guard module

2-2 anomaly-guard module

module_number
1 9
port port_number 1 3 1 2
3
allowed-vlan vlan_range |VLAN
VLAN
native-vlan vlan_id 802.1Q
VLAN
VLAN 1
VLAN 1 VLAN
VLAN 1
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Guard

VLAN ||
VLAN  Guard
Sup# anomaly-guard module 7 port 2 allowed-vlan 1,3,6-15
S
VLAN Guard
p.3-11
VLAN 3
VLAN 3
A
3 Guard VLAN
3 VLAN
1 VLAN
interface vlan vlan-id
vlan-id VLAN 1 4,094
2 VLAN IP
ip address ip_address subnet_mask
ip-addr subnet-mask IP
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2 Guard

N VLAN

no shutdown

3 VLAN

sup (config)# interface vlan 5
sup (config-if)# ip address 192.168.89.100 255.255.255.0
sup (config-if)# no shutdown

Cisco Anomaly Guard Module
m. oL-8710-01-J |




2 Guard

Guard | |

Guard

Guard

1 Telnet

2
session slot slot_number processor processor_number
2-3 session slot
2-3 session slot
slot-number
1 9
processor Guard Guard
processor_number 1
3 Guard
login: admin
4
Guard admin

riverhead

P.4-10
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2 Guard

M Guard

user@GUARD#
hostname
Guard
Cisco I0S Guard boot shutdown
power enable reset
reload
Guard P.14-13 Guard
e shutdown
Guard Guard
hw-module module slot_number shutdown
slot_number
Guard hw-module module module_number
reset
Guard

Sup# hw-module module 8 shutdown

Guard
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Guard

Guard | |

reset
AP
MP
hw-module reset

hw-module module slot_number reset [string]

slot_number
string PC
MP cf:1 AP cf:4
P.14-14 Guard

Guard

Sup# hw-module module 8 reset

no power enable

no power enable module slot_number

slot_number

power enable module slot_number

Guard

Sup (config)# no power enable module 8

boot Guard MP

boot device module slot_number cf:1

slot_number

Guard
AP

no boot device module slot_number cf:1
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2 Guard |

M Guard

Guard AP

Sup# boot device module 8 cf:1

P.14-13 Guard

Guard

Guard

show anomaly-guard module slot_number port port_number [state | traffic]

2-4 show module

24 show module

slot-number

port port_number 1 3 1 2

state

traffic

Guard

Sup# show anomaly-guard module 8 port 2 state
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| 2 Guard

1 Guard | |

1 Guard

1 1 Catalyst
6500 Cisco 7600 Guard

v

Guard URL

http://www.cisco.com/en/US/products/hw/modules/ps2706/prod_release_notes_list.html

Guard
Guard
Guard
Guard
. Guard P.6-10
. Guard
P.5-12
o Guard Guard

P.6-15 Guard
Cisco Traffic Anomaly Detector Module
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10
~
Guard Guard
2 Guard Guard
Guard
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Guard
Guard
. Guard P.6-10
. Guard
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P.6-15  Guard Cisco Traffic Anomaly Detector
Module
o Guard P.14-4
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. Guard
P.10-1
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CLI Guard
Guard
CLlI
e CLI
e CLI
CLI
3-1
3-1
admin
config
dynamic
dynamic
show
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| 3 Guard

¢

Guard CLI

3-2 Guard

3-2 Guard

Guard

user@GUARD#
Guard

configure

user@GUARD-conf#

Guard

interface

user@GUARD-conf-if-<interface-name>#
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3-2 Guard

Guard

router

router>

zone
configure

user@GUARD-conf-zone-<zone-name>#

policy-template

user@GUARD-conf-zone-<zone-name>-policy_template-<policy-template-name>#

policy

user@GUARD-conf-zone-<zone-name>-policy-<policy-path>#
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| 3 Guard

CLI
CLI

. no

e show

e CLI

3-3 CLI
3-3 CLI
Shift ?
Tab
Tab 2

more more number-of-lines

more Space
2
number-of-lines Space
Space
b
q
/
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3 Guard

3-3 CLI

?
no
show
exit
end
begin string

include string

exclude string

/

exit

CLI

no

no event monitor

no

event monitor

no

no

r Cisco Anomaly Guard Module
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show
show
show
show zone zone-name parameters...
show
show parameters...
~
show
CLI
Guard CLI
[ ]
[ ]
[ ]
CLI

CLI
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3 Guard

CLI
?
?
?
Tab
Tab
policy-template Tab 2
zone Tab
2
aaa authorization commands zone-completion tacacs+
zone show zone
P.4-19
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Guard Guard
Guard Guard

copy log ftp Guard

FTP copy ftp new-version

FTP Guard

show sh
learning policy-construction * Guard
learning policy-construction scan* scan

Guard

no zone *

scannet scanserver
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B Guard
Guard
Guard 1 2
Guard

configure [terminal]

user@GUARD# configure
user@GUARD-conf#

Guard Guard
IP
MTU
interface
. IP IP
e no shutdown
show show running-config

VLAN
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| 3 Guard

Guard

Guard

Guard

interface if-name

if-name
Guard

e ethl
* giga2

ip address ip-addr ip-mask
ip-addr ip-mask

IP
IP 192.168.100.1

mtu integer

integer ethl
giga2 576

Cisco Anomaly Guard Module

1,824

576

IP
10
255.255.255.0

MTU

16,384
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3 Guard

M Guard

MTU

1,500

4
speed {auto | half speed | full speed}
3-4 speed
3-4 speed
auto
10 Mbps 100 Mbps 1000
Mbps
half
full
speed 10 Mbps 100 Mbps
1000 Mbps 10 100 1000
5
no shutdown
Guard
Cisco Anomaly Guard Module
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| 3 Guard

Guard | |

ethl

user@GUARD-conf# interface ethl
user@GUARD-conf-if-ethl# ip address 10.10.10.33 255.255.255.252
user@GUARD-conf-if-ethl# no shutdown

shutdown
VLAN
VLAN
VLAN Guard
VLAN pP.2-5 VLAN
Guard VLAN
1 VLAN
VLAN
interface giga2.vlian-id
vlan-id VLAN ID VLAN ID TAG IEEE
802.1Q
2 VLAN IP
ip address ip-addr ip-mask
ip-addr ip-mask IP
IP 10
IP 192.168.100.1 255.255.255.0

Cisco Anomaly Guard Module
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Guard

M Guard

mtu integer

integer 576
MTU

no shutdown

Guard

1,824

1,500

VLAN

user@GUARD-conf#interface giga2.2
user@GUARD-conf-if-giga2.2# ip address 192.168.5.8 255.255.255.0

user@GUARD-conf-if-giga2.2# no shutdown

MTU

r Cisco Anomaly Guard Module
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| 3 Guard

Guard | |

interface if-name

if-name
lo:integer integer 0 99

IP
ip address ip-addr ip-mask
ip-addr ip-mask IP
IP 10
IP 192.168.100.1 255.255.255.0
exit

user@GUARD-conf# interface lo:0
user@GUARD-conf-if-1o:0# ip address 1.1.1.1 255.255.255.255
user@GUARD-conf-if-lo:0# exit

| oL-8710-01-J
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M Guard

clear counters

giga2

user@GUARD-conf-if-giga2# clear counters

Cisco Anomaly Guard Module
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| 3 Guard

IP
Guard
IP Guard
Guard
IP
S
IP
IP Guard
default-gateway ip-addr
ip-addr IP IP
10 192.168.100.1

user@GUARD-conf# default-gateway 192.168.100.1

Cisco Anomaly Guard Module
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3 Guard |

Guard
Guard IP

Guard

Guard

ip route ip-addr ip-mask nexthop-ip [if-name]

3-5 ip route

3-5 ip route
ip-addr IP
0
IP IP
10
192.168.100.1
ip-mask
10
255.255.255.0

nexthop-ip

IP IP

IP
IP 1
IP
IP

Cisco Anomaly Guard Module
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3-5 ip route

if-name Guard
Guard

user@GUARD-conf# ip route 172.16.31.5 255.255.255.255 192.168.100.34

show ip route

Cisco Anomaly Guard Module
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3 Guard |

| P
Guard IP
Guard
TCP Guard
IP IP
IP
IP
Guard IP
IP 3
4
IP 60 IP
IP 20
Guard IP
proxy ip-addr
ip-addr IP IP
10 192.168.100.1
Guard IP
Guard IP ping

IP

user@GUARD-conf# proxy 192.168.100.34

Cisco Anomaly Guard Module
m. oL-8710-01-J |




| 3 Guard

Guard ||
Guard
Guard
2 Guard
P.3-10 Guard
Guard
e Secure Shell SSH;
* \Web-Based Manager WBM Guard
e DDoS
e Web-Based Manager Guard
e SSH Guard
Web-Based Manager Guard
WBM Web Web Guard
WBM Guard
1 WBM
service wbm
2 IP
Guard
permit wbm ip-addr [ip-mask]
ip-addr ip-mask IP
IP 10

Cisco Anomaly Guard Module
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3 Guard

M Guard

https://Guard module-ip-address/

Guard module-ip-address Guard IP
Guard WBM
S

Web HTTP HTTPS

4 OK

Guard
TACACS+
TACACS+ TACACS+
Guard TACACS+
Guard WBM

user@GUARD-conf# service wbm
user@GUARD-conf# permit wbm 192.168.30.32

Cisco Anomaly Guard Module
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Guard ||
SSH Guard
SSH Guard
SSH
SSH Guard
1 IP
Guard
permit ssh ip-addr [ip-mask]
ip-addr ip-mask IP
IP 10
IP 192.168.10.2
255.255.255.252
2
TACACS+
TACACS+ TACACS+
Guard TACACS+
SSH
. Guard
P.4-6
o SSH Guard SSH
P.4-35 SSH

Cisco Anomaly Guard Module
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M Guard

Guard SSH

user@GUARD-conf# permit ssh 192.168.30.32
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CHAPTER

Guard

Cisco Anomaly Guard Module Guard

e Guard
e AAA
e Cisco Traffic Anomaly Detector Module

* SSH
« SFTP SCP

¢ SNMP
e SNMP

* WBM
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4 Guard

B Guard
Guard
Guard
Guard
IP
Guard IP
4-1 Guard
4-1 Guard
internode-comm Guard Cisco Traffic

Anomaly Detector Module

P.4-27 Cisco Traffic Anomaly Detector
Module
snmp-server SNMP SNMP Guard
Riverhead MIB
MIB2 UCDavis MIB
MIB
MIB
S
Riverhead MIB 64
MIB SNMP
2
snmp-trap SNMP snmp-trap
Guard SNMP
P.4-40 SNMP
Cisco Anomaly Guard Module
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Guard ||
4-1 Guard
ssh Secure Shell SSH; SSH
pP.3-23
SSH Guard
P.4-35 SSH
wbm Web-Based Management WBM Web
Web Guard
p.3-21 Web-Based Manager Guard
Guard
1 Guard

service {internode-comm | snmp-server | snmp-trap | wbm)

Guard 4-1
SSH Guard

2 Guard

permit {internode-comm | snmp-server | snmp-trap | ssh | wbm)
ip-address-general [ip-mask]

4-2 permit

Cisco Anomaly Guard Module
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Guard |

M Guard

4-2 permit
service Guard
4-1
ip-address-general IP IP
10 192.168.10.2
IP
*
ip-mask IP
10
255.255.255.0
255.255.255.255
IP
*
user@GUARD-conf# service wbm
user@GUARD-conf# permit wbm 192.168.10.35
Cisco Anomaly Guard Module
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AAA | |

AAA

AAA Guard

AAA

Guard

e admin admin
Guard CLI
Guard CLI

admin

* riverhead riverhead dynamic
Guard
Cisco Traffic Anomaly Detector Module
Guard CLI

Guard

TACACS+

Cisco Anomaly Guard Module
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H AAA

Guard enable
Guard
Guard
P.4-8
e TACACS+ 1 TACACS+ TACACS+
1 TACACS+ TACACS+
show
1
Guard
Guard
2
Guard TACACS+
Guard TACACS+
first-hit
~
TACACS+ 1
TACACS+ no

tacacs-server first-hit
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| 4 Guard

AAA | |

Guard

1 TACACS+ TACACS+
P.4-21 TACACS+

aaa authentication {enable | login} {local | tacacs+} [tacacs+ | local]

4-3 aaa authentication

4-3 aaa authentication

enable Guard
login Guard
local Guard
tacacs+ TACACS+

tacacs+ | local

Cisco Anomaly Guard Module
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H AAA

Guard Guard

TACACS+ 2

user@GUARD-conf# aaa authentication enable tacacs+ local

Guard

Guard

TACACS+ CLI P.4-6

Guard

username username {admin | config | dynamic | show} [password]

4-4 username

Cisco Anomaly Guard Module
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| 4 Guard

AAA | |

4-4 username

username 1 63

admin

config

dynamic
dynamic

show

password 6 24

user@GUARD-conf# username Robbin config 1234

Guard
Guard
running-config
username Richard config encrypted 840xdMk3
encrypted
Guard show
running-config show guard
CLI show users

Cisco Anomaly Guard Module
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Guard

H AAA

P.4-10
1
password
2
3
6 24
user@GUARD# password
01d Password: <old-password>
New Password: <new-password>
Retype New Password: <new-password>
Cisco Anomaly Guard Module
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AAA | |

password username-password

username—password

Jose
user@GUARD# password Jose

New Password: <new-password>
Retype New Password: <new-password>

Guard

Guard no
username username

user@GUARD-conf# no username Robbin

Cisco Anomaly Guard Module
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4 Guard

H AAA

Guard
TACACS+
Guard
Guard
e TACACS+ TACACS+
1
2 TACACS+
EXEC Guard
TACACS+
TACACS+
copy running-config
copy running-config
Guard TACACS+
Cisco Anomaly Guard Module
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| 4 Guard

AAA | |
1
Guard
Guard 2
Guard TACACS+
TACACS+ p.4-21
TACACS+
Guard
Guard
3-1

Cisco Anomaly Guard Module
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H AAA

enable password [level level] [password]

4-5 enable password

4-5 enable password

level level

e admin

e config

e dynamic

dynamic
e show
admin
password
6 24
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AAA

admin

user@GUARD-conf# enable password level admin <password>

enable [levell]

level
e admin
e config
e dynamic
dynamic
* show

admin

admin

user@GUARD> enable admin
Enter enable admin Password: <password>

show disable

Cisco Anomaly Guard Module
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H AAA

1 TACACS+ TACACS+
P.4-21 TACACS+

* aaa authorization exec tacacs+

e aaa authorization commands level {local | tacacs+} [local]

aaa
authorization
no

4-6 aaa authorization

4-6 aaa authorization

exec EXEC
Guard
TACACS+

A

TACACS+

Guard

commands

Cisco Anomaly Guard Module
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AAA ||
4-6 aaa authorization
level
e admin
e config
e dynamic
dynamic
local Guard
tacacs+ TACACS+
local
show
S
TACACS+
config
TACACS+ 2

user@GUARD-conf# aaa authorization commands config tacacs+ local

Cisco Anomaly Guard Module
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Guard

H AAA

TACACS+

configure

dynamic

TACACS+

Zoe TACACS+

user=zoe {

cmd = protect {
permit .*

}

cmd = "no protect" {
permit .*

}

cmd = learning {
deny policy*

}

cmd = "no learning" {
deny .*

}

cmd = dynamic-filter {
permit .*

}

cmd = "no dynamic-filter" {
permit .*

}

cmd = flex-filter {
deny .*

}

cmd = "no flex-filter" {
deny .*

}

r Cisco Anomaly Guard Module
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AAA ||
zone no zone show
zone deactivate Guard
Guard tab-complete
zone-list TACACS+
tab-complete zone-list
TACACS+
zone

user@GUARD-conf# aaa authorization commands zone-completion tacacs+

no

TACACS+

Guard

1 TACACS+ P.4-21 TACACS+

Cisco Anomaly Guard Module
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H AAA

aaa accounting commands {show | dynamic | config | admin} stop-only
{local | tacacs+}

4-7 aaa accounting

4-7 aaa accounting

show | dynamic | config | admin
3-1
stop-only
tacacs+ TACACS+
local
aaa accounting
config
no
TACACS+ config

user@GUARD-conf# aaa accounting commands config stop-only tacacs+
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AAA ||
TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
Guard
TACACS+
1 tacacs-server host ip-address TACACS+ IP
P.4-22 TACACS+ IP
2 tacacs-server key tacacs-key Guard TACACS+
P.4-23 TACACS+
3 tacacs-server first-hit Guard
P.4-24 TACACS+
4 tacacs-server timeout timeout TACACS+

P.4-25 TACACS+

Cisco Anomaly Guard Module
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4 Guard

H AAA

5 show tacacs statistics

TACACS+

P.4-26 TACACS+

Guard

e admin=15

e config=10

* dynamic=5
e show=0

TACACS+ IP
Guard TACACS+

TACACS+

Guard

TACACS+

TACACS+
9 TACACS+

TACACS+

tacacs-server host ip-address

ip-address TACACS+

TACACS+

Guard

Guard

TACACS+
P.4-24
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AAA | |

TACACS+
9

TACACS+

user@GUARD-conf# tacacs-server host 192.168.33.45

TACACS+

TACACS+
TACACS+

tacacs-server key tacacs-key

tacacs-key

/

1 TACACS+
Guard TACACS+

TACACS+ MyKey

user@GUARD-conf# tacacs-server key MyKey

Cisco Anomaly Guard Module
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H AAA
TACACS+

Guard TACACS+

tacacs-server first-hit Guard

TACACS+
TACACS+ Guard
Guard
TACACS+

tacacs-server first-hit

TACACS+ Guard
TACACS+
first-hit no tacacs-server first-hit
Guard TACACS+
Guard
TACACS+
TACACS+
Guard TACACS+

tacacs-server first-hit

first-hit Guard
TACACS+
no tacacs-server first-hit
Guard TACACS+
TACACS+

user@GUARD-conf# tacacs-server first-hit

Cisco Anomaly Guard Module
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AAA ||

TACACS+

Guard TACACS+

Guard TACACS+
AAA
S
TACACS+
TACACS+
tacacs-server timeout timeout
timeout Guard TACACS+
0
TACACS+ 600
user@GUARD-conf# tacacs-server timeout 600
TACACS+
Cisco Anomaly Guard Module
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H AAA

TACACS+
TACACS+ Guard
TACACS+ show tacacs statistics
TACACS+ clear tacacs statistics

4-8 show tacacs statistics

4-8 show tacacs statistics

PASS Guard TACACS+
FAIL Guard TACACS+
ERROR Guard TACACS+
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Cisco Traffic Anomaly Detector Module ||

Cisco Traffic Anomaly Detector Module

Guard Cisco Traffic Anomaly
Detector Module Detector

* Remote activation of zone protection Detector

Guard
e Synchronization of zone configuration information Detector Guard
Detector Guard
Detector
Guard Guard
Guard
Guard 2

e Secure Sockets Layer SSL  Remote activation of zone protection
Synchronization of zone configuration information

J 2 SSH2 Remote activation of zone protection
Detector Guard Guard
Guard
Guard Detector
Guard Guard
Detector SSL
Guard SSH2 SSL Guard
SSH Guard SSH2
e SSL
e SSH

Cisco Anomaly Guard Module
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Wl Cisco Traffic Anomaly Detector Module
SSL
Guard Detector Secure Sockets Layer
SSL SSL
Diffie-Hellman
SSL
Guard Detector
IP
Detector
Guard Guard
Guard Detector
Detector Guard
riverhead  SSH2 Detector
SSH2 SSL
e SSL
e SSL
SSL
SSL Guard Detector
Guard TACACS+
Detector SSH2 TACACS+
riverhead
Cisco Anomaly Guard Module
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2

Cisco Traffic Anomaly Detector Module

permit ssh ip-address-general [ip-mask] Detector
IP Guard SSH
ip-address-general ip-mask Guard
Detector IP
S
SSH
service internode-comm
permit internode-comm ip-address-general [ip-mask]
Detector IP
ip-address-general ip-mask Guard
Detector IP
SSL Guard Detector ID IP
Guard Detector
IP SSL
P.4-30 SSL

Cisco Anomaly Guard Module
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M Cisco Traffic Anomaly Detector Module

SSL
SSL Guard Detector IP
Guard Detector
SSL
. IP
SSL
SSL show internode-comm certs
SSL
1 Guard SSL
Detector

cert remove cert-host-ip

cert-host-ip Guard IP
Guard SSL *

2 Detector SSL
Guard

cert remove cert-host-ip

cert-host-ip Detector IP Guard
Detector SSL

SSL

user@GUARD-conf# cert remove 10.56.36.4
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Cisco Traffic Anomaly Detector Module ||
3 Guard Detector SSH
Guard SSH

Detector

no host-keys ip-address-general

ip-address IP
4 SSL Guard Detector
SSL Detector
SSH
Detector
SSH Guard
SSH Detector
e Guard
Detector
Guard
e Guard Guard
SSH2 Detector
SSH SSH Guard Guard
SSH Detector SSH

Cisco Anomaly Guard Module
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Wl Cisco Traffic Anomaly Detector Module

e SSH2
e SSH2
SSH2
Guard Detector SSH2
permit ssh Detector IP
Guard SSH
Guard TACACS+ Detector
SSH2 TACACS+
riverhead
SSH Detector SSH
Guard SSH2
p.4-32 SSH2
SSH2
Guard
1 Detector no host-keys ip-address-general
SSH Detector
ip-address IP
Guard show host-keys
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Cisco Traffic Anomaly Detector Module ||
Guard SSH
. SSH2 Detector
e Detector Guard Detector
SSH Guard SSH
Detector SSH Detector
show public-key
Detector SSH Guard SSH
Guard key add
P.4-35 SSH

Cisco Anomaly Guard Module
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date MMDDhhmm[[CC]YVY][.ss]

4-9 date

4-9 date

MM
DD
hh 24

mm
CcC 2 2005

YY 2 2005

.SS

2003 10 8 5 10 1710 17

user@GUARD-conf# date 1008171003.17
Wed Oct 8 17:10:17 EDT 2003
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SSH ||
Guard SSH
SSH
Guard
Guard SSH
e SSH
e SSH
SSH
SSH Guard
SSH SSH
key add [user-name] {ssh-dsa | ssh-rsa} key-string comment
4-10 key add
4-10 key add
user-name SSH
SSH
SSH
ssh-dsa SSH2-DSA
ssh-rsa SSH2-RSA
key-string Cisco Traffic Anomaly Detector Module
SSH 8,192
ssh-rsa ssh-dsa

Cisco Anomaly Guard Module
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4 Guard |

W ssH
4-10 key add
comment
user@hostname
Cisco Traffic Anomaly Detector Module
SSH
root@DETECTOR
SSH RSA
user@GUARD-conf# key add ssh-rsa 14513797528175730. . .user@Guard
module.com
SSH
SSH SSH Guard
SSH
Guard SSH

key remove [user-name] key-string

4-11 key remove

4-11  key remove

user-name SSH
SSH
SSH
key-string SSH
SSH
ssh-rsa ssh-dsa
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SSH ||

key remove

user@GUARD-conf# show keys Lilac
ssh-rsa 2352345234523456... user@Guard module.com
user@GUARD-conf# key remove Lilac 2352345234523456...

Cisco Anomaly Guard Module
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W SFTP SCP

SFTP SCP

SSH2 FTP SFTP SSH Secure Copy
SCP
SFTP SCP

SFTP SCP

1 show public-key Guard Guard
2 3
2

2 key generate Guard

SSH2

/root/.ssh/id_rsa already exists.
Overwrite (y/n)?

Guard Guard
show public-key

3 Guard

Linux

username Guard
/home/username/.ssh/authorized_keys2
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/

export reports

Guard
CLI

Guard

hostname name
name
Guard

user@GUARD-conf# hostname CiscoGuard
admin@CiscoGuard-conf#

Cisco Anomaly Guard Module
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4 Guard

H SNwvP

SNMP

Guard SNMP Guard

Guard
SNMP Guard

SNMP

Guard
SNMP

Guard SNMP

1 SNMP
service snmp-trap

2 SNMP
IP

snmp trap-dest ip-address [community-string [min-severityl]]
4-12 snmp trap-dest

4-12  snmp trap-dest

ip-address IP

community-string

public 1
15
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SNMP ||
4-12  snmp trap-dest
min-severity
Warnings
Warnings Emergencies
e Emergencies =0
e Alerts =1
e Critical =2
e Errors =3
e Warnings =4
¢ Notifications =
5
¢ Informational =6
¢ Debugging =7
SNMP no snmp trap-dest
SNMP
*
errors SNMP
tempo IP 192.168.100.52

user@GUARD-conf# snmp trap-dest 192.168.100.52 tempo errors
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[ oL-8710-01-y .m



4 Guard |

H SNwvP

4-13 Guard SNMP
4-13 SNMP
SNMP
rhExcessiveUtilizationTrap |EMERGENCY Guard
150,000
Guard
rhExcessiveUtilizationTrap |EMERGENCY
90 %
rhGeneral Trap EMERGENCY Guard
ALERT
rhGeneral Trap EMERGENCY Guard
rhGeneral Trap EMERGENCY Guard
rhGeneral Trap ALERT Guard
EMERGENCY
rhGeneral Trap ALERT 80%
rhExcessiveUtilizationTrap  |CRITICAL
bpst
85%
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SNMP
4-13 SNMP
SNMP
rhExcessiveUtilizationTrap  |CRITICAL 85%
rhExcessiveUrtilizationTrap  |CRITICAL CPU

85%

rhDynamicFilterTrap ERROR

1000
rhZoneGenericTrap ERROR Guard
rhGeneral Trap ERROR Guard

Guard
rhDynamicFilterTrap WARNING Guard
rhExcessiveUtilizationTrap |WARNING Guard

135,000

150,000 Guard
rhGeneral Trap WARNING 75%

Cisco Anomaly Guard Module
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4 Guard

H SNwvP

4-13 SNMP
SNMP
rhPolicyConstructionTrap WARNING
rhProtectionTrap WARNING Guard
rhReloadTrap WARNING Guard
MIB2
Guard

rhReloadTrap WARNING Guard

MIB2

Guard

rhThresholdTuningTrap WARNING
rhAttackTrap NOTIFICATIONS
rhAttackTrap NOTIFICATIONS
rhPolicyConstructionTrap NOTIFICATIONS
rhPolicyConstructionTrap NOTIFICATIONS

Cisco Anomaly Guard Module
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Guard

SNMP ||
4-13 SNMP
SNMP
rhPolicyConstructionTrap NOTIFICATIONS
rhProtectionTrap NOTIFICATIONS
rhProtectionTrap NOTIFICATIONS
rhThresholdTuningTrap NOTIFICATIONS
rhThresholdTuningTrap NOTIFICATIONS
rhThresholdTuningTrap NOTIFICATIONS
rhZoneGenericTrap NOTIFICATIONS |Guard
rhZoneTrap NOTIFICATIONS
rhZoneTrap NOTIFICATIONS
rhDynamicFilterControlTrap |INFO Guard
rhDynamicFilterControlTrap |INFO Guard
1000
rhDynamicFilterTrap INFO
rhDynamicFilterTrap INFO
rhDynamicFilterTrap INFO

1. bps = bits per second

Cisco Anomaly Guard Module
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H SNwvP

SNMP

Guard SNMP 2
MIB2 Cisco Riverhead MIB
Guard
SNMP Guard
SNMP
SNMP
SNMP

snmp community community-string

community-string Guard
1 15
Guard
riverhead
no community string
SNMP *
SNMP

user@GUARD-conf# snmp community tempo
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||
SSH Guard
WBM
Guard
e CLI
SSH
e WBM Guard
e CLI
CLI
login-banner
login-banner banner-str
banner-str 999

show login-banner

Cisco Anomaly Guard Module
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user@GUARD-conf# login-banner “Welcome to the Cisco Anomaly Guard

Module”

user@GUARD-conf# login-banner “Unauthorized access is prohibited.”
user@GUARD-conf# login-banner “Contact sysadmin@corp.com for access.”
user@GUARD-conf# show login banner

Welcome to the Cisco Anomaly Guard Module

Unauthorized access is prohibited.

Contact sysadmin@corp.com for access.

* copy ftp login-banner server full-file-name [login [password]]

e copy {sftp | scp} login-banner server full-file-name login

FTP SFTP
copy

Guard

SCP

4-14 copy login-banner

4-14 copy login-banner

999
Secure Copy SCP SSH
sftp scp
Guard
Guard

P.4-38 SFTP

ftp Guard

FTP

sftp Guard

SFTP

Cisco Anomaly Guard Module
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4-14 copy login-banner

scp Guard SCP
server IP IP
10 192.168.10.2
full-file-name
login
login FTP
FTP
password FTP
Guard

FTP

user@GUARD-conf# copy ftp login-banner 10.0.0.191 /root/login-banner
<user> <password>

user@GUARD-conf# no login-banner

Cisco Anomaly Guard Module

no login-banner

| oL-8710-01-J




4 Guard |

H wBM
WBM Web
e Guard Cisco Systems
. WBM Guard
Cisco Systems
GIF _g7
=41

e WBM

e WBM
WBM

e copy ftp wbm-logo server full-file-name [login [password]]

e copy {sftp | scp} wbm-logo server full-file-name login

FTP SFTP Secure Copy SCP SSH
copy sftp scp
Guard Guard
Guard

P.4-38  SFTP
SCP
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WBM ||

4-15 copy wbm-logo

4-15 copy wbm-logo
ftp Guard FTP WBM
sftp Guard SFTP WBM
scp Guard SCP WBM
server IP 1P

10 192.168.10.2
full-file-name GIF
login
login FTP
FTP
password FTP
Guard

FTP

WBM

user@GUARD-conf# copy ftp wbm-logo 10.0.0.191 /root/WBMlogo.gif <user>

<password>

Cisco Anomaly Guard Module
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4 Guard |

WBM
WBM no wbm-logo

WBM

user@GUARD-conf# no wbm-logo

CLI WBM

Guard

session-timeout timeout-val

timeout-val Guard
1 1,440 1

Guard 10

user@GUARD-conf# session-timeout 10

Guard
no session-timeout

show session-timeout
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Guard

5-3 Guard

[
vlan .%Ji‘EE‘E‘ﬁE vlan & Ri

|p .-::EE F%{g
Guard EYa1—JL

/

Receive-via-vlan Send-via-vlan VLAN ID

| oL-8710-01-J

Cisco Anomaly Guard Module [




Guard
Guard
receive-via-vlan VLAN Guard
receive-via-ip IP VLAN
VLAN
Guard
Guard
Guard

Guard

2
24 C
25 2
1
S
Guard
VLAN ID Guard giga2
VLAN ID receive-via-ip VLAN IP
VLAN VLANID 1
receive-via-ip  giga2 IP
Cisco Anomaly Guard Module
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||
P.5-7
diversion hijacking {receive-via-ip receive-via-ip | receive-via-vlan
receive-via-vlan | weight weight}
5-1 diversion hijacking
5-1 diversion hijacking
receive-via-ip
receive-via-ip Guard IP
receive-via-vlan Guard
receive-via-vlan VLAN
weight weight 1
no diversion hijacking
Guard
3
2 Guard VLAN
send-via-vlan 2
Guard VLAN
IP

Cisco Anomaly Guard Module

| oL-8710-01-J




2
IP
diversion injection ip-address ip-mask nexthop next-hop

5-2 diversion injection

5-2 diversion injection
ip-address IP IP 10

192.168.100.1
ip-mask IP
10 255.255.255.0
255.255.255.255

nexthop next-hop  |next-hop IP IP 10

192.168.100.1

IP

r Cisco Anomaly Guard Module
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diversion injection ip-address ip-mask nexthop next-hop [hijacking [receive-via-ip
receive-via-ip] [receive-via-vlan receive-via-vlan] [weight weight]]

5-3 diversion injection hijacking

5-3 diversion injection hijacking

ip-address

IP 10
192.168.100.1

ip-mask

255.255.255.0
255.255.255.255

nexthop next-hop

next-hop IP

IP 10
192.168.100.1

hijacking

receive-via-ip
receive-via-ip

Guard

receive-via-vlan
receive-via-vlan

Guard
VLAN

weight weight

Cisco Anomaly Guard Module
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Guard

Guard

Guard

Guard

RHI

Guard
RHI

Guard

show diversion

show anomaly-guard module module_number advertised-route

module_number

Sup# show anomaly-guard module 9 advertised-route
RHI routes added by slot 9
ip masknexthopvlanweight

A 192.168.252.8255.255.255.0192.168.8.1081

Guard

show ip route

r Cisco Anomaly Guard Module
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Guard

Sup# show ip route
C 192.168.8.0/24 is directly connected, Vlan8
S 192.168.252.8/32 [1/0] via 192.168.8.10, Vlan8

Cisco Anomaly Guard Module
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| Guard

Guard

Guard
Guard

Guard
RHI
P.5-6

P.5-24

5-4
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¢

2 Guard
3 Guard
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7
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=
= 8
= &
192.168.252.8/24
e Guard 9
. GigabitEthernet2/2  VLAN 9

Guard
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| Guard

Sup# conf term

Sup (config)# vlan 8,9

Sup (config) # anomaly-guard module 9 port 2 allowed-vlan 8,9
Sup (config)# interface vlan 8

Sup (config-if)# ip address 192.168.8.3 255.255.255.0
Sup (config-if)# no ip proxy-arp

Sup (config-if)# no shutdown

Sup (config-if)# exit

Sup (config)# interface vlan 9

Sup (config-if)# ip address 192.168.9.3 255.255.255.0
Sup (config-if)# no ip proxy-arp

Sup (config-if)# no shutdown

Sup (config-if)# exit

Sup (config)# interface GigabitEthernet2/2

Sup (config-if)# switchport

Sup (config-if)# switchport mode access

Sup (config-if)# switchport access vlan 9

2 Guard Guard

user@GUARD# conf term

user@GUARD-conf# interface giga 2

user@GUARD-conf-if-giga2# no shutdown

user@GUARD-conf-if-giga2# exit

user@GUARD-conf# interface giga 2.8

user@GUARD-conf-if-giga2.8# ip address 192.168.8.10 255.255.255.0
user@GUARD-conf-if-giga2.8# no shutdown
user@GUARD-conf-if-giga2.89# exit

user@GUARD-conf#interface giga 2.9

user@GUARD-conf-if-giga2.9# ip address 192.168.9.10 255.255.255.0
user@GUARD-conf-if-giga2.9# no shutdown
user@GUARD-conf-if-giga2.9# exit

Cisco Anomaly Guard Module
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Guard | |

3 Guard

user@GUARD# conf term

user@GUARD-conf# diversion hijacking receive-via-ip 192.168.8.10
user@GUARD-conf# diversion hijacking receive-via-vlan 8
user@GUARD-conf# diversion injection 192.168.252.0 255.255.255.0
nexthop 192.168.9.2

4 protect learning
P.6-15 Guard Cisco Traffic Anomaly Detector
Module 10
5 Guard

show anomaly-guard module advertised-route

Guard

Sup# show anomaly-guard module 9 advertised-route
RHI routes added by slot 9

ip masknexthopvlanweight

A 192.168.252.0255.255.255.128192.168.8.1081
A 192.168.252.128255.255.255.128192.168.8.1081

N

Guard Guard

Cisco Anomaly Guard Module
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| Guard

show ip route

Sup# show ip route

192.168.252.0/24 is variably subnetted, 3 subnets, 2 masks
s 192.168.252.0/25 [1/0] via 192.168.8.10, Vl1an8
s 192.168.252.128/25 [1/0] via 192.168.8.10, Vlan8

Cisco Anomaly Guard Module
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Guard ||
Guard
Guard
Guard RHI
Guard
P.5-6
Guard
Guard
BGP EBGP IBGP
MSFC
BGP
Guard Guard
BGP
no-advertise  no-export BGP
no-advertise no-export BGP
Guard
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| Guard

P.5-24

5-5

2

2 Guard
3 Guard

Cisco Anomaly Guard Module
m. oL-8710-01-J |




Guard | |

5-5 3

18—k

NMTxvy

V-2 DRIT4vY _ Vian 8
oszsgE | CuardEZa—b+ g e 100 168.8.3024
A— ’\—'\'f}r .
Guard ESa—/L IP: 192.168.8.10/24

RO e192168829 -'
- —[A

Vian 9
f~774 Jb’&ﬁzz%
Guard EVa1—)L IP: 192.168.9.10/24

R2

S8 kT
192.168.9.2 ? s
=4
7

J—
192.168.252.0/24

126210

e Guard 9

. Gigabit Ethernet 2/2 VLAN 9

e RO R2 Autonomous System AS; 100 Guard

AS 55
S

Guard RO R2

1
Guard
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| Guard

Guard

sup# conf term
Sup (config)# vlan 8,9
Sup (config)# anomaly-guard module 9 port 2 allowed-vlan 8,9
Sup (config)# interface vlan 8
Sup (config-if)# ip address 192.168.8.3 255.255.255.0
Sup (config-if)# no ip proxy-arp
Sup (config-if)# no shutdown
Sup (config-if)# exit
Sup (config)# interface vlan 9
Sup (config-if)# ip address 192.168.9.3 255.255.255.0
Sup (config-if)# no ip proxy-arp
Sup (config-if)# no shutdown
Sup (config-if)# exit
Sup (config)# interface GigabitEthernet2/2
Sup (config-if)# switchport mode trunk
Sup (config-if)# switchport trunk encapsulation dotlg
( # switchport
( # switchport access vlan 9
( # switchport mode access

Sup (config-if
Sup (config-if

)
)
)
Sup (config-if)

2 Guard

no-advertise  no-export BGP

sup# conf term

Sup (config)# access-list 61 permit 192.168.8.10

Sup (config)# route-map PERMIT GUARD_ONLY permit 10

Sup (config-route-map) # match ip next-hop 61

Sup (config-route-map) # set community no-export no-advertise
Sup (config-route-map) # exit

Sup (config)# route-map PERMIT_GUARD_ONLY deny 20

Cisco Anomaly Guard Module
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Guard | |

3 BGP AS 100
Guard receive-via-ip IP

BGP

sup# conf term

Sup (config)# router bgp 55

Sup (config-router)# bgp log-neighbor-changes

Sup (config-router) # neighbor 192.168.8.29 remote-as 100

Sup (config-router) # address-family ipv4

Sup (config-router-af)# redistribute static route-map PERMIT_GUARD_ONLY
Sup (config-router-af)# neighbor 192.168.8.29 activate

Sup (config-router-af)# no auto-summary

Sup (config-router-af)# no synchronization

Sup (config-router-af)# exit-address-family

4 Guard Guard

user@GUARD# conf term

user@GUARD-conf# interface giga 2.8

user@GUARD-conf-if-giga2.8# ip address 192.168.8.10 255.255.255.0
user@GUARD-conf-if-giga2.8# no shutdown
user@GUARD-conf-if-giga2.8# exit

user@GUARD-conf# interface giga 2.9

user@GUARD-conf-if-giga2.9# ip address 192.168.9.10 255.255.255.0
user@GUARD-conf-if-giga2.9# no shutdown
user@GUARD-conf-if-giga2.9# exit

5 Guard

user@GUARD# conf term

user@GUARD-conf# diversion hijacking receive-via-ip 192.168.8.10
user@GUARD-conf# diversion hijacking receive-via-vlan 8
user@GUARD-conf# diversion injection 192.168.252.0 255.255.255.0
nexthop 192.168.9.2

Cisco Anomaly Guard Module
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Guard

RO BGP

RouterRO# conf term
RouterR0O (config)# router bgp 100
RouterR0O (config-router)# neighbor 192.168.8.3 remote-as 55

protect learning

P.6-15 Guard Cisco Traffic Anomaly Detector
Module 10
Guard

show anomaly-guard module advertised-route

Guard

Sup# show anomaly-guard module 9 advertised-route
RHI routes added by slot 9

ip masknexthopvlanweight

A 192.168.252.8255.255.255.0192.168.8.1081

N

Guard

Cisco Anomaly Guard Module
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9
show ip route

Sup# show ip route

192.168.252.0/24 is variably subnetted, 3 subnets, 2 masks

S 192.168.252.0/25 [1/0] via 192.168.8.10, Vl1an8

s 192.168.252.128/25 [1/0] via 192.168.8.10, Vlan8
10 RO Guard

RO
BGP
Guard
BGP

RouterR0# show ip bgp

NetworkNext HopMetric LocPrfWeightPath
*> 192.168.252.0/24192.168.9.200100 ?

Guard
BGP

RouterRO# show ip bgp

NetworkNext HopMetric LocPrfWeightPath
*> 192.168.252.0/25192.168.8.30055 2
*> 192.168.252.128/25192.168.8.30055 2

RouterRO#
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Guard
2
. 2
2
Guard
Guard IP ARP
MAC
pP.5-7
VLAN Guard VLAN
IP
p.5-12 pP.5-18
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3
Guard
. VLAN P.5-12
[ ]
protect learning
Guard
Guard
Guard
Virtual Private Network VPN Routing Forwarding VRF
Guard
Generic Routing
Encapsulation GRE IPinIP IPIP
5-6 3
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Guard VLAN

VLAN 8

Guard
VRF VRF
Guard

VLAN 9

/

Guard

1 VRF

Sup# conf term
Sup (config)# ip vrf Guard-vrf
Sup (config-vrf)# rd 100:1

2 VRF

P.5-29 P.5-30

Cisco Anomaly Guard Module
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3 VLAN
Guard

Sup# conf term

Sup (config)# interface vlan 8

Sup (config-if)# ip address 192.168.8.3 255.255.255.0
Sup (config-if)# no ip proxy-arp

Sup (config-if)# no ip directed-broadcast

Sup (config-if)# no shutdown

Sup (config-if)# exit

Sup (config)# interface vlan 9

Sup (config-if)# ip vrf forwarding Guard-vrf

Sup (config-if)# ip address 192.168.9.3 255.255.255.0
Sup (config-if)# no ip proxy-arp

Sup (config-if)# no shutdown

Sup (config-if)# exit

Sup (config) # anomaly-guard module 9 port 2 allowed-vlan 8,9

4 Guard Guard

user@GUARD# conf term

user@GUARD-conf# interface giga 2.8

user@GUARD-conf-if-giga2.8# ip address 192.168.8.10 255.255.255.0
user@GUARD-conf-if-giga2.8# no shutdown
user@GUARD-conf-if-giga2.8# exit

user@GUARD-conf# interface giga 2.9

user@GUARD-conf-if-giga2.9# ip address 192.168.9.10 255.255.255.0
user@GUARD-conf-if-giga2.9# no shutdown
user@GUARD-conf-if-giga2.9# exit

5 Guard

user@GUARD# conf term

user@GUARD-conf# diversion hijacking receive-via-ip 192.168.8.10
user@GUARD-conf# diversion hijacking receive-via-vlan 8
user@GUARD-conf# diversion injection 192.168.252.0 255.255.255.0
nexthop 192.168.9.3
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||
6
[ ]
e GRE IPIP
P.5-29 P.5-30
VRF
Sup (config)# ip route vrf Guard-vrf 192.168.252.0 255.255.255.0
192.168.250.2 global
global
VRF
address-family ipv4 vrf VRF
BGP
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[ oL-8710-01-y .m




v

GRE

Sup# conf term

Sup (config)# interface tunnel5

Sup (config-if)# ip address 192.168.145.2 255.255.255.252
Sup (config-if)# tunnel source 192.168.8.3

Sup (config-if)# tunnel destination 192.168.7.1

2
Router# conf term
Router (config) # interface tunnel5
Router (config-if)# ip address 192.168.145.1 255.255.255.252
Router (config-if)# tunnel source 192.168.7.1
Router (config-if)# tunnel destination 192.168.8.3
3 VRF

Sup (config)# ip route vrf Guard-vrf 192.168.252.0 255.255.255.0
192.168.145.1 global

global
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Guard Distributed Denial of Service DDoS;

. ISP
Guard
P.6-5
. IP
P.6-10
Guard
7
Guard
Guard
2
9
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||
6-1
6-1
GUARD_DEFAULT Guard
IP Guard
TCP IP
IP
AcL!
GUARD_LINK
Guard
Guard
activation-extent ip-address-only
Detector
IP
Guard
Detector protect-ip-state

dst-ip-by-name

| oL-8710-01-J
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6-1

GUARD_LINK 128 Kb 1
Mb 4 Mb 512 Kb

GUARD_LINK_128K
GUARD_LINK_1M
GUARD_LINK_4M

GUARD_LINK_512K

GUARD _TCP_NO_ |TCP

PROXY IP
IRC?

GUARD_VOIP SIP® over UDP VolIP

RTP/RTCP?

SIP VolP®
GUARD_VOIP
GUARD_SIP
VolP
P.8-5

1. ACL = Access Control List
2. IRC = Internet Relay Chat
3. SIP = Session Initiation Protocol
4. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol
5. VolP = Voice over IP

Cisco Anomaly Guard Module
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Guard
P.10-3
Cisco Traffic Anomaly Detector
Module Detector
3
[ ]
[ ]
e Detector Detector
P.6-15  Guard Cisco Traffic Anomaly Detector Module
Detector

Cisco Traffic Anomaly Detector Module

P.6-10

| oL-8710-01-J
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* zone new-zone-name [template-name] [interactive]

template-name

GUARD_DEFAULT

* zone zone-name [template-name] [interactive]

Guard
Guard
Guard
6-2 zone
6-2 zone
new-zone-name 1 63
zone-name
Cisco Anomaly Guard Module
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6-2 zone

template-name
GUARD_DEFAULT

e GUARD_DEFAULT
e GUARD_LINK_128K

e GUARD_LINK_IM

e GUARD_LINK_4M

e GUARD_LINK_ 512K

¢ GUARD_TCP_NO_PROXY
e GUARD_VOIP

P.6-3

interactive Guard

11

user@GUARD-conf# zone scannet interactive
user@GUARD-conf-zone-scannet#

no zone

Cisco Anomaly Guard Module
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show templates
show templates

template-name policies

* zone new-zone-name copy-from-this [snapshot-id]

* zone new-zone-name copy-from zone-name [snapshot-id]

6-3 zone
6-3 zone
new-zone-name 1 63

copy-from-this

copy-from

zone-name

snapshot-id ID p.9-27
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user@GUARD-conf-zone-scannet# zone mailserver copy-from-this
user@GUARD-conf-zone-mailserver#

Guard

P.9-19

zone-name-only P.10-5

Cisco Anomaly Guard Module
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e conf zone-name

® zone zone-name

zone-name
N
aaa authorization commands zone-completion tacacs+ zone
P.4-19
2 ip address IP Guard
IP 1
P.6-13 IP
3 Guard
rate-limit {no-limit | rate burst-size rate-units}

Cisco Anomaly Guard Module
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6-4 rate limit
6-4 rate limit
no-limit
rate 64
rate-units
10
burst
64 rate-units
8
rate-units
e bps
e Kkbps
* kpps /
e mbps
® pps

description string

80

Cisco Anomaly Guard Module
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5 show running-config
Guard CLlI
IP 192.168.100.32/27
IP 192.168.100.50 IP

user@GUARD-conf# zone scannet

user@GUARD-conf-zone-scannet# ip address 192.168.100.32
255.255.255.224

user@GUARD-conf-zone-scannet# ip address exclude 192.168.100.50
user@GUARD-conf-zone-scannet# rate-limit 1000 2300 pps
user@GUARD-conf-zone-scannet# description Demonstration zone
user@GUARD-conf-zone-scannet# show running-config

Cisco Anomaly Guard Module
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IP

IP 1
IP IP IP
IP IP
IP
ip address [exclude] ip-addr [ip-mask]
6-5 ip address
6-5 ip address
exclude IP IP
ip-addr IP address.IP 10
192.168.100.1
IP IP
IP
A B C
IP 0
ip-mask IP
10 255.255.255.0
255.255.255.255
IP 192.168.100.32/27 IP
192.168.100.50 IP

user@GUARD-conf-zone-scannet# ip address 192.168.100.32

255.255.255.224
user@GUARD-conf-zone-scannet# ip address exclude 192.168.100.50

Cisco Anomaly Guard Module [
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IP
. IP
P.9-7
P.8-15
. no learning-params
threshold-tuned
Guard
Guard
P.9-19
P.9-11
IP no
IP no ip address exclude
IP IP no ip address
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Guard Cisco Traffic Anomaly Detector Module ||
Guard Cisco Traffic Anomaly Detector
Module
Detector
Detector Guard
Guard Detector
Detector Guard
Secure Socket Layer SSL SSL
P.4-27 Cisco
Traffic Anomaly Detector Module
Detector
Guard

Detector
Cisco Traffic Anomaly Detector Module

Cisco Anomaly Guard Module
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W Guard Cisco Traffic Anomaly Detector Module
Guard Detector
e Guard Detector
Guard Detector
. Guard
Detector
DDoS
e Detector
Detector Detector
Detector Guard
Detector Detector
Detector
Guard
. Detector Guard
IP Detector
Guard SSL
e Guard
ip-address-only zone-name-only
Guard
protection-end-timer
protection-end-timer forever
Guard IP
P.10-5 P.10-10

P.10-13
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Guard Cisco Traffic Anomaly Detector Module ||
Detector Guard
Detector Guard
e Guard Detector
e Detector Guard
e Detector Network Address Translation NAT,;
Guard
Detector Guard
FTP Secure FTP SFTP Secure Copy SCP
Detector
Guard
Guard Detector
Detector Guard
10
Guard Guard
Detector
Detector Guard
1
Guard Detector

copy zone zone-name running-config ftp

P.14-4

Cisco Anomaly Guard Module
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W Guard Cisco Traffic Anomaly Detector Module

2 deactivate

P.10-18

* copy ftp running-config server full-file-name [login [password]]
e copy {sftp | scp} running-config server full-file-name login

* copy file-server-name running-config source-file-name

P.14-7
Detector Guard
1. Guard Detector
Detector show

ID (Guard/Detector)

2. Detector SSL Guard
SSL Guard Guard

3. learning policy-construction Detector
4. detect learning Detector
5. Detector 24

Cisco Anomaly Guard Module
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Guard Cisco Traffic Anomaly Detector Module ||
6. Detector
Guard
Detector
Guard
7. Guard Detector
Guard
Guard Guard
8. Detector
e Guard Guard
Detector
Detector Guard
e Guard Guard
[ ]
Detector
Guard
Detector Guard Detector
Guard
Guard
Detector
9. Guard
Detector
Detector Detector
Guard
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W Guard Cisco Traffic Anomaly Detector Module

P.8-26 P.8-27

Detector
Cisco Traffic Anomaly Detector Module
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Guard
DDoS
Guard
. Guard
Guard
Guard
Guard
Guard
p.7-24
. Guard
Guard
Guard
p.7-20
IP TCP
Cisco Anomaly Guard Module
m. OL-8710-01-J |
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DDoS
Cisco Traffic Anomaly Detector Module Detector
Guard
Guard
Guard
DDoS
Guard
Guard
1.
Guard
Guard
DDoS
2. Guard
Guard
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A
CPU
Guard
TCP
1.
2. tcpdump
3. pattern-expression
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Guard

P.7-16

flex-content-filter renumber [start [step]]

7-1 flex-content-filter renumber

7-1 flex-content-filter renumber

start
1 9999 10

step
1 999 10

Cisco Anomaly Guard Module
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show packet-dump signatures Guard

P.13-31

flex-content-filter row-num {disabled | enabled} {drop | count}
protocol port [start start-offset [emnd end-offset]] [ignore-case]
expression tcpdump-expression pattern pattern-expression

7-2 flex-content-filter

7-2 flex-content-filter

row-num 1 9,999 ID

Guard

disabled

enabled Guard

drop

count

Cisco Anomaly Guard Module
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7-2 flex-content-filter

protocol
* 0 255
Internet
Assigned Numbers Authority 1ANA,;
Web
http://www.iana.org/assignments/protocol-numbers
port 0 65535
*
6 TCP 17 UDP
Internet
Assigned Numbers Authority 1ANA,;
Web
http://www.iana.org/assignments/port-numbers
start-offset pattern-expression
0 0
1800
show packet-dump signatures
Start
Offset

Cisco Anomaly Guard Module
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||
7-2 flex-content-filter
end-offset pattern-expression
0 1800
show packet-dump signatures
End

Offset

ignore-case pattern-expression
pattern-expression
tcpdump-expression
p.7-11
tcpdump

\n

tcpdump

Cisco Anomaly Guard Module
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7-2 flex-content-filter

pattern-expression
P.7-15

show packet-dump signatures Guard

P.13-31

\n

p.7-18

p.7-17

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * *
expression “ip[6:2] & O0x1fff=0” pattern

“/ HTTP/1\.1\ xO0D\OAAccept: .*/.*\x0D\x0AAccept-Language:
en*\x0D\x0AAccept-Encoding: gzip, deflate\x0D\x0AUser-Agent:
Mozilla/4\.0”
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e tcpdump
[ ]
tcpdump
tcpdump
S
tcpdump
protocol port
1 ID ID
1
3
. ID
host net port host
. src dst srcor
dst src and dst src or dst
[ ]
ether ip arp rarp tcp udp
53 TCP UDP 53
7-3 tcpdump
Cisco Anomaly Guard Module
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7-3 tcpdump

dst host host_ip_address IP

src host host_ip_address IP

host host_ip_ address IP

net net mask mask

net net/len
dst port TCP UDP
destination_port_number

src port TCP UDP
source_port_number

port port_number TCP
UDP

less packet_length

greater packet_length

ip proto protocol ICMP UDP TCP
ip broadcast IP
ip multicast
ether proto protocol IP ARP RARP
\
expr relop expr 7-4 tcpdump

7-4 tcpdump

Cisco Anomaly Guard Module
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||
7-4
relop > < >= <= = I=
expr C
+ - ] & |
proto [expr: size]
proto ether
ip tcp wudp icmp
expr
proto [expr: size]
size
1 2 4
1
+ * | & |
S
\(
. ! not
. && and
. Il or

| oL-8710-01-J
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and

http://www.freesoft.org/CIE/Topics/56.htm.

0 TCP
UDP tep[0] TCP

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * *
expression ip[6:2]&0x1ff£f=0 pattern ““

TCP RST

user@GUARD-conf-zone-scannet# flex-content-filter enabled drop * *
expression tcp[l3]&4!=0 pattern ““

ping ICMP

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * *
expression “icmp [0]!=8 and icmp[0] != 0” pattern ““

80 1000 TCP

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * *
expression “tcp and dst port 80 and not src port 1000” pattern ““

Cisco Anomaly Guard Module
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ASCII
Guard
version 3.1 version 4.0
version 5.2 3 version .*\..*
7-5
7-5
* 0
g00.*s goos goods good for ddos
\
1
\
2 \\ 1
\ 1
\ 1
*
\xHH 16 H 16
16 2
\x41 16 A
flex-content-filter
ignore-case P.7-6
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Slammer
protocol port tcpdump-expression

user@GUARD-conf-zone-scannet# flex-content-filter enabled drop * *
expression “ “ pattern
\x89\xE5Qh\.dllhel32hkernQhounthickChGetT£\xB91l1l

Qh32\.dhws2_ f\xB9etQhsockf\xB9toQhsend\xBE\x18\x10\xAEB

show flex-content-filters

7-6 show flex-content-filters

7-6 show flex-content-filters

Row
State

Action

Protocol

Port

Start

pattern

Cisco Anomaly Guard Module
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7-6 show flex-content-filters

End

pattern

Match-case

yes

no

TCPDump-
expression

tcpdump
tcpdump
tcpdump

P.7-11

Pattern-filter

P.7-15

RxRate (pps)

p.7-18

1 show flex-content-filters

user@GUARD-conf-zone-scannet# show flex-content-filters

Cisco Anomaly Guard Module

Guard
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P.7-16

2 no flex-content-filter row-num

row-num

row-num

user@GUARD-conf-zone-scannet# no flex-content-filters 5

Guard

Guard

p.7-17

P.7-16

Cisco Anomaly Guard Module
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flex-content-filter row-num {disabled | enabled}

row-num

user@GUARD-conf-zone-scannet# flex-content-filters 5 disabled
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Guard

2

Guard
rate-limit

bypass-filter row-num src-ip [ip-mask] protocol dest-port [fragments-type]

7-7 bypass-filter

7-7 bypass-filter

row-num 1 9,999
ID
Guard

src-ip IP IP

Cisco Anomaly Guard Module
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7-7 bypass-filter

ip-mask
C
255.255.255.255
protocol
*
Internet
Assigned Numbers Authority 1ANA,;
Web
http://www.iana.org/assignments/protocol-numbers
dest-port

Internet Assigned
Numbers Authority 1ANA;
Web

http://www.iana.org/assignments/port-numbers

fragments-type

3
* no-fragments
e fragments
e any-fragments
no-fragments
A
fragments-type  dest-port
fragments-type dest-port *

Cisco Anomaly Guard Module
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show bypass-filters

7-8 show bypass-filters

7-8 show bypass-filters

Row

Source IP

Source Mask

Proto
DPort
Frg
[ ] yes
* no
* any
RxRate (pps)
/

r Cisco Anomaly Guard Module
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no bypass-filter row-num

row-num

user@GUARD-conf-zone-scannet# no bypass-filter 10

Cisco Anomaly Guard Module
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Guard
Guard
Guard
Guard
Guard
Guard
DDoS
Guard
drop strong basic
permit redirect/zombie block-unauthenticated
Guard
7-9
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7-9

permit

basic/redirect |HTTP
basic/reset TCP HTTP
basic/redirect
basic/default TCP
basic/dns-proxy | TCP DNS
basic/safe-reset | TCP TCP
HTTP
basic/redirect
basic/sip SIP! over UDP VolP
RTP/RTCP? sIp
VolPp®
drop
strong
TCP Guard
IP ACL*
1. SIP = Session Initiation Protocol
2. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol
3. VolP = Voice over IP
4. ACL = Access Control List

Cisco Anomaly Guard Module
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1
p.7-29
2
user-filter renumber [start [step]]
7-10 user-filter renumber
7-10 user-filter renumber
start
1 10000 10
step 1
1000 10
3

user-filter row-num filter-action src-ip [ip-mask] protocol dest-port
[ fragments-type] [rate-limit rate burst units]
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||
7-11 user-filter
7-11  user-filter
row-num 1 1000 ID
Guard
filter-action
7-9
src-ip IP IP
*
ip-mask
C
255.255.255.255
protocol
*
Internet
Assigned Numbers Authority 1ANA,;
Web
http://www.iana.org/assignments/protocol-numbers
dest-port

Internet Assigned
Numbers Authority TANA;
Web

http://www.iana.org/assignments/port-numbers
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7-11 user-filter

fragments-type

* no-fragments

* fragments

e any-fragments

no-fragments

rate 64
units
10
burst 64
units
burst rate
units
* bhps /
e Kkbps /
e Kkpps /
* mbps /
* pps /
Cisco Anomaly Guard Module
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10 5
12
6 TCP 25 SMTP

600 pps 400

user@GUARD-conf-zone-scannet# user-filter renumber 10 5
user@GUARD-conf-zone-scannet# user-filter 12 permit * 6 25 rate-limit
600 400 pps

show show running-config
show
show running-config | begin USER FILTERS
7-12 show
7-12  show
Row
Source IP IP

Source Mask

Proto
DPort

| oL-8710-01-J
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7-12 show
Frg
* yes
* no
e any
RxRate (pps)
pps
Action
7-9
Rate
Units
Burst
Units
Units
IP
*
Cisco Anomaly Guard Module
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to-user-filter

P.8-33

no user-filter row-num

row-num

user@GUARD-conf-zone-scannet# no user-filter *
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Guard
DDoS
Guard
150,000
Guard
Guard
DDoS
Guard
drop strong basic permit
redirect/zombie block-unauthenticated

Guard
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7-13

7-13

drop

strong

to-user-filters

block-unauthenticated-basic

block-unauthenticated-strong

block-unauthenticated-dns DNS
DNS UDP
uDP

53

redirect/zombie basic/redirect

timeout

exp-time

Cisco Anomaly Guard Module
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Guard

Guard

P.7-41

Guard

* show dynamic-filters [details]

e show dynamic-filters dynamic-filter-id [details] 1
e show dynamic-filters sort {action | exp-time | id | filter-rate}
show recommendations
11
7-14 show dynamic-filters
Cisco Anomaly Guard Module
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7-14 show dynamic-filters

dynamic-filter-id ID! Guard
ID

details

action

exp-time
id ID

filter-rate pps

/

Guard 1,000 1,000

user@GUARD-conf-zone-scannet# show dynamic-filters 876 details

7-15 show dynamic-filters
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7-15 show dynamic-filters

ID
Action
7-13
Exp Time
filter-termination
Source IP IP

Source Mask

Proto
DPort
Frg
° yes
* no
e any
RxRate (pps) pps

Cisco Anomaly Guard Module
m. oL-8710-01-J |




||
7-16 show dynamic-filters details
7-16  show dynamic-filters details
Attack flow Dynamic
Filters
80
80 IP
TCP
Source IP Source Mask Proto Dport
Frg
7-15
Triggering Rate
Threshold
Policy
8

dynamic-filter action {exp-time | forever} src-ip [ip-mask] protocol dest-port
[fragments-type]

dynamic-filter

Cisco Anomaly Guard Module
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7-17 dynamic-filter
7-17  dynamic-filter
action
7-13
exp-time 1
3,000,000
forever
src-ip IP IP
10 192.168.100.1
IP *
ip-mask
10
255.255.255.0 C
255.255.255.255
protocol
*
Internet
Assigned Numbers Authority IANA,;
Web
http://www.iana.org/assignments/protocol-numbers
dest-port

Internet Assigned
Numbers Authority IANA,;
Web

http://www.iana.org/assignments/port-numbers
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7-17  dynamic-filter

fragments-type
3

e no-fragments
e fragments

e any-fragments

no-fragments

600

admin@GUARD-conf-zone-scannet# dynamic-filter to-user-filters 600
192.128.30.45 255.255.255.252 6 88 no-fragments

Guard
Guard
P.7-40
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no dynamic-filter dynamic-filter-id

dynamic-filter-id ID

user@GUARD-conf-zone-scannet# no dynamic-filter 876

p.8-23
P.7-34

P.7-20

p.8-24
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Guard

Guard

zone-malicious-rate

N/A filter-rate

p.8-32

to-user-filters  block-unauthenticated redirect/zombie

notify

filter-termination zone-malicious-rate threshold

threshold pps

50 pps

| oL-8710-01-J
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filter-termination filter-rate threshold

threshold pps
2 pps

user@GUARD-conf-zone-scannet# filter-termination zone-malicious-rate
200
user@GUARD-conf-zone-scannet# filter-termination filter-rate 50
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Guard
Guard Guard
Guard
Guard
Guard DDoS
Guard
Guard
http/80/analysis/syns/src_ip Guard
IP 80 HTTP
SYN
8-1
Cisco Anomaly Guard Module

m. oL-8710-01-J |




8-1

RIY— gz {REE
FUTL—bk LAJL

ol

httpo / 8080 / basic /

8-1

8-1

AV P
847 it

Vo

syns / src_ip >

119315

DDos
Guard
P.8-5
pP.8-14
Guard
P.8-18
Guard
P.8-19
Guard
P.8-20
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HTTP

p.8-22

Guard

Detector Module

Guard
TCP
HTTP
Guard
Guard
Guard
Guard
P.6-15 Guard Cisco Traffic Anomaly

r Cisco Anomaly Guard Module
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||
Guard
DNS HTTP
ip_scan
tcp_connections
Guard
8-2 Guard
GUARD_DEFAULT
Guard
8-2
dns_tcp DNS-TCP
dns_udp DNS-UDP
fragments
http 80
HTTP

Cisco Anomaly Guard Module
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8-2
ip_scan IP 1 IP
IP
IP
notify
S
other_protocols | TCP UDP
port_scan 1
IP
notify
)
tcp_connections | TCP
tcp_not_auth Guard
TCP
tcp_outgoing TCP
tcp_ratio TCP SYN
FIN/RST
Cisco Anomaly Guard Module
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||
8-2
tcp_services HTTP 80 8080
TCP
tcp_services_ns | TCP
IRC 666X  SSH
Telnet Guard
P.1-9
udp_services UDP
Guard
8-3 Guard
8-3
GUARD_SIP sip_udp SIP! over UDP VolP
RTP/RTCP?
SIp VolP?

1. SIP = Session Initiation Protocol

2. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol
3. VolIP = Voice over IP

Cisco Anomaly Guard Module
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¢

Guard 6660 6670 21 23 TCP
J tcp_services_ns
tcp_services
TCP
tcp_services_ns
tcp_services_ns
Guard TCP Guard
IP Internet Relay Chat IRC;
GUARD_TCP_NO_PROXY Guard
8-4
Guard http tcp_connections tcp_outgoing
http_ns tcp_connections_ns tcp_outgoing_ns
http_ns tcp_connections_ns
tcp_outgoing_ns Guard
8-4  Guard GUARD_TCP_NO_PROXY

Cisco Anomaly Guard Module
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8-4 GUARD_TCP_NO_PROXY

tcp_connections_ns |tcp_connections TCP

tcp_outgoing_ns tcp_outgoing TCP
http_ns http 80
HTTP
policy-template Tab 2
Guard
Guard
Guard
any
. Guard
. Guard
. Guard

Cisco Anomaly Guard Module
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policy-template policy-template-name

policy-template-name
8-2

Guard

http

user@GUARD-conf-zone-scannet# policy-template http
user@GUARD-conf-zone-scannet-policy_template-http#

show

Guard
Guard
min-threshold
Guard any
N
Cisco Anomaly Guard Module
m. oL-8710-01-J |




||
tcp_services tcp_services_ns udp_services other protocols
53
dns_tcp
fragments
Guard
IP
IP any
IP

Guard

max-services max-services
max-services Guard
1 10

Guard 5

user@GUARD-conf-zone-scannet-policy_template-tcp_services#
max-services 5

Guard

| oL-8710-01-J
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tcp_services tcp_services_ns udp_services
other_protocols http fragments

min-threshold min-threshold

min-threshold 0 2

/ pps
SYN/FIN

http

user@GUARD-conf-zone-scannet-policy_template-http# min-threshold 12.3

Guard

Guard

dns_udp
Guard DNS UDP

disable

enable

Cisco Anomaly Guard Module
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policy-template policy-template-name max-services min-threshold {disabled |

enabled}

8-5 policy-template

8-5 policy-template

policy-template-name 8-1
max-services Guard
Guard
-1
P.8-10
min-threshold Guard
Guard
-1
P.8-11
disabled
pP.8-12
enabled
p.8-12

| oL-8710-01-J

Cisco Anomaly Guard Module [




tcp_services

3 enabled
-1
user@GUARD-conf-zone-scannet# policy-template tcp_services 3 -1
enabled
[ ]
[ ]
[ ]
[ ]
[ ]
Guard
P.8-5
2 Guard
any

Cisco Anomaly Guard Module
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Guard

Guard

P.9-11
i P.9-19

P.9-11

e tcp_services udp_services tcp_services_ns

e other_protocols

| oL-8710-01-J
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¢

add-service service-num

policy-template policy-template-name add-service service-num

8-6 add-service

8-6 add-service

policy-template-name 8-2

service-num

tcp_services

user@GUARD-conf-zone-scannet-policy template-tcp_services# add-service
25
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Guard

* remove-service service-num

e policy-template policy-template-name remove-service service-num

8-7 remove-service

8-7 remove-service

policy-template-name 8-2

service-num

Guard

e tcp_services udp_services tcp_services_ns

e other_protocols

| oL-8710-01-J
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2

tcp_services

user@GUARD-conf-zone-scannet-policy_template-tcp_services#
remove-service 25

Guard 3
Guard 3
. Guard
Guard
. Guard
Guard
Guard
. Guard
Guard
Guard
Guard

r Cisco Anomaly Guard Module
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¢

Guard
. TCP-SYN
TCP Guard
8-8 Guard
8-8
auth_pkts TCP UDP
auth_tcp_pkts TCP
auth_udp_pkts UDP

in_nodata_conns

in_conns

in_pkts DNS

in_unauth_pkts DNS
num_sources TCP IP Guard
out_pkts DNS

reqs

syns TCP SYN

Cisco Anomaly Guard Module
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8-8
syn_by_fin SYN FIN Guard
SYN FIN
unauth_pkts TCP
pkts

dns_tcp/53/analysis/pkts/dst_ip  dns_tcp/53/analysis/pkts/src_ip
8-9 Guard

8-9

dst_ip IP

dst_ip_ratio IP SYN
FIN

dst_port

dst_port_ratio SYN FIN

global

protocol

Cisco Anomaly Guard Module
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8-9
src_ip IP
src_ip_many_dst_ips IP
IP
IP
src_ip_many_ports 1 IP
1 IP

Cisco Anomaly Guard Module
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show

policy policy-path

policy-path
P.8-2

s

policy ..

dns_tcp/53/analysis/syns/global

user@GUARD-conf-zone-scannet# policy dns_tcp/53/analysis/syns/global
user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/syns/global#

. P.8-23

. P.8-24

. P.8-32
. P.8-33
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. P.8-36

Guard *
tcp_services//analysis//global

Guard

Cisco Anomaly Guard Module
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state {active | disabled | inactive}

user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/syns# state

disabled

user@GUARD-conf-zone-scannet-policy-/*/*/*/global# state notify

pps
®  numM_soruces IP
e tcp_connections
e tcp_ratio
Cisco Anomaly Guard Module
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Guard
P.8-29
. IP

Guard
P.8-30 IP

Guard

Guard
proxy-threshold threshold-list

Guard

p.8-27

Cisco Anomaly Guard Module
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HTTP

p.8-31

P.8-26
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threshold threshold
threshold

policy dns_tcp/53/analysis/syns/global 300

user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/syns/
global# threshold 300

proxy-threshold threshold-list
Guard

learning-params fixed-threshold

policy dns_tcp/53/analysis/syns/global

user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/syns/
global# learning-params fixed-threshold

policy policy-path learning-params fixed-threshold

Cisco Anomaly Guard Module
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||
policy-path
P.8-2
dns_tcp

user@GUARD-conf-zone-scannet# policy dns_tcp learning-params
fixed-threshold

show
learning-params show policies

policy-path learning-params

Guard
Guard

P.9-18

policy policy-path learning-params threshold-multiplier threshold-multiplier

Cisco Anomaly Guard Module
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8-10  policy learning-params threshold-multiplier

8-10 policy learning-params threshold-multiplier

policy-path

p.8-2

learning-params

threshold-multiplier threshold-multiplier
threshold-multiplier

learning-params threshold-multiplier threshold-multiplier

Guard
dns_tcp

user@GUARD-conf-zone-scannet# policy dns_tcp learning-params
threshold-multiplier 0.5

show

learning-params show policies
policy-path learning-params

Cisco Anomaly Guard Module
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¢

Guard
policy threshold-list

policy policy-path thresh-mult threshold-multiply-factor

8-11 policy thresh-mult

8-11  policy thresh-mult

policy-path 8-2

thresh-mult 4
threshold-multiply-factor

dns_tcp

user@GUARD-conf-zone-scannet# policy */*/*/*/src_ip thresh-mult 0.5

Guard
Guard
P.8-26
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show
learning-params show policies
policy-path learning-params

IP
IP
Guard
IP
IP
d IP
IP
. IP
IP
IP
. IP dst_ip
. drop
IP src_ip
Guard
IP

¢ policy policy-path threshold-list ip threshold [ip threshold ...]

* threshold-list ip threshold [ip threshold ...]
8-12 threshold-list
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8-12 policy threshold-list

policy-path 8-2
ip IP
threshold pps
SYN  FIN
IP 10 IP
1
Guard new-thresholds
P.9-18

http/80/analysis/syns/src_ip IP 10.10.10.2

10.10.15.2 IP

user@GUARD-conf-zone-scannet-policy-/http/80/analysis/syns/src_ip#
threshold-1list 10.10.10.2 500 10.10.15.2 500

HTTP

Guard
Guard

DEFAULT
TCP_NO_PROXY

| oL-8710-01-J
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http http_ns tcp_connections tcp_connections_ns
http http_ns
tcp_connections tcp_connections_ns

proxy-threshold proxy-threshold

proxy-threshold http http_ns
pps tcp_connections
tcp_connections_ns

threshold proxy-threshold

tcp_ratio/any/basic/syn_by_fin/dst_ip_ratio
20

user@GUARD-conf-zone-scannet-policy-/tcp_ratio/any/basic/syn_by_fin/
dst_ip_ratio# proxy-threshold 20

Guard
Guard

filter-termination
P.7-41

Cisco Anomaly Guard Module
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timeout {forever | timeout}

8-13 timeout

8-13 timeout

forever

timeout

1 3,000,000

http/80/analysis/syns/src_ip 100

user@GUARD-conf-zone-scannet-policy-/http/80/analysis/syns/src_ip#
timeout 100

policy set-timeout

HTTP
100 IP

user@GUARD-conf-zone-scannet# policy http/*/*/*/src_ip set-timeout 100

to-user-filters
filter/drop

| oL-8710-01-J
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to-user-filters

action policy-action

8-14

8-14

block-unauthenticated ACK

in_unauth_pkts unauth_pkts

filter/strong

src_ip  TCP

AcCL!

to-user-filters

Cisco Anomaly Guard Module
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| |
8-14
filter/drop Guard
Guard
Guard
Guard
redirect/zombie redirect

tcp_connections/any/basic/num_sources/global

notify

1. ACL = Access Control List

http/80/analysis/syns/src_ip

user@GUARD-conf-zone-scannet-policy-/http/80/analysis/syns/src_ip#

action drop

policy set-action

¢

Guard

| oL-8710-01-J
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dns_tcp

user@GUARD-conf-zone-scannet# policy dns_tcp/ set-action filter/drop
set action of dns_tcp/ to filter/drop:
16 policy actions set.

11

always-accept always-ignore
interactive-status

always-accept

interactive always-accept

interactive-status {always-ignore | always-accept | interactive}

8-15 interactive-status

8-15 interactive-status

always-accept

Guard

Cisco Anomaly Guard Module
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8-15 interactive-status

always-ignore

Guard

interactive

Guard

dns_tcp/53/analysis/pkts/src_ip
always-accept

user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/pkts/src_ip#
interactive-status always-accept

Cisco Anomaly Guard Module
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Guard
Guard
show
policies
show policies policy-path
policy-path
Guard
tcp_services//analysis//global
*
p.8-2
Cisco Anomaly Guard Module
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user@GUARD-conf-zone-scannet# show policies *

53 DNS-over-TCP

user@GUARD-conf-zone-scannet# show policies dns_tcp/53/*/syns/*

8-16 show policies

8-16 show policies

Policy
P.8-2
State P.8-23
act active inact inactive disab  disabled
IStatus
P.8-36
a-accept always-accept a-ignor always-ignore interac
interactive
Threshold
Guard
P.8-24
Proxy
P.8-31
List IP
P.8-30 IP

| oL-8710-01-J
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8-16 show policies

Action
P.8-33
Timeout Guard
filter-termination
p.8-32
1

Guard

show policies policy-path statistics [num-entries]

8-17 show policies statistics

Cisco Anomaly Guard Module
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8-17 show policies statistics

policy-path

Guard

tcp_services//analysis//global

p.8-2

num-entries

1 100
Guard

user@GUARD-

user@GUARD-

user@GUARD-

Guard

conf-zone-scannet# show policies * statistics

53 DNS-over-TCP

conf-zone-scannet# show policies dns_tcp/53/*/syns/*

conf-zone-scannet# show policies */*/*/*/global statistics

| oL-8710-01-J
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8-18  show policies statistics

8-18 show policies statistics

Key
tcp_services/any/analysis/syns/dst_ip
IP dst_ip
global
N/A
8-8
Policy
p.8-2
1
Rate pps
Connection
tcp_connections
* in_conns
e in_nodata_conns
Ratio SYN FIN/RST
syn_by fin
)
Guard

Cisco Anomaly Guard Module
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snapshot threshold-selection cur-thresholds

user@GUARD-conf-zone-scannet# snapshot threshold-selection
cur-thresholds

Cisco Anomaly Guard Module
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Guard

Guard

o Cisco Traffic Anomaly Detector Module

Cisco Anomaly Guard Module
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Guard
Guard
Guard
Guard
Guard
Guard Guard
5
~
Guard
IP UDP
TCP
0
. Guard

Cisco Anomaly Guard Module
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P.10-3
*
learning policy-construction *
scan Guard
scannet  scanserver
no learning scan* accept
[ ]
[ ]
2
. Guard
Guard
Guard
Guard
Guard
Guard
8
GUARD_LINK

| oL-8710-01-J
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. Guard
Guard
Guard
Guard
Guard
~
Guard
Guard
Guard
1
snapshot
Guard
Cisco Anomaly Guard Module
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Guard

Guard
Guard

Guard

P.9-21

Cisco Anomaly Guard Module
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9

| Cisco Traffic Anomaly Detector Module

Cisco Traffic

Anomaly Detector Module

Cisco Traffic Anomaly Detector Module Detector
Guard

Guard Detector
Guard
~
Detector
Cisco Traffic Anomaly Detector Module
Detector
1. Guard Detector Guard
Secure Socket Layer SSL
2. Detector SSL P.4-28 SSL
Detector Guard
Detector Detector
Guard
P.6-15 Guard Cisco Traffic
Anomaly Detector Module
Cisco Anomaly Guard Module
m. OL-8710-01-J |




Guard
Guard
Guard
P.8-5
Guard
8
Guard
~
GUARD_LINK 128K
GUARD_LINK_1IM GUARD_LINK_4M GUARD_LINK 512K
Guard DDoS
Guard
DDoS
Guard

Cisco Anomaly Guard Module
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1

learning policy-construction
2 Guard

10

show rates details Received traffic

3 Guard
snapshot
P.8-43
4
Guard
1 Guard
Guard

learning accept

Cisco Anomaly Guard Module
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Guard

learning-params periodic-action auto-accept Iearn_params_days
learn_params_hours learn_params_minutes

P.9-16

no learning-params periodic-action

Guard

. Guard

no learning accept

Guard
8
. Guard
no learning reject
Guard
Guard

| oL-8710-01-J
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12

user@GUARD-conf-zone-scannet# learning policy-construction
user@GUARD-conf-zone-scannet# learning-params periodic-action
auto-accept 0 12 0

user@GUARD-conf-zone-scannet# no learning accept

Cisco Anomaly Guard Module
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||
Guard
Guard
Guard
Guard
Guard Guard
protection-end-timer
10
P.10-13
1
protect learning
Guard
learning threshold-tuning protect

Guard

Cisco Anomaly Guard Module
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¢

Guard
. learning-params threshold-tuned
P.9-19
. no protect
deactivate
learning threshold-tuning
2 Guard
10
show rates details Received traffic
3 Guard
snapshot
P.8-43
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m. oL-8710-01-J |




4

Guard

Guard

Guard

learning accept [threshold-selection {new-thresholds \ max-thresholds

| weighted weight}]

threshold-selection 9-2

Guard

learning-params periodic-action auto-accept Ilearn_params_days

learn_params_hours learn_params_minutes

P.9-16
no learning-params periodic-action
5
A
1
24 Guard

Guard

Cisco Anomaly Guard Module
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. Guard

no learning accept [threshold-selection {new-thresholds \
max-thresholds | weighted weight}]

threshold-selection 9-2

Guard

. Guard

no learning reject

Guard

Guard

max-thresholds

user@GUARD-conf-zone-scannet# learning threshold-tuning
user@GUARD-conf-zone-scannet# learning-params periodic-action
auto-accept 0 1 0

user@GUARD-conf-zone-scannet# no learning accept threshold-selection
max-thresholds

show policies statistics
p.8-38
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. Guard
P.8-26

. Guard

p.8-27

Cisco Anomaly Guard Module
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e periodic-action

p.9-17

e threshold-tuned

P.9-19

¢ threshold-selection Guard

P.9-18
¢ fixed-threshold

P.8-26

e threshold-multiplier

p.8-27

learning-params

Cisco Anomaly Guard Module

Guard
Guard

Guard

Guard

Guard

Guard

show
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Guard

P.8-38

Guard

learning-params periodic-action {auto-accept | snapshot-only}
learn_params_days learn_params_hours learn_params_minutes

9-1 learning-params

9-1 learning-params periodic-action

auto-accept

Guard

Guard

snapshot-only

Guard
learn_params_days 0 1000
learn_params_hours 0 1000
learn_params_minutes 0 1000

learn_params_days

learn_params_minutes

Cisco Anomaly Guard Module

learn_params_hours
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Guard 1

user@GUARD-conf-zone-scannet# learning-params periodic-action
auto-accept 0 1 0

Guard

Guard

learning-params threshold-selection {new-thresholds | max-thresholds |
weighted weight}

9-2 learning-params threshold-selection

9-2 learning-params threshold-selection

new-thresholds

max-thresholds

weighted weight

= ( * +
£(100-  ))/100

Cisco Anomaly Guard Module
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Guard

user@GUARD-conf-zone-scannet# learning-params threshold-selection
max-thresholds

Guard
Guard
Guard
Guard
Guard
Guard
accept-new
Guard
accept-new
P.9-18
Guard

| oL-8710-01-J
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Guard

learning-params threshold-tuned

no
[ ]
[ ]
[ ]
. IP
[ ]
Guard
Guard
Guard
Guard
Cisco Anomaly Guard Module
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user@GUARD-conf-zone-scannet# learning-params threshold-tuned

Guard

Guard

Guard

2

Guard
Guard

learning-params Guard

Cisco Anomaly Guard Module
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Guard
* Guard
e Guard accept-new

P.9-18
Guard
Guard
P.9-16
protect
learning learning threshold-tuning protect
P.9-11 10
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Guard
Guard 100

Guard
Guard

Guard
p.9-17
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snapshot [threshold-selection {new-thresholds | max-thresholds | cur-thresholds
| weighted calc-weight}]

9-3 snapshot

9-3 snhapshot

threshold-selection Guard
Guard
learning-params threshold-selection
max-thresholds

new-thresholds
max-thresholds
weighted calc-weight

= * +

* (100 - )) /100
cur-thresholds
snapshot

2

Cisco Anomaly Guard Module
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snapshot threshold-selection cur-thresholds
user@GUARD-conf-zone-scannet# snapshot threshold-selection
max-thresholds
1 snapshot Zone-name

[threshold-selection {new-thresholds | max-thresholds | cur-thresholds | weighted
weight}]

| oL-8710-01-J

Cisco Anomaly Guard Module [




2
diff snapshots snapshot-id snapshot-id [percent]
9-4 diff
9-4  diff
snapshot-id ID
show snapshots
percent Guard 2

100% Guard 2

user@GUARD-conf-zone-scannet# show snapshots

D Time

1 Feb 10 10:32:04
2 Feb 10 10:49:12
3 Feb 10 11:01:50

user@GUARD-conf-zone-scannet# diff 2 3

diff zone-name snapshots
snapshot-id snapshot-id [percent]

Cisco Anomaly Guard Module
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||
2
diff zone-name zone-name [percent]

9-5 diff

9-5 diff
zone-name
percent Guard 2

100%
Guard 2

2

user@GUARD# diff scannet scannet-mailserver

show snapshots [snapshot-id [policies policy-path]]

9-6 show snapshots

| oL-8710-01-J
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9-6 show snapshots

snapshots
ID Guard
snapshot-id ID
ID
policy-path
p.8-2

show zone zone-name
snapshots [snapshot-id [policies policy-path]]

2 dns_tcp
user@GUARD-conf-zone-scannet# show snapshots
D Time
1 Feb 10 10:32:04
2 Feb 10 10:49:12

user@GUARD-conf-zone-scannet# show snapshots 2 policies dns_tcp

show zone zone-name snapshots snapshot-id policies policy-path
show policies
p.8-38

9-7 show snapshots

9-7 show snapshots

ID 1D

Time

Cisco Anomaly Guard Module
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no snapshot snapshot-id

snapshot-id ID

show snapshots

user@GUARD-conf-zone-scannet# no snapshot *

Guard

copy-policies {snapshot-id | src-zone-name [service-path]}

9-8 copy-policies

| oL-8710-01-J
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9-8 copy-policies

snapshot-id ID
ID show snapshots

Src-zone-name

service-path

e policy-template

e policy-template/service-num

tcp_connections
webnet scannet

user@GUARD-conf-zone-scannet# copy-policies webnet tcp_connections/

ID 2

user@GUARD-conf-zone-scannet# show snapshots

D Time
1 Feb 10 10:32:04
2 Feb 10 10:49:12

user@GUARD-conf-zone-scannet# copy-policies 2
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snapshot threshold-selection cur-thresholds

user@GUARD-conf-zone-scannet# snapshot threshold-selection
cur-thresholds

Cisco Anomaly Guard Module
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Cisco Anomaly Guard Module Guard

e Guard
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10 I

Detector

Guard

Guard

Guard

Cisco Traffic Anomaly Detector Module

Guard

Guard

P.6-15 Guard

Cisco Traffic Anomaly Detector Module

Guard

Guard

Guard

Detector

Detector

r Cisco Anomaly Guard Module
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Guard

Guard

Guard

Guard IP

Guard

. Guard

zone new-zone-name [template-name] [interactive]

P.6-6

Cisco Anomaly Guard Module
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10

M Guard

2 IP

ip address ip-addr [ip-mask]

P.6-10
3
protect
P.10-15
4 15 Guard
Guard
Guard
[ ]
[ ]
11
Cisco Anomaly Guard Module
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||
Guard
Detector
Guard
* ip-address IP
Detector
e packet
* packet-or-ip-address
IP
Detector
* zone-name-only
IP
. Guard
Guard
* protect-packet activation-sensitivity Guard
P.10-9
. 2
zone-name-only Guard
IP

Guard

P.10-10

Cisco Anomaly Guard Module

zone-name-only
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activation-interface {packet [divert] | ip-address | packet-or-ip-address [divert]
| zone-name-only}

zone-name-only
protection activation method
zone-name-only P.6-8

10-1 activation-interface

10-1 activation-interface

ip-address IP
Detector
Guard
IP
IP
Guard
IP
IP IP

Cisco Anomaly Guard Module
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10-1  activation-interface
packet
Guard
IP
IP
Guard
IP
IP
IP
)
Guard
Guard
packet-or-ip-address
IP
Detector
ip-address packet
zone-name-only
Detector

Cisco Anomaly Guard Module
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10-1 activation-interface

divert

BGP!

Detector

Guard
BGP Guard
divert

Cisco Traffic Anomaly Detector Module

1. BGP=

Border Gateway Protocol

Guard

user@GUARD-conf-zone-scannet# activation-interface packet

2

ip-address-only P.10-10

protection-end-timer

zone-name-only

Guard
P.10-13
protection-end-timer forever Guard
IP
IP
Guard
IP
Cisco Anomaly Guard Module
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||
0.0.0.0 0.0.0.0
ip-address P.10-10
show
running-config
Guard packet

packet-or-ip-address IP
Guard

protect-packet activation-sensitivity min-rate

min-rate Guard
IP
0 / pps

10 pps

user@GUARD-conf-zone-scannet# protect-packet activation-sensitivity 10

| oL-8710-01-J
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Guard
Detector
Guard
. Guard
IP
e |P IP
Guard
IP
Detector
Guard

p.10-11

activation-extent {entire-zone | ip-address-only}

10-2 activation-extent

10-2 activation-extent

entire-zone

ip-address-only IP

Cisco Anomaly Guard Module
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| |
activation-extent
user@GUARD-conf-zone-scannet# activation-extent entire-zone
show running-config
IP
Guard
IP
IP
30
IP
IP
scannet 10.10.10.0
255.255.255.0 Guard IP 10.10.10.192
255.255.255.252
scannet_10.10.10.192_255.255.255.252
IP Guard
Guard
IP
Guard Guard
no protect
deactivate Guard

| oL-8710-01-J
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>

protection-end-timer forever Guard
Guard
Guard
Guard
e show log sub-zone-name P.13-2 Guard

e show reports sub-zone-name [report-id | current] [details]
P.12-14

sub-zone-name Tab

user@GUARD-conf-zone-scannet# show logs scannet_10.10.10.192

Cisco Anomaly Guard Module
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Guard Guard
Guard

Guard

Guard

protection-end-timer {time-seconds | forever}

10-3 protection-end-timer

10-3 protection-end-timer

time-seconds 61

forever

forever

user@GUARD-conf-zone-scannet# protection-end-timer 300

Guard

Guard

| oL-8710-01-J
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Guard P.7-41
Guard
Guard
rate-limit
Guard
Dropped
P.13-4
1 pps

attack-detection zone-malicious-rate threshold

threshold
Guard

Guard
Packet Guard

Guard

Cisco Anomaly Guard Module
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| |
Detector
Guard
Guard
Guard Guard
Guard
Guard
P.10-3
S
activation-interface packet
packet
Guard
Guard
. P.10-16
. IP P.10-16
IP
. IP IP IP
P.10-17
IP
Guard
10 show
rates 1
P.15-2

Cisco Anomaly Guard Module
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protect [learning]

learning Guard
P.9-11
user@GUARD-conf-zone-scannet# protect
IP
IP
Guard
30 IP
Guard
IP
protect zone-name ip-address-general
10-4 protect
10-4 protect
zone-name
ip-address-general IP IP

10

192.168.5.6

Cisco Anomaly Guard Module
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||
zone no
scannet IP
192.168.5.6
user@GUARD# protect scannet 192.168.5.6
creating zone scannet_192.168.5.6
user@GUARD#
IP
IP IP
IP
protect ip-address-general [subnet-mask]
10-5 protect
10-5 protect
ip-address-general IP IP
10
192.168.5.6
subnet-mask IP
10
255.255.255.252
Guard IP 2]
IP
P.10-10
IP 192.168.5.6

user@GUARD# protect 192.168.5.6

Cisco Anomaly Guard Module
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no protect * scan
scannet  scanserver
no protect scan*

Guard

* no protect
Guard

e deactivate

user@GUARD-conf-zone-scannet# deactivate

Cisco Anomaly Guard Module
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Guard
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Distributed Denial of Service DDoS;

Guard
Guard
Guard
Guard
Guard
DDoS
1,000 Guard
Guard
. show

e event monitor

. syslog

Cisco Anomaly Guard Module
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1

Guard
Guard
Guard
CLI
1 zone new-zone-name interactive
user@GUARD-conf# zone scannet interactive
2 3
pP.11-7
2
interactive
user@GUARD-conf-zone-scannet# interactive
pP.11-7
Cisco Anomaly Guard Module
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3 event monitor
Guard

user@GUARD# event monitor
syslog

show

4 learning Guard

P.10-3

5 protect

user@GUARD-conf-zone-scannet# protect

10

6 show recommendations

user@GUARD-conf-zone-scannet# show recommendations
user@GUARD-conf-zone-scannet# show recommendations 135 pending-filters

p.11-8

Cisco Anomaly Guard Module
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7 recommendation

user@GUARD-conf-zone-scannet# recommendation 135 accept

P.11-11

8 nointeractive
Guard

user@GUARD-conf-zone-scannet# no interactive

P.11-14

Cisco Anomaly Guard Module
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interactive

user@GUARD-conf-zone-scannet# interactive

Zone new-zone-name interactive

new-zone-name

63

user@GUARD-conf# zone scannew interactive

P.6-5

Cisco Anomaly Guard Module
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1

show recommendations [recommendation-id] [pending-filters]

11-1 show recommendations

11-1  show recommendations

recommendation-id ID

pending-filters

user@GUARD-conf-zone-scannet# show recommendations

11-2 show recommendations

11-2 show recommendations

ID

Policy

Threshold

Detection date

Attack flow

any

r Cisco Anomaly Guard Module

oL-8710-01-J |



11

11-2 show recommendations

Min current rate pps

Max current rate pps

No. of pending-filters

Recommended action

show recommendations

11-3  show recommendations pending-filters

11-3  show recommendations pending-filters

ID

Policy

Threshold

pps

Pending-filter-id

Detection date

Attack flow

any

Cisco Anomaly Guard Module
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11-3  show recommendations pending-filters

Triggering rate
pps
Current rate pps

Recommended action

Action flow

any

Guard 1

2

Guard DDoS

135

user@GUARD-conf-zone-scannet# show recommendations 135 pending-filters

Cisco Anomaly Guard Module
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Guard

Guard Guard
DDoS

2

Guard

recommendation recommendation-id [pending-filters pending-filter-id] decision
[timeout]

11-4 recommendation

11-4 recommendation

recommendation-id *

pending-filter-id ID

| oL-8710-01-J
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11-4 recommendation

decision
e accept
e always-accept
Guard
e always-ignore
Guard
timeout
e forever
P.7-32
e new-timeout
P.7-32

135

user@GUARD-conf-zone-scannet# recommendation 135 accept

Cisco Anomaly Guard Module
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P.8-36
Guard always-accept always-ignore
state
pP.8-23
dns_tcp/53/analysis always-accept

user@GUARD-conf-zone-scannet-policy-/dns_tcp/53/analysis/#
interactive-status always-accept

Cisco Anomaly Guard Module
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interactive
Guard
always-accept
p.8-38
scannet
user@GUARD-conf-zone-scannet# no interactive
Cisco Anomaly Guard Module
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Guard
Guard
FTP Secure FTP SFTP Secure Copy SCP
e General Details
e Attack Statistics
e Malicious Packet Statistics
e Detected Anomalies
e Mitigated Attacks
e Zombies show reports details show
zombies
General Details
General Details

12-1

12-1 General Details
Report ID current
Attack Start

Cisco Anomaly Guard Module
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12-1

General Details

Attack End

Attack in progress

Attack Duration

Attack Statistics

Attack Statistics

12-2

12-2
Received
Forwarded Guard
Replied Guard
Dropped Guard

Malicious Packet Statistics

12-3

Malicious Packets Statistics

Guard

Cisco Anomaly Guard Module

Guard
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12-3

Rate Limiter

rate-limit

Flex-Content Filters

User Filters

Dynamic Filters

Spoofed

Guard

Malformed

Guard

Detected Anomalies

Detected Anomalies

12-4

Guard

Distributed Denial of Service DdoS;

Guard

r Cisco Anomaly Guard Module
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12-4

dns (tcp)

DNS-TCP

dns (udp)

DNS-UDP

fragments

http

HTTP

ip_scan

IP

other_protocols

TCP/UDP

port_scan

tcp_connections

TCP

tcp_incoming

TCP

tcp_outgoing

SYN-ACK

tcp_ratio

TCP SYN
FIN/RST

udp

UbP

unauthenticated_tcp

Guard

ACK FIN

user

sip_udp

SIP! over UDP VolP

VolP?

1. SIP = Session Initiation Protocol
2. VolP = Voice over IP

Cisco Anomaly Guard Module
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Mitigated Attacks

Mitigated Attacks

Guard

Guard

spoofed/tcp_syn_basic
tcp_syn_basic

12-5

Guard

syn

Guard

spoofed

DDoS
12-5

spoofed/tcp_syn (basic)

SYN

spoofed/tcp_syn (strong)

SYN

r Cisco Anomaly Guard Module
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12-5

spoofed/tcp_syn_ack (basic)
syn_ack

spoofed/tcp_syn_ack (strong)
syn_ack

spoofed/tcp_incoming (basic)

spoofed/tcp_incoming
(strong)

spoofed/tcp_outgoing (strong)

spoofed/udp (basic)
UDP

spoofed/udp (strong)
UDP

spoofed/other_protocols Guard
TCP UDP

spoofed/tcp_fragments Guard
TCP

spoofed/udp_fragments Guard
UDP

spoofed Guard
/other_protocols_fragments TCP UDP

spoofed/dns_queries (strong)
DNS

Cisco Anomaly Guard Module
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12-5

spoofed/dns_replies (basic)

DNS
spoofed/dns_replies (strong)

DNS
spoofed/sip
SIP over UDP
DDos
12-6

12-6

zombie/http

Guard

HTTP

r Cisco Anomaly Guard Module
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12-7

12-7

client_attack/tcp_connections
TCP

client_attack/http HTTP
client_attack/tcp_ incoming TCP

client_attack/tcp_outgoing IP

client_attack TCP ACK FIN
/unauthenticated_tcp Guard

TCP
client_attack/dns (udp) DNS-UDP

client_attack/dns (tcp) DNS-TCP

client_attack/udp UDP

client_attack/other_protocols TCP/UDP

client_attack/fragments

client_attack/user

Cisco Anomaly Guard Module
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12-8

12-8

user_defined/
user_filter_rate_limit

user_defined/
user_drop_filters

user_defined/rate_limit

o rate-limit

i TCP RST
DNS

user_defined/
flex_content_filter

12-9

Cisco Anomaly Guard Module
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12-9

malformed_packets Guard IP
/packets_to_proxy_ip

malformed_packets Guard DNS
/dns_anti_spoofing_algo

malformed_packets/dns DNS
(queries)

malformed_packets/dns DNS
(short_queries)

malformed_packets/dns DNS
(replies)

malformed_packets/srcip = IP
dstip

malformed_packets
/zero_header_field IP

malformed_packets SIP over UDP
[sip_bad_header

Zombies
DDoS
Guard
show reports details show

zombies

show zombies 12-15

Cisco Anomaly Guard Module
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12-10 Attack Statistics Malicious Packet Statistics

12-10 Attack Statistics

Total Packets
Average pps pps
Average bps bps
Max. pps pps
Max. bps bps
Percentage
12-11 Detected Anomalies Mitigated Attacks
12-11
ID ID
Start time
Duration
Type
Triggering rate

Cisco Anomaly Guard Module
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||
12-11
% Threshold Triggering rate
Flow
IP
IP
any
*
1
[ ]
[ ]
#
Guard notify
notify Guard
Guard notify

Cisco Anomaly Guard Module
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12

show reports [sub-zone-name] [current | report-id] [details]

12-12 show reports

12-12 show reports

sub-zone-name
P.10-11

current

report-id

details

user@GUARD-conf-zone-scannet# show reports

12-13 show reports

12-13 show reports

Report ID current

Attack Start

r Cisco Anomaly Guard Module
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12-13 show reports

Attack End Attack in progress
Attack Duration
Attack Type

e client_attack

e malformed_packets

e spoofed DDoS

e user_defined

e zombie

* hybrid
e traffic_anomaly

Peak Malicious Traffic

e Guard

Guard

user@GUARD-conf-zone-scannet# show reports current

Cisco Anomaly Guard Module
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12 I

P.12-2
Report ID : current
Attack Start : Feb 26 2004 09:58:54
Attack End : Attack in progress
Attack Duration : 00:08:34

Attack Statistics:

Total Average Average Max pps Max bps Percentage
Packets pps bps
Received 95878 186.53 110977.74 1455.44 914428.24 N/A
Forwarded 53827 104.72 64278.54 1430.85 899196.24 56.14
Replied 1870 3.64 2172.89 23.03 14433.88 1.95
Dropped 40181 78.17 44526.32 96.82 55010.13 41.91

Malicious Packets Statistics:

Total Average Average Max pps Max bps Percentage
Packets pps bps
Rate Limiter 0 0 0 0 0 0
Flex-Content 0 0 0 0 0 0
Filter
User Filters 0 0 0 0 0 0
Dynamic Filters 78.07 44473.53 96.82 55010.13 99.84
40128
Spoofed 12 0.02 11.95 0.15 75.29 0.03
Malformed 53 0.1 52.79 1.56 798.12 0.13

Detected Anomalies:

ID Start Time Duration Type Triggering $Threshold
Rate
1 Feb 26 09:58:54 00:08:34 HTTP 997.44 897.44
Flow: 6 * * 92.168.100.34 80 no fragments

Cisco Anomaly Guard Module
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Mitigated Attacks:
ID Start Time Duration Type Triggering $Threshold
Rate
1 Feb 26 09:59:40 00:07:59 client_attack/ 38 280
tcp_connections
Flow: 6 (#52) 92.168.200.254 80 no fragments
details
12-14
12-14
Detected Flow
IP
IP IP
any
Action Flow
IP
IP
IP

any

Cisco Anomaly Guard Module
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12-15

12-15

IP IP

Start Time

Duration

#Requests HTTP get

2

Zombies Report

doesn’t exist
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Extensible Markup Language XML

XML
Guard Guard
XML
xsd
URL Cisco.com
xsd
http://www.cisco.com/public/sw-center/
Guard
export reports file-server-name
file-server-name file-server
Secure FTP SFTP Secure Copy SCP Guard
SFTP SCP SSH
P.14-11
XML

user@GUARD-conf# export reports Corp-FTP-Server

Cisco Anomaly Guard Module

| oL-8710-01-J


http://www.cisco.com/public/sw-center/

12 I

XML

e copy reports [details] [xml] ftp server full-file-name [login] [password]

e copy reports [details] [xml] file-server-name dest-file-name

12-16 copy reports

12-16 copy reports

details IP
xml XML
XML
xsd Cisco.com
http://www.cisco.com/public/sw-center/
xsd
XML
xml details
ftp FTP
server 1P
full-file-name
login
login FTP
FTP
password FTP

Cisco Anomaly Guard Module
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12
||

12-16 copy reports

file-server-name file-server
FTP
SFTP scP
P.14-11
dest-file-name Guard file-server
userl passwordl Guard

10.0.0.191  FTP

user@GUARD# copy reports ftp 10.0.0.191 agmreports.txt userl passwordl

Guard
file-server

user@GUARD# copy reports Corp-FTP-Server AttackReports.txt

FTP

* copy zone zone-name reports [current | report-id] [xml] [details] ftp server
full-file-name [login] [password]

* copy zone zone-name reports [current | report-id] [xml] [details] file-server-name
dest-file-name

Cisco Anomaly Guard Module
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12-17 copy zone reports

12-17 copy zone reports

zone zone-name
current
report-id 1D ID
Guard
show
zone reports
xml XML
XML
xsd Cisco.com
http://www.cisco.com/public/sw-center/
xsd
XML
xml details
details IP
ftp FTP
server IP
remote-path

Cisco Anomaly Guard Module
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12

12-17 copy zone reports

login
login FTP
FTP
password FTP
file-server-name file-server
FTP
SFTP SCP
P.14-11

dest-file-name Guard file-server

userl passwordl IP

10.0.0.191 FTP

user@GUARD# copy zone scannet reports ftp 10.0.0.191
ScannetCurrentReport.txt userl passwordl

file-server
XML

user@GUARD# copy zone scannet reports current xml Corp-FTP-Server
AttackReport-5-10-05.txt

Cisco Anomaly Guard Module
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no reports report-id

report-id ID

*

show zone reports

¢

user@GUARD-conf-zone-scannet# no reports *

Cisco Anomaly Guard Module
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CHAPTER1

Guard

Cisco Anomaly Guard Module Guard module

e Guard
e Guard

e Guard

e CPU
e ARP

e traceroute

e Guard
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M Guard

Guard

Guard

Guard
Guard

show running-config [all | Guard module | interfaces interface-name
self-protection | zones]

13-1 show running-config

13-1  show running-config

all Guard Guard

Guard module Guard

interfaces interface-name |Guard

self-protection Guard

zZones

Guard

user@GUARD# show running-config guard

Guard
Guard FTP
Guard
Guard
P.13-3 Guard

Cisco Anomaly Guard Module
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| 13 Guard

Guard ||
Guard
show
13-2
13-2
Auto protect mode
Guard
Guard
(+learning)
Interactive protect mode
Threshold Tuning phase Guard
Policy Construction phase
Standby

Guard

user@GUARD# show

Cisco Anomaly Guard Module
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Guard Guard

e Guard

* show [zone zone-name] rates

e show [zone zone-name] rates details Guard

e show [zone zone-name] rates history 24 1

* show [zone zone-name] counters Guard

e show [zone zone-name] counters details Guard

e show [zone zone-name] counters history 1
1

Guard

b Zone zone-name

b Zone Zone-name

Cisco Anomaly Guard Module
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/ bps / pps
~

13-3 Guard

13-3 Guard
Malicious
Legitimate Guard
Received Guard
Forwarded Guard
Dropped Guard
Replied

Cisco Anomaly Guard Module
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|
13-3 Guard
Spoofed Guard
Replied
Invalid zone
Guard
zone
Guard
admin@GUARD-conf-zone-scannet# show rates
Guard
Guard Guard

Guard

clear counters
Guard

user@GUARD-conf# clear counters

Cisco Anomaly Guard Module
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e clear counters

e clear zone zone-name counters
zZone-name

user@GUARD-conf-zone-scannet# clear counters

show

IP
P.6-10

P.7-5
P.7-24

P.13-4

user@GUARD-conf-zone-scannet# show

Cisco Anomaly Guard Module
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M Guard

Guard

Guard
Guard Guard

13-4

13-4

Emergencies
Alerts

Critical

Errors

Warnings

Notifications

Informational

N oo MO IDN| RO

Debugging

emergencies alerts critical errors
warnings notification informational debugging Guard
emergencies alerts critical errors warnings

notification

Cisco Anomaly Guard Module
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Guard | |

Guard

Guard
Guard

event monitor

user@GUARD# event monitor

/

no event monitor

Cisco Anomaly Guard Module
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M Guard

Guard

Guard Guard

Guard
Guard syslog
Guard
syslog 1
Guard syslog
syslog copy log
Guard

Sep 11 16:34:40 10.4.4.4 cm: scannet, 5 threshold-tuning-start: Zone
activation completed successfully.

log

event-date event-time Guard-I1P-address protection-level zone-name event-severity-level
event-type event-description

logging {facility | trap}

13-5 logging

Cisco Anomaly Guard Module
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Guard ||
13-5 logging
facility syslog syslog
Guard 1
local0  local7
local4
trap syslog syslog
warning
error critical alerts emergencies
emergencies
alerts critical errors warnings notification informational
debugging notification

informational

2 syslog IP
logging host remote-syslog-server-ip

remote-syslog-server-ip syslog IP

syslog logging
host

Cisco Anomaly Guard Module
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Guard

notification Guard
Guard

local3 IP 10.0.0.191  syslog

user@GUARD-conf# logging facility local3
user@GUARD-conf# logging trap notifications
user@GUARD-conf# logging host 10.0.0.191

Guard
show logging show log export-ip
Guard
[ ]
[ ]
[ ]
Guard Guard
emergencies alerts critical errors warnings
notification
Guard
show log

Guard

user@GUARD# show log

Cisco Anomaly Guard Module
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Guard | |

show log [sub-zone-name]
sub-zone-name
P.10-11

Guard

* copy [zone zone-name] log ftp server full-file-name [login [password]]
* copy [zone zone-name] log {sftp | scp} server full-file-name login

S

logging host
Guard P.13-10
SFTP SCP Secure Shell SSH;
sftp scp copy
Guard
Guard Guard
P.4-38 SFTP
SCP

13-6 copy log ftp

13-6 copy log ftp

Zohe zone-name
Guard

log

| oL-8710-01-J
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13 Guard

M Guard

13-6 copy log ftp

ftp FTP
sftp SFTP
scp SCP
server IP IP
10 192.168.10.2

remote-path

login

login FTP
FTP

password FTP
Guard

Guard FTP

user@GUARD# copy log ftp 10.0.0.191 log.txt <user> <password>

Guard

Guard

clear [zone zone-name] log

Cisco Anomaly Guard Module
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Guard | |

zone-name Guard
clear log
zone zone-name
clear log

Guard

user@GUARD-conf# clear log
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Guard
Guard

Guard

Guard
Guard gzip GNU zip
PCAP Extensible Markup Language

XML
Guard
Guard 2
Guard
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1 1
Guard
4
Guard
20 MB
80 MB
e Guard
e Guard
e Guard
Guard
Guard
Guard

Cisco Anomaly Guard Module
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Guard
50MB 10
Guard

Guard
Guard

Guard

13-7

13-7

Guard

e protect Guard

e Jlearn Guard

Guard

Guard
Guard
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13-7
Guard
e forwarded Guard
e dropped Guard
e replied Guard
Guard 1
2
. 10
Guard
Guard
1 Guard

packet-dump auto-capture

Cisco Anomaly Guard Module
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|
2
P.13-24
Guard
user@GUARD-conf-zone-scannet# packet-dump auto-capture
Guard
no packet-dump auto-capture
show packet-dump
Guard
Guard
Guard
Guard
1 1
Guard
10
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packet-dump capture [view] capture-name pdump-rate pdump-count {all |
dropped | forwarded | replied} [tcpdump-expression]

A
CLlI
Guard
13-8 packet-dump
13-8 packet-dump
view Guard
capture-name 1 63
pdump-rate pps 1 10000
)
Guard
10,000
/
Cisco Anomaly Guard Module
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|
13-8 packet-dump
pdump-count Guard
1
5000
all
dropped Guard
forwarded Guard
replied Guard
tcpdump-expression
Guard
TCPDump
p.7-11 tcpdump
10 pps
1000
user@GUARD-conf-zone-scannet# packet-dump capture view 10 1000 all
Guard

Guard

Guard

Cisco Anomaly Guard Module
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||
Guard
. CLI Ctrl+C
. CLI
no packet-dump capture capture-name
capture-name
Guard
show
packet-dump Guard

Guard

user@GUARD-conf# show packet-dump
13-9 show packet-dump

13-9 show packet-dump

Allocated disk-space

MB

Occupied disk-space

Cisco Anomaly Guard Module
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FTP Secure FTP SFTP Secure Copy SCP

Guard

Guard

Guard gzip GNU zip
PCAP

XML XML
Capture.xsd
URL Cisco.com
xsd

http://www.cisco.com/public/sw-center/

Guard

export packet-dump file-server-name

file-server-name file-server
SFTP SCP
Guard SFTP
SCP SSH
P.14-11

user@GUARD-conf# export packet-dump Corp-FTP-Server

FTP SFTP SCP

Guard gzip GNU zip

Cisco Anomaly Guard Module
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| 13 Guard

PCAP
XML XML
Capture.xsd
URL Cisco.com
xsd

http://www.cisco.com/public/sw-center/

e copy zone zone-name packet-dump captures [capture-name] ftp server
remote-path [login [password]]

* copy zone zone-name packet-dump captures [capture-name] {sftp | scp} server
remote-path login

e copy zone zone-name packet-dump captures [capture-name] file-server-name

SFTP SCP SSH Guard sftp
scp copy Guard
Guard
P.4-38 SFTP SCP

13-10 copy zone packet-dump

13-10 copy zone packet-dump

Zone zone-name

packet-dump
captures

capture-name

Guard

P.13-29

| oL-8710-01-J
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13 Guard
|
13-10 copy zone packet-dump
ftp FTP
sftp SFTP
scp SCP
server IP IP
10 192.168.10.2
remote-path Guard
login
login FTP

FTP

password FTP
Guard
file-server-name file-server
SFTP SCP
Guard SFTP SCP
SSH
P.14-11
scannet FTP

10.0.0.191

user@GUARD# copy zone scannet packet-dump captures ftp 10.0.0.191

<user> <password>

r Cisco Anomaly Guard Module
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scannet file-server

user@GUARD# copy zone scannet packet-dump captures cap-5-10-05
Corp-FTP-Server

Guard

Guard
Guard
XML PCAP

e copy ftp zone zone-name packet-dump captures server full-file-name [login
[password]]

e copy {sftp|scp} zone zone-name packet-dump captures server full-file-name login

* copy file-server-name zone zone-name packet-dump captures capture-name

SFTP SCP SSH Guard sftp
scp copy Guard
Guard
P.4-38 SFTP SCP

13-11 copy zone packet-dump

| oL-8710-01-J
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13 Guard

13-11 copy zone packet-dump

ftp

FTP

sftp

SFTP

scp

SCP

Zone zone-name

packet-dump
captures

server

10

IP IP
192.168.10.2

full-file-name

login

login

FTP
FTP

password

FTP
Guard

r Cisco Anomaly Guard Module
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13-11 copy zone packet-dump

file-server-name file-server

SFTP SCP

Guard SFTP SCP
SSH
P.14-11

capture-name Guard

file-server

scannet FTP

10.0.0.191

user@GUARD# copy ftp zone scannet packet-dump captures 10.0.0.191
/root/scannet/captures/capture-1 <user> <password>

user@GUARD# copy CorpFTP running-config capture-1

Guard

show packet-dump captures [capture-name [tcpdump-expression]]

| oL-8710-01-J
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13-12 show packet-dump captures

13-12 show packet-dump captures

capture-name
Guard
13-13
Guard TCPDump
tcpdump-expression Guard
Guard
TCPDump
p.7-11 tcpdump

user@GUARD-conf-zone-scannet# show packet-dump captures

13-13 show packet-dump captures

Cisco Anomaly Guard Module
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||
13-13 show packet-dump captures
Capture -name
13-7
Size (MB) MB
Filter Guard
TCPDump
TCPDump P.7-11
tcpdump
Guard
DDoS
Guard

P.7-5

Guard

Guard

Cisco Anomaly Guard Module
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1 packet-dump capture Guard

P.13-20 Guard

2 Guard
show packet-dump captures

P.13-29

3 Guard

show packet-dump signatures capture-name [reference-capture-name]
13-14 show packet-dump signatures

13-14 show packet-dump signatures

capture-name

reference-capture-name Guard

Cisco Anomaly Guard Module
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13-15  show packet-dump signatures

13-15 show packet-dump signatures

Start Offset
start-offset
End Offset
end-offset
Pattern Guard Guard
P.7-15
Percentage reference-capture-name

user@GUARD-conf-zone-scannet# show packet-dump signatures PDumpCapture

Cisco Anomaly Guard Module
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Guard

Guard

P.13-35

copy zone zone-name packet-dump captures capture-name [tcpdump-expression]
new-name

13-16  copy zone packet-dump captures

13-16 copy zone packet-dump captures

Zone zone-name

packet-dump

captures capture-name

tcpdump-expression Guard
Guard
TCPDump P.7-11
tcpdump
new-name
1 63

Cisco Anomaly Guard Module
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capture-1

capture-2

user@GUARD-conf# copy zone scannet capture-1 “tcp and dst port 80 and

not src port 1000”7 capture-2

Guard
20 MB
80 MB

Guard
10

e clear zone zone-name packet-dump captures {* | name}
e clear packet-dump captures {* | name}

13-17 clear packet-dump

13-17 clear packet-dump

Zone zone-name

packet-dump captures

*

name

Cisco Anomaly Guard Module
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user@GUARD-conf# clear packet-dump captures *
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show diagnostic-info [details]

e Line Card Number Guard
e Number of Pentium-class Processors Guard

Guard 1
e BIOS Vendor Guard BIOS
e BIOS Version Guard BIOS

e Total available memory Guard

e Size of compact flash Guard

e Slot Num 1 9
e CFEversion CFE

~

CFE
CFE
flash-burn

P.14-27
e Recognition Average Sample Loss
e Forward failures (no resources)

S
Recognition Average Sample Loss Forward failures
Guard
Guard

Cisco Anomaly Guard Module
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Guard
75% Guard
500
80% Guard syslog
Guard
P.12-19
pP.12-24
Guard
~
80% Guard
75%
Guard

show flash-usage

user@GUARD# show flash-usage
2%
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Guard
. KB
* Guard Anomaly Detection Engine Used Memory
N
90%
Guard
show memory
Guard
user@GUARD# show memory
total used free shared buffers cached
In KBytes: 2065188 146260 1918928 0 2360 69232

Anomaly detection engine used memory: 0.3%

/

Guard

| oL-8710-01-J

Cisco Anomaly Guard Module [




13 Guard |

N cru

CPU

Guard

CPU
CPU
100%

CPU
show cpu
CPU

user@GUARD# show cpu
Host CPUl: 0.0% user, 0.1% system, 0.1% nice, 98.0% idle
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Guard
show resources
user@GUARD# show resources
13-18 show resources
13-18 show resources
Host CPU1
CPU1 CPU
CPU
100%
Flash space usage  |Guard
75% Guard syslog
S
80% Guard
75%

Guard

Cisco Anomaly Guard Module
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13 Guard
13-18 show resources
Flash space usage 80%
P.12-19
P.12-24
Accelerator card
memory usage
85
Guard SNMP
Guard
Accelerator card CPU
CPU utilizati
utilization CPU 85
Guard SNMP
Guard
Anomaly detection |Guard
engine used memory
Guard
90%
Cisco Anomaly Guard Module
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13-18 show resources

Dynamic filters used

Guard

Guard
150,000

150,000 Guard
EMERGENCY  SNMP
135,000 Guard
WARNING  SNMP

Guard DDoS

Guard 4-13

Cisco Anomaly Guard Module
[ oL-8710-01-y .m




13 Guard |

Wl ARP

ARP

ARP
ARP

arp [-evn] [-H type] [-i if] -a [hostname]

arp [-v] [-i if] -d hostname [pub]

arp [-v] [-H type] [-i if] -s hostname hw_addr [temp]

arp [-v] [-H type] [-i if] -s hostname hw_addr [netmask nm] pub
arp [-v] [-H type] [-i if] -Ds hostname ifa [netmask nm] pub
arp [-vnD] [-H type] [-i if] -f [filename]

v

13-19 arp
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ARP ||
13-19 arp
-H type, -t type --hw-type type Guard
ether 1EEE 802.3
10Mbps
0x01
-iIf --device If
ARP
ARP
Guard
pub
Guard
ARP IP
-S hostname --set hostname hw_addr
hw_addr hw_addr hostname  ARP
temp
ARP
-a [hostname] --display BSD
[hostname]
-V --verbose
-n --numeric

Cisco Anomaly Guard Module
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13 Guard

Wl ARP

13-19 arp
-d hostname --delete
hostname
-D --use-device ifa
-e
-f filename --file filename |ARP
filename
ASCII pub temp
netmask
10 IP
Guard ARP Guard
ARP
user@GUARD# arp -e
Address HWtype HWaddress Flags Mask TIface
10.10.1.254 ether 00:02:B3:C0:61:67 C ethl
10.10.8.11 ether 00:02:B3:45:B9:F1 C ethl
10.10.8.253 ether 00:D0:B7:46:72:37 C ethl
10.10.10.54 ether 00:03:47:A6:44:CA C ethl
Cisco Anomaly Guard Module
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| 13 Guard

v

2

netstat [address_family_options] [--tcp | -t] [--udp | -u] [--raw | -w]  [--listening
| -1] [--all | -a] [--numeric | -n] [--numeric-hosts] [--numeric-ports]
[--numeric-ports] [--symbolic | -N] [--extend | -e [--extend | -e]] [--timers | -0]
[--program | -p] [--verbose | -v] [--continuous | -c] [delay]

netstat {--route | -r} [address_family_options] [--extend | -e [--extend | -€]]
[--verbose | -v] [--numeric | -n] [--numeric-hosts] [--numeric-ports]
[--numeric-ports] [--continuous | -c] [delay]

netstat {--interfaces | -i} [iface] [--all | -a] [--extend | -e [--extend | -e]] [--verbose
| -v] [--program | -p] [--numeric | -n] [--numeric-hosts] [--numeric-ports]
[--numeric-ports] [--continuous | -c] [delay]

netstat {--groups | -g} [--numeric | -n] [--numeric-hosts] [--numeric-ports]
[--numeric-ports] [--continuous | -c] [delay]

netstat {--masquerade | -M} [--extend | -€] [--numeric | -n] [--numeric-hosts]
[--numeric-ports] [--numeric-ports] [--continuous | -c] [delay]

netstat {--statistics | -s} [--tcp | -t] [--udp | -u] [--raw | -w] [delay]
netstat {--version | -V}

netstat {--help | -h}

Guard

13-20 netstat

| oL-8710-01-J
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13-20 netstat

address_family_
options

e [--protocol={inet,unix,ipx,ax25,netrom,ddp}
[..1]
®  [--unix|-x] [--inet|--ip] [--ax25] [--ipx]

[--netrom]
e [--ddp]
-r --route Guard
-g --groups IPv4 IPv6
-i iface --interface iface
iface
-M --masquerade |Network Address Translation NAT,;
-S --statistics
-V --verbose
-n --numeric

--numeric-hosts

--numeric-port
s

r Cisco Anomaly Guard Module
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| 13 Guard

13-20 netstat

--numeric-user ID
S
-C --continuous
-e --extend
-0 --timers
-p --program
PID
-1 --listening
-a --all
delay delay netstat
N
1 13

Cisco Anomaly Guard Module
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netstat

user@GUARD# netstat -v
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 localhost:1111 1localhost:32777 ESTABLISHED
tcp 0 0 localhost:8200 localhost:32772 ESTABLISHED
tcp 0 0 localhost:33464 localhost:8200 TIME_WAIT
tcp 1 0 localhost:1113 1localhost:33194 CLOSE_WAIT

Active UNIX domain sockets (w/o servers)

unix 2 [ ] STREAM CONNECTED 928
unix 3 [ ] STREAM CONNECTED 890 /tmp/ .zserv
user@GUARD#

Cisco Anomaly Guard Module
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traceroute | |

traceroute
traceroute ip-address [-F] [-f first_ttl] [-g gateway] [-i iface] [-m max_ttl] [-p port]
[-g nqueries] [-s src_addr] [-t tos] [-w waittime] [packetlen]
S
traceroute IP
13-21
13-21 traceroute

ip-address IP

-F don't fragment

-f first_ttl

Time-To-Live TTL;
-g gateway
8 -9
2
8
-i iface IP
-m max_ttl
30
-p port UDP
33434
Cisco Anomaly Guard Module
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W traceroute

13-21 traceroute

-qg nqueries ttl
3
-s src_addr IP src_addr
IP
-t tos
tos
-w waittime
5
packetlen
IP 10.10.10.34

user@GUARD# traceroute 10.10.10.34
traceroute to 10.10.10.34 (10.10.10.34), 30 hops max, 38 byte packets
1 10.10.10.34 (10.10.10.34) 0.577 ms 0.203 ms 0.149 ms
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ICMP
ECHO_REQUEST

ping ip-address [-c count] [-i interval] [-] preload] [-s packetsize] [-t ttI] [-w
deadline] [-F flowlabel] [-1 interface] [-Q tos] [-T timestamp option] [-W
timeout]

13-22 ping

13-22 ping

ip-address IP

-c count ECHO_REQUEST count
deadline

count
ECHO_REPLY

-i interval
1

-1 preload preload

-s packetsize
56

-t ttl IP TTL
-w deadline ping

-F flow label 20

-1 interface IP

-Q tos ICMP Type of Service ToS;

Cisco Anomaly Guard Module
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13-22 ping
-T timestamp option IP
-W timeout
1 10
1 ICMP ECHO_REQUEST IP 10.10.10.30

user@GUARD# ping 10.10.10.30 -n 1

Cisco Anomaly Guard Module
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| 13 Guard

| |
Guard
Guard
Guard Guard
Cisco TAC
FTP
1 Guard
P.13-12
2
Guard
3 FTP

copy debug-core time ftp server full-file-name [login [password]]

13-23 copy debug-core

Cisco Anomaly Guard Module
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13 Guard

13-23 copy debug-core

time
MMDDhhmm[[CC]YY][.ss]

e MM

e DD

e hh 24

e mm

e CC 2 2005

o YY 2 2005

® SS
ftp server FTP IP
full-file-name
login FTP

FTP
password FTP
Guard

11 9 6:45 FTP 10.0.0.191
user@GUARD# copy debug-core 11090645 ftp 10.0.0.191
/home/debug/debug-£file <user> <password>

Cisco Anomaly Guard Module
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Guard ||
Guard
IP Guard
DDoS Guard
Guard
Guard
Guard
self-protection
Guard
6
7 8
11

Guard show running-config

P.13-2 Guard

Cisco Anomaly Guard Module
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Guard

M Guard

Guard flex-content filter
13-24 Guard
13-24
IP
ftp-control 6 21 * no
ftp-data 6 20 * yes
tacacs 6 49 * yes
ssh 6 22 * no
ssh 6 * 22 yes
https 6 * 443 yes
icmp 1 * * —
snmp 17 * 161 —
ssl 6 * 3220 no
ssl 6 3220 * yes
e Guard FTP FTP
21 FTP SYN
. TACACS+ TACACS
49 SYN
. SSH
. HTTPS
e ICMP
e SNMP
e SSL
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e Guard
e Guard
e Guard
e MP
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Guard Guard

export import
export reports
Guard

» file-server file-server-name description ftp server remote-path login password

» file-server file-server-name description [sftp | scp] server remote-path login

Secure FTP SFTP Secure Copy SCP
Secure Shell SSH,; Guard
SFTP SCP SSH Guard
P.4-38 SFTP SCP
14-1 file-server

14-1 file-server

file-server-name 1 63

description
80

ftp FTP

Cisco Anomaly Guard Module
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14-1 file-server

sftp SFTP
scp SCP
server IP IP
10 192.168.10.2

remote-path

login

password

FTP
Guard SFTP SCP

IP 10.0.0.191 FTP

user@GUARD-conf# file-server CorpFTP-Server “Corp’s primary FTP
server” ftp 10.0.0.191 /root/ConfigFiles <user> <password>

no file-server [file-server-name

1*]

show file-servers

| oL-8710-01-J
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Guard running-config
Guard
e Guard Guard
e Guard
Guard

e copy [zone zone-name] running-config ftp server full-file-name [login [password]]
* copy [zone zone-name] running-config {sftp | scp} server full-file-name login

e copy [zone zone-name] running-config file-server-name dest-file-name

SFTP SCP SSH sftp
scp copy Guard
Guard
Guard
P.4-38 SFTP SCP

14-2 copy running-config ftp

14-2  copy running-config ftp

Zone zone-name Guard
Guard

running-config Guard

ftp FTP

sftp SFTP

Cisco Anomaly Guard Module
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14-2  copy running-config ftp

scp SCP
server IP IP
10 192.168.10.2
full-file-name
login
login FTP
FTP
password FTP
Guard
file-server-name
file-server
SFTP SCP
Guard SFTP SCP
SSH
P.14-2
destination-file-name Guard
file-server

Cisco Anomaly Guard Module
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Guard FTP

user@GUARD# copy running-config ftp 10.0.0.191 run-conf.txt <user>
<password>

Guard

user@GUARD# copy running-config CorpFTP Configuration-12-11-05

Cisco Anomaly Guard Module
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| 14

| |
Guard FTP
Guard
e Guard Guard
e Guard
Guard copy ftp running-config
Guard
Guard
~
Guard
Guard
Guard
Guard

* copy ftp running-config server full-file-name [login [password]]

e copy {sftp | scp} running-config server full-file-name login

* copy file-server-name running-config source-file-name

| oL-8710-01-J
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SFTP SCP SSH Guard sftp
scp copy Guard
Guard
P.4-38 SFTP SCP

14-3 copy ftp running-config

14-3  copy ftp running-config
ftp FTP
sftp SFTP
scp SCP
server IP IP

10 192.168.10.2
remote-path
login
login FTP
FTP
password FTP
Guard

r Cisco Anomaly Guard Module
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14-3  copy ftp running-config

file-server-name file-server

SFTP SCP

Guard SFTP SCP
SSH
P.14-2

source-file-name Guard

file-server

Guard FTP

user@GUARD# copy ftp running-config 10.0.0.191
/root/backup/conf/scannet-conf <user> <password>

Guard

user@GUARD# copy CorpFTP running-config scannet-conf

Guard

WARNING: The configuration file includes a self-protection definition
that is incompatible with the current version and will be ignored.
Continue? [yes|no]

Cisco Anomaly Guard Module
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® yes Guard

* no Guard

You can abort the import process or import the old self-protection
definition as-is.

WARNING: The self-protection definitions are incompatible with the
current version.

Abort? [yes|no]

no

yes

Cisco Anomaly Guard Module
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Guard
Guard 50MB
10
P.13-24
Guard
P.12-19
Guard
Extensible Markup Language XML
XML xsd
URL Cisco.com xsd
http://www.cisco.com/public/sw-center/
P.14-2
Guard

export {packet-dump \ reports} file-server-name

14-4 export

| oL-8710-01-J
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14 |

14-4  export

packet-dump
Guard gzip GNU zip

XML
PCAP XML
Capture.xsd

P.13-16
reports XML
Guard
XML
ExportedReports.xsd
P.12-19

file-server-name

ile-server

IP 10.0.0.191 FTP
XML Guard

user@GUARD-conf# file-server CorpFTP-Server “Corp’s primary FTP
server” ftp 10.0.0.191 /root/ConfigFiles <user> <password>
user@GUARD-conf# export reports CorpFTP-Server

no

Cisco Anomaly Guard Module
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Guard

reload Guard

Guard
e shutdown
Guard
Guard
Guard
Guard

boot reactivate-zones

| oL-8710-01-J
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M Guard
Guard
Guard 2
* Supervisor 2 Supervisor 720 Cisco 10S
e Guard
S
Guard Supervisor
Supervisor 2 Supervisor 720 10S
1 Catalyst 6500 Supervisor 2
Supervisor 720 Cisco 10S
Guard
Guard Cisco 10S
Guard
Guard Compact
Flash CF;
2
. MP
cf:l
. AP Guard
cf:4

r Cisco Anomaly Guard Module
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Guard ||
Guard
AP MP Cisco
Software Center FTP TFTP
Guard 3
e AP
MP
P.14-16 AP
e MP
MP
P.14-20 AP
[ ]
MP
P.14-23 AP MP
AP MP

e AP MP

Guard CFE

Guard
e AP MP MP
e MP hw-module module slot_number reset cf:1
MP AP

e AP hw-module module slot_number reset cf:4

AP

| oL-8710-01-J
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M Guard
e show module
AP
show module AP
AP 5.1 0.12 MP
MP
MP 51 0.0 m
e MP c6svc-mp.5-0-3.bin
e AP c6svc-agm-k9.5-0-3.bin
e MP Guard Guard
2
Guard 3 Guard
e AP Guard
S
logging console
Telnet
terminal monitor
AP
1 copy running-config

Guard

P.14-4

Cisco Anomaly Guard Module
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Guard ||
* copy reports COpy zOne zone-name reports
P.12-20
P.12-21
e copy log
P.13-13

* copy zone zone-name packet-dump captures

P.13-24

Cisco.com  Software Center

http://www.cisco.com/public/sw-center/

FTP TFTP

Guard MP

hw-module module slot_number reset cf:1

slot_number

MP Guard OK

show module slot_number

| oL-8710-01-J
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14 |

M Guard

copy tftp://path/filename pclc#slot_number-£fs:

path/filename FTP FTP
ftp-url
ftp://user @host/absolute-path/filename

FTP

30

Guard You can now reset the module.

7 Guard AP

hw-module module slot_number reset cf:4

8 AP show module

show module slot_number

Cisco Anomaly Guard Module
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¢

Guard | |

Common Firmware Environment CFE

CFE AP
Guard
Guard Bad CFE version
(X).This version requires version Y.
p.14-27
AP
Sup# hw-module module 8 reset cf:1
Device BOOT variable for reset = <cf:1>

Warning:Device list is not verified. <<< This message is informational

Proceed with reload of module? [confirm]
% reset issued for module 8

Sup# copy tftp:images/ap/agm-APUpgrade-4.0.0.x.bin pclc#8-fs:
Address or name of remote host [10.56.36.2]17?

Source filename [images/ap/agm-APUpgrade-4.0.0.x.bin]?
Destination filename [agm-APUpgrade-4.0.0.x.bin]?

19:50:06: $SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has
started>

19:50:06: $SVCLC-SP-5-STRRECVD: mod 8: <Do not reset the module till
upgrade completes!!>

...... <<< Wait

19:59:58: $SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has
succeeded>

19:59:58: %SVCLC-SP-5-STRRECVD: mod 8: <You can now reset the module>
Sup# hw-module module 8 reset cf:4 <<<<< Resets Guard module to AP
Device BOOT variable for reset = <cf:4>

Proceed with reload of module? [confirm]

%$0IR-SP-6-INSCARD:Card inserted in slot 8, interfaces are now online

| oL-8710-01-J
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M Guard

AP

MP MP

URL

Cisco.com

http://www.cisco.com/public/sw-center/

FTP TFTP

Guard MP
3

hw-module module slot_number reset cf:1l

MP

slot_number

MP Guard
OK
show module slot_number
MP

Guard MP AP
MP
copy tftp://path/filename pclc#slot_number-£fs:
path/filename FTP
oL-8710-01-J |
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Guard | |

FTP ftp-url
ftp:/luser@host/absolute-path/filename

30
Guard You can now reset the module.
FTP
MP P.14-29 MP
4 MP show module

show module slot_number

5 Guard AP

hw-module module slot_number reset cf:4

Cisco Anomaly Guard Module
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M Guard

MP

Sup# hw-module module 8 reset cf:1
Device BOOT variable for reset = <cf:1>
Warning:Device list is not verified. <<< This message is informational

Proceed with reload of module? [confirm]
% reset issued for module 8

Sup# copy tftp:images/mp/MPUpgrade-4.0.0.0.bin pclc#8-fs:
Address or name of remote host [10.56.36.2]7?

Source filename [images/ap/MPUpgrade-4.0.0.0.bin]?
Destination filename [MPUpgrade-4.0.0.0.binl?

3d19h:%SVCLC-SP-5-STRRECVD:mod 8:<Upgrade of MP was successful.>
3d19h:%SVCLC-SP-5-STRRECVD:mod 8:<You can now reset the module>
Sup# show module 8

The Following output shows MP image name because Guard module is reset
to MP (cf:1)

Mod MAC addressesHwFwSwStatus

8 000£.348d.d7f0 to 000£.348d.d7£70.3017.2(1)4.0(0.0)mOther

Sup# hw-module module 8 reset cf:4 <<< Resets Guard module to AP
(normal operation)

Device BOOT variable for reset = <cf:4>

Proceed with reload of module? [confirm]

%$0IR-SP-6-INSCARD:Card inserted in slot 8, interfaces are now online

Cisco Anomaly Guard Module
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AP MP
AP MP
1 copy running-config
Guard
P.14-4
2
e copy reports COpy zone zone-name reports
P.12-20
P.12-21
e copy log
P.13-13
e copy zone zone-name packet-dump captures
P.13-24
3

Cisco.com  Software Center

http://www.cisco.com/public/sw-center/
FTP

MP P.14-27

Cisco Anomaly Guard Module
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14 |

M Guard

4 Telnet

5 Guard 7
Guard

hw-module module slot_number reset cf:1

slot_number

6 Guard Guard

cisco

upgrade ftp://path/filename

path/filename FTP

FTP ftp-url
ftp:/luser@host/absolute-path/filename

AP AP
MP
MP
P.14-15

Guard
Application image upgrade complete.You can boot
the image now.

Cisco Anomaly Guard Module
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8 exit Guard

9 Guard AP

hw-module module slot_number reset cf:4

2

Common Firmware
Environment CFE

CFE AP
Guard Guard
Bad CFE version (X).This version requires version Y
P.14-27
10 Guard show version

Cisco Anomaly Guard Module
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M Guard

Guard

Sup# hw-module module 8 reset cf:1

Proceed with reload of module? [confirm]

)

% reset issued for module 9

Sup# session slot 8 proc 1

login:root
Password:

root@localhost.cisco.com# upgrade
ftp://psdlab-pcl/pub/images/ap/agm-APUpgrade-4.0.0.x.bin

Downloading the image. This may take several minutes...

Upgrading will wipe out the contents on the storage media.
Do you want to proceed installing it [y|N]:

Proceeding with upgrade. Please do not interrupt.
If the upgrade is interrupted or fails, boot into
Maintenance image again and restart upgrade.

Application image upgrade complete. You can boot the image now.
root@hostname.cisco.com# exit
logout

[ OK ]
[Connection to 127.0.0.91 closed by foreign host]
Sup# hw-module module 8 reset cf:4

Cisco Anomaly Guard Module
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Guard | |

Common Firmware Environment CFE

Guard

CFE
Guard Guard
X Y
Bad CFE version (X).This version
requires version Y.

Guard
Guard
Guard

1

flash-burn

CFE  Guard
2 Guard

reload

Cisco Anomaly Guard Module
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M Guard

reload
Guard reload

user@GUARD-conf# flash-burn
Please note: DON'T PRESS ANY KEY WHILE IN THE PROCESS!

Burned firmware successfully
SYSTEM IS NOT FULLY OPERATIONAL. Type 'reload' to restart the system

Cisco Anomaly Guard Module
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MP

MP

MP hw_module module reset

slot

14-5 MP

14-5 MP

MP

MP | |

Guard
MP

session

clear ap password

Guard

clear ap config

Guard
Guard

ip address [ip address]
[subnet]

Guard

ip gateway
[default-gateway]

passwd

passwd-guest

ping {host-name | ip
address}

ping

show images

show ip

Guard

Cisco Anomaly Guard Module

| oL-8710-01-J




14 |

14-5 MP

upgrade ftp-url ftp-url
FTP
URL
ftp://user:password @server-name/path

FTP 1P

Cisco Anomaly Guard Module
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Guard MP
hw-module module slot_number reset cf:1
slot_number
Guard Guard
Guard
clear ap password
Guard AP
hw-module module slot_number reset cf:4
Guard P.4-10

Guard
show running-config

show running-config Guard
show running-config | include username

| oL-8710-01-J

Cisco Anomaly Guard Module [



14 |

Guard
Guard
Guard
Guard
Guard
copy running-config
Guard
P.14-4
ethl Guard
Guard
Guard Guard
Guard

clear config all

Guard

user@GUARD-conf# clear config all

Cisco Anomaly Guard Module
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Guard
show rates
P.13-4
P.15-2
. Guard
P.15-3
P.15-5
Guard
Guard
5
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P.5-10
. VLAN
ping
Guard
Guard
Guard
Guard
. IP
pP.7-5

show policies

P.8-38
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2

show policies */*/*/*/global statistics

Guard

P.8-40

3 IP

show policies */*/*/*/src_ip statistics

Guard

P.8-40

4

policy */*/*/*/src_ip thresh-mult threshold-multiply-factor

threshold-multiply-factor

0.5 P.8-29

Cisco Anomaly Guard Module
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Guard
Guard
1 Guard
Guard
show dynamic-filters [details]
P.7-34
2
IP
show policies */*/*/*/src_ip statistics
Guard
P.8-40
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3

policy */*/*/*/src_ip thresh-mult threshold-multiply-factor

threshold-multiply-factor

1
2 2 P.8-29
4 1
drop IP
no dynamic-filter filter-id
p.7-32

5 Guard drop

state inactive

P.8-23

drop
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Guard
Guard

bypass-filter row-num ip-address protocol dest-port fragments-flag

p.7-20

Cisco Anomaly Guard Module
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15 Guard

Guard
Guard
. pP.15-8
e Guard
Guard
show reports current
Guard
P.12-14
Guard
Guard
pP.12-2
DDoS
2
[ ]
[ ]
Cisco Anomaly Guard Module
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P.12-6 Mitigated Attacks

Guard
Guard
Guard
Guard
. Guard
show dynamic-filters

p.7-34

. DDoS
show show running-config
Guard
P.7-29
show drop-statistics
P.15-10
. Guard 24
show rates history
p.13-4

. Guard

Guard

P.13-4

Cisco Anomaly Guard Module
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Guard

show drop-statistics

Guard

15-1

15-1

Total dropped

Dynamic filters

User filters

Flex-Content filter

Rate limit
rate-limit
Incoming TCP unauthenticated |TCP
basic
Malicious
Packets Statistics
Incoming TCP TCP
unauthenticated-strong
Malicious
Packets Statistics
Cisco Anomaly Guard Module
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| |
15-1
Outgoing TCP unauthenticated |TCP
Malicious Packets Statistics
UDP unauthenticated-basic
UDP
Malicious
Packets Statistics
UDP unauthenticated-strong
UDP
Malicious
Packets Statistics
Other protocols unauthenticated |Guard
TCP UDP
Malicious Packets Statistics
TCP fragments unauthenticated |Guard
TCP
Malicious
Packets Statistics
UDP fragments unauthenticated |Guard
UDP
Malicious
Packets Statistics
Cisco Anomaly Guard Module
[ oL-8710-01-J .m



15

Guard

15-1

Other protocols fragments Guard
unauthenticated TCP UDP
Malicious Packets Statistics
DNS malformed replies Guard
DNS
Malicious Packets Statistics
DNS spoofed replies Guard
DNS
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DNS short queries Guard
DNS
Malicious Packets
Statistics
Non DNS packets to/from DNS | Guard
port DNS DNS
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Packets
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pkts SIP! over UDP
Malicious
Packets Statistics
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Malformed packets

Malicious Packets Statistics

1. SIP = Session Initiation Protocol

user@GUARD-conf-zone-scannet# show drop-statistics
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