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4-1 Zone Configuration Form
Name 1 63
Description 1 80
Operation mode Detector Operation
mode

e Automatic Detector

¢ Interactive Detector

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
[ oL-8702-01-J .m




4-1 Zone Configuration Form

Zone Template
Detector

e DETECTOR_ Detector
Cisco Guard
DETECTOR_

e GUARD_ Detector  Cisco Guard
CLI Cisco
Guard GUARD_
Cisco Traffic Anomaly
Detector Configuration Guide

Template

e DETECTOR_DEFAULT Detector

¢ DETECTOR_WORM TCP

¢ GUARD_DEFAULT Cisco Guard

Cisco Guard IP
CiscoGuard TCP IP
IP ACL IP

¢ GUARD_TCP_NO_PROXY Cisco Guard TCP

IRC IP

Cisco Traffic Anomaly Detector Web-Based Manager
m. 0L-8702-01-J |




4-1 Zone Configuration Form

Zone Template | © GUARD_VOIP Session Initiation Protocol SIP over UDP
Voice over IP VolP
Real-time Transport Protocol/Real-time Control
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Cisco Traffic Anomaly Detector Web-Based Manager
[ oL-8702-01-J .m




4-1 Zone Configuration Form

Zone Template

Cisco Guard

activation-extent IP address only

Protect-1P state | Detector Cisco Guard
Guard Guard
Cisco Guard
Cisco Guard
Protect-IP state

e Entire Zone
Cisco Guard
Cisco Guard
Cisco Guard

e OnlyDstIP

IP Cisco Guard

IP Cisco
Guard IP

Cisco

Guard Detector

IP

Detector module

Cisco Traffic Anomaly Detector Web-Based Manager
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4-1 Zone Configuration Form

Protect-1P state | * Policy type Detector  Cisco Guard
Cisco Guard
IP Detector Cisco Guard
IP
IP
dst_ip
Detector IP
Cisco Guard
e Only Dst IP by address
IP Cisco
Guard IP
IP Cisco Guard
Detector Cisco Guard
Cisco Guard
Main > Protect IP Only
Dst IP by address protect-IP
IP Detector
Cisco Guard
~
Detector module IP
IP
Cisco Guard

Cisco Traffic Anomaly Detector Web-Based Manager
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4-1 Zone Configuration Form

IP address IP
Mask Mask
3
e OK
Attack Detection/Termination
Activation Packet Dump Config
Config
Attack Detection/Termination 4
GUARD _
Activation 5 GUARD_
Packet Dump 6
e Clear
e Cancel Create Zone Zone List
4 GUARD_ Attack
Detection/Termination Cisco Guard

4-3 attack detection  termination

Cisco Traffic Anomaly Detector Web-Based Manager
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| |
4-2 Attack Detection/Termination
Malicious-rate
detection threshold Cisco Guard
Cisco Guard
Cisco Guard
Dropped
Malicious-rate detection threshold 10
/ pps
Protection-end timer |Cisco Guard Cisco Guard
Cisco Guard
1
Filter-rate Malicious-rate termination threshold
termination Cisco Guard
threshold
/ pps
Malicious-rate Filter-rate termination threshold
termination Cisco Guard
threshold /
pps
5 GUARD_

Cisco Traffic Anomaly Detector Web-Based Manager
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4-3 Activation

Activation interface

Cisco Guard Cisco
Guard

* By packet Cisco Guard

Cisco Guard
IP

Cisco Guard
IP

By packet
e By IP address Cisco Guard IP

Detector
Cisco Guard
IP

Cisco Guard
IP
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4-3 Activation

Activation interface IP IP

By IP address
e By IP Address or By Packet Cisco Guard

IP
Detector

By
IP address By packet

IP
By IP address
By packet

Activation extent Cisco Guard

e IP address only IP

e Entire zone

Cisco Traffic Anomaly Detector Web-Based Manager
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4-4 Packet Dump

Packet Dump

Auto Packet Dump

e On
o Off

Max. disk space

Detector

MB

r Cisco Traffic Anomaly Detector Web-Based Manager
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| |
1
2 Main > Save as Zone Save as
3 Name 1
63

4

e OK

e Clear

e Cancel Zone Save as

| oL-8702-01-J
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1
2 Configuration > General
3 Config Config Zone
4 4-1
5

e OK

e Clear

e Cancel Zone Save as

Cisco Traffic Anomaly Detector Web-Based Manager
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P ||
IP
1 IP IP
IP IP
IP
1
2 Configuration > General
3 2 Add Add Zone IP
4 IP
e |P Address IP IP 10
192.168.100.32
e |IP Mask IP 10
255.255.255.224
255.255.255.255
5 IP IP Exclude
IP 10
192.168.100.50
6

Cisco Traffic Anomaly Detector Web-Based Manager
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e Cancel Add Zone IP

Detector

Delete

Detector

r Cisco Traffic Anomaly Detector Web-Based Manager
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1
1 Detector Summary Detector
2 Detector Zones > Zone list Zone list
3 Delete

Zone
Delete

4

e OK Zone list

e Cancel Zone list

Cisco Traffic Anomaly Detector Web-Based Manager
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WBM
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Detector
Detector
[ ]
e Detector
Detector DDoS
Detector
. Detector Detector
Detector Detector  syslog Guard
Detector
Cisco Guard Cisco Guard
Cisco
Guard DDoS
Cisco Guard
[ ]
Detector
Detector Detector
[ ]
Detector
IP TCP
Cisco Traffic Anomaly Detector Web-Based Manager
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GUARD
Detector
Cisco Guard
Cisco Guard
Cisco Guard
Cisco Guard

Cisco Guard

Cisco Traffic Anomaly Detector Web-Based Manager
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Cisco Guard Detector
Cisco Guard
GUARD
Cisco Guard

[ ]

[ ]
1 GUARD

GUARD
Configuration > General
GUARD
2 Configuration > Filters > User filters
3 Add Add Filter Step 1
4 |Insert
Insert Here

r Cisco Traffic Anomaly Detector Web-Based Manager
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5 Next Add Filter Step 2 User Filter Form
6 5-1 User Filter Form
5-1
Source IP IP
IP
IP

Source subnet
Source subnet

Protocol
*
Dst Port
*
Fragments
Fragments

e without

e with

'Y *

| oL-8702-01-J
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5-1

Rate
Rate Rate
unlimit
Burst
Rate
Rate
Action
Action
e permit

e basic/redirect HTTP

e Dbasic/reset TCP
HTTP basic/redirect

e basic/safe-reset TCP TCP

HTTP basic/redirect

e basic/default TCP

e basic/dns-proxy TCP DNS

Cisco Traffic Anomaly Detector Web-Based Manager
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5-1
Action e basic/sip SIP! over UDP VolP
RTP/RTCP? SIP
Volp?
e strong
TCP Cisco Guard
IP AcL?

e drop
1. SIP = Session Initiation Protocol
2. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol
3. VolIP = Voice over IP
4. ACL = Access Control List

7

e OK User filters
e Cancel User Filters Form User filters

| oL-8702-01-J

Cisco Traffic Anomaly Detector Web-Based Manager ]




to-user-filter
Cisco Guard

1 GUARD
GUARD
Configuration > General
GUARD
2 Configuration > Filters > User filters

4 Delete

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
/ pps
[ ]
[ ]
1
2 Configuration > Filters > Bypass filters
Bypass filters
3 Add Add bypass filter
4
5-2 Bypass Filter Form
5-2
Source IP Detector Detector
IP
IP
*

Cisco Traffic Anomaly Detector Web-Based Manager
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5-2

Source subnet

Detector Detector

Source subnet

Protocol Detector Detector
*
Dst Port Detector Detector
*

Fragments Detector

Fragments

e without

e with

° *

5

e OK Bypass filters
e Cancel Bypass Filters Form Bypass filters

r Cisco Traffic Anomaly Detector Web-Based Manager
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2 Configuration > Filters > Bypass filters
Bypass filters

3 Delete

Src IP
Delete

Cisco Traffic Anomaly Detector Web-Based Manager
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Y
CPU
Detector
TCP
1.
2. Expression
3. Pattern

Cisco Traffic Anomaly Detector Web-Based Manager
m. 0L-8702-01-J |



~

tcpdump

tcpdump

protocol port

. ID
host net port host

. src dst srcor
dst src and dst src or dst

ether ip arp rarp tcp udp

53 TCP UDP 53
5-3

5-3

dst host host_ip_address IP

src host host_ip_address IP

host host_ip_ address IP

net net mask mask

| oL-8702-01-J
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5-3

net net/len

dst port destination_port_number

TCP

UDP

src port source_port_number

TCP

UbDP

port port_number

TCP UbP

less packet_length

greater packet_length

ip proto protocol

ICMP UDP TCP

ip broadcast

ip multicast

ether proto protocol

IP ARP RARP

expr relop expr

tcpdump

5-4 tcpdump

r Cisco Traffic Anomaly Detector Web-Based Manager
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||
5-4
relop > < >= <= = I=
expr C
+ - * ] & |
proto [expr: size]
proto ether
ip tcp udp icmp
expr
proto [expr: size]
size
1 2 4 1
. ! not
. && and
. I or
and

Cisco Traffic Anomaly Detector Web-Based Manager
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http://www.freesoft.org/CIE/Topics/56.htm

0 TCP
UDP tep[0] TCP

ip[6:2]&0x1££f£=0

TCP RST
tcpl[13]&4!=0
ping ICMP
“icmp [0]!=8 and icmp[0] != 0O~
80 1000 TCP

“tcp and dst port 80 and not src port 1000”7

ASCII
Detector

version 3.1 version 4.0 version
52 3 version .*\..*

5-5
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5-5
* 0
goo.*s  goos goods good for
ddos
\
1
\
2 \\
1 \ 1
\.
*
\XHH 16 H 16
16 2
\x41 16 A
Slammer
tcpdump

\x89\xE5Qh\.dllhel32hkernQhounthickChGetT£\xB91l1l

Qh32\.dhws2_ f\xB9etQhsockf\xB9toQhsend\xBE\x18\x10\xXAEB
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2 Configuration > Filters > Flex-Content filters
Flex-Content filters

3 Add Add filter - step 2

5-6 Flex-Content Filter Form

5-6
Description
Protocol
0 255
*
Internet
Assigned Numbers Authority TANA Web
http://www.iana.org/assignments/protocol-numbers
Dst Port 0
65,535
*
Internet Assigned
Numbers Authority IANA Web
http://www.iana.org/assignments/port-numbers
Expression
180

Cisco Traffic Anomaly Detector Web-Based Manager
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http://www.iana.org/assignments/protocol-numbers
http://www.iana.org/assignments/port-numbers

| |
5-6
Pattern
Match Case
Start Offset
0 pattern
0 2047
End Offset
pattern 0 2047
Action Detector
Action
e count
Guard Action Cisco Guard
GUARD
Action
e count
e drop

Cisco Traffic Anomaly Detector Web-Based Manager
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5-6
State
State
e enable Detector
e disable Detector
5
e OK Flex-Content filters
GUARD
Cisco Guard Detector
Flex-Content
e Clear
e Cancel Flex-Content filters Flex-Content
filters
1
2 Configuration > Filters > Flex-Content filters

Flex-Content filters

Cisco Traffic Anomaly Detector Web-Based Manager
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Delete

Src IP Delete

GUARD
Cisco Guard Detector Flex-Content

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector

Detector

WBM
Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
DNS HTTP
ip_scan tcp_connections

6-1 Detector

6-1
dns_tcp DNS-TCP
dns_udp DNS-UDP
fragments
http 80

HTTP
ip_scan IP IP
IP
IP
notify
S

other_protocols |TCP  UDP

Cisco Traffic Anomaly Detector Web-Based Manager
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||
6-1
port_scan IP
notify

)
tcp_connections | TCP
tcp_not_auth Detector TCP
tcp_outgoing TCP
tcp_ratio SYN FIN/RST TCP
tcp_services HTTP 80 8080

TCP
udp_services UDP

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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6-2 Detector
6-2
DETECTOR_WORM |worm_tcp TCP
Worm TCP
1 IP
IP
IP
Detector
max_services  min_threshold
GUARD_SIP sip_udp SIP! over UDP VolP
RTP/RTCP 2 sIp
VolP®
1. SIP = Session Initiation Protocol
2. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol
3. VolP = Voice over IP
GUARD_ Cisco Guard
Cisco Guard
e tcp_services ns TCP tcp_services_ns
IRC 666X  SSH Telnet
Cisco Traffic Anomaly Detector Web-Based Manager
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* tcp_connections_ns tcp_outgoing_ns http_ns Cisco Guard TCP

Internet Relay Chat IRC;
IP

GUARD_TCP_NO_PROXY
Cisco Guard http tcp_connections tcp_outgoing
http_ns tcp_connections_ns tcp_outgoing_ns
http_ns tcp_connections_ns tcp_outgoing_ns

Cisco Guard

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
Detector
Detector
any

[ ]

[ ]

. Detector
1
2 Configuration > Policy Templates > View

Policy Templates

3 Config Policy template

Cisco Traffic Anomaly Detector Web-Based Manager
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4 6-3 Policy
Template Form

State

e enable

Detector

e disable Detector

Detector

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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6-3

Min Threshold
Detector

tcp_services udp_services other_protocols
http fragments

SYN/FIN

Max Services
Detector
Detector
min-threshold

Detector
any

~

Cisco Traffic Anomaly Detector Web-Based Manager
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||
6-3
Max Services tcp_services  tcp_services_ns
udp_services
53 dns_tcp
fragments
Detector
IP IP any
IP
Detector
5
e OK Policy Template
e Clear
e Cancel Config policy template Policy
Template
8

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
Detector

e Detect and Learn

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
Detector
Detector
[ ]
[ ]
[ ]
2 Detector
1. Detector
Detector
Detector
Detector
Detector
Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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| |

. Detector

Detector

Detector
Detector
2
. Guard_Link
Detector_Link

. worm_tcp Detector

Detector

Detector

Detector

| oL-8702-01-J
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Detector
Detect and Learn Detector
Learn
Detect Detector
Detector
Detector

Detector

Detector
Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector DDoS

Detector

Detector

Detector
Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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s

Guard_Link Detector_L.ink
1
2 Learning > Construct Policies Detector
Policy Templates
2
3 Learning > Snapshot

Cisco Traffic Anomaly Detector Web-Based Manager
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s

worm_tcp Detector
Detector
2
Detector
1
2 Learning > Accept Detector
Detector

1
2 Learning > Stop Learning Stop

Learning

Cisco Traffic Anomaly Detector Web-Based Manager
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3
* Reject
e Accept
4
e OK
Reject Detector
Accept Detector

e Clear Stop Learning

e Cancel Stop Learning

s

worm_tcp Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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||
1
2 Learning > Tune Threshold Detector

2
24
3
Learning > Snapshot
Detector
24
Detector

1

Cisco Traffic Anomaly Detector Web-Based Manager
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2 Learning > Accept Accept Thresholds
3 7-1 Accept Thresholds
7-1
Threshold selection
method
* Accept new thresholds Detector
e Accept max. thresholds Detector
e Accept weighted thresholds Detector
= * +
* 100 - /100
Weight
e Keep current thresholds Detector
Weight Detector
Accept weighted thresholds
Detector
= * +
* 100 - /100

Cisco Traffic Anomaly Detector Web-Based Manager
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4
¢ OK Detector
e Clear Accept Thresholds
e Cancel Accept Thresholds
1
2 Learning > Stop Learning Stop

Learning

3 Stop Learning

* Reject
e Accept

7-2

Cisco Traffic Anomaly Detector Web-Based Manager
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7-2
Threshold selection
method
e Accept new thresholds Detector
* Accept max. thresholds Detector
e Accept weighted thresholds Detector
= * +
* 100 - /100
Weight
e Keep current thresholds Detector
Weight Detector
Accept weighted thresholds
Detector
= * +
* 100 - /100

Cisco Traffic Anomaly Detector Web-Based Manager
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e OK Detector

e Clear Stop Learning

e Cancel Stop Learning

Cisco Traffic Anomaly Detector Web-Based Manager
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Ml Detect and Learn

Detect and Learn

Detect and Learn Detect
and Learn Detector
Detect and Learn Detector
Detector
[ ]
e Detect and Learn
e Detect and Learn
Detect and Learn
Detector
1
2 Configuration > Policies> Learning Parameters
Learning parameters
3 Config Config learning parameters
4
Cisco Traffic Anomaly Detector Web-Based Manager
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Detect and Learn ||
7-3
7-3
Zone is tuned
Detector
Detector

Set periodic learning

Learning cycle Detector

0 1,000

Learning results Detector

Automatic accept Detector

Detector

Snapshot only

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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Ml Detect and Learn

7-3
Threshold selection
method
* Accept new thresholds
* Accept max. thresholds
e Accept weighted thresholds
= * +
* 100 - /100
Weight
Weight Detector
Accept weighted thresholds
Detector
= * +
* 100 - /100

¢ OK Detector
e Clear Learning Parameters

e Cancel Config learning parameters

Cisco Traffic Anomaly Detector Web-Based Manager
m. 0L-8702-01-J |




Detect and Learn | |

Detect and Learn

Detect and Learn Detector
Detect and Learn

Detector
Detect and Learn
Detector
Detect and Learn

Detector
¢ Detector
e Detector Accept new thresholds
Detect and Learn
1
2 Detectand Learn
Learning > Tune Thresholds Detect

e Detector

e Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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Ml Detect and Learn

Under Detection
Recent Events

Detect and Learn

Detector  Detect and Learn

2
Detect and Learn
1
2 Detect and Learn
. Deactivate
. Detection > Deactivate
Deactivate
3

e Stop Detection
e Stop Learning

Reject
Accept

r Cisco Traffic Anomaly Detector Web-Based Manager

oL-8702-01-J |



Detect and Learn ||
7-4
7-4
Threshold selection Detector
method
e Accept new thresholds
e Accept max. thresholds
e Accept weighted thresholds
= * +
* 100 - /100
Weight
e Accept current
Weight Detector
Accept weighted thresholds
Detector
= * +
* 100 - /100
Detected Zones Recent Events

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector

. Detector

. Detector

Protect and Learn
Detect and Learn
Detector
Detector
Detector Threshold selection method

Accept new thresholds Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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i IP
[ ]
Detector
Detector
1
2 Configuration > Policies> Learning Parameters
Learning parameters

3 Config Config learning parameters
4 Learning Parameters

. Zone is tuned

Detector
. Zone is tuned
Detector

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
[ oL-8702-01-J .m




e OK Detector
e Clear Detector

e Cancel Config learning parameters

Learning Parameter

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector

Detector
ID

Cisco Traffic Anomaly Detector Web-Based Manager
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1
2 Learning > Snapshot Create Snapshot
3 Snapshot name

Threshold selection method
Detector

e Accept new thresholds

* Accept max. thresholds

e Accept weighted thresholds

= * + * 100
- /100
Weight
e Accept current
4 Accept weighted thresholds
Detector Weight
5 OK Detector
ID

Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
1
2 Learning > Snapshot
3 Snapshot name
Detector

Cisco Traffic Anomaly Detector Web-Based Manager

Create Snapshot

OK
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1
2 Learning > Snapshot List
ID
3
Policies
Detector
4
e 1 Configure
Selection 8
. Add service
8
. Remove service

5 Accept Thresholds

Cisco Traffic Anomaly Detector Web-Based Manager
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1
2 Learning > Snapshot List
ID
3 ID
Delete
Detector Snapshot

Cisco Traffic Anomaly Detector Web-Based Manager
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2 2
Detector
2
[ ]
[ ]
[ ]
[ ]
2
1
e Detector Zones > Compare Zone policies
. Configuration > Policies > Compare Policies
Policies Comparison
2

Cisco Traffic Anomaly Detector Web-Based Manager
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2 ||
7-5 Policies Comparison
7-5
1 2
Base Zone Zone

Policy
Configuration

Compared Zone |Zone

Policy
Configuration

Minimal difference
Detector 2

100%
Detector 2

e OK 2 Policy Comparison
7-1

Cisco Traffic Anomaly Detector Web-Based Manager
[ oL-8702-01-J .m



e Cancel Policies Comparison

7-1
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Policy Comparison 2

e Difference in services 2
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2 ||
Y
Detector
any
* Difference in policy parameters state action
threshold proxy-threshold
1
2
1 Servicesonly in
2 Delete Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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1 Services missing from

2 Add Detector

1 Difference in policy parameters

2 Copy Parameters

Detector

r Cisco Traffic Anomaly Detector Web-Based Manager
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Detector
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1
2 Configuration > Policies > View Policies
8-1 8-1

3

a. Setscreen filter Policy Filter

b. OK 8-1 Policy

Filter
Policy Filter
Y
1
8-1

Policy template

Service

Protection level

Type

Cisco Traffic Anomaly Detector Web-Based Manager
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8-1

Policy
State
Action

Policies

Screen Filter

8-1 Policy

8-1
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8-2
8-2
Policy Template Detector
Detector DDoS
Service
P.8-15
Detector
any
Level
Detector analysis
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8-2

Type Detector

e auth_pkts TCP UDP

e auth_tcp_pkts TCP

e auth_udp_pkts UDP

e in_nodata_conns

e in_conns
e in_pkts DNS
e in_unauth_pkts DNS
e out_pkts DNS
* regs
® syns TCP SYN
e syn_by fin SYN FIN
Detector SYN
FIN

e unauth_pkts TCP

e pkts

e non_estb_conns
TCP
SYN

Cisco Traffic Anomaly Detector Web-Based Manager
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8-2

Key

e dst_ip IP

e dst_ip_ratio IP
SYN FIN

e dst_port_ratio SYN
FIN

e global

* src_ip IP

e dst_port

e protocol

e src_ip_many_dst_ips IP

® src_ip_many_ports IP

e scanners IP

Cisco Traffic Anomaly Detector Web-Based Manager
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| |
8-2
State
Detector
[ 2
Detector
[ |
f.'J Detector
Action
Threshold
Detector
Timeout
Fixed
X
Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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8-2

Learning Multiplier |Detector

Detector
1
Y
Detector
1
2 Configuration > Policies > View Policies
3
e 1 Key
Policy details Learning parameters
Configure Zone Policy Form

Cisco Traffic Anomaly Detector Web-Based Manager
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Config Selection Zone Policy
Parameter Form

Multiple

Detector

8-3 Zone Policies Parameter Form

8-3 Zone Policies Parameter Form

State

e active Detector

* inactive Detector

e disabled Detector

A

Detector

Cisco Traffic Anomaly Detector Web-Based Manager
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8-3 Zone Policies Parameter Form

Action
e notify
e remote_activation Cisco Guard
Cisco Guard
Detector
Cisco Guard CLI
Guard
Threshold
pps
® num_soruces IP
e tcp_connections
e {cp_ratio
Threshold
multiplier
N

Cisco Traffic Anomaly Detector Web-Based Manager
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8-3 Zone Policies Parameter Form

Timeout

Learning
parameters

Detector
Detector
Learning Parameters

Learning parameters

e Setas fixed Detector

Detector

e Learning multiplier Detector
Detector

| oL-8702-01-J
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IP

IP
Detector

WBM IP

* Key src_ip IP Action drop

e Key dst_ip IP Action to-user
strong notify drop

IP 5
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IP ||
2 Configuration > Policies> View Policies
3 GUARD
View Detector/View Guard
Detector IP
View Detector
Cisco Guard IP
View Guard
4 Key Key Policy
details
5 Threshold list Add Add threshold entry
6 IP
8-4 Threshold IP Entry Form
8-4 Threshold IP Entry Form
IP IP IP
Threshold IP
pps

e tcp_connections

e tcp_ratio

Cisco Traffic Anomaly Detector Web-Based Manager
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W P
7
e OK IP
Threshold IP Entry Form Policy details
e Clear Threshold IP Entry Form
e Cancel Threshold IP Entry Form
IP
IP
1
2 Configuration > Policies> View Policies
3 GUARD
View Detector/View Guard
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1
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Password FTP
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Attacks summary
3 Period from to
Get Reports
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#
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Packet-Dump Capture details

Packet-Dump Capture details

1 Packet-Dump Capture details Change View Change
Packet-Dump View Parameters

11-6 Change Packet-Dump View Parameters

11-6 Change Packet-Dump View Parameters

Query
Query
e TOP 20: SrclP / DstIP / SrcPort / DstPort / Protocol
IP SrclP DstPort
Query
20
e Distribution: SrcIP / DstIP / SrcPort / DstPort /
SrcReservedPorts / DstReservedPorts / Protocol / TTL /
Length Query
e Packet View IP IP
Display filter
5

Cisco Traffic Anomaly Detector Web-Based Manager
[ oL-8702-01-J .m




1

11-6 Change Packet-Dump View Parameters

Display pattern

Start offset

End offset

e OK Detector

e Clear

e Cancel View Parameter
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2 Diagnostics > Packet Dump list
Packet-Dump list

3

4

5 View Packet-Dump capture analysis

6 Swap Base and Reference 2

Detector

Packet-Dump capture analysis
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1
2 Diagnostics > Packet Dump list
Packet-Dump list
3
Rename Rename
4 New name
5
e OK

e Clear Rename Form

Cisco Traffic Anomaly Detector Web-Based Manager
m. 0L-8702-01-J |



e Cancel Rename
Detector
1
2 Diagnostics > Packet Dump list
Packet-Dump list
3
4 View Packet-Dump capture analysis
5 Save Save
6 New name
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7
e OK
e Clear Save Form
e Cancel Save
1
2 Diagnostics > Packet Dump list
Packet-Dump list
3
Copy Copy (save as)
4 New name
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5
5
6
* OK
e Clear Copy (save as) Form
e Cancel Copy (save as)
1
Detector
gzip PCAP
XML
XML Capture.xsd
1
2 Diagnostics > Packet-Dump > Packet-Dump List

Packet-Dump list
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Export
Export File Server Parameters
4 Select File Server Parameters
* Use automatic export file server definitions CLI export packet-dump

Detector

* Use the following server definition

Transfer method

FTP FTP
SFTP Secure FTP SFTP
SCP Secure Copy SCP

SFTP SCP SSH
SFTP SCP
Detector
Detector SFTP
SCP Detector CLI

Address IP
Path

Username FTP
username FTP

Password FTP
Detector
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5 OK
Detector
Detector
Detector
XML PCAP
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump list

3 Import Import File Server Parameters
4 File name

5 Select File Server Parameters

e Use automatic export file server definitions CLI export packet-dump
Detector
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* Use the following server definition

Transfer method

FTP FTP

SFTP Secure FTP SFTP

SCP Secure Copy SCP

SFTP SCP SSH
SFTP SCP
Detector
Detector
SFTP SCP Detector CLI
Address IP
Path
Username
username FTP
Password FTP
6 OK
Cisco Traffic Anomaly Detector Web-Based Manager
.Iﬂ.. 0L-8702-01-J |



1
Detector 10
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump list
3

Delete
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Detector
Detector
5

[ ]

[ ]

[ ]
1
2 Diagnostics > Packet-Dump > Packet-Dump List

Packet-Dump list
3
View Packet-Dump capture analysis
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4 Extract Signatures
Packet-Dump signature extraction

11-7 Packet-Dump signature extraction
11-7
Capture name Detector
Pattern Detector
Start offset
0
End offset
Detector 1
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Guard
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump list

3
4

View Packet-Dump capture analysis
5 Swap Base and Reference 2
6 Extract Signatures

Packet-Dump signature extraction 11-7
Packet-Dump signature extraction
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Capture name Detector

Pattern Detector

Start offset

End offset

Detector 1

Detector
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2 Packet-Dump signature extraction

3 Add

Flex-Content Filters > Add filters - step 2

11-1

Flex-Content Filter Form

11-9
Description
Protocol
0 255
*
Internet
Assigned Numbers Authority TANA Web
http://www.iana.org/assignments/protocol-numbers
Dst Port 0
65,535
*
Internet Assigned
Numbers Authority ITANA Web
http://www.iana.org/assignments/port-numbers
Expression
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11-9
Pattern Detector Pattern
Match Case
Start Offset
0 pattern
0 2047
End Offset
pattern 0 2047
Action
Action
Detector Detector
count
Guard Action GUARD
Cisco Guard Flex-Content
Action
e count
e drop
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11-9
State
State
e enable Detector
e disable Detector
5

e OK Flex-Content filters
e Clear
e Cancel Flex-Content filters
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I NDE X

A drop 5-7

dst 8-6
AAA 3-2
Attack Detection/Termination 4-12
auth 8-5,10-35 F

Filter-rate termination threshold 4-13
B
basic 5-6 G

GUARD_VOIP 4-9
C GUARD_

4-4
copy wbm-logo 2-6 46
4-5
D
6-4
DDoS
1-6
Detect and Learn 7-4 H
7-17 HTTP  10-27
7-18 HTTP 6-2
Detector
10-6
Detector 9-15 !
DNS in 10-35
TCP 10-22 IP
6-2 4-20
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W Index

4-19
IP 8-12
IP 6-2,10-22, 10-27

Java 2 Runtime Environment JRE
1-2

Policy type 4-11
Protection-end timer 4-13

R

regs 8-5, 10-35
RTP/RTCP 4-9

S
L
scanners 8-6
LINK 4-9 SIp
10-27
M 4-9
6-4
Malicious-rate detection threshold 4-13 5.7
Malicious-rate termination threshold 4-13 src 8-6, 10-36
strong 5-7
0] syn_by fin 10-35
syns 8-5, 10-35
other_protocols 6-2
out_pkts 10-35
T
P TACACS+ WBM 3-11
TACACS+ 3-2
Pack(-at Dump 4-16 TCP
permit 56 10-22, 10-27
ki -5, 10-
pkts 8-5, 10-35 6-3
Protect 4-10
Protect-IP state
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Only Dst IP by address 4-11 6-3
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unauth_pkts 8-5, 10-35 By packet 4-14

Entire zone 4-15

v IP address only 4-15
Voice over IP 9-13
VolIP
VolP
10-27
4-9 10-28
6-4
5.7 9-4
9-5
10-25
w
WBM 10-8
2.2 10-8, 10-18
2.2 4-7,9-3
2-4
WBM
2-6
Detector 10-6
10-15
1-10 10-6
10-14

basic 5-6 10-5

drop 5-7

permit 5-6

strong 5-7 11-17
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4-14
By IP address ~ 4-14 10-7
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10-8, 10-18
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10-15
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Cisco Guard
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