o],
CISCO.

Cisco Traffic Anomaly Detector Module
Web-Based Manager

Catalyst 6500 Cisco 7600
Software Release 6.1/6.1-XG

February 2008

Text Part Number: OL-15387-01-J



www.cisco.com/jp/go/safety_warning/

Information Packet

TCP UNIX UCB University of California, Berkeley
ucB All rights reserved. Copyright © 1981, Regents of the University of California.

CCSP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn,
and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco,
the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Empowering the
Internet Generation, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, 10S, IP/TV,
iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar,
Packet, PIX, Post-Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTNnet, StrataView Plus, SwitchProbe, TeleRouter, The Fastest Way to
Increase Your Internet Quotient, TransPath, and VCO are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other
countries. All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0501R)

IP

Cisco Traffic Anomaly Detector Module Web-Based Manager
Copyright © 2007 Cisco Systems, Inc.
All rights reserved.

Copyright © 2008,
All rights reserved.


http://www.cisco.com/jp/go/safety_warning/

cHAPTER 1

CHAPTER 2

CHAPTER 3

ix
X
Xi
xii
1-2
1-2
Java 2 Runtime Environment 1-2
WBM Detector 1-3
Detector 1-4
DDoS 1-5
1-5
1-5
1-6
WBM 1-7
WBM 1-7
1-9
WBM 1-9
WBM 2-1
WBM 2-2
WBM 23
2-4
WBM 2-4
3-1
3-2
3-2
3-3
3-4
3-5

Cisco Traffic Anomaly Detector Module Web-Based Manager

CONTENTS

[ oL-15387-01-J



Ml Contents

3-6
3-7
3-8
TACACS+ 3-9
WBM 3-9
WBM 3-10
cHAPTER 4 4-1
4-2
Guard 4-3
Guard 4-3
4-3
4-3
4-4
4-5
4-5
4-14
IP 4-15
IP IP 4-15
IP IP 4-15
4-16
4-17
4-19
CHAPTER 5 5-1
5-2
5-3
5-3
5-4
5-5
5-5
5-8
5-8
5-10
GUARD 5-11
5-11
5-13

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



Contents W

cHAPTER 6 6-1
6-2
6-5
CHAPTER 7 7-1
7-2
7-2
Detect and Learn 7-3
7-3
7-4
7-4
7-5
7-5
7-6
7-7
7-8
Detect and Learn 7-9
7-9
Detect and Learn 7-11
Detect and Learn 7-12
7-14
7-16
7-16
7-17
7-17
7-18
7-19
2 7-20
7-20
7-22
7-22
7-23
CHAPTER 8 8-1
8-2
8-3
8-7
IP 8-10
IP 8-10

Cisco Traffic Anomaly Detector Module Web-Based Manager
| oL-15387-01-J



Ml Contents

IP 8-11
8-12
8-12
8-14
8-15
cHAPTER 9 9-1
9-2
Detect Detect and Learn 9-2
9-2
9-3
9-3
9-3
9-3
9-5
9-5
9-6
9-7
9-8
9-9
9-10
9-10
9-10
1000 9-11
Detector 9-12
9-12
9-13
9-14
9-15
9-16
cHnapTer 10 Detector 10-1
Detector 10-2
Detector 10-4
10-4
Detector 10-5
10-5
10-6
10-7

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



Contents W

10-9
10-10
10-10
10-11
10-11
10-12
10-12
10-13
10-13
10-14
10-14
10-15
10-17
10-17
10-17
10-18
10-18
10-20
10-21
10-21
10-22
cuapTer 11 11-1
11-2
11-3
11-5
11-6
11-6
11-7
11-8
11-8
11-9
Packet-Dump Capture details 11-12
2 11-13
11-14
11-14
11-14
11-15
11-16

Cisco Traffic Anomaly Detector Module Web-Based Manager
| oL-15387-01-J



Ml Contents

11-18
11-19
11-19
11-20

11-22

INDEX

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



Web-Based Manager WBM
Detector Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager

Cisco Traffic Anomaly Detector Module Web-Based Manager

[ oL-15387-01-J



1 Detector WBM

2 WBM WBM Detector
WBM Detector
WBM

3 WBM Detector WBM

4

5

6

7

Detector

8

9

10 Detector Detector

11

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



screen Screen Detector

{1}

[] 1

admin@DETECTOR# CLI

Cisco Traffic Anomaly Detector Module Web-Based Manager

[ oL-15387-01-J



What’s New in Cisco Product Documentation
URL

http://lwww.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

CHAPTER

Cisco Traffic Anomaly Detector Module Detector Web-Based Manager WBM
WBM  Detector WBM
HTML Detector Detector
Detector Detector
CLlI WBM
CLI Cisco Traffic Anomaly Detector

Module Configuration Guide

Detector Cisco Guard Guard Guard
Distributed Denial of Service DDoS;

Detector
Guard
Detector Guard
Guard Cisco Anomaly Guard Module Configuration Guide Cisco
Guard Configuration Guide

e WBM Detector
e Detector
e DDoS

e WBM

[ oL-15387-01-J

Cisco Traffic Anomaly Detector Module Web-Based Manager |



WBM

e Java 2 Runtime Environment

Detector WBM WBM

e Microsoft Internet Exploler 5.5 HTML Cookie JavaScript

e Sun Microsystems Java 2 Runtime Environment JRE Standard Edition SE 5.0
JRE Java 2 Runtime Environment

. 1024 x 768

Java 2 Runtime Environment

Java 2 JRE JRE
Microsystems ~ Web
1 Web URL www.sun.com Sun Microsystems
2 Downloads > Java SE Java Runtime Environment (JRE) 5.0 Update 11
3 Java Runtime Environment JRE 5.0 Update 11
4 Sun Microsystems

Sun

I Cisco Traffic Anomaly Detector Module Web-Based Manager

OL-15387-01-J |


http://www.sun.com

WBM

WBM Detector
Detector
WBM Cisco Traffic Anomaly Detector Module Configuration Guide
Detector
CLlI WBM
Detector
Detector
Detector
WBM Detector WBM
WBM Detector
CLI
Guard Detector
Detector Guard
Detector Guard Detector
Guard Guard Secure Sockets Layer SSL
Shell SSH; Detector
Guard
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager

Detector

WBM

Secure

[ oL-15387-01-J



M Detector

Detector

Detector

Detector
Detector

Detector

e Catalyst 6500
e Cisco 7600

Detector

syslog

Detector

Detector

Detector

DDoS
Guard

Detector

Detector

Guard

DDoS

Detector

I Cisco Traffic Anomaly Detector Module Web-Based Manager

OL-15387-01-J |



DDoS

DDoS

DDoS

DDoS

TCP TCP

[ oL-15387-01-J

Cisco Traffic Anomaly Detector Module Web-Based Manager |



Detector

i ISP

Detector

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



WBM

WBM

WBM Detector
GUI WBM CLlI
Detector
Detector Detector
CLI WBM CLI
Cisco Traffic Anomaly Detector Module Configuration Guide

« WBM
[ ]
e WBM
WBM
11 11 WBM
11 WBM
e T R < @

I
119672

[ oL-15387-01-J

Cisco Traffic Anomaly Detector Module Web-Based Manager ||



W wsm

1-1 WBM
1
2
e Detector Detector
Detector
Detector 3
Detector Summary
[ ]
3
2 5
3 Detector
5
4
e Home Detector
e Enable
e Logout WBM System Login
e About WBM
. cisco.com  Detector
5

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



WBM | |

WBM
1-2
1-2
Detector
i
Detector
@
H Detector
— Detector
it
WBM
1-1
2
2 WBM
e Detector Detector
Detector Detector Summary
Home 1-3 Detector
1-3 Detector
1 2 3
Main Summary
Diagnostics Counters Device counters
Real-time counters
Event log
Device Resources
Zones Zone list
Create zone
Template list
Compare zone policies
Users User list
Create user
Change password

Cisco Traffic Anomaly Detector Module Web-Based Manager
| oL-15387-01-J



W wsm

1-4
1-4
1 2 3
Main Summary
Create zone
Save as. . .
Diagnostics Counters Zone Counters
Real-time counters
Event log
Attack reports Attack Summary
HTTP Zombies
Statistics Policy statistics
Drop Statistics
Packet-Dump Start Packet-Dump
Stop Packet-Dump
Packet-Dump List
Detection Detect
Deactivate
Dynamic Filters
Recommendations
Learning Construct Policies
Tune Thresholds
Deactivate
Stop Learning
Accept
Snapshot
Snapshot List
Configuration General
Filters User Filters
Bypass Filters
Flex-Content Filters
Policy Templates View
Add Service
Remove Service
Policies View
Compare Policies
Learning Parameters

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



CHAPTER

Cisco Traffic Anomaly Detector Module Detector WBM
Detector WBM CLl
WBM

e WBM
* WBM

* WBM

Cisco Traffic Anomaly Detector Module Web-Based Manager
| oL-15387-01-J .m



WBM

W wsm

WBM

WBM WBM Detector
Detector CLI
Administration Configuration
Detector CLI

Cisco Traffic Anomaly Detector Module Configuration Guide

WBM Detector

1 Secure Shell SSH,;

2
admin@DETECTOR# configure

3 WBM
admin@DETECTOR-conf# service wbm

4 WBM Detector

admin@DETECTOR-conf# permit wbm ip-addr [ip-mask] [if-service]

ip-addr ip-mask WBM

if-service

IP 192.168.30.32 WBM

admin@DETECTOR# configure
admin@DETECTOR-conf# service wbm
admin@DETECTOR-conf# permit wbm 192.168.30.32
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CLI
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ShowZonePortal zone_name TACACS+
ShowGuardPortal ShowZonesL.ist WBM
permit
TACACS+
ABC ABC_1 ABC_2

user = ABC {
default service=permit
login=cleartext 123456

cmd = ShowZonePortal {

permit "zone_name_ABC_1"
permit "zone_name_ABC_2"

deny .*

cmd = ShowDetectorPortal {
permit .*

cmd = ShowZonesList {
permit .*
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CreateExtendedFlexFilter

DeleteExtendedFlexFilter

CreateDynamicFilter

DeleteAllDynamicFilters

DeleteDynamicFilters

Recommendationignore

RecommendationAccept

StartDetection

StopDetection

ActivatePolicy

DeactivatePolicy

AcceptPendingDynFilter

StartPacketDump

StopPacketDump

SavePacketDump

RenamePacketDump

CopyPacketDump

ExportPacketDump

ImportPacketDump

Show / /

UserLogin

UserLogout

EnableUser

ChangePassword
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ShowGuardCounters
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ShowGuardLog
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ShowTemplateList

ShowPolicyComparison
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ShowZoneCounters

ShowRealtimeCounters

ShowZoneLog

ShowAttacksSummary

ShowAttack

ShowAttackDetails

ShowZombiesAttack

ShowPolicyStatistics

ShowPacketDumpList

ShowCaptureAnalysis

ShowDynamicFilters

ShowDynamicFilterDetails

ShowPendingRecommendations

ShowPendingFilters

ShowSnapshotL.ist

ShowGeneralConfiguration
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TACACS+ Customer A

. Al A2

o WBM
Guard counters

Real time counters
Show logs

key = 12345

default authentication = file /etc/passwd
accounting file = /var/log/tacacs.log
default authorization = permit

user = Customer_A {
default service=permit
service=connection {}
login=cleartext 1234

cmd = ShowZonePortal {
permit "zone_name_zone_Al"
permit "zone_name_zone_A2"

deny .*
}
cmd = ShowGuardCounters {
deny .*
}

cmd = ShowGuardRealtimeCounters {

deny .*
}
cmd = ShowGuardLog {
deny .*
}
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. Guard
Guard
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Cisco Guard Configuration Guide Cisco Anomaly Guard Module
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Guard
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Guard
. Guard

IP
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[ )
N
PPH
PPH
PPH Guard
PPH
8
[ )
IP
[ )
[ ]
Detector Summary Detector
Detector Zones > Create Zone Zone Definition Form
Zone Definition Form Zones > Zone list Add
Main > Create Zone
4-1 Zone Definition Form
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4-1 Zone Definition Form

Name 1 63
Description 1 80
Zone Template
Detector 2
e DETECTOR_ Detector
Guard
DETECTOR_
e GUARD_ Detector Guard
Detector Guard
Guard Guard
GUARD _
e DETECTOR_DEFAULT
Voice-over-1P
TCP
e DETECTOR_WORM Detector TCP
DETECTOR_WORM
worm_tcp
e DETECTOR_LINK
Detector
IP
Detector Guard
Protect-IP State Only Dst
IP Protect-IP State
128-Kb 1-Mb 4-Mb

512-Kb

DETECTOR_LINK_128K DETECTOR_LINK_1M
DETECTOR_LINK_4M

DETECTOR_LINK_512K
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| |
4-1 Zone Definition Form
Zone Template e GUARD_DEFAULT Guard
Guard IP Guard TCP
IP
IP
e GUARD_VOIP Voice over IP VolP
Session
Initiation Protocol SIP over UDP VolP
Real-time Transport Protocol/Real-time
Control Protocol RTP/RTCP SIP
GUARD_VOIP
VolIP sip_udp
e GUARD_LINK
128-Kb 1-Mb 4-Mb 512-Kb
GUARD_LINK_128K GUARD_LINK 1M GUARD_LINK_4M
GUARD_LINK 512K
GUARD_LINK
IP Detector
Guard
Protect-IP State Only Dst IP
Protect-IP State
e GUARD_TCP_NO_PROXY TCP
Internet Relay Chat IRC;
IP
Operation mode Detector
e Automatic Detector
e |Interactive Detector
9
IP address P IP IP
IP

Cisco Traffic Anomaly Detector Module Web-Based Manager
| oL-15387-01-J



4-1 Zone Definition Form

IP mask Mask
IP
IP List IP IP
10 a.b.c.d/x
X
4 OK Zone Configuration Form 2
5 2 4-2 Zone Configuration Form

4-2 Zone Configuration Form

Description 1 80

Operation mode Detector

e Automatic Detector

e |Interactive Detector
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4-2 Zone Configuration Form
Protect-1P state Detector Guard
Guard Guard
Guard Guard
Protect-IP state
e Entire Zone Guard
Guard Guard
e OnlyDst IP IP
Guard IP
Guard
IP
Guard Detector
IP
Guard
e Policy type Guard
IP
Detector Guard
Detector IP
Guard IP
dst_ip Detector
IP
Guard
global
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4-2 Zone Configuration Form

Protect-1P state e Only Dst IP by address IP
Guard
IP IP Guard
Detector Guard
Only Dst IP by address
Guard Main > Protect IP
IP
Detector Guard
Guard IP
Guard
IP Address only
Rate GUARD_ Guard
Rate
Burst
unlimit
e unlimit Guard
unlimit
e mbps /
e kbps /
e bps /
e kpp /
* pps /
Burst GUARD_ Guard
Rate
/ GUARD _
Protection-end Timer Guard
Guard
1
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4-2 Zone Configuration Form

Malicious-rate detection
threshold

Guard
Guard

Malicious-rate detection threshold

10

pps

Filter-rate termination Guard
threshold Malicious-rate termination threshold
/ pps
9
Filter-rate-pph termination |Guard
threshold Malicious-rate termination threshold
/ pph
9
Malicious-rate termination |Guard
threshold Filter-rate termination threshold
/ pps
9
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4-2 Zone Configuration Form

GUARD_

Activation interface

Guard
Detector

e Zone name

e By packet
Guard

Guard

Guard

By
packet
e By IP address IP
Detector

Guard
IP

Guard
IP
IP

1P By IP
address
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4-2 Zone Configuration Form
Activation interface e By IP Address or By Packet
IP Detector
By IP address By
packet
IP
By IP address By packet
Y
By Packet By IP Address or By
Packet
Guard
Activation interface
Activation extent Guard
e |P address only IP
e Entire zone
Activation extent
Auto Packet Dump
e On
e Off
Max. disk space
Cisco Guard Cisco

Traffic Anomaly Detector Module

OK

Cisco Traffic Anomaly Detector Module Web-Based Manager
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1

2 Main > Save as Zone Save as

3 Name 1 63
4 OK
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IP

IP

IP

P
IP 1
IP IP
. IP IP
o IP IP
IP
IP
IP
IP
Configuration > General
2 Add Add Zone IP
IP
e |P Address IP IP 10
192.168.100.32
e |P Mask IP 10
255.255.255.224 255.255.255.255
Exclude IP IP
OK
IP
IP IP

Configuration > General

[ oL-15387-01-J
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3 IP Delete
4
IP
. IP
Detector
pP.7-4
p.8-12
[ ]
Detector
Detector

e Detect and Learn
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Configuration > General

4-3 General Configuration

4-3 General Configuration

General Configuration

Name

Description

Operation mode

Zone template

Rate GUARD_ Guard
Burst GUARD_ Guard
/ GUARD _
Protection-end timer Guard
Malicious-rate detection threshold
Filter-rate termination threshold /
Guard

Malicious-rate termination threshold

Filter-rate-pph termination
threshold

/

Filter-rate termination threshold

Guard

Malicious-rate termination
threshold

Guard

Filter-rate termination threshold
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4-3 General Configuration

GUARD_

Activation interface

Guard

Activation extent Guard

Guard

Auto Packet Dump

Max. disk space

4-4 IP address

4-4 IP

Mask IP

Type IP
regular excluded

e Config

4-2
e Add 1P

e Delete IP

Zone Configuration Form

Zone IP Form
IP
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1
1 Detector Summary Detector
2 Detector Zones > Zone list Zone list
3 Delete
Zone
Delete Validation
4 OK
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Detector Cisco Guard Guard
Distributed Denial of Service DDoS;

Guard
Detector Guard
Guard Cisco Anomaly Guard Module Configuration Guide
Guard Configuration Guide

GUARD

Cisco Traffic Anomaly Detector Module Web-Based Manager

Cisco Traffic

Guard

Detector

Cisco

[ oL-15387-01-J



Detector
Detector
[ )
e Detector
DDoS Detector
Detector
. Detector
Detector Detector
. IP
TCP
. Detector
DDoS
GUARD
Detector Guard
Guard
Guard
Guard
Guard
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3 Add

Detector

Count

Detector

/ pps

Configuration > Filters > Bypass filters

Add Bypass Filters

5-1

Bypass Filter

Bypass Filters

5-1
Source IP Detector
IP IP
Source subnet Detector
Source subnet
Protocol Detector
*
Dst Port Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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5-1
Fragments Fragments
e without
e with
e *
5
e OK Bypass Filters
Guard
Guard  Detector
e Cancel Bypass Filters Form Bypass filters
1
2 Configuration > Filters > Bypass filters Bypass Filters
3 Delete
Src IP Delete
Guard

Guard  Detector
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S
CPU
Detector
TCP
1.
2. Expression
3. Pattern
[ ]
[ )
[ )
[ ]
tcpdump
N
tcpdump
protocol port
1 ID 1
3
. ID host net
port host
. src dst srcor dst src and
dst src or dst

Cisco Traffic Anomaly Detector Module Web-Based Manager
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. ether
ip arp rarp tcp udp
53 TCP UDP 53
5-2
5-2
dst host host_ip_address IP
src host host_ip_address IP
host host_ip_ address IP

net net mask mask

net net/len

dst port destination_port_number TCP UDP

src port source_port_number TCP UDP
port port_number TCP UDP

less packet_length

greater packet_length

ip proto protocol ICMP UDP TCP

ip broadcast IP

ip multicast

ether proto protocol IP Address Resolution Protocol ARP;

Reverse Address Resolution Protocol RARP;

expr relop expr 5-3 tcpdump
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5-3 tcpdump
5-3
relop > < >x= <= = I=
expr C +
-] & |
proto [expr: size]
proto ether ip tcp udp
icmp
expr
proto [expr: size]
size
1 2 4 1
. ! not
. && and
. I or

and
Web
http://www.freesoft.org/CIE/Topics/56.htm
0
TCP  UDP
tep[0] TCP
ip[6:2]1&0x1£££=0
TCP RST
tcpl[13]&41=0
ping ICMP
“icmp [0]!=8 and icmp[0] != 0~
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80 1000 TCP

“tcp and dst port 80 and not src port 1000”7

ASCII
Detector
version 3.1 version 4.0 version5.2 3
version .*\..*
5-4
5-4
* 0
goo.*s  goos goods good for ddos
\ 1
\
2 \\
1 \ 1
\.
*
\XHH 16 H 16
16 2 \x41
16 A
Slammer tcpdump

\x89\xE50h\.dllhel32hkernQhounthickChGetT£f\xB911Qh32\.dhws2_f\xB9etQhsockf\xB9toQhsend

\xBE\x18\x10\xAEB

1

2 Configuration > Filters > Flex-Content filters Flex-Content
Filters

3 Add Add Filter - Step 2
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5-5 Flex-Content Filter

5-5
Description
Protocol 0 255
Internet Assigned Numbers
Authority  IANA Web
http://www.iana.org/assignments/protocol-numbers
Dst Port 0 65535
Internet Assigned Numbers
Authority  TANA Web
http://www.iana.org/assignments/port-numbers
Expression
180
Pattern
Match Case
Start Offset
0
pattern 0 2047
End Offset
pattern 0
2047
Action Detector
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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5-5
Guard Action Guard
Guard Action GUARD
Guard Action
e count
e drop
State State
e enable Detector
e disable Detector
5
e OK Flex-Content Filters
Guard
Guard  Detector
e Clear
e Cancel Flex-Content Filters Flex-Content Filters
1
2 Configuration > Filters > Flex-Content filters Flex-Content
Filters
3 Delete

Src IP Delete

Guard
Guard  Detector
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GUARD
Guard GUARD
GUARD
Detector
Guard
Guard
GUARD

1
2 Configuration > General

GUARD
1 GUARD
2 Configuration > Filter > User filters
3 Add Add Filter Step 1
4 Insert Insert Here
5 Next Add Filter Step 2 User Filter
6 5-6 User Filter
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W GuarD

5-6
Source IP IP
IP IP
*
Source subnet
Source subnet
Protocol
*
Dst Port
*
Fragments Fragments
e without
e with
o *
Rate
Rate
Rate
unlimit
Burst Rate
Burst Rate

I Cisco Traffic Anomaly Detector Module Web-Based Manager

OL-15387-01-J |



GUARD ||

Action Guard
Action

e permit
permit

e basic/redirect HTTP

e basic/reset TCP HTTP
basic/redirect

e basic/safe-reset TCP TCP
HTTP
basic/redirect

e basic/default TCP
e Dasic/dns-proxy TCP DNS

e Dasic/sip Voice over IP  VolP
Session Initiation Protocol SIP over UDP VolIP
Real-time Transport Protocol/Real-time
Control Protocol RTP/RTCP SIP

e strong

TCP Guard IP

e drop

e OK User Filters
e Cancel User Filters User filters

to-user-filter
Guard Guard

Cisco Traffic Anomaly Detector Module Web-Based Manager
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N GuarD

1 GUARD

2 Configuration > Filters > User filters
3

4 Delete
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CHAPTER

Cisco Traffic Anomaly Detector Module Detector

Detector Cisco Guard Guard Guard
Distributed Denial of Service DDoS;

Detector
Guard
Detector Guard
Guard Cisco Anomaly Guard Module Configuration Guide Cisco
Guard Configuration Guide
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Detector
Detector
Detector
Detector
WBM
Detector
Detector
Domain Name System DNS;
HTTP ip_scan
tcp_connections
6-1 Detector
6-1

dns_tcp DNS-TCP
dns_udp DNS-UDP
fragments
http 80

HTTP
ip_scan IP IP

IP
IP

notify

Y
other_protocols TCP UDP

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
6-1
port_scan IP
notify
S
tcp_connections TCP
tcp_not_auth Detector TCP
tcp_outgoing TCP
tcp_ratio SYN FIN/RST TCP
tcp_services HTTP 80 8080 TCP
udp_services UDP
Detector 6-2
6-2
DETECTOR_WORM worm_tcp TCP
TCP 1
IP IP
IP
Detector
max_services  min_threshold
GUARD_ Guard
Guard
* {cp_services ns TCP tcp_services_ns
IRC 666X  Secure Shell SSH; Telnet

Cisco Traffic Anomaly Detector Module Web-Based Manager
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e {cp_connections_ns tcp_outgoing_ns http_ns Guard TCP

Internet Relay Chat IRC;

IP
¢ GUARD_TCP_NO_PROXY Guard
http  tcp_connections tcp_outgoing
http_ns tcp_connections_ns tcp_outgoing_ns http_ns tcp_connections_ns
tcp_outgoing_ns Guard
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||
Detector
Detector
Detector
any

o Detector
1
2 Configuration > Policy Templates > View Policy Templates
3 Config Policy Template
4

6-3 Policy Template

[ oL-15387-01-J
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6-3

State

e enable Detector

Detector

e disable Detector

Detector

Detector

Detector

Min Threshold
Detector

tcp_services
udp_services other_protocols http fragments

SYN/FIN
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6-3

Max Services
Detector

Detector
min-threshold

Detector any

tcp_services tcp_services_ns udp_services

53 dns_tcp
fragments
Detector
IP
IP any
IP
Detector
5
e OK Policy Template
e Clear
e Cancel Config policy template Policy Template
8
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CHAPTER

Cisco Traffic Anomaly Detector Module Detector

Detector
Detector Cisco Guard Guard
Distributed Denial of Service DDoS;
Guard
Detector Guard
Guard Cisco Anomaly Guard Module Configuration Guide

Guard Configuration Guide

e Detect and Learn

Cisco Traffic Anomaly Detector Module Web-Based Manager

Guard

Detector

Cisco
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Detector

Detect and Learn

Detector

Detector

2
. Detector
Detector
Detector
Detector
Detector
6
Y
Guard_Link Detector_Link
o Detector
Detector
Detector

Detector
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| |
Y
worm_tcp Detector
Detector
Detect and Learn

Detector Detect and

Learn Detect and Learn Detector

Learn Detect
Detect and Learn Detector
Detector
Detector
Detector
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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o Detector
DDoS

Detector
Detector

. Detector
Detector

Detector

Guard_Link Detector_Link

worm_tcp Detector
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Learning > Construct Policies

2
Detector
Detector
Learning > Snapshot
Detector

Learning > Accept

Detector
Detector
Learning > Stop Learning Stop Learning

Reject
Accept

OK

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Reject Detector
Accept Detector
e Clear Stop Learning Accept

e Cancel Stop Learning

S

Detector
24
1
2 Learning > Tune Threshold
@
Detector
Detector

3 Learning >

Snapshot
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Detector

Learning > Accept Accept Thresholds

7-1 Accept Thresholds

Threshold selection method

* Accept new thresholds

e Accept max. thresholds

e Accept weighted thresholds

= ( * +
*(100 - )) /100
Weight
e Keep current thresholds

Weight

Detector
Accept weighted thresholds
Detector
= ( * +
(100 - )) /100

e OK Detector

e Clear Accept Thresholds

e Cancel Accept Thresholds

Cisco Traffic Anomaly Detector Module Web-Based Manager
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2 Learning > Stop Learning Stop Learning

3 Stop Learning

¢ Reject
e Accept

7-2

7-2

Threshold selection method

e Accept new thresholds

e Accept max. thresholds

* Accept weighted thresholds

:( * +
* (100 - )) /100
Weight

e Keep current thresholds

Weight Detector
Accept weighted thresholds
Detector
= ( * + *
(100 - )) / 100

e OK Detector

e Clear Stop Learning

e Cancel Stop Learning
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Detect and Learn ||
Detect and Learn
Detect and Learn Detector
Detector
Detect and Learn Detector

e Detect and Learn

e Detect and Learn

Detect and Learn

Detector
1
2 Configuration > Policies > Learning Parameters Learning
Parameters
3 Config Config Learning Parameters
4
7-3

Cisco Traffic Anomaly Detector Module Web-Based Manager
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W Detect and Learn

7-3

Zone is tuned

Detector

Detector

Set periodic learning

e Learning cycle Detector

0 1000

e Learning results Detector

Automatic accept Detector

Detector

Snapshot only

Detector

Threshold selection method Detector

* Accept new thresholds

e Accept max. thresholds

e Accept weighted thresholds

= ( * +
* (100 - )) /100
Weight
Weight Detector
Accept weighted thresholds
Detector
= ( * + *
(100 - )) /100
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¢ OK Detector
e Clear Learning Parameters
e Cancel Config learning parameters

Detect and Learn

Detect and Learn
Detector

Detect and Learn
Detector

e Detector
e Detector

Detect and Learn

2 Detect and Learn

Thresholds

e Detector

e Detector

Detect and Learn

Detect and Learn
Detector

Detect

. Under Detection

Accept new thresholds

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager

Learning > Tune

Recent Events
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W Detect and Learn

Detect and Learn

Detect and Learn

Detect and Learn

Deactivate

e Stop Detection
e Stop Learning

Reject
Accept

7-4

Detector

Detect and Learn

Deactivate
Detection > Deactivate

I Cisco Traffic Anomaly Detector Module Web-Based Manager

OL-15387-01-J |



Detect and Learn

7-4
Threshold selection method Detector
e Accept new thresholds
e Accept max. thresholds
* Accept weighted thresholds
= ( * +
* (100 - )) /100
Weight
e Accept current
Weight Detector
Accept weighted thresholds
Detector
= ( * +
(100 - )) /100
Protected Zones Recent Events
&

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
[ ]
Detector
[ ]
Detector
Detect and Learn
Detect and Learn Detector
Detector
Detector
Accept new
thresholds Detector

[ )

[ ]

[ )

. IP

. Detect and Learn

Detector
Detector
1
2 Configuration > Policies > Learning Parameters Learning
parameters

3 Config Config Learning Parameters

Cisco Traffic Anomaly Detector Module Web-Based Manager
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4 Learning Parameters

. Zone is tuned
Detector

. Zone is tuned
Detector Detector

OK Detector

Clear Detector

e Cancel Config learning parameters

Learning Parameter

[ oL-15387-01-J
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Detector
2
Detector
Detector
1
2 Learning > Snapshot Create Snapshot
3 Snapshot name
4 Threshold Selection Method
Detector
e Accept new thresholds
e Accept max. thresholds
e Accept weighted thresholds
=( * + * (100 - )) /100

Weight

e Accept current

Cisco Traffic Anomaly Detector Module Web-Based Manager
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5 Accept weighted thresholds Detector
Weight
6 OK Detector
ID
Detector
1
2 Learning > Snapshot Create Snapshot
3 Snapshot name OK Detector
ID
1
2 Learning > Snapshot List Snapshot List
7-5 Snapshot List
3
Policies Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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7-5 Snapshot List

ID
Name
Detector (automatic)

Creation Time
Snapshot Type

Manual

Periodic

Detector

Automatic Detector
Operation

Threshold Tuning

Policy Construction

N/A
Accept Method

Accept new thresholds

Accept max. thresholds

Accept weighted thresholds

Accept current
L]
[ ]
o 2

Learning > Snapshot List

Snapshot List

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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3
Policies Detector
4 Configure Selection 1
8
5 Add service
8
6 Remove service
8
7 Accept Thresholds
1
2 Learning > Snapshot List
ID
3 ID
Delete
Detector Snapshot

Cisco Traffic Anomaly Detector Module Web-Based Manager
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2 2
Detector
1
L]
L]
L]
L]
2
1
e Detector Zones > Compare Zone policies
o Configuration > Policies > Compare Policies
Policies Comparison Query
2
7-6 Policies Comparison Query
7-6
1 2
Base Zone Zone

Policy Configuration

Cisco Traffic Anomaly Detector Module Web-Based Manager
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1 2

Compared Zone Zone

Policy Configuration

Minimal difference

Detector 2
100% Detector
2
e OK 2 Policy Comparison
7-1
e Cancel Policies Comparison

7-1

7-1
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Policy Comparison 2

e Difference in services 2

Y

Detector
any

» Difference in policy parameters state action threshold proxy-threshold
1

1 Services only in

2 Delete Detector

1 Services missing from

2 Add Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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1 Difference in policy parameters

2 Copy Parameters

Detector
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CHAPTER

Cisco Traffic Anomaly Detector Module Detector

Detector Cisco Guard Guard Guard
Distributed Denial of Service DDoS;

Detector
Guard
Detector Guard
Guard Cisco Anomaly Guard Module Configuration Guide Cisco
Guard Configuration Guide
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Detector

/ PPH

PPH

PPH 6.1 6.1-XG
PPH
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2 Configuration > Policies > View Policies

a. Setscreen filter Policy Filter

b. OK 8-1 Policy Filter

Policy Filter

8-1

Policy template

Service

Protection level

Type
Policy
State
Action
Policies

Screen Filter

1
Key Policy Details
8-2

Cisco Traffic Anomaly Detector Module Web-Based Manager
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8-2

Policy Template

Detector

Detector DDoS

Service

Detector

any

Level

Analysis

Detector

Type

Detector

auth_pkts TCP

e auth_tcp_pkts TCP
e auth_udp_pkts UDP

e in_nodata_conns

* in_conns
e in_pkts
e in_unauth_pkts

* non_estb_conns
TCP

® num_sources

e out_pkts
* reqs
e regs_pph

PPH
PPH
Detector

ubP

DNS
DNS

SYN
Detector

TCP IP

DNS

® syns TCP SYN /

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
8-2
Type e syns_pph TCP SYN
/
PPH
PPH
Detector
PPH
e syn_by fin SYN FIN Detector
SYN FIN
e unauth_pkts TCP
e pkts
Key
e dst_ip IP
e dst_ip_ratio IP SYN
FIN
e dst_port_ratio SYN
FIN
e global
e src_ip IP
e dst_port
e protocol
* src_ip_many_dst_ips IP
1 IP IP
® src_ip_many_ports IP
1 IP
® scanners IP
IP
State
[, Detector
n Detector
O Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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8-2

Action

Threshold

Detector

Timeout

Fixed

Detector
Learning Multiplier |Detector
Detection Time PPH

PPH

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
Detector
1
Y
Detector
1
2 Configuration > Policies > View Policies
3
e 1 Key Policy
Details Learning Parameters Config
Zone Policy Form
L]
Config Selection Zone Policy Parameter Form
Multiple
4 OK
Detector
8-3 Zone Policy Form Zone Policy Parameter Form

Cisco Traffic Anomaly Detector Module Web-Based Manager
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8-8

8-3 Zone Policy Parameter Form

Zone Policy Form

State

e active Detector

¢ inactive Detector

e disabled Detector

Vi)

Detector

Detector

Action

e notify

* remote_activation Guard

Detector Guard

Guard

CLI

Threshold

/

* num_soruces IP
e tcp_connections
e tcp_ratio

Threshold multiplier

Cisco Traffic Anomaly Detector Module Web-Based Manager
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8-3 Zone Policy Parameter Form Zone Policy Form

Timeout

Detection Time PPH PPH

1
1
2
PPH
1 48
1

Learning parameters | Detector

Learning parameters

e Setas fixed
Detector

e Learning multiplier

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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IP

IP IP
Detector
IP
IP
J IP IP
IP
Detector
. IP IP
IP Detector
IP
. IP dst_ip
. IP src_ip drop
Detector
10 IP
e |P
e |P
IP
IP
1
2 Configuration > Policies > View Policies
3 Key Key Policy Details
4 Threshold list Add Add Threshold IP Entry
5 IP 8-4 Threshold IP Entry Form

Cisco Traffic Anomaly Detector Module Web-Based Manager
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P
8-4 Threshold IP Entry Form
P P 1P
Threshold IP
/ pps
e tcp_connections
e {cp_ratio
6
e OK IP Threshold IP Entry Form
Policy details
e Clear Threshold IP Entry Form
e Cancel Threshold IP Entry Form
IP
IP
1
2 Configuration > Policies > View Policies
3 IP Key Policy Details
4  Threshold list IP
5 Delete Detector

[ oL-15387-01-J
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Detector
Detector
Detect and Learn
Detector
. 7
. 7

Detector

e {cp_services udp_services tcp_services_ns worm_tcp

e other_protocols

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



||
1 1
1
2 Configuration > Policy Templates > Add Service Add
Service Step 1
Add Service Step 1
. Configuration > Policies > View Policies Add service
. Configuration > Policy templates > View Policies Templates
Add service
3 Policy Template Next Add Service
Step 2
6
4 Add Service Form
5
e OK Detector
e Clear Add Service Form
e Cancel Add Service Form
6

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
e {cp_services udp_services tcp_services_ns worm_tcp
e other_protocols
L]
L]
Y
Detector
1
2 Configuration > Policy Templates > Remove service
Remove Service
Remove Service
. Configuration > Policies > View Policies Remove
service
. Configuration > Policy templates > View Policies Templates
Remove service
3 Delete
4
e OK Detector
e Cancel Remove Service Form

Cisco Traffic Anomaly Detector Module Web-Based Manager
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5
L]
. 7
1
2 Learning > Snapshot Create Snapshot
3 Snapshot name OK Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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CHAPTER

WBM
Cisco Traffic Anomaly Detector Module Detector
Detector Cisco Anomaly Guard Guard
Detector Guard  Distributed Denial of Service DDoS;
Detector
Guard Detector
Guard Guard Cisco Anomaly Guard
Module Configuration Guide Cisco Guard Configuration Guide
L]
[ ]
L]
L]
. Detector
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Detector

Detector

e Detect Detectand Learn

Detect Detect and Learn

e Detect

e Detect and Learn

Detector

Detector

Detector

Detector

Detector

Detector

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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1
2

e Detect Detect

Detection > Detect
e Detect and Learn Detect & Learn
Detector
Under Detection Recent Events

e Recent Events

¢ Traffic Rate 0
1
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2
. Deactivate
J Detection > Deactivate
Detect Detector
* ]
Detect and Learn Deactivate 3

3 Stop Detection

4 Stop Learning
Deactivate Detector
¢ Reject
e Accept
9-1
9-1

Threshold selection method

e Accept new thresholds

* Accept max. thresholds

e Accept weighted thresholds

=( * +
* (100 - )) /100
Weight
e Keep current thresholds

Weight Detector
Accept weighted thresholds
Detector
= ( * + *
(200 - )) /100
5 OK

Detector Under
Detection
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Detector

DDoS
Detector

Detector Detector
150,000

. Detection > Dynamic filters
o Active Dynamic filters

Dynamic Filters

9-2

9-2

Created by

Activation

Expiration

Src IP P
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9-2

Dst IP IP

Detector IP Protect-1P
state Guard

Protocol
Dst Port
Fragments

Action

Rate (pps) /

Details i

Src IP  Protocol Dst Port *

. Detection > Dynamic filters

. Active Dynamic filters

Dynamic Filters

3 Details i Dynamic Filter Details

Dynamic Filter Details 3
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||
9-3
Policy Threshold
Triggering rate
Guard Guard
IP Protect-1P state
Guard
Guard
. Guard
Destination IP *
Protect-IP state  Entire Zone Policy type
. Guard IP IP
IP Destination
IP IP
Protect-IP state  Only Dst IP IP
Guard CLI CLlI Cisco
Traffic Anomaly Detector Configuration Guide
Protect-IP state 4 Guard
1
2
. Detection > Dynamic filters
. Active Dynamic filters
Dynamic filters
3 Add Add Dynamic Filter
4 9-4

Cisco Traffic Anomaly Detector Module Web-Based Manager
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9-4
Destination IP Detector IP Protect-1P
state Guard
IP *
Action Detector
Detector remote-activate
Guard
Guard Guard
CLI Detector CLI
Cisco Traffic Anomaly Detector Module Configuration
Guide
Timeout (Sec)
e Forever
e seconds
5 OK
Detector
Detector
1
2
o Detection > Dynamic filters
. Active Dynamic filters

Dynamic filters

4 Delete

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



Detector
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Detector

® Detector

o Detector

L]

. 1000
1
2 Configuration > General General
3 Config Config
4 Operation Mode automatic
5 OK Detector

Detector

1
2 Configuration > General General
3 Config Config
4 Operation Mode interactive
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5 OK Detector
Detector
1000
1000 Detector
Detector 1000
1
2 Deactivate Detector
3 Configuration > General General
4 Config Config
5 Operation Mode automatic OK
6 Protect Detector
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9
| Detector
Detector
Detector
Detector
Detector
Detector
[ ]
[ )
[ )
[ ]
[ )
Detector
: = u
v
. All Zones
. Under Detection
[ ]
[ ]
Detector 0
Detector
Detector

Detection > Recommendations

Pending Dynamic filters

Recommendations
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Detector
9-5

ID Detector
Recommendation Detector
Created By
# of PFs
Attack flow

e SrclP IP

e Protocol

e Dst Port

e DstIP IP
Thr.
Min.
Max.
Creation

1 *
[ )
[ )
Detector
Detector
Detector

Detector DDoS
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| Detector

. Detection > Recommendations
. Pending Dynamic filters

Recommendations

3 Filters timeout

4
5
* accept Detector
e always-accept
Detector
e always-ignore
Detector
8
N
always-ignore
Detector
1
2
. Detection > Recommendations
. Pending Dynamic filters

Recommendations

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector

3 # of PFs Pending Filters;
Pending dynamic filters

9-6

9-6

Created by

Activation

SrcIP IP

Protocol

Dst Port

Fragments

Action

Recent rate

Rate (pps)

Details

Detector

. Detection > Recommendations
. Pending Dynamic filters

Recommendations

Cisco Traffic Anomaly Detector Module Web-Based Manager
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| Detector

3 # of PFs Pending Filters;
Pending Dynamic Filters

4 Details i Filter Details
Filter Details 3
[ )
[ )
[ )
1
2
. Detection > Recommendations
. Pending Dynamic filters

Recommendations

3 # of PFs Pending Filters;
Pending Dynamic Filters

4 Filters timeout

6 Accept

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector

Cisco Traffic Anomaly Detector Module Detector

Detector
e Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

| Detector
Detector
Detector 10-1 Detector
Detector WBM
o Detector Summary
. Home
10-1 Detector
Cwrrdoe Sy
e
Ly repee |
kil i
pjonees RN,
i
FLREL
’ = Ires irid 1 L Pl '_.'I an L i b s 11F (= B
[ = [ - RLT By RN T H T e 18T B

LR ]

AR wm k nlm! beme

Doy |, PR e |8, R L] ol

B |, PN Ny " LY Lo -

Detector 2

e Detector Summary 2 Detector
/ bps

10-1

10-1 Detector

Min. 2 bps

Max. 2 bps

Avg. 2 bps

Cur. bps

e Zones Under Detection Detector

Detect

Detect and Learn

Detector
Detector

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
10-2
10-2
Zone
Activation Time
Attack Start Time
#DF Detector
#DF 0
#PF
N/A

Receive Rate

bps

30

bps

Cisco Traffic Anomaly Detector Module Web-Based Manager
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| Detector
Detector
Detector
[ ]
e Detector
[ )
[ ]
[ ]
Counters Detector Detector
Counters Detector
Detector
1 Detector Summary Detector
2 Detector Diagnostics > Counters > Device Counters Counters
2 bps
3 Detector
Graph Type
e pps /
* bps /
4 Update Graph Detector
5 Detector Clear Counters
Detector
Detector
Detector
10-3

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector
Detector ||

10-3
Packets Detector
Bits Detector
pps /
bps bps
Detector
Detector
Detector
1 Detector Summary Detector
2 Detector Diagnostics > Counters > Device Counters Counters
3 Clear Counters Detector
Detector
Detector
N
Java Runtime Environment JRE
1 Java 2 Runtime Environment
1 Detector Summary Detector
2 Detector Diagnostics > Counters > Real time counters Real Time
Counters

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

M Detector

3 Detector

Graph Type

* bps /
* pps /

Detector

Detector

Detector

10-4

10-4

Detector
Detector

Emergencies

Alerts

Critical

Errors

Warnings

Notifications

Informational

Debugging

Alert Critical Error Warning Notification

Emergency

1 Detector Summary

2 Detector Diagnostics > Event log

e Show all Events

e Show events with severity level

Detector

Events

10-4

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
4 Filter Events Detector
Detector
Detector
1 Detector Summary Detector
2 Detector Diagnostics > Device Resources Detector
Device Resources
10-5 Device Resources
10-5 Device Resources
Host CPU1 CPU1  user mode system mode niced tasks idle
CPU niced tasks
CPU 100 %
Flash space usage Detector
5% Detector
80 %
Detector
75 %
Detector
80 %
Accelerator card memory usage
85 %
Detector SNMP
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

M Detector

10-5 Device Resources

Accelerator card CPU utilization CPU
CPU 85 %
Detector SNMP
Detector
Anomaly detection engine used Detector
memory
Detector
90 %
Dynamic filters used
Detector
Detector 150,000
150,000
Detector EMERGENCY SNMP
135,000
Detector WARNING
SNMP
Detector DDoS
Number of zones Detector

Number of attacked zones

Number of active zones

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

10-2

. All Zones
Under Detection

Zone

Detector Summary > Zones > Zone list

L g |
2 i
kS 1 i " i i i i i i
. L] i il 110 |i.'|- -l'l:ll kb e (LA ] [LRL} I'|-|i (L8]
Tiems
[ Loy - O e - Ry LT 8 1]
LR i L | § Lol i e e gy TR MWD
ity e B i | Al e EoL il
Hepee |yeen
By FPFLINEN Sy E T il Sl _-'
g 8 L TEI RS Ty [ TR ] Al il a
4
.
.
.
.
WBM
e Detect & Learn Detect and Learn Detector

Detection > Detect
Learning > Tune Thresholds

Detect

Detection > Detect

Detect and Learn

Cisco Traffic Anomaly Detector Module Web-Based Manager
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e Deactivate
Detection > Deactivate
Detect and Learn Deactivate
* Report
Diagnostics > Attack reports > Attack Summary
# Curr Report
[ ]
e Detector Detector
9
° Under Detection
Under Detection/Tuning Thresholds Inactive Constructing Policy Tuning Thresholds
L]
2 bps
10-6
10-6
Min 2 bps
Max 2 bps
Avg 2 bps
Cur bps

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Active Dynamic filters

Dynamic Filters

9
Pending dynamic filters
Recommendations
Detector
Last attack time
Activation time
notify

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager

Detector
1
Active Dynamic filters
1
Pending Dynamic filters Detector
9
Detector
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Detector
1
2 Diagnostics > Counters > Zone Counters
Counters
3 Graph Period
Update Graph Detector
2
4 Detector
Graph Type
* pps /
e bps /
5 Update Graph Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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6 Detector Clear Counters
Detector

Zone Current Counters/Rates

e Packets Detector

e Bits Detector

* pps /
e bps /

Detector pps bps
0 1
Detector

Detector pps bps
0

2 Diagnostics > Counters > Zone Counters
Counters

3 Clear Counters Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
JRE
1 Java 2 Runtime Environment
1
2 Diagnostics > Counters > Real Time Counters
Real time counters/Rates
3 Detector
Graph Type
e bps /
* pps /
Detector
Detector Detector
Detector
1
2 Diagnostics > Event log Events
3
e Show all Events
10-4
e Show events with severity level
4 Filter Events Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
Detector Detector
DDoS Detector
Detector
1
2 Diagnostics > Attack Reports > Attack Summary Attacks
Summary
3 ( Period from to
Get Reports

Attack Summary Report

10-3

~= L1
L

& 1.
§ - =— F
L . - - -

pps 1

10-7

10-7

Attacks Detected
Attacks Duration
Max. Traffic Rate
Total Rx

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

10-8

10-8

DDoS

ID  Detector
Curr

Start time

Duration

Type

Tcp connections
TCP

HTTP HTTP
Tcp incoming

Tcp outgoing
SYN-ACK

Unauthenticated tcp Detector
ACK

DNS (UDP)

DNS (TCP)

UDP UDP
Non tcp/udp protocols TCP/UDP
Fragments

Hybrid

IP scan IP

DNS-UDP
DNS-TCP

port scan IP

user detected
worm_tcp TCP/IP

TCP

FIN

Peak (pps)

Received Pkts

Detector

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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||

Detector Attacks Summary
Detector

1

2 Diagnostics > Attack Reports > Attack Summary Attacks
Summary

3 Period from to

Get Reports
4 Attack Report

Detector # Curr

Detector
Report Report Detector

i Show details for all events

[ oL-15387-01-J
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1 Statistics units

2 Set units Detector

10-9

10-9

Total
Max Rate

Average Rate

Detector
Detector
DDoS
Detector IP
1

10-10

10-10
# ID
Start time
Duration

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10-10

Type

Tcp_connections
TCP

HTTP HTTP
Tcp incoming

Tcp outgoing
SYN-ACK

Unauthenticated tcp Detector

DNS (UDP) DNS-UDP

DNS (TCP) DNS-TCP

UDP UDP

Non tcp/udp protocols TCP/UDP
Fragments

TCP ratio TCP FIN/RST
IP scan IP

port scan IP

user detected
worm_tcp TCP/IP

TCP

FIN

SYN

Triggering rate

% Threshold

Anomaly Flow

dst=ip address:port

Details

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Details i

10-11 Detector

10-11
Start time
End time
Rate (pps) /
e Thresh
e Triggered
Count
Detected flow
e Prot.
e SrclP IP
e Src Port
e DstlIP IP
e Dst Port
e frag.
e Type
Action flow
IP
IP
e Prot.
e SrclP IP
e Src Port
e DstlIP IP
e Dst Port
e frag.

Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
1
2 Diagnostics > Attack Reports > Attack Summary Attacks
Summary
3 Period from to Get
Reports
4
#
5 Export Export File Server Parameters
6 Select File Server Parameters
* Use automatic export file server definitions CLI export reports Detector
e Use the following server definition
Transfer method Detector File Transfer
Protocol FTP;
Address IP
Path 1
Username FTP
username FTP
Password FTP
Detector
7 OK
1
2 Diagnostics > Attack Reports > Attack Summary Attacks
Summary

Cisco Traffic Anomaly Detector Module Web-Based Manager
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3 Period from to Get
Reports
4
#
5 Delete Detector
1
2 Diagnostics > Statistics > Policy Statistics Policies Statistics
3
a. Set Screen Filter Policy Filter
b. Policy Filter
c. OK Policy statistics

Screen Filter

4
* Rate
e Ratio SYN FIN/RST
syn_by fin
e Connections IP tcp_connections
in_nodata_conns
e Dst IPs IP worm_tcp

Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
)
Detector
10-12
10-12

Policy template

Service

Level

Type
auth_pkts TCP UDP
in_nodata_conns
in_pkts DNS
in_unauth_pkts DNS
non_esth_conns

TCP SYN
out_pkts DNS
regs
syns TCP SYN
syn_by fin SYN FIN SYN
FIN

unauth_pkts TCP
pkts

Policy

Cisco Traffic Anomaly Detector Module Web-Based Manager
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10 Detector

10-12

Key

192.128.100.3:70

dst_ip IP

dst_ip_ratio IP
FIN

dst_port_ratio
FIN

global

src_ip IP

dst_port
protocol

src_ip_many_dst_ips IP
IP

src_ip_many_port

scanners
IP

SYN

SYN

Value

I Cisco Traffic Anomaly Detector Module Web-Based Manager

OL-15387-01-J |



CHAPTER

Cisco Traffic Anomaly Detector Module Web-Based Manager

[ oL-15387-01-J



1 |

Cisco Traffic Anomaly Detector Module Detector

Detector
Detector
Detector
Detector gzip GNU zip PCAP
Extensible Markup
Language XML
Detector
Detector
[ ]
[ )
1
Detector 4
Detector
20 MB
80 MB

Cisco Traffic Anomaly Detector Module Web-Based Manager
OL-15387-01-J |



Detector
Detector
Detector
20 MB 10 Detector
Detector IP
IP
Detector
Detector
11-1
11-1
Function/Zone Name Detector
e detect Detector
e Jlearn
Detector
Capture start time Detector
Capture end time Detector
Detector

Dispatch Detector Detector

dropped
Detector 1

2
o 10
[ )
Detector
Detector

Protocol FTP;

Cisco Traffic Anomaly Detector Module Web-Based Manager

File Transfer
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1

2 Configuration > General General
3 Config Config

4 Zone Packet-Dump Parameters On

5 OK Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
1
2 Configuration > General General
3 Config Config
4 Zone Packet-Dump Parameters Off
5 OK Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11 I

Detector
Detector
Detector
Detector
IP
IP
1
Detector 10
Detector
20 MB
80 MB
L]
L]
1
2 Diagnostics > Packet-Dump > Start Packet-Dump Start
Packet-Dump
3

11-2 Start Packet-Dump

Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
11-2  Start Packet-Dump
Capture name 1 63
Packet-Dump filter
Detector
5
Dispatch value Detector Detector
Dispatch Dropped
Sample rate / 1 10000
Detector
10000 /
Detector
Number of packets Detector
1 5000
OK
Detector
Detector
Diagnostics > Packet-Dump > Stop Packet-Dump Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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e 2

Packet-Dump List

Packet-Dump Capture details

Diagnostics > Packet-Dump > Packet-Dump List

Name

Start Time

Stop Time

Type

Size

Packet Dump Filter

Detector

TCPDump

Dispatch

Detector
Dropped

All

Detector

Dispatch

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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||
11-4 Packet-Dump List
11-4 Packet-Dump List
Stop/Start
Stop Start
e Start
e Stop
View 1 2
2
Rename
Copy
Export/Import
Delete
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List
3 View
Packet-Dump Capture Analysis
Packet-Dump Capture details
11-5  Detector Packet-Dump Capture Analysis Capture Parameters View

Parameters

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Capture Parameters |Name

Start time

End time

Packets

Packet Dump filter | Detector

TCPDump
Dispatch Detector
Dispatch Dropped All
Detector
View Parameters Query Detector

e Top 20: SrclP / DstIP / SrcPort / DstPort / Protocol

e Distribution: SrcIP / DstIP / SrcPort / DstPort /
SrcReservedPorts / DstReservedPorts / Protocol / TTL /
Length

e Packets list

Detector
11-6
Display filter Detector
Detector
Packet-Dump Capture Analysis
e Change View Packet-Dump Capture details

e Save

e Extract Signatures

11-6 Detector
Packet-Dump Capture details

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11-6
Top 20/Criteria #
Criteria Detector
Key IP
e SrclP
* DstiP Packets
e SrcPort
e DstPort %
e Protocol
Distribution/Criteria X-axis IP
Criteria -
y-axis
e SrclP
e DstlP
e SrcPort
e DstPort
e SrcReservedPorts
¢ DstReservedPorts
e Protocol
e TTL
e Length
Packets List #
Detector
Time
Srclp IP
SrcPort
Dstlp IP
DstPort
Protocol
Info
~
Top 20 Packets List

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Packet-Dump Capture details

Packet-Dump Capture details

1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List
3 Change View Change Packet-Dump View Parameters
4 11-7 Change Packet-Dump View

Parameters

11-7 Change Packet-Dump View Parameters

Query Query

e TOP 20: SrclP / DstIP / SrcPort / DstPort / Protocol
20
Src IP Detector
IP
20 IP

e Distribution: SrcIP / DstIP / SrcPort / DstPort / SrcReservedPorts /
DstReservedPorts / Protocol / TTL / Length

e Packet View IP IP
Display filter Detector
TCPDump 5
Display Pattern
Detector
5
Start Offset
0
Start Offset Display Pattern

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11-7 Change Packet-Dump View Parameters

End Offset
End Offset Display Pattern
5 OK Detector
Packet-Dump Capture details
2
2
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List
3
4
5 View Packet-Dump Capture Analysis
6 Swap Base and Reference 2
Detector
Detector Packet-Dump Capture Analysis

Cisco Traffic Anomaly Detector Module Web-Based Manager
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1
2 Diagnostics > Packet-Dump > Packet-Dump List

Packet-Dump List
3 Rename

Rename
4 New name 1
63

5 OK

Detector

Detector

1

Cisco Traffic Anomaly Detector Module Web-Based Manager
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2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List

3 Copy
Packet-Dump Capture Analysis

4 New name

63
5 Detector
Detector
5
6 OK
Save
Detector
Detector Detector
FTP  Secure File Transfer Protocol SFTP;
Secure Copy Protocol SCP
1
Detector gzip GNU zip PCAP
XML XML

Capture.xsd

http://www.cisco.com/public/sw-center/ Software Center xsd
1
2 Diagnostics > Packet-Dump > Packet-Dump List

Packet-Dump List
3

Export Export File Server Parameters

Cisco Traffic Anomaly Detector Module Web-Based Manager
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4 Select File Server Parameters

e Use automatic export file server definitions CLI export packet-dump
Detector

e Use the following server definition

Transfer method

FTP FTP

SFTP SFTP

SCP SCP

SFTP SCP Secure Shell SSH:

SFTP SCP
Detector
Detector SFTP SCP
Detector CLI

Address IP

Path Detector

Username FTP username

FTP
Password FTP
Detector
5 OK
Detector
Detector
Detector XML PCAP

1
2 Diagnostics > Packet-Dump > Packet-Dump List

Packet-Dump List

Cisco Traffic Anomaly Detector Module Web-Based Manager
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3 Import Import FTP Server Parameters

4 File Name

A

5 Select File Server Parameters

e Use automatic export file server definitions CLI export packet-dump
Detector

e Use the following server definition

Transfer method
FTP FTP

SFTP SFTP
SCP SCP

SFTP SCP SSH SFTP
SCP
Detector
Detector SFTP SCP Detector
CLI

Address IP
Path Detector

Username FTP username
FTP

Password FTP
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector
20 MB
80 MB
10 Detector
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List
3 Delete

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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Detector

Distributed Denial of Service DDoS;

Detector
5
Detector
Detector
[ ]
L]
L]
1
2 Diagnostics > Packet-Dump > Packet-Dump List
Packet-Dump List
3
4
5 View Packet-Dump Capture Analysis
6 Swap Base and Reference 2

Cisco Traffic Anomaly Detector Module Web-Based Manager
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7 Extract Signatures Detector
Packet-Dump Signature Extraction

11-8  Detector Packet-Dump Signature Extraction

Capture name Detector

Pattern Detector

Start offset

End offset

% Reference

Detector 1

Detector

2 Packet-Dump Signature Extraction
Insert Content Filter Flex-Content Filters > Add Filter - Step 2

11-9 Flex-Content Filter

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11-9
Description
Protocol 0 255
*
Internet Assigned Numbers
Authority  TANA Web
http://www.iana.org/assignments/protocol-numbers
Dst Port 0 65535
*
Internet Assigned Numbers
Authority  TANA Web
http://www.iana.org/assignments/port-numbers
Expression 5
Pattern
5
Match Case
Start Offset
0
pattern 0 2047
End Offset
pattern 0
2047
Action
Action
e count
e drop

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11-9
State State
* enable Detector
e disable Detector
4 OK
Detector

2 Packet-Dump Signature Extraction
Use as View Filter Packet-Dump Capture Analysis

11-10 Detector Packet-Dump Capture Analysis Capture Parameters
View Parameters

11-10

Capture Parameters |Name

Start time
End time
Packets

Packet Dump filter | Detector
TCPDump

Dispatch Detector
Dispatch DROPPED ALL
Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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11-10

View Parameters Query

Detector

e Top 20: SrclIP / DstIP / SrcPort / DstPort / Protocol

e Distribution: SrcIP / DstIP / SrcPort / DstPort /

SrcReservedPorts / DstReservedPorts / Protocol / TTL /
Length

e Packets list

Detector
11-6

Display filter

Detector

Detector

Cisco Traffic Anomaly Detector Module Web-Based Manager
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# 10-19

auth 8-4,10-23

basic 5-13
burst 4-10

C

copy wbm-logo 2-4

DDoS
1-5
1-5
1-5
1-5
Detect and Learn
7-11
7-12
Detector
1-4
10-4
9-13

DNS
TCP 10-16

drop 5-13
dst 8-5

F

Filter-rate termination threshold 4-11

G

GUARD _VOIP 4-7
Guard 4-3
Guard 4-7

HTTP  10-19
HTTP 6-2

in 10-23

IP 8-10

IP 6-2, 10-16, 10-19
IP 11-3,11-6

Java 2 Runtime Environment JRE

M

Malicious-rate
detection threshold 4-11
termination threshold 4-11

@)

other_protocols
out_pkts 10-23

Cisco Traffic Anomaly Detector Module Web-Based Manager
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H Index

P

permit
pkts
Protect-1P state

Entire zone

Only Dst IP

5-13
8-5, 10-23

4-9
4-9

Only Dst IP by address 4-10

Policy type

R

regs
RTP/RTCP

S

scanners
SIP

SIP

src

strong
syn_by fin
syns

T

TACACS+

AAA
TCP

U

UDP
unauth_pkts
Vv

Voice over IP

VolP
VolP

4-7

4-9

8-4,10-23

8-5

4-7
5-13
8-5, 10-24
5-13
10-23
8-4,10-23

3-2

10-16, 10-19
6-3

6-3
8-5, 10-23

4-7

VolIP 5-13
w
WBM
2-2
1-7
2-3
2-2
2-3
1-9
Detector 1-3
1-2
WBM 2-4
1-9
10-11
By IP address 4-12
By packet 4-12
Entire zone 4-13
IP address only 4-13
10-8
10-19
9-3
9-3
10-17
10-6
10-14
9-2
9-2
4-7,4-8
10-21

I Cisco Traffic Anomaly Detector Module Web-Based Manager
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IP 11-3,11-6

Detector 10-4
10-13
10-4
10-12
10-4

9-3
9-3

10-20
10-19
10-18
10-16

9-2
9-2
9-3

10-16
10-16
10-15

10-21
10-21
10-18
10-17
7-2

8-14
8-12

Filter-rate termination
Malicious-rate termination

IP 8-10

7-2

10-5 -7

7-2
7-8
1-2
9-2
9-2

Index W

4-11

4-11

4-7,4-8

7-9

1-8
10-4

9-13
9-12
9-13

Cisco Traffic Anomaly Detector Module Web-Based Manager
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7-16
7-17
7-20
1-5

10-22
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Index

Guard 4-3
IP
4-15
4-15
10-14
4-2
10-13
10-12
10-14
10-11
4-19
4-5
4-14
4-2
10-12
10-9
1-9
10-11
10-10
10-11
4-6
10-10
4-4
4-3
4-3
8-14
8-12
7-14
IP 8-10
8-3
7-14
7-2

Detector 4-6
Guard 4-7
1-5

10-16, 10-19

7-2,7-6

10-7
4-6

4-7,4-8
4-7,4-8

9-8
10-11

9-12
9-7
9-9
9-5
9-8
9-12,10-11
3-8
10-13
WBM 2-3

1-8

5-7

5-4
5-3

10-16

8-4
10-23

8-5, 10-23
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regs 8-4
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