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CLI Cisco Application Control Engine Module Command Reference

URL What’s New in Cisco Product Documentation
What’s New in Cisco Product Documentation
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Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
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Japan TAC Web Cisco.com ID
ID URL
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OpenSSL/Open SSL Project

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses are
BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: “This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”.

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their
names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”.

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Cisco Application Control Engine
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This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.
This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are adhered to.
The following conditions apply to all code found in this distribution, be it the RC4, RSA, Ihash, DES, etc., code;
not just the SSL code. The SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed. If this
package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used. This can be in the form of a textual message at program startup or in documentation (online or textual)
provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being used are not
cryptography-related.

4. |If you include any Windows specific code (or a derivative thereof) from the apps directory (application
code) you must include an acknowledgement: “This product includes software written by Tim Hudson
(tih@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED

WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO

EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT

LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR

PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE

OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF

ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the GNU
Public License].
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CHAPTER 1

Cisco Application Control Engine ACE
ACE ACE
ACE ACE CLI

ACE

e syslog

e syslog
e ACE ID  syslog
e syslog

e syslog

e syslog

. ACE

e ACE

. syslog
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[ oL-11872-01-J



ACE

1 ACE

syslog
ACE

. 1

1 syslog SNMP Telnet

SSH Catalyst ACE
e syslog ACE ID
e ACE syslog
ACE ACE ID
ACE 1
0o 7
1-1
A
ACE
ACE
01 2 3
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ACE 8192 syslog
ACE 100 syslog
ACE syslog EMBLEM syslog
EMBLEM syslog Cisco 10S CiscoWorks
EMBLEM UDP syslog

%
$<ACE>-Level-[Subfacility]-Message number: Message_text
ACE ACE

ACE
Level

0 7
1-1
ACE
3
Subfacility
IFMGR
Message_number 6 ACE
2
Message_text
IP
Y
ACE syslog
syslog

%ACE-6-615004

VLAN-number

ACE

: VLAN <VLAN-number> available for configuring an interface

VLAN ACE VLAN

Cisco Application Control Engine
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ACE
ACE ACE
ACE 8
ACE
1-1
1-1
0 emergency ACE
1 alert ACE 1
2 critical ACE
3 error
4 warning ACE
5 notification /
6 informational
7 debugging
1-2 ACE
1
1-2 syslog
command
device
TFTP
filename ACE
privilege_level
reason
String
url URL
user
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1-2 syslog
number
bytes
code 10
connections
time hh:mm:ss
dec 10
hex 16
octal 8
IP_address n.n.n.n IP n 1 255
MAC_address MAC

global_address

source_address

dest_address

real_address

Network Address Translation NAT;
IP

mapped_address

IP

gateway_address

netmask

interface_number

1 n ACE
show
interface internal

interface_name

show interface

port

TCP UDP

source_port

dest_port

real_port

NAT

mapped_port

global_port

protocol

ICMP TCP UDP

service

SNMP
Telnet

Cisco Application Control Engine
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1-3 ACE
CLI
1-3
1. CLI
hostl/Admin# changeto C1
hostl/Cl#
Admin
Cisco Application Control Engine Module Virtualization
Configuration Guide
2. config
hostl/Admin# config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config) #
3. 1
hostl/Admin (config)# logging enable
4. ACE
3
hostl/Admin (config)# logging buffered 3
syslog
hostl/Admin (config)# logging host 192.168.10.1
5.
hostl/Admin (config)# logging timestamp
6. syslog
hostl/Admin (config)# logging trap 6
7. syslog EMBLEM syslog
ID
hostl/Admin (config)# logging device-id hostname
8. syslog 20 LOCAL4
hostl/Admin (config)# logging facility 16
9. syslog
hostl/Admin (config)# logging queue 100

I Cisco Application Control Engine
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1-3

10.

syslog

%<ACE>-6-615004 syslog

hostl/Admin (config)# no logging message 615004

615004 syslog

(config)# logging message 615004 level 5

11.

ACE  syslog

hostl/Admin (config)# logging

rate-limit 42 60

12.

hostl/Admin (config)# logging

ACE
standby

13.

Catalyst 6500

hostl/Admin (config)# logging

syslog

supervisor 3

14.

hostl/Admin (config)# logging

ACE

reject-newconn rate-limit-reached

15.

hostl/Admin (config)# logging

fastpath

16.

hostl/Admin (config)# exit

hostl/Admin# copy running-config startup-config

logging enable

syslog

logging enable

hostl/Admin (config)# logging enable

hostl/Admin (config)# no logging enable

Cisco Application Control Engine
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N syslog

syslog

ACE syslog ACE syslog

e ACE
. syslog
Telnet SSH

syslog

e SNMP
e Catalyst

logging enable ACE

e syslog

e syslog Telnet SSH

e syslog

e syslog syslog

e syslog SNMP

e syslog

e ACE syslog

syslog
ACE

logging buffered

ACE

logging buffered severity_level

severity_level
syslog
3 syslog 3 2

e 0 —emergencies

Cisco Application Control Engine
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syslog ||

e 1—alerts

e 2 —critical

e 3—errors

e 4 —warnings

e 5 —notifications
e 6 — informational
e 7 —debugging

show logging
clear logging
3
hostl/Admin (config)# logging buffered 3
hostl/Admin (config)# no logging buffered
syslog Telnet SSH
Secure Shell SSH; Telnet
ACE Telnet SSH
SSH Telnet
SSH Telnet ACE syslog
logging monitor
SSH Telnet terminal monitor
Exec Cisco Application Control Engine Module Administration Guide
syslog logging monitor SSH
Telnet terminal monitor
Telnet terminal
monitor syslog
Y
ACE PC SSH
Telnet Cisco Application
Control Engine Module Administration Guide
logging monitor severity_level
severity_level SSH Telnet
syslog 3 syslog
3 21 0

Cisco Application Control Engine
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N syslog

e (0 —emergencies
e 1—alerts
e 2 —critical
e 3—errors
e 4 —warnings
e 5 —notifications
e 6 — informational
e 7 —debugging
Telnet SSH

hostl/Admin# terminal monitor

hostl/Admin# config

Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config)# logging monitor 6

Telnet SSH
hostl/Admin (config) # no logging monitor
hostl/Admin# terminal no monitor 6
syslog
ACE  syslog
syslog
logging console
logging console
ACE
ACE
. logging buffered
. show logging
¢ logging buffered clear logging
logging console severity_level
severity_level
syslog
3 syslog 3 2
1 0 3

ACE

Cisco Application Control Engine
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syslog ||

e (0 —emergencies

e 1—alerts

e 2 —critical

e 3—errors

e 4 —warnings

e 5 —notifications

e 6 —informational

e 7 — debugging

syslog

3

hostl/Admin (config)# logging console 3

hostl/Admin (config)# no logging console

syslog syslog
syslog ACE
ACE UDP TCP
syslogd
syslogd
UNIX syslog
Microsoft Windows Windows
syslog
ACE syslog syslog
logging host syslog 2
syslog UDP TCP UDP
syslog ACE
TCP ACE  syslog syslog
TCP

ACE

logging-reject-newconn tcp-queue-full
ACE ACE
syslog  TCP syslog
ACE

syslog EMBLEM format emblem
EMBLEM TCP UDP syslog
syslog EMBLEM

logging host ip_address [tcp | udp [/port#]} | [default-udp] | [format emblem]]]

Cisco Application Control Engine
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N syslog

e ip_address — syslog IP
e tcp— syslog TCP
UDP TCP
e udp — syslog UDP
UDP TCP
e port# — syslog syslog
1025 65535 UDP/514
TCP 1470
e default-udp — TCP syslog ACE
UDP
e format emblem — syslog EMBLEM
Cisco Resource Management Enviroment RME syslog
RME EMBLEM syslog

N

logging timestamp syslog

EMBLEM

ipadress or dns name [Dummy Value/Counter]: [mmm dd hh:mm:ss TimeZone]:
$FACILITY- [SUBFACILITY-]SEVERITY-MNEMONIC: [vtl-ctx: context id] Message-text

syslog

hostl/Admin (config)# logging host 192.168.10.1 tcpl025 format emblem default-udp

syslog

hostl/Admin (config)# no logging host 192.168.10.1

syslog SNMP

ACE SNMP Nework Management Station NMS
ACE
ACE NMS SNMP
snmp-server enable traps SNMP
Cisco Application Control Engine Module Administration Guide

NMS SNMP
logging history

logging history severity_level

severity_level NMS
syslog 3 syslog
321 0

Cisco Application Control Engine
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syslog

e (0 —emergencies
e 1—alerts

e 2 —critical

e 3—errors

e 4 —warnings

e 5 —notifications
e 6 — informational
e 7 —debugging

syslog

Cisco 7
7
SNMP NMS
hostl/Admin (config)# logging history 6
SNMP NMS
hostl/Admin (config)# no logging history
Catalyst 6500 Cisco 7600 ACE  syslog
syslog logging supervisor
logging supervisor severity_level
6 7 syslog
syslog
syslog ACE
severity_level
syslog 3 syslog
3 21 0 3
Catalyst

e (0 —emergencies

e 1—alerts

Cisco Application Control Engine
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N syslog

e 2 —critical

e 3—errors

e 4 —warnings

e 5 — notifications
e 6 — informational

e 7 —debugging

hostl/Admin (config)# logging supervisor 6

hostl/Admin (config)# no logging supervisor

ACE syslog
ACE ACE
ACE logging
persistent
logging persistent severity level
severity_level
syslog 3 syslog
3 21 0 3
ACE
e (0 —emergencies
e 1—alerts
e 2 —critical
e 3—errors
e 4 —warnings
e 5 —notifications
e 6 — informational
e 7 —debugging
ACE

hostl/Admin (config)# logging persistent 6

ACE

hostl/Admin (config)# no logging persistent

Cisco Application Control Engine
oL-11872-01-J |



syslog ACE
syslog
logging timestamp
logging timestamp
hostl/Admin (config)# logging timestamp
syslog
hostl/Admin (config)# no logging timestamp
syslog
syslog
logging trap syslog
logging trap severity_level
severity_level syslog
3
2 1 0
e (0 —emergencies
e 1—alerts
e 2 —critical
e 3—errors
e 4 —warnings
e 5 — notifications
* 6 —informational
e 7 —debugging
syslog logging host
IP
syslog

hostl/Admin (config)# logging trap 6

syslog

hostl/Admin (config)# no logging trap

Cisco Application Control Engine

logging trap

syslog

syslog

syslog

syslog
syslog

| oL-11872-01-J



W Ace ID syslog

ACE ID syslog

ACE syslog EMBLEM syslog ID
syslog
ID ID
IP
ID EMBLEM

logging device-id syslog ACE ID

ACE EMBLEM
syslog ID ID EMBLEM
syslog
Y
syslog ID syslog ACE

logging device-id {context-name | hostname | ipaddress interface_name | string text}

e context-name — ACE syslog ID
e hostname — ACE syslog ID ACE
e ipaddress interface_name — ACE syslog
ID IP ipaddress
ACE
syslog IP
interface_name 64
e string text — ACE syslog
string 64 &
‘ “ < S 5
ACE syslog ACE

hostl/Admin (config)# logging device-id hostname

ACE

hostl/Admin (config)# no logging device-id hostname

OoL-11872-01-J |
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syslog

syslog
logging facility
20 LOCAL4 UNIX
20 ACE syslog
syslog syslogd syslog syslog
syslog
syslog
16 LOCALO 23 LOCAL7Y 8
syslog syslog
logging facility number
number syslog 16 LOCALO 23 LOCAL7
20 LOCAL4
syslog syslog 16 LOCALO

hostl/Admin (config)# logging facility 16

syslog 20 LOCAL4

hostl/Admin (config)# no logging facility 16

Cisco Application Control Engine
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ACE 100 syslog
syslog logging queue
)
ACE  syslog
logging queue queue_size
queue_size syslog 1
8192 100
syslog 1000

hostl/Admin (config)# logging queue 1000

100

hostl/Admin (config)# no logging queue 0

Cisco Application Control Engine
m. oL-11872-01-J |



syslog ||

syslog logging message

show logging

logging message syslog_id [level severity_level]

e syslog_id —
syslog  %<ACE>-4-411001 syslog_id 411001
ACE 2

e level severity_level —

syslog %<ACE>-4-411001
4
ACE
2
0 — emergencies
1 —alerts
2 —critical
3 —errors
4 — warnings
5 — notifications
6 — informational
7 — debugging
%<ACE>-6-615004 syslog VLAN

hostl/Admin (config)# no logging message 615004

syslog

hostl/Admin (config)# logging message 615004 level 6

615004 syslog 6 5

(config)# logging message 615004 level 5

615004 syslog 6

hostl/Admin (config)# no logging message 615004

Cisco Application Control Engine
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N syslog

syslog

ACE  syslog
ACE

syslog

logging rate-limit

logging rate-limit {num {interval | level severity_level | message syslog_id} | unlimited {level

severity level | message syslog_id}}

e num — syslog
¢ interval —

e level severity_level —

0 — emergencies
1 —alerts

2 —critical

3 —errors

4 — warnings

5 — notifications
6 — informational
7 — debugging

e message syslog_id —
syslog  %ACE-4-411001
ACE

e unlimited — syslog

N

syslog
syslog 3 21 0

syslog_id 411001

2

302028
syslog
logging message

302031  syslog

ACE

syslog 6
syslog
ACE syslog 6

syslog 60

42

hostl/Admin (config)# logging rate-limit 42 60

hostl/Admin (config)# no logging rate-limit 42 60

I Cisco Application Control Engine
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ACE

ACE

ACE logging standby
ACE  syslog

syslog 2

logging standby

ACE

hostl/Admin (config)# logging standby

ACE

hostl/Admin (config)# no logging standby

ACE

ACE
logging-reject-newconn

logging reject-newconn {cp-buffer-full | rate-limit-reached | tcp-queue-full}

e cp-buffer-full — syslog ACE
e rate-limit-reached — logging rate-limit syslog
ACE syslog
e tcp-queue-full — Syslog  TCP syslog ACE
tcp-queue-full cp-buffer-full  rate-limit-reached
syslog ACE

hostl/Admin (config)# logging reject-newconn rate-limit-reached

ACE

hostl/Admin (config) # no logging reject-newconn rate-limit-reached

Cisco Application Control Engine
[ oL-11872-01-J



N syslog

syslog

ACE
logging fastpath
syslog syslog
syslog
logging fastpath
logging fastpath
syslog ACE
hostl/Admin (config)# logging fastpath
ACE syslog
hostl/Admin (config)# no logging fastpath
logging buffered syslog
clear logging
clear logging [disabled | rate-limit]
e disabled — syslog
e rate-limit — logging rate-limit ACE  syslog
syslog

hostl/Admin# clear logging

Cisco Application Control Engine
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syslog
syslog show logging EXEC

syslog logging
syslog
syslog

show logging [disabled | history | internal {event-history dbg | facility} | message [syslog_id | all |
disabled] | persistent | queue | rate-limit | statistics]]

e disabled — syslog
e history — syslog
e internal — syslog

e event-history db — syslog

A

ACE Cisco

e facility — ACE

* message — syslog
syslog
e syslog_id — ID
ACE 2
e all— ID
e disabled — syslog

e persistent — ACE

* (ueue — syslog
e rate-limit — syslog
e statistics — syslog
syslog message 615004 VLAN
host/Admin# show logging message 615004

Message logging:
message 615004: default-level 6 (enabled)

Cisco Application Control Engine
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1-4 show logging

14 show logging

Syslog Logging ACE

Facility

History Logging

Supervisor Logging

Trap Logging syslog

Timestamp Logging syslog

Fastpath Logging syslog

Persist Logging ACE

Standby Logging ACE
Rate-limit logging syslog ACE

Console Logging

Monitor Logging SSH Telnet
Device ID syslog EMBLEM syslog
ID
Reject-newconn ACE
rate-limit-reached  |logging rate-limit syslog
ACE
tcp-queue-full syslog  TCP syslog ACE
cp-buffer-state syslog ACE
Message Logging syslog syslog
Buffered Logging ACE
Buffer Info syslog
Current Size ACE syslog

Cisco Application Control Engine
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1-4 show logging

Global Pool syslog
Used Pool syslog
Min. syslog
Max. syslog
Cur Ptr syslog
Cur Ptr
Wrapped syslog
1-5 show logging disabled
1-5 show logging disabled
Message Logging ACE syslog
1-6 show logging history
1-6 show logging history
syslog_trinity_show_history for context x syslog
1-7 show logging internal facility
1-7 show logging internal facility
Syslog registered x facilities syslog
1-8 show logging persistent
1-8 show logging persistent
Current Size ACE syslog
Global Pool syslog
Used Pool syslog
Min. syslog
Max. syslog
Cur Ptr syslog
Cur Ptr
Wrapped syslog

Cisco Application Control Engine
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1-9 show logging

1-9 show logging queue

Logging Queue length limit syslog
Current x msg on queue, XXx msgs most
on queue syslog
CP messages received
IXP messages received 1XP2800
Xscale messages received Xscale CPU
System Max Queue size
System Free Queue size for allocation
1-10 show logging rate-limit
1-10 show logging rate-limit
Rate-limit Logging syslog
1-11 show logging statistics
1-11  show logging statistics
Syslog Statistics
Messages sent
Console
ACE
Persistent ACE
Supervisor
History NMS SNMP
Host syslog
Misc
Messages Discarded
Cfg rate-limit logging rate-limit syslog

Hard rate-limit

syslog

Server down

syslog

Queue full

Errors

I Cisco Application Control Engine
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1-11  show logging statistics

SNMP-related Counters

Notifications sent SNMP ACE NMS
History table flushed |syslog
Messages ignored ACE SNMP
NP-related Counters
To-CP dropped
Fastpath sent ACE
Fastpath dropped ACE

Cisco Application Control Engine
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ACE

ACE

106021
212007
302022
400000
504001
607001
727001

Cisco Application Control Engine

199006
254002
327001
444007
504002
615004
729003

1-2

CHAPTER

ACE
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| 106021 199006

106021

106021

%ACE-1-106021:

199006

199006

Deny protocol reverse path check from

source_address to dest_address on interface interface name

ip verify reverse-path
Cisco Application Control Engine Module Security Configuration Guide

106021

RPF

ACE

ACE

ACE

RIP ACE
106023

%ACE-4-106023:

IP

Reverse Path Forwarding RPF ACE

RPF

ACE

ACE

Deny protocol number | name src

incoming-interface:src-ip dst outgoing-interface:dst-ip by access-group

"acl-name"

IP

hash 1

ACL

hash 2
ACL

hash 2)
ACL
NAT
ACL ACL
32 16 Oxnnnnnnnn
access-list

show access-list name detail

16 16 0xnnnn MD5

ACL
ACL hash 2
hash 2

ACL
ACL
ACE
IP IP
MD5 ACE ACL
ACE syslog
syslog
ACE
ACE hash 2
0x0 ACE
syslog ACL

I Cisco Application Control Engine
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syslog
ACL show access-list name detail
hash 1 hash 2 16
syslog show access-list detail
ACL
CLI

$ACE-1-106028: WARNING: Access rule memory exhausted while
processing Access-group. Incomplete rules are currently applied on interface
interface-name. Manual roll back to a previous access rule configuration on
this interface is needed.
Access Control List ACL;
ACL
ACL
ACL
111008
2ACE-5-111008: User user executed the command string
111009

%$ACE-7-111009: User user executed cmd:string

Cisco Application Control Engine
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199006

%ACE-5-199006

reason: reason

ACE

reason

e sup

The when

reload
[System]

whom

: Orderly reload started at when by whom. Reload

I Cisco Application Control Engine
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212007 254002

212007 254002

212007
$ACE-2-212007: SNMPD initialization failed while Variablel
SNMP SNMP
SNMP
Variablel
¢ loading mib module mib
e performing mts_bind mts_bind
e performing mts_options_set mts_options_set
e initializing kernel memory map
* registering read/write file descriptor /
e creating socket endpoint
e creating daemon process
ACE Cisco Application Control Engine Module
Administration Guide SNMP
Cisco TAC show processes show np
212008
$ACE-3-212008: Failed while allocating memory in snmpd
SNMPD SNMP
SNMPD SNMP Get/GetNext
SNMP CLI
show system ACE
ACE Cisco Application Control Engine
Module Administration Guide Cisco TAC
show system resources show processes cpu memory
251001

%$ACE-3-251001: Probe configuration error, memory allocation
failure.

ACE

syslog

Cisco Application Control Engine
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N 212007 254002
251002
$ACE-4-251002: The configured health probe script script-name
for server A.B.C.D on port P is empty
P A.B.C.D
Cisco Application Control Engine Module
Server Load-Balancing Configuration Guide
251003
$ACE-3-251003: Could not load script script-name - File not
found
ACE
Cisco Application Control Engine Module Server
Load-Balancing Configuration Guide
251004
$ACE-3-251004: Could not load script script-name - memory
allocation failure
ACE
251005
$ACE-4-251005: Could not unload script script-name
ACE

Cisco TAC

Cisco Application Control Engine
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251006

%$ACE-3-251006: Health probe failed for server A.B.C.D on port
P, internal error: error message

A.B.CD. P ACE

error message
e failed to setup a socket
e forced disconnect
e failed to allocate memory
e failed to create SSL context SSL
e failed to create SSL context SSL
e failed to assign socket to SSL session SSL
e failed to build a server query
e failed to initialize LDAP LDAP
e failed to bind to LDAP LDAP
e invalid probe request
e failed to set LDAP option LDAP
e failed to get LDAP option LDAP

Cisco TAC

251007

$ACE-3-251007: ICMP health probe failed for server A.B.C.D,
internal error: error message

A.B.C.D. P ICMP ACE

error message
e general encap-decap failure encap-decap
e write failure
¢ received bad file descriptor
e data entry being modified

e transmit queue is full

Cisco TAC

Cisco Application Control Engine
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251008

%$ACE-3-251008: Health probe failed for server A.B.C.D on port
P, connectivity error: server open timeout (no SYN ACK)

A.B.CD. P

251009

$ACE-3-251009: ICMP health probe failed for server A.B.C.D,
connectivity error: error message

A.B.C.D. ICMP

error message
¢ host unreachable, no route found to destination
e ARP not resolved for destination ip address IP ARP
e network down
e interface has no ip address IP
e |CMP host unreachable ICMP
e |CMP destination unreachable ICMP

251010

%$ACE-3-251010: Health probe failed for server A.B.C.D on port
P, error message

AB.C.D. P

error message
e connection reset by server
e connection refused by server
e authentication failed
e unrecognized or invalid response
e server reply timeout
e graceful disconnect timeout (no FIN ACK) FIN ACK

e user defined Reg-Exp was not found in host response Reg-Exp

e expect status code mismatch

e received invalid status code

Cisco Application Control Engine
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e MD5 checksum mismatch MD5
e invalid server greeting

e received Out-Of-Band data

251011
$ACE-3-251011: ICMP health probe failed for server A.B.C.D,
error message.
A.B.C.D. ICMP
error message
e |CMP time exceeded ICMP
e |CMP redirect ICMP
e received ICMP Echo request ICMP
e received ICMP Stale packet [ICMP Stale
¢ received unexpected ICMP packet type ICMP
¢ received packet is too short
¢ received packet is too long
e server reply timeout
251012

$ACE-3-251012: Could not load script script-name - Error
reading script-file

ACE

Cisco Application Control Engine Module
Server Load-Balancing Configuration Guide

Cisco Application Control Engine
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251013

$ACE-3-251013: Could not load script script-name - Error
getting file size

ACE
ACE

Cisco Application Control Engine Module
Server Load-Balancing Configuration Guide

253001
$ACE-6-253001: Certificate certificate_information expired
SSL
ACE
253002
$ACE-6-253002: Certificate certificate _information not yet
valid
SSL
ACE
253003

$ACE-6-253003: Unknown CA certificate information

SSL
ACE Certificate Authority CA,;

Cisco Application Control Engine
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253004
$ACE-6-253004: Certificate certificate_information revoked
SSL
ACE CA
253005
$ACE-6-253005: Signature for certificate information is
invalid
SSL
ACE
253006
$ACE-6-253006: Error peer sent invalid or nonexistent
certificate
SSL
ACE
253007
$ACE-6-253007: Certificate in file file name is expired
ACE
X509 ACE SSL
file_name

Cisco Application Control Engine
[ oL-11872-01-J



N 212007 254002
253008
$ACE-6-253008: CRL crl _name could not be retrieved
ACE CRL SSL
CRL ACE CRL
crl_name crypto crl
CRL
CRL

253010

$ACE-3-253010: Configuration failure: Certificate in file
certificate _name and key in file key _name do not match

SSL
ACE
X509 certificate_name
key file
SSL
SSL
254001
$ACE-4-254001: ACL resource usage beyond maximum limit for
context COHteXt_id. Free up some resources.
context_id ACL
ACL
254002

$ACE-4-254002: Minimum ACL resources could not be guaranteed
for context context_id.

context_id ACL

ACL

Cisco Application Control Engine
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302022

302022 327001

302022 327001

302022
$ACE-6-302022: Built TCP connection id for
interface:real-address/real-port (mapped-address/mapped-port) to
interface:real-address/real-port (mapped-address/mapped-port)
2 TCP
302023

%$ACE-6-302023: Teardown TCP connection id for

327001 W

interface:real-address/real-port to interface:real-address/real-port duration

hh:mm:ss bytes bytes [reason]

2 TCP
reason 2-1  TCP
2-1 TCP
TCP FINs
TCP Reset TCP
Idle Timeout TCP
FIN Timeout TCP FIN
SYN Timeout TCP SYN
Exception
Policy Close TCP
Voluntary Close TCP
Rebalance HTTP
Reuse Conn.
Reap Conn.
Xlate clear clear xlate
Conn clear clear conn

Cisco Application Control Engine
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302024

$ACE-6-302024: Built UDP connection id for
interface:real-address/real-port (mapped-address/mapped-port) to
interface:real-address/real-port (mapped-address/mapped-port)

2 UDP

302025
$ACE-6-302025: Teardown UDP connection id for
interface:real-address/real-port to interface:real-address/real-port duration
hh:mm:ss bytes bytes
2 UDP
302026
$ACE-6-302026: Built ICMP connection for faddr/NATed_ ID
gaddr/icmp_type laddr/icmpID
ICMP
302027
$ACE-6-302027: Teardown ICMP connection for faddr/NATed ID
gaddr/icmp_type laddr/icmpID
ICMP
302028

$ACE-6-302028: Built TCP connection id for interface:
real-address/real-port (mapped-address/mapped-port) to interface:
real-address/real-port (mapped-address/mapped-port)

2 TCP

Cisco Application Control Engine
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302029

$ACE-6-302029: Teardown TCP connection id for interface:
real-address/real-port to interface: real-address/real-port duration hh:mm:ss
bytes bytes [reason]

2 TCP
reason 2-1 TCP

302030

$ACE-6-302030: Built UDP connection id for interface:
real-address/real-port (mapped-address/mapped-port) to Iinterface:
real-address/real-port (mapped-address/mapped-port)

2 UbDP

302031

%$ACE-6-302031: Teardown UDP connection id for interface:
real-address/real-port to interface: real-address/real-port duration hh:mm:ss
bytes bytes

2 UbDP

303003

$ACE-6-303003: FTP cmd_name command denied - failed strict
inspection, terminating connection from
source_interface:source_address/source_port to
dest_interface:dest_address/dest_port

ACE module FTP
ftp-map FTP FTP  request

Cisco Application Control Engine
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303004

$ACE-5-303004: FTP cmd_string command unsupported - failed
strict inspection, terminating connection from
source_interface:source_address/source port to
dest_interface:dest_address/dest_interface

ACE module FTP FTP
FTP

304001

$ACE-5-304001: user source_address Accessed {URL}
dest_address: url Connection connection_ID

URL
URL

305009

$FWSM-6-305009: Built {dynamic|static} translation from
interface_name [ (acl-name)] :real_address to interface_name:mapped_address

305010

$FWSM-6-305010: Teardown {dynamic|static} translation from
interface_name:real_address to interface_name:mapped_address duration time

Cisco Application Control Engine
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313004
$ACE-4-313004: Denied ICMP type=icmp_type, from source_address
on interface interface name to dest_address:no matching session
ICMP ICMP
ACE ICMP
o ICMP ACE
. ICMP ACE TCP UDP
ICMP
313006
$ACE-2-313006: ICMP Manager Initialization Failed. Reason :
Variablel
ACE ICMP Manager
Variablel
e Timer creation failed.
e  MTS initialization failed. MTS
e Error while opening system call.
e Error while mapping buffer manager memory.
e Encap/Decap registration failed. Encap/Decap
ACE
Cisco TAC show tech-support
313007

%$ACE-3-313007: ICMP Manager Memory Problem. Reason: Variablel
ICMP
Variablel

e No memory available to create ping free list. PING

e No memory from buffer manager. Cannot send
packet.

¢ No memory available for ping block. PING

e Possible memory corruption.

ACE Cisco Application Control Engine Module
Administration Guide Cisco TAC

Cisco Application Control Engine
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e No memory from buffer manager. Cannot send
packet. show buffer
usage show buffer stats
. show process cpu memory
314001

$ACE-6-314001: Pre-allocate RTSP UDP backconnection for
foreign_address outside_address/outside_port to local_address
inside_address/inside_port

Cisco ASA IP RTSP

322001

$ACE-3-322001: Deny MAC address MAC_address, possible spoof
attempt on interface interface

ACE MAC
MAC
MAC

ACE

322002

$ACE-3-322002: ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface. This
host is advertising MAC Address MAC_address_1 for IP Address IP_ address, which
is {statically|dynamically} bound to MAC Address MAC_address_2.

ARP ACE ARP
ARP
IP-MAC
ACE ARP
ARP
IP-MAC

ACL
Cisco Application Control Engine Module
Routing and Bridging Configuration Guide

Cisco Application Control Engine
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322003
$ACE-3-322003: ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface. This
host is advertising MAC Address MAC_address_1 for IP Address IP_address, which
is not bound to any MAC Address.
ARP ACE ARP
ARP
IP-MAC
ACE ARP
ARP IP-MAC
ACL
Cisco Application Control Engine Module
Routing and Bridging Configuration Guide
327001

$ACE-3-327001: Detected Encap table Full when allocating encap
entry for IP interface interface name

Encap 32,000

clear arp

Cisco Application Control Engine
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400000 444007

400000 444007

400000
$ACE-4-400000: IDS:1000 IP Option Bad Option List from
IP _address to IP_address on interface interface_ name
Cisco Intrusion Detection System
Cisco Intrusion Detection System User Guide
405001
$ACE-4-405001: Received ARP {reqguest | response} collision from
IP address/mac_address on interface interface_ name
ACE ARP MAC ARP
ARP
2 MAC
406001
$ACE-4-406001: FTP port command low port: IP_address/port to
IP _address on interface interface_ name
FTP port 1024
well-known
Cisco ASA
406002

$ACE-4-406002: FTP port command different address:
IP address(IP_address) to IP_address on interface interface name

FTP port
port

FTP

Cisco Application Control Engine
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410001

$ACE-4-410001: Dropped UDP DNS packet_ type from
source_interface:source_address/source port to
dest_interface:dest_address/dest_port; error_length_type length length bytes
exceeds max_length_type limit of maximum_ length bytes.

UDP DNS 255 RFC 1035
3.1

411001

$ACE-4-411001: Line protocol on interface interface_name
changed state to up

411002

$ACE-4-411002: Line protocol on interface interface_name
changed state to down

411003

$ACE-4-411003: Configuration status on interface
interface name changed state to up

411004

$ACE-4-411004: Configuration status on interface
interface name changed state to down

Cisco Application Control Engine
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412001

$ACE-4-412001: MAC MAC_address moved from interface 1 to
interface 2

ACE
ACE MAC ACE
2 MAC

ACE 1

MAC
2
* MAC
MAC MAC

MAC

415004

$ACE-5-415004:HTTP - matched mime_type in policy-map
policy map _name, content-type verification failed from source_address to
dest_address/port_num Connection connection_ ID

match content-type-verification HTTP
MIME

415006

$ACE-5-415006: HTTP - matched class_map name in
policy_map_name, URI matched connection_action from source_address/port_num to
dest_address/port_num Connection connection_ID

URI

415007

$ACE-5-415007: HTTP - matched class_map name in policy-map
policy _map_name, Body matched connection_action from IP_address/port_num to
IP_address/port_num Connection connection_ ID

Cisco Application Control Engine
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415008

$ACE-5-415008: HTTP - matched class_map name in policy-map
policy. map_name, Header matched connection_action from IP_address/port_num to
IP_address/port_num Connection connection_ ID

415009

$ACE-5-415009: HTTP - matched class_map name in policy-map
policy _map_name, method matched - connection_action from IP_address/port_num
to IP_address/port_num Connection connection_ID

415010

$ACE-5-415010: HTTP - matched class_map name in policy-map
policy_map_name, transfer encoding matched connection _action from
IP_address/port_num to IP_address/port_num Connection connection_ ID

415011

$ACE-5-415011: HTTP - policy-map policy map_name:Protocol
violation connection_action from IP address/port_num to IP_address/port_num
Connection connection_ID

HTTP HTTP HTTP
HTTP

Cisco Application Control Engine
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415021

$ACE-5-415021: HTTP - matched class_map name in policy-map
policy_map_name, URI length range matched connection_action from
source_address/port_num to dest_address/port_num Connection connection_ ID

URI

415022

$ACE-5-415022: HTTP - matched class_map name in
policy _map_name, Header length range matched connection_action from
source_address/port_num to dest_address/port_num Connection connection_ ID

415023

$ACE-5-415023: HTTP - matched class_map name in policy-map
policy_map_name, body length range matched connection _action from
source_interface:source_address/port_num to
dest_interface:dest_address/port_num Connection connection_ID

415024

$ACE-5-415024:HTTP - matched class_map name in policy-map
policy map name, Header content type matched connection action from
IP_address/port_num to IP_address/port_num Connection connection_ID

Cisco Application Control Engine
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$ACE-5-415025: HTTP policy _map_name - Tunnel detected -
connection_action from IP_address/port_num to IP_address/port_num connection
connection_ID
HTTP HTTP
$ACE-5-415026: HTTP policy _map_name: Instant Messenger
detected connection_action from IP _address/port_num to IP_address/port_num
connection connection_ID
HTTP
HTTP
$ACE-5-415027: HTTP policy map name: Peer-to-Peer detected
connection_action from IP_address/port_num to IP_address/port_num connection
connection_ID
HTTP HTTP

$ACE-3-440002: Addition failed for variable 1

SNMP SNMP  Get/Get-Next
variable 1

show processes cpu memory
[MemAlloc]

Cisco Application Control Engine
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440003
$ACE-3-440003: Deletion failed for variable 2
SNMP
variable 2 Get/Get-Next
show processes cpu memory
[MemAlloc]
441001
$ACE-5-441001: Serverfarm name failed over to backup. Number
of failovers = countl, number of times back in service = count2
name
countl
count2
441002
$ACE-5-441002: Serverfarm name is back in service. Number of
failovers = countl, number of times back in service = count2
name
countl
count2
442001

$SACE-4-442001: Health probe probe name detected
real_server _name (interface interface_name) in serverfarm sfarm_name changed
state to UP

Cisco Application Control Engine
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$ACE-4-442002: Health probe probe name detected
real_ server _name (interface interface_name) in serverfarm sfarm name changed
state to DOWN
$ACE-5-442003: Real Server real server name in serverfarm
sfarm name changed state to new state
new state
e outOfService since max connection reached
e outOfService since retcode threshold reached retcode
e outOfService in normal scenarios
$ACE-4-442004: Health probe probe name detected
real_server _name (interface interface_name) changed state to UP

$ACE-4-442005: Health probe probe name detected
real_ server _name (interface interface_name) changed state to DOWN

Cisco Application Control Engine
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444001

$ACE-2-444001: License checkout failure for feature
feature_name reason

Cisco TAC

444002

$ACE-5-444002: Installed license file license file name

show license usage

444003

$ACE-5-444003: Uninstalled license file license file name

show license usage

444004

$ACE-2-444004: Evaluation license expired for feature

feature_name

444005

$ACE-4-444005: Evaluation license for feature feature_name will
expire in num days days num_hours hours

Cisco Application Control Engine
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444006
$ACE-1-444006: License manager exiting: reason
Cisco TAC
444007
$ACE-4-444007: Installed feature name license on Revision 6 or
older hardware, will not take effect until next reboot.
Revision 6 16G
ACE
ACE
504001 504002
504001
$ACE-5-504001: Security context context-name was added to the
system
504002

$ACE-5-504002: Security context context-name was successfully
removed from the system

Cisco Application Control Engine
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607003

608001

608002

607001 615004

607001 615004

607001 615004

$ACE-6-6-7001: Pre-allocate SIP media secondary channel for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port from message id
message

Session Initiation Protocol SIP

$ACE-6-6-7003: SIP Classification: Action_type and log SIP
message _id from source_interface:source_address/source_port to
destination_interface:destination_address/destination_port

ACE SIP SIP
TCP

$ACE-6-608001: Pre-allocate Skinny connection_type secondary
channel for source_interface:source address/source_port to
destination_interface:destination_address/destination _port from message_id
message

Skinny Client Control Protocol SCCP

%ACE-4-608002: Dropping Skinny message for
source_interface:source_address/source _port to
destination_interface:destination_address/destination _port, SCCPPrefix length
prefex_length too small

SCCP SCCP
SCCP SCCP

Cisco Application Control Engine
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608003

$ACE-4-608003: Dropping Skinny message for
source_interface:source_address/source port to
destination_interface:destination_address/destination_port, SCCPPrefix length
prefex_length too large

SCCP SCCP
SCCP

608004

$ACE-4-608004: Dropping Skinny message for
source_interface:source_address/source_port to
destination_interface:destination_address/destination port, message id
message_id not allowed

SCCP
SCCP Skinny

608005

$ACE-4-608005: Dropping Skinny message for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port, message id
message _1id registration not complete

SCCP
IP Phone  Cisco Call Manager CCM
Skinny

615003

$ACE-6-615003: VLAN VLAN-number not available for configuring
an interface

VLAN ACE
VLAN
VLAN

VLAN  ACE
VLAN

Cisco Application Control Engine
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615004
$ACE-6-615004: VLAN VLAN-number available for configuring an
interface
VLAN ACE
VLAN
VLAN VLAN ACE

Cisco Application Control Engine
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727001 729003

727001 729003

727001
$ACE-1-727001: hostname: HA: Peer IP address is not reachable.
Error: error str.
error str
e Heartbeat stopped. Ping on alternate interface failed.
PING
e Heartbeat stopped. No alternate interface configured.
2
2
727002
$ACE-1-727002: hostname: HA: FT interface interface name to
reach peer IP address is down. Error: error str
FT
2
error str
e Heartbeats stopped. Peer is reachable via alternate interface.
e Heartbeats are up but cannot use the Telnet connection to the peer device.
Telnet
FT 2 IP
PING Telnet
727003

$ACE-1-727003: hostname: HA: Mismatch in context names detected
for FT group FTgroupID. Cannot be redundant.

FT

Cisco Application Control Engine
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727004

$ACE-1-727004: hostname: HA: Two actives have been detected for
FT group FTgrouplID.

FT

727005

$ACE-1-727005: hostname: HA: Config replication failed for
context ctx name. Error : error str

error str
error str

e Error on Standby device when applying Configuration file replicated from Active.

e Failed to transfer Configuration file to standby.
TFTP Failed. TFTP

¢ Failed to generate Running Configuration for peer device. [show running peer] failed.

e Failed to convert Configuration to peer version.
Flip of peer addresses failed.

¢ Failed to retrieve Context Information.

e Failed to rollback Running Configuration on Standby device.

e Failed to sync Running Configuration to Standby device.

e Failed to sync Startup Configuration to Standby device.

e Failed to send MTS message to peer to communicate config status. MTS

Cisco Application Control Engine
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$ACE-1-727006: hostname: HA:

str. Cannot be Redundant.

error str
e License Compatibility Mismatch.

e SRG Compatibility Mismatch. SRG

727007

727001 729003 M

Peer is incompatible due to error

Software Relationship Graph SRG

SACE-1-727007: hostname: HA: Module Initialization failure -

Error Error str.

Error str
e MTS Init Failure MTS
e TNRPC Failure TNRPC
e Select Call Failure

e Timer Creation Failure

Cisco TAC

727008

Error str

$ACE-1-727008: hostname: HA: Failed to send heartbeats to peer.

Internal error: Error sStr

Error str
¢ Failed to setup UDP Connection to Peer for Heartbeats. UDP
e Failed to create Encap for Peer. Encap

¢ Failed to communicate to IXP. IPX

Cisco TAC

Cisco Application Control Engine
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727009

SACE-2-727009: hostname: HA: Communication failure for Peer
Peer 1d Event: error str

TCP error str [Failed to establish
TCP connection to Peer device.] TCP

Cisco TAC

727010
$ACE-2-727010: hostname: HA: Data replication failed for
context ctx name. Error code error str
error str
error str
e Failed to bulk sync Connection Records.
e Failed to bulk sync Load Balancer Records.
727011

$ACE-2-727011: HA: Configuration replication for context ctx
name will not happen. Error: Error str

Error str

e Failed to open Startup Configuration File.
It does not exist.

e HA election timed out. HA

e Configuration sync to peer not initiated because Peer doesn't exist.

¢ HA has not been configured for context. HA

Cisco Application Control Engine
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727001

729003 W

$ACE-2-727012: hostname: HA: FT Group group ID changed state
to NewState. Reason: reason str.

HA
2-2 NewState
2-2 NewState
NewState
FSM_FT_STATE_INIT ET
FSM_FT_STATE_ELECT inservice FT
ACE ELECT FT
FSM_FT_STATE_ACTIVE ET
FSM_FT_STATE_STANDBY_COLD
e FTVLAN

FSM_FT_STATE_STANDBY_CONFIG

FSM_FT_STATE_STANDBY BULK

FSM_FT_STATE_STANDBY_HOT

reason str

FSM_FT_EV_PEER_DOWN
FSM_FT_EV_PEER_FT_VLAN_DOWN
FSM_FT_EV_PEER_SOFT RESET
FSM_FT_EV_STATE
FSM_FT_EV_TIMEOUT
FSM_FT_EV_CFG_SYNC_STATUS
FSM_FT_EV_BULK_SYNC_STATUS
FSM_FT_EV_COUP
FSM_FT_EV_RELINQUISH
FSM_FT_EV_TRACK_STATUS

Cisco Application Control Engine
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e FSM_FT_EV_UPDATE
e FSM_FT_EV_ENABLE_INSERVICE

e FSM_FT_EV_DISABLE_INSERVICE

e FSM_FT_EV_SWITCHOVER

e FSM_FT_EV_PEER_COMPATIBLE

e FSM_FT_EV_MAINT_MODE_OFF

e FSM_FT_EV_MAINT_MODE_PARTIAL
e FSM_FT_EV_MAINT_MODE_FULL

727013

$ACE-2-727013: hostname: HA: Peer Peer # is UP and reachable.

2

727014

$ACE-2-727014: hostname: HA: Heartbeats from Peer Peer id have

become unidirectional.
1
Cisco TAC

727015

$ACE-2-727015: hostname: HA: Detected mismatch in heartbeat
interval from Peer peer id. Modified interval to interval.

1 1

Cisco Application Control Engine
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727016
$ACE-2-727016: hostname: HA: Replication for context ctx name
has started. Status - status.
status
status
e Running Configuration sync has started to peer.
e Startup Configuration sync has started to peer.
e Startup Configuration sync has completed to peer.
e Running Configuration sync has completed to peer.
e Data Replication has completed to peer.
e Startup configuration has been applied successfully for context.
727017
$ACE-2-727017: hostname: HA: FT Track track type track name is
UP.
FT
track type
e Interface
e HSRP
e Host
727018
$ACE-2-727018: hostname: HA: FT Track track type track name is
DOWN .
FT
track type
e Interface
e HSRP
e Host

Cisco Application Control Engine
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727019

$ACE-5-727019: hostname: HA: Started alternate ping to IP
address ip addr

ICMP PING

PING

727020

$ACE-5-727020: hostname: HA: Stopped alternate ping to IP

address ip addr.
ICMP PING

727021

$ACE-5-727021: hostname: HA: Peer is compatible.

2

727022

$ACE-5-727022: hostname: HA: Started sending heartbeats to peer
Peer id interval value and count cnt

Cisco Application Control Engine
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727023
$ACE-5-727023: hostname: HA: Stopped sending heartbeats to peer
Peer 1id.
IP
728001
$ACE-1-728001: Initialization failure (general) type variablel
ACE
variablel
syslog ACE
Cisco Application Control Engine Module Administration Guide Cisco TAC
728002
%ACE-1-728002: Initialization failure (sticky) type variablel
ACE
variablel
syslog ACE
Cisco Application Control Engine Module Administration Guide Cisco TAC
728003

$ACE-1-728003: Initialization failure (sticky hash) variablel
entries, variable2 min, variable3 max type variable4

ACE

e variablel —

e variable2 —

e variable3 —

Cisco Application Control Engine
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e variable4 —
syslog ACE

Cisco Application Control Engine Module Administration Guide Cisco TAC

728004
SACE-5-728004: Internal communications notice (general) type
variablel
ACE
variablel
Cisco TAC

728005

%ACE-3-728005: Failed to transmit variablel decision for
connection from client variable2 type variable3

variablel
* destination
e drop
e forwarded

variable2
variable3 Unique Identifier UID;

syslog
Cisco TAC

728006

$ACE-5-728006: Internal communications error (messaging) msg
subType variablel -- type variable2

ACE

e variablel — 10

Cisco Application Control Engine
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e variable2 — UID

syslog
Cisco TAC

728007
$ACE-3-728007: Internal configuration communications error
(sticky) type variablel
ACE
variablel uliD
Cisco TAC
728008
$ACE-3-728008: Internal communications error (sticky) /source
processor variablel destination processor variable2? -- type variable3
2
ACE
e variablel — 10 ID
e variable2 — 10 1D
e variable3 — uUID
Cisco TAC
728009
$ACE-3-728009: Context ID variablel requested variable2 of
variable3 sticky entries. No action taken. -- type variable4
variablel
e variablel —
e variable2 —
e variable3 —
e variable4 — uiD

Cisco TAC

Cisco Application Control Engine
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728011
$ACE-4-728011: Context ID variablel being variable2 should not
have variable3 associated sticky groups -- type variable4
e variablel — ID
e variable2 — added removed
e variable3 —
e variable4 — uUID
728012
$ACE-5-728012: Context ID variablel failed to receive return
data -- type variableZl
CLI show
CLI
e variablel — ID
e variable2 — uID
show Cisco TAC
728013
$ACE-4-728013: A cache alignment error variablel was detected
during initialization -- type variable2
e variablel
e variable2 uiD

Cisco TAC

Cisco Application Control Engine
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728014
$ACE-3-728014: Internal cross-processor communications error
(sticky) type variablel
ACE 2
2
variablel uiD
Cisco TAC
728015
$ACE-3-728015: Internal channel communications error (sticky)
type variablel
ACE
variablel ulD
Cisco TAC
728016

$ACE-4-728016: HA data receive failure (type variablel)

variablel uiD
show ft stats group_id FT
. 90 10 Number of Sticky Entries Dropped
Cisco TAC
o 99 10 Number of Receive Failures
Cisco TAC

Cisco Application Control Engine
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728017
$ACE-3-728017: Internal communications error (ha) -- type
variablel
variablel uiD
show ft stats group_id FT
[Number of Send Failure]
Cisco TAC
728018
$ACE-5-728018: Proxy connection variablel rebalanced to server
variable2
ACE
e variablel
e variable2
728019
$ACE-4-728019: Sticky resources were not variablel for this
context -- type variablel2
variablel
e (detected
e inserted
e removed
variable2 ulD
Cisco TAC

Cisco Application Control Engine
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728020
$ACE-6-728020: LB is configured to consume variablel bytes of
memory .
ACE
variablel
728021
$ACE-6-728021: Found inconsistent sticky entry. Terminating
variablel.
ACE
variablel
e show screen
* resetting timestamps
e HAshare HA HA
728022

$ACE-6-728022: Invalid hash table index (variablel) used for
variable2

variablel
variable2

e LookupRealServerld

* InsertNewEntry

Cisco Application Control Engine
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728023

$ACE-6-728023: variablel variable2 sticky entries from
ContextId variable3.

variablel
e Added

e Removed
variable2
variable3 ID

728024

$ACE-4-728024: Received an unknown variablel type message
(variable2) for Sticky from remote IXP variable3!

2

variablel
* request
e reply
variable2
variable3 IXP ID

728025

SACE-6-728025: Dropped variablel 'variablel2' messages
(variable3 total) from IXP variable4d to IXP variable5!

variablel
variable2

* request

* response
variable3

variable4 ID

Cisco Application Control Engine
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variable5 ID

728026
$ACE-6-728026: Attempting to use invalid lookup key for
variablel processing.
variablel
connection close
728027
SACE-4-728027: Received unhandled message of type variablel
from CP SrcSAP variablel.
Control Processor CP;
ACE CP
e variablel — 10
e variable2 — CP SAP 10
728028

$ACE-5-728028: Sticky mapping failed: variablel variableZ

variablel
e Invalid sticky group id ID
e |nvalid real server id ID

e Sticky group not active

variable2 ID 10 [invalid real server
id] ID
ID
show ft stats group_id FT
[Number of Sticky Entries Dropped]
Cisco TAC

Cisco Application Control Engine
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728029

variable2 to variable3 State variable4.

$ACE-6-728029: HA state for FtGroup variablel changed from

variablel ID 10
variable2  variable3

Active
StartCfgSync
StartBulkSync
StartPeriodicSync
StopSync
StdbyCfg
StdbyBulk
StdbyHot
StdbyCold
BulkSyncDone
NonRedundant
None

nooon

variable4

728030

handled

ignored

$ACE-6-728030: Silently discarding HA data:

ACE

variablel

Received unknown message type

Received data packet in wrong HA state

HA

variablel

I Cisco Application Control Engine
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728031
$ACE-3-728031: Memory mapping for debug logging failed.
ACE
Cisco Application Control Engine Module Administration Guide
Cisco TAC
728032
$ACE-LB_General-4-728032: Real Server variablel in Serverfarm
variable2 has reached configured threshold for HTTP retcode variable3
HTTP
e variablel —
e variable2 —
e variable3 —
HTTP
HTTP
729001

SACE-3-729001: Regular expression config download failed due
to out of memory. No regexp rules are currently applied on class-map map_name
in service-policy policy _name. Manual roll back to a previous regexp
configuration on this service-policy is needed.

Cisco Application Control Engine
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729002

$ACE-4-729002: Regex resource usage beyond maximum limit for
context context_id. Free up some resources.

syslog context_id regex

regex

729003

$ACE-4-729003: Minimum regex resources could not be guaranteed
for context context_id.

context_id regex

regex

Cisco Application Control Engine
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. %ACE-1-106021: Deny protocol reverse path check from source_address to
dest_address on interface interface_name
. %ACE-1-106028: WARNING: Access rule memory exhausted while processing

Access-group. Incomplete rules are currently applied on interface interface-name. Manual roll back to a
previous access rule configuration on this interface is needed.

o %ACE-1-444006: License manager exiting: reason

. %ACE-1-727001: hostname: HA: Peer IP address is not reachable. Error: error str.

. %ACE-1-727002: hostname: HA: FT interface interface name to reach peer IP
address is down. Error: error str

. 9%ACE-1-727003: hostname: HA: Mismatch in context names detected for FT group
FTgrouplD. Cannot be redundant.

. %ACE-1-727004: hostname: HA: Two actives have been detected for FT group
FTgrouplD.

. %ACE-1-727005: hostname: HA: Config replication failed for context ctx name.
Error : error str

. %ACE-1-727006: hostname: HA: Peer is incompatible due to error str. Cannot be
Redundant.

. %ACE-1-727007: hostname: HA: Module Initialization failure - Error Error str.

o %ACE-1-727008: hostname: HA: Failed to send heartbeats to peer. Internal error:
Error str

. %ACE-1-728001: Initialization failure (general) type variablel

. %ACE-1-728002: Initialization failure (sticky) type variablel

o %ACE-1-728003: Initialization failure (sticky hash) variablel entries, variable2 min,

variable3 max type variable4

Cisco Application Control Engine
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%ACE-2-212007: SNMPD initialization failed while Variablel
%ACE-2-313006: ICMP Manager Initialization Failed. Reason : Variablel
%ACE-2-444001: License checkout failure for feature feature_name reason
%ACE-2-444004: Evaluation license expired for feature feature_name
%ACE-2-727009: hostname: HA: Communication failure for Peer Peer id Event:
error str

%ACE-2-727010: hostname: HA: Data replication failed for context ctx name. Error
code error str

%ACE-2-727011: HA: Configuration replication for context ctx name will not
happen. Error: Error str

%ACE-2-727012: hostname: HA: FT Group group ID changed state to NewState.
Reason: reason str.

%ACE-2-727013: hostname: HA: Peer Peer # is UP and reachable.

%ACE-2-727014: hostname: HA: Heartbeats from Peer Peer id have become
unidirectional.

%ACE-2-727015: hostname: HA: Detected mismatch in heartbeat interval from Peer
peer id. Modified interval to interval.

%ACE-2-727016: hostname: HA: Replication for context ctx name has started.
Status - status.

%ACE-2-727017: hostname: HA: FT Track track type track name is UP.
%ACE-2-727018: hostname: HA: FT Track track type track name is DOWN.

| oL-11872-01-J
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. %ACE-3-212008: Failed while allocating memory in snmpd

. %ACE-3-251001: Probe configuration error, memory allocation failure.

o %ACE-3-251003: Could not load script script-name - File not found

. %ACE-3-251004: Could not load script script-name - memory allocation failure

. %ACE-3-251006: Health probe failed for server A.B.C.D on port P, internal error:
error message

. %ACE-3-251007: ICMP health probe failed for server A.B.C.D, internal error: error
message

. %ACE-3-251008: Health probe failed for server A.B.C.D on port P, connectivity
error: server open timeout (no SYN ACK)

. %ACE-3-251009: ICMP health probe failed for server A.B.C.D, connectivity error:
error message

. %ACE-3-251010: Health probe failed for server A.B.C.D on port P, error message

. %ACE-3-251011: ICMP health probe failed for server A.B.C.D, error message.

o %ACE-3-251012: Could not load script script-name - Error reading script-file

. %ACE-3-251013: Could not load script script-name - Error getting file size

. %ACE-3-313007: ICMP Manager Memory Problem. Reason: Variablel

o %ACE-3-322001: Deny MAC address MAC_address, possible spoof attempt on

interface interface

. 9%ACE-3-322002: ARP inspection check failed for arp {request|response} received
from host MAC_address on interface interface. This host is advertising MAC Address MAC_address_1
for IP Address IP_address, which is {statically|dynamically} bound to MAC Address MAC_address_2.

. 9%ACE-3-322003: ARP inspection check failed for arp {request|response} received
from host MAC_address on interface interface. This host is advertising MAC Address MAC_address_1
for IP Address IP_address, which is not bound to any MAC Address.

o %ACE-3-327001: Detected Encap table Full when allocating encap entry for IP
interface interface_name

. %ACE-3-440002: Addition failed for variable 1

J %ACE-3-440003: Deletion failed for variable 2

o %ACE-3-728005: Failed to transmit variablel decision for connection from client
variable2 type variable3

. %ACE-3-728007: Internal configuration communications error (sticky) type
variablel

. %ACE-3-728008: Internal communications error (sticky) /source processor
variablel destination processor variable2 -- type variable3

o %ACE-3-728009: Context ID variablel requested variable2 of variable3 sticky
entries. No action taken. -- type variable4

. %ACE-3-728014: Internal cross-processor communications error (sticky) type
variablel

. %ACE-3-728015: Internal channel communications error (sticky) type variablel

. %ACE-3-728017: Internal communications error (ha) -- type variablel

. %ACE-3-728031: Memory mapping for debug logging failed.

o %ACE-3-729001: Regular expression config download failed due to out of memory.

No regexp rules are currently applied on class-map map_name in service-policy policy_name. Manual roll
back to a previous regexp configuration on this service-policy is needed.

Cisco Application Control Engine
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%ACE-4-106023: Deny protocol number | name src incoming-interface:src-ip dst
outgoing-interface:dst-ip by access-group "acl-name" (hash 1, hash 2)

%ACE-4-251002: The configured health probe script script-name for server A.B.C.D
on port P is empty

%ACE-4-251005: Could not unload script script-name

%ACE-4-254001: ACL resource usage beyond maximum limit for context
context_id. Free up some resources.

%ACE-4-254002: Minimum ACL resources could not be guaranteed for context
context_id.

%ACE-4-313004: Denied ICMP type=icmp_type, from source_address on interface
interface_name to dest_address:no matching session

%ACE-4-400000: 1DS:1000 IP Option Bad Option List from IP_address to
IP_address on interface interface_name

%ACE-4-405001: Received ARP {request | response} collision from
IP_address/mac_address on interface interface_name

%ACE-4-406001: FTP port command low port: IP_address/port to IP_address on
interface interface_name

%ACE-4-406002: FTP port command different address: IP_address(IP_address) to
IP_address on interface interface_name

%ACE-4-410001: Dropped UDP DNS packet_type from
source_interface:source_address/source_port to dest_interface:dest_address/dest_port; error_length_type
length length bytes exceeds max_length_type limit of maximum_length bytes.

%ACE-4-411001: Line protocol on interface interface_name changed state to up
%ACE-4-411002: Line protocol on interface interface_name changed state to down

%ACE-4-411003: Configuration status on interface interface_name changed state to
up

9%ACE-4-411004: Configuration status on interface interface_name changed state to
down

%ACE-4-412001: MAC MAC _address moved from interface 1 to interface_2

%ACE-4-442001: Health probe probe name detected real_server_name (interface
interface_name) in serverfarm sfarm_name changed state to UP

%ACE-4-442002: Health probe probe name detected real_server_name (interface
interface_name) in serverfarm sfarm_name changed state to DOWN

%ACE-4-442004: Health probe probe name detected real_server_name (interface
interface_name) changed state to UP

%ACE-4-442005: Health probe probe name detected real_server_name (interface
interface_name) changed state to DOWN

%ACE-4-444005: Evaluation license for feature feature_name will expire in
num_days days num_hours hours

%ACE-4-444007: Installed feature_name license on Revision 6 or older hardware,
will not take effect until next reboot.

%ACE-4-608002: Dropping Skinny message for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port, SCCPPrefix length prefex_length too small

| oL-11872-01-J
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. %ACE-4-608003: Dropping Skinny message for
source_interface:source_address/source_port to

destination_interface:destination_address/destination_port, SCCPPrefix length prefex_length too large

o %ACE-4-608004: Dropping Skinny message for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port, message id message_id not allowed

. %ACE-4-608005: Dropping Skinny message for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port, message id message_id registration not

complete

. %ACE-4-728011: Context ID variablel being variable2 should not have variable3
associated sticky groups -- type variable4

. %ACE-4-728013: A cache alignment error variablel was detected during
initialization -- type variable2

. %ACE-4-728016: HA data receive failure (type variablel)

. %ACE-4-728019: Sticky resources were not variablel for this context -- type
variable2

. %ACE-4-728024: Received an unknown variablel type message (variable2) for
Sticky from remote IXP variable3!

. %ACE-4-728027: Received unhandled message of type variablel from CP SrcSAP
variable2.

o %ACE-LB_General-4-728032: Real Server variablel in Serverfarm variable2 has
reached configured threshold for HTTP retcode variable3

. %ACE-4-729002: Regex resource usage beyond maximum limit for context
context_id. Free up some resources.

. %ACE-4-729003: Minimum regex resources could not be guaranteed for context
context_id.

Cisco Application Control Engine
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%ACE-5-111008: User user executed the command string
%ACE-5-199006 : Orderly reload started at when by whom. Reload reason: reason

%ACE-5-303004: FTP cmd_string command unsupported - failed strict inspection,
terminating connection from source_interface:source_address/source_port to
dest_interface:dest_address/dest_interface

%ACE-5-304001: user source_address Accessed {URL} dest_address: url
Connection connection_ID

%ACE-5-415004:HTTP - matched mime_type in policy-map policy_map_name,
content-type verification failed from source_address to dest_address/port_num Connection

connection_ID

%ACE-5-415006: HTTP - matched class_map_name in policy_map_name, URI
matched connection_action from source_address/port_num to dest_address/port_num Connection
connection_ID

%ACE-5-415007: HTTP - matched class_map_name in policy-map
policy_map_name, Body matched connection_action from IP_address/port_num to IP_address/port_num
Connection connection_ID

%ACE-5-415008: HTTP - matched class_map_name in policy-map
policy_map_name, Header matched connection_action from IP_address/port_num to

IP_address/port_num Connection connection_ID

%ACE-5-415009: HTTP - matched class_map_name in policy-map
policy_map_name, method matched - connection_action from IP_address/port_num to
IP_address/port_num Connection connection_ID

%ACE-5-415010: HTTP - matched class_map_name in policy-map
policy_map_name, transfer encoding matched connection_action from IP_address/port_num to
IP_address/port_num Connection connection_ID

%ACE-5-415011: HTTP - policy-map policy_map_name:Protocol violation
connection_action from IP_address/port_num to IP_address/port_num Connection connection_ID

%ACE-5-415021: HTTP - matched class_map_name in policy-map
policy_map_name, URI length range matched connection_action from source_address/port_num to
dest_address/port_num Connection connection_ID

%ACE-5-415022: HTTP - matched class_map_name in policy_map_name, Header
length range matched connection_action from source_address/port_num to dest_address/port_num
Connection connection_ID

%ACE-5-415023: HTTP - matched class_map_name in policy-map
policy_map_name, body length range matched connection_action from
source_interface:source_address/port_num to dest_interface:dest_address/port_num Connection
connection_ID

%ACE-5-415024:HTTP - matched class_map_name in policy-map
policy_map_name, Header content type matched connection_action from IP_address/port_num to
IP_address/port_num Connection connection_ID

%ACE-5-415025: HTTP policy_map_name - Tunnel detected - connection_action
from IP_address/port_num to IP_address/port_num connection connection_ID

%ACE-5-415026: HTTP policy_map_name: Instant Messenger detected
connection_action from IP_address/port_num to IP_address/port_num connection connection_ID

%ACE-5-415027: HTTP policy_map_name: Peer-to-Peer detected
connection_action from IP_address/port_num to IP_address/port_num connection connection_ID

%ACE-5-441001: Serverfarm name failed over to backup. Number of failovers =
countl, number of times back in service = count2
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. %ACE-5-441002:

Serverfarm name is back in service. Number of failovers =

countl, number of times back in service = count2

o %ACE-5-442003: Real Server real_server_name in serverfarm sfarm_name changed

state to new state

. %ACE-5-444002:

J %ACE-5-444003:

. %ACE-4-444007:
will not take effect until next reboot.

. %ACE-5-504001

J %ACE-5-504002:
the system

. %ACE-5-727019

. %ACE-5-727020:

. %ACE-5-727021:

. %ACE-5-727022:
value and count cnt

. %ACE-5-727023:

. %ACE-5-728004:

. %ACE-5-728006:
variablel -- type variable2

J %ACE-5-728012

. %ACE-5-728018:

. %ACE-5-728028:

Installed license file license_file_name
Uninstalled license file license_file_name

Installed feature_name license on Revision 6 or older hardware,

: Security context context-name was added to the system

Security context context-name was successfully removed from

: hostname: HA: Started alternate ping to IP address ip addr

hostname: HA: Stopped alternate ping to IP address ip addr.
hostname: HA: Peer is compatible.

hostname: HA: Started sending heartbeats to peer Peer id interval

hostname: HA: Stopped sending heartbeats to peer Peer id.
Internal communications notice (general) type variablel

Internal communications error (messaging) msg subType

: Context ID variablel failed to receive return data -- type variable2

Proxy connection variablel rebalanced to server variable2
Sticky mapping failed: variablel variable2
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%ACE-6-253001: Certificate certificate_information expired
%ACE-6-253002: Certificate certificate_information not yet valid
%ACE-6-253003: Unknown CA certificate_information
%ACE-6-253004: Certificate certificate_information revoked
%ACE-6-253005: Signature for certificate_information is invalid
%ACE-6-253006: Error peer sent invalid or nonexistent certificate
%ACE-6-253007: Certificate in file file_name is expired
%ACE-6-253008: CRL crl_name could not be retrieved

%ACE-6-302022: Built TCP connection id for interface:real-address/real-port
(mapped-address/mapped-port) to interface:real-address/real-port (mapped-address/mapped-port)

%ACE-6-302023: Teardown TCP connection id for interface:real-address/real-port
to interface:real-address/real-port duration hh:mm:ss bytes bytes [reason]

%ACE-6-302024: Built UDP connection id for interface:real-address/real-port
(mapped-address/mapped-port) to interface:real-address/real-port (mapped-address/mapped-port)

9%ACE-6-302025: Teardown UDP connection id for interface:real-address/real-port
to interface:real-address/real-port duration hh:mm:ss bytes bytes

%ACE-6-302026: Built ICMP connection for faddr/NATed_ID gaddr/icmp_type
laddr/icmpID

%ACE-6-302027: Teardown ICMP connection for faddr/NATed ID
gaddr/icmp_type laddr/icmpID

%ACE-6-302028: Built TCP connection id for interface: real-address/real-port
(mapped-address/mapped-port) to interface: real-address/real-port (mapped-address/mapped-port)

%ACE-6-302029: Teardown TCP connection id for interface: real-address/real-port
to interface: real-address/real-port duration hh:mm:ss bytes bytes [reason]

%ACE-6-302030: Built UDP connection id for interface: real-address/real-port
(mapped-address/mapped-port) to interface: real-address/real-port (mapped-address/mapped-port)

%ACE-6-302031: Teardown UDP connection id for interface: real-address/real-port
to interface: real-address/real-port duration hh:mm:ss bytes bytes

%ACE-6-303003: FTP cmd_name command denied - failed strict inspection,
terminating connection from source_interface:source_address/source_port to

dest_interface:dest_address/dest_port

%FWSM-6-305009: Built {dynamic|static} translation from interface_name
[(acl-name)]:real_address to interface_name:mapped_address

%FWSM-6-305010: Teardown {dynamic|static} translation from
interface_name:real_address to interface_name:mapped_address duration time

%ACE-6-314001: Pre-allocate RTSP UDP backconnection for foreign_address
outside_address/outside_port to local_address inside_address/inside_port

%ACE-6-608001: Pre-allocate Skinny connection_type secondary channel for
source_interface:source_address/source_port to
destination_interface:destination_address/destination_port from message_id message

%ACE-6-615003: VLAN VLAN-number not available for configuring an interface
%ACE-6-615004: VLAN VLAN-number available for configuring an interface
%ACE-6-728020: LB is configured to consume variablel bytes of memory.
%ACE-6-728021: Found inconsistent sticky entry. Terminating variablel.
%ACE-6-728022: Invalid hash table index (variablel) used for variable2
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. %ACE-6-728023: variablel variable2 sticky entries from Contextld variable3.

o %ACE-6-728025: Dropped variablel 'variable2' messages (variable3 total) from
IXP variable4 to IXP variable5!

. %ACE-6-728026: Attempting to use invalid lookup key for variablel processing.

. %ACE-6-728029: HA state for FtGroup variablel changed from variable2 to
variable3 State variable4.

. %ACE-6-728030: Silently discarding HA data: variablel

7

. %ACE-7-111009: User user executed cmd:string
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