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OpenSSL/Open SSL Project

License Issues

This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/).

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL
License and the original SSLeay license apply to the toolkit. See below for the actual
license texts. Actually both licenses are BSD-style Open Source licenses. In case of any
license issues related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment: “This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)”.

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission. For
written permission, please contact openssl-core@openssl.org.

[ oL-11868-01-J
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5. Products derived from this software may not be called “OpenSSL” nor may
“OpenSSL” appear in their names without prior written permission of the OpenSSL
Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”.

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS™ AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. INNO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(tih@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are adhered to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Cisco Application Control Engine
oL-11868-01-J |



http://www.openssl.org/

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to
be removed. If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

“This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being used
are not cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: “This product
includes software written by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS 1S” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another
distribution license [including the GNU Public License].
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e EtherType ACL— IP
Y
ACE ACL ACL
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ACE
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ACL
ACL
show access-list name
ACE Syslog
number Download Failures
ACL
10 ACL
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show interface vlan

ACE
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ACL

ACL 1-1 CLI
CLI
1-1

1-1 ACL

CLI

hostl/Admin# changeto C1
hostl/Cl#

Cisco Application Control
Engine Module Virtualization Configuration Guide

hostl/Admin# config
hostl/Admin (config) #

3. ACL

hostl/Admin (config)# access-list INBOUND extended deny ip
192.168.12.0 255.255.255.0 any

4. ACL

hostl/Admin (config)# access-list INBOUND extended permit ip any
any

5. ACL

hostl/Admin (config)# interface vlan 10
hostl/Admin (config-if)# access-group input INBOUND

6. 1
1 ACL

hostl/Admin (config)# access-group input INBOUND
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ACL | |

1-1 ACL

hostl/Admin (config)# exit
hostl/Admin# copy running-config startup-config

8. ACL

hostl/Admin# show running-config access-1list
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. ACL
. ACL
e EtherType ACL
ACL
ACL IP
e TCP UDP
e ICMP
access-list
ACE
TCP UDP ICMP
ACL
Y
ACE ACL ACL
ACL any
ACL ACL
INBOUND NO_NAT
VPN
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ACL access-list extended
ACL 2
U ICMP  ACL
e |ICMPACL
IP TCP
UDP ICMP

ACL

access-list name [line number] extended {deny | permit}
{protocol {any | host src_ip_address | src_ip_address netmask | object-group
net_obj_grp_name} [operator portl [port2]] {any | host dest_ip_address |
dest_ip_address netmask | object-group net_obj_grp_name} [operator port3
[port4]]}| {object-group service_obj_grp_name} {any | host src_ip_address
| src_ip_address netmask | object-group net_obj_grp_name} {any | host
dest_ip_address | dest_ip_address netmask | object-group net_obj_grp_name}

ICMP echo echo-reply unreachable
ICMP ACL

access-list name [line number] extended {deny | permit}
{icmp {any | host src_ip_address | src_ip_address netmask | object_group
net_obj_grp_name} {any | host dest_ip_address | dest_ip_address netmask |
object_group network_grp_name} [icmp_type [code operator codel [code2]]]}
| {object-group service_obj_grp_name} {any | host src_ip_address
| src_ip_address netmask | object-group net_obj_grp_name} {any | host
dest_ip_address | dest_ip_address netmask | object-group net_obj_grp_name}

e name — ACL 64

e line number — ACL
ACL
ACE
ACL
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e extended — ACL ACL IP
ACL
e deny —
e permit—
e protocol — IP 1-2
IP 0 255
1-2
ah 51
eigrp 88 IGRP
esp 50
gre 47
icmp 1
igmp 2
ip Internet Protocol
ip-in-ip 4 IP-in-IP 3
ospf 89 Open Shortest Path First
pim 103 Protocol Independent Multicast
tcp 6 Transmission Control Protocol
udp 17 User Datagram Protocol
o any—

e hostsrc_ip_address —

e src_ip_address netmask —

IP

e object-group net_obj_grp_name —
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* operator — TCP TCP-UDP UDP
eq—
gt—
It—
neq —
range — 2
e portl [port2] — TCP
UDP 0 65535
2 port2  portl
well-known TCP
1-3 well-known UDP 1-4

1-3 Well-known TCP

aol 5190 America-Online

bgp 179 Border Gateway Protocol

chargen 19 Character Generator

citrix-ica 1494 Citrix  Independent Computing Architecture

cmd 514 exec

ctigbe 2748 Computer Telephony Interface Quick Buffer
Encoding

daytime 13 Daytime

discard 9 Discard

domain 53 Domain Name System DNS;

echo 7 Echo

exec 512 Exec RSH

finger 79 Finger

Cisco Application Control Engine
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1-3 Well-known TCP

ftp 21 File Transfer Protocol FTP;

ftp-data 20 FTP

gopher 70 Gopher

h323 1720 H.323

hostname 101 NIC

http 80 Hypertext Transfer Protocol HTTP;

https 443 HTTP over TLS/SSL

ident 113 Ident

imap4 143 Internet Message Access Protocol, version 4

irc 194 Internet Relay Chat IRC;

kerberos 88 Kerberos

klogin 543 Kerberos

kshell 544 Kerberos

Idap 389 Lightweight Directory Access Protocol LDAP

Idaps 636 LDAP over TLS/SSL

login 513 rlogin

lotusnotes 1352 IBM Lotus Notes

Ipd 515

matip-a 350 Mapping of Airline Traffic over Internet Protocol
MATIP Type A

netbios-ssn 139 NetBIOS

nntp 119

pcanywhere-data 5631 PC Anywhere

pim-auto-rp 496 PIM Auto-RP

pop2 109 POP v2
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1-3 Well-known TCP
pop3 110 POP v3
pptp 1723 Point-to-Point Tunneling Protocol RFC 2637
rtsp 554 Real Time Streaming Protocol
sip 5060 Session Initiation Protocol
skinny 2000 Cisco Skinny Client Control Protocol SCCP
smtp 25 Simple Mail Transfer Protocol SMTP;
sglnet 1521 Structured Query Language Network
ssh 22 Secure Shell SSH
sunrpc 111 Sun
tacacs 49 Terminal Access Controller Access Control System
talk 517 Talk
telnet 23 Telnet
time 37 Time
uucp 540 Unix-to-Unix Copy Program
whois 43 Nicname
WwWw 80 World Wide Web HTTP

1-4 Well-known UDP
biff 512
bootpc 68 Bootstrap Protocol
bootps 67 Bootstrap Protocol
discard 9 Discard
dnsix 195 DNSIX

dn6-nlm-aud

domain 53 Domain Name System DNS;

Cisco Application Control Engine
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1-4 Well-known UDP

echo 7 Echo
isakmp 500 Internet Security Association Key Management
Protocol
kerberos 88 Kerberos
mobile-ip 434 Mobile IP
nameserver 42 Host Name Server
netbios-dgm 138 NetBIOS
netbios-ns 137 NetBIOS
netbios-ssn 139 NetBIOS
ntp 123 Network Time Protocol
pcanywhere-status |5632 PC Anywhere
radius 1812 Remote Authentication Dial-in User Service
RADIUS
radius-acct 1813 RADIUS
rip 520 Routing Information Protocol
snmp 161 Simple Network Management Protocol
snmptrap 162 SNMP
sunrpc 111 Sun
syslog 514
tacacs 49 Terminal Access Controller Access Control
System
talk 517 Talk
tftp 69 Trivial File Transfer Protocol TFTP
time 37 Time
who 513 rwho
wsp 9200
WSP
wsp-wtls 9202 WSP
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ACL

1-4 Well-known UDP

Wwsp-wtp 9201 WSP
wsp-wtp-wtls 9203 WSP
xdmcep 177 X Display Manager Control Protocol

dest_ip_address netmask —

IP IP
IP
L] any —
e host dest_address — IP
IP

® operator — TCP UDP

It—

gt—

eq—

neq —

range — 2
e port3 [portd] — TCP

UDP
2 port4  port3
well-known 1-3

e object-group service_obj_grp_name —
e icmp_type — ICMP 1-5 ICMP

ICMP
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W AcL

1-5 ICMP

ICMP ICMP

O o oo 0| | W

10
11
12
13
14
15
16
17
18
30
31
32

e code — ICMP
e operator — ICMP ACE

It—
gt—
eq —
neq —

Cisco Application Control Engine
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ACL ||

range — ICMP 2
e codel, code2 — ICMP ICMP 1-5
range 2 ICMP
)
ACE VLAN
ping 1
VLAN
VLAN IP ACE ping
ACE VLAN IP ping
TCP ACL

hostl/Admin (config)# access-list INBOUND line 10 extended permit tcp
192.168.12.0 255.255.255.0 gt 1024 172.27.16.0 255.255.255.0 1t 4000

ACL 1

hostl/Admin (config)# no access-list INBOUND line 10

ping echo (8) (host to ACE)
IP 192.168.12.5 IP 10.0.0.5
ACE ping

hostl/Admin (config)# access-list INBOUND permit icmp host 192.168.12.5
host 10.0.0.5 echo code eq 0

ICMP ACL 1

hostl/Admin (config)# no access-list INBOUND permit icmp host
192.168.12.5 echo

Cisco Application Control Engine
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ACL

ACL
ACL access-list
name remark ACL 1
ACL

access-list name remark text

e name — ACL " 64

e remark text — ACL
ACL " 100

hostl/Admin (config)# access-list INBOUND remark This is a remark

ACL

hostl/Admin (config)# no access-list INBOUND line 200 remark

no access-list name ACL

Cisco Application Control Engine
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ACL ||

EtherType ACL
EtherType ACL EtherType
EtherType ACL  Ethernet V2
802.3
EtherType ACL  802.3
BPDU SNAP
ACE BPDU
BPDU BPDU
ACE ACE

Cisco BPDU BPDU VLAN

BPDU ACE VLAN

EtherType ACL BPDU

Cisco Application Control Engine
Module Administration Guide

MPLS ACE  Label Distribution Protocol LDP;
Tag Distribution Protocol TDP; TCP
ACE MPLS
LDP TDP ID ACE
IP LDP
TDP MPLS
Y
2 EtherType ACL
Cisco I0S LDP TDP

interface  ACE

hostl/Admin (config)# mpls 1ldp router-id interface force

Cisco Application Control Engine
| oL-11868-01-J




W AcL

hostl/Admin (config)# tag-switching tdp router-id interface force

ACL ACL
INBOUND MPLS
EtherType ACL access-list

ethertype
access-list name ethertype {deny | permit} {any | bpdu | ipv6 | mpls}

e name — ACL 64

e ethertype —

deny —

permit —

any — EtherType

bpdu — BPDU
ipvé — 6 IPv6
mpls — MPLS

N

EtherType ACL  mpls ACE  MPLS
MPLS

MPLS  EtherType ACL

hostl/Admin (config)# access-list INBOUND ethertype permit mpls

Cisco Application Control Engine
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EtherType ACL 1

hostl/Admin (config)# no access-list INBOUND ethertype permit mpls

ACL access-list
name resequence

access-list name resequence [numberl] [number2]

e name — ACL " 64

e resequence — ACL

e numberl — ACL
10

e number2 — ACL
10

hostl/Admin (config)# access-list INBOUND resequence 5 15

Cisco Application Control Engine
| oL-11868-01-J




ACL
e ACL
N ACL
o ACL
e ACL
1 ACL ACL
ACL 1 ACL

3

e MyServices —
TCP UDP

TrustedHosts —

PublicServers —

ACL
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Y
1 ACE 4K
64 K
1 ACE 64,000 ACL
64,000 ACL ACL
ACL 1
ACL
ACL ACE
ACL
ACL
ACL ACL show access-list name
ACL
1 ACL ACL
. IP
. IP
object-group
object-group network name

e network — IP

Cisco Application Control Engine
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® name — 64

hostl/Admin (config)# object-group network NET_OBJ_ GROUP1
hostl/Admin (config-objgrp-netw) #

hostl/Admin (config)# no object-group network NET_OBJ_ GROUP1l

ACL
ACL
ACL
ACL ACE
ACL
ACL ACL
description
description text
text 240

hostl/Admin (config-objgrp-netw)# description intranet network object
group

Cisco Application Control Engine
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hostl/Admin (config-objgrp-netw)# no description intranet network
object group

IP
IP
ip_address

ip_address netmask

e ip_address — IP
10 IP

192.168.12.15

* netmask — IP 10
255.255.255.0
IP 192.168.12.15

255.255.255.0

hostl/Admin (config-objgrp-netw)# 192.168.12.15 255.255.255.0

IP
IP

hostl/Admin (config-objgrp-netw)# no 192.168.12.15 255.255.255.0

Cisco Application Control Engine
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host

host ip_address

ip_address IP 1
IP 10 IP
192.168.12.15

3

hostl/Admin (config)# object-group network NET_OBJ_ GROUP1

hostl/Admin (config-objgrp-netw)# description Administrator Addresses
hostl/Admin (config-objgrp-netw)# host 192.168.12.15

hostl/Admin (config-objgrp-netw)# host 192.168.12.21

hostl/Admin (config-objgrp-netw)# host 192.168.12.27

1 ACL ACL

object-group

object-group service name

® service — IP
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® name — 64

hostl/Admin (config)# object-group service SERV_OBJ_GROUP1
hostl/Admin (config-objgrp-serv) #

hostl/Admin (config) # no object-group service SERV_OBJ_GROUP1

N

ACL
ACL
ACL
ACL ACE
ACL
ACL ACL
description
description text
text 240

hostl/Admin (config)# object-group service SERV_OBJ_GROUP1
hostl/Admin (config-objgrp-serv)# description intranet network object
group

Cisco Application Control Engine
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hostl/Admin (config)# object-group service SERV_OBJ_GROUP1
hostl/Admin (config-objgrp-serv)# no description intranet network
object group

protocol TCP
UDP
protocol [source {{operator} portl | portl port2}] [{{operator} port3 | port3
port4}]
ICMP

icmp [icmp-type] [code {{operator} icmp-codel | range icmp-codel icmp-code2}]

e protocol — IP IP
1 255 1-2

® source — TCP TCP-UDP UDP

Y

TCP UDP
operator
e operator — TCP UDP
ICMP ICMP

It—

gt—

eq—

neq —
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range — ICMP
2 2 ICMP
e portl port2 — IP
0 65535
range
2 port2  portl
well-known TCP 1-3  well-known

UDP 1-4

e port3 port4d — IP
range 2
port4  port3 well-known TCP
1-3 well-known UDP
1-4
e icmp-type — ICMP ICMP
ICMP 1-5
ICMP
e code — ICMP
e icmp-codel icmp-code2 — ICMP ICMP
1-5 ICMP
range 2 ICMP
icmp-codel  icmp-code2 ICMP
ICMP 1-5

hostl/Admin (config-objgrp-serv)# tcp eq 41

TCP

hostl/Admin (config-objgrp-prot)# no tcp
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TCP UDP
ICMP

hostl/Admin
hostl/Admin
hostl/Admin
hostl/Admin

config)# object-group service TCP_UDP_ICMP
config-objgrp-serv)# tcp source eq domain
config-objgrp-serv)# udp source eq radius eq radius-acct
config-objgrp-serv)# icmp echo code eq 0

ICMP

hostl/Admin (config-objgrp-prot)# no icmp echo code eq 0

ACL

ACL
source_address mask protocol operator port ICMP
icmp_type object-group name

access-list extended

hostl/Admin (config)# access-list acl_name extended {deny \ permit}
object-group service_grp_name object-group network_grp name
object-group network_grp_name

ACL
ACL

o ACL
. ACL
N ACL
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ACL

ACL
Web

hostl/Admin (config)# access-list ACL_IN remark “object-group acl to
deny specific hosts”

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.4 host 209.165.201.29 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.78 host 209.165.201.29 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.89 host 209.165.201.29 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.4 host 209.165.201.16 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.78 host 209.165.201.16 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.89 host 209.165.201.16 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.4 host 209.165.201.78 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.78 host 209.165.201.78 eq www

hostl/Admin (config)# access-list ACL_IN extended deny tcp host
10.1.1.89 host 209.165.201.78 eq www

hostl/Admin (config)# access-list ACL_IN extended permit ip any any
hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input ACL_IN
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ACL

1 Web
ACL ACL

hostl/Admin (config)# object-group network DENIED
hostl/Admin (config-objgrp-network)# host 10.1.1.4
hostl/Admin (config-objgrp-network)# host 10.1.1.78
hostl/Admin (config-objgrp-network)# host 10.1.1.89

hostl/Admin
hostl/Admin
hostl/Admin
hostl/Admin

config)# object-group network WEB

config-objgrp-network) # host 209.165.201.29
config-objgrp-network) # host 209.165.201.16
config-objgrp-network) # host 209.165.201.78

hostl/Admin (config)# access-list ACL_IN remark “object-group acl to
deny specific hosts”

hostl/Admin (config)# access-list ACL_IN extended deny tcp object-group
DENIED object-group WEB eq www

hostl/Admin (config)# access-list ACL_IN extended permit ip any any
hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input ACL_IN
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ACL
show
ACL 1 ACL
ACE ACL
show running-config access-list ACL_IN ACL

show access-list ACL_IN
ACL

hostl/Admin# show running-config access-list
Generating configuration....

access-list ACL_IN remark “object group acl to deny specific hosts”
access-list ACL_IN line 8 extended deny tcp object-group DENIED
object-group WEB eqg www

access-1list ACL_IN line 16 extended permit ip any any

hostl/Admin# show access-list ACL_IN
access-1ist:ACL_IN, elements: 10, status: ACTIVE

remark : “object group acl to deny specific hosts”
access-1list ACL_IN line 8 extended deny tcp object-group DENIED
object-group WEB eq www

access-1list ACL_IN line 8 extended deny tcp host 10.1.1.4 host
209.165.201.29 eq www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.4 host
209.165.201.16 eqg www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.4 host
209.165.201.78 eq www (hitcount=0)

access-1list ACL_IN line 8 extended deny tcp host 10.1.1.78 host
209.165.201.29 eq www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.78 host
209.165.201.16 eqg www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.78 host
209.165.201.78 eq www (hitcount=0)

access-1list ACL_IN line 8 extended deny tcp host 10.1.1.89 host
209.165.201.29 eq www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.89 host
209.165.201.16 eqg www (hitcount=0)

access-list ACL_IN line 8 extended deny tcp host 10.1.1.89 host
209.165.201.78 eq www (hitcount=0)
access-1list ACL_IN line 16 extended permit ip any any (hitcount=0)
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| ACL

ACL ACL 1
ACL
ACL
access-group
EtherType ACL 1 ACL
ACL ACL
Y
ACL
ACL
ACL
ACL
ACL
ACL BGP

ACL

access-group {input | output} acl_name

e input | output — ACL

e acl_name — ACL
64

Cisco Application Control Engine
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hostl/Admin (config)# interface vlan 100
hostl/Admin (config-if)# access-group input INBOUND

ACL 1

hostl/Admin (config-if)# no access-group input INBOUND

Cisco Application Control Engine

ACL
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| ACL

ACL

1 1
ACL
e ACL
N 2ACL1 3ACL1
N 2 BVI
3ACL 2 ACL
. 3 LAN VLAN 3ACL
N ACE FTVLAN ACL

Cisco Application Control Engine Module
Administration Guide

ACL
access-group input

access-group input acl_name

acl_name " 64
ACL

hostl/Admin (config)# access-list ALL_ACCESS permit ip any any

ACL

hostl/Admin (config)# access-group input ALL_ACCESS

ACL

hostl/Admin (config)# no access-group input ALL_ACCESS
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ACL

ACE ACL

ACE

Cisco Application Control Engine

ACL

ACL
ACL
3 4 match access-list
ACL 1
deny
3 4
4 TCP/IP IP
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W AcL

ACL
ACE ACL

. ACL
e EtherType ACL

ACL
ACL IP IP
IP TCP UDP ICMP ACL
ACL ACL
ACL ACE ACL

hostl/Admin (config)# access-list ACL_IN extended permit ip any any

ACL 192.168.1.0/24 209.165.201.0/27

hostl/Admin (config)# access-list ACL_IN extended deny tcp 192.168.1.0
255.255.255.0 209.165.201.0 255.255.255.224
hostl/Admin (config)# access-list ACL_IN extended permit ip any any

hostl/Admin (config)# access-list ACL_IN extended permit ip 192.168.1.0
255.255.255.0 209.165.201.0 255.255.255.224

well-known 1-3
DNS Discard Echo Ident NTP RPC SUNRPC Talk TCP
UDP 1 TACACS+ TCP
49 1
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ACL ACL
209.165.201.29  Web

hostl/Admin (config)# access-list ACL_IN extended deny tcp any host
209.165.201.29 eqgq www
hostl/Admin (config)# access-list ACL_IN extended permit ip any any

ACL

hostl/Admin (config)# access-list OUT extended permit ip any any
hostl/Admin (config)# access-list IN extended permit ip host
209.168.200.3 any

hostl/Admin (config)# access-list IN extended permit ip host
209.168.200.4 any

ICMP ACL ICMP ACL
ACL

hostl/Admin (config)# access-list INBOUND extended permit icmp any any
echo

hostl/Admin (config)# access-list INBOUND extended permit icmp host
10.0.0.1 host 20.0.0.1 unreachable code range 0 3

. ACL ACL
e NAT ACL IP
ACL ACL
ACE 2
N ACL ACE
. ACL ACE

Cisco Application Control Engine
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ACE
ACL
ACE
ACL ACL
ACL ACE
ACL
ACE
ACE
ACL ACL
3 3
ACL
11
1-1 ACL
Web #—/\
209.165.200.225

A
=

—

ACE 5B

AE

ACL £ /N9 K
any A5 any ~NFFA]

10.1.1.0/24

Ju
0

‘ |

ga

_—
Il Cisco Application Control Engine

ACL A NI R

ACL A 2VIND U R
any hs any A~EFA]

any 5 any ~EFA]

10.1 .2.0/24

10.1.3.0/24

P e
00 go

153637
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ACL

ACL

hostl/Admin (config)# access-list INSIDE extended permit ip any any
hostl/Admin (config)# interface vlan 100
hostl/Admin (config-if)# access-group input INSIDE

hostl/Admin (config)# access-list HR extended permit ip any any
hostl/Admin (config)# interface vlan 100
hostl/Admin (config-if)# access-group input HR

hostl/Admin (config)# access-list ENG extended permit ip any any
hostl/Admin (config)# interface vlan 100
hostl/Admin (config-if)# access-group input ENG

Web
ACL
1-2 NAT IP NAT
ACL IP
ACL

ACL

hostl/Admin (config)# access-list OUTSIDE extended permit tcp host
209.165.201.4 host 209.165.200.225 eq www

hostl/Admin (config)# access-list OUTSIDE extended permit tcp host
209.165.201.6 host 209.165.200.225 eq www

hostl/Admin (config)# access-list OUTSIDE extended permit tcp host
209.165.201.8 host 209.165.200.225 eq www

hostl/Admin (config)# interface vlan 100
hostl/Admin (config-if)# access-group input OUTSIDE
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=y

W AcL

1-2 ACL

Web H—/\
209.165.200.225

N

J
ACL7 ™ kXD R
209.165.201.4. 209.165.201.6. H KLU
209.165.201.8 A . 209.165.200.225 ~) HTTP

ZEFE
e EIER

@;%B @4 Q HET:;Q
\
ACL A /N2 K ACL A N9V K ACL A4 >N K
any M5 any ~EFA] any M5 any ~NEFHE] any M5 any ~NFFHE]
A\ l |/
. | |
| O |

A\

)

\|

;
C1 O | L/ O O
10.1.1.14—> 209.165.201.4 % 10.1.3.34—> 209.165.201.8
ABT 4 v NAT —_— AR T 4 v NAT

10.1.2.67—> 209.165.201.6
A2 T 499 NAT

153636
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NAT ACL IP
NAT ACL IP ACL

ACL
ACL

ACL

NAT ACE
ACL

ACL

1-3

1-3 ACL IP NAT
209.165.200.225

A—
=
A—

5\ &R
ACE
RED

A 2N K ACL )
10.1.1.0/24 5 5 209.165.200.225 ~ 5 A]

10.1.1.0/24—> 209.165.201.4:7R— k
PAT

153633
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10.1.1.0/24
209.165.200.225 ACL VLAN
100

hostl/Admin (config)# access-list INSIDE extended permit ip 10.1.1.0
255.255.255.0 host 209.165.200.225

hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input INSIDE

ACL ACL

1-4

1-4 ACL IP NAT

209.165.200.225
_i—

A—

l

ACL
( 209.165.200.225 /5 209.165.201.5 ~EFF] )

5 ER

ACE
RED

10.1.1.34—> 209.165.201.5 g
R T 499 NAT ©
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ACL

209.165.200.225
209.165.201.5 10.1.1.34
ACL VLAN 100

hostl/Admin (config)# access-list OUTSIDE extended permit ip host
209.165.200.225 host 209.165.201.5

hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input OUTSIDE

NAT ACL

1-5

NAT

1-5 ACL IP NAT

A2 T 499 NAT
209.165.200.225 —> 10.1.1.56

ACL
10.1.1.0/24 /5 10.1.1.56 ~FF A

10.1.1.0/24—> 209.165.201.4:7R-— +
PAT

153634
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10.1.1.0/24
10.1.1.5 209.165.200.225
ACL ACL VLAN
100

hostl/Admin (config)# access-list INSIDE extended permit ip 10.1.1.0
255.255.255.0 host 10.1.1.56

hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input INSIDE

ACL IP 1-2
EtherType ACL
EtherType ACL EtherType ACL
EtherType ACL
ACL EtherType

hostl/Admin (config)# access-list ETHER ethertype permit ipvé
hostl/Admin (config)# access-list ETHER ethertype permit bpdu
hostl/Admin (config)# access-list ETHER ethertype permit mpls
hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group output ethertype ETHER

ACL EtherType ACE IPV6

hostl/Admin (config)# access-list ETHER ethertype deny ipvé
hostl/Admin (config)# access-list ETHER ethertype permit bpdu
hostl/Admin (config)# access-list ETHER ethertype permit mpls
hostl/Admin (config)# interface vlan 100

hostl/Admin (config-if)# access-group input ethertype ETHER

ACL  EtherType BPDU

hostl/Admin
hostl/Admin
hostl/Admin
hostl/Admin

Cisco Application Control Engine
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config)# access-list nonIP ethertype deny bpdu
config)# access-list nonIP ethertype permit any
config)# interface vlan 100

config-if)# access-group input ethertype nonIP




ACL
ACL
e ACL
e ACL
ACL
show running-config ACL
ACL
show running-config
ACL EXEC
access-list
show running-config access-list
ACL
show access-list ACL
show access-list name [detail]
* name — ACL 64
e detail — ACE deny syslog 106023
4 MD5

1-6 Oxnnnnnnnn

1-6  show access-list detail

Cisco Application Control Engine

show

show running-config

ACL
ACL
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1-6 show access-list detail

Access-list ACL
Elements ACL
Status ACL ACL 1
Remark ACL
Entries ACL
Hitcounts ACL
hash 1 ACL ACE  access-list
(OXnnnnnnnn) 32 16 MD5
ACE deny syslog
syslog
ACL
deny syslog
ACL
hash 2(0xnnnn) ACL
ACE 16
16 Oxnnnn MD5
ACL ACE hash 2
ACL
hash 2 0x0 ACE deny syslog
hash 2
syslog ACL
syslog ACL
hash 1 hash 2
16

Il Cisco Application Control Engine
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ACL

EXEC clear access-list ACL ACL

clear access-list name

name ACL 64

hostl/Admin# clear access-list acll

ACE ACE ACL

Cisco Application Control Engine
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CHAPTER

AAA
Cisco Application Control Engine ACE
ACE
AAA AAA ACE
ACE ACE
AAA
o AAA
e AAA
L]
¢ RADIUS TACACS+ LDAP ACE
L]
e AAA
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H AAA

ACE AAA
AAA ACE
ACE
CLI SNMP  Simple Network Management
Protocol ACE
ACE CLI Telnet
SSH Telnet SSH
ACE ACE AAA
SNMP
SNMPv3 SNMPv3
Telnet SSH ACE
ACE
1
1
AAA
ACE IP
ACE Telnet
SSH IP
IP SNMP ACE
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AAA n
Y
Telnet SSH
. AAA
e AAA
IP ACE 1
ACE
AAA ACE AAA
ACE 1
AAA
ACE
ACE ACE
AAA ACE
RADIUS Remote Access Dial-In User Service TACACS+
Terminal Access Controller Access Control System Plus LDAP Lightweight

Directory Access Protocol (v3)

Cisco Application Control Engine
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H AAA

ACE ACE
1 AAA AAA
TACACS+ RADIUS LDAP
ACE
Y
ACE
ACE 1
ACE
o AAA ACE
o AAA ACE
AAA
. AAA ACE
ACE
role

Il Cisco Application Control Engine
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AAA ||

AAA
ACE
AAA
ACE
AAA A
ACE A
A ACE AAA
A
e TACACS+
e RADIUS
e LDAP
CLI
ACE
Telnet SSH ACE CLI
ACE
Network-Monitor
ACE
AAA

Cisco Application Control Engine
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H AAA

TACACS+
TACACS+ ACE ACE
NAS
TACACS+ RFC 1492
UDP User Datagram Protocol
TACACS TACACS+ ACE TACACS+
TACACS+ TCP
TACACS+
TACACS+
TACACS+
TACACS+ MD5
TACACS+
TACACS+ TACACS+
ACE TACACS+ ACE TACACS+
ACE  TACACS+
RADIUS
RADIUS / ACE
NAS NAS
1 RADIUS NAS
RADIUS
RADIUS  RADIUS RADIUS
UDP RADIUS
RFC 2138
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AAA n
ACE RADIUS ACE RADIUS
ACE RADIUS
LDAP
LDAP X.500 Directory Access Protocol DAP
/
LDAP  TCP/IP
ACE LDAP 3
LDAP RFC 2251
LDAP 1
DN DN
LDAP
1
1 1
common name “cn” E “mail”
LDAP ACE LDAP
LDAP
DIT;
Directory Information Tree
LDAP
LDAP

Cisco Application Control Engine
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H AAA

Y
ACE LDAP
LDAP
bindRequest bindResponse unbindRequest
searchRequest searchResEntry searchResDone
ACE
CLI ACE CLI
Telnet SSH
ACE
1
RADIUS TACACS+ LDAP
ACE
RADIUS TACACS+ LDAP
ACE
ACE
ACE AAA
ACE AAA
ACE
ACE TACACS+ RADIUS
<0:> <1:> ACE
CLI
ACE

<l:>

Cisco Application Control Engine
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ACE
2-1 CLI

2-1

1. TACACS+ RADIUS LDAP

CLI

hostl/Admin# changeto C1
hostl/Cl#

ACECLI

Cisco Application Control Engine Module Virtualization Configuration
Guide

3. config

hostl/Admin# config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config) #

4. AAA RADIUS

hostl/Admin (config)# radius-server host 192.168.2.3 key HostKey
hostl/Admin (config)# radius-server host 192.168.2.3 key 7
secret_1256

hostl/Admin(config)# radius-server host 192.168.2.3 auth-port 1645
hostl/Admin (config)# radius-server host 192.168.2.3 acct-port 1646
hostl/Admin (config)# radius-server host 192.168.2.3
authentication

hostl/Admin (config)# radius-server host 192.168.2.3 accounting
hostl/Admin (config)# radius-server host 192.168.2.3 timeout 25
hostl/Admin (config)# radius-server host 192.168.2.3 retransmit 3

Cisco Application Control Engine
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2-1

5. TACACS+ RADIUS LDAP
RADIUS

hostl/Admin (config)# aaa group server radius RAD_Server_Groupl
hostl/Admin (config-radius)# server 192.168.252.1

hostl/Admin (config-radius)# server 192.168.252.2

hostl/Admin (config-radius)# server 192.168.252.3

hostl/Admin (config-radius) # deadtime 15

6. ACECLI

hostl/Admin (config)# aaa authentication login console group
RAD_Server_Groupl local none

hostl/Admin (config)# aaa accounting default group
RAD Server_Groupl local

hostl/Admin (config)# exit
hostl/Admin# copy running-config startup-config

Cisco Application Control Engine
oL-11868-01-J |




AAA | |

AAA

Cisco Secure Access Control Server  ACS TACACS+
RADIUS OpenLDAP Project
OpenLDAP LDAP
AAA
AAA ACE

Cisco Secure ACS  OpenLDAP AAA

TACACS+

e TACACS+
e TACACS+
e TACACS+

ACE  TACACS+
ACE TACACS+

TACACS+
Cisco Secure ACS TACACS+

1 Cisco Secure ACSHTML Network Configuration
Add AAA Client

* AAA — ACE

e AAA IP — TACACS+
IP

Cisco Application Control Engine
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W aaA
. — ACE  Cisco Secure ACS
Cisco Secure ACS ACE

o — [TACACS+ (Cisco 10S)]

S
[TACACS+ (Cisco 109)] Cisco TACACS+

[TACACS+ (Cisco 10S) ]
TACACS+ Cisco Systems
TACACS+
ACE
[Submit + Restart]
TACACS+

Cisco Secure ACS TACACS+
Cisco Secure ACS System Configuration
Configuration [CSV TACACS+ Accounting]

TACACS+ Accounting File Configuration

[Log to CSV TACACS+ Accounting report]

Attributes Select Columns To Log
[->] Logged Attributes

[Up] [Down]
Logged Attributes

Logging
CSsVv

Il Cisco Application Control Engine
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AAA ||
4 Logged Attributes [Submit]
TACACS+
TACACS+
ACE ACE TACACS+
TACACS+
TACACS+
TACACS+ ACE TACACS+
TACACS+
TACACS+
Network-Monitor
default-domain
TACACS+
Exec
< >=< >< 1>< 2>.<
N>
< >*< >< 1>< 2>..<
N>
Y
Cisco 10S
= * Cisco 10S
Cisco I0S

role Cisco 10S

Cisco Application Control Engine

[ oL-11868-01-J
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H AAA

Y
TACACS+
Network-Monitor default-domain
Cisco Secure ACS TACACS+
1 Cisco Secure ACS HTML Interface Configuration
TACACS+ (Cisco 10S)

a. TACACS+ Services User
Group [Shell (exec) ]

b. Advanced Configuration Options [Display a window for
each service selected in which you can enter customized TACACS+
attributes]

c. [Submit]

2 Cisco Secure ACS HTML Interface Configuration
Advanced Options
a. [Per-user TACACS+/RADIUS Attributes]
b. [Submit]
3 Cisco Secure ACS HTML User Setup

User Setup

Cisco Application Control Engine
oL-11868-01-J |




AAA ||
4 TACACS+ Settings

e [Shell (exec) ]

e [Custom attributes ]

L]

Custom
shell:<contextname>=<role> <domainl> <domain2>...<domainN>
C1 ROLE1
DOMAIN1 shell:C1=ROLE1 DOMAIN1

—_ *

shell:<contextname>*<role> <domainl> <domain2>...<domainN>

Cisco 10S
5 Checking This option Will PERMIT
all UNKNOWN Services [Default (Undefined) Services]
6 TACACS+ [Submit]
USER1 ADMIN MYDOMAIN1

shell:Admin=ADMIN MYDOMAIN1

e USER1 Admin

Admin MyDomainl
e USER1
Network-Monitor default-domain
TACACS+

Cisco Application Control Engine
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H AAA

RADIUS
e RADIUS
e RADIUS
e RADIUS

RADIUS

Cisco Secure ACS RADIUS

1 Cisco Secure ACS HTML Network Configuration
Y
Network Device Groups NDG AAA
NDG
2 AAA Clients [Add Entry] Add AAA Client

3 Add AAA Client

e AAA — ACE
e AAA IP — IP
ACE IP ACE  Cisco Secure
ACS)
. — ACE  Cisco Secure ACS
Cisco Secure ACS ACE
o — AAA RADIUS
AAA

Cisco Application Control Engine
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4 [Submit + Restart]

Cisco Secure ACS AAA
ACE RADIUS

RADIUS
Cisco Secure ACS  RADIUS

1 [System Configuration ] > [Logging] > [CSV RADIUS Accounting]
CSV RADIUS Accounting File Configuration

2 [Log to CSV RADIUS Accounting report ]

3 RADIUS RADIUS Logged Attributes
Select Columns To Log
RADIUS Real Name ExtDB Info Logged Remotely Cisco
Secure ACS

Cisco Secure ACS

4 Cisco Secure ACS for Windows
RADIUS
A
HTML Network Configuration AAA
Cisco Secure ACS
AAA

Cisco Secure ACS

Cisco Application Control Engine
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W aaA
5 Logged Attributes [Submit]
RADIUS
RADIUS
RADIUS
ACE ACE RADIUS
RADIUS
RADIUS
RADIUS ACE RADIUS
RADIUS
Network-Monitor
default-domain
RADIUS ID Cisco 09
CiscoAVPair 01
< >=< >< 1>< 2>.<
N>
S
RADIUS

default-domain

Network-Monitor

Il Cisco Application Control Engine
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AAA ||
Cisco Secure ACS  RADIUS
1 Cisco Secure ACS HTML User Setup
User Setup
2 Cisco IOS/PIX RADIUS Attributes
e [[009\001] cisco-av-pair ]
[[009\001] cisco-av-pair]
shell:<contextname>=<role> <domainl> <domain2>...<domainN>
C1 ROLE1
DOMAIN1 shell:C1=ROLE1 DOMAIN1
3 RADIUS [Submit]
USER1 ADMIN MYDOMAIN1
shell:Admin=ADMIN MYDOMAIN1
e USER1 Admin
Admin MyDomainl
e USER1
Network-Monitor default-domain
RADIUS

Cisco Application Control Engine
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LYY
LDAP

OpenLDAP Microsoft Active Director LDAP

LDAP LDAP
ACE
OpenLDAP
1 slapd.conf lusr/local/etc/openldap/slapd.conf
BDB

rootDN root

2 ID
slapd.conf
3 LDAP slapd
At
slapd

LDAP

4 LDAP LDIF
LDIF example.ldif

dn: dc=example,dc=com

objectClass: dcObject
objectClass:organization

dc: example

o: Example Corporation

description: The Example Corporation

dn: cn=Manager,dc=example,dc=com

Cisco Application Control Engine
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objectclass: organizationalRole

cn: Manager

5 Idapadd

ldapadd -x -D “cn=Manager,dc=example,dc=com” -w secret -f
example.ldif

LDAP
ACE LDAP LDAP

{userid, contextid}

LDAP
ACE 2
LDAP

LDAP

$userid $contextid

2 ACE  CLI attribute user-profile
LDAP
< >=< >< 1>< 2>.<
N>

Cisco Application Control Engine
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H AAA

LDAP

default-domain

Network-Monitor

LDAP contextid
user-profile
slapd LDAP attributetype
LDAP
LDAP
1 1D
attributetype (2.5.4.55 NAME ( 'ctxid' 'contextid' )
DESC 'virtual context name'
SUP name )
attributetype ( 2.5.4.56 NAME ( 'usrprof' 'userprofile' )
DESC 'user profile'

SUP name )

objectclass (

2.5.6.30 NAME 'ctxperson'
DESC 'a person'
SUP top STRUCTURAL
MUST cn
MAY ( $ ctxid $ usrprof ) )

Il Cisco Application Control Engine
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AAA ||
OID OID LDAP
OID
2 OpenLDAP sladp.conf
3 1D LDAP
LDAP Data Interchange Format LDIF LDIF
RFC 2849
dn: ctxid=admin, cn=john, ou=employees, dc=example, dc=com
objectClass: ctxperson
ctxid: admin
cn: john
usrprof: shell:Admin=ROLE-1 DOMAIN-1
userPassword: XXXXXXXX
4 LDAP OpenLDAP slapd
LDAP LDAP
e LDAP
rootDN DN root
. LDAP
baseDN — baseDN
— Subtree
— $userid  $contextid
— userprofile
. LDAP DN
DN DN

Cisco Application Control Engine

[ oL-11868-01-J




H AAA

e LDAP

DN DN
LDAP

LDAP

LDAP

Il Cisco Application Control Engine
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ACE

ACE 1
ACE

Network-Monitor
Admin

ACE

o RADIUS

e ACE

CLlI ACE
Cisco Application
Control Engine Module Virtualization Configuration Guide

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE

RADIUS TACACS+ LDAP
ACE
1 AAA
RADIUS TACACS+ LDAP
AAA
AAA
. 1P
e ACE AAA RADIUS  TACACS+
e ACE
AAA AAA
RADIUS  TACACS+
« ACE
¢ AAA
ACE  AAA
¢ TACACS+ RADIUS LDAP

e ACE RADIUS
e ACE TACACS+
e ACE LDAP

ACE RADIUS

ACE RADIUS
RADIUS
ACE RADIUS

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE n

¢ RADIUS
e RADIUS NAS-IP-Address
e RADIUS
¢ RADIUS
e RADIUS
e RADIUS

RADIUS

radius-server host RADIUS IP
UDP radius-server host
RADIUS

radius-server host ip_address [key shared_secret [0 shared_secret | 7
shared_secret]] [auth-port port_number] [acct-port port_number]
[authentication] [accounting] [timeout seconds] [retransmit count]

e ip_address — RADIUS IP 10
192.168.11.1

o key— ACE RADIUS RADIUS
RADIUS
radius-server key

RADIUS

e shared _secret — RADIUS
RADIUS

63
e 0— RADIUS

Cisco Application Control Engine
| oL-11868-01-J




Bl RADIUS TACACS+

LDAP ACE
7— RADIUS
7
auth-port port_number — RADIUS
UDP RADIUS
1812 RFC 2138  RFC 2139 RADIUS
1812 RADIUS
auth-port ACE
port_number  RADIUS 1 65535
acct-port port_number — RADIUS
UbP RADIUS
1813 RFC 2138 RFC 2139
RADIUS 1813
RADIUS acct-port ACE
port_number  RADIUS
1 65535
authentication — RADIUS
)
RADIUS
accounting — RADIUS
N
RADIUS
timeout seconds — ACE
RADIUS 1
RADIUS
timeout
1 60 1

radius-server timeout

Il Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE ||
e retransmit count — ACE
RADIUS 1
AAA retransmit
ACE

aaa authentication login
aaa accounting default

ACE
1 5 1
radius-server retransmit

RADIUS

hostl/Admin (config)# radius-server host 192.168.2.3 key HostKey
hostl/Admin (config)# radius-server host 192.168.2.3 key 7 secret_1256
hostl/Admin (config)# radius-server host 192.168.2.3 auth-port 1645
hostl/Admin (config)# radius-server host 192.168.2.3 acct-port 1646
hostl/Admin (config)# radius-server host 192.168.2.3 authentication
hostl/Admin (config)# radius-server host 192.168.2.3 accounting
hostl/Admin (config)# radius-server host 192.168.2.3 timeout 25
hostl/Admin (config)# radius-server host 192.168.2.3 retransmit 3

RADIUS

hostl/Admin (config)# no radius-server host 192.168.2.3 acct-port 1646

RADIUS NAS-IP-Address

RADIUS RADIUS IP
IP RADIUS
RADIUS RADIUS
NAS-IP-Address ACE

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE
NAS-IP-Address ACE RADIUS
IP
RADIUS  NAS-IP-Address radius-server attribute nas-ipaddr
RADIUS 4
NAS-IP-Address IP
radius-server attribute nas-ipaddr ACE
RADIUS RADIUS
NAS-IP-Address RADIUS

radius-server attribute nas-ipaddr nas_ip_address

nas_ip_address RADIUS  NAS-IP-Address 4
IP

RADIUS  NAS-IP-Address

hostl/Admin (config)# radius-server attribute nas-ipaddr 192.168.1.1

RADIUS  NAS-IP-Address

hostl/Admin (config)# no radius-server attribute nas-ipaddr 192.168.1.1

RADIUS

radius-server key ACE RADIUS
RADIUS
RADIUS
RADIUS ACE
radius-server host
RADIUS

radius-server key {shared_secret | 0 shared_secret | 7 shared_secret}

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE n

e shared_secret — RADIUS

RADIUS
63
e 0 — RADIUS
0
e 7 — RADIUS
7
RADIUS 7

1

hostl/Admin (config)# radius-server key 7 abed4DFeeweo00o

hostl/Admin (config)# no radius-server key 7 abed4DFeeweo00o

RADIUS

ACE RADIUS

radius-server retransmit
radius-server host retransmit

ACE
ACE
radius-server deadtime
ACE RADIUS
dead
ACE minutes
RADIUS

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE

radius-server deadtime minutes

minutes RADIUS ACE
0 1440 24

RADIUS 15

hostl/Admin (config)# radius-server deadtime 15

RADIUS 0

hostl/Admin (config)# no radius-server deadtime 15

RADIUS

ACE RADIUS 1
ACE
RADIUS
radius-server retransmit aaa authentication login
aaa accounting default

ACE
ACE
AAA 1
ACE radius-server host
RADIUS
radius-server retransmit count
count ACE
RADIUS 1 5

1

Cisco Application Control Engine
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RADIUS

Cisco Application Control Engine

RADIUS TACACS+ LDAP ACE

hostl/Admin (config)# radius-server retransmit 3

1

hostl/Admin (config)# no radius-server retransmit 3

ACE RADIUS
1 RADIUS
ACE RADIUS
radius-server timeout ACE
radius-server host
RADIUS

radius-server timeout seconds

seconds RADIUS
1 60 1

30

hostl/Admin (config)# radius-server timeout 30

1

hostl/Admin (config)# no radius-server timeout 30
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Bl RADIUS TACACS+

LDAP ACE

ACE TACACS+
ACE TACACS+

TACACS+

TACACS+ ACE

TACACS+

TACACS+

TACACS+
TACACS+

tacacs-server host TACACS+ IP

tacacs-server host
TACACS+

tacacs-server host ip_address [key shared_secret [0 shared_secret | 7
shared_secret]] [port port_number] [timeout seconds]

ip_address — TACACS+ IP 10
192.168.11.1

key — ACE TACACS+
TACACS+
tacacs-server key

TACACS+

shared_secret— TACACS+
TACACS+

63

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE n
e 0— TACACS+
0
o« 7— TACACS+
7
e port port_number — TACACS+ TCP
TACACS+ 49
RFC 1492 TACACS+ 49
TACACS+ port
ACE port_number
TACACS+ 1 65535
e timeout seconds — ACE
TACACS+ 1

aaa authentication login
aaa accounting default

ACE

TACACS+ timeout
1 60 1
tacacs-server timeout

TACACS+

hostl/Admin (config)# tacacs-server host 192.168.3.2 key HostKey
hostl/Admin (config)# tacacs-server host 192.168.3.2 tacacs3 key 7 1234
hostl/Admin (config)# tacacs-server host 192.168.3.2 port 1645
hostl/Admin (config)# tacacs-server host 192.168.3.2 timeout 5

TACACS+

hostl/Admin (config)# no tacacs-server host tacacs3 key 7 1234

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE
tacacs-server key ACE TACACS+
TACACS+
TACACS+
TACACS+ ACE

tacacs-server host
TACACS+

tacacs-server key shared_secret | 0 shared_secret | 7 shared_secret

e shared_secret— TACACS+

TACACS+
63
e 0 — TACACS+
0
e 7 — TACACS+
7
TACACS+
7

hostl/Admin (config)# tacacs-server key 7 abed4dDFeeweo00o

hostl/Admin (config)# no tacacs-server key 7 abe4DFeeweo00o

Cisco Application Control Engine
oL-11868-01-J |




RADIUS TACACS+ LDAP ACE ||
TACACS+
ACE TACACS+
1
ACE
ACE
tacacs-server deadtime
ACE
TACACS+ dead
ACE minutes
TACACS+

tacacs-server deadtime minutes

minutes TACACS+ ACE
0 1440 24

TACACS+ 15

hostl/Admin (config)# tacacs-server deadtime 15

TACACS+ 0

hostl/Admin (config)# no tacacs-server deadtime 15

Cisco Application Control Engine
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Bl RADIUS TACACS+ LDAP ACE
TACACS+
ACE TACACS+
1
TACACS+ ACE
TACACS+
tacacs-server timeout ACE
tacacs-server host
TACACS+

tacacs-server timeout seconds

seconds 1 60
1

30

hostl/Admin (config)# tacacs-server timeout 30

1

hostl/Admin (config)# no tacacs-server timeout 30

ACE LDAP

ACE LDAP
LDAP ACE LDAP

e LDAP
e LDAP
e LDAP

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE n

LDAP

Idap-server host LDAP IP
Idaps-server host
LDAP

Idap-server host ip_address [port port_number] [timeout seconds] [rootDN
“DN_string” [password bind_password]]

e ip_address — LDAP IP 10
192.168.11.1
e port port_number — LDAP
TCP LDAP
389 389 LDAP
port ACE
port_number  LDAP 1 65535

Idap-server port

e timeout seconds — ACE LDAP
LDAP
ACE LDAP 5
LDAP
timeout 1 60
5 Idap-server
timeout
e rootDN “DN_string” — LDAP
DN rootDN LDAP
63
e password bind_password — LDAP rootDN
rootpw 63

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE

LDAP

hostl/Admin (config)# ldap-server host 192.168.2.3 port 2003
hostl/Admin (config)# ldap-server host 192.168.2.3 timeout 60
hostl/Admin (config)# ldap-server host 192.168.2.3 rootDN
“cn=manager,dc=cisco,dc=com” password lab

LDAP

hostl/Admin (config)# no ldap-server host 192.168.2.3

LDAP
LDAP TCP
389 LDAP 389
LDAP Idap-server port ACE
Idap-server
host TCP LDAP

Idap-server port port_number

port_number LDAP 1 65535
TCP 389

TCP

hostl/Admin (config)# ldap-server port 2003

TCP 389

hostl/Admin (config)# no ldap-server port 2003

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE ||
LDAP
ACE LDAP
5
ACE LDAP
Idap-server
timeout ACE
Idap-server host LDAP
Idap-server timeout seconds
seconds 1 60
5
30
hostl/Admin (config)# ldap-server timeout 30
5
hostl/Admin (config) # no ldap-server timeout 30
AAA

e TACACS+ RADIUS LDAP

e TACACS+

* RADIUS

e LDAP

e LDAP DN
e LDAP

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE

TACACS+ RADIUS LDAP

ACE TACACS+ RADIUS LDAP
AAA
ACE

TACACS+ RADIUS LDAP
aaa group server

aaa authentication login aaa
accounting default AAA
ACE 100
ACE
ACE AAA

AAA

aaa authentication login ACE ACE

ACE AAA 1

aaa group server {ldap | radius | tacacs+} group_name

e |dap — LDAP 1
¢ radius— RADIUS 1
e tacacs+ — TACACS+ 1

e group_name — 64

Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE n
CLI TACACS+ RADIUS LDAP
1

server ip_address

ip_address RADIUS TACACS+
LDAP IP 10
192.168.11.1 server
RADIUS

hostl/Admin (config)# aaa group server radius RAD_ Server_Groupl
hostl/Admin (config-radius)# server 192.168.252.1
hostl/Admin (config-radius)# server 192.168.252.2
hostl/Admin (config-radius)# server 192.168.252.3
1

hostl/Admin (config-radius) # no server 192.168.252.3

1

hostl/Admin (config)# no aaa group server radius RAD_Server Groupl

TACACS+ RADIUS LDAP
e TACACS+
TACACS+
* RADIUS
RADIUS
e LDAP
— LDAP

Cisco Application Control Engine
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0 1440 24

TACACS+ 15

hostl/Admin (config-tacacs)# deadtime 15

RADIUS 0

hostl/Admin (config-tacacs)# no deadtime 15

Bl RADIUS TACACS+ LDAP ACE
DN — LDAP DN
LDAP — LDAP
TACACS+
TACACS+
ACE
TACACS+
1
ACE
ACE
deadtime
ACE
TACACS+ dead
ACE minutes
TACACS+
deadtime minutes
minutes TACACS+ ACE

Il Cisco Application Control Engine
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RADIUS TACACS+ LDAP ACE ||
RADIUS
RADIUS
ACE
RADIUS
1
ACE
ACE
deadtime
ACE RADIUS
dead
ACE minutes
RADIUS
deadtime minutes
minutes RADIUS ACE
0 1440 24
0
RADIUS 15

hostl/Admin (config-radius) # deadtime 15

RADIUS 0

hostl/Admin (config-radius) # no deadtime 15

Cisco Application Control Engine
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| RADIUS TACACS+ LDAP ACE
LDAP
LDAP
LDAP
LDAP
LDAP
LDAP LDAP
LDAP
LDAP
< >=< >< 1>< 2>.<
N>
A
LDAP
Network-Monitor
default-domain
LDAP
LDAP ACE
LDAP attribute
user-profile

Il Cisco Application Control Engine
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LDAP

RADIUS TACACS+

LDAP
AAA

LDAP ACE

LDAP

attribute user-profile text

text

LDAP

63

hostl/Admin (config-ldap)# attribute user-profile usrprof

hostl/Admin (config-1ldap)# no attribute user-profile usrprof

DN
LDAP LDAP
DN DN LDAP
DN
“dc=your,dc=domain” DN DNS
LDAP DN
base-DN server group
LDAP DN
DN LDAP AAA

base-DN text

Cisco Application Control Engine
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B RADIUS TACACS+ LDAP ACE

text DN 63

DN

hostl/Admin (config)# aaa group server ldap LDAP_Server_Groupl
hostl/Admin (config-1ldap)# base-DN “dc=sns,dc=cisco,dc=com”

DN

hostl/Admin (config-ldap)# no base-DN “dc=sns,dc=cisco,dc=com”

LDAP
LDAP ACE
LDAP
LDAP
DIT
filter search-user Suser  $contextid
RFC 2254 LDAP
Suserid  $contextid
ID
ACE $userid  $contextid
1D
~
LDAP
LDAP LDAP
AAA

filter search-user text

Cisco Application Control Engine
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Cisco Application Control Engine

RADIUS TACACS+ LDAP ACE

text 63

hostl/Admin (config)# aaa group server ldap LDAP_Server_Groupl
hostl/Admin (config-ldap)# filter search-user “(&(objectclass=person)
(& (cn=$userid) (cid=$contextid)))”

hostl/Admin (config-1ldap)# no filter search-user
“ (& (objectclass=person) (& (cn=$userid) (cid=$contextid)))”
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ACE Telnet SSH CLI
ACE
ACE ACE
1 TACACS+ RADIUS LDAP
AAA
ACE
Telnet

SSH
ACE CLI aaa authentication
login

aaa authentication login {{console | default} {{group group_name} {local}
{none}}} | error-enable

e console —
e default — Telnet SSH
® group group_name — aaa group server
TACACS+ RADIUS LDAP
64
e Jocal — ACE

Cisco Application Control Engine
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e none— ACE
ACE
none Admin

none
ACE

e error-enable — AAA
show aaa authentication login error-enable
AAA
ACE
error-enabled

Remote AAA servers unreachable; local authentication done.

TacServers

hostl/Admin (config)# aaa authentication login console group TacServers
local nomne

hostl/Admin (config)# no aaa authentication login console group
TacServers local none

hostl/Admin (config)# no aaa authentication login console group

TacServers local none

Cisco Application Control Engine
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ACE

ACE
RADIUS TACACS+

aaa accounting default
TACACS+ RADIUS
AAA ACE

aaa accounting default {group group_name} {local} {none}

® group group_name — aaa group server
TACACS+ RADIUS
64

e Jocal — ACE

e none— ACE

ACE

TACACS+

hostl/Admin (config-context)# aaa accounting default group TacServers
local

Cisco Application Control Engine
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AAA | |

hostl/Admin (config-context)# no aaa accounting default group
TacServers local

AAA

e AAA

* RADIUS

e TACACS+
e LDAP

AAA

show aaa groups

show aaa groups

hostl/Admin# show aaa groups
TACACS:
TACACS_groupl
RADIUS:
RAD_groupl
LDAP:
LDAP_group?2

Cisco Application Control Engine
| oL-11868-01-J




H AAA

RADIUS
RADIUS show aaa groups

show radius-server [groups | sorted]

* groups — RADIUS
e sorted — RADIUS

RADIUS

hostl/Admin# show radius-server
retransmission count:1
timeout value:1
deadtime value:20
total number of servers:2

following RADIUS servers are configured:

192.168.34.45:
available for authentication on port:1812
available for accounting on port:1813

192.168.2.3:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret:x**x**xx%

RADIUS

hostl/Admin# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RAD_Server_Group:
deadtime is 0

Cisco Application Control Engine
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RADIUS

AAA

hostl/Admin# show radius-server sorted

retransmission count:1
timeout value:1l

deadtime value:20

total number of servers:2

following RADIUS servers are configured:

192.168.34.45:
available for
available for

192.168.2.3:
available for
available for
RADIUS shared

TACACS+
TACACS+

authentication on port:1812
accounting on port:1813

authentication on port:1812

accounting on port:1813
Secret:********

show tacacs-server

show tacacs-server [groups | sorted]

* groups — TACACS+

e sorted — TACACS+

Cisco Application Control Engine
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H AAA

TACACS+

hostl/Admin# show tacacs-server
Global TACACS+ shared secret:tacacsPword
timeout value:30
total number of servers:3

following TACACS+ servers are configured:
192.168.58.91:

available on port:2

cisco.com:

available on port:49

192.168.22.95:

available on port:49

TACACS+ shared secret:MyKey

TACACS+

hostl/Admin# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:

group TacServers:
server 192.168.58.91 on port 2

RADIUS
hostl/Admin# show tacacs-server sorted

timeout value:1
total number of servers:1

Il Cisco Application Control Engine
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AAA ||
LDAP
LDAP show Idap-server
show Idap-server [groups]
groups LDAP
LDAP
hostl/Admin# show ldap
timeout : 5
port : 389
total number of servers : 1
LDAP

hostl/Admin# show ldap-server groups
total number of groups: 1

following LDAP server groups are configured:
group LDAP_Server_Groupl:
baseDN: “dc=sns,dc=cisco,dc=com”
user profile attribute: usrprof
search filter: “(&(objectclass=person)
(& (cn=$userid) (cid=S$Scontextid)))”

show aaa accounting ACE

show aaa accounting

hostl/Admin# show aaa accounting
default: local

Cisco Application Control Engine
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H AAA

show accounting log

show accounting log [size]

size
0 250,000

ACE

250,000

hostl/Admin# show aaa accounting log
Sat Jan 1 00:02:55 2000:start:/dev/ttyS00_946684975:admin:
Sat Nov 5 00:20:04 2005:update:/dev/ttyS00_946684975:admin:0:ft

interface vlan

50

Sat Nov 5 00:20:05 2005:
address 12.1.1.

2 255.255.255.0

Sat Nov 5 00:20:05 2005:
ip 12.1.1.1 2
55.255.255.0

Sat Nov 5 00:20:05 2005:
shutdown

Sat Nov 5 00:20:12 2005:
peer 1

Sat Nov 5 00:20:12

update:/dev/ttyS00_946684975:

update:/dev/ttyS00_946684975:

update:/dev/ttyS00_946684975:

update: /dev/ttyS00_946684975:

admin:1:ip

admin:1:peer

admin:1:no

admin:0:ft

2005:update: /dev/ttyS00_946684975:admin:0: ft-interface vlan

50

Sat Nov 5 00:20:41 2005:update:/dev/ttyS00_946684975:admin:0:1log

console 6

Sat Nov 5 00:20:58 2005:update:/dev/ttyS00_946684975:admin:0:ft

group 1

Sat Nov 5 00:20:58 2005:update:/dev/ttyS00_946684975:admin:0:peer

1
Sat Nov 5 00:20:58

2005:update: /dev/ttyS00_946684975:admin:0:priority 50

Sat Nov 5 00:20:58

2005:update:/dev/ttyS00_946684975:admin:0:associate-context

Admin
Sat Nov 5 00:20:58

2005:update: /dev/ttyS00_946684975:admin:0:inservice
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AAA

show aaa authentication ACE

show aaa authentication [login error-enable]

login error-enable

hostl/Admin# show aaa authentication
default: group TacServers local none

console: local

hostl/Admin# show aaa authentication login error-enable
enabled

Cisco Application Control Engine
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H AAA
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DNS
HTTP
SCCP

CHAPTER

Cisco Application Control Engine ACE

HTTP

7FTP
7HTTP
7 SCCP
7SIP
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FTP
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e SIP
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||

ACE

ACE

ACE
ACE
. 1P
ACE
DNS FTP  HTTP

ICMP ILS

Real-Time Streaming Protocol RTSP  Cisco Skinny Client Control Protocol SCCP
Session Initiation Protocol SIP

HTTP ACE
HTTP
HTTP HTTP
URL HTTP FTP
ACE FTP FTP

Cisco Application Control Engine
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TCP/UDP
IP ACE
IP
IP Network
Address Translation NAT;
NAT
TCP/UDP
TCP UDP
Well-known
3-1 ACE
TCP/UDP
NAT Port Address Translation PAT;
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||
3-1
NAT/PAT
1 /
DNS UDP — NAT RFC 1123 53 DNS
DNS
—53
DNS

FTP TCP — RFC959 [FTP

—21

FTP
FTP strict |TCP — RFC 959  |inspect ftp strict
ACE FTP
/
—21
FTP
FTP
FTP
HTTP TCP — RFC 2616 |HTTP
HTTP
—80

Cisco Application Control Engine
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|
3-1
NAT/PAT
1 /
ICMP ICMP — — ICMP
ICMP ICMP — NAT — error ICMP
NAT
ACE ICMP
NAT
ICMP
ACE
IP
ICMP
ILS TCP — NAT RFC 2251
LDAPV3
— 389 RFC 1777
(LDAPV2)
ID 1
NAT

Cisco Application Control Engine
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3-1
NAT/PAT
1 /
RTSP TCP — NAT RFC 2326 |RTSP NAT
RFC 2327
RFC 1889
— 554 ACE
RFC
RTSP
RTSP
SCCP TCP — NAT — ACE SCCP PAT
— 2000
SIP TCP — NAT RFC 2543 |ACE SIP PAT
UDP RFC 3261
RFC 3265
— 5060 RFC 3428
1. ACE FTP
ACE

Cisco Application Control Engine
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. 7 — 7
HTTP URL
FTP
. 7 — 7
ACE
. 3 4 — ACE
inspect
. 3 4 .
DNS FTP HTTP ICMP ILS
RTSP SCCP SIP FTP
1 VLAN
VLAN
3-1
ACE
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3-1
Layer 7HTTP 4 VAR 23V 9 F5RA Iy TS LAY 3 BLULAIVYAELSITavD VFRATVT
(config)# class-map type http inspect match-all | (config)# class-map match-all | match-any
match-any HTTP_INSPECT_L7CLASS APP_INSPECT_L4CLASS
RDESBEBDOLAY THTTP T4 —F FI)r—var FARIAN A VARG LI LD
Ty b AVARY) a3 —BEELES - LAV3IBLBLAVAE FS T4 —BEEEEE
CAVTUYDNRBELIUVES o TR YR
Ay E— AyHE—K ~ANYF—MIME 24147 o« R—
o ;/R— FDBREA
*URL DEBRBLUES @
S RS, — W,
;4 ;; ':?;4; ;_é_;\?r / ;: 97 ? X~ (lgc;fn‘f‘?g:)thiz:;:ﬁif:ﬁyl-/m’ra:a('r:u-I':i-Jm/atch-7 77
w 'j ==y @F;Eliéﬁl-r/ “ HTTP_INSPECT_L4POLICY
v ROFTHIavD 1 DELIFERERTTEELSIC.
2 - : v LAY 3BEULA Y 4KYS— vy TEMER -
Layer7HTTP 4 VARG Y3y RYL—3 v S > LAV IBEULAVA FSTaul 552
(config)# policy-map type inspect http all-match A < v FTOER
HTTP_INSPECT_L7POLICY LAY THTTIP T4 —F 15w k
LAV THTTIPA VAR L3V Y5R Ty T% LAY 3ELULAY AVRRE LAY KY S— 2w FOEENR T
BER T, ROTI > avD 1 DFELIEEHE 4+3T7490 VSR LAN7FTPaARY R A VARSI 3y R S—
Tk Ny j‘ LA X 7HTTP Ty 70)&55;17“7'
- Permit 1xARTY3> ePerform HTTP 4 Y2 R4 & 3 L OEST
Reset N )&_ 77, ePerform DNS A Y AR5 & 3 Y DEAT
BEULANTIP *Perform FTP 4 Y2 R4 & 3 Y OFFT
AT 3 BEGLAY ePerform ICMP 4 AR L 3 VDET
3 RNtk ePerform RTSP f Y ARY L 3 v OEST
Layer 7FTP { VARSI L3V H5RA Ty T 4R Y= 3y T0
(config)# class-map type ftp inspect match-any B fH F PN N N
FTP_INSPECT_L7CLASS _:[2/5\74’\‘7?7 ;_;"”jf‘z -
ROAR 2 FEEDH-BEBHOLA Y 7FTP R if"’;zﬁio) VLA;*{ pgij I;Zl'i\lﬁfﬁ
ARVE A VARG L a v —HARLEES v b
appe. cdup. dele. get. help, mkd. put. rmd. @ N N
mfr. rto. site. stou. # &k U syst Ta—/LOY—ER K'Y —/NLAN
(config)# service-policy input
LANYTFTPA VAR AV U5RAIYT HHPTINS?F(ET_L‘?PELLCY 7
ELAXTFTPA YRR L3y Y o— YoEARYL—TRY Y=y
< v FOEEA T ?:n VTER hmz??«rw VLAN
4/ A3 —T 4 XIZHEA
Layer7FTP 41 VAR v av RYo—<v v BEDOY—ER K1) S—/VLAN
(config)# policy-map type inspect ftp first-match  — (config)# interface vlan 50
FTP_INSPECT_L7POLICY (config-if)# service-policy input
LAY TFTPA VAR L3y Y5R Ty T% HTTP_INSPECT_L4POLICY
BEMF T T, ROTHI P avD 1 DFELIFEHE HY—ER RBYo—THRY— 2w T |-
EE EHEDVIAN A V8 —T AR |3
e Deny & ©
o Mask-reply

Cisco Application Control Engine
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ACE

e DNS
e FTP
o HTTP
« ICMP
e ILS
« RTSP
« SCCP
e SIP

DNS
Domain Name System DNS;

. DNS ID DNS ID
e UDP DNS 1 DNS ACE

DNS DNS DNS
e DNSA NAT NAT

ACE PRT

~

DNS PAT A

PAT PAT
ACE PAT
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||
. DNS DNS inspect dns
Y
maximum-length inspect dns
ACE DNS
63
255
2 DNS
5 / IP /
1
DNS app_id app_id
app_id DNS ACE
show conn DNS
DNS
DNS
FTP
FTP FTP
/
FTP
ACE
ACE ACE

Cisco Application Control Engine
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ACE FTP
PORT PASV
e FTP / ACE
3 4 inspect
ftp strict ACE
FTP /
FTP SYST
7FTP strict
3 4
Y
strict RFC FTP
— PORT PASV
5 5 ACE PORT
TCP
—FTP RFC 959 <CR><LF>
ACE
RETR STOR —RETR STOR
256
ACE
— PORT
PORT
ACE TCP
— PASV 227
PASV
ACE TCP

227 xxxxx al, a2, a3, a4, p1, p2

Cisco Application Control Engine
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|
1024 2
1024  Well-known
ACE TCP
— PORT PASV
8
8 ACE TCP
o IP NAT FTP
IP
RFC 959
HTTP
ACE HTTP
ACE
HTTP
HTTP URL
HTTP
TCP

HTTP
e RFC RFC
. URL HTTP
. 80

Cisco Application Control Engine
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ICMP

Internet Control Message Protocol ICMP;

ICMP

ICMP

ICMP

TCP uUbP
ICMP
ICMP
ACL
ICMP
ICMP
ICMP ACL NAT
ICMP
ICMP
ICMP
ICMP
ICMP
NAT

ACE

TCP/UDP
ICMP

ICMP

Il Cisco Application Control Engine
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| |
ICMP ICMP
IP IP ICMP
ICMP VLAN
ACL
e ICMP ACE
ICMP
e ICMP IP
o ICMP
ACL ICMP
. NAT xlate
ICMP IP IP
NAT

Cisco Application Control Engine
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ILS

Internet Locator Service ILS

Microsoft NetMeeting ILS Lightweight Directory Access
Protocol LDAP
ACE NetMeeting Site Server ILS
Active Directory NAT
LDAP IP
ACE PAT
ILS/LDAP /
TCP
BIND
BIND RESPONSE
ADD DEL SEARCH MODIFY ILS Directory
ADD REQUEST SEARCH REQUEST NetMeeting
NetMeeting 2.x 3.X ILS
ILS UDP TCP
ACE TCP
TCP 60
4 TCP/IP IP
ACE ILS
. BER
LDAP REQUEST/RESPONSE PDU
e LDAP
e |IP
. IP

Il Cisco Application Control Engine
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+ BER PDU
. PDU TCP
. TCP
ACE ILS
. ID NAT

RTSP
Real Time Streaming Protocol RTSP RealAudio RealNetworks Apple QuickTime
4 RealPlayer Cisco IP/TV RTSP
TCP UDP  Well-known 554
ACE RFC 2326 TCP
TCP
rtp/avp rtp/avp/udp x-real-rdt x-real-rdt/udp X-pn-tng/udp

rtp/avp/tcp  x-real-rdt/tcp

RTSP
ACE 200 SETUP
RFC 2326 SETUP

ACE SETUP
QuickTime SETUP

RTSP ACE
e UDP RTSP
¢ RealNetworks x-real-rdt/mcast

Cisco Application Control Engine
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|
e HTTP RTSP HTTP
e RTSP NAT IP
HTTP RTSP Session Description Protocol
SDP
ACE RTSP
e Cisco IPITV ACE SDP
Content Manager
6 IP
e RealPlayer
ACE ACL
RealPlayer Tools>Preferences> Connection>Network Transport>
RTSP Settings
RealPlayer  TCP Attempt to use TCP for all
content ACE  RTSP
RealPlayer =~ UDP Attempt to use UDP for all
content ACE  RTSP
SCCP
Skinny Client Control Protocol SCCP VolP Cisco IP Phone
Cisco CallManager ACE SCCP 3.3.2
SCCP
. IP NAT
e SCCPPrefix ID

Il Cisco Application Control Engine
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SIP
Session Initiation Protocol SIP
SIP  SDP
SIP
e SIP SDP
e SIP SDP
e SIP CALL_ID FROM TO
SIP
2 RTP RTCP
e RFC 3261
OPTIONS INVITE REGISTER ACK CANCEL BYE
e SIP RFC
RFC 2976 INFO
RFC 3262 PRACK
RFC 3265 SUBSCRIBE/NOTIFY
RFC 3311 UPDATE
RFC 3515 RFC 3892 REFER
RFC 3428 MESSAGE
. From To Call-ld CSeq Via Max-Forwards
. URI
SIP ACE SIP Response 603
Decline

Cisco Application Control Engine
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* Via SIP

e RFC 3261

o User-Agent Server

e Max-Forwards

Max-Forwards 0 ACE 483 (Too Many Hops)
e SIP SIPURI  URI
. SIP SIP
ACE
RFC 3261

ACE SIP

J /
To  From REGISTER
ID From REGISTER

Content-Length  Content-Type

SIP
SIP ACE

Content-Length

Content-types ACE
Content-type
Application/SDP, text/html

SIP SIPS URI
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Instant Messenger IM
SIP IM SIMPLE RFC
IM
ACE IM regex
ACE SIP SIP
ACE RFC RFC
ACE regex
Alert-Info  Call-Info
IP
IP
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32 33 3-4  ACE
. 7FTP

3-2
. 7HTTP

3-3
. 3 4DNS FTP HTTP ICMP RTSP

3-4

3-2 7FTP
1. CLI

hostl/Admin# changeto C1
hostl/Cl#

Cisco Application Control
Engine Module Virtualization Configuration Guide

2.
hostl/Admin# config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config) #
3. FTP 7
match-all match-any
CLlI FTP

hostl/Admin (config)# class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS
hostl/Admin (config-cmap-ftp-insp) #

Cisco Application Control Engine
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3-2 7 FTP
4. ACE FTP
7 match request ACE
FTP
hostl/Admin (config-cmap-ftp-insp)# match request-method mkdir
hostl/Admin (config-cmap-ftp-insp)# exit
hostl/Admin (config) #
5. 7 FTP
7
hostl/Admin (config)# policy-map type inspect ftp first-match
FTP_INSPECT_ L7POLICY
hostl/Admin (config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS
hostl/Admin (config-pmap-ftp-ins-c)# deny
hostl/Admin (config-pmap-ftp-ins-c)# exit
hostl/Admin (config) #
6. 3 4 ACE
FTP
match-all match-any
CLI
hostl/Admin (config)# class-map match-all FTP_INSPECT_ L4CLASS
hostl/Admin (config-cmap) #
3 4 match 1

hostl/Admin (config-cmap)# description FTP command inspection of
incoming traffic

hostl/Admin (config-cmap)# match port tcp eq 21

hostl/Admin (config-cmap)# exit

hostl/Admin (config) #

Cisco Application Control Engine
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3-2 7 FTP

7. 3 4 7FTP

hostl/Admin (config)# policy-map multi-match FTP_INSPECT_ L4POLICY
hostl/Admin (config-pmap)# class FTP_INSPECT L4CLASS

hostl/Admin (config-pmap-c) inspect ftp strict policy
FTP_INSPECT_L7POLICY

hostl/Admin (config-pmap-c)# exit

hostl/Admin (config) #

8. 3 4 1 VLAN
VLAN
VLAN
VLAN

hostl/Admin (config)# interface vlan 50
hostl/Admin (config-if)# ip address 172.16.1.100 255.255.255.0
hostl/Admin (config-if)# service-policy input FTP_INSPECT_ L4POLICY

9.
hostl/Admin (config)# exit
hostl/Admin# copy running-config startup-config
3-3 7 HTTP
1.

CLI

hostl/Admin# changeto C1
hostl/Cl#

Cisco Application
Control Engine Module Virtualization Configuration Guide
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oL-11868-01-J |




3-3 7 HTTP

hostl/Admin# config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config) #

HTTP
7 match-all match-any

CLI HTTP

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS
hostl/Admin (config-cmap-http-insp) #

7 HTTP
4 13 match 1

HTTP
HTTP

hostl/Admin (config-cmap-http-insp)# match content .*newp2psig

HTTP

hostl/Admin (config-cmap-http-insp)# match content length eq 1000

HTTP

hostl/Admin (config-cmap-http-insp)# match header Host
header-value .mycompanyexample.com

HTTP ACE
HTTP

hostl/Admin (config-cmap-http-insp)# match header length request
eq 256

Cisco Application Control Engine |
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3-3 7 HTTP

8. ACE Multipurpose Internet Mail
Extension MIME;

hostl/Admin (config-cmap-http-insp)# match header mime-type

audio\midi
hostl/Admin (config-cmap-http-insp)# match header mime-type
audio\mpeg

9. HTTP ACE

hostl/Admin (config-cmap-http-insp)# match port-misuse p2p
10. RFC 2616 HTTP

hostl/Admin (config-cmap-http-insp)# match request-method rfc
connect

hostl/Admin (config-cmap-http-insp)# match request-method rfc get
hostl/Admin (config-cmap-http-insp)# match request-method rfc head
hostl/Admin (config-cmap-http-insp)# match request-method ext
index

11. ACE HTTP

hostl/Admin (config-cmap-http-insp)# match transfer-encoding
chunked

12. URL

hostl/Admin (config-cmap-http-insp)# match url .*.gif
hostl/Admin (config-cmap-http-insp)# match url .*.html

13. ACE URL
ACE HTTP

hostl/Admin (config-cmap-http-insp)# match url length eq 10000

Cisco Application Control Engine
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Cisco Application Control Engine

3-3 7 HTTP

14.

7 HTTP

hostl/Admin (config)# policy-map type inspect http all-match
HTTP_INSPECT_L7POLICY

hostl/Admin (config-pmap-ins-http)# class HTTP_INSPECT L7CLASS
hostl/Admin (config-pmap-ins-http-c)# permit

hostl/Admin (config-pmap-ins-http-c)# exit

hostl/Admin (config-pmap-ins-http)# exit

hostl/Admin (config) #

15.

3 4 ACE
HTTP
match-all match-any

CLI

hostl/Admin(config)# class-map match-all HTTP_INSPECT_ L4CLASS
hostl/Admin (config-cmap) #

3 4 match

hostl/Admin (config-cmap)# description HTTP protocol deep
inspection of incoming traffic

hostl/Admin (config-cmap)# match port tcp eqg 80
hostl/Admin (config-cmap)# exit

hostl/Admin (config) #
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3-3 7 HTTP

16. 3 4 THTTP

hostl/Admin (config)# policy-map multi-match HTTP_INSPECT_ L4POLICY
hostl/Admin (config-pmap)# class HTTP_INSPECT L4CLASS

hostl/Admin (config-pmap-c)# inspect http policy

HTTP_INSPECT_ L7POLICY

hostl/Admin (config-pmap-c)# exit

hostl/Admin (config-pmap)# exit

hostl/Admin (config) #

17. 3 4 1 VLAN
VLAN
VLAN VLAN

hostl/Adminhostl/Admin (config) #interface vlan50

hostl/Admin (config-if)# ip address 172.16.1.100 255.255.255.0
hostl/Admin (config-if)# service-policy input
HTTP_INSPECT_L4POLICY

18.

hostl/Admin (config)# exit
hostl/Admin# copy running-config startup-config
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3-4 3 4
1. CLI
hostl/Admin# changeto C1
hostl/Cl#
Cisco Application Control
Engine Module Virtualization Configuration Guide
2.
hostl/Admin# config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin (config) #
3. 3 4 ACE
DNS FTP HTTP ICMP ILS RTSP SCCP
SIP
match-all match-any
CLI
hostl/Admin (config)# class-map match-all DNS_INSPECT_ L4CLASS
hostl/Admin (config-cmap) #
3 4 match 1

hostl/Admin (config-cmap)# description DNS application protocol
inspection of incoming traffic

hostl/Admin (config-cmap) # match port udp eq domain

hostl/Admin (config-cmap)# exit

Cisco Application Control Engine
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3-4 3 4
4, 3 4 inspect
inspect dns inspect ftp inspect http inspect icmp inspect ils inspect
rtsp inspect sip SCCP inspect skinny 3
4
DNS
inspect dns

hostl/Admin (config)# policy-map multi-match DNS_INSPECT_ L4POLICY
hostl/Admin (config-pmap)# class DNS_INSPECT L4CLASS

hostl/Admin (config-pmap-c)# inspect dns maximum-length 1000
hostl/Admin (config-pmap-c)# exit

hostl/Admin (config-pmap)# exit

hostl/Admin (config) #

5. 3 4 1 VLAN
VLAN
VLAN VLAN

hostl/Admin (config)# interface vlan50

hostl/Admin (config-if)# mtu 1500

hostl/Admin (config-if)# ip address 192.168.1.100 255.255.0.0
hostl/Admin (config-if)# service-policy input DNS_INSPECT_ L4POLICY

hostl/Admin (config)# exit
hostl/Admin# copy running-config startup-config
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7FTP L
FTP ACE 7
FTP
FTP
ACE ACE
FTP
FTP
ACE ACE
A
4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex
. 7 match
. 7 match
. 7
. 7
. 7 SSL URL
e FTP
. 7FTP
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| 7FTP
FTP

e FTP

. 7FTP

e FTP
FTP

class-map type ftp inspect
FTP

class-map type ftp inspect match-any map_name

e match-any — FTP
1
FTP

* map_name — 64

CLlI FTP
ACE FTP
match request-method 1

7 FTP

Cisco Application Control Engine
oL-11868-01-J |




7FTP L

FTP_INSPECT_L7CLASS
1 FTP

ACE
hostl/Admin (config)# class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS
hostl/Admin (config-cmap-ftp-insp)# match request-method cdup
hostl/Admin (config-cmap-ftp-insp)# match request-method mkdir
(
(

hostl/Admin (config-cmap-ftp-insp)# match request-method get
hostl/Admin (config-cmap-ftp-insp)# match request-method put

ACE FTP

hostl/Admin (config) #no class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS

7 FTP
description 7FTP

description

description text

text
240

FTP

hostl/Admin (config-cmap-ftp-insp)# description FTP command inspection
of incoming traffic

hostl/Admin (config-cmap-ftp-insp)# no description FTP command
inspection of incoming traffic
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| 7FTP
FTP
match request-method
ACE FTP match
ACE FTP

match request-method

match request-method ftp_commands

ftp_commands ACE FTP
FTP ftp_commands appe
cd cdup dele get help mkd put rmd rnfr rnto site stou syst

match request-method

FTP_INSPECT_L7CLASS

1 FTP
ACE
hostl/Admin (config)# class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS
hostl/Admin (config-cmap-ftp-insp)# match request-method cdup
hostl/Admin (config-cmap-ftp-insp)# match request-method mkdir
hostl/Admin (config-cmap-ftp-insp)# match request-method get
(
(

hostl/Admin (config-cmap-ftp-insp)# match request-method stou
hostl/Admin (config-cmap-ftp-insp)# match request-method put

FTP
no

hostl/Admin (config-cmap-ftp-insp)# no match request-method cdup
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7FTP L
7 FTP
7FTP
7
FTP
7
FTP 3 4
VLAN
3 4
. 7FTP
. 7FTP
. 7 FTP
match
. 7FTP
. 7FTP
7 FTP

policy-map type inspect ftp
FTP

policy-map type inspect ftp first-match map_name

e ftp first-match — ACE FTP
7 first-match
7 FTP
ACE

* map_name — 64
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N 7FTP
7FTP
host/Admin (config)# policy-map type inspect ftp first-match
FTP_INSPECT L7POLICY
host/Admin (config-pmap-ftp-ins) #
CLI
7 ACE
hostl/Admin (config)# no policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY
7 FTP

description 7TFTP
description FTP

description text

text
240

FTP

hostl/Admin (config-pmap-ftp-ins)# description FTP command inspection
of incoming traffic

hostl/Admin (config-pmap-ftp-ins)# no description FTP command
inspection of incoming traffic
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7FTP L
7FTP match
7 match
1
7 match 7

match match

7 1 match

~
match 7FTP

match name match_statement [insert-before map_name]

name — match
match
64
L7 _POLICY 9 match
55 64 -9=55
match_statement —
7FTP match
insert-before map_name — match
7TFTP match

match name request-method {appe | cd | cdup | dele | get | help | mkd | put | rmd
| rnfr | rnto | site | stou | syst}

[ oL-11868-01-J
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match FTP
match 7FTP
host/Admin (config-pmap-ftp-ins)# match FTP_REQUEST_ MATCH
request-method mkdir
host/Admin (config-pmap-ftp-ins-m) #
Layer 7 FTP match
host/Admin (config-pmap-ftp-ins)# no match FTP_REQUEST MATCH
7 FTP

class class-map

class map_name

map_name
class-map
64

CLI

hostl/Admin (config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS
hostl/Admin (config-pmap-ftp-ins-c)#

hostl/Admin (config-pmap-ftp-ins)# no class FTP_INSPECT_L7CLASS
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7 FTP
ACE FTP FTP
FTP

1 match

{deny | mask-reply}
e deny—1 match FTP

FTP FTP
e mask-reply — FTP SYST
SYST FTP
mask-reply ACE

FTP SYST

7FTP

hostl/Admin (config)# policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY

hostl/Admin (config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS
hostl/Admin (config-pmap-ftp-ins-c)# mask-reply

7FTP

hostl/Admin (config-pmap-ftp-ins-c)# no mask-reply
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| 7 HTTP
ACE HTTP
7
ACE HTTP
ACE HTTP
e HTTP URL HTTP
. URL HTTP
e MIME
o 80
e RFC RFC
~
4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex

. 7 match
. 7 match
o 7
. 7
U 7 SSL URL
. 7THTTP
. 7THTTP
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7 HTTP ||

7 HTTP

« HTTP
. THTTP

o HTTP
. HTTP

o HTTP

. HTTP

. HTTP

. MIME
o HTTP

e HTTP

o HTTP

. HTTP URL

. HTTP  URL

HTTP

HTTP
7
class-map type http inspect

class-map type http inspect [match-all | match-any] map_name

e match-all | match-any —
HTTP
match

match-all — 7THTTP

AND match-all
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7 HTTP

HTTP

match
URL

HTTP

match-any —

OR
7THTTP
match
URL HTTP
match-any
URL
match-any

HTTP

* map_name —

CLI HTTP

HTTP
1 7

HTTP
e match content length —

e match content —

e match cookie secondary — HTTP
e match header —

e match header length —

e match header mime-type —

HTTP

e match port-misuse —

e match request-method — HTTP

URL HTTP
match-all
URL
match-all

7 HTTP
match-any

ACE
URL

URL

64

ACE

HTTP

HTTP

HTTP

MIME

Il Cisco Application Control Engine
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e match transfer-encoding— HTTP

e match url — HTTP URL

¢ match url length — HTTP URL

match
HTTP_INSPECT_L7CLASS
7HTTP
1 ACE

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS

hostl/Admin (config-cmap-http-insp)# match header length request eqg 200
hostl/Admin (config-cmap-http-insp)# match header Host header-value

. *mycompanyexample.com

hostl/Admin (config-cmap-http-insp)# match url length eq 10000
hostl/Admin (config-cmap-http-insp)# match url .*.gif

ACE HTTP

hostl/Admin (config) #no class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS

7HTTP

description 7HTTP

description

description text
text

240
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HTTP
hostl/Admin (config-cmap-http-insp)# description HTTP protocol deep
inspection of incoming traffic
hostl/Admin (config-cmap-http-insp)# no description
HTTP
match content HTTP
HTTP

match content

[line_number] match content expression [offset number]

e line_number — match
2 1024 match
no line_number
match

e expression — HTTP
1 255
3-5

N

[]
WWW.XYZ.com www[.]xyz[.]Jcom
\ . ?
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e offset number —

CR LF CR LF
1 4000

HTTP

hostl/Admin (config) #class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
hostl/Admin (config-cmap-http-insp)# match content .*newp2psig

hostl/Admin (config-cmap)# no match content .*newp2psig

HTTP

match content length
HTTP HTTP

7THTTP

match content length

[line_number] match content length {eq bytes | gt bytes | It bytes | range bytesl
bytes 2}

e line_number — match
2 1024 match
no line_number
match
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e eqbytes— ACE HTTP
ACE
1 65535
e gtbytes— ACE HTTP
ACE
1 65535
* It bytes — ACE HTTP
ACE
1 65535
e range bytesl bytes2 — ACE HTTP
ACE
1 65535
ACE HTTP
hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
hostl/Admin (config-cmap-http-insp)# match content length eq 3495
HTTP
hostl/Admin (config-cmap-http-insp)# no match content length eq 3495
HTTP
HTTP
match cookie secondary
URL
ACE
URL ? URL
ACE URL URL
ACE POST

HTTP
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match 7
match
match 7
match

match cookie secondary [name cookie_name | prefix prefix_name] value

expression
* name cookie_name — ID "
64
e prefix prefix_name —
64
e value expression —
255
3-5
Y
?
[]
WWW.XYZ.com www/[.]xyz[.]Jcom
\ . ?

Cisco Application Control Engine
| oL-11868-01-J




| 7 HTTP

3-5

*

\.

[charset]

[“charset]

0

(exprl | expr2)

OR

(expr)*

(expr)+

expr{m,n}

expr{m}

expr{m,}

3|3 |3 | |©

\a

ASCIl 7

\b

ASCII 8

\f

ASCII 12

\n

ASCII 10

\r

ASCII 13

\t

ASCII 9

\v

ASCII 11

\0

ASCII 0

\\

\Xx##

16 ASCII

HTTP

2

match

match-all

match

Il Cisco Application Control Engine
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hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# match cookie secondary prefix
id value .*

hostl/Admin (config-cmap-http-insp)# match cookie secondary name
identity value bob

1 match-all

2 match

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# match cookie secondary value
bob

hostl/Admin (config-cmap-http-insp-m)# exit

hostl/Admin (config-cmap-http-insp)# match cookie secondary name
identity value jane

“matchme” *abc123

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS

hostl/Admin (config-cmap-http-insp)# match cookie secondary name
matchme value .*abcl23

uabn

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS

hostl/Admin (config-cmap-http-insp)# match cookie secondary prefix ab
value .*

regex

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_ L7CLASS

hostl/Admin (config-cmap-http-insp)# match cookie secondary value
.*machine-key

[ oL-11868-01-J
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| 7 HTTP

match
no

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# no match cookie secondary value
.*machine-key

HTTP

match header HTTP
HTTP
ACE HTTP

match header

[line_number] match header {header_name | header_field} header-value

expression
e line_number — match
2 1024 match
no line_number
match
e header_name — HTTP www.examplel.com
64
3-6
Y
header_name HTTP
ACE
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e header_field —HTTP/1.1
request-header general-header entity-header
3-6 HTTP/1.1

3-6 HTTP/1.1

Accept

Accept-Charset

Accept-Encoding

Accept-Language ISO I1ISO
3316 1SO639

Authorization
401

Cache-Control /

Connection
Content-MD5

MD5

Expect

From E

Cisco Application Control Engine
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3-6 HTTP/.1

Host
URI Host
URL
If-Match 1 1
1
If-Match
*
Pragma Pragma
HTTP
accept
Referer URI URI
Transfer-Encoding
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3-6 HTTP/.1

User-Agent

Via

e header-value expression — HTTP
1 255 Accept-Language User-Agent Host

ACE
header-name: expression

3-5

[]
WWW.XYZ.com www[.]xyz[.]Jcom
\ . ?

HTTP
7
hostl/Admin (config)# class-map type http inspect HTTP_ INSPECT_ L7CLASS

hostl/Admin (config-cmap)# match header Host header-value
.mycompanyexample.com
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hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# match header Host header-value
.*myfirstcompanyexample.com

hostl/Admin (config-cmap-http-insp)# match header Host header-value
. *mysecondcompanyexample.com

HTTP

hostl/Admin (config-cmap-http-insp)# no match header Host header-value
. *mysecondcompanyexample.com

HTTP

HTTP
2048 match header length HTTP
ACE HTTP
7HTTP

match header length

[line_number] match header length {request | response} {eq bytes | gt bytes | It
bytes | range bytes1 bytes 2}

e line_number — match
2 1024 match
no line_number
match
* request— ACE HTTP
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* response — ACE HTTP
e eqbytes— ACE HTTP
ACE
1 65535
e gthbytes— ACE HTTP
ACE
1 65535
e It bytes— ACE HTTP
ACE
1 65535
¢ range bytesl bytes2 — ACE HTTP
ACE
1 65535
HTTP 3600
HTTP

hostl/Admin (config)# class-map type http inspect HTTP_INSPECT_ L7CLASS
hostl/Admin (config-cmap-http-insp)# match header length request eq
3600

HTTP

hostl/Admin (config-cmap-http-insp)# no match header length request eq
3600
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MIME
match header mime-type ACE
MIME
MIME
US ASCII
US ASCII
~
match header mime-type MIME
match header
MIME audio\myaudio
match match header Content-type header-value audio/myaudio.
HTTP
[line_number] match header mime-type mime_type
e line_number — match
2 1024 match
no line_number
match

* mime_type — image\Jpeg, text\html, application/msword audio\mpeg
MIME MIME ACE
MIME
MIME

MIME
application/msexcel
application/mspowerpoint
application/msword
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application/octet-stream
application/pdf
application/postscript
application/x-gzip
application/x-java-archive
application/x-java-vm
application/x-messenger
application/zip

audio/*

audio/basic

audio/midi

audio/mpeg
audio/x-adpcm
audio/x-aiff

audio/x-ogg
audio/x-wav

image/*

image/gif

image/jpeg

image/png

image/tiff

image/x-3ds
image/x-bitmap
image/x-niff
image/x-portable-bitmap
image/x-portable-greymap
image/x-xpm

text/*

text/css

text/html
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text/plain
text/richtext
text/sgml
text/xmcd
text/xml
video/*
video/flc
video/mpeg
video/quicktime
video/sgi

video/x-fli

match header mime-type

. match header mime-type
. match header mime-type 1
MIME audio\midi audio\mpeg ACE

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# match header mime-type audio/midi
hostl/Admin (config-cmap-http-insp)# match header mime-type audio/mpeg

MIME

hostl/Admin (config-cmap-http-insp)# no match header mime-type
audio/midi
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HTTP
match port-misuse ACE HTTP

p2p
80
HTTP

match port-misuse

[line_number] match port-misuse application_category

e line_number — match
no line_number
match
¢ application_category — HTTP
application_category
im — ACE

Yahoo Messenger

p2p —
Kazza Gnutella

tunneling —
HTTPort/HTTHost GNU Httptunnel  Firethru

match port-misuse

. match port-misuse

. match port-misuse 1
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L]
HTTP
ACE
e ACE match port-misuse
HTTP ACE
HTTP
hostl/Admin (config)# class-map type http inspect HTTP_INSPECT L7CLASS
hostl/Admin (config-cmap-http-insp)# match port-misuse p2p
HTTP
hostl/Admin (config-cmap-http-insp)# no match port-misuse p2p
HTTP
ACE match
request-method RFC 2616
HTTP
HTTP
ACE HTTP

match request-method

[line_number] match request-method {ext method | rfc method}

e line_number — match
2 1024 match
no line_number
match
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e ext method — HTTP RFC RFC 2616
HTTP ACE
ACE HTTP
copy edit getattr getattrname getprops index
lock mkdir move revadd revlabel revliog revhum save setattr startrev
stoprev unedit unlock

¢ rfc method — RFC RFC 2616 HTTP
ACE RFC 2616 HTTP
connect delete get head options post put
trace

match request-method

. match request-method
o match request-method 1

. HTTP inspect http strict
3 4

e ACE match request-method
ACE
RFC 2616 HTTP

HTTP
connect get head index HTTP RFC 2616

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp) # match request-method rfc connect
hostl/Admin (config-cmap-http-insp)# match request-method rfc get
hostl/Admin (config-cmap-http-insp)# match request-method rfc head
hostl/Admin (config-cmap-http-insp)# match request-method ext index

RFC 2616 HTTP

hostl/Admin (config-cmap-http-insp)# no match request-method rfc
connect

Cisco Application Control Engine
| oL-11868-01-J




| 7 HTTP

HTTP
match transfer-encoding ACE HTTP

transfer-encoding general-header

HTTP
HTTP ACE
match transfer-encoding
[line_number] match transfer-encoding coding_types
e line_number — match
2 1024 match
no line_number
match
e coding_types — HTTP coding_types
chunked —
compress — UNIX compress
Lempel-Ziv-Welch LZW
deflate — RFC 1951
RFC 1950 .zlib
gzip — RFC 1952 GNU zip
Lempel-Ziv 32 CRC
Lz77
identity —
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match transfer-encoding
o match transfer-encoding
. match transfer-encoding 1
e ACE match transfer-encoding
HTTP ACE

HTTP

hostl/Admin (config)# class-map type http inspect HTTP_INSPECT L7CLASS
hostl/Admin (config-cmap-http-insp)# match transfer-encoding chunked

HTTP

hostl/Admin (config-cmap-http-insp)# no match transfer-encoding chunked

HTTP URL

match url URL HTTP
HTTP
URL

match url

[line_number] match url expression
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e line_number — match
2 1024 match
no line_number
match
* expression — URL URL URL 1
255 www.hosthame.domain URL match
URL  www.anydomain.com/latest/whatsnew.html
/latest/whatsnew.html www.anydomain.com
URL URL ACE
3-5

URL :
(] \

WWW.XYZ.com www][.]xyz[.]Jcom

URL
7

hostl/Admin (config)# class-map type http inspect HTTP_INSPECT_ L7CLASS
hostl/Admin (config-cmap-http-insp)# match url whatsnew/latest.*

gif .html

hostl/Admin (config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

hostl/Admin (config-cmap-http-insp)# match url .*.gif
hostl/Admin (config-cmap-http-insp)# match url .*.html

URL

hostl/Admin (config-cmap-http-insp)# no match url .*.gif
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HTTP URL
match url length ACE
URL ACE HTTP
7HTTP

match url length

[line_number] match url length {eq bytes | gt bytes | It bytes | range bytes1 bytes 2}

e line_number — match
2 1024 match
no line_number
match
¢ eq bytes— ACE HTTP URL
ACE HTTP URL
1 65535
e gt bytes — ACE HTTP URL
ACE
HTTP URL 1
65535
e It bytes — ACE HTTP URL
ACE
HTTP URL 1
65535
e range bytesl bytes2 — ACE HTTP URL
ACE URL
1 65535
10000 URL
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hostl/Admin (config)# class-map type http inspect HTTP_INSPECT_ L7CLASS
hostl/Admin (config-cmap-http-insp)# match url length eqg 10000
URL
hostl/Admin (config-cmap-http-insp)# no match url length eqg 10000
7 HTTP
7THTTP
7
HTTP
7HTTP 3
4 VLAN
3 4
o THTTP
. THTTP
. 7
match
o 7HTTP
. 7HTTP
7 HTTP

policy-map type inspect http
7 HTTP

policy-map type inspect http all-match map_name
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e http all-match — ACE HTTP
ACE

* map_hame — 64

7THTTP

host/Admin(config)# policy-map type inspect http all-match
HTTP_INSPECT_ L7POLICY
host/Admin (config-pmap-ins-http) #

CLI

7THTTP ACE

hostl/Admin (config)# no policy-map type inspect http all-match
HTTP_INSPECT_ L7POLICY

7HTTP

description 7HTTP

description

description text

text
240

HTTP
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hostl/Admin (config-pmap-ins-http)# description HTTP protocol deep

inspection of incoming traffic

hostl/Admin (config-pmap-ins-http)# no description

7 match
7 match
1
7 match 7
match match
7 1 match
Y
match 7HTTP

match name match_statement [insert-before map_name]

e name — match
match
64
L7 POLICY 9 match
55 64-9=55
e match_statement —
7HTTP
match
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e insert-before map_name — match

HTTP match

match name content expression [offset number]
match name content length {eq bytes | gt bytes | It bytes | range bytesl bytes 2}
match name content-type-verification

match name cookie secondary [name cookie_name | prefix prefix_name] value
expression

match name header {header_name | header_field} header-value expression

match name header length {request | response} {eq bytes | gt bytes | It bytes | range
bytesl bytes 2}

match name header mime-type mime_type

match name port-misuse application_category

match name request-method {ext method | rfc method}
match name strict-http

match name transfer-encoding coding_types

match name url expression

match name url length {eq bytes | gt bytes | It bytes | range bytes1 bytes 2}

match 7HTTP
match content-type-verification match strict-http 7
policy-map type inspect http match
2 7 HTTP
match
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2 match HTTP

e match content-type-verification — MIME
MIME match
ACE HTTP MIME
MIME MIME
MIME
ACE 7
permit reset
Y
MIME HTTP
HTTP
ACE

e match strict-http — HTTP

RFC RFC 2616 HTTP

ACE 7
permit reset
match 7HTTP
host/Admin (config-pmap-ins-http)# match L7httpinspect port-misuse p2p
7 HTTP

class class-map

class map_name
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map_name
class-map
64

CLI

hostl/Admin (config-pmap-ins-http)# class HTTP_INSPECT_ L7CLASS
hostl/Admin (config-pmap-ins-http-c)#

hostl/Admin (config-pmap-ins-http)# no class HTTP_INSPECT_ L7CLASS

insert-before ACE insert-before

class map_namel insert-before map_name2

e class map_namel — class-map
64

e insert-before map_name2 — map_name2
64

insert-before 2

hostl/Admin (config-pmap-ins-http)# class HTTP_INSPECT_ L7CLASSMAP2
insert-before HTTP_INSPECT L7CLASS
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class-default
class class-default

ACE class class-default
class-default
match any
~
HTTP
class class-default HTTP

class class-default

hostl/Admin (config-pmap-ins-http)# class class-default
hostl/Admin (config-pmap-ins-http-c)#

CLI
7 HTTP
ACE HTTP
HTTP GET PUT
HTTP
ACE permit
reset permit reset 1
match

7THTTP

{permit | reset}
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e permit — HTTP
match HTTP
ACE HTTP
e reset — TCP
HTTP
7HTTP

hostl/Admin (config)# policy-map type inspect http all-match
HTTP_DEEPINSPECT L7POLICY

hostl/Admin (config-pmap-ins-http)# class http_check
hostl/Admin (config-pmap-ins-http-c)# permit

HTTP

hostl/Admin (config-pmap-ins-http)# no class http_check

HTTP 7HTTP

7THTTP
reset class class-default
7THTTP
ACE
class-default HTTP GET
class class-default

HTTP
class class-default HTTP
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7 SCCP
7 SCCP
CLI SCCP skinny
7 ACE SCCP
ID
Y
4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex
o 7 match
. 7 match
. 7
. 7
. 7 SSL URL
o 7 SCCP
. 7 SCCP
. 7SCCP match
o 7 SCCP
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7 SCCP

policy-map type inspect skinny
7 SCCP

policy-map type inspect skinny name

map_name 64

7 SCCP

hostl/Admin (config)# policy-map type inspect skinny
SCCP_INSPECT_L7POLICY
hostl/Admin (config-pmap-ins-skinny) #

7 SCCP

hostl/Admin (config)# no policy-map type inspect skinny
SCCP_INSPECT_L7POLICY

7 SCCP

Skinny
description 7 SCCP

description

hostl/Admin (config-pmap-ins-skinny)# description this is an SCCP
inspection policy map
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hostl/Admin (config-pmap-ins-skinny)# no description

7 SCCP match

Skinny match message-id

match 7 1
match

match name message-id {numberl {insert-before map_name} | range {number2

number3}}
* name — match
match
64
L7 _POLICY 9 match

55 64 -9=55
e message-id — SCCP StationMessagelD
e numberl — SCCP ID 0 65535
e insert-before map_name — match
e range {number2 number3} — SCCP ID

0 65535
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7 SCCP

Cisco Application Control Engine

7 SCCP |

match 7 SCCP

hostl/Admin (config-pmap-ins-skinny)# match SCCP_MATCH message-id range
100 500
hostl/Admin (config-pmap-ins-skinny-m) #

match

hostl/Admin (config-pmap-ins-skinny)# no match SCCP_MATCH message-id
range 100 500

ACE SCCP SCCP
SCCP
match reset
Skinny
1 match
reset
reset ACE match
SCCP
ACE  match message-id SCCP

hostl/Admin (config)# policy-map type inspect sccp
SCCP_INSPECT_L7POLICY

hostl/Admin (config-pmap-ins-skinny)# match SCCP_MATCH message-id range
100 500

hostl/Admin (config-pmap-ins-skinny-m)# reset

7 SCCP

hostl/Admin (config-pmap-ins-skinny-m)# no reset
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7 SIP
7 SIP
7 SIP
ACE
SIP URI SIP
ACE
A
4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex
. 7 match
. 7 match
o 7
. 7
. 7 SSL URL
. 7 SIP
. 7 SIP
7 SIP
SIP 7
. 7 SIP
. 7 FTP
e SIPTo
e SIP From

Il Cisco Application Control Engine
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7 SIP | |

e SIP

e SIP Instant Messaging
e SIP

e SIP

e SIP

e SIPURI

7 SIP

class-map type sip inspect
7SIP

class-map type sip inspect [match-all | match-any] map_name

e match-all | match-any —

ACE SIP
match
match-all — 7 SIP
AND match-all
SIP match
SIP URI SIP SIP
match-all
URL SIP
match-all
match-any — 7SIP
1
OR  match-any 7 SIP
match ACE
SIP URI SIP SIP
match-any
URL SIP
SIP match-any

Cisco Application Control Engine
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| 7SIP

match uri sip length

2 1 match uri sip
length  match uri tel length 1
* map_name — 64
CLlI SIP
ACE SIP
1 7

e match called-party —  SIP To

e match calling-party — SIP From

e match content—  SIP

e match im-subscriber —  SIP Instant Messaging
e match message-path —  SIP

e match request-method —  SIP

e match third-party-registration — SIP

e matchuri— SIP URI
match
SIP_INSPECT_L7CLASS
7 SIP
ACE

hostl/Admin (config)# class-map type sip inspect match-all
SIP_INSPECT L7CLASS

hostl/Admin (config-cmap-sip-insp)# match calling-id .*ABC123
hostl/Admin (config-cmap-sip-insp)# match im-subscriber JOHN_Q PUBLIC
hostl/Admin (config-cmap-sip-insp)# match content type sdp
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7 SIP

ACE SIP

hostl/Admin (config)# no class-map type sip inspect match-any
SIP_INSPECT_ L7CLASS

7 FTP

SIP
description 7

description text

text 240

hostl/Admin (config-cmap-sip-insp)# description SIP inspection class
map

hostl/Admin (config-cmap-sip-insp)# no description

SIP To

SIP To URI
SIP ACE
SIP
SIP
match called-party

[line_number] match called-party expression

Cisco Application Control Engine
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| 7SIP

e line_number — match
2 1024 match
no line_number
match
e expression — To URI 1
255 ACE

header-name: expression

3-5

?
[]
WWW.XYZ.com www/[.]xyz[.]Jcom
\ . ?
SIP To

hostl/Admin (config-cmap-sip-insp)# match called-party
sip:some-user@somenetwork.com

match

hostl/Admin (config-cmap-sip-insp)# no match called-party
sip:some-user@somenetwork.com
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7SIP
SIP From
SIP From URI
SIP ACE
SIP
SIP
match calling-party
[line_number] match calling-party expression
e line_number — match
2 1024 match
no line_number
match
e expression — SIP From URI
1 255 ACE

header-name: expression

3-5

?
[]
WWW.XYZ.com www/[.]Jxyz[.]Jcom
\ . ?
SIP From

hostl/Admin (config-cmap-sip-insp)# match calling-party
sip:this-user@thisnetwork.com;tag=745g8
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| 7SIP
match

hostl/Admin (config-cmap-sip-insp)# no match calling-party

sip:this-user@thisnetwork.com;tag=745g8
SIP

SIP
ACE ACE
SIP
SIP match content

[line_number] match content {length gt number} | {type sdp | expression}

e line_number — match
2 1024 match
no line_number
match

e length — SIP
° gt_

e number — ACE SIP 0
65534
ACE

° type R
e sdp— Session Description Protocol
SDP

* expression — SIP
1 255
ACE
3-5
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7 SIP | |

WWW.XyZ.com
\

[]

www[.]xyz[.]Jcom

4000
ACE

SIP

hostl/Admin (config)# class-map type sip inspect match-all

SIP_INSP_CLASS

hostl/Admin (config-cmap-sip-insp)# match content length gt 200

hostl/Admin (config)# policy-map type inspect sip all-match

SIP_INSP_POLICY

hostl/Admin (config-pmap-ins-sip)# class SIP_INSP_CLASS
hostl/Admin (config-pmap-ins-sip-c)# deny

match

hostl/Admin (config-cmap-sip-insp)# no match content length gt 200

SIP Instant Messaging

SIP
im-subscriber

[line_number] match im-subscriber expression

e line_number —

Cisco Application Control Engine

2

match
IM SIP
match
1024 match
no line_number
match
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N 7SIP
e expression — IM 1 255
ACE
header-name: expression
3-5
A Y
?
[]
WWW.XYZ.cCom www[.]xyz[.]Jcom
?
hostl/Admin (config-cmap-sip-insp)# match im-subscriber John_Q Public
match
hostl/Admin (config-cmap-sip-insp)# no match im-subscriber
John_Q Public
SIP
SIP sSIp
ACE
SIP IP URI
ACE SIP VIA
regex VIA
SIP
SIP
SIP match message-path
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7 SIP

[line_number] match message-path expression

e line_number — match
2 1024 match
no line_number
match
e expression — SIP 1 255
ACE

header-name: expression

3-5
A
?
[]
WWW.XYZ.com www[.]Jxyz[.]Jcom
\ . ?

hostl/Admin (config-cmap-sip-insp)# match message-path
192.168.12.3:5060

match

hostl/Admin (config-cmap-sip-insp)# no match message-path
192.168.12.3:5060
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| 7SIP

SIP

SIP match
request-method SIP

[line_number] match request-method method_name

e line_number — match
2 1024 match
no line_number
match

e method_name — SIP

ack

bye
cancel
info
invite
message
notify
options
prack
refer
register
subscribe
unknown

update

Cisco Application Control Engine
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7 SIP | |

SIP /
unknown

INVITE SIP

hostl/Admin (config-cmap-sip-insp)# match request-method invite

match

hostl/Admin (config-cmap-sip-insp)# no match request-method invite

SIP
SIP From To
REGISTER
REGISTER DEREGISTER
DoS
ACE regex
ACE From To REGISTER
ID From
SIP
SIP

match third-party-registration

[line_number] match third-party-registration expression

Cisco Application Control Engine
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| 7SIP
e line_number — match
2 1024 match
no line_number
match
* expression — 1 255
ACE
header-name: expression
3-5
Y
?
[]
WWW.XYZ.com www/[.]Jxyz[.]Jcom
\ . ?

SIP SIP
hostl/Admin (config-cmap-sip-insp)# match third-party-registration
USER1

match
hostl/Admin (config-cmap-sip-insp)# no match third-party-registration
USER1
SIP URI

SIP URI Tel URI ACE SIP
URI
ID Tel URI SIP SIP
URI Tel URI RFC 2534 RFC 3966
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7 SIP | |

URI SIP SIP
match uri

[line_number] match uri {sip | tel} length gt value

e line_number — match
2 1024 match
no line_number
match

¢ sip—ACE SIPURI
e tel —ACE Tel URI

e length — SIP Tel URI
° gt__
e value — SIP URI Tel URI 0 254

hostl/Admin (config-cmap-sip-insp)# match uri sip length gt 100
match

hostl/Admin (config-cmap-sip-insp)# no match uri sip length gt 100

7 SIP
7SIP

SIP
7 SIP
3 4 VLAN

Cisco Application Control Engine
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N 7SIP
. 7 SIP
. 7 SIP
o 7SIP match
. 7 SIP
. 7 SIP
7 SIP
policy-map type inspect sip
7 SIP

policy-map type inspect sip all-match map_name

e sip all-match — ACE SIP
ACE

* map_name — 64

7 SIP

hostl/Admin (config)# policy-map type inspect sip all-match
SIP_INSPECT_L7POLICY
hostl/Admin (config-pmap-ins-sip) #

SIP

hostl/Admin (config)# no policy-map type inspect sip all-match
SIP_INSPECT_ L7POLICY
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7SIP ||
7 SIP
SIP
description 7 SIP
description
7 SIP
hostl/Admin (config-pmap-ins-sip)# description layer 7 sip inspection
policy
hostl/Admin (config-pmap-ins-sip)# no description
7 SIP match
7 match
1
7 match 7
match match
7 1 match
N
match 7 SIP

match

match name match_statement [insert-before map_name]

Cisco Application Control Engine
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| 7SIP

* name — match
match
64
L7 _POLICY 9 match
55 64 -9=55
e match_statement —
7 SIP match
¢ insert-before map_name — match
7 SIP match

match name called-party expression

match name calling-party expression

match name content {length gt number} | {type sdp | expression}
match name im-subscriber expression

match name message-path expression

match name request-method method_name

match name third-party-registration expression

match name uri {sip | tel} length gt value

match 7 SIP

match 7 SIP

host/Admin (config-pmap-ins-sip)# match sip_match called-party abcl23.*
host/Admin (config-pmap-ins-sip-m) #

match

host/Admin (config-pmap-ins-sip)# no match sip_match called-party
abcl23.*
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7SIP ||
7 SIP
SIP class
7 SIP 7
SIP
class map_name
map_name 7 SIP
64
7 SIP 7 SIP
host/Admin (config-pmap-ins-sip)# class SIP_INSPECT_L7CLASS
host/Admin (config-pmap-ins-sip-c)#
host/Admin (config-pmap-ins-sip)# no class SIP_INSPECT_ L7CLASS
7 SIP
ACE SIP SIP
SIP
SIP 1
match SIP

{{drop | permit | reset} [log]} | log

e drop— 1 match
SIP

Cisco Application Control Engine
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| 7SIP

e permit— 1 match
SIP ACE
* reset— 1 match
SIP TCP RESET
e log— 1 match
7 SIP
7 SIP

hostl/Admin (config)# policy-map type inspect sip first-match
SIP_INSPECT_ L7POLICY

hostl/Admin (config-pmap-ins-sip)# class SIP_INSPECT_L7CLASS
hostl/Admin (config-pmap-ins-sip-c)# drop

1 match 7
SIP

hostl/Admin (config)# policy-map type inspect sip first-match
SIP_INSPECT_ L7POLICY

hostl/Admin (config-pmap-ins-sip)# match SIP_MATCH calling-party
123abc.*

hostl/Admin (config-pmap-ins-sip-m)# drop

7 SIP

hostl/Admin (config-pmap-ins-sip-m)# no drop
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3 4 ||
3 4 ACE
3 4 3
AHTTP FTP
ACE
DNS FTP HTTP ICMP ILS RTSP SCCP
SIP
. 3 4
. 3 4

A2(1.0) ACE

ACE STANDBY_COLD
Cisco Application Control Engine Module
Administration Guide

match . .. any class-default
ACE

Cisco Application Control Engine
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switch/Admin (config)# class-map match-all TCP_ANY
switch/Admin (config-cmap)# match port tcp any

switch/Admin (config)# policy-map multi-match FTP_POLICY
switch/Admin (config-pmap)# class TCP_ANY

switch/Admin (config-pmap-c)# inspect ftp

Error: This class doesn't have tcp protocol and a specific port

match ACL

e match port tcp any

e match port udp any

e match port tcp range 0 65535

e match port udp range 0 65535

e match virtual-address 192.168.12.15 255.255.255.0 any

e match virtual-address 192.168.12.15 255.255.255.0 tcp any
e access-list acll line 10 extended permit ip any any

HTTP FTP RTSP Skinny ILS
TCP

hostl/Admin (config)# class-map match-all L4_CLASS
hostl/Admin (config-cmap) # match port tcp eq www

SIP
TCP UDP

hostl/Admin (config)# class-map match-all L4_CLASS
hostl/Admin (config-cmap)# match port tcp eq 124

hostl/Admin (config-cmap) # match port udp eqg 135
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DNS
UDP

hostl/Admin (config)# class-map match-all L4_CLASS
hostl/Admin (config-cmap)# match port udp eq domain

ICMP ICMP

hostl/Admin (config)# access-list ACL1l extended permit icmp
192.168.12.15 255.255.255.0 192.168.16.25 255.255.255.0 echo

hostl/Admin (config)# class-map match-all L4_CLASS
hostl/Admin (config-cmap)# match access-list ACL1

class-map 3
4 ACE

1 match

match-all match-any
ACE match

class-map [match-all | match-any] map_name

e match-all | match-any —
3 4
match

Cisco Application Control Engine
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4
match-all —
match
match-any — 1
match
* map_name — 64
CLI ACE
1
e description — 3 4
* match access-list —
e match port — TCP/UDP
3 4
o match access-list match port
o inspect
IP ACE
3-1
3 4

hostl/Admin (config)# class-map match-all DNS_INSPECT_ L4CLASS
hostl/Admin (config-cmap)# description DNS application protocol
inspection of incoming traffic

hostl/Admin (config-cmap) # match port udp eq domain

Cisco Application Control Engine
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ACE 3 4

hostl/Admin (config)# no class-map match-all DNS_INSPECT_L4CLASS

. 3 4
e TCP/UDP
3 4
description 3 4
description

description text

text 240

DNS

hostl/Admin (config)# class-map DNS_INSPECT_L4CLASS
hostl/Admin (config-cmap)# description DNS application protocol
inspection of incoming traffic

hostl/Admin (config-cmap)# no description

Cisco Application Control Engine
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u 3 4
match access-list 3 4
permit
deny ACE
1
ACL IP
ACE
match access-list
[line_number] match access-list identifier
e line_number — match
2 255 match
no line_number
match
e identifier —
64
1 match access-list
match access-list match port

INBOUND_ACL1

hostl/Admin (config)# class-map match-any DNS_INSPECT L4CLASS
hostl/Admin (config-cmap) # match access-list INBOUND_ACL1
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hostl/Admin (config-cmap)# no match access-list inboundacll

TCP/UDP

match port TCP/UDP
3 4

match port

[line_number] match port {tcp | udp} {any | eq {port_number} | range portl port2}

e line_number — match
2 255 match
no line_number
match
e tcp|udp—TCP UDP
any — TCP/UDP eq
range any

eq port_number — TCP/UDP

0 65535 0
ACE 3-7
Well-known TCP 3-8 Well-known UDP
range portl port2 — TCP/UDP
0 65535 0
ACE
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3-7 Well-known TCP

domain 53 Domain Name System DNS;

ftp 21 File Transfer Protocol FTP;

ftp-data |20

http 80 Hypertext Transfer Protocol HTTP;

https 443 HTTP over SSL

irc 194

matip-a  |350 Matip A

nntp 119

pop2 109 POP v2

pop3 110 POP v3

rtsp 554 Real Time Streaming Protocol

sip 5060 Session Initiation Protocol

skinny 2000 Cisco Skinny Client Control Protocol SCCP
smtp 25 Simple Mail Transfer Protocol SMTP;
sunrpc 111 Sun RPC
telnet 23 Telnet

WWwW 80 WWW

xot 1998 X25 over TCP

3-8 Well-known UDP

domain 53 Domain Name System DNS;
sip 5060 Session Initiation Protocol
wsp 9200 Connectionless Wireless Session Protocol WSP
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3-8 Well-known UDP
wsp-wtls 9202 WSP
Wsp-wtp 9201 WSP
wsp-wtp-wtls 9203 WSP
1
match access-list match port

23 Telnet

hostl/Admin (config)# class-map DNS_INSPECT_L4CLASS

hostl/Admin (config-cmap)# match port tcp eq 23

TCP/UDP

hostl/Admin (config-cmap)# no match port tcp eq 23

HTTP

Cisco Application Control Engine
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u 3 4
3 4
policy-map multi-match
3 4
ACE 3 4
1 1
ACE
ACE
policy-map multi-match map_name
map_name 64

hostl/Admin (config)# policy-map multi-match HTTP_INSPECT L4POLICY
hostl/Admin (config-pmap) #

CLI
ACE 3 4

hostl/Admin (config)# no policy-map multi-match HTTP_ INSPECT_ L4POLICY

3 4
description 3 4
description
description text
text 240
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DNS

hostl/Admin (config-pmap)# description DNS application protocol
inspection of incoming traffic

hostl/Admin (config-pmap)# no description

class class-map

class map_name

map_name
class-map
64

CLI

hostl/Admin (config-pmap)# class HTTP_INSPECT_ L4CLASS
hostl/Admin (config-pmap-c) #

hostl/Admin (config-pmap)# no class HTTP_INSPECT_L4CLASS

insert-before ACE insert-before

Cisco Application Control Engine
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class map_namel insert-before map_name2

e class map_namel — class-map
64

¢ insert-before map_name2 — map_name2
64

insert-before 2

hostl/Admin (config-pmap-c)# 5 class FTP_INSPECT_L4CLASS insert-before
HTTP_INSPECT_ L4CLASS

3 4 class-default
class class-default

ACE
class class-default
class-default
match any

class class-default

hostl/Admin (config-pmap)# class class-default
hostl/Admin (config-pmap-c) #

CLI
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oL-11868-01-J |



inspect
3 4 HTTP
FTP

ACE
DNS FTP HTTP ICMP
ILS RTSP SCCP SIP

7
7
e ACE 7HTTP
policy-map type inspect
http 7 7HTTP
7THTTP
3 4 inspect http
e FTP policy-map type
inspect ftp 7 7
FTP 7
FTP 3 4 inspect ftp
7 3 4
7
3 4
1 VLAN
VLAN
3 4 7
Y
7THTTP FTP
ACE 3 4 HTTP FTP
ACE
strict HTTP
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inspect dns [maximum-length bytes]

inspect ftp [strict policy namel | sec-param conn_parammap_name1]
inspect http [policy name4 | url-logging]

inspect icmp [error]

inspect ils

inspect rtsp [sec-param conn_parammap_name3]

inspect sip [sec-param conn_parammap_name4] [policy name5]

inspect skinny [sec-param conn_parammap_name5] [policy name6]

e dns — DNS DNS
UDP
DNS
DNS DNS UDP
DNS ACE DNS
maximum-length bytes — DNS
512 65536
ACE DNS
e ftp—FTP ACE FTP
strict — RFC
FTP
strict FTP FTP
FTP
USER ACE FTP 530
331 FTP
FTP FTP
ACE  SYST FTP
215
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3 4 n
sec-param conn_parammap_namel — FTP
Y
7 ACE 3
4 FTP
policy namel — 7FTP
ACE
7FTP 64
FTP
inspect ftp
e http—HTTP HTTP
ACE
policy name4 — 7HTTP
ACE 7HTTP
7 ACE
RFC 64
Y
7 ACE
3 4 HTTP
RFC
url-logging — 3 4
URL / IP
URL
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| 3 4
e icmp— ICMP ICMP
TCP UDP
ICMP
* error— ICMP NAT ACE NAT
ICMP
ACE IP
e ils — Internet Locator Service ILS
* rtsp — RTSP RTSP
RealAudio RealNetworks Apple QuickTime 4 RealPlayer Cisco IP/TV
ACE TCP 554 UDP
200 OK
® sec-param conn_parammap_name3 — RTSP
e sip — Session Initiation Protocol  SIP
SIP
ACE
ACE
IP
NAT
sec-param conn_parammap_name4 — SIP
policy name5 — 7 SIP
7
SIP
ACE 7
ACE
RFC 64
)
7 ACE
3 4 SIP
RFC
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e skinny — Cisco Skinny Client Control Protocol SCCP
SCCP  Cisco CallManager  Cisco VolP Phone

ACE SCCP

NAT

policy name6 — 7 SCCP
ACE
64
Y
7
3 4 SCCP

RFC

sec-param conn_parammap_name5 — SCCP

HTTP
inspect http

hostl/Admin (config)# policy-map multi-match HTTP_INSPECT L4POLICY

hostl/Admin (config-pmap)# class HTTP_INSPECT_ L4CLASS
hostl/Admin (config-pmap-c)# inspect http policy
HTTP_DEEPINSPECT_ L7POLICY

DNS
inspect dns

hostl/Admin (config)# policy-map multi-match DNS_INSPECT L4POLICY

hostl/Admin (config-pmap)# class DNS_INSPECT L4CLASS
hostl/Admin (config-pmap-c)# inspect dns 1000
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FTP
inspect ftp

hostl/Admin (config)# policy-map multi-match FTP_INSPECT L4POLICY
hostl/Admin (config-pmap)# class FTP_INSPECT L7CLASS

hostl/Admin (config-pmap-c)# inspect ftp strict policy
FTP_INSPECT_L7POLICY

hostl/Admin (config-pmap-c)# exit

hostl/Admin (config) #

hostl/Admin (config-pmap-c)# no inspect dns 1000
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DNS
3 4 DNS
appl-parameter
DNS 3 4
DNS DNS
parameter-map type dns
parameter-map type dns name
name 32

DNS_PARAMMAP

hostl/Admin (config) # parameter-map type dns DNS_PARAMMAP
hostl/Admin (config-parammap-dns) #

DNS

hostl/Admin (config)# no parameter-map type dns DNS_PARAMMAP

e DNS
e DNS 3 4
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W Dns
DNS
4 inspect dns DNS
3 4
ACE DNS
ACE DNS
ACE
ACE
DNS
UDP ACE 2 UDP
DNS
UDP 4
TCP/IP IP
ACE UDP DNS UDP
10
DNS
timeout query
timeout query number
number ACE
2 120
10

DNS

20

hostl/Admin (config)# parameter-map type dns DNS_PARAMMAP

hostl/Admin (config-parammap-dns) # timeout query 20

Il Cisco Application Control Engine
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DNS | |

10

hostl/Admin (config)# parameter-map type dns DNS_PARAMMAP
hostl/Admin (config-parammap-dns) # no timeout query 20

DNS 3 4

appl-parameter dns
advanced-options DNS 3
4

appl-parameter dns advanced-options name

name DNS
DNS DNS
64
DNS
DNS
DNS_PARAMMAP DNS L4 POLICY 3
4

hostl/Admin (config)# policy-map multi-match L4_POLICY
hostl/Admin (config-pmap)# class L4_CLASS

hostl/Admin (config-pmap-c)# appl-parameter dns advanced-options
DNS__PARAMMAP

4 DNS

hostl/Admin (config)# policy-map multi-match L4_POLICY

hostl/Admin (config-pmap)# class L4_CLASS

hostl/Admin (config-pmap-c)# no appl-parameter dns advanced-options
DNS_PARAMMAP
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W HTTP
3
4HTTP
appl-parameter HTTP
3 4
HTTP HTTP
parameter-map type http
parameter-map type http name
name 32

HTTP

[ ]

. HTTP

. HTTP

e HTTP 3 4

ACE CLI
HTTP HTTP
case-insensitive
case-insensitive CLI

o HTTP
* URL
o HTTP

Cisco Application Control Engine
oL-11868-01-J |




HTTP

case-insensitive

hostl/Admin (config-parammap-http)# case-insensitive

hostl/Admin (config-parammap-http)# no case-insensitive

HTTP

HTTP
set header-maxparse-length HTTP

set header-maxparse-length bytes

bytes HTTP 1 65535
2048

HTTP 8192

hostl/Admin (config-parammap-http)# set header-maxparse-length 8192

HTTP 2048

hostl/Admin (config-parammap-http)# no set-header maxparse-length
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W HTTP
HTTP
HTTP
set content-maxparse-length HTTP
set content-maxparse-length bytes
bytes HTTP 1 65535
4096
8192
hostl/Admin (config-parammap-http)# set content-maxparse-length 8192
4096

hostl/Admin (config-parammap-http)# no set content-maxparse-length

HTTP 3 4
appl-parameter http
advanced-options HTTP 3

4

appl-parameter http advanced-options name

name HTTP
HTTP HTTP
64
HTTP
HTTP
appl-parameter http advanced-options HTTP

Cisco Application Control Engine
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HTTP

hostl/Admin (config)# policy-map multi-match HTTP_INSPECT_ L4POLICY
hostl/Admin (config-pmap)# class HTTP_INSPECT_ L4CLASS

hostl/Admin (config-pmap-c)# appl-parameter http advanced-options
HTTP_PARAM MAP1l

HTTP HTTP

hostl/Admin (config-pmap-c)# no appl-parameter http advanced-options
HTTP_PARAM MAP1
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W sccp
3
4 Skinny Client Control Protocol SCCP
appl-parameter SCCP 3
4
e SCCP
e SCCP
. ID
e SCCP /
e SCCP 3
SCCP
ACE SCCP
e ACE Cisco CallManager CCM IP Phone ACE
TFTP
TFTP
. CCM IP IP NAT
PAT ACE TFTP
NAT  PAT Cisco IP Phone
ACE TFTP
TFTP ACE Cisco IP
Phone CCM

Il Cisco Application Control Engine

OL-11868-01-J |



SCCP ||

SCCP

SCCP
parameter-map type skinny

parameter-map type skinny name

name 32

hostl/Admin (config)# parameter-map type skinny SCCP_PARAMMAP
hostl/Admin (config-parammap-skinny) #

hostl/Admin (config)# no parameter-map type skinny SCCP_PARAMMAP

ACE Skinny
ACE Skinny
CCM ACE
Skinny

enforce-registration

enforce-registration

Skinny

hostl/Admin (config-parammap-skinny)# enforce-registration

hostl/Admin (config-parammap-skinny)# no enforce-registration

Cisco Application Control Engine
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W sccp
ID
Skinny message-id max
ACE SCCP StationMessagelD
message-id max number
number ACE ID 16
0 4000 16
ID ACE
syslog
SCCP ID 0x3000
hostl/Admin (config-parammap-skinny)# message-id max 3000
ID 0x181
hostl/Admin (config-parammap-skinny)# no message-id max 3000
SCCP /
ACE SCCP ID
SCCP ACE
ACE
ACE Skinny
syslog
SCCP
Skinny sccp-prefix-len

sccp-prefix-len {max number | min number}
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SCCP

SCCP [ |
¢ max number — SCCP
4 4000 4
®* min number — SCCP 4 4000

SCCP

hostl/Admin (config-parammap-skinny)# sccp-prefix-len min 4

SCCP

hostl/Admin (config-parammap-skinny)# no sccp-prefix-len min 4

appl-parameter
skinny advanced-options SCCP
3 4

appl-parameter skinny advanced-options name

name SCCP
SCCP SCCP
64
SCCP
SCCP
appl-parameter skinny advanced-options SCCP

hostl/Admin (config) # policy-map multi-match SCCP_INSPECT L4POLICY
hostl/Admin (config-pmap)# class SCCP_INSPECT_ L4CLASS

hostl/Admin (config-pmap-c)# appl-parameter skinny advanced-options
SCCP_PARAM MAP1
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W sip

SCCP SCCP

hostl/Admin (config-pmap-c)# no appl-parameter skinny advanced-options
SCCP_PARAM MAP1

SIP

3
4 SIP
appl-parameter SIP
3 4

* SIP

e SIP

e SIP

e SIP SIP URI

e SIP 3 4
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SIP ||
SIP
ACE SIP
e SIP o= IP Session Description
Protocol SDP c= IP
ACE IP
IP 0=
SIP
e ACE SIP
PAT
SIP
REGISTER
SIP
SIP SIP
parameter-map type sip
parameter-map type sip name
name 32

hostl/Admin (config)# parameter-map type sip SIP_PARAMMAP
hostl/Admin (config-parammap-sip) #

hostl/Admin (config)# no parameter-map type sip SIP_PARAMMAP

Cisco Application Control Engine
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H srp
SIP

ACE SIP

SIP
timeout SIP
timeout sip-media number
number
1 65535 5

hostl/Admin (config)# parameter-map type sip SIP_PARAMMAP
hostl/Admin (config-parammap-sip) # timeout sip-media 3600

5
hostl/Admin (config-parammap-sip)# no timeout sip-media 3600
SIP IM
SIP im
IM
im

hostl/Admin (config)# parameter-map type sip SIP_PARAMMAP
hostl/Admin (config-parammap-sip)# im
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SIP ||
hostl/Admin (config-parammap-sip) # no im
S
IM ACE IM
Max-Forwards SIP
1 1
Max-Forwards 0 483 Too Many Hops

ACE  Max-Forwards
ACE  Max-Forwards

max-forward-validation

max-forward-validation {log} | {{drop | reset} [log]}

e log— ACE
e drop—ACE SIP
e reset—ACE SIP

Max-Forwards

hostl/Admin (config-parammap-sip) # max-forward-validation drop log

hostl/Admin (config-parammap-sip)# no max-forward-validation

Cisco Application Control Engine
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W sip

UA
UA
UA
ACE UA
UA
SIP software-version

software-version {log} | {mask [log]}

e log—ACE UA

e mask — ACE UA

UA ACE

hostl/Admin (config-parammap-sip) # software-version mask

ACE

hostl/Admin (config-parammap-sip)# no software-version mask

Cisco Application Control Engine
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SIP | |

ACE SIP
SIP
e From
e To
e Call-ID
e CSeq
* Via
e Max-Forwards

SIP ACE
ACE RFC 3261

SIP ACE
SIP
strict-header-validation

strict-header-validation {log} | {{drop | reset} [log]}

e log— ACE
e drop—ACE SIP
e reset— ACE

ACE

hostl/Admin (config-parammap-sip)# strict-header-validation
drop-connection log

hostl/Admin (config-parammap-sip) # no strict-header-validation
drop-connection log
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H sp
SIP SIP URI
SIP uri-non-sip
SIP SIP URI
uri-non-sip {log} | {mask [log]}
e log—ACE SIP URI
e mask —ACE SIP URI
SIP SIP URI
hostl/Admin (config-parammap-sip) # uri-non-sip log
SIP SIP URI
hostl/Admin (config-parammap-sip)# no uri-non-sip log
SIP 3 4

appl-parameter sip
advanced-options SIP

appl-parameter sip advanced-options name
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sip
name SIP
SIP SCCP
64
SIP
SIP
appl-parameter http advanced-options SIP

hostl/Admin (config)# policy-map multi-match SIP_INSPECT L4POLICY
hostl/Admin (config-pmap)# class SIP_INSPECT L4CLASS

hostl/Admin (config-pmap-c)# appl-parameter sip advanced-options
SIP_PARAM MAP1l

SIP SIP

hostl/Admin (config-pmap-c)# no appl-parameter sip advanced-options
SIP_PARAM MAP1l
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service-policy

. VLAN
VLAN

service-policy

VLAN
VLAN
service-policy input policy_name
e input — VLAN
¢ policy_name — policy-map
64
VLAN VLAN

hostl/Admin (config)# interface vlan 50

hostl/Admin (config-if)# ip address 172.16.1.100 255.255.255.0
hostl/Admin (config-if)# service-policy input FTP_INSPECT_ L4POLICY
hostl/Admin (config-if)# service-policy input HTTP_INSPECT L4POLICY
hostl/Admin (config-if)# service-policy input DNS_INSPECT_ L4POLICY

VLAN

hostl/Admin (config)# service-policy input FTP_INSPECT L4POLICY
hostl/Admin (config)# service-policy input HTTP_INSPECT_ L4POLICY
hostl/Admin (config)# service-policy input DNS_INSPECT L4POLICY
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VLAN

hostl/Admin (config-if)# no service-policy input DNS_INSPECT_L4POLICY

VLAN

hostl/Admin (config)# no service-policy input DNS_INSPECT_ L4POLICY

VLAN
VLAN
ACE
VLAN
VLAN
e VLAN
N 1
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HTTP
. 7FTP

7 HTTP

HTTP
ACE

VLAN

html

HTTP
HTTP
URL

4 DNS

HTTP M

HTTL

400
BAD

ACL

Il Cisco Application Control Engine
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access-1list ACL1 extended permit tcp any any eq http

rserver host SERVERL
ip address 192.168.252.245
inservice

rserver host SERVER2
ip address 192.168.252.246
inservice

rserver host SERVER3
ip address 192.168.252.247
inservice

serverfarm host SFARM1

probe HTTP

rserver SERVER1
inservice

rserver SERVER2
inservice

rserver SERVER3
inservice

class-map match-all L4_FILTERHTTP_CLASS
2 match access-list ACL1
class-map type http inspect match-all L7_FILTERHTML1l CLASS
2 match header Accept header-value “html”
3 match header length request gt 400
class-map type http inspect match-all L7_FILTERHTML2_ CLASS
2 match url BAD
policy-map type loadbalance first-match L7_HTTP-LB-HTTP_POLICY
class class-default
serverfarm SFARM1
policy-map type inspect http all-match L7_FILTERHTML_ POLICY
class L7_FILTERHTML1l_ CLASS
permit
class L7_FILTERHTML2_ CLASS
reset
policy-map multi-match L4_FILTER POLICY
class L4_FILTERHTTP_CLASS
inspect http policy L7_FILTERHTML_ POLICY

interface vlan 50
access-group input ACL1
ip address 192.168.1.100 255.255.255.0
service-policy input L4_FILTER POLICY
no shutdown
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7 FTP

ACE

USER

FTP
e SYST

. FTP
. FTP

access-1list ACL1 line 10

rserver host
ip address
inservice
rserver host
ip address
inservice
rserver host
ip address

SERVER1

192.168.252.

SERVER2
192.168.252

SERVER3

192.168.252.

inservice

serverfarm host SFARM1

probe FTP

rserver SERVER1
inservice

rserver SERVER2
inservice

rserver SERVER3
inservice

class-map

2 match
match
match
match
match
match
match
match

request-method
request-method
request-method
request-method
request-method
request-method
request-method
request-method

W oo U W

extended permit ip any any

.246

type ftp inspect match-any L7_FTP-MAX-DENY CLASS

appe
cdup
get
help
mkd
rmd
rnfr
rnto

10 match request-method site
11 match request-method stou
12 match request-method cwd

class-map
2 match
3 match
class-map
2 match

request-method
request-method

type ftp inspect match-any L7_FTP-MAX-DENY2_ CLASS

syst
user

match-all L4_FTP-VIP_CLASS
virtual-address 192.168.120.119 tcp range 3333 4444
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policy-map type loadbalance first-match L7_FTP-LB-SF-FTP_POLICY
class class-default
serverfarm SFARM1
policy-map type inspect ftp first-match L7_FTP-INSPSF-FTP_POLICY
class L7_FTP-MAX-DENY_ CLASS
deny
class L7_FTP-MAX-DENY2_ CLASS
mask-reply
policy-map multi-match L4_VIP_POLICY
class L4_FTP-VIP_CLASS
loadbalance vip inservice
loadbalance policy L7_FTP-LB-SF-FTP_POLICY
inspect ftp strict policy L7_FTP-INSPSF-FTP_POLICY

interface vlan 29
ip address 172.16.0.1 255.255.255.0
fragment chain 20
fragment min-mtu 68
nat-pool 1 192.168.120.71 192.168.120.71 netmask 255.255.255.0 pat
no shutdown
interface vlan 120
description Upstream VLAN_120 - Clients and VIPs
ip address 192.168.120.1 255.255.255.0
fragment chain 20
fragment min-mtu 68
access-group input ACL1
nat-pool 1 192.168.120.70 192.168.120.70 netmask 255.255.255.0 pat
service-policy input L4_VIP_POLICY
no shutdown
ip route 10.1.0.0 255.255.255.0 192.168.120.254
ip route 172.16.0.0 255.252.0.0 172.16.0.253
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DNS 3 4

ACE 3 4 DNS
DNS
UbP DNS
ACE DNS DNS

access-list ACL1 line 10 extended permit ip any any

class-map match-any L4_DNS-INSPECT_CLASS
description DNS application protocol inspection of incoming traffic
match port udp eq domain
policy-map multi-match L4_DNS-INSPECT_POLICY
class L4_DNS-INSPECT CLASS
inspect dns maximum length 1000

interface vlan 70
ip address 192.168.2.1 255.255.255.0
access-group input ACL1
service-policy input L4_DNS-INSPECT POLICY
no shutdown
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ACE CLI

o HTTP

HTTP
show stats inspect FTP HTTP

show stats inspect {ftp | http | rtsp}

hostl/Admin# show stats inspect http

B et +
o HTTP Inspect statistics -------- +
B et ittt PP PP P +
Total request/response 0

Total allow decisions 0

Total drop decisions 0

Total logging decisions 0
clear stats inspect HTTP

3-9 show stats inspect

Cisco Application Control Engine
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3-9 show stats inspect http

Total Request/Response ACE FTP HTTP RTSP
Total Allow Decisions ACE FTP HTTP RTSP
Total Drop Decisions ACE FTP HTTP RTSP
okpacket
Total Logging Decisions HTTP ACE
Syslog
HTTP
http
EXEC show service-policy
3 4

show service-policy

. VLAN

show service-policy policy_name [detail]

e policy_name —
64

Cisco Application Control Engine
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e detail —

ACE show service-policy

HTTP_INSPECT_L4POLICY

hostl/Admin# show service-policy HTTP_INSPECT_ L4POLICY
Status : ACTIVE

Description: HTTP protocol deep inspection of incoming traffic

Interface: vlan 40
service-policy: HTTP_INSPECT_L4POLICY
class: HTTP_INSPECT_LA4CLASS
inspect http:

curr conns : 0 , hit count : 0
dropped conns : 0
client pkt count : 0 , client byte count: 0

server pkt count : 0
L4 policy stats:
TotalReg/Resp: 0 TotalAllowed: 0
TotalDropped : 0 TotalLogged : 0
L7 policy: HTTP_INSPECT_L7POLICY, url logging: disabled
L7 policy stats: Total number of L7 rules 1
L7 class/match HTTP_INSPECT_L7CLASS: reset
TotalInspected : 0 TotalMatched: 0
TotalDroppedOnError: 0 TotalLogged : 0

, server byte count: 0

Cisco Application Control Engine
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FTP_INSPECT_L4POLICY

hostl/Admin# show service-policy FTP_INSPECT_ L4POLICY

Status : ACTIVE
Description: FTP command inspection of
Context Global Policy:
service-policy: FTP_INSPECT_ L4POLICY
class: class-default
inspect ftp:
strict ftp: ENABLED

curr conns : 0
dropped conns : 0
client pkt count 0 ,
server pkt count : 0 ,

L7 policy: FTP_INSPECT L4POLICY
TotalReplyMasked : 0

APP_INSPECT_L4POLICY

hit count

incoming traffic

client byte count: 0
server byte count: 0

TotalDropped: 0

hostl/Admin# show service-policy APP_INSPECT_ L4POLICY

Status : ACTIVE
Context Global Policy:
service-policy: APP_INSPECT_ L4POLICY
class: APP_INSPECT_LACLASS
inspect dns:
max length: 0
curr conns : 0
dropped conns : 0
client pkt count 0
server pkt count 0

’

’

clear service-policy policy_name

policy_name

hit count : 0

client byte count: 0

server byte count:

clear service-policy

0
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||
HTTP_INSPECT_L4POLICY

hostl/Admin# clear service-policy HTTP_INSPECT_ L4POLICY

3-10 show service-policy detail

3-10 show service-policy detail
Status VLAN

Active
Inactive
Description
Context Global Policy VLAN
Interface
VLAN ID

Service-Policy
Class
Inspect DNS DNS
Inspect HTTP HTTP
Inspect FTP FTP
Inspect ICMP ICMP
Inspect ILS ILS

Cisco Application Control Engine
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3-10 show service-policy detail

Inspect RTSP RTSP
Inspect SIP SIP
Inspect Skinny SCCP
Max Length DNS
Strict FTP ETP
FTP Enabled
Disabled
URL Logging HTTP
URL Enabled
Disabled
ICMP Error ICMP
ICMP Enabled
Disabled
Curr Conns
Hit Count ACE
Dropped Conns ACE

Client Pkt Count

Client Byte Count

Server Pkt Count

Server Byte Count

L4 Policy Stats

TotalReqg/Resp

Total Allowed

Total Dropped

Total Logged
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3-10 show service-policy detail

L7 Policy
ID
L7 Policy Stats 7
L7 Class/Match 7 HTTP

Total Inspected

Total Matched

Total Reply Masked |FTP SYST
FTP SYST

Total Dropped On
Error

TotalLogged

Cisco Application Control Engine
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CHAPTER I

TCP/IP
IP

Cisco Application Control Engine ACE
TCP/IP
IP

e TCP
o IP

e TCP/IP
s TCP/IP
» TCP/IP

. IP
« TCP/IP 1P

e TCP/IP UDP P SYN Cookie
e TCP/P uDP
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4 TCP/IP IP

W Tcp

ACE TCP

ACE
TCP ACE

4 1
TCP
ACE TCP
TCP ACE
TCP ACE
SYN
SYNACK
ACE TCP
ACE
. TCP
. TCP NULL SYN/FIN FIN/URG
TCP ACE
ACE
no normalization
normalization

ACE TCP TCP

Il Cisco Application Control Engine
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| 4 TCP/IP IP

P ||
TCP/IP
TCP ACE IP 3
ACE
IP IP
e ICMP
e IP
. maximum transmission unit; MTU
IP
ACE IP
IP Type of Service ToS;
set ip tos
IP

Cisco Application Control Engine
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4 TCP/IP IP |

W TCcPiP

TCP/IP

41 TCP
CLI
CLI
4-1
4-1 TCP/IP
1.
CLI
hostl/Admin# changeto C1
hostl/Cl#
C1
Cisco
Application Control Engine Module Virtualization Configuration Guide
2.
hostl/Cl# config
hostl/Cl (config)#
3. TCP/IP
hostl/Cl(config)# parameter-map type connection TCPIP_PARAM MAP
hostl/Cl (config-parammap-conn) #
4. TCP/IP

hostl/Cl (config-parammap-conn)# set timeout inactivity 2400
hostl/Cl (config-parammap-conn)# set ip tos 20

hostl/Cl (config-parammap-conn)# exit

hostl/Cl (config)#

Cisco Application Control Engine
oL-11868-01-J |




| 4 TCP/IP IP

TCP/IP | |

4-1 TCP/IP

5. 3 4TCP

hostl/Cl(config)# class-map match-any TCP_CLASS

hostl/Cl (config-cmap)# match destination-address 172.27.16.7
hostl/Cl(config-cmap)# match port tcp eq 21
hostl/Cl(config-cmap)# exit

6. 3 4

hostl/Cl(config)# policy-map multi-match TCPIP_POLICY
hostl/Cl(config-pmap)# class TCP_CLASS

hostl/Cl (config-pmap-c)# exit

hostl/Cl (config-pmap)# exit

7. TCP/IP

hostl/Cl (config-pmap-c)# connection advanced-options
TCPIP_PARAM MAP

hostl/Cl (config-pmap-c)# exit

hostl/Cl (config-pmap)# exit

8.
hostl/Cl(config)# interface vlan 50
hostl/Cl(config-if)# service-policy input TCPIP_POLICY
hostl/Cl(config-if)# exit

9. IP

hostl/Cl(config-if)# ip ttl 15
hostl/Cl(config-if)# ip options clear
hostl/Cl(config-if)# ip df allow
hostl/Cl (config-if)# exit
hostl/Cl(config)# exit

Cisco Application Control Engine
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4

TCP/IP

W TCcPiP

4-1 TCP/IP

10.
hostl/Cl#

copy

running-config

startup-config

11. TCP/IP

hostl/Cl#
hostl/Cl#
hostl/Cl#
hostl/Cl#

show
show
show
show

running-config
running-config
running-config
service-policy

policy-map
parameter-map
interface
name

Il Cisco Application Control Engine
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| 4 TCP/IP IP

TCP/IP u

TCP/IP

TCP/IP

connection

tcp advanced-options

e TCP/IP UDP ICMP

. ACE
e TCPSYN

e Nagle

. TCP

e ACE

e ACE TCP

e TCP
e ACK

e ACE TCP SYN
» ACE TCP

e ToS

Cisco Application Control Engine
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4 TCP/IP IP |

W TCcPiP

TCP/IP UDP ICMP
parameter-map type connection

TCP/IP  UDP ICMP

parameter-map type connection map_name

map_name 64

hostl/Cl(config)# parameter-map type connection TCPIP_PARAM MAP
hostl/Cl (config-parammap-conn) #

hostl/Cl(config)# no parameter-map type connection TCPIP_PARAM MAP

ACE

e Through-the-ACE connections — limit-resource conc-connections

e To-the-ACE connections — limit-resource mgmt-connections

Cisco Application Control Engine Module
Virtualization Configuration Guide

ACE

1 ACE

Cisco Application Control Engine
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| 4 TCP/IP

TCP/IP u

ACE

Cisco Application Control Engine Module Server Load-Balancing
Configuration Guide

rate-limit

rate-limit {connection numberl | bandwidth number2}

e connection numberl — 1
2 350000
e bandwidth number2 — 1

2 300000000

1 100000

hostl/Admin (config)# parameter-map type connection RATE-LIMIT
hostl/Admin (config-parammap-conn)# rate-limit connection 100000

ACE

hostl/Admin (config-parammap-conn)# no rate-limit connection 100000

1 5000000

hostl/Admin (config)# parameter-map type connection RATE-LIMIT
hostl/Admin (config-parammap-conn)# rate-limit bandwidth 50000000
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4 TCP/IP IP |

W TCcPiP

ACE

hostl/Admin (config-parammap-conn)# no rate-limit bandwidth 50000000

ACE TCP
TCP
32768
TCP
set tcp buffer-share
set tcp buffer-share number

number TCP

8192 262143

32768
ACE SSL 32 KB
32 KB

SSL

hostl/Cl (config-parammap-conn) # set tcp buffer-share 16384

32768

hostl/Cl (config-parammap-conn)# no set tcp buffer-share

Cisco Application Control Engine
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4 TCP/IP IP

TCP/IP u

Maximum Segment Size MSS; ACE 1
TCP

MSS MSS
set tcp

mss

set tcp mss min numberl max number2

e min numberl — ACE

0 65535 536 min number
max number 0 ACE
MSS
e max number2 — ACE
0 65535 1380 max
number min number 0
ACE MSS
7 ACE VLAN
MTU MSS
set tcp mss max ACE MSS ACE
VLAN MTU 40 TCP
MSS
set tcp mss max ACE
set tcp mss
min ACE
1200 400
1300 ACE 1200

Cisco Application Control Engine
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4 TCP/IP IP |

W TCcPiP

300
ACE 400
1380
MTU 1500
1380 +20TCP+20 1P +24 AH + 24 ESP_CIPHER + 12 ESP_AUTH + 20 IP =
1500
MSS ACE RFC793
536

1380 MSS MTU

1500 ACE

TCP
TCP
MSS 768
MSS 1500

hostl/Cl (config-parammap-conn)# set tcp mss min 768 max 1500

MSS 536 MSS
1380

hostl/Cl (config-parammap-conn)# no set tcp mss min 768 max 1500
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| 4 TCP/IP IP

TCP/IP
ACE
exceed-mss
MSS ACE

exceed-mss {allow | drop}
e allow — MSS
° drop — MSS

MSS ACE
hostl/Cl (config-parammap-conn) # exceed-mss allow
MSS ACE

hostl/Cl (config-parammap-conn) # no exceed-mss allow

TCP SYN

set tcp syn-retry
7 ACE TCP

set tcp syn-retry number

number SYN 1 6
4

TCP SYN 3

hostl/Cl (config-parammap-conn)# set tcp syn-retry 3

TCP SYN 4

hostl/Cl (config-parammap-conn)# no set tcp syn-retry

Cisco Application Control Engine
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4 TCP/IP IP |

W Tcrip
Nagle
Nagle
TCP
Nagle TCP acknowledgment ACK;
TCP TCP
Nagle
nagle
Nagle
nagle
hostl/Cl (config-parammap-conn)# nagle
Nagle
hostl/Cl (config-parammap-conn)# no nagle
TCP
TCP TCP
TCP

TCP

random-sequence-number

random-sequence-number
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4 TCP/IP IP

TCP/IP u

hostl/Cl (config-parammap-conn)# random-sequence-number

hostl/Cl (config-parammap-conn)# no random-sequence-number

ACE
reserved-bits
ACE TCP
TCP 6
0
reserved-bits {allow | clear | drop}
e allow — TCP
e clear — TCP
e drop — TCP

TCP ACE

hostl/Cl (config-parammap-conn)# reserved-bits clear

ACE TCP

hostl/Cl (config-parammap-conn)# no reserved-bits clear

Cisco Application Control Engine
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4 TCP/IP IP |

W TCcPiP

TCP 3

set tcp timeout embryonic

set tcp timeout embryonic seconds

seconds 0 4294967295 5
0 ACE

hostl/Cl (config-parammap-conn) # set tcp timeout embryonic 24

TCP 5

hostl/Cl (config-parammap-conn)# no set tcp timeout embryonic

FIN
FIN FIN
set tcp timeout half-closed
set tcp timeout half-closed seconds
seconds 0 4294967295 3600
1 0 ACE TCP

hostl/Cl (config-parammap-conn) # set tcp timeout half-closed 2400
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| 4 TCP/IP

Cisco Application Control Engine

TCP/IP

TCP 3600

hostl/Cl (config-parammap-conn)# no set tcp timeout half-closed

ACE
TCP/IP  UDP ICMP

set timeout inactivity

set timeout inactivity seconds

seconds ACE
0 4294967294

e ICMP—2
e TCP—3600 1
e UDP—120 2

0 ACE TCP ACE
30

2400 40

hostl/Cl (config-parammap-conn)# set timeout inactivity 2400

hostl/Cl (config-parammap-conn)# no set timeout inactivity
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W Tcrip
ACE TCP
RTT 7
ACE TCP

set tcp wan-optimization rtt
TCP

e Nagle Nagle

. TCP

. ACK ACK

. TCP SYN

set tcp wan-optimization rtt number
number RTT
ACE TCP

. 0 ACE TCP

e 65535 ACE

e 1 65534 ACE RTT

TCP
RTT RTT ACE
RTT RTT
ACE TCP
ACE TCP

hostl/Cl (config-parammap-conn)

# set tcp wan-optimization rtt 0

Il Cisco Application Control Engine
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TCP/IP u

ACE TCP

hostl/Cl (config-parammap-conn)# no set tcp wan-optimization rtt 0

TCP RFC 1323
TCP
Long Fat
Network LFN;
TCP 32
TCP 16
32
14 LFN
3
7 ACE ACE
ACE SYN-ACK
ACE
tcp-options
tcp-options ACE TCP
Secure Sockets Layer SSL WAN RTT O
ACE TCP
ACE
ACE
TCP

set tcp window-scale

set tcp window-scale number

Cisco Application Control Engine
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H Tcrip
number 0 14 0
TCP 3
hostl/Cl (config-parammap-conn) # set tcp window-scale factor 3
0
hostl/Cl (config-parammap-conn)# no set tcp window-scale
TCP
ACK TCP
ACK
TCP RFC 3390
slowstart

slowstart

hostl/Cl (config-parammap-conn)# slowstart

hostl/Cl (config-parammap-conn)# no slowstart

Cisco Application Control Engine
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TCP/IP u
ACK
ACE ACK
ACK
ACK
1 ACK
ACK
set tcp ack-delay
set ack-delay number
number 0 400 200
ACK 400 ms
hostl/Cl (config-parammap-conn)# set ack-delay 400
ACK 200 ms
hostl/Cl (config-parammap-conn)# no set ack-delay
ACE TCP SYN
ACE TCP SYN
ACE
SYN ACE

syn-data

syn-data {allow | drop}

e allow — SYN

e drop— SYN

Cisco Application Control Engine
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W Tcrip
SYN
hostl/Cl (config-parammap-conn)# syn-data drop
ACE SYN
hostl/Cl (config-parammap-conn)# no syn-data drop
ACE TCP
ACE SYN TCP
. SACK
L]
L]
ACE TCP TCP
TCP
tcp-options

tcp-options {range numberl number2 {allow | drop}} | {selective-ack | timestamp
| window-scale} {allow | clear | drop}

* range — ACE
TCP

TCP

Il Cisco Application Control Engine
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numberl — TCP 6 7 9 255
4-2
number2 — TCP 6 7 9 255
4-2
e allow —
e drop— window-scale ACE
e selective-ack — ACE
ACK
SACK
e timestamp — 2 TCP
round-trip time RTT;
e window-scale — ACE TCP
SYN
e clear —
4-2 tcp-options range TCP
4-2 tcp options range TCP
6 6 Echo 8 [RFC1072]
7 6 Echo reply 8 |[RFC1072]
9 2 Partial order connection permitted [RFC1693]

Cisco Application Control Engine

[ oL-11868-01-J

g i
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W Tcpip
4-2 tcp options range TCP
10 3 Partial order service profile [RFC1693]
11 CcC [RFC1644]
12 CC.NEW [RFC1644]
13 CC.ECHO [RFC1644]
14 3 TCP alternate checksum request TCP [RFC1146]
15 N TCP alternate checksum data TCP [RFC1146]
16 Skeeter [Knowles]
17 Bubba [Knowles]
18 3 Trailer checksum option [Subbu & Monroe]
19 18 MDS5 signature option MD5 [RFC2385]
20 SCPS capabilities SCPS [Scott]
21 Selective negative acknowledgements [Scott]
SNACK
22 Record boundaries [Scott]
23 Corruption experienced [Scott]
24 SNAP [Sukonnik]
25 Unassigned 2000 12
18
26 TCP compression filter TCP [Bellovin]
4-3 TCP

Il Cisco Application Control Engine
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TCP/IP

TCP/IP

4-3 ACE TCP
0 - End of option list [RFC793]
1 - No operation [RFC793]
3 3 WSOPT — Window Scale [RFC1323]
4 2 Selective acknowledgement SACK permitted | [RFC2018]
SACK
5 N SACK [RFC2018]
10 Time stamp option TSOPT [RFC1323]
ACE
SACK

hostl/Cl (config-parammap-conn) #

ACE SACK

hostl/Cl (config-parammap-conn) #

hostl/Cl (config-parammap-conn) #
hostl/Cl (config-parammap-conn) #
hostl/Cl (config-parammap-conn) #

Cisco Application Control Engine

tcp-options selective-ack allow

no tcp-options selective-ack

ACE

tcp-options range 6 7 allow
tcp-options range 9 18 clear
tcp-options range 19 26 drop
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W TCcPiP

TCP

hostl/Cl (config-parammap-conn)# no tcp-options range 6 7 allow
hostl/Cl (config-parammap-conn)# no tcp-options range 9 18 clear
hostl/Cl (config-parammap-conn)# no tcp-options range 19 26 drop

URG TCP

ACE

ACE 4 TCP

Cisco Application Control Engine Module Server Load-Balancing
Configuration Guide Chapter 2 Configuring Traffic Policies for Server Load
Balancing ACE

urgent-flag

urgent-flag {allow | clear}

e allow —

e clear — 0

hostl/Cl (config-parammap-conn) # urgent-flag clear

Cisco Application Control Engine
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ToS

Cisco Application Control Engine

TCP/IP u

ACE

hostl/Cl (config-parammap-conn)# no urgent-flag

IP ToS
IP ToS
setip

tos

set ip tos number
number ToS

0 255 ToS RFC 791 1122
1349 3168

ToS 20

hostl/Cl (config-parammap)# set ip tos 20

ACE Type

hostl/Cl (config-parammap)# no set ip tos 20
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W TCcPiP

TCP/IP

TCP/IP
. 4
. 3 4
4
4 TCP/IP
TCP/IP
class-map

Cisco Application Control Engine Module Administration Guide

class-map [match-all | match-any] name

e match-all | match-any — 1

ACE 4

match
match-all —

match
match-any —
1
match

Cisco Application Control Engine
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TCP/IP | |

® name — ID 64

hostl/Cl(config)# class-map match-any TCP_CLASS
hostl/Cl (config-cmap) #

hostl/Cl(config)# no class-map match-any TCP_CLASS

. IP
+ TCP/UDP

description

description text

text 256

hostl/Cl(config)# class-map TCP_CLASS
hostl/Cl(config-cmap)# description filter tcp connections

hostl/Cl(config-cmap)# no description filter tcp connections

match

Cisco Application Control Engine
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W TCcPiP

match
VIP 3

[line_number] match {source-address | destination-address | virtual-address}
ip_address netmask

e line_number — match
no line_number
match

e source-address — IP
e (destination-address — IP
e virtual-address — IP VIP
* ip_address — VIP IP 10

IP 192.168.12.15 0.0.0.0 IP
e netmask — IP 10

255.255.255.0
255.255.255.255 0.0.0.0
match address 1
match

IP 172.27.16.7

hostl/Cl(config)# class-map match-any IP_CLASS
hostl/Cl (config-cmap)# match destination-address 172.27.16.7

IP

hostl/Cl(config-cmap)# no match destination-address 172.27.16.7
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TCP/IP | |

TCP/UDP

match port
TCP/UDP 4

[line_number] match port {tcp | udp {eq portl | range port2 port3}}

e line_number — match
no line_number
match
e tcp—TCP
e udp— UDP
* eq portl —
TCP UDP 0 65535
0 TCP UDP
well-known TCP 4-4
well-known UDP
4-5
4-4 Well-known TCP

domain 53 Domain Name System DNS;
ftp 21 File Transfer Protocol FTP;
ftp-data 20
h323 1720 H.323
http 80 Hypertext Transfer Protocol HTTP;
https 443 HTTP over TLS/SSL
irc 194 Internet Relay Chat IRC;

Cisco Application Control Engine
| oL-11868-01-J




4 TCP/IP IP |

W TCcPiP

4-4 Well-known TCP

matip-a 350 Mapping of Airline Traffic over Internet Protocol
MATIP A

nntp 119

pop2 109 POP v2

pop3 110 POP v3

rtsp 554 Real Time Streaming Protocol

sip 5060 Session Initiation Protocol

skinny 2000 Skinny Client Control Protocol SCCP

smtp 25 Simple Mail Transfer Protocol SMTP;

telnet 23 Telnet

WWwW 80 WwWWwW

4-5 Well-known UDP

domain 53 Domain Name System DNS;
ras 1719 H.323 RAS
sip 5060 Session Initiation Protocol ~ SIP
wsp 9200 Connectionless Wireless Session Protocol  WSP
wsp-wtls 9202 WSP
wsp-wtp 9201 WSP
wsp-wtp-wtls 9203 WSP
* range port2 port3 — TCP UDP
0 65535 0 ACE

Cisco Application Control Engine
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Cisco Application Control Engine

TCP/IP | |

match port 1
match match port

TCP 23 Telnet

hostl/Cl(config)# class-map TCP_CLASS
hostl/Cl (config-cmap)# match port tcp eq 23

TCP

hostl/Cl (config-cmap)# no match port tcp eq 23

policy-map TCP
4
ACE 4

ACE
ACE
Cisco Application Control Engine Module
Administration Guide

policy-map multi-match name

name ID 64

hostl/Cl(config)# policy-map multi-match TCP_POLICY
hostl/Cl (config-pmap) #

hostl/Cl (config)# no policy-map multi-match TCP_POLICY
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W TCcPiP

class

class {namel | class-default} [insert-before name2]

e namel — class-map
32

e class-default — ACE

ACE class class-default
class-default
match any

e insert-before name2 —
name2
ACE

insert-before

(config-pmap)# 10 class TCP_CLASS insert-before IP_CLASS
(config-pmap-c) #

(config-pmap)# no 10 class TCP_CLASS

Il Cisco Application Control Engine
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TCP/IP | |

connection
advanced-options

TCP/IP

connection advanced-options name

name ulD 64

hostl/Cl (config-pmap-c)# connection advanced-options TCP_PARAM MAP

TCP

hostl/Cl(config-pmap-c)# no connection advanced-options TCP_PARAM MAP

service-policy

service-policy input name

e input—

® name —

hostl/Cl(config)# service-policy input TCP_POLICY

Cisco Application Control Engine
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hostl/Cl(config)# no service-policy input TCP_POLICY

. TCP
. ICMP

e SYN Cookie  DoS

e ACE Don’t Fragment
e ACE IP
e |P TTL
e URPF
TCP
TCP
no normalization
4
7
ACE
e ACE /
TCP ACE
SYN-ACK
VLAN

TCP/IP

TCP

TCP
TCP

SYN
no normalization
LAN

Il Cisco Application Control Engine
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e ACE /
TCP ACE SYN-ACK
SYN no normalization
VLAN
~
TCP ACE
TCP ACE

TCP

ACE

no normalization

VLAN 100 TCP

hostl/Cl(config)# interface vlan 100
hostl/Cl(config-if)# no normalization

TCP

hostl/Cl (config-if)# normalization

Cisco Application Control Engine
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ICMP
ACE ICMP
ICMP
ACE ICMP ACE ICMP
ICMP
no icmp-guard
ACE

Cisco Application Control Engine Module Server Load-Balancing Configuration
Guide Chapter 1  Overview

no icmp-guard

A

ACE ICMP ACE
no icmp-guard
ACE ICMP
NAT IP

VLAN 100 ICMP

hostl/Cl(config)# interface vlan 100
hostl/Cl(config-if)# no icmp-guard

ICMP

hostl/Cl(config-if)# icmp-guard

Cisco Application Control Engine
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| |
SYN Cookie DoS
ACE DoS
SYN cookie
e SYN Cookie DoS
. SYN Cookie DoS
SYN Cookie DoS
TCP3 SYN SYN-ACK ACK
DoS SYN
SYN IP 1
SYN
DDoS
ACE SYN cookie DoS TCP
SYN
ACE  SYN cookie
ACE
SYN ACE SYN SYN cookie
SYN-ACK SYN cookie
e 64 32

Cisco Application Control Engine
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e ACE MSS
e 4 IP IP
ACE
SYN ACE
SYN cookie ACE SYN ACE
SYN SYN-ACK
ACE
n SYN cookie SYN
ACE ACK =n+l
SYN cookie SYN cookie
ACE
ACE MSS ACK SYN
ACE SYN
TCP
SYN cookie
e ACE SYN ACE
SYN
e SYN cookie MSS TCP ACE
TCP
e ACE RFC MSS 536
. MSS ACE
. SYN cookie

Cisco Application Control E
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e ACE SYN cookie  Syslog
SYN
Syslog

o VLAN SYN
cookie
BVI

BVI IP 192.168.1.1
172.16.1.0 Gatewayl IP 192.168.1.2
172.31.1.0 Gateway? IP 192.168.1.3

ip route 172.16.1.0 255.255.255.0 192.168.1.2
ip route 172.31.1.0 255.255.255.0 192.168.1.3

SYN Cookie DoS

SYN cookie DoS
syn-cookie

syn-cookie number

number ACE  SYN cookie DoS 2
65535

VLAN 100 SYN cookie DoS

hostl/Cl(config)# interface vlan 100
hostl/Cl (config-if)# syn-cookie 4096

SYN -cookie DoS

hostl/Cl(config-if)# no syn-cookie

Cisco Application Control Engine
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ACE Don’t Fragment

ACE IP

ACE
DF
ip df

ip df {clear | allow}

e clear — DF
MTU ACE

e allow — DF
MTU ACE

DF

hostl/Cl(config-if)# ip df clear

ACE DF

hostl/Cl(config-if)# no ip df

ACE IP

ACE IP
ACE

ip options {allow | clear | clear-invalid | drop}

e allow—1IP

Don’t Fragment DF

ACE

ICMP

ip options

Il Cisco Application Control Engine
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| |
e clear — IP
e clear-invalid — ACE 1
IP IP
e drop—IP ACE
hostl/Cl(config-if)# ip options allow
1 IP
ACE IP
hostl/Cl(config-if)# no ip options
IP TTL
Time To Live TTL;
TTL 1
TTL
IP ACE TTL
ip ttl
ACE TTL
ip ttl minimum number
number 1
255
S
TTL ACE TTL
ACE TTL

TTL

Cisco Application Control Engine
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|
TTL 15
hostl/Cl(config-if)# ip ttl minimum 15
IP TTL ACE

hostl/Cl(config-if)# no ip ttl minimum
uRPF

Unicast Reverse-path forwarding uRPF; RPF ACE

IP IP
IP
ACE
RPF
ACE
Y
mac-sticky ip verify reverse-path
mac-sticky

Cisco Application Control Engine Module Routing and Bridging Configuration Guide

ip verify reverse-path

ip verify reverse-path

RPF

host/Cl(config-if)# ip verify reverse-path

Cisco Application Control Engine
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RPF

host/Cl(config-if)# no ip verify reverse-path

IP

N MTU

IP

46 P
cLI
CLI
4-6

Cisco Application Control Engine
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LTS
46 IP
1.
CLlI
hostl/Admin# changeto C1
hostl/Cl#
C1
Cisco Application
Control Engine Module Virtualization Configuration Guide
2.
hostl/Cl# config
hostl/Cl (config)#
3.
hostl/Cl(config)# interface vlan 100
hostl/Cl (config-if)#
4. ACE
hostl/Cl(config-if)# fragment chain 126
5. ACE
hostl/Cl(config-if)# fragment min-mtu 1024
6. ACE
ACE
hostl/Cl(config-if)# fragment timeout 15
7.

hostl/Cl# copy running-config

startup-config

8. IP

hostl/Cl# show interface vlan

100

Il Cisco Application Control Engine
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P ||
MTU
MTU 1500
MTU
7 ACE VLAN
MTU MSS
set tcp mss max ACE MSS ACE
VLAN MTU 40 TCP
MTU
mtu
mtu bytes
bytes MTU 68 9216
1500
MTU 1000
hostl/admin (config-if)# mtu 1000
MTU 1500 no mtu

hostl/admin (config-if)# no mtu

Cisco Application Control Engine
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fragment chain
ACE

fragment chain number

number 1 256
24

hostl/Cl(config-if)# fragment chain 126

24
hostl/Cl(config-if)# no fragment chain
fragment min-mtu
ACE
fragment min-mtu number
number 68 9216

576

hostl/Cl(config-if)# fragment min-mtu 1024

576

hostl/Cl(config-if)# no fragment min-mtu

Cisco Application Control Engine
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IP ||
IP
IP ACE
fragment
timeout
fragment timeout seconds
seconds 1 30 5

hostl/Cl(config-if)# fragment timeout 15

hostl/Cl(config-if)# no fragment timeout
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W Tcrip IP
TCP/IP IP
ACE TCP
4
TCP
ACE TCP
IP
TCP/IP IP
ACE
e TCP/IP
IP ToS
SYN
TCP/IP
. VLAN IP
IP

DF

Cisco Application Control Engine
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TCP/IP

. VLAN IP
ACE
ACE
ACE

access-list ACL1 line 10 extended permit ip any any

parameter-map type connection TCPIP_PARAM MAP
set timeout inactivity 30
set ip tos 20
tcp-options timestamp allow
syn-data drop
urgent-flag clear

class-map match-all L4_TCP_CLASS
description Filter TCP Connections
2 match destination-address 172.27.16.7
3 match port tcp eqg 21
policy-map multi-match L4_TCPIP_POLICY
class L4_TCP_CLASS
connection advanced-options TCP_PARAM MAP

interface vlan 50
access-group input ACL1
ip address 192.168.1.100 255.255.255.0
service-policy input L4_TCPIP_POLICY
ip ttl minimum 15
ip options clear
ip df allow
fragment size 400
fragment chain 126
fragment min-mtu 1024
fragment timeout 15
no shutdown

Cisco Application Control Engine
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H Tcrip UDP IP SYN Cookie

TCP/IP UDP IP SYN Cookie

show

« TCP/IP UDP
« TCP/IP uDP
. IP

. TCP

e UDP

e SYN Cookie

TCP/IP UDP
EXEC show TCP IP uDP

e show running-config class-map — IP TCP UDP

e show running-config policy-map —

e show running-config interface —
VLAN

Cisco Application Control Engine
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IP

TCP/IP UDP IP SYN Cookie

hostl/Cl# show running-config policy-map

EXEC show parameter-map

show parameter-map name

name 64

hostl/Cl# show parameter-map CONN_PMAP

4-7 show parameter-map

4-7 show parameter-map

Parameter map

Type
Nagle nagle
Slow start slow start

Cisco Application Control Engine
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H Tcrip UDP IP SYN Cookie

4-7 show parameter-map

Inactivity timeout

0 4294967295 set timeout inactivity

e ICMP—2

e TCP— 3600

e UDP—120
Embryonic timeout TCP

0 4294967295
Ack-delay ACE ACK
WAN RTT 7
ACE TCP

Half-closed timeout
0 4294967295

TOS rewrite set ip tos

SYN retry count set tcp syn-retry

TCP MSS min ACE TCP MSS 0
65535

TCP MSS max ACE TCP MSS 0
65535

Tcp-options drop ACE TCP

range

Tcp-options allow  |ACE TCP

range 6 7 9 255

Tcp-options clear ACE TCP

range 6 7 9 255

Cisco Application Control Engine
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4-7 show parameter-map

Selective-ack ACE TCP

Timestamp ACE TCP

Window-scale ACE TCP

Window-scale factor |set tcp window-scale 0 14
Reserved-bits reserved-bits

Random-seg-num random-sequence-number

SYN data syn-data

Exceed-mss exceed-mss
urgent-flag urgent-flag
conn-rate-limit ACE 1
bandwidth-rate-limit |ACE 1

Cisco Application Control Engine
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W TCcPiP

TCP/IP

UDP IP SYN Cookie

UDP
TCP/IP uDP

show conn

show
EXEC

show conn {address ip_addressl [ip_address2] netmask mask} | count | detail |

{port numberl [number2]} | {protocol {tcp | udp}}

e address ip_addressl [ip_address2] —
IP
IP IP
2 IP 10

2 IP 192.168.12.15

e netmask mask — IP IP
10
255.255.255.0

e count— ACE
e detail —
e port numberl [number2] —

e protocol {tcp | udp} — TCP UDP
IP

hostl/Cl# show conn address 192.168.12.15 192.168.12.35 netmask

255.255.255.0

4-8 show conn detail

4-8 show conn detail

Total Curent ACE
Connections

Conn-ID

NP NP

Il Cisco Application Control Engine
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TCP/IP uDP P SYN Cookie ||

4-8 show conn detail

Dir
Prot TCP UDP
VLAN ID
Source IP

Destination IP

State TCP

Idle Time

Byte Count

Elapsed Time
Packet Count

Conn in Reuse Pool ACE
TRUE FALSE

EXEC show stats connection

show stats connection

hostl/Admin# show stats connection

4-9 show stats connection

Cisco Application Control Engine
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H Tcrip UDP IP SYN Cookie

4-9 show stats connection

Total Connections Created

Total Connections Current Total Connections
Destroyed Total Connections Timed-out Total
Connections Failed

Total Connections Current

Total Connections Destroyed

Total Connections Timed-out

Total Connections Failed

IP
ICMP TCP UDP ARP
IP show
e |P
e |P
IP
EXEC show ip traffic IP
ARP ACE ACE

show ip traffic

hostl/Cl# show ip traffic

Cisco Application Control Engine
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TCP/IP uDP P SYN Cookie ||

4-10 show ip traffic

4-10 show ip traffic

IP
Recvd ACE ACE
ACE
ACE
Frags ACE ACE
ACE
ACE
Bcast
Mcast
Sent
Drop
ICMP
Recvd ACE ICMP
e Redirects
e |CMP Unreachable
e |CMP Echo
e ICMP Echo Reply
e Mask Requests
e Mask Replies
e Quench
e Parameter
e Timestamp

Cisco Application Control Engine
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H Tcrip UDP IP SYN Cookie

4-10 show ip traffic

Sent ACE ICMP
¢ Redirects
e |CMP Unreachable
e |CMP Echo

e ICMP Echo Reply
e Mask Requests

e Mask Replies

e Quench

e Timestamp

e Parameter

¢ Time Exceeded

TCP
Revd ACE TCP
Sent ACE TCP
UDP
Rcvd ACE UDP UDP
Sent ACE UbP
ARP
Revd ACE ARP
Sent ACE ARP

Cisco Application Control Engine
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EXEC show fragment ACE

show fragment [vlan vlan_id]

vlan_id uib 2 4094
vlan vlan_id ACE
ACE IP

hostl/Cl# show fragment

4-11 show fragment

4-11  show fragment

Interface VLAN ID

Required ACE

OK ACE
Failed

Created ACE

Required ACE
OK ACE
Failed

Cisco Application Control Engine
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H Tcrip UDP P SYN Cookie
TCP
EXEC show tcp statistics TCP
ACE ACE
show tcp statistics
TCP
hostl/Cl# show tcp statistics
4-12 show tcp statistics
4-12 show tcp statistics
Revd ACE TCP
Sent ACE TCP
Connections
UDP
EXEC show udp statistics UDP
ACE ACE
show udp statistics
UDP

hostl/Cl# show udp statistics

4-13 show udp statistics

Il Cisco Application Control Engine
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||

TCP/IP UDP IP SYN Cookie

4-13 show udp statistics

Revd ACE UDP
Sent UDP ACE
EXEC show service-policy

show service-policy name

name uiD 64

hostl/Cl# show service-policy POLICY1l

4-14 show service-policy

4-14 show service-policy

Interface
VLAN ID

Service-Policy 1D
Class ID

L7 Loadbalance 7
Policy ID

VIP Route Metric

Cisco Application Control Engine
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H Tcrip UDP IP SYN Cookie

4-14 show service-policy

VIP Route loadbalance vip advertise
Advertise RHI
VIP ICMP Reply |ICMP VIP

VIP State IP

Curr Conns

Hit Count ACE

Dropped Conns ACE
Client Pkt Count
Client Byte Count
Server Pkt Count

Server Byte Count

Max Conn Limit

Conn Rate Limit

Bandwidth Rate
Limit

Drop Count

Cisco Application Control Engine
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TCP/IP UDP IP SYN Cookie ||
SYN Cookie
SYN cookie EXEC show syn-cookie
VLAN  SYN cookie
show syn-cookie [vlan number]
vlan number
SYN cookie 2 2024
VLAN 100  SYN cookie
hostl/Cl# show syn-cookie vlan 100
4-15 show syn-cookie
4-15 show syn-cookie
Interface ACE VLAN
Configured TCP Embryonic ACE  SYN cookie DoS
Connection Limit
Current TCP Embryonic ACE
Connection Limit
SYN COOKIE SYN cookie
TCP SYN ACE SYN
Number of TCP ACKs ACE SYN cookie
Successfully Processed by SYN ACK cookie
COOKIE ACK ACE
Failed Number of TCP ACKs |SYN cookie ACK

Processed by SYN COOKIE

Cisco Application Control Engine
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W TCcPiP UDP

TCP/IP UDP

TCP/IP UDP IP SYN cookie
e IP TCP UDP
e IP
e SYN Cookie
EXEC clear conn ICMP TCP UDP
clear conn [all | flow {icmp | tcp | udp} | rserver]
e all— ACE ACE
e flow {icmp | tcp | udp} — ICMP

TCP UbP

® rserver —

TCP

hostl/Cl# clear conn flow tcp

EXEC clear stats conn

clear stats conn

Il Cisco Application Control Engine
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| 4 TCP/IP IP

TCP/IP UDP ||
Admin
hostl/Admin# clear stats conn
IP TCP UDP
IP TCP UDP
e |P
e TCP
e UDP
IP
EXEC clear ip statistics IP
IP
clear ip statistics
IP

hostl/Cl# clear ip statistics

ACE ACE IP

Cisco Application Control Engine
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4 TCP/IP

W TCcPiP UDP

TCP
EXEC clear tcp statistics

clear tcp statistics

TCP

hostl/Cl# clear tcp statistics

TCP
TCP

ACE

ACE TCP

UDP
EXEC clear udp statistics

clear udp statistics

UDP

hostl/Cl# clear udp statistics

UbP
UDP

ACE

ACE UDP

Cisco Application Control Engine
4-68
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| 4 TCP/IP IP

TCP/IP ubP
IP
EXEC clear interface IP
clear interface [vlan vlan_id]
vlan_id UiD 2 409
vlan vlan_id
Cl IP
hostl/Cl# clear interface
~
ACE ACE
IP
SYN Cookie
SYN cookie clear syn-cookie
VLAN  SYN cookie
clear syn-cookie [vlan number]
number SYN cookie

2 2024

Cisco Application Control Engine
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4 TCP/IP IP |

W TCcPiP UDP

VLAN 100  SYN cookie

hostl/Cl# clear syn-cookie vlan 100

Cisco Application Control Engine
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e Clearing Xlates
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5 NAT |

H NAT
IP IP
ACE NAT NAT
IP IP
IP NAT NAT SNAT
ACE SNAT
IP SNAT
NAT DNAT IP
IP
NAT DNAT
8080 HTTP
IP
IP
ACE
IP IP
ACE IP IP
DNAT
1024 TCP UDP ICMP ID ACE
Port Address Translation PAT;
ACE PAT IP 64 K-1K
0 1024 PAT
ACE PAT

Cisco Application Control Engine
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Cisco Application Control Engine

NAT

hw-module cde-same-port-hash PAT
Cisco
Application Control Engine Module Server Load-Balancing Configuration Guide

NAT

e NAT

ACE NAT PAT

. NAT
N PAT
N NAT

. NAT

. NAT
N PAT
. NAT
. NAT

e NAT

[ oL-11868-01-J




5 NAT |

H NAT

NAT
NAT SNAT
ACE IP
IP Access
Control List [ACL; ]
NAT
IP
ACE
NAT
Y
ACL
ACL
NAT
PAT
PAT IP 64,000

Il Cisco Application Control Engine
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| 5 NAT

NAT n
Y
ACE NAT PAT NAT
IP VIP VIP
NAT
IP
IP
VIP PAT nat-pool
pat
NAT PAT
PAT
PAT
SNAT
PAT
IP
1 IP ACE
1024
ACE IP
IP
ACE IP
ACE IP 64,000
10.1.1.1:1025 10.1.1.1:1026

Cisco Application Control Engine
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5 NAT |

H NAT

1P
NAT
PAT 1
NAT
NAT
NAT
NAT SNAT
1P
NAT
1P
s ACE ACE
Cisco 6500 7600
VLAN 1
VLAN VLAN
2
3
NAT

ACL

PAT

ACE

PAT

ACE

NAT
NAT

NAT
NAT

Catalyst MSFC

Il Cisco Application Control Engine
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NAT ||
e ACE
SNAT IP
IP
U 7 NAT
NAT
NAT
NAT
NAT DNAT NAT
NAT PAT
NAT
NAT
ACL
NAT NAT
U NAT IP IP
1 1 NAT
IP
U NAT IP IP
NAT

Cisco Application Control Engine
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5 NAT |

H NAT

DNAT
NAT
TCP UbDP ICMP ID
NAT

FTP HTTP SMTP

NAT

ACE nat nat-pool nat static

e nat — 8,192
e nat-pool — 8,192
e nat static — 8,192

ACE 8,192 NAT
NAT

Cisco Application Control Engine
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| 5 NAT

NAT
. — ACE
ACE ARP
ACE
Y
NAT PAT IP
ACE ARP
ACE
IP
nat-pool 2 10.0.6.1 10.0.7.20 netmask 255.255.255.0
IP
NAT
255.255.255.255 ACE IP

Cisco Application Control Engine
| oL-11868-01-J




5 NAT |

H NAT

NAT

timeout xlate NAT
timeout xlate seconds
number 60 2147483 10800 3
seconds Xlate
ACE
120 2

hostl/Admin (config)# timeout xlate 120

NAT 10800

hostl/Admin (config)# no timeout xlate 120

Cisco Application Control Engine
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| 5 NAT

NAT PAT | |
SNAT ACE NAT PAT
NAT PAT
NAT
U NAT PAT
e ACL
U NAT PAT
e NAT IP
[ )
[ ]
. NAT PAT 3 4
U NAT PAT
NAT PAT
5-1 NAT PAT
CLI
CLI
5-1

Cisco Application Control Engine
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5 NAT |

| NAT PAT

5-1 NAT PAT

CLI

hostl/Admin# changeto C1
hostl/Cl#

C1
Cisco
Application Control Engine Module Virtualization Configuration Guide

hostl/Cl# config
hostl/Cl (config)#

3. NAT ACL

hostl/Cl(config)# access-list NAT_ ACCESS extended permit tcp
192.168.12.0 255.255.255.0 172.27.16.0 255.255.255.0 eq 80
hostl/Cl(config-acl)# exit

4. NAT

ACE

hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 192.168.12.100 255.255.255.0
hostl/Cl(config-if)# no shutdown

hostl/Cl(config-if)# exit

5. IP 2

hostl/Cl(config)# interface vlan 200

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 172.27.16.2 255.255.255.0
hostl/Cl(config-if)# no shutdown

hostl/Cl(config-if)# exit

Cisco Application Control Engine
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Cisco Application Control Engine

NAT PAT | |

5-1 NAT PAT

ACL

hostl/Cl(config)# class-map match-any NAT CLASS
hostl/Cl(config-cmap)# match access-list NAT_ACCESS
hostl/Cl(config-cmap)# exit

7.
hostl/Cl(config)# policy-map multi-match NAT_ POLICY
hostl/Cl (config-pmap)# class NAT_CLASS
hostl/Cl (config-pmap-c)#
8. NAT ACE
VLAN 9
hostl/Cl(config-pmap-c)# nat dynamic 1 vlan 200
hostl/Cl (config-pmap-c)# exit
hostl/Cl (config-pmap)# exit
9.
ACE 10
service-policy
hostl/Cl(config)# interface vlan 100
hostl/Cl(config-if)# service-policy input NAT POLICY
hostl/Cl(config-if)# ctrl-z
10. NAT PAT
nat-pool pat
hostl/Cl(config)# interface vlan 200
hostl/Cl(config-if)# nat-pool 1 172.27.16.10 172.27.16.41 netmask
255.255.255.0 pat
hostl/Cl(config-if)# Ctrl-2
11.
hostl/Admin# copy running-config startup-config
12. NAT PAT

hostl/Cl# show running-config class-map
hostl/Cl# show running-config policy-map
hostl/Cl# show running-config service-policy

[ oL-11868-01-J




5 NAT |

| NAT PAT
ACL
ACL NAT
ACL 1
NAT ACL
access-list

access-list name [line number] extended {deny | permit}
{protocol} {src_ip_address netmask | any | host src_ip_address} [operator
portl [port2]] {dest_ip_address netmask | any | host dest_ip_address} [operator
port3 [port4]]

hostl/Cl(config)# access-list NAT_ACCESS extended permit tcp
192.168.12.0 255.255.255.0 172.27.16.0 255.255.255.0 eq 80

ACL

hostl/Cl(config)# no access-list NAT_ACCESS

NAT PAT

ACE
Cisco Application Control Engine
Module Routing and Bridging Configuration Guide

NAT IP
NAT 1P
PAT
1P NAT
1P 1P
ID NAT
VLAN

Cisco Application Control Engine
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| 5 NAT

NAT PAT | |

NAT

ACE

NAT IP

nat-pool

nat-pool pool_id ip_addressl [ip_address2] netmask mask [pat]

pool_id — IP NAT ID 1 2147483647
Y

ID NAT ACE

NAT NAT
ip_addressl — NAT IP ip_address2
IP
10 IP 172.27.16.10

ip_address2 — NAT IP
IP 10 IP
172.27.16.109  NAT 64 K
PAT NAT 32 IP

IP

nat-pool 2 10.0.6.1 10.0.7.20 netmask 255.255.255.0

IP

Cisco Application Control Engine
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5 NAT |

| NAT PAT

ACE NAT PAT NAT
IP VIP
VIP NAT
IP
IP VIP
PAT nat-pool
pat

e netmask mask — IP

10 255.255.255.255
255.255.255.255 ACE IP
* pat— ACE NAT PAT
ACE NAT IP PAT

hostl/Admin (config-if)# nat-pool 1 10.1.100.10 10.1.100.99 netmask
255.255.255.255

hostl/Admin (config-if)# nat-pool 1 10.1.100.100 10.1.100.100 netmask
255.255.255.255 pat

1P
PAT

. 1P

. 1 64000

e 1 PAT

hostl/Admin (config-if)# nat-pool 1 3.3.3.3 3.3.3.5 netmask
255.255.255.255 pat

Cisco Application Control Engine
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NAT PAT | |

hostl/Admin (config-if)# nat-pool 1 192.161.12.3 netmask
255.255.255.255 pat

hostl/Admin (config-if)# nat-pool 1 192.161.12.4 netmask
255.255.255.255 pat

hostl/Admin (config-if)# nat-pool 1 192.161.12.5 netmask
255.255.255.255 pat

32 PAT IP IP
NAT PAT
hostl/Cl(config)# interface vlan 200

hostl/Cl(config-if)# nat-pool 1 172.27.16.10 172.27.16.41 netmask
255.255.255.255 pat

NAT NAT

NAT

hostl/Cl(config-if)# no nat-pool 1

class-map
NAT PAT
Cisco Application Control Engine Module Administration Guide

class-map match-any name

name uiD 64

Cisco Application Control Engine
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5 NAT |

| NAT PAT

hostl/Cl(config)# class-map match-any NAT_CLASS
hostl/Cl (config-cmap) #

hostl/Cl(config)# no class-map match-any NAT CLASS

ACL
match

hostl/Cl (config-cmap)# match access-list NAT ACCESS

hostl/Cl (config-cmap)# match source-address 192.168.12.15
255.255.255.0

hostl/Cl (config-cmap)# no match access-list NAT_ACCESS

policy-map
NAT PAT
Cisco Application Control Engine Module Administration
Guide

policy-map multi-match name

name 64

hostl/Cl(config)# policy-map multi-match NAT POLICY
hostl/Cl (config-pmap) #

Cisco Application Control Engine
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NAT PAT | |

hostl/Cl(config)# no policy-map multi-match NAT POLICY

hostl/Cl (config-pmap)# class NAT_CLASS
hostl/Cl (config-pmap-c) #

hostl/Cl(config-pmap)# no class NAT_CLASS

hostl/Cl (config-pmap-c)# loadbalance policy L7_POLICY
hostl/Cl (config-pmap-c)# loadbalance VIP inservice

NAT PAT 3 4
nat dynamic
NAT PAT SNAT 3 4
ACE
service-policy
nat
NAT
1 VLAN

nat dynamic pool_id vlan number

Cisco Application Control Engine
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5 NAT

| NAT PAT
e dynamic pool_id — VLAN  nat-pool
IP ID NAT
IP NAT
IP
IP
1 1
2147483647
e vlan number — IP
NAT
ACE
VLAN
Y
NAT ACE
nat NAT 3 4

hostl/Cl(config)# policy-map multi-action NAT POLICY
hostl/Cl (config-pmap)# class NAT CLASS
hostl/Cl (config-pmap-c)# nat dynamic 1 vlan 200

NAT

hostl/Cl (config-pmap-c)# no nat dynamic 1 vlan 200

Cisco Application Control Engine
oL-11868-01-J |




| 5 NAT

NAT PAT | |

NAT PAT

service-policy
NAT PAT
service-policy
Cisco Application Control Engine Module Administration Guide

NAT
NAT
service-policy input policy_name
e input — VLAN
e policy_name — 64

hostl/Cl(config)# interface vlan 100

hostl/Cl (config-if)# mtu 1700

hostl/Cl(config-if)# ip address 192.168.1.100 255.255.255.0
hostl/Cl(config-if)# service-policy input NAT POLICY

hostl/Cl(config)# service-policy input NAT_ POLICY

Cisco Application Control Engine
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5 NAT |

| NAT PAT

hostl/Cl(config-if)# no service-policy input NAT_ POLICY

hostl/Cl(config)# no service-policy input NAT_ POLICY

VLAN
VLAN
ACE

VLAN
VLAN

Cisco Application Control Engine
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| 5 NAT

NAT ||
SNAT ACE NAT
NAT
NAT
U NAT
U NAT ACL
U NAT
. NAT IP
U NAT 7
. NAT 7
. NAT 7
U NAT 3 4
. NAT 3 4
. 3 4
NAT
5-2 NAT
CLI
CLI
5-2

Cisco Application Control Engine
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5 NAT |

| NAT

5-2 NAT

CLI

hostl/Admin# changeto C1
hostl/Cl#

C1
Cisco
Application Control Engine Module Virtualization Configuration Guide

hostl/Cl# config
hostl/Cl (config)#

3. NAT ACL

hostl/Cl(config)# access-list ACL1 line 10 extended permit tcp
10.0.0.0 255.0.0.0 eq 8080 any
hostl/Cl(config-acl)# exit

9 nat dynamic

hostl/Cl(config)# rserver SERVER1
hostl/Cl(config-rserver-host)# ip address 172.27.16.201
hostl/Cl(config-rserver-host)# active

hostl/Cl (config-rserver-host)# exit

hostl/Cl(config)# rserver SERVER2
hostl/Cl(config-rserver-host)# ip address 172.27.16.202
hostl/Cl (config-rserver-host)# active

hostl/Cl (config-rserver-host)# exit

hostl/Cl(config)# serverfarm SF1

hostl/Cl (config-sfarm-host)# rserver SERVER1 3000
hostl/Cl(config-sfarm-host-rs)# active
hostl/Cl(config-sfarm-host-rs)# exit

hostl/Cl (config-sfarm-host)# rserver SERVER2 3001
hostl/Cl(config-sfarm-host-rs)# active
hostl/Cl(config-sfarm-host-rs)# exit

hostl/Cl (config-sfarm-host)# exit

Cisco Application Control Engine
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NAT ||

5-2 NAT

VLAN ACE

hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 192.168.12.100 255.255.255.0
hostl/Cl(config-if)# no shutdown
hostl/Cl(config-if)# exit

2

6. NAT

VLAN

hostl/Cl(config)# interface vlan 200

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 172.27.16.200 255.255.255.0
hostl/Cl(config-if)# no shutdown

hostl/Cl(config-if)# exit

7. 7

hostl/Cl(config)# class-map type http loadbalance match-any
L7_CLASS
hostl/Cl (config-cmap-http-1b)# match http content .*cisco.com

8. 7

hostl/Cl(config)# policy-map type loadbalance http first-match
L7_POLICY

hostl/Cl (config-pmap-1b)# class L7_CLASS

hostl/Cl (config-pmap-1lb-c)#

9. 7

NAT
VLAN

hostl/Cl (config-pmap-1lb-c)# nat dynamic 1 vlan 200 serverfarm
primary

hostl/Cl (config-pmap-lb-c)# exit

hostl/Cl (config-pmap-1b)# exit

hostl/Cl (config) #

Cisco Application Control Engine
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5 NAT |

| NAT

5-2 NAT

10. 3 4

hostl/Cl(config)# class-map match-any SLB_CLASS
hostl/Cl(config-cmap)# match virtual-address 172.16.27.52 tcp eq
http

hostl/Cl(config-cmap)# exit

11. 3 4

hostl/Cl(config)# policy-map multi-match SLB_POLICY
hostl/Cl(config-pmap)# class SLB_CLASS
hostl/Cl (config-pmap-c) #

12. 3 4

hostl/Cl (config-pmap-c)# loadbalance policy L7_POLICY
hostl/Cl(config-pmap-c)# loadbalance vip inservice
hostl/Cl (config-pmap-c)# exit

hostl/Cl(config-pmap)# exit

hostl/Cl (config)#

13.
ACE 14
service-policy
hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# service-policy input SLB_POLICY
hostl/Cl(config-if)# exit

14. NAT

hostl/Cl(config)# interface vlan 200

hostl/Cl(config-if)# nat-pool 1 172.27.16.10 172.27.26.49
255.255.255.0

hostl/Cl(config-if)# Ctrl-Z

15.
hostl/Admin# copy running-config startup-config

16. NAT

hostl/Cl# show running-config class-map
hostl/Cl# show running-config policy-map
hostl/Cl# show running-config service-policy

Cisco Application Control Engine
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| 5 NAT

NAT ||

NAT ACL

ACL NAT
ACL 1

NAT ACL
access-list

access-list name [line number] extended {deny | permit}
{protocol} {src_ip_address netmask | any | host src_ip_address} [operator
portl [port2]] {dest_ip_address netmask | any | host dest_ip_address} [operator
port3 [port4]]

hostl/Cl(config)# access-list NAT_ACCESS extended permit tcp
192.168.12.0 255.255.255.0 172.27.16.0 255.255.255.0 eq 80

ACL

hostl/Cl(config)# no access-list nat_access

NAT

ACE

Cisco

Application Control Engine Module Routing and Bridging Configuration Guide

NAT IP

NAT IP
NAT IP

NAT VLAN

Cisco Application Control Engine
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5 NAT |

NAT

NAT

ACE

NAT IP
nat-pool

nat-pool pool_id ip_addressl ip_address2 netmask mask

pool_id — IP NAT ID 1 2147483647
Y
ID NAT ACE
NAT NAT
ip_addressl — NAT IP ip_address2
IP
10 IP 172.27.16.10
ip_address2 — NAT IP IP
10 IP
172.27.16.26  NAT 64 K
IP
nat-pool 2 10.0.6.1 10.0.7.20 netmask 255.255.255.0
IP
Y
ACE NAT NAT IP VIP
VIP
NAT
IP

Cisco Application Control Engine
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NAT ||
e netmask mask — IP
10 255.255.255.255
255.255.255.255 ACE IP

32 IP NAT

hostl/Cl(config)# interface vlan 200
hostl/Cl(config-if)# nat-pool 1 172.27.16.10 172.27.16.41 netmask
255.255.255.255

NAT NAT

NAT

hostl/Cl(config-if)# no nat-pool 1

Cisco Application Control Engine
Module Server Load-Balancing Configuration Guide

NAT 7

class-map
NAT 7

class-map type http loadbalance match-any name

name ulD 64

Cisco Application Control Engine
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| NAT

hostl/Cl(config)# class-map type http loadbalance match-any L7_CLASS
hostl/Cl (config-cmap-http-1b) #

hostl/Cl(config)# no class-map type http loadbalance match-any
L7_CLASS

match

hostl/Cl (config-cmap-http-1b)# match http content .*cisco.com

hostl/Cl (config-cmap-http-1b)# no match http content .*cisco.com

NAT 7

policy-map 7

policy-map type loadbalance http first-match name

name ulD 64

hostl/Cl(config)# policy-map type loadbalance http first-match
L7_POLICY
hostl/Cl (config-pmap-1b) #

hostl/Cl(config)# no policy-map multi-match NAT POLICY

Cisco Application Control Engine
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NAT n
hostl/Cl (config-pmap-1b)# class L7_CLASS
hostl/Cl (config-pmap-1lb-c)#
hostl/Cl (config-pmap-1b)# no class L7_CLASS
NAT 7
nat NAT
7
NAT  SNAT NAT
ACL
ACE
NAT service-policy
nat dynamic

nat dynamic pool_id vlan number serverfarm {primary | backup}

¢ pool_id — IP NAT ID 1 2147483647

Y

ID NAT ACE
NAT NAT

Cisco Application Control Engine
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| NAT
e vlan number — IP
NAT
ACE
VLAN
e serverfarm — NAT
e primary | backup —
NAT
A
NAT
ACE
SNAT NAT nat

7

hostl/Cl(config)# policy-map type loadbalance http first-match
L7_POLICY

hostl/Cl (config-pmap-1b)# class L7_CLASS

hostl/Cl (config-pmap-1lb-c)# nat dynamic serverfarm primary 1 vlan 200

NAT

hostl/Cl (config-pmap-1b-c) no nat dynamic serverfarm primary 1
vlian 200

NAT 3 4

class-map
NAT 3 4
Cisco Application Control

Engine Module Administration Guide

class-map match-any name
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NAT n
name uibD 64
hostl/Cl(config)# class-map match-any NAT_CLASS
hostl/Cl (config-cmap) #
hostl/Cl(config)# no class-map match-any NAT_ CLASS
match

hostl/Cl(config-cmap)# match access-list NAT_ACCESS
hostl/Cl (config-cmap)# match source address 192.168.12.15
hostl/Cl (config-cmap)# no match access-list NAT_ACCESS

policy-map 3

4
Cisco Application Control Engine Module Administration Guide

policy-map multi-match name

name 64

Cisco Application Control Engine
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| NAT

hostl/Cl(config)# policy-map multi-match NAT POLICY
hostl/Cl (config-pmap) #

hostl/Cl(config)# no policy-map multi-match NAT POLICY

hostl/Cl (config-pmap)# class NAT_CLASS
hostl/Cl (config-pmap-c)#

hostl/Cl (config-pmap)# no class NAT_CLASS

hostl/Cl (config-pmap-c)# loadbalance policy L7_POLICY
hostl/Cl (config-pmap-c)# loadbalance VIP inservice

service-policy
NAT
service-policy
Cisco Application Control Engine Module Administration Guide

NAT
NAT

Cisco Application Control Engine
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NAT n
service-policy input policy_name
e input — VLAN
e policy_name — 64

hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# mtu 1700

hostl/Cl(config-if)# ip address 192.168.12.100 255.255.255.0
hostl/Cl(config-if)# service-policy input NAT_ POLICY

hostl/Cl(config-if)# no service-policy input NAT_POLICY

VLAN
ACE
ACE VLAN

Cisco Application Control Engine
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| NAT
DNAT ACE NAT
NAT
NAT

U NAT

U NAT ACL
U NAT

U NAT

NAT
5-3 NAT
CLI
CLI
5-3

Cisco Application Control Engine
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Cisco Application Control Engine

NAT | |

5-3 NAT

CLI

hostl/Admin# changeto C1
hostl/Cl#

C1
Cisco
Application Control Engine Module Virtualization Configuration Guide

hostl/Cl# config
hostl/Cl (config)#

NAT ACL

hostl/Cl(config)# access-list ACL1 line 10 extended permit tcp
10.0.0.0 255.0.0.0 eq 8080 any
hostl/Cl(config-acl)# exit

NAT

hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 192.168.1.100 255.255.255.0
hostl/Cl(config-if)# no shutdown

hostl/Cl(config-if)# exit

NAT 2

hostl/Cl(config)# interface vlan 101

hostl/Cl(config-if)# mtu 1500

hostl/Cl(config-if)# ip address 172.27.16.100 255.255.255.0
hostl/Cl(config-if)# no shutdown

hostl/Cl(config-if)# exit

hostl/Cl(config)# class-map match-any NAT CLASS
hostl/Cl(config-cmap)# match access-list ACL1
hostl/Cl (config-cmap)# exit
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| NAT
5-3 NAT
7.
hostl/Cl(config)# policy-map multi-match NAT POLICY
hostl/Cl(config-pmap)# class NAT_CLASS
hostl/Cl (config-pmap-c)#
8. NAT
hostl/Cl (config-pmap-c)# nat static 192.0.0.0 netmask 255.0.0.0
vlian 101
hostl/Cl (config-pmap-c)# exit
hostl/Cl (config-pmap)# exit
hostl/Cl (config)#
9.
hostl/Cl(config)# interface vlan 100
hostl/Cl(config-if)# service-policy input NAT_POLICY
hostl/Cl(config-if)# Ctrl-Z
10.
hostl/Admin# copy running-config startup-config
11. NAT
hostl/Cl# show running-config class-map
hostl/Cl# show running-config policy-map
ACL NAT
ACL 1
NAT ACL
access-list

Cisco Application Control Engine
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NAT | |

access-list name [line number] extended {deny | permit}
{protocol} {src_ip_address netmask | any | host src_ip_address} [operator

portl [port2]] {dest_ip_address netmask | any | host dest_ip_address} [operator
port3 [port4]]

hostl/Cl(config)# access-list acll line 10 extended permit tcp
10.0.0.0 255.0.0.0 eq 8080 any

ACL

hostl/Cl(config)# no access-list nat_access

NAT

Cisco Application Control Engine Module Routing and Bridging
Configuration Guide

class-map
NAT

Cisco Application Control Engine Module
Administration Guide

class-map match-any name

name uiD 64

hostl/Cl(config)# class-map match-any NAT_CLASS
hostl/Cl (config-cmap) #

Cisco Application Control Engine
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hostl/Cl(config)# no class-map match-any NAT CLASS

match

hostl/Cl (config-cmap)# match access-list NAT ACCESS

hostl/Cl (config-cmap)# match source address 192.168.12.15

hostl/Cl (config-cmap)# no match access-list NAT_ACCESS

policy-map NAT
Cisco
Application Control Engine Module Administration Guide

policy-map multi-match name

name 64

hostl/Cl(config)# policy-map multi-match NAT_ POLICY
hostl/Cl (config-pmap) #

hostl/Cl (config)# no policy-map multi-match NAT_ POLICY
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hostl/Cl (config-pmap)# class NAT_CLASS
hostl/Cl (config-pmap-c)#

hostl/Cl (config-pmap)# no class NAT_CLASS

NAT
nat static
NAT
DNAT
NAT NAT
ACL
ACE
service-policy
nat static
NAT

nat static ip_address netmask mask {portl | tcp eq port2 | udp eq port3} vlan

number
e static ip_address — ip_address
IP
ACL IP IP
* netmask mask — IP
10
255.255.255.0

Cisco Application Control Engine
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e portl — TCP
UDP 0 65535
* tcp eq port2 — TCP 0 65535
0 ACE
TCP
well-known TCP
5-4
5-4 Well-known TCP
ftp 21 File Transfer Protocol FTP;
http 80 Hypertext Transfer Protocol HTTP;
https 443 HTTP over TLS/SSL
irc 194 Internet Relay Chat IRC;
matip-a 350 Mapping of Airline Traffic over Internet Protocol
MATIP A
nntp 119
pop2 109 POP v2
pop3 110 POP v3
rtsp 554 Real Time Streaming Protocol
smtp 25 Simple Mail Transfer Protocol SMTP;
telnet 23 Telnet
e udp eq port3 — UDP 0 65535
0 ACE
UDP
well-known UDP
5-5
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5-5 Well-known UDP
dns 53 Domain Name System DNS;
wsp 9200 Connectionless Wireless Session Protocol WSP
wsp-witls 9202 WSP
wsp-wtp 9201 WSP
wsp-wtp-wtls 9203 WSP
e vlan number — IP
Y
NAT ACE
DNAT nat static

NAT

hostl/Cl(config)# policy-map multi-action NAT_POLICY

hostl/Cl (config-pmap)# class NAT CLASS

hostl/Cl (config-pmap-c)# nat static 192.168.12.0 255.255.255.0 80
vlian 101

NAT

hostl/Cl(config-pmap-c) no nat static 192.168.12.15 255.255.255.0
vlian 200

Cisco Application Control Engine
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NAT

service-policy
NAT
service-policy
Cisco Application Control Engine Module Administration Guide

NAT

service-policy input policy_name
e input — VLAN

e policy_name — 64

hostl/Cl(config)# interface vlan 100

hostl/Cl(config-if)# mtu 1700

hostl/Cl(config-if)# ip address 192.168.1.100 255.255.255.0
hostl/Cl(config-if)# service-policy input NAT_POLICY

hostl/Cl(config-if)# no service-policy input NAT_POLICY
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~
VLAN
ACE
ACE VLAN
ACE 8,192 8K NAT
NAT
400 K NAT ACE
NAT

ACL

NAT

static

static vlan mapped_vlan_id vlan real_vlan_id mapped_ip_address
{real_ip_address [netmask mask]}

e mapped_vlan_id — IP
VLAN ID
e real vlan_id — IP
VLAN
e mapped_ip_address — IP 10
IP 172.27.16.10
e real_ip_address — IP 10
IP 172.27.16.10

Cisco Application Control Engine
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e netmask mask —

10 255.255.255.0
24
e ACE
e ACE 1 1
NAT IP
e ACE NAT NAT
. IP 1K
IP 1K
. ACE
Equal Cost Multipath Protocol ECMP;
static
static
ACE encap-id
J 5-1

5-2
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5-1
- FEIETT NAT
(K70 v5 n—4] = >
ACE TS3AR—F L—4
RITYvh »—a% < S
’ S84 NAT g
5-2
5856 NAT
> 7514 ~—F 1—1%]
KT ys L—s——7 ACE |——
< —{7’54«<—r L—4| 8
iE{E5T NAT ‘ 3
~
static MPC NAT
ACE
. IP
P ID
. NAT
static ACE
NAT
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VLAN 176 VLAN 171
10.181.0.2 255.255.255.255 IP 5.6.7.4
NAT

hostl/Cl(config)# static vlan 176 vlan 171 5.6.7.4 10.81.0.2 netmask
255.255.255.255

hostl/Cl(config)# no static vlan 176 vlan 171 5.6.7.4 10.81.0.2
netmask 255.255.255.255

NAT show nat-fabric global-static
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oL-11868-01-J |




| 5 NAT

NAT ||
NAT PAT
e NAT PAT
e |P
NAT PAT
EXEC show running-config class-map show
running-config policy-map NAT PAT
hostl/Cl# show running-config class-map
hostl/Cl# show running-config policy-map
IP
EXEC show xlate IP

Xlate

show xlate [global {ip_addressl [ip_address2 [netmask mask1]]}] [local
{ip_address3 [ip_address4 [netmask mask2]]}] [gport portl [port2]] [Iport
portl [port2]]

e global ip_addressl ip_address2 — ACE
NAT IP
IP IP
10
192.168.12.15 IP 2 IP

e netmask mask — IP

Cisco Application Control Engine
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e |ocal ip_address3 ip_address4 — IP
IP IP
10 192.168.12.15
IP 2 IP
e gport portl port2 — ACE
PAT
0 65535 2

e |port port3 port4 —
0 65535

hostl/Admin# show xlate global 172.27.16.3 172.27.16.10 netmask
255.255.255.0 gport 100 200

show conn NAT
. NAT
o PAT
o NAT
o PAT
NAT
show xlate NAT
SNAT VLAN 2020 172.27.16.5 Telnet ACE

VLAN 2021  192.168.100.1

hostl/Admin# show xlate global 192.168.100.1 192.168.100.10
NAT from v1an2020:172.27.16.5 to vlan2021:192.168.100.1 count:1

Cisco Application Control Engine
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PAT
PAT VLAN 2020 172.27.16.5 Telnet
ACE VLAN 2021 192.168.201.1

hostl/Admin# show xlate
TCP PAT from v1an2020:172.27.16.5/38097 to v1an2021:192.168.201.1/1025

NAT

NAT ACE IP 172.27.16.5
192.168.210.1

hostl/Admin# show xlate
NAT from v1an2020:172.27.16.5 to vlan2021:192.168.210.1 count:1

hostl/Admin# show conn

total current connections : 2

conn-id dir prot vlan source destination state
—————————— B e S e it St T TP
7 in TCP 2020 172.27.16.5 192.168.100.1 ESTAB

6 out TCP 2021 192.168.100.1 192.168.210.1 ESTAB

PAT
DNAT
192.168.0.10:37766 Telnet ACE VLAN 2021

192.168.211.1:3030 ACE VLAN 2020 172.27.0.5:23 VLAN

2021  192.168.211.1:3030

hostl/Admin# show xlate

TCP PAT from v1an2020:172.27.0.5/23 to vl1an2021:192.168.211.1/3030
Mar 24 2006 20:05:41 : %$ACE-7-111009: User 'admin' executed cmd: show
xlate

hostl/Admin# show conn

total current connections : 2

conn-id dir prot vlan source destination state
—————————— B e B et St it ¥
6 in TCP 2021 192.168.0.10:37766 192.168.211.1:3030 ESTAB

7 out TCP 2020 172.27.0.5:23 192.168.0.10:1025 ESTAB
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Clearing Xlates

EXEC clear xlate
NAT

ACE Xlates

clear xlate [{global | local} start_ip [end_ip [netmask netmask]]] [{gport | Iport}
start_port [end_port]] [interface vlan number] [state static] [portmap]

e global — IP

e local — IP

e start_ip — IP
IP 10 IP
172.27.16.10

e end_ip— IP IP

10 IP
172.27.16.10
e netmask netmask — IP
10
255.255.255.0
e gport—
e |port—

e start_port —

e end_port —

e interface vlan number — VLAN

e state static —
e portmap —
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ACE ACE
Xlate
Xlate Xlate

hostl/Admin# clear xlate state static
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NAT

NAT

. NAT PAT SNAT

. NAT SNAT

. DNAT

. SNAT

NAT PAT SNAT
SNAT ACE NAT PAT
SNAT 192.168.12.0
ACE nat-pool VLAN 200
NAT IP 1 pat
1024
ACE VLAN 100
VLAN 200

access-1list NAT _ACCESS line 10 extended permit tcp 192.168.12.0
255.255.255.0 1 72.27.16.0 255.255.255.0 eq http

class-map match-any NAT_CLASS
match access-list NAT_ACCESS

policy-map multi-match NAT_ POLICY
class NAT_CLASS
nat dynamic 1 vlan 200

interface vlan 100
mtu 1500
ip address 192.168.1.100 255.255.255.0
service-policy input NAT_POLICY
no shutdown

interface vlan 200
mtu 1500
ip address 172.27.16.2 255.255.255.0
nat-pool 1 172.27.16.15 172.27.16.24 netmask 255.255.255.0 pat
no shutdown

Cisco Application Control Engine
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Cisco Application Control Engine

NAT n
NAT SNAT
SNAT ACE NAT
SNAT
172.27.16.0 nat-pool VLAN 200
NAT IP 1
ACE VLAN 100
VLAN 200

access-list NAT_ACCESS line 10 extended permit tcp 192.168.12.0
255.255.255.0 1 72.27.16.0 255.255.255.0 eq http

rserver SERVERL
ip address 172.27.16.3
inservice

rserver SERVER2
ip address 172.27.16.4
inservice

serverfarm SFARM1
rserver SERVER1
inservice
rserver SERVER2
inservice
class-map type http loadbalance match-any L7_CLASS
match http content .*cisco.com
class-map match-any NAT_CLASS
match access-list NAT_ACCESS

policy-map type loadbalance http first-match L7_POLICY
class L7_CLASS
serverfarm SFARM1
nat dynamic 1 vlan 200 serverfarm primary
policy-map multi-match NAT_ POLICY
class NAT_CLASS
loadbalance policy L7_POLICY
loadbalance vip inservice

interface vlan 100
mtu 1500
ip address 192.168.1.100 255.255.255.0
service-policy input NAT_POLICY
no shutdown

interface vlan 200
mtu 1500
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ip address 172.27.16.2 255.255.255.0
nat-pool 1 172.27.16.15 172.27.16.24 netmask 255.255.255.0
no shutdown

DNAT
DNAT ACE
DNAT 192.0.0.0/8
VLAN 101 ACE HTTP 10.0.0.0/8 8080

8080 HTTP

access-list acll line 10 extended permit tcp 10.0.0.0 255.0.0.0
eq 8080 any

class-map match-any NAT_CLASS
match access-list acll

policy-map multi-match NAT_ POLICY
class NAT_CLASS
nat static 192.0.0.0 255.0.0.0 80 vlan 101

interface vlan 100
mtu 1500
ip address 192.168.1.100 255.255.255.0
service-policy input NAT_POLICY
no shutdown

interface vlan 101
mtu 1500
ip address 172.27.16.100 255.255.255.0
no shutdown
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NAT n
SNAT
SNAT NAT
VIP 20.11.0.100 30.11.100.1
30.11.200.1 NAT 1 NAT
PAT L7SLBCookie nat dynamic 1

vlan 2021 nat dynamic 2 vlan 2021

server host http
ip address 30.11.0.10
inservice
serverfarm host httpsf
rserver http
inservice

class-map match-any vip4
2 match virtual-address 20.11.0.100 tcp eqg www
class-map type http loadbalance match-any L7SLB_Cookie
3 match http cookie JG cookie-value “.*”

policy-map type loadbalance first-match L7SLB_Cookie
class L7SLB_Cookie
serverfarm httpsf
policy-map multi-match L7SLBCookie
class vip4
loadbalance vip inservice
loadbalance L7SLB_Cookie
nat dynamic 1 vlan 2021 <<<<<<<<<<

interface vlan 2020
ip address 20.11.0.2 255.255.0.0
alias 20.11.0.1 255.255.0.0
peer ip address 20.11.0.3 255.255.0.0
service-policy input L7SLBCookie <<<<<<<<<<<<<<<<
no shutdown
interface vlan 2021
ip address 30.11.0.2 255.255.0.0
alias 30.11.0.1 255.255.0.0
peer ip address 30.11.0.3 255.255.0.0
fragment min-mtu 68
nat-pool 2 30.11.201.1 30.11.201.1 netmask 255.255.255.255 pat
nat-pool 3 30.11.202.1 30.11.202.3 netmask 255.255.255.255
nat-pool 1 30.11.100.1 30.11.200.1 netmask 255.255.255.255 <<<<<<<<<
no shutdown
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