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Cisco I0S

Embedded Service Engine

Embedded Service Engine

Embedded Service Engine 2

3 P8

(G¥) CIMC-E

CIMC-E ISM-SRE-300-K9

Cisco I0S Release 15.1(4)M  Embedded Service Engine

(%)  Cisco SRE-V ISM-SRE-300-K9

AR

ANk I75via h—FOEH

Cisco IOS  CIMC-E

CFO0 Cisco IOS CF1
Embedded Service Engine Cisco 10S
CFO0 flashO: CF1 flashl:
® 3 AV k759 va A—FOEIYET
AV b I5vva AR+ Iy va a4 X
A—F RAY By (MB)
CF0 Cisco 10S 256 MB
CF1 Embedded Service Engine 512 MB
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F I+ —L~ADA VR —)UIZEA
T7AIVE B
cimce-installer.vsem.1.0.2 CIMC-E Cisco
Embedded-Service-Engine

cimce-k9.vsem.1.0.2.pkg Cisco Embedded Service Engine  CIMC-E
cimce-full.vsem.1.0.2.prt1l CIMC-E

cimce-installer.vsem.1.0.2.prt1 CIMC-E

cimce-k9.vsem.1.0.2.pkg.install.sre TCL
cimce-k9.vsem.1.0.2.pkg.install.sre.header TCL

cimce-k9.vsem.1.0.2 key SRE
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Embedded Service Engine ~® CIMC-E 1 > X k—JL

Embedded Service Engine  CIMC-E
* Embedded Service Engine P.10
* Embedded Service Engine CIMC-E P.13
e CIMC-E Cisco ISR G2 P.15
¢ CIMC-E CLI P.20
e CIMC-E P.20
e CIMC-E P.21

Embedded Service Engine O&5E (#478)
N

GE) CIMC-E

Embedded Service Engine
service-module

1. embedded-service-engine 0/0
service-module enable

2. NVRAM
3.
Embedded Service Engine

FlEDOHE
RA M IL—2DCLI &Y
1. enable
2. configure terminal
3. interface Embedded-Service-Engine 0/0
4. service-module enable
5. ip address module-side-ip-address subnet-mask

ip unnumbered type number

service-module ip address module-side-ip-address subnet-mask
service-module ip default-gateway gateway-ip-address

no shutdown

exit

o © ® N o

0. ip route prefix mask ip-address

Embedded-Service-Engine

Embedded Service Engine
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FIEDEHH

b &2 A

ATFvT 2

ATvS 3

ATvT 4

ATFvT 5

11. end

Embedded Service Engine ~® CIMC-E ® 1 > X k—JL ||

12. copy running-config startup-config

13. show running-config
14. reload

ATV FFEREF7IVaY

=]:)

AR R L—2®CLI &Y

enable
password

il :

Router> enable
Router> password
Router#

EXEC

configure terminal

i

Router# configure terminal

interface Embedded-Service-Engine 0/0

i

Router(config)# interface
Embedded-Service-Engine 0/0

Embedded Service Engine

service-module enable

i

Router(config-if)# service-module enable

Embedded
Service Engine

ip address module-side-ip-address

ip unnumbered  type number

5 -
Router(config-if)# ip address 10.10.10.1
255.255.0.0

Router(config-if)# ip unnumbered
gigabitethernet 1/0

subnet-mask 1P

e router-side-ip-address subnet-mask

1P
1P
1P
* type 1P
e number IP
(E)
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ATV RFFERERETIVaY

B

ATvT 6 service-module ip address

module-side-ip-address subnet-mask

i

Router(config-if)# service-module ip address
10.10.10.2 255.255.255.0

1P

e module-side-ip-address IP

e subnet-mask IP

ART9F T service-module ip default-gateway

gateway-ip-address

i

Router(config-if}# service-module ip
default-gateway 10.10.10.1

1P

e gateway-ip-address 1P

AFvS 8 no shutdown

i

Router(config-if)# end

2Fv79 exit

Bl -

Router(config-if)# end

XFv7 10 iproute  prefix mask ip-address

5 -
Router# ip route 10.0.0.1 255.255.255.255
Embedded-Service-Engine0/0

(¥) 5  Embedded Service Engine
ip unnumbered
ip route
SM

AFYvF 1M1  end

i

Router(config-if)# end

EXEC

RXFw 7 12  copy running-config startup-config

i

Router# copy running-config startup-config

RF w7 13  show running-config

i :

Router# show running-config

ATFv7 14  reload

il :
Router# reload
Proceed with reload? [confirm]
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Embedded Service Engine DE%5E : I

Embedded Service Engine

interface Embedded-Service-Engine0/0

ip address 10.10.10.1 255.255.0.0
service-module enable

service-module ip address 10.10.10.2 255.255.0.0

service-module ip default-gateway 10.10.10.1
!

NVRAM Embedded
Service Engine

Router# show running-config

Router# copy running-config startup-config
Router# reload

Proceed with reload? [confirm]

Embedded Service Engine ~® CIMC-E ®1 > X k—)L

Embedded Service Engine CIMC-E SRE

~

(E)

service-module Embedded-Service-Engine 0/0 install abort
Cisco 10S Interface and Component Command Reference

Installation successful...

Embedded Service Engine CIMC-E

FIEDHE

enable
service-module embedded-service-engine 0/0 install url url

service-module embedded-service-engine 0/0 status

A w dh =

exit

Cisco Integrated Management Controller Express
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FIED

avy REREZETFTIVIY BeY

RATvF 1 enable EXEC
password

i :

Router> enable
Router> password
Router#

RF w7 2 service-module embedded-service-engine 0/0 Cisco SRE Cisco
install url url SM-SRE

il : e urlurl RFC 2396
Router# service-module embedded-service-engine URL

0/0 install url Tel
ftp;//luser:password@10.86.26.195/new/vsep/cimce ¢
-k9.vsep.1.0.2.pkg URL FTP HTTP

.bin .pkg

XF w7 3 service-module embedded-service-engine 0/0 Embedded Service Engine
status

fl :
Router# service-module embedded-service-engine
0/0 status

RATYFT 4 exit EXEC

i

Router# exit

Embedded Service Engine £® CIMC-E O X k—)L : i

Embedded Service Engine CIMC-E

Router# service-module embedded-Service-Engine 0/0 install url
ftp://10.86.26.195/vsem/cimce-k9.vsem.1.0.2.pkg

Proceed with installation? [no]: yes

Loading nightly/BNDR/vsem/cimce-k9.vsem.1.0.2.pkg.install.sre !
[OK - 15482/4096 bytes]

partition_support is available.

Has enough memory and disk disk space for app install

rsrc_str is disk= 488 mem= 256

raid option -1

sku vsem

ios_version 15.1(20101031:104834)

ios_image c2900-universalk9-mz

pkg name cimce-k9.vsem.1.0.2.pkg

Resource requirements check completed successfully. Proceeding to Install....

CSL-2911#
CSL-2911#

Cisco Integrated Management Controller Express
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Embedded Service Engine ~® CIMC-E ® 1 > X k—JL ||

Install successful on Embedded-Service-Engine0/0

Install successful...

CIMC-E

Router# service-module embedded-Service-Engine 0/0 status

Service Module is Cisco Embedded-Service-Engine0/0
Service Module supports session via TTY line 2
Service Module is in Steady state

Service Module heartbeat-reset is enabled

Getting status from the Service Module, please wait..

Cisco CIMC-E Software 1.0
CIMCE Running on VSEM
Embedded Service Engine boot state is KERNEL UP

Module resource information:
CPU Frequency: 500 MHz
Memory Size: 256 MB

Disk Size: 488 MB

No install/uninstall in progress

CIMC-E AH® Cisco ISR G2 D&

CIMC-E  Cisco ISR G2

e HTTPS P.15
e Web Services Management Agent P.16
. WSMA P.18

HTTPS H—/\E & UVRBREDEHRE

FIEDHE

HTTPS
CIMC-E CIMC-E
1. enable
2. config terminal
3. ip http secure-server
4. ip http authentication local
5. exit
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FIED 4
av Y FEREFFTIVaY B
ATv 7T 1 enable EXEC
password
#l :

Router> enable
Router> password
Router#

RXFw 7 2 configure terminal

-

Router# config t

X5 w7 3 iphttp secure-server HTTP HTTPS

#l :

Router(config)# ip http secure-server

ZRFwF 4 iphttp authentication local HTTP

Bl :  local
Router(config)# ip http authentication local username

RATFwvF 5 exit

-

Router(config)# exit

HTTPS #—/\& & USZEEDERTE : HI

HTTPS
Router# config t
Router(config)# ip http secure-server
Router(config)# ip http authentication local
Router(config)# exit
Router#

Web Services Management Agent DEXE

Web Services Management Agent WSMA CIMC-E  Cisco IOS
15
WSMA

FIEDHE

1. config terminal

2. username name privilege privilege-level password 0 password

config

€Xxec
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FIED*H

ATy T A1

AFvF 2

ATFvFT 3

AFvT 4

AFwFT 5

ATvT 6

ATFvT 7

wsma profile listener profile-name
transport https path pathname

exit

wsma agent exec profile profile-name
wsma agent config profile profile-name
wsma agent notify profile profile-name

exit

© ® N o g kW

Embedded Service Engine ~® CIMC-E ® 1 > X k—JL ||

ARV RERRT2V a3y

i

configure terminal

Al -

Router# config t

username name privilege
password 0  password

privilege-level

i -
Router(config)# username wsmauser privilege 15
password 0 mypassword

wsma profile listener profile-name

ol :

Router(config)# wsma profile listener wsma

WSMA
WSMA

transport https path pathname

Bl -
Router(config-wsma-listen)# transport https
path /test

WSMA

exit

Bl -

Router(config-wsma-listen)# exit

WSMA

wsma agent exec profile profile-name

Bl -

Router(config)# wsma agent exec profile wsma

WSMA exec

wsma agent  config profile profile-name

ol :

Router(config)# wsma agent config profile wsma

WSMA config

Cisco Integrated Management Controller Express
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ARV RFERRETIYaY B
XFw 7 8 wsmaagent notify profile profile-name WSMA notify
i -
Router(config)# wsma agent notify profile wsma
ATFvF 9 exi
Bl :
Router(config)# exit
Web Services Management Agent DE&5E : il
wsma WSMA
Router# config t
Router(config)# username wsmauser privilege 15 password 0 mypassword
Router(config)# wsma profile listener wsma
Router(config-wsma-listen)# transport https path /cimce
Router(config-wsma-listen)# exit
Router(config)# wsma agent exec profile wsma
Router(config)# wsma agent config profile wsma
Router(config)# wsma agent notify profile wsma
Router(config)# exit
Router#
N S
A—JL/Av Y (WSMA H#EE) DERTE
Cisco 10S
WSMA
FIEDOHE
1. config terminal
2. archive
3. log config
4. hidekeys
5. exit
6. pathurl
7. maximum number
8. exit
FlED 4
ATV RERETIVaY B i
ATFvT 1 configure terminal

-

Router# config t
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Embedded Service Engine ~® CIMC-E ® 1 > X k—JL ||

ARV RFERRTIVaY

2AFvS 2 archive

i -

Router(config)# archive

ARFvwT 3 log config

-

Router(config-archive)# log config

RTFvT 4 hidekeys

-

Router(config-archive-log-cfg)# hidekeys

2AFvT 5 exit

i -

Router(config-archive-log-cfg)# exit

ATFv7 6 path url

-

Router(config-archive)# path flash:roll

Cisco I0OS

AFyT 7 maximum number

-

Router(config-archive)# maximum 5

Cisco I0S

2Fv7 8 exit

i -

Router(config-archive)# exit

A—)L/Nv s (WSMA #8E) DRE : Hl

Router# config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# archive

Router(config-archive)# log config

Router(config-archive-log-cfg)#
Router(config-archive-log-cfg)#

Router(config-archive)# path flash:roll
Router(config-archive)# maximum 5
Router(config-archive)# exit
Router(config)#

Cisco Integrated Management Controller Express ]



CIMC Express |

Bl Embedded Service Engine ~® CIMC-E ® 41 »X k—JL

CIMC-ECLI~D79 A

Linux CIMC-E CLI
ssh admin@Embedded-Service-Engine-Service-Module-IP-Address
Embedded Service Engine IP 10.0.0.2
> ssh admin@10.0.0.2
admin@10.0.0.2
se-10-0-0-2#

~

(G¥) CIMC-E admin password

CIMC-E DEE

Cisco ISR G2 CIMC-E CIMC-E Cisco ISR G2
P.15 Cisco ISR G2 CIMC-E
CIMC-E CLI P.20 SSH CIMC-E CLI

scope cimce

FIEDOBE
1. scope cimce
2. set username username
3. set password password
4. seturlurl
5. commit
FlED A
ARV RFERET7IVaY B
AFvF 1  scopecimce cimee
Bl :
se-10-0-0-2# scope cimce
ATFvF 2 setusername  username CIMC-E
Bl
se-10-0-0-2 /cimce # set username wsmauser
AFvT 3 set password ~ password CIMC-E
il :
se-10-0-0-2 /cimce # set password mypassword
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Embedded Service Engine ~® CIMC-E ® 1 > X k—JL ||

av Y FFEEETIVaY B#
AFv7 4  seturl il CIMC-E Embedded Service
Engine IP URL
1 -
se-10-0-0-2 /cimce # set url 10.0.0.2/cimce
AFwF 5 commit
il :
se-10-0-0-2 /cimce # commit
18—
CIMC-E DE&7E : I
Embedded Service Engine Cisco ISR G2 1P 10.0.0.5
ssh admin@10.0.0.5
admin@10.0.0.5's password:
se-10-0-0-5# scope cimce
se-10-0-0-5 /cimce # set username wsmauser
se-10-0-0-5 /cimce *# set password <PASSWORD>
se-10-0-0-5 /cimce *# set url 10.0.0.5/cimce
se-10-0-0-5 /cimce *# commit
Username: wsmauser
Password: <hidden>
End Point: 10.0.0.5/cimce
New config changes have been saved
se-10-0-0-5 /cimce #
)
(3¥) URL CiscoISRG2 IP Web Services Management Agent P.16
Web Services Management Agent P.16

CIMC-E MIEELKERESI TS Z &L DFERE

CIMC-E
hardware

ssh admin@10.0.0.5
admin@10.0.0.5's password:

se-10-0-0-5# scope router
se-10-0-0-5 /router#

show hardware

show

Embedded Service Engine  IP 10.0.0.5

Cisco 10S Software, C2900 Software (C2900-UNIVERSALK9-M)
Cisco CISC02911/K9 (revision 1.0) with 729056K/57344K bytes of memory.

Chassis Serial Number : FTX1405A1Z5
Chassis MAC Address  : 0000.e181.5150

se-10-0-0-5#

CIMC-E

show hardware

Cisco Integrated Management Controller Express ]
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Embedded Service Engine O &

* Embedded Service Engine P22
* Embedded Service Engine P.23

Embedded Service Engine 7 1 £—7JI)L{t

Embedded Service Engine

1. embedded-service-engine 0/0
enable

2. NVRAM
3.
Embedded Service Engine

no service-module

FlEDOHE
KRR M IL—2® CLI &Y
1. enable
2. configure terminal
3. interface Embedded-Service-Engine 0/0
4. no service-module enable
5. end
6. copy running-config startup-config
7. show running-config
8. reload
FIEDEEHE
av Y RFFEREETIVaY B
KRk IL—40DCLI &Y
AFvyF 1 enable EXEC
password
Bl
Router> enable
Router> password
Router#
RTFyT 2 configure  terminal
i :
Router# configure terminal
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ATFvT 3

ATv7 4

ATFvT 5

ATv7 6

& A

&

Embedded Service Engine n&=Z WM

ARV RFFERERTI VY

B

interface Embedded-Service-Engine 0/0

1 -

Router(config)# interface
Embedded-Service-Engine 0/0

Embedded Service Engine

no service-module enable

#l -

Router(config-if)# no service-module enable

Embedded Service Engine

end

il :
Router(config-if)# end

copy running-config startup-config

-

Router# copy running-config startup-config

show running-config

#l -

Router# show running-config

reload

i :
Router# reload
Proceed with reload? [confirm]

Embedded Service Engine @5 1« £—7JJL{t : fl

Embedded Service Engine

interface Embedded-Service-Engine0/0

no service-module enable
|

NVRAM

Router#  copy running-config startup-config
Router# show running-config

Router# reload

Proceed with reload? [confirm]

Embedded Service Engine ® ST a—T 4 25

* Embedded Service Engine
. P.24

P.24
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¢ Embedded Service Engine

* Embedded Service Engine

e uboot P.25
e uboot P.26

P.24
P.25

P.26

Embedded Service Engine H31 2—JJLICIE > TS Z & DEERR

Cisco I0S

Router# show running-config

service-module enable

interface Embedded-Service-Engine0/0

ip address 10.10.10.1 255.255.0.0
service-module enable

service-module ip address 10.10.10.2 255.255.0.0

service-module ip default-gateway 10.10.10.1
!

Embedded-Service-Engine0/0

Embedded Service Engine

2911B# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
2911B(config)# interface Embedded-Service-Engine 0/0

2911B(config-if)# service-module enable

Memory size does not meet the requirements of Embedded-Service-Engine 0/0

DATL ) —ADEER

Embedded Service Engine

Embedded Service Engine

Show diag:

Embedded Service Engine 0/0 :
Total platform memory : 2097152K bytes
Total 2nd core memory : 262144K bytes
Start of physical address for 2nd core : 0x20000000
Number of blocks of memory for 2nd core : 1
2nd core configured enabled
L2 cache ways for 2nd core : 1
CF1 for 2nd core
Mac address of interface is 8843.e100.0006
Mac address of 2nd core is 8843.€100.0007

Embedded Service Engine DA 7—4 A DR

service-module status

Embedded Service Engine

show diag
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Embedded Service Engine n&=Z WM

C2951# service-module embedded-Service-Engine 0/0 status
Service Module is Cisco Embedded-Service-Engine0/0
Service Module supports session via TTY line 2

Service Module is in Steady state

Service Module heartbeat-reset is enabled

Getting status from the Service Module, please wait..

Cisco CIMCE Software 1.0

Fndn running on C2951

Embedded Service Engine boot state is KERNEL UP
No install/uninstall in progress

RESET FAILED
RESET
¢ service-module embedded-Service-Engine 0/0 status Embedded Service
Engine

¢ show interface embedded-service-engine

FAILED uboot P.25

Embedded Service Engine HEEI SN TLVS C L DFEER

Embedded Service Engine KERNEL

*Sep 20 18:41:54.283: %SECONDCORE-5-BOOTSTAGE: ROMMON on 2nd core UP

*Sep 20 18:41:54.287: %SECONDCORE-5-BOOTSTAGE: UBOOT on 2nd core UP

*Sep 20 18:41:55.359: %SM_INSTALL-6-INST_RBIP: Embedded-Service-Engine0/0 received msg:
RBIP Registration Request

*Sep 20 18:41:56.203: %LINK-3-UPDOWN: Interface Embedded-Service-Engine0/0, changed state
to up

*Sep 08 18:46:23.639: %SECONDCORE-5-BOOTSTAGE: KERNEL on 2nd core UP

uboot 1 A — L DS

uboot

Router#

*Sep 28 18:40:01.898: %SECONDCORE-3-UBOOT_BADMAGIC: Invalid Image magic is 0XDOA5468
expected 0x42553049

*Sep 28 18:40:01.898: %SECONDCORE-3-NOT_LAUNCHED: Second core not launched

*Sep 28 18:40:01.922: %SECONDCORE-3-UBOOT_BADMAGIC: Invalid Image magic is 0XDOA5468
expected 0x42553049

*Sep 28 18:40:01.922: %SECONDCORE-3-NOT_LAUNCHED: Second core not launched

*Sep 28 18:40:03.894: %LINK-3-UPDOWN: Interface Embedded-Service-Engine0/0, changed state
to down

uboot

1. enable

2. configure terminal

3. interface Embedded-Service-Engine 0/0
4

no service-module enable
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Bl Embedded Service Engine DE&EE

5. service-module enable
6. end
NVRAM

uboot & FEDHEE

Embedded Service Engine

Router# service-module embedded-Service-Engine 0/0 session

Trying 10.10.10.1, 2002 ... Open

Kk

ServicesEngine Bootloader Version : 1.0

boot loader > show config
IP Address: 10.10.10.2
Subnet Mask: 255.255.0.0
TFTP Server: 10.10.10.1
Gateway: 10.10.10.1

Default Helper-file:  cimce-installer.vsep.eng_bld.prtl
Ethernet Interface: internal

Default Boot: disk

Default Bootloader:  primary

Bootloader Version: 1.0

Embedded Service Engine  uboot uboot
[Default Boot] NULL uboot
uboot Cisco 10S

Router# service-module embedded-service-engine 0/0 reset

FIVr—23avDA4 VR F—ILOWR

Embedded Service Engine CIMC-E

Router# service-module embedded-Service-Engine 0/0 install url
ftp:/lexample@10.86.26.195/new/vsep/cimce-k9.vsep.1.0.2.pkg

Proceed with installation? [no]: yes
Loading new/vsep/cimce-k9.vsep.1.0.2.pkg.install.sre !
[OK - 15049/4096 bytes]

partition_support is available.

Has enough memory and disk disk space for app install
rsrc_str is disk= 256 mem= 256

raid option -1

sku vsep

ios_version 15.1(20101009:200234)

ios_image c2951-universalk9-mz

pkg name cimce-k9.vsep.1.0.2.pkg

Resource requirements check completed successfully. Proceeding to Install....

CIMC-E

Router# service-module embedded-Service-Engine 0/0 status
Service Module is Cisco Embedded-Service-Engine0/0
Service Module supports session via TTY line 2

Cisco Integrated Management Controller Express
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Service Module is in Steady state
Service Module heartbeat-reset is enabled

H+—nog= N

Getting status from the Service Module, please wait..

Cisco CIMC-E Software 1.0
CIMCE Running on VSEM

Embedded Service Engine boot state is KERNEL UP

No install/uninstall in progress

H—/\OEH

e CIMC-E

P.27
P.28
P.29

. P.30
. P.30

CIMC-E 7R/3\F7 1 DR

27Ty T 1
AFyvFT 2
AFvT 3

ATv7 4
AFwT 5
& A

CIMC-E
CIMC-E

FIE

[Navigation] [Server]

[Server]

[CIMC-E Configuration]

P.30

CIMC-E P.20

®7 [CIMC-E Configuration] 7 « —JL FDEREA

E=X:0)

A

Username

CIMC-E

Password

CIMC-E

URL

URL

[Change Username]
[Change Password]
[Change URL] URL

2 [CIMC-E Configuration]
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B o=

2 [CIMC-E Configuration] R4 >

2HRDOY—N\ R T—E2 ADRTR

FIR
AT7wv7 1 [Navigation] [Overall Server Status] CIMC-E
AFvT 2 3 [Server Summary]

] 3 [Server Summary] R4 >

Cisco Integrated Management Controller Express
[ 28 | I



| CIMC Express

H+—nog= N

[Server Summary] [Modules]

* 8 [Module] Y= 1)— 7 1+ —JL FDOEEMA

2L B
[Power State]

[Software]

CIMC-E

[Install Status]

* No install in progress
* Install in progress

* Aborting install

[Overall Server Status]
* Online

¢ Not available

[Processors]

[Memory]

[Power Supplies]
[Fans]
[HDD] HDD

EDa—IDIvYy REIY

FC&HBHII

FIE
AFw7 1 [Navigation] [Server]
AFw T 2 [Server] [Summary]
AT7w7 3 [Actions] [Shutdown Module]
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B o=

EFEDa—)LDYyAa—FK

FL&HBHHIIC

FIR
ATw7 1 [Navigation] [Server]
ATwvF 2  [Server] [Summary]
ATvF 3 [Actions] [Reload Module]

EDa—-ILOYEy k

FL&HBHHIIC

FIR
ATwF 1 [Navigation] [Server]
ATvF 2 [Server] [Summary]
AT9F 3  [Actions] [Reset Module]

EFEDA—=ILADYITIRDTT7DA A=)

FL&HBHII

FIR
AT7v7 1 [Navigation] [Server]
AFv7T 2 [Server] [Summary]
AT9F 3  [Actions] [Install Software]

Cisco Integrated Management Controller Express
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H—no7osFsnxr A

ATy 4 4 [Install Software to Module]

%9 [Install Software to Module] 7 « —JL FO)E5BA

Z4—ILF% Bl
Package URL URL
Username

Password

Arguments

4 [Install Software to Module] EIE

AFw 7 5 [Install Software Now]

H—/\) FTANT 4 DFTRT

FIR
ATw7 1 [Navigation] [Server]
ATwvF 2 [Server] [Summary]

AFw 7 3  [Server Properties]

% 10 [Server Properties] 7 1« —JL FOFEA

ARl £ L
[Cisco IOS Version] Cisco 10S
[Host Name]

[Hardware Revision]
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W  CIMC-E ®&®oET

% 10 [Server Properties] 7 1 —JL KD ()
£ §RBA

[Board Revision]

[Chassis Serial Number]

[Product (FRU) Number]

CIMC-E {F8 O R

CIMC-E

FIR
AT7v7 1 [Navigation] [Server]
AFvF 2  [Server] [Summary]

AFw7 3 [CIMC-E Information]

=1 [Server Properties] 7 1 —JL FO&HEA

&0 BieA

[Hostname] Embedded Service Engine

[IP Address] Embedded Service Engine  IP
[Version] CIMC-E

[Current Time] CIMC-E

JE—FaVY—ILDOEHE

. P.32
. P.33

JE—F aAVY—ILDERE

FIE
ATwF 1 [Navigation] [Server]
ATvF 2 [Server] [Remote Console Configuration]
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JeE—travv—rosz M

AT9T 3 5 [Remote Console Access]
® 12 [Remote Console Access] 7 1 —JL FD5iHA
2L B
[New IP Address] Embedded Service Engine
1P
[New Port] Telnet Embedded Service
Engine 23 Telnet
ATyT 4 [Change IP] [Change Port]
X 5 [Remote Console Access] R4 >
>
(GE) Web Embedded Service Engine 23
NAT 1P
NAT Embedded Service
Engine IP 23
YE—F3VY—ILOERA
Telnet
Cisco SRE-V  Telnet Cisco Software Licensing CSL
FIE
ATw7 1 [Navigation] [Server]
ATvF 2 [Server] [Remote Console]
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B v 7a9r0EE

AT7v7 3 [Remote Console] CIMC-E
6 [Remote Console]
K 6 [Remote Console] XA ¥~

A—YH F7hOoo rOEE

. P.34

. P.36

. P.38

. P.39

A—AJ)L A—HOERK

(X L& BHIIC

admin

7 [Create User]

Cisco Integrated Management Controller Express
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a—47avroeE B

7 [Create User] X1 >
FIE
AFw7 1 [Navigation] [Admin]
A7wv7 2 [Admin] [User Management]
AT7wF 3 [User Management] [Create User]
ATy 4 [Local User]

ATvFT 5
ATvF 6 [User Details]

= 13 A—¥oFasT4

220
[ID]
[Enabled] CIMC-E

g&

B

[User Name]
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B v 7a9r0EE

ATy 7T
AFyv7T 8

® 13

(#%E) 1a—YoTansT4a (S

&

[Role]

e [read-only]

e [user]

- CLI

¢ [admin] GUI

CLI

[Save Changes]

A—FHERDEKTE

ATy A1
ATvT 2
AFv7 3
ATv7 4

FIR

[Navigation]
[Admin]
[Local User]

[Admin]

[User Management]

[Edit User Information]
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~

GE)

ATvT 5
ATy7T 6
ATvT 7T
ATvT 8
AFv7 9

a—47avroeE B

8 [Edit User Information] ¥4 704Ky o R

[Edit User Information]

= 14 a—HiER

Al

g&

B

Password

Confirm Password

Permission

admin

admin

[Change Password]

Z2Fv7F 10 [Close]

ATFv7 1

[Change Password]

[Delete User]
[Disable]

[Delete User] [Disable] [Close]
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B v 7a9r0EE

A—AJ)L A—FDRTF

FIE

AFw7 1 [Navigation] [Admin]

A7v7 2 [Admin] [User Management]
AT7w7 3 [User Management] [Local Users]
ATv7 4 9 [Local Users]

£ 15 [Local Users] BIE® 7 « —JL KDFELEA

L& HI L]
[ID]
[Enabled] CIMC-E

[User Name]
[Role]

K9 [Local Users] R41 >~

Cisco Integrated Management Controller Express
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a—47avroeE B

A—H vy a U DRT

FIE

AFw7 1 [Navigation] [Admin]
A7v7 2 [Admin] [User Management]
AT7w7 3 [User Management] [Sessions]
ATv7 4 16

% 16 [Local Users] BIE® 7 « —JL FDFELEA

EX:0] BREA
[Session ID]
[User Name]
[IP Address] 1P

[Type]

10 [Sessions]

10 [Sessions] EIM
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N *yro—sBE0RE

2y b= BEEDERE

e NIC P.40

e [Pv4 P.40

. P41
e VLAN P42

NIC 70O/8F 1« DERSE

NIC

L& BHHIIC

NIC admin

Flg
ATw7 1 [Navigation] [Admin]
A7Tv7 2 [Admin] [Network]
ATvF 3  [Network] [Network Settings]

AFw 7 4 [NIC Properties]

o)
IPv4 ORE
1Pv4
X L& BRI
1Pv4 admin
¥
AT7v7 1 [Navigation] [Admin]
ATv7 2 [Admin] [Network]
AFwvF 3  [Network] [Network Settings]

ATw7 4 [IPv4 Properties]

® 17 [IPv4 Properties] 7 « —JL FO&EEA

LUl SR
[Power State]
[TP Address] 1P
[IP Subnet]

Cisco Integrated Management Controller Express
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xy r7—sEor: N

ATwF 5 [Save Changes]
AFw7F 6 [Shutdown] IPv4

A

ETa—)L TONRT 1L DEHE

(X L& BRI

admin

FIR

ATwF 1 [Navigation] [Admin]
A7TvF 2 [Admin] [Network]

AT9F 3 [Network] [Network Settings]
AT7w7 4 [Module Properties]

% 18 [Module Properties] 7 « —JL FODREA

&0 BieA

[Module IP Address] 1P
[IP Subnet Mask]
[Default Gateway]

AT7w7 5 [Save Changes]
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N *yro—sBE0RE

11 [Network Settings] [Module Properties]
B 1 ry RI—OEE
VLAN
FIR
AFv7 1 [Navigation] [Admin]
ATv7 2 [Admin] [Network]
X797 3 [Network] [VLAN Settings]

AT7wF 4 [VLAN Properties]

# 19 [VLAN Settings] 7 1+ —JL FD#RHA

&Rl B
[VLAN IP] VLAN IP
[VLAN Subnet] IP

AFw7 5 [Save Changes]

Cisco Integrated Management Controller Express
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asa=4r—avy—tExone N

12 VLAN

= 12

VLAN B&5E

A3a=4H5—33> U—ERXDEHRTE

e HTTP P43
e SSH P.44
o P.45
e HTTP P.45
N
HTTP D&% E
HTTP
FIR
ATwF 1 [Navigation] [Admin]
AFv7F 2 [Admin] [Communication Services]
AFw 7 3 [HTTP Properties] [Server Port] 13
= 20 [HTTP Properties] 7 4 —JL FD&EREA
& B
[HTTP/S Enabled] HTTP HTTPS CIMC-E

Server IP

IP
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WM Sza-4—3vy—FEROEE

% 20 [HTTP Properties] 7 «+ —JL RO (%)
2L B
Service Port HTTP HTTPS
80
Server Protocol HTTP HTTPS
Version
13 HTTP
% 13 [Communication Services] N1 >
e
SSH D% E
SSH CIMC-E CLI
FIE
AT7wv7 1 [Navigation] [Admin]
A7Tv7 2 [Admin] [Communication Services]
ATwv7F 3 [SSH Properties] [SSH Port]

AFwv 7 4 [Change SSH Port]

Cisco Integrated Management Controller Express
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ansosE W
— i —
D547 MEBROZRR
FIE
AFw7 1 [Navigation] [Admin]
2797 2 [Admin] [Communication Services]
AT7w7 3 [Client Information]
& 21 [Client Information] 7 1« —JL FD&%BA
LUl SR
Client IP 1P
Client Port HTTP HTTPS
80
Browser
Current Time
HTTP Si{EDHES)
HTTP
Flg
ATw7F 1 [Navigation] [Admin]
A7Tv7 2 [Admin] [Communication Services]
AT7wF 3 [HTTP Operation] [Restart]
ST HREE () 25
I:IIE Bﬂ = 1)) =] EE
CIMC-E GUI  HTTPS HTTPS
Privacy-Enhanced Mail PEM CIMC-E GUI
2
. P.46
. P.46
>
() CIMC-E CA
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. P.46
. P.46

. P47

. P.47

FIAILEDOIRIEEREDFEH

FIE
AFv7 1 [Navigation] [Admin]
AFwv7 2 [Admin] [Certificate Management]
AFvF 3  [Actions] [Use Default Cisco Certificate]

BCEREHAEDIER

CA
Linux
OpenSSL http://www.openssl.org

>
GE) CIMC-E CLI OpenSSL Linux

[FC&HBHIIC

FIE

Linux openssl

openssl| genrsa -out key.pem 1024

openssl req -new -key key.pem -out request.pem [-batch]

openssl req -x509 -days 30 -key key.pem -in request.pem -out certificate.pem

cat key.pem certificate.pem > myNewKey.pem

RDERE

HTTPS CIMC-E Web myNewKey.pem
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H—/N\FEBAZED 7 v JO—F

GUI

FIE
AFw7 1 [Navigation] [Admin]
2797 2 [Admin] [Certificate Management]
AT7w7 3 [Actions] [Upload Server Certificate]

REDIIASHBOERT

FIR
A7v7 1 [Navigation] [Admin]
AFv7F 2 [Admin] [Certificate Management]
ATFvT 3 14 [Current Certificate]

14 [Certificate Management] R4 >
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M JSyror—L ARV T4 LIDEE

® 22

[Current Certificate] 7 4+ —JL FDEiEA

&

B8

Certificate

Serial Number

Subject Information

Country Code (CC)

State (S)

Locality (L)

Organization (O)

Issuer Information

Country Code (CC)

State (S)

Locality (L)

Organization (O)

Valid From

Valid To

TS5 bITAr—LARETaILED

T3V EITA—LARVE T4)LE

SNMP

PEF

PEF

P48

AR TE

P.49
P.49

PEF

SNMP
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TSy rIr—LARVEF T4 L20HE B

T3 RITF—LARVE 75— DA R—T I

FL&HBHHIIC
admin
FIR
ATw7 1 [Navigation] [Admin]
A7Tv7 2 [Admin] [Event Management]
AT9T 3 15 [Platform Event Filters] [Send Alert]
15 [Event Management] EIH&

T2 hITFA—L ARV TI—rDT4E—T L

FL&HBHHIIC
admin
FIR
ATw7 1 [Navigation] [Admin]
A7Tv7 2 [Admin] [Event Management]

Cisco Integrated Management Controller Express
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WM CIMCEJ7—LYI7E&E

AT7w7F 3 [Platform Event Filters] [Send Alert]

CIMC-E 72 7—LOxzT7EHE

. P.50

. CIMC-E P.50

e CIMC-E P.51

T27—L9TT7DHE
Web
S
GE)
CIMC-E
CIMC-E Embedded Service Engine FTP

Embedded Service Engine

SZ2aAmh® CIMC-E 727—LY9 T 7DRE

CIMC-E
FIlE
AFw7T 1  Web Cisco Web
AFvF 2 1
ATvF 3
ROEE
CIMC-E
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nvoxx W
CIMC-E 27—Lx7DA VR +—)L
CIMC-E
FL&HBHHIIC
. CIMC-E P.50 CIMC-E
. CIMC-E admin
FIE
AT7v7 1 [Navigation] [Admin]
AFvF 2 [Admin] [Firmware Management]
AT9F 3  [Actions] [Install CIMC-E Firmware through Browser Client]
ATyT 4 16 [Install Firmware]
¢ [Browse] [Choose File]
B 16 27—LIzFDTYTIL—F

AT7w7 5 [Install Firmware]

OJ D&RT

e CIMC-E P.52
e System Event Log  P.53
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N osoxx

CIMC-E A%

CIMC-E
FIE
AFw7 1 [Navigation] [Admin]
A7v7 2 [Admin] [CIMC Log]
ATvT 3 17 CIMC-E
17 CIMC-E a5 m5l
CIMC-E
#* 23 CIMC-E A% 7«4 —JL FOfHA
EX:0] B
Timestamp
Source
Description
ATvF 4 CIMC-E [<Newer] [Older>]
[<<Newest]
CIMC-E
& [Timestamp] [Source] [Description]
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System Event Log

RYTOERF

1P
FIE
AFw7 1 [Navigation] [Server]
ATvF 2 [Server] [System Event Log]
ATv7 3 18
18 DRFL ARV OG0B
#* 24 [System Event Log] 7 4 —J/L FD&HA
L SR
Timestamp
Source
Description
ATvF 4 CIMC-E [<Newer] [Older>]
[<<Newest]
CIMC-E
AFvT 5 [Timestamp] [Source] [Description]
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| g— T

B—nNA—T14YUT«

. P.54
« CIMC-E P.55

TOZAIL YR—F T—3DITH AKR—F

FIg

ATwF 1 [Navigation] [Admin]

A7Tv7 2 [Admin] [Tech Support]

ATFvFT 3 [View] [Get Techsupport Data] 19
X 19 TO=ZANL YR—F T—2OWME

ATy 4 20 [Download]

Cisco Integrated Management Controller Express
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20 [Download] 4 7'

AFw7F 5 [Download to Remote Server]
AFv7 6 [Download Now]

RDEE

CIMC-E O HEE

CIMC-E
CIMC-E

CIMC-E

Router# service-module embedded-service-engine 0/0 reload

Do you want to proceed with reload?[confirm]

$—Ra1—54y54« N

CIMC-E

Cisco Integrated Management Controller Express
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WM CIMCEa<w FUI7LYR

CIMC-Ea~v>Fk UJ7LYUR

CIMC-E

Scope router

scope router
show hardware
show log

set logbuffer
set loglevel

clear log

Scope syslog

scope syslog
create server
show servers

delete server

Scope service-module

scope service-module
scope module port
reload

reset

show statistics

show status service-module/module port

shutdown

Scope interface

scope interface

show description

show stat

show summary

scope interface port

show status interface/interface port
setip

set mask

set module-gateway

set module-ip

set module-mask

CIMC-E
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set power noshutdown
set power shutdown

set unnumbered-interface

Scope user

scope user
create username
set password
create permissions
delete username
delete permissions
show all

show username

show permissions

Scope cimce

scope cimce

set url

set username
set password

set sshport
show config
show logs

show log cimce
show sshport
tail

Scope http

scope http

set port

set ssl enable

set ssl disable

set cert default

show port

show ssl

show status cimce/http
shutdown cimce/http
start cimce/http

restart cimce/http
upload cert url

CIMC-EzxwvFyzrLozx M
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W scope router

Scope syslog
* scope syslog cimce
e setserver
¢ setsyslog disable

e show server cimce/syslog

scope router

scope tacacs

scope router

BX DA

AYURTIANE

avY kK E—F /router

av Yy FERE Jy—=2 EEANRE

1.0

EREDAHA R34y

I

Router# scope router
router /router #

Cisco Integrated Management Controller Express
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show hardware

show hardware

show hardware

show hardware

B DEREA

avykE—F /router

vy FERE Jyy—= EEANA
1.0

5l
router /router # show hardware

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Experimental Version
15.1(20100215:211240) [jquan-tb18 200]

Cisco CISC0O2911/K9 (revision 1.0) with 745472K/40960K bytes of memory.

Chassis Serial Number : FTX1405A1Z5

Chassis MAC Address

: 0000.e181.5150
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l showlog

show log

show log
show log

EX DA
avY kR E—F /router
av Yy FERE Jy—=x EEHNE

1.0
]

router /router # show log

Log Buffer (4096 bytes):

May 14 14:51:30.554: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.1.1.60 port 514
stopped - CLlI initiated

May 14 14:51:57.842: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.1.1.60 port 514
stopped - CLlI initiated

May 14 14:51:58.842: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.24.4 port 514
started - CLI initiated

May 14 14:52:04.862: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.24.4 port 514
stopped - CLlI initiated

May 16 01:47:22.502: %SECONDCORE-5-BOOTSTAGE: CPU on 2nd core SHUTDOWN

May 16 01:47:22.542: %SECONDCORE-5-BOOTSTAGE: ROMMON on 2nd core UP

May 16 01:47:23.022: %SECONDCORE-5-BOOTSTAGE: UBOOT on 2nd core UP

May 16 01:57:22.542: %SECONDCORE-5-BOOTSTAGE: CPU on 2nd core SHUTDOWN

May 16 01:57:22.586: %SECONDCORE-5-BOOTSTAGE: ROMMON on 2nd core UP

May 16 01:57:23.062: %SECONDCORE-5-BOOTSTAGE: UBOOT on 2nd core UP

May 17 14:09:45.261: %SECONDCORE-5-BOOTSTAGE: KERNEL on 2nd core UP

May 17 14:09:46.521: %LINK-3-UPDOWN: Interface Embedded-Service-Engine0/0, changed state
to down

May 17 14:09:47.521: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to down

May 17 14:10:33.913: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to up

May 17 14:42:27.825: %SECONDCORE-5-BOOTSTAGE: KERNEL on 2nd core SAFE FOR RESET
May 17 14:42:27.825: %SECONDCORE-5-BOOTSTAGE: CPU on 2nd core SHUTDOWN

May 17 14:42:29.825: %LINK-3-UPDOWN: Interface Embedded-Service-Engine0/0, changed state
to down

May 17 14:42:30.825: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to down

May 17 14:42:37.865: %SECONDCORE-5-BOOTSTAGE: ROMMON on 2nd core UP

May 17 14:42:38.345: %SECONDCORE-5-BOOTSTAGE: UBOOT on 2nd core UP

May 17 14:42:39.241: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to up

May 17 14:43:29.133: %SECONDCORE-5-BOOTSTAGE: KERNEL on 2nd core UP

May 17 14:43:30.009: %LINK-3-UPDOWN: Interface Embedded-Service-Engine0/0, changed state
to down
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set logbuffer W

May 17 14:43:31.009: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to down

May 17 14:44:16.437: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Embedded-Service-Engine0/0, changed state to up

set logbuffer

set logbuffer

set logbuffer number

BXDERHA number 4096 2147483648

AYURTIHE 4096

a2k E—F /router

oY FERE Jyy—=x EERNE
1.0

EREDHSL FS54 Y commit

] 8192
router /router # set logbuffer 8192
router /router # commit
Configuration updated successfully.

BEav VR avwy kR HL)]
commit
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W setloglevel

set loglevel

set loglevel
set loglevel [0-7 | level]
BX DA 0-7| level
e 0 emergencies
e 1 alerts
e 2 critical
e 3 errors
e 4 warnings
e 5 notifications
e 6 informational
e 7 debugging
AYURTI4NE 3 errors
avY kR E—F /router
av Y FERE Jy—=x EEAR
1.0
EREDHA F54>
5 notifications 4
0 emergencies 6 informational

commit
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clearlog H

] 7
router /router # set loglevel 7
router /router # commit
Configuration updated successfully.

BREaTU K avwy kR B
commit

clear log
clear log

HBXX DA

avY kR E—F /router

av Yy FEE Jy—=x EEHNE
1.0

!l
router /router # clear log

The operation completed successfully.
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W scope syslog

scope syslog

Syslog scope syslog

scope syslog

BX A

AYURTIANE

aO<YY R E—F  Syslog /router/syslog

oy FERE Jy—=2 EEANRE
1.0

ERALDHML RS54  Syslog Syslog

Bl

Router# scope router
router /router # scope syslog
router /router/syslog #
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create server W

create server

Syslog Syslog create server

create server ip-address

XD EREA ip-address Syslog 1P

ATVETIANE

avYV K E—F Syslog /router/syslog

avy FEE Jy—= EENE
1.0
15l IP 172.1.1.60  Syslog
router /router/syslog # create server 172.1.1.60

Configuration updated successfully.
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WM  show servers

show servers

340

.'E-EI;

BA

Syslog

show servers

Syslog /router/syslog

Syslog

show servers

Yy—2

EERARE

/]

router /router/syslog #
Logging to 192.1.1.60 (udp port 514, audit disabled,
authentication disabled, encryption disabled, link down),

show servers

0 message lines logged,

0 message lines rate-limited,

0 message lines dropped-by-MD,

xml disabled, sequence number disabled

filtering disabled
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delete server W

delete server

Syslog Syslog delete server

delete server ip-address

XD EREA ip-address Syslog IP

oYk E—F Syslog /router/syslog

avy FEE Jy—= EENE
1.0
151 Syslog
router /router/syslog # delete server 172.1.1.60

Configuration updated successfully.
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W scope service-module

scope service-module

service-module

scope service-module

EX DA

ARVETIANE

OV kK E—F /service-module
av Y FEE Jy—2 EENE

1.0

EREDAHA R34y

I

Router# scope service-module
router /service-module #

Cisco Integrated Management Controller Express
[ 68 | I



| CIMC Express

scope module port

scope module port

module port scope module port

scope module port

X DA module ISM SM
port ISM SM /

ATVRTIANLE

avYV K E—F module port /service-module/module port

av Y FEE Jy—2 EEHNE

1.0
ERLOHM K34 module port slot/port
i module port

router /service-module # scope ism 0/0

router /service-module/ISM 0/0 #
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W reload

reload

module port reload
reload

BEXDA
avY kK E—F module port /service-module/module port
oy FERE Jy—=2 EEANRE

1.0
EREDHA K54V Enter n
!l

router /service-module/ISM 0/0# reload
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reset
module port
reset
reset
BXX DR
avYV K E—F module port /service-module/module port
avy FER Jyy—x EENE
1.0
EREDAHA R34y Enter n
AR reset
i
router /service-module/ISM 0/0# reset

Use reset only to recover from shutdown or failed state
Warning: May lose data on the NVRAM, nonvolatile file system or unsaved configuration!
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W show statistics

show statistics

module port show statistics

show statistics

B DEREA
avY kK E—F module port /service-module/module port
avy FER Jyy—x EEANA
1.0
5l 0/0 Cisco ISM
router /service-module/ISM 0/0# show statistics

Module Reset Statistics:

CLI reset count =0

CLlI reload count =1

Registration request timeout reset count = 0

Error recovery timeout reset count = 0

Module registration count = 3

The last 10S initiated event was a cli reload at *19:31:00.318 UTC Fri Jul 30 20 10
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show status (service-module/module port) MW

show status (service-module/module port )

module port show status

show status

B DEREA
avYV K E—F module port /service-module/module port
av Yy FERE Jyy—= EEANR

1.0
ERLEOSA K34

e« CPU
£l 0/0 Cisco ISM

router /service-module/ISM 0/0 # show status

Service Module is Cisco Embedded-Service-Engine0/0
Service Module supports session via TTY line 2
Service Module is in Steady state

Service Module heartbeat-reset is enabled

Getting status from the Service Module, please wait..

Cisco CIMC-E Software 1.0
UCSE Running on VSEM
Embedded Service Engine boot state is KERNEL UP

Module resource information:
CPU Frequency: 500 MHz
Memory Size: 256 MB

Disk Size: 488 MB

No install/uninstall in progress
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W  shutdown

shutdown

X DEREA

Embedded Service Engine
module port shutdown

shutdown

module port /service-module/module port

EREDAHA R34y

Bl

Jy—2 EENE

1.0

Enter n

router /service-module/ISM 0/0 # shutdown

Shutdown is used for Online removal of Service Module.
Use service module reset command to recover from shutdown.

WARNING: Confirm that the service-module status shows ‘is Shutdown’ before removing the
module or powering off the system !
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scope interface W

scope interface

scope interface

scope interface

BX DA

AYURTIANE

avY R E—F /interface
oy FERE Jy—=2 EEANRE

1.0

EREDAHA R34y

I

Router #  scope interface
router /interface #
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Bl show description

show description

show description

show description

EX DA

avY kR E—F /interface

av Y FERE Jy—=x EEHNE
1.0

EREDAA FS54 Y

/]
router /interface # show description
Interface Status Protocol Description
EmO0/0 up up
Gio/0 up up $ETH-LANS$SSETH-SW-LAUNCHS$SINTF-INFO-GE 0/0%
Gio/1 admin down down
Gio0/2 admin down down
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show stat

show stat

showstat W

show stat
B DEREA
av /interface
vy FERE Jyy—= EEANA
1.0
EREDHSL K34
i
cimcelinterface # show stat

Embedded-Service-Engine0/0
Switching path  Pkts In Chars In Pkts Out Chars Out
Processor 250 33014 169 52830
Route cache 8927 2643609 8170 994438
Total 9177 2676623 8339 1047268
GigabitEthernet0/0
Switching path  Pkts In Chars In Pkts Out Chars Out
Processor 1316 94523 1338 143909
Route cache 8170 994438 8921 2643089
Total 9486 1088961 10259 2786998
Interface GigabitEthernet0/1 is disabled
Interface GigabitEthernet0/2 is disabled
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WM  show summary

show summary

show summary

show summary

BX DA
avY Rk E—F /interface
oy FERE Jy—=2 EEANR
1.0
EREDHSL K34
i
router /interface # show summary

*: interface is up
IHQ: pkts in input hold queue  IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue

TXBS TXPS TRTL

RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)

TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface IHQ 1IQD OHQ OQD RXBS RXPS

*Embedded-Service-Engine0/0 0 0 0 1 0 0
*GigabitEthernet0/0 0 0 0 0 0 0 0
GigabitEthernet0/1 0 0 0 0 0 0 0
GigabitEthernet0/2 0 0 0 0 0 0 0

©Oooo

0
0
0

0

0
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scope interface port W

scope interface port

interface port scope interface port

scope interface port

XD EREA interface GigabitEthernet ISM SM
port GigabitEthernet ISM SM /
ARVRTFI4LE
a2k E—F interface port /interface/interface port
oy FERE yy—2x EEANRE
1.0
ERALDHM K54 interface port interface port
i interface port
router /interface # scope ISM 0/0

router /interface/ISM 0/0 #
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show status (interface/interface port )

show status (interface/interface port)

interface port show status

show status

BXX DR
avY kK E—F interface port /interface/module port
av Yy FERE Jyy—x EENE
1.0
i 0/0 Cisco ISM
router /interface/ISM 0/0 # show status

ISMO/0 is administratively down, line protocol is down
Hardware is PSE2, address is 0000.e198.8230 (bia 0000.198.8230)
Internet address is 4.4.4.4/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full Duplex, 1Gbps, media type is internal
output flow-control is XON, input flow-control is XON
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:03, output 00:00:03, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/60 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
125119 packets input, 10774946 bytes, 0 no buffer
Received 55319 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
13304 packets output, 4252490 bytes, 0 underruns
0 output errors, O collisions, 6 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out

ISMO/0 is administratively down, line protocol is down
Hardware is PSE2, address is 0000.e198.8230 (bia 0000.198.8230)
Internet address is 4.4.4.4/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
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show status (interface/interface port) W

Keepalive set (10 sec)
Full Duplex, 1Gbps, media type is internal
output flow-control is XON, input flow-control is XON
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:03, output 00:00:03, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/60 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
125119 packets input, 10774946 bytes, 0 no buffer
Received 55319 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
13304 packets output, 4252490 bytes, 0 underruns
0 output errors, O collisions, 6 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
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W setip

setip

1P interface port setip
set ip ip-address [unnumbered]
BX DA ip-address 1P
unnumbered 1P
1P
ARVRTFI4LE
avY kK E—F interface port /interface/module port
av Y FERE Jy—=x EEHNE
1.0
EREDHA K54  setip set mask
unnumbered set
unnumbered-interface IP
commit
commit
] ISM 0/0 IP
router /interface/ISM 0/0 # set ip 10.0.0.100
router /interface/ISM 0/0 *# set mask 255.255.255.0
router /interface/ISM 0/0 *# commit
Configuration updated successfully.
router /interface/SM 2/0 # set ip unnumbered
router /interface/SM 2/0* # set unnumbered-interface GigabitEthernet0/0
router /interface/SM 2/0* # commit

Configuration updated successfully.

BEEav> R avwyvk £

commit
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setmask W

avwyk H L]

set mask

set unnumbered-interface 1P
IP

set mask

interface port

set mask mask

set mask

BXnRA mask
ARVRTFIFLE
oYk E—F interface port /interface/module port
oy FERE yy—=x EERAE
1.0
BERLEDHS ES4Y  setip set mask
commit
commit
i ISM 0/0 IP
router /interface/ISM 0/0 # set ip 10.0.0.100
router /interface/ISM 0/0 *# set mask 255.255.255.0
router /interface/ISM 0/0 *# commit
Configuration updated successfully.
BEav U F avwy R BT
commit
setip 1P
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W set module-gateway

set module-gateway

1P interface port
set module-gateway

set module-gateway ip-address

XM ip-address IP
AXVETI4NE
a2k E—F interface port /interface/module port

avy FEE Jy—= EERE
1.0

EREDHA R4

i ISM 0/0 IP
router /interface/ISM 0/0 # set module-gateway 172.168.1.1
router /interface/ISM 0/0 *# commit

Configuration updated successfully.

BEa<v R avwy Rk E
commit
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set module-ip

IP

set module-ip W

interface port set module-ip

set module-ip ip-address

XD ip-address P
AXVETI4NE
a2k E—F interface port /interface/module port
avy FEE Jy—= FERNE

1.0

EREDHA R4

set module-ip

set module-mask

commit

commit

i ISM 0/0 1P
router /interface/ISM 0/0 # set module-mask 255.255.255.0
router /interface/ISM 0/0 *# set module-ip 172.168.1.101
router /interface/ISM 0/0 *# commit
Configuration updated successfully.

EEEa<T R avy kR BL]
commit

set module-mask
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B set module-mask

set module-mask

interface port set module-mask
set module-mask mask

X DA mask
ARVFETI4ME
a2k E—F interface port /interface/module port
av Yy FERE Jy—= FERNR

1.0
ERLDSA K54  set module-ip set module-mask

commit
commit

i ISM 0/0 IP

router /interface/ISM 0/0 # set module-mask 255.255.255.0

router /interface/ISM 0/0 *# set module-ip 172.168.1.101

router /interface/ISM 0/0 *# commit

Configuration updated successfully.

BEav VR avwy kR HL)]
commit
set module-ip IP

Cisco Integrated Management Controller Express
[ 86 | I



| CIMC Express

set power noshutdown W

set power noshutdown

interface port set power
noshutdown

set power noshutdown

BEXDA
AYURTIANE
avY kR E—F interface port /interface/module port
oy FERE Jy—=2 EEANRE
1.0
EREDHA K54V commit
!l ISM 0/0
router /interface/ISM 0/0 # set power noshutdown
router /interface/ISM 0/0 *# commit
Configuring power for interface ISM 0/0
Configuration updated successfully.
BIEa<T VR avU Rk BT

commit
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W set power shutdown

set power shutdown

shutdown

set power shutdown

interface port

set power

BEXDA
AYURTIANE
avY R E—F interface port /interface/module port
oy FERE Jy—=2 EEANRE
1.0
EREDHA K54V commit
!l ISM 0/0
router /interface/ISM 0/0 # set power shutdown
router /interface/ISM 0/0 *# commit
Configuring power for interface ISM 0/0
Configuration updated successfully.
BIEa<T VR avU Rk B

commit
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set unnumbered-interface W

set unnumbered-interface

P P
interface port set unnumbered-interface

set unnumbered-interface type number

EX DA type IP
?
number
?

ARVRTFI4LE
a2k E—F interface port /interface/module port
av Yy FEE Jy—=x EEANRE

1.0
ERLEOSA K34 unnumbered setip

commit
commit

]

router /interface/SM 2/0 # set ip unnumbered

router /interface/SM 2/0* # set unnumbered-interface GigabitEthernet0/0

router /interface/SM 2/0* # commit

Configuration updated successfully.
BEaITUF avU kR BL:

commit

setip 1P
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B  scope user

SCope user

scope user
SCope user
BXX DR
ARV RTI4Mb
avy kFE—F /user
avy FER Jyy—x EEANA
1.0
EREDHA K54V
. admin password
¢ admin
¢ admin
¢ admin
. userA userA userA  admin

]

Router# scope user
router /user #
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create username

username

create username username

create username .

create username

- 3 dDE 1] username
AYUETIANE
avY kR E—F fuser
av Yy FEE Jy—=x EERNE
1.0
ERLOAA K34
. admin password
e admin
e admin
¢ admin
. userA userA
commit
set password
i
router /user # create username myuser
router /user/username cisco *# set password mypassword
router /user/username cisco *# commit
User myuser successfully added.
Password for user myuser successfully updated.
BREaTU K avwo R B
commit

set password
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W set password

set password

username set password
set password password
- 3 dDE 1] password
ARVETFI4LE
avY kR E—F username /user/username
av Yy FERE yy—= EERNAE
1.0
FRLOAM RS54 userA userA admin
commit
i myuser
router /user # SCope username myuser
router /user/username myuser # set password newpass
router /user/username myuser *# commit

Password for user myuser successfully updated.

BEavT R avwy kR EL

commit
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create permissions W

create permissions

username create permissions
create permissions module port

XD EREA module ISM SM

port ISM SM /
AYVRFI4LE
avY kR E—F username /user/username
vy FERE Jyy—= EEANR

1.0
EREDHSL K34
i myuser

router /user # SCcope username myuser

router /user/username myuser # create permissions SM 1/0

Permission successfully added.
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W delete username

delete username

delete username username

delete username

B DEREA username

ARVETFI4LE

avY Rk E—F fuser

av Yy FERE Jy—=x EERNE
1.0

FRLOAM RS54 commit

15l myuser
router /user # delete username myuser
router /user *# commit
User myuser successfully deleted.

BEav U F avwy R B
commit
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delete permissions

delete permissions W

username delete permissions

delete permissions module port

EX DA module ISM SM
port ISM SM /
ARVRTFI4LE
a2k E—F username /user/username
av Y FERE Jy—=x EEHNE
1.0
EREDAA FS54 Y
5l myuser
router /user # scope username myuser
router /user/username myuser # delete permissions SM 1/0

Permission successfully deleted.
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Bl showall

show all

show all
show all
BXX DR
ARV RTI4Mb
avY kR E—F /user
avy FER Jyy—x EEANA
1.0
ERLOHS RS54 CIMC-E
i CIMC-E
router /user # show all
admin
myuser
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show username W

show username

show username

show username username

- 3 dDE 1] username

SEPTE LY

a2k E—F /user

avr FEE Jy—= EZERE
1.0

EREDHA R4

15l myuser
cimce/user # show username myuser
User Name: myuser

Group(s): cimce users
CIMCE Privileges: CIMC-E User
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M  show permissions

show permissions

username show permissions
show permissions
BEXDA
AYURTIANE
avY kR E—F username /user/username
av Y FERE Jy—=2 EEANRE
1.0
ERLOHM K34
5l myuser
router /user # SCcope username myuser
router /user/username myuser # show permissions
sm1/0
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scope cimce M

scope cimce

cimce scope cimce

scope cimce

BX A

AYURTIANE

aTY R E—F  Cimce /cimce

oy FERE Jy—=2 EEANRE
1.0

ERALOAM F54Y  cimce CIMC-E

1 cimce

Router# scope cimce
router /cimce #
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W seturl

set url

CIMC-E URL

set url url

cimce

set url

340

.'E-EI;

BA

ATVETIANE

avY Rk E—F

url URL

Cimce /cimce

avy FERE

Jyy—2 EERAR

1.0

HRAEDNHM K542 CIMC-E

. URL

URL

commit

set password

set username

15l URL  172.168.24.52
router /cimce # set url 172.168.24.52/test
router /cimce *# commit
Username: myuser
Password: <hidden>
End Point: 172.168.24.52/test
New config changes have been saved

BEaYF avwy kR B
commit
set password CIMC-E
set username CIMC-E
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set username

CIMC-E

set username username

setusername W

cimce set username

BX DA username CIMC-E

ATVETIANE

avykE—F Cimce /cimce

avr FEE Jy—= EZERE

1.0

HRAEDNHM K542 CIMC-E
. URL

URL

commit

1 CIMC-E

router /cimce # set username myuser
router /cimce *# commit

Username: myuser

Password: <hidden>

End Point: 172.168.24.52/test

New config changes have been saved

set password
set url

BREaTU K avwo R B
commit
set password CIMC-E
set url CIMC-E URL
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W set password

set password

CIMC-E

set password password

set password

BX DA password CIMC-E

ATVETIANE

avy kE—F Cimce /cimce

avr FEE Jy—= EZERE

1.0

HRAEDNHM K542 CIMC-E
. URL

URL

commit

1 CIMC-E

router /cimce # set password mypassword
router /cimce *# commit

Username: myuser

Password: <hidden>

End Point: 172.168.24.52/test

New config changes have been saved

set username

BIEav Uk avwo R B
commit
set url CIMC-E
set username CIMC-E
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set sshport

set sshport W

CIMC-E SSH Cimce set sshport
set sshport ssh-port
XD EHEA ssh-port SSH
ARVFETI4ME
avykE—F Cimce /cimce
av Yy FERE Jy—= FERNR
1.0
BRLEDHA K542 CIMC-E CLI SSH
commit
{5l SSH 2222
router /cimce # set sshport 2222
router /cimce *# commit
BEa<TFR avw vk E
commit
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Bl show config

show config

CIMC-E cimce show config

show config

X DEREA

avy kE—F Cimce /cimce

av Yy FERE Jy—=x EEHNE

1.0
EREDAA FS54 Y CIMC-E URL
7l CIMC-E

router /cimce # show config

Username: myuser

Password: <hidden>

End Point: 172.168.24.52/test
Last Modified: Mon May 17 11:10:11 EDT 2010
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show logs

showlogs H

CIMC-E cimce show logs
show logs
EX DA
avYV K E—F Cimce /cimce
av Y FERE Jy—=x EEHNE
1.0
EREDAA FS54 Y CIMC-E
show log
7l CIMC-E
router /cimce # show logs
SIZE LAST_MODIFIED_TIME NAME
17844 Tue May 04 17:39:15 America/New_York 2010 lighttpd_access.log
742613 Mon May 17 10:58:24 America/New_York 2010 messages.log
18882 Mon May 17 10:42:19 America/New_York 2010 lighttpd_error.log
BEaITUF avwok SiEA
show log
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W showlog (cimce)

show log (cimce)

CIMC-E cimce show log
show log logname
XD EHEA
avY kR E—F Cimce /cimce
av Yy FERE Jyy—= EEANR
1.0
ERLOAA K34 CIMC-E

7l

show logs

lighttpd_error.log

router /cimce # show log lighttpd_error.log

2010-04-28 20:38:11:
(Nlocal/source/lineups/bender/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-02 02:52:31:
(/local/source/lineups/bender/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-03 19:43:17:
(/local/source/lineups/bender/opensource/lighttpd-1.4.26/src/server.c.1503) server stopped
by UID =0 PID = 7413

2010-05-04 21:37:14:
(Nlocal/source/lineups/bender2/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-06 03:59:32:
(Nlocal/source/lineups/bender2/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-07 17:55:04:
(/local/source/lineups/bender2/opensource/lighttpd-1.4.26/src/server.c.1503) server
stopped by UID = 0 PID = 6822

2010-05-07 17:56:13:
(Nlocal/source/lineups/bender/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-07 14:26:31:
(/local/source/lineups/bender/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-09 05:33:32:
(Nlocal/source/lineups/bender/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-10 14:24:33:
(/local/source/lineups/bender/opensource/lighttpd-1.4.26/src/server.c.1503) server stopped
by UID =0 PID = 6212

2010-05-10 14:25:18:
(Nlocal/source/lineups/bender2/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-10 20:07:31:
(Nlocal/source/lineups/bender2/opensource/lighttpd-1.4.26/src/log.c.166) server started
2010-05-10 20:21:32:
(Nlocal/source/lineups/bender2/opensourcel/lighttpd-1.4.26/src/log.c.166) server started
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show log (cimce) W

2010-05-10 20:34:32:
(Nlocal/source/lineups/bender2/opensourcel/lighttpd-1.4.26/src/log.c.166) server started

BEav U F avwy R B
show logs CIMC-E
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W  show sshport

show sshport

CIMC-E SSH cimce show sshport

show sshport

BEXDA
avY kR E—F Cimce /cimce
oy FERE Jy—=2 EEANRE
1.0
EREDHA K54V set sshport SSH
il lighttpd_error.log
router /cimce # show sshport
Port: 2222
EEa<TUF avvk ELL
set sshport CIMC-E SSH
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tail

tail logname number-of-lines

tail

cimce tail

X DEREA

ATVRTIANLE

logname

number-of-lines

Cimce /cimce

/]

Jy—2 EENRE

1.0

messages.log

router /cimce # tail messages.log 5

<195>May 17 11:11:16 localhost ntpd[1375]:

/swi/proto/ntp/stat/1 failed

<195>May 17 11:15:32 localhost ntpd[1375]:

/swiproto/ntp/stat/refserverll failed

<195>May 17 11:15:32 localhost ntpd[1375]:

/swi/proto/ntp/stat/1 failed

<195>May 17 11:15:32 localhost ntpd[1375]:

/swiproto/ntp/stat/refserverll failed

<195>May 17 11:15:32 localhost ntpd[1375]:

/swiproto/ntp/stat/1 failed

ERROR ntp ntp ntp Error lookup
ERROR ntp ntp ntp Error lookup
ERROR ntp ntp ntp Error lookup
ERROR ntp ntp ntp Error lookup

ERROR ntp ntp ntp Error lookup
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W scope http

scope http

http cimce scope http

scope http

X DEREA

ATVRTIANLE

avY kR E—F Http /cimce/http

av Y RBE Jy—= EEANR
1.0

EREDHSL K54~ HTTP http

5l http

router /cimce # scope http
router /cimce/http #
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set port

setport W

CIMC-E HTTP http set port
set port port
EX DA port SSH
AYUETIANE
a2k E—F Http /cimce/http
av Yy FEE Jy—=x EERNE
1.0
ERALEDSAM F54> CIMC-E GUI HTTP/S
commit
i 8080
router /cimce/http # set port 8080
router /cimce/http *# commit
Configuring HTTP service port
Port is set to: 8080
Please restart the HTTP server to apply the new change
BIEa<T VR avwU R B
commit
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W setsslenable

set ssl enable

X DEREA

ATVRTIANLE

CIMC-E  HTTP SSL

set ssl enable

Http /cimce/http

http

set ssl enable

av Y FERE Jy—=x EEHNE
1.0

EREDHSL K34 commit

] SSL
router /cimce/http # set ssl enable
router /cimce/http *# commit
Configuring HTTP SSL service
SSL is set to: enable
Please restart the HTTP server to apply the new change

BEaIU kR = BtE
commit
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set ssl disable

X DEREA

ATVRTIANLE

CIMC-E  HTTP SSL http

set ssl disable

Http /cimce/http

set ssl disable W

set ssl disable

av Y FERE Jy—=x EEHNE
1.0

EREDHSL K34 commit

] SSL
router /cimce/http # set ssl disable
router /cimce/http *# commit
Configuring HTTP SSL service
SSL is set to: disable
Please restart the HTTP server to apply the new change

BEaIU kR = BtE
commit
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W set cert default

set cert default

CIMC-E

set cert default

X DEREA

ATVRTIANLE

avY R E—F Http /cimce/http

http

set cert default

avy FER yy—=

EERARE

1.0

EREDAHA R34y

commit

i
router /cimce/http # set cert default
router /cimce/http *# commit
Configuring HTTP Certificate
Certificate set to factory default.
Please restart the HTTP server for
changes to take effect.

BEavT U F avw vk ETLT

commit
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show port

show port W

CIMC-E HTTP http show port
show port
BEXDA
avYV K E—F Http /cimce/http
av Y FERE Jy—=x EEANRE
1.0
EREDHA K54V set port HTTP
il HTTP
router /cimce/http # show port
Current Port: 8080
BREaTV R avvk ELL
set port CIMC-E HTTP
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W showssl

show ssli

X DEREA

HTTP SSL

show ssl

Http /cimce/http

http show ssl

avy FER Jyy—x EEANA
1.0
EREDAHA R34y set ssl enable set ssl disable SSL
i SSL
router /cimce/http # show ssl
Current SSL Status:  “disable”
BEavT R avwy kR EL
set ssl disable CIMC-E HTTP SSL
set ssl enable CIMC-E HTTP SSL
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show status (cimce/http) W

show status (cimce/http)

HTTP http show status

show status

X DEREA

avYV K E—F Http /cimce/http

av Yy FERE Jyy—= EEANR
1.0
ERLEDASL F34 Y HTTP
i HTTP
router /cimce/http # show status

HTTP Service is currently running

BEav VR avwyk HL)]
set ssl disable CIMC-E HTTP SSL
set ssl enable CIMC-E HTTP SSL
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W shutdown (cimce/http)

shutdown (cimce/http)

CIMC-E  HTTP

shutdown

http

shutdown

BX DA
avY kK E—F Http /cimce/http
av Yy FERE Jy—=2 EEANRE
1.0
i CIMC-E  HTTP
router /cimce/http # shutdown
Shutting down HTTP service
HTTP service has been shutdown
BEa<v U F avwy R B

restart CIMC-E

HTTP
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start (cimce/http)

start (cimce/http) W

CIMC-E  HTTP http start
start
BX DA
avYV K E—F Http /cimce/http
av Yy FERE Jy—=2 EEANRE
1.0
i CIMC-E  HTTP
router /cimce/http # start
BIEav Uk avwo R BL
restart CIMC-E  HTTP
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W restart (cimce/http)

restart (cimce/http)

CIMC-E  HTTP http restart
restart
BEXDA
avY kK E—F Http /cimce/http
av Yy FERE Jy—=2 EEANRE
1.0
BREDHA K542  shutdown cimce/http HTTP
i CIMC-E  HTTP
router /cimce/http # restart
EEa<TUF avvk B
shutdown CIMC-E  HTTP
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upload certurl

upload cert url

CIMC-E http upload cert url

upload cert url url

X DA url FTP HTTP URL

ATVETIANE

a2k E—F Http /cimce/http

avy FEE Jy—= EERRE
1.0
FEREDAA FS54 > FTP HTTP restart
HTTP
] FTP
router /cimce/http # upload cert url ftp://192.1.1.60/pub/good.pem

Certificate uploaded successfully.
Please restart the HTTP server for changes
to take effect.

BEav VR avwyk HL)]
commit
restart cimce/http CIMC-E  HTTP
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W scope syslog (cimce)

scope syslog (cimce)

syslog cimce scope syslog

scope syslog

X DEREA

ATVRTIANLE

avY kK E—F Syslog /cimce/syslog

oy FERE Jy—=2 EEANRE

1.0
BERLOHML RS54V syslog syslog
5l syslog

router /cimce # scope syslog

router /cimce/syslog #
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setserver M

set server

CIMC-E  syslog syslog set server

set server server

XD EREA server syslog URL

ATVETIANE

avYV K E—F Syslog /cimce/syslog

av Yy FEE Jy—= EERRE
1.0

ERLEOSA K34 commit

i syslog 192.1.1.60
router /cimce/syslog # set server 192.1.1.60
router /cimce/syslog *# commit

The operation completed successfully.

BEa<TFR avwy Rk E
commit
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W set syslog disable

set syslog disable

CIMC-E  syslog syslog

set syslog disable

X DEREA

ATVRTIANLE

avY R E—F Syslog /cimce/syslog

set syslog disable

av Y FERE Jy—=x EEANRE
1.0

EREDHA K54V commit

!l syslog
router /cimce/syslog # set syslog disable
router /cimce/syslog *# commit

Syslog disabled successfully.

BEa<TFR avwvk E L

commit
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show server (cimce/syslog)

X DEREA

avU Rk E—F

CIMC-E  syslog URL syslog

show server

Syslog /cimce/syslog

show server (cimce/syslog)

show server

avy FERE

7

Jy—2 EENE

1.0

CIMC-E

router /cimce/syslog #
Log server address: 192.1.1.60

syslog URL

show server
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W Embedded Service Engine 3T~ F U 77 L >R

Embedded Service Engine a<v> kF U27L >R

Embedded Service Engine

e service-module enable
EXEC
¢ interface embedded-service-engine 0/0
¢ service-module embedded-service-engine 0/0 install
¢ service-module embedded-service-engine 0/0 password-reset
e service-module embedded-service-engine 0/0 reload
e service-module embedded-service-engine 0/0 reset
e service-module embedded-service-engine 0/0 session
¢ service-module embedded-service-engine 0/0 shutdown
¢ service-module embedded-service-engine 0/0 statistics
¢ service-module embedded-service-engine 0/0 status
e show interface embedded-service-engine 0/0

Cisco 10S Interface and Hardware
Component Command Reference
http://www.cisco.com/en/US/docs/ios/interface/command/reference/ir_book.html

Cisco IOS http://tools.cisco.com/Support/CLILookup ~ Command
Lookup Tool http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
Cisco 10S Master Command List, All Releases

Cisco Integrated Management Controller Express
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service-module enable W

service-module enable

Embedded Service Engine

service-module enable Embedded Service Engine
no

service-module enable

no service-module enable

B DA

ARVETFIHLE Embedded Service Engine

avV kK E—F config-if

oy FERE Jyy—= EFENRE
15.1(4)M

EHLDHM FS54Y  Cisco Integrated Services Routers Generation 2 Cisco ISRs G2
CPU Cisco IOS 2
Embedded Service Engine Linux

Embedded Service Engine Embedded Service Engine
Embedded Service Engine

1. embedded-service-engine 0/0
service-module enable

2. NVRAM
3.
Embedded Service Engine

Embedded Service Engine

1. embedded-service-engine 0/0 no service-module
enable

2, NVRAM
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5l Embedded Service Engine

interface Embedded-Service-Engine0/0
ip address 10.10.10.1 255.255.0.0
service-module enable

service-module ip address 10.10.10.2 255.255.0.0
service-module ip default-gateway 10.10.10.1

Embedded Service Engine

interface Embedded-Service-Engine0/0
no service-module enable
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interface embedded-service-engine 0/0 W

interface embedded-service-engine 0/0

X DEREA

ATV RTIANLE

AUk E—F

Embedded Service Engine
interface embedded-service-engine 0/0
no

interface embedded-service-engine 0/0

config

EREDAHA R34y

Jy—=2 EEANRE
15.1(4)M

Embedded Service Engine

i Embedded Service Engine
Router(config)# interface embedded-service-engine 0/0
BREOYV R avwU R B7LL]
ip unnumbered 1P
1P
service-module ip address 1P
show interface Embedded Service Engine
embedded-service-engine
0/0
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M service-module embedded-service-engine 0/0 install

service-module embedded-service-engine 0/0
install

Cisco SRE Cisco SM-SRE

EXEC service-module embedded-service-engine 0/0
install

service-module embedded-service-engine 0/0 install url url [script filename] [argument
“string” ] [force]

X DERHA url url RFC 2396 Tel
FTP HTTP
script Tcl filename
filename Tcl
argument string
string Tcl
force Tel
avY R E—F EXEC #
avy FERE Jyy—=x EENE
15.1(4)M
EREDHA K514 Cisco SRE Cisco Unity Express
Cisco AXP Linux Cisco SM-SRE
slot port /
1
Tel FTP
HTTP
URL

Router# service-module embedded-service-engine 0/0 install url
ftp:/lusername:passwd@server.com/axp
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service-module embedded-service-engine 0/0 install

2 /

force script argument argument
script
Cisco IOS Tcl
script filename /
argument "'string"’ /
force
argument "'string" /
force

Tel service-module sm install abort

il Tel help.sre Tcl
Router# service-module embedded-service-engine 0/0 install url ftp://server.com/cimce
script help.sre argument argl
Router#
Cisco SRE
Feb 6 19:09:22.526 EDT: %SM_INSTALL-6-INST_PROG: Service-Module-SM 1/0 PROGRESSING:
Validating package signature ...1 .
Feb 6 19:09:23.058 EDT: %SM_INSTALL-6-INST_PROG: Service-Module-SM 1/0 PROGRESSING:
Parsing package manifest files ...1 .
Feb 6 19:09:44.742 EDT: %SM_INSTALL-6-INST_PROG: Service-Module-SM 1/0 PROGRESSING:
Starting payload download1l .
Feb 6 19:09:52.022 EDT: %SM_INSTALL-6-INST_PROG: Service-Module-SM 1/0 PROGRESSING:
Performing Hot install ...1 .
Install successful on Service-Module-SM 1/0 Feb 6 19:10:28.826 EDT:
%SM_INSTALL-6-INST_SUCC: Service-Module-SM 1/0 SUCCESS: install-completed .
BIEaTUF avwyk BL:

service-module
embedded-service-eng
ine 0/0 install abort
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W service-module embedded-service-engine 0/0 password-reset

service-module embedded-service-engine 0/0
password-reset

Embedded Service Engine EXEC service-module
embedded-service-engine password-reset

service-module embedded-service-engine 0/0 password-reset

BX DA
ARVETIANE
avU kK E—F EXEC #
avy FEE Jy—2 EERARE
15.1(49)M
ERLEOSA K34 Embedded Service Engine
Embedded Service Engine
5l Embedded Service Engine
Router# service-module embedded-service-engine 0/0 password-reset
Router# service-module embedded-service-engine 0/0 session
Trying 10.86.25.94, 2002 ... Open
CORE2-VSEP#
BEIYUFR avwUk e
service-module Embedded Service Engine
embedded-service-engine 0/0
session
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service-module embedded-service-engine 0/0 reload W

service-module embedded-service-engine 0/0
reload

Embedded Service Engine EXEC
service-module embedded-service-engine 0/0 reload

service-module embedded-service-engine 0/0 reload

BX DA
a2k E—F EXEC #
av Yy FERE Jy—=x EERNE
15.1(4)M
FRLOAM RS54 Enter n
i
Router# service-module embedded-service-engine 0/0 reload
Do you want to proceed with reload?[confirm]
BEaITUF avwyk iR

interface Embedded Service Engine
embedded-service-engine 0/0

service-module
embedded-service-engine 0/0
reset

service-module
embedded-service-engine 0/0
shutdown

show diag

show interfaces Embedded Service Engine
embedded-service-engine 0/0
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W  service-module embedded-service-engine 0/0 reset

service-module embedded-service-engine 0/0

reset

Embedded Service Engine

EXEC

service-module embedded-service-engine 0/0 reset

service-module embedded-service-engine 0/0 reset

BX DA

avy kE—F EXEC #

avy FERE yy—=x EENE
15.1(4HM

EREDHA R4

Enter

bE I

i

service-module embedded-service-engine 0/0 reset

Router# service-module embedded-service-engine 0/0 reset

Use reset only to recover from shutdown or failed state
Warning: May lose data on the NVRAM, nonvolatile file system or unsaved configuration!

Do you want to reset?[confirm]

BBEav R

avy kR

B

interface
embedded-service-engine 0/0

Embedded Service Engine

service-module
embedded-service-engine 0/0
reload

service-module sm
embedded-service-engine 0/0
shutdown

show diag

show interface
embedded-service-engine 0/0
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service-module embedded-service-engine 0/0 session W

service-module embedded-service-engine 0/0
session

Embedded Service Engine

EXEC service-module embedded-service-engine 0/0
session

service-module embedded-service-engine 0/0 session [clear]

EX DA clear
a2 R E—F EXEC #
avy FER )1)y—= EERNE
15.1(4)M
FEREDHSL KSMY 1
EXEC enable
clear
Enter
n
i Embedded Service Engine

Router# service-module embedded-service-engine 0/0 session
Trying 10.10.10.1, 2129 ... Open

SE-Module con now available
Press RETURN to get started!

SE-Module> enable

1  Embedded Service Engine

Router# service-module embedded-service-engine 0/0 session clear
[confirm]
[OK]
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B  service-module embedded-service-engine 0/0 session

BEavT R avwy kR ELE
enable EXEC
interface

show diag

show interface
embedded-service-engine 0/0
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service-module embedded-service-engine 0/0 shutdown W

service-module embedded-service-engine 0/0
shutdown

Embedded Service Engine EXEC
service-module embedded-service-engine 0/0 shutdown

service-module embedded-service-engine 0/0 shutdown

BEX DA
avU Rk E—F EXEC #
avy FEE Jy—= EENE
15.1(4M
ERLEDASL F34 Y Enter n
]
Router# service-module embedded-service-engine 0/0 shutdown
Do you want to proceed with shutdown?[confirm]
Use service module reset command to recover from shutdown.
WARNING: Confirm that the service-module status shows 'is Shutdown' before removing the
module or powering off the system !
BEa<YF avwoFk St

interface Embedded Service Engine
embedded-service-engine 0/0

service-module Embedded Service Engine
embedded-service-engine 0/0
reload

service-module Embedded Service Engine
embedded-service-engine 0/0
reset
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W service-module embedded-service-engine 0/0 shutdown

avvFk EiBEA
show diag
show interface Embedded Service Engine

embedded-service-engine 0/0
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service-module embedded-service-engine 0/0 statistics

service-module embedded-service-engine 0/0

statistics

Embedded Service Engine

EXEC

Cisco I10S
service-module embedded-service-engine 0/0 statistics

service-module embedded-service-engine 0/0 statistics

BEX DA
a2k E—F EXEC (>)
EXEC #
av Yy FERE yy—=x EEAE
15.1(4HM
] 1
Router# service-module embedded-service-engine 0/0 statistics
Module Reset Statistics:
CLI reset count = 0
CLlI reload count =0
Registration request timeout reset count = 1
Error recovery timeout reset count = 1
Module registration count = 1
BEaIIUF avwyFk B

interface
embedded-service-engine 0/0

Embedded Service Engine

service-module
embedded-service-engine 0/0
reload

Embedded Service Engine

service-module
embedded-service-engine 0/0
reset

Embedded Service Engine

service-module
embedded-service-engine 0/0
shutdown

Embedded Service Engine

show interface
embedded-service-engine 0/0

Embedded Service Engine

Cisco Integrated Management Controller Express ]



CIMC Express |

B service-module embedded-service-engine 0/0 status

service-module embedded-service-engine 0/0
status

Embedded Service Engine
EXEC service-module embedded-service-engine 0/0 status

service-module embedded-service-engine 0/0 status

BX DA
avy kE—F EXEC #
avy FERE yy—=x EENE

15.1(4)M

EREDHA R4

Embedded Service Engine

Embedded Service Engine
e CPU Embedded Service Engine

i Embedded Service Engine

Router# service-module embedded-service-engine 0/0 status

Service Module is Cisco Embedded-Service-Engine0/0
Service Module supports session via TTY line 2
Service Module is in Steady state

Service Module heartbeat-reset is enabled

Getting status from the Service Module, please wait..

Cisco CIMC-E Software 1.0
CIMCE Running on VSEM
Embedded Service Engine boot state is KERNEL UP

Module resource information:
CPU Frequency: 500 MHz
Memory Size: 256 MB

Disk Size: 488 MB

No install/uninstall in progress
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avwy kR

BB

interface
embedded-service-engine 0/0

Embedded Service Engine

show diag

show interface
embedded-service-engine 0/0

Embedded Service Engine
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W show interface embedded-service-engine 0/0

show interface embedded-service-engine 0/0

Embedded Service Engine 0/0

EXEC EXEC show interface

embedded-service-engine 0/0

show interface embedded-service-engine 0/0

XD EREA
a2k E—F EXEC (>)
EXEC #
av Yy FEE Jy—=x EERNE
15.1(4)M

EREDHA R4

i

Embedded Service Engine 0/0

SM-SRE

Router# show interface embedded-service-engine 0/0

Embedded-Service-Engine0/0 is up, line protocol is up
Hardware is Embedded Service Engine, address is 8843.e1b2.eff5 (bia 8843.e1b2.eff5)
Interface is unnumbered. Using address of GigabitEthernet0/0 (10.86.25.94)
MTU 1500 bytes, BW 10000 Kbit/sec, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:27, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/64/0/0 (size/max/drops/flushes); Total output drops: 4
Queueing strategy: fifo
Output queue: 0/60 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
33420 packets input, 3249092 bytes, 0 no buffer
Received 53 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 input packets with dribble condition detected
66908 packets output, 74463378 bytes, 0 underruns
0 output errors, 0 collisions, 8 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
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show interface embedded-service-engine 0/0 W

Router#

25

% 25 show interface embedded-service-engine ® 7 1 —JL FD&iEA

Z4—ILF B
Hardware address
MTU

MTU

BW Kbps
DLY
reliability 255

255/255  100% 5

txload 255
255/255 5

rxload 255
255/255 5

Encapsulation

loopback

Keepalive

ARP type
ARP
ARP Timeout ARP

Last input

()

output

output hang

never last 24
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W show interface embedded-service-engine 0/0

% 25 show interface embedded-service-engine ® 7 « —JL FOEEA (#E)
Z4—ILF A
Last clearing
load
reliability
skokosk
Input queue
Total output drops
Queueing strategy
FIFO

Output queue
5 minute input rate, 5 minute output rate 5 1

5 5

1
5
4
2%
G¥) 5
5
packets input
bytes
MAC
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show interface embedded-service-engine 0/0 W

% 25 show interface embedded-service-engine ® 7 1« —JL FOEEEA (#E)
J4—ILE EReA
no buffer

ignored

no input buffer

Received...broadcasts

runts

64
giants

1518
throttles

input errors

CRC

CRC CRC LAN

LAN LAN

LAN

CRC
frame CRC
LAN
overrun
ignored
ignored
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W show interface embedded-service-engine 0/0

% 25 show interface embedded-service-engine ® 7 « —JL FOEEA (#E)

J4—ILF e
input packets with dribble condition detected

packets output
bytes MAC

underruns

output errors

collisions
LAN

interface resets

babbles 1518

late collision
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show interface embedded-service-engine 0/0 W

% 25 show interface embedded-service-engine ® 7 1« —JL FOEEEA (#E)
J4—ILE EReA
deferred

lost carrier

no carrier

output buffer failures

output buffers swapped out

BBEav R

avy kR

SifA

show controllers
embedded-service-engine 0/0

Embedded Service Engine
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W show interface embedded-service-engine 0/0
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