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ke (P < b A FEV 2= VDBENBASNTNT, ERaMELT
W7,
R GHE < R EVa— VEFEEPELEZERTT,
AT EV 2= VOBERNBAS> THOERE A,
GPS - EHWIC |7 U —> (f54T) GPS BEfEZHSLE LT,
AT GPS %7 1 &—7 /L, GPS E— F& NMEA &REX L
T GPS 2’1 x—7 v, F721X GPS BU&H T4,
GPS-8I9ISR |7V —> (/54 GPS EEFEZ RS LE LT,
7= (R GPS REfGH T,
AT GPS 15 4 & —7 /. £7-1Z GPS E— F& NMEA #&
E7R LT GPS A X —T VT,

Cisco 4G 74 ¥ L2 WAN EHWIC
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%1 4G LTE LED OSiB (#=)
RSSI 7= (EAT) 8 >-60 dBm

SRR E

B GEARLES, (35 <=—60 ~ 74 dBm
Rin—Reit) WEE

B QEARLER, (35 <=-75 ~ 89 dBm
R IEEE) WIEA (5

mrte (1 \LRIR L 72 f&7% <=-90 ~ 109 dBm
RV —HEIE)

KR DOE =
HAT fg§+ <=-110 dBm
G A NT =V EREY
SIM fRe /e (1 EFREAR Ay PO SIMIZT 75 47T, 2ay k1 @ SIM
L7tk, 2 MIBEGOEENS [IXT7 27747 TiEdbo 8 A,

Fe<)
W/ ke (1RSSR [ Aoy 1 OSIMIZT 7T 7T 2y 0D SIM
L7-#%. 2 BEfEESRS (13727574 7 Tikd £8 A,

e <)
Off/ ke (2 mlfkEAAM | Avy F0ICSIM A<, ZAry M 1IZSIMAH Y
L7k, —KFfZIR) E

B /Off (W< 1E [Ary h0IZSIMAHY, ZAay M 1IZSIMAHY
PR L2tk —IRFE [ EHA,

1)
Off / Off WD 2Ty M2 SIM 23H 0 F8 A,
3G/AG fe (1 [ L 72, IxRTT. EGPRS. 721X GPRS #+—tE 2D B4,
— R I)
ke (2 BLEJ L7214, EVDO. EVDO/1xRTT. F72i% UMTS —tE 2D
— W ) A
fef (3[Rl L7, EVDO/1xRTT RevA. HSPA. ¥ 7-i% HSUPA/HSDPA
— W ) P—E 2ADEE,
fRt (4 BB L%, HSPA+ —E 2 D4,
— e k)
7= (RAT) 4G/LTE ¥ —tE 2 DH4,
AT H—EZANH D EFEA,

Cisco 4G LTE D&/ EAE
~

(G¥) 4GEHWIC Ti%, 2y k0, WICO, R— K 01%, ¥ XThD <> FT0/0/0 TJ, Cisco 819 4G
LTEBETZ7 v b7 —ATiE, ¥_XCHOa~vr N LTrey b0 2#EHLET,

o [EFAEEMER LY — X O] (P.12)

Cisco 4G 714 L X WAN EHWIC
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o [EFLTF—F Tu7rALOfERM, Z£H, Bl (P.13)

o [F—% a— LMo SIM #iE] (P.14)

o [F—% a—nofE (P.21)

o [4GGPS BLUNMEA ¥ —% A VU —3 7 DA Fx—74k] (P.28)
o 4G SMS A vt —Y 7o#FFE] (P32)

ETLESHRES LU —EXMAMOREE

=)
N
(G() EHWIC %4, unit 53153 —% Zay b, WIC Ay b, BLRKR— 2 AT v 2 TREH-T

fBELET (0/0/0), Cisco819ISREET T v b7 4+ — L DA, unit 5l T_XTCHa~ RTA
oy b0 EZFRELET,

=
A

FIROHE
1. show cellular unit network
2. show cellular unit radio
3. show cellular unit profile
4. show cellular unit security
5. show cellular unit all
FIRDFHH
ARV RFERRTIVa Y B
AF7971 |show cellular unit network WBEHEEEXRY VT —Z7, B YA b, BLOVYE
MARER Y —ERICHET R E R R LET,
Bl
Device# show cellular 0/0/0 network
A7972 |show cellular unit radio MAME R OB PR LET,
GE) RLELEEEomOERICIZ, RSSI A
Bl : -90 dBm #Hzx 5 LERH Y ET,
Device# show cellular 0/0/0 radio
A7973 |show cellular unit profile Bk ENE-ETT L T—% a7 7 A )VIZETAHE
WaRLET,
UK
Device# show cellular 0/0/0 profile

Cisco 4G 74 ¥ L2 WAN EHWIC
[ 12 | I



| Cisco4GLTE VI b7 41 VR =L AL F

Cisco 4G LTE s N

av Y FFERIEFFTIaY B
A7Y74 |show cellular unit security SIMBLOEFLDT v 7 A5 —4 22+ 5+
X2 U7 4 ERERLET,
i :
Device# show cellular 0/0/0 security
AZF975 |show cellular unit all EFA EREANE TR T 7 A L. WEE DM
Xy b= ¥X 2 VT 4 R EICHETLIRA
Bl : H7efERE R~ LET,

Device# show cellular 0/0/0 all

ETLT—2 TOJ774ILOER. TH, HIRR
N

(G¥) EHWIC %4, unit 53153 —% Zay b, WIC Ay b, BLPKR— 2 AT v a2 TREH-T
fBELET (0/0/0), Cisco819ISREETT v b7 4+ —L DA, unit 5l T _XTHa~ RTA
oy b0 ERELET,

FIROHE

1. cellular unit Ite profile [create | delete] profile-number [apn [authentication [username password
[bearer-type]]]]

Cisco 4G 714 L X WAN EHWIC
| "=
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FlED 4
aAv U RERETIVaY B

A7971 |cellular unit lte profile [create | delete] Mt EXEC E— RTET LA T—X 7Tur7 A )L %
profile-number [apn [authentication [username ,f/'—:‘EE BEEE ifiliﬁ”l&% Li?‘

password [bearer-typellll
o profile-number 5130121%, BT AHITER SN

77y ANESERELET, KK 16
Bl . DT 77 7 A E MCTT00, MCT710 &7 1 A
Device# cellular 0/0/0 lte profile create 2 apn.com L:ﬁzﬁk(% i’?‘*o %j{ 61@@701377/]'/1/%?
MC7750 &7 LHICfERR T £ 9,

o (ER) apn 31z, 707 7y A VHNOT 7 A
RA v b4 (APN) #HELET, APN X
P—bR Fuf A —iC Lo TSN ET,
1 >o7a 77 A MZiE, 1 20 APN 121 &5
ETEET,

o (EE) authentication /X7 A —4 %, 72
ALY A THEBELE T, ARRT A =2
chap. none (G&7E72L). pap. pap_chap
(PAP F7-1% CHAP #®3F) T,

e (EE) username 3 L O password 515514,
P—ER T EREELET,

o ({EE) bearer-type /X7 A —41X, Z D7 n
TrANTHNTy N T—& &y a VBEL
Ehizexic, =7— V7 aff LTI
L7 =8 XA n— ROBEABELET, FH
AT — 4 44T 5T A—K T, ipvd. ipv6
BLWipvdave (IPv4 B LT IPv6) T,

Gk) Zoa<=rFEANTHE, 3GPP &
3GPP2 Fu 7 7 A LD HHR. MCT750 &
FTAHERUNRT A—FEfH L CERER
HEEINET,

pap usrname pwd ipv4

GE) SFESFEARETLASKUDT 74V EDA
Z—Fy b 7u7yANVEFIE, MCT700
— Profile 1, MC7710 — Profile 1. MC7750
—Profile3 T, T74/L b+ T 7 AL
IZ. show cellular unit profile =~ > K& 7
AZYR7 (*¥) LEBITHHT L ERRE
WET,

T—4 a—)LA® SIM &E

e IPIN=—REHEALEZSIMI—FKouy 7Bl 07 ey 7] (P15)
o [SIM ok ofkE] (P.15)

e oy &N SIM ©HBFEFEOE ] (P.17)

e [SIMav 74 X2l —yarDETL 077 AL0uEM] (P.19)

Cisco 4G 74 ¥ L2 WAN EHWIC
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PINa—FZEALESIMA—FoAvy s B&U7AOYY

=R e X =Rt ENTZ SIM I — e r vy 7 Eidn v VBRI 2105, ZOFEEELE
TLET,

R HoPINMERLTCIEANSINDE SIMA—REZ7ry 7 SnEd, SIMIZREINTND
ELWPIN ZZ4F AN LT ESW, SIMI—FR7ry 7 Shicha, h—EX Trf g—
WA DETSIM 71— RER#Hi LT ZS0,
>
(GX) EHWIC O%A ., unit 5T —% ZAry b, WIC 2y b, BIXOFR—F2RT7 v a2 TREST
BELET (0/0/0), Cisco 819ISR EHET T v b7+ —LDEFA ., unit 51T T THa~vr KTA
2y b0 EEELET,
FIEDOBE
1. cellular unit Ite sim {lock | unlock} pin
2. cellular unit Ite sim change-pin pin new-pin
3. show cellular unit security
FlED 4
ARV RERERTIaY B
A7971 |cellular unit lte sim {lock | unlock} pin PIN =— R LT, SIM A—F&w vy 7 £iT

-

Device# cellular 0/0/0 lte sim lock 1111

Trav 7 LET,

e pin:SIMAI—FRowry 7EIIT ey 70
T-OICEEFEENORMILSIND 4 ~ 8 HfD

a—F,
AF7972 |cellular unit lte sim change-pin pin new-pin EE) B Yo/ PIN 2— RELEFELET,
PIN 2 E 4 5121, SIM iZr v 7 REEIZH D HE
- I UES
Device# cellular 0/0/0 lte sim change-pin 1111 1234
A7v73 |show cellular unit security (EE) SIMou v 7 kex ST AHOEF o

#l :

Device# show cellular 0/0/0 security

VT 4 EHERLET,

SIM DEESILE > DE&TE

ek ST PIN Z&RET DIC1E, PINOR Y T TNV EEZRETALENLY £, 277070
L7 O PIN ZEAE L, ZOKES{k PIN 2 H L CTHRIED7=DIZ SIM CHV] 22— REZRET 51T
. EXEC &— RTCTRthT AR Da~ FEa A LET,

Cisco 4G 714 L X WAN EHWIC
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~

GE)

SIM OR; b ZBETHE, RAT—REES(LEREL, 2 —FHLBHEART — REREL,
ARG T T IV TZRAT — REabt— L, AT TV TNANRNNroT-/8 AT — R% SIM #Eifa~
VRTHERTAZEICE ST, 2=V LAY = FRERENET, 227 T 7L PIN ARG S,
SIMFZBiF A SN D &, fElRENZa2—P 4% CiscolOS 2> 7 4 X2 L —a U bHIBRT S 2
LncEET,

SIM FEAENHERET AIZIE, SIM A2 v 7 SNTWARENRSH Y £9, SIM AT —F XA & fERT 51T,
show cellular unit security =~ > F&HEH L £,

()  EHWIC O%BA . unit 5183v—% 2ay b, WIC Ay b, BIUOFR—-h22AT v 2 TREY->T
fRELET (0/0/0), Cisco 819ISR [HET T v N7+ —LDWE | unit 55T T X THa~v K TA
7y b0 ERELET,

FIRDOHE
1. configure terminal
2. service password-encryption
3. username name privilege 0 password pin
4. do show run | i name
5. controller cellular unit
6. Ite sim authenticate {0 | 7} pin
- FrEIE-
Ite sim authenticate {0 | 7} pin slot {0 |1} (Cisco 819(H)G-4G-G ISR ®#)
exit
no username name
no service password-encryption
FIED
ARV RFERRTIVa Y B
AF7971 |configure terminal yua—sL ary7 4 F¥ab—3ig s E— Fablls

i -

Device# configure terminal

LET,

AFy72

service password-encryption

NAT — ROBFAbEA X —T M LET,

-

Device (config) # service password-encryption

Il Cisco 4G 74 L X WAN EHWIC
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ARV RFERRTIVaY

B

A7973

username name privilege 0 password pin

i -

Device (config) # username SIM privilege 0 password
1111

=P ENRRT = NEERLET,
e name: —VHERELET,
e pin:4~8HDPIN a— KEHEELET,

AT97 4

do show run | i name

i -

Device (config)# do show run | 1 SIM

AT w7 3TER SN2 —F LI T 2G5k &
N1 7 o PIN 282 —W A4 EITE RN
LET (Blcrans>—4 [SIM]),

277 6T ((PIN & LTQ) HHTIEZDICRT T
VTN RAT—REab—LET,

AT975

controller cellular unit

#l :

Device (config) # controller cellular 0/0

LT —arvio—J a7 40Xl — g
T— RZBBELET,

ATv7 6

Cisco 4G LTE WWAN EHWIC ¥ & O Cisco 819G-4G LTE
ISR DA -

lte sim authenticate {0 | 7} pin

7 =7 )V SIM ##E % YR — + 92 Cisco 819(H)G-4G-G
ISR DA -

lte sim authenticate

{0 | 7} pin slot {0 | 1}

-

Device (config-controller)# lte sim authenticate 7
055A575E70

e lbaned—U—RKTBIR AT Y7 4 TR
7 Z v 7vEN PIN 2 H LT SIM CHVI1 %58
FELET, Z@ PIN L, &%k LTE Bkt Tila
THOICET JMEEINET, REINT PIN
WCESWTRRIER RN T 254, T —4% a—R
FFr g9, WIHCRILZEA. ST A3 7 —
¥ a—nLERELERA,

~

()

slot ¥— UV — R ZDFF Va0, T
7 v SIM #&HEXHE D Cisco 819(H)G-4G-G
ISR ZiF CHHR—rENET,

ATy7 T

exit

-

Device (config-controller) # exit

L) BLT— ar hm—F av7 4 X aL—
var 'R TLET,

AT978

no username name

i -

Device (config) # no username SIM

(ERE) AT v 7 3 TIER SN2 —F4 L2
U— RZHIBRLET,

ATv79

no service password-encryption

-

Device (config) # no service password-encryption

(ER) AU — NSz B LE9,

Ay chi- SIM DEHEEREEDRTE

JERE AL N BIE S (PIN) Z@E LT, 7 L%iiET 5 Card Holder Verification (CHV1) =—

N&eT7 277 4= hTEET,

Cisco 4G 714 L X WAN EHWIC
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EE O O EoPINMEFELTC3IEANENDESIMA—FRE7Try s EnET, SIMICRESHLTWS
ELWPIN ZXLTANLTLEZEEY, SIMAI—FR7ry 7 Snikhe, y—EX /g F2—
WCRAWEDHETSIM 1 — REZHE L T ZE0,

~
(G¥) CHVI ERETDEODICHESILENZ N L~UL 0 @ PIN 2 HT 258 3ROFINEIZHE > T 7ZE 0,
slbshiz -7 0) PIN ZEH LT CHV1 2%ET 5 FEIC >0 TiE, TSIM ORF 51bE > D%
an (P.15) WL TLEEW,
~

GE)  SIMFEREAHERET 2121, SIM AAr vy 7 STV AHRENRH Y £3, SIM AT — X A& fERT 511X
show cellular unit security =~ > REEHA L ET,

(G¥) EHWIC O34, unit 31Eisn—4% 2oy b, WIC 2y b, BEOKR— b2 AT v 2 TRY-T
FBELZET (0/0/0), Cisco819ISREET T v N7 +—LDHEA . unit 51T T X CHa~<v TR
MO EFEELET,

FlIEDOHHE
1. configure terminal
controller cellular unit
Ite sim authenticate 0 pin
- EEIT-
Ite sim authenticate 0 pin slot {0 |1} (Cisco 819(H)G-4G-G ISR D7)
FlED 4
ARV RERRT7IVaY B
A7971 |configure terminal Ja—nN) ary7Z4X¥alb—vay E— ReHEik
LET,
Bl :
Device# configure terminal

Il Cisco 4G 74 L X WAN EHWIC
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ARV RFERRTOIVa Y B

AT97 2 |controller cellular unit g —arvie—I a7 4 FXal— g

i -

Device (config) # controller cellular 0/0

F—FEBLET,

A7973 |5 2 7L SIM BEBED 720 Cisco 819 ISR 35 L 104G EHWIC |SIM CHVI1 22— K& ¥R 21k (0) ¥—U— K&

DA : PIN #fEH L CRBFEL £9, Z @ PIN IZ, &%kt
lte sim authenticate 0 pin O LTE 5t CRRAET D72 0ICET MR E S E

T FRIE SAL72 PIN IS W CREENALEN T 54

7 =27 )V SIM ##EZ YR — ~ 92 Cisco 819(H)G-4G-G O F—x a— A RFRSNET, BIFICKAL
ISR DHA - ° '

lte sim authenticate 0 pin slot {0 | 1}

=N

A, EFARTF—F a— L 2B LEE A,

G¥) Zo=a~r RiE, FERFSE PIN 23MEH s
TWHERICOHRFEHTY, BafbShi

Bl - PIN Zf#H LT CHV]l 22— RZHRET HIZ
Device (config-controller)# lte sim authenticate 0 1. ISIM oiEEfbEe D& E] (P.15) %
1111

ZRLTIZE N,

GE) slotX¥—VU—FeZxDATvaii, T
7 v SIM HfExtis d Cisco 819(H)G-4G-G
ISR iy T R—bhENET,

SIMaYI74XaL—arvDETL A7/ IILDER

~

(E)

GE)

FIEDOHE

7 = 7 SIM #%EIX. Cisco 819(H)G-4G-G ISR IZOHHEA A v F B LT = — /LA — — % FiE
L¥9, Cisco 819(H)G-4G-G ISR TiX, ZDEENT 74 /L K TA X —T NIl ->TEH, SIM A
oy hONTIA~Y) Zay b, Aay 1B HEY (Tx2—)bE——) 2oy MIR->TW
iﬁ—o

EHWIC O84 . unit B3I —% 2ay b, WIC 2y b, BLIOFR— 42T v a2 TR ST
e LET (0/0/0), Cisco819ISREHETT v M7+ —LDHEA. unit 51T T X THa<v RTA
oy b0 EEELET,

o b=

configure terminal
controller cellular unit
Ite sim primary s/o¢

Ite sim max-retry number

Ite sim authenticate [0 | 7] pin

- FrEIL-

Ite sim authenticate [0 | 7] pin slot {0 |1} (Cisco 819(H)G-4G-G ISR O #)
Ite failover timeout-period (Cisco 819(H)G-4G-G ISR D %)

Ite sim profile number [ims number|
- FrEIL-
Ite sim profile number [ims number] slot {0 | 1} (Cisco 819(H)G-4G-G ISR O H)

Cisco 4G 714 L X WAN EHWIC
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FIED

AT RERET7Ia Y

E]:5)

A7971 |configure terminal Jau—\)L a7 4 Xal— gy F— N2tk
LET,
B :
Device# configure terminal
AT97 2 |controller cellular unit g —arvhie—I a7 4 FXal— g
E—RFERBLET,
Bl :
Device (config)# controller cellular 0/0
27973 |lte sim primary slot ULE) 794~V SIM Ay hEESL LT, 0 F
X1 2 AN LET,
Bl :
Device (config-controller)# lte sim primary 1
ATY74 |lte sim max-retry number EE) 72— VA —RR—FRITOEKEE 1 ~
65535 THELET, 7 74/ MEIX 10 T,
%l
Device (config-controller)# lte sim max-retry 20
AT7975 |lte failovertimer timeout-period (FEE) 74V FTlE, —bvARFEHTX AL
ol A, 774~ SIM At &Y SIM
i - WAL v FFA—NR—FT5FETDOT = — /)L — " —[f
Device (config-controller)# lte failovertimer 6 ﬁﬂli 2 ﬁ}ﬁﬁTTTVO
AL FA—=N—=FAEETDT = — )V —"— X
ALTU N 1l ~THTHELET,
>
(GE)  Ite failovertimer =~ NiX, =27V
SIM e 7R — 3% Cisco
819(H)G-4G-G ISR TOH VKR — T
l/\ivé—o
27976 |5 = 7L SIM #BED 720 Cisco 819 ISR 3 L UN4G EHWIC | (F_CToD MC77xx EF L) RESN=T 07 7 A

DEE -

lte sim profile number [ims number]

7 27V SIM #rEZ YR — 7% Cisco 819(H)G-4G-G
ISR DA :

lte sim profile number [ims number] slot {0 | 1}

#l

Device (config-controller)# lte sim profile 1 ims 2
slot O

Device (config-controller)# lte sim profile 3 ims 4
slot 1

NEEZSIM EZFD2u y NEBICHEA LET,
T4V (FTF7A4~<V) Ay MME 0 TT,

IMS v 7 7 A VEFIE, & SIMIZOX,
MC7750 €7 D45 1 ~ 6 T, MC7710 £7-1%
MC7700 €T L DHHE 1 ~16 TREINTWHET,
. IDA VARV ATOREENZT a7 74
MZONWT, 774~V BIVOEDI XY SIM %
BETLOILENHY 7,

~

G¥)

slot ¥— U —FRELZzDATa0%, T2
7 v SIM HEHRESHIG @ Cisco 819(H)G-4G-G
ISR ZIF CTHR—FENET,

Il Cisco 4G 74 L X WAN EHWIC
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TF—4 aA—J)LDHRTE
F—H a—VEHRET DI, ROFIEEFEITLET,
o [BENT— A =T x4 XDFRFE] (P21)
 [DDR OF%E] (P.24)
e [IDDR w277 v 7FO#El (P27)
3T —H a— LR EETRLTVET,

= 3 EHWIC-4G-LTE TOT—4 a1—I/LD&E

1—&“% WRET L |7-8 3-h 9 1797 | %y kT—2

LTEDTF 74 L kOTF—4 A7 S5—

< >

IP7 KLZ ;
i | 1Y P DRE/EE |
=% R yT

' E )

>

343308

CILS— A B —T 14 ADERE
TILT— A B —T oA ZAERETHIZIL, EXEC T— RCHHBTARKODa~vw > REAHLET,

~

(GG¥) EHWIC O%BE ., unit 5153 —% Aoy b, WIC 2y b, BEOKR— 2 AT v 2T - T
FBELET (0/0/0), Cisco819ISREET T v b7 +—2DE4E . unit 31T T_XRTHa<w RTA
2y 0 EBELET,

(G¥)  CiscolOS V U —Z 153(3)M I LW 15.3(1)T LABE, dialer in-band. dialer string. script dialer % & T»
Fr v b A7 VT MRE, BINET 2OBBICESHTABIARSLE T, 3G BLV4G
HWIC SKU, [HE 3G BILPAG N —FIZINOLOBRELEEZ S R—FLTWNET,

FIROHME
1. configure terminal
interface cellular unit
ip address negotiated

FoX

ip address ip-address mask

Cisco 4G 714 L X WAN EHWIC
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4. encapsulation slip

5. dialer in-band

6. dialer string string

7. dialer-group group-number
8. exit

9.

1

[name name]

chat-script script-name "" "AT!CALL" TIMEOUT timeout-value "OK"

0. ip route network-number network-mask {ip-address | interface} [administrative distance]

11. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |

access-group}
12. line unit

13. script dialer regular-expression

FIEDEHH

AU REREF7Ia Y

=]:5)

A7971 |configure terminal Ja—nN) ary7 4 X¥alb—v gy E— ReEik
LET,
B :
Device# configure terminal
AT972 |interface cellular unit BTG A H—T 2 f AT
%l
Device (config)# interface cellular 0/0/0
27973 |ip address negotiated FREDA A —T x4 ZAD P T KL ZAREIICE
Foix BEINDZEEEELET,
ip address ip-address mask
%l
Device (config-if)# ip address negotiated
EJAAES
B :
Device (config-if)# ip address 10.4.0.254 255.255.0.0
A7974 |encapsulation slip HHHRAME— REIIL A YA F v |
N—T 427 (DDR) 2k L TRE S LA
Bl =Tz A ZADVITN TA v A F=Fy b7
Device (config-if)# encapsulation slip ==L (SLIP) 777’12/1/“{,%??%Li‘?‘0 i
X, RIS =T =2 A ADT 7 )V FTY,
7975 |dialer in-band DDR %A F—7 ML, £ VNV R EAL¥Y T

-

Device (config-if)# dialer in-band

ZERATL2L BELEY I TV A F—T =
A AR ELET,
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ARV RFERRTIVa Y

B

A7976 |dialer string string HAXYNT HBEETIIXFINEHB/ELET,
Bl :
Device (config-if)# dialer string lte
A797 1 |dialer-group group-number WBELIEA Vv E—T oA ANBTHIXAYT TV
B IN—=TDFFEEELET,
Bl :
Device (config-if)# dialer-group 1
ATy7F8 |exit ya—r~ ary 7 4Xalb—ay B— ReBlh
LET,
%l -
Device (config-if)# exit

AT7979 |chat-script script-name ”” “AT!CALL” TIMEOUT A ¥ FHEREO ATDT a~ > RE2EELET,

timeout-value “OK”

%l -

Device (config)# chat-script 1lte"" "AT!CALL"
TIMEOUT 60 "OK“

A79710 |ip route network-number network-mask BEISNFEA LV E—T A AN LT, BEINT
{ip-address | interface} [administrative distance] WBT7 RI=ZA P L—F ¢ v ?\‘4, AH A %{ﬁﬁﬁ
fname name] LT, BBIAST (v b— b EHLLET,

B GE) 794~V AV E—T A ART T DL
o (confio)d i e 205165 200. 225 FWLOBEHEND LS, NI T v T A
evice (config ip route . . . . _ S R
255.255.255.224 cellular 0/0/0 7 7I4}7\§/)' TN ]:a”dl:f
JORERTRI=ZAINL—T 4T T4 A
BUARRETDULENRDHY £,

ATY7 1 |dialer-list dialer-group protocol protocol-name BRTH5NT7 747 DFA YT URAMNEERL,
{permit | deny | list access-list-number | Fu b a LSRR LTT Ve AR LES
access-group} ¢
Bl :

Device (config) # dialer-list 1 protocol ip list 1
AF9712 |line unit FAv ary74Xalb—vary E—REHEELE
‘j‘O
Bl :
Device (config)# line 0/0/0
ATY713 |script dialer regular-expression FI74IN N FETFLDF vy b AT YT REEEL

-

Device (config-line)# script dialer lte

i‘d—o

~

GE) A¥T 4T IPT RUVARBLT— AU H—T oA ATHEREA, 7 FL AKX ip address
negotiated CHETEE 9, X MU= T, EMRAZT 4 v 7 IP T FVART A ZIZx LT
HOYToONEZ EDRMRINET, Py A ¥ —7 x4 A ip unnumbered cellular 0/0/0 T
BE STV DA, ip address negotiated DOV IZ, BV TF— 4 F—T 2 A ATOEEDORZ
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FIEDHE

T4 IPT RLVRZRETHVLENHVET, BT — A FZ—T A ZADOFNZOWNTIE, ] :
HAvLNT— 4 Z—T x4 2D E (EHWIC-4G-LTE) ] (P.35) B L T P&V,

TNV T— A H—T =24 RAZKLTDDR % ET HI21%, EXEC E— R CHtET 2RO~ REA
jjl_/ij‘o

EHWIC ®OBA . unit 518 —% 2oy b, WIC 2oy b, BIUOKR— 22T v 2TRI-T
faELET (0/0/0), Cisco819ISREET T v b7+ — L DA unit 31T TR THOa~ R TA
oy b0 EZELES,

configure terminal
interface cellular unit

ip address negotiated

El s

ip address ip-address mask
encapsulation slip

dialer in-band

dialer pool-member number

interface dialer number

® N o a A

ip address negotiated

9. encapsulation slip

10. dialer pool number

11. dialer idle-timeout seconds
12. dialer string string

13. dialer-group group-number
14. exit

15. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |
access-group}

16. access-list access-list-number permit ip-source-address

17. line unit

18. script dialer regular-expression

19. exit

20. chat-script script-name """ "AT!CALL" TIMEOUT timeout-value "OK"

Cisco 4G 74 ¥ L2 WAN EHWIC
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AT RERET7Ia Y

E]:5)

A7971 |configure terminal Jau—\)L a7 4Xal— gy ET— K2tk
LET,
Bl :
Device# configure terminal
A7972 |interface cellular unit TLTF— A A —T o AR ELET,
Bl :
Device (config)# interface cellular 0/0/0
A7v73 |ip address negotiated BEDA LA —T A ADIP 7 KL AREIZEL
ElEs BINdZEERELET,
ip address ip-address mask
%l -
Device (config-if)# ip address negotiated
EJAAES
%l -
Device (config-if)# ip address 10.4.0.254 255.255.0.0
A7y74 |encapsulation slip FHRIERME— FERRF A T d T v K
N—T 47 (DDR) 2k L TRE S LA
B - =T 2 A ADVITN FTA v L FZ—Fv T
Device (config-if)# encapsulation slip = =k (SLIP) 777’12/1/“{,%??%Li‘?‘0 =g
X, RIS =T 2 A ADT 7V FTY,
AFy75 |dialer in-band DDR # A % —7 /ML, AU R 2L ¥Y 7
BEATLLS BELELVY TN A U F—T
- A AZEHELET,
Device (config-if)# dialer in-band
A7976 |dialer pool-member number BEDA LB —T oA ANBTH, ¥A4¥TF Fu
T7ANDEAT VT T=NOFFERELE
ﬁ“ . ‘j‘o
Device (config-if)# dialer pool-member 1
AZT97 7 |interface dialer number BEDA L E—T A AB)ETH, ¥A4¥T7 a—
ZY— TN—TOFESEHR/ELET,
Bl :
Device (config-if)# interface dialer 1
A7v78 |ip address negotiated BEDA LA —T A ADIP 7 KL ABEIZEL

#l :

Device (config-if)# ip address negotiated

BENDZEEHELET,
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ARV RFERRTIVaY

B

27979 |encapsulation slip HHERABE— FEREAA YAt Fvr R
N—T 47 (DDR) 2k L TRESHLIA v~
B - B—=T A ADVI TN TAL Y LB —Fy T
Device (config-if)# encapsulation slip 2 b =L (SLIP) ﬁ7?lb{h%ﬁ?ﬂibij—° i
i, RIS v F =T =2 ADT TV FTT,
A7y7 10 |dialer pool number FEE DS 7% v MU — 2 1T BT oIlc 2 A
YT AL =T A APRERTELXAT I T
Bl TNOFTERELET,
Device (config-if)# dialer pool 1
A797 11 |dialer idle-timeout seconds IR L DN EEEINT-H%D, T4 R OE
SEMEMTHEELET,
UK
Device (config-if)# dialer idle-timeout 30
279712 |dialer string string EAXYNT HEFEINELTHNEEELET,
Bl
Device (config-if)# dialer string lte
A797 13 |dialer-group group-number BELIEAVE—T oA ADRBTHIXAYT T
TR ITN—=TDEGEEELET,
B :
Device (config-if)# dialer-group 1
2797 |exit Ja—nN) ar74Xal— gy E— NEBE
LET,
UK
Device (config-if)# exit
AT797 15 |dialer-list dialer-group protocol protocol-name BRTAHARNT 74 v 7 DXAYT URARNEER L.
{permit | deny | list access-list-number | Ta R a BRI L TCT 7R R B LET,
access-group}
B :
Device (config)# dialer-list 1 protocol ip list 1
ATY7 16 |access-list access-list-number permit MER+TA NI 74 v 72 EFRLET,
ip-source-address
B :
Device (config) # access-list 1 permit any
AFy7F 17 |line unit G4 a7 4Fal—ary E—REEELE
TO
UK
Device (config)# line 0/0/0
AT797 18 |script dialer regular-expression FIHILVE FETLOF ¥y b A7 VT NEIREL

i -

Device (config-line)# script dialer lte

£7,
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ARV RFERRTIVaY

B

AT9T19 |exit

i -

Device (config-line) # exit

Ty aryZ 4 F¥al—raryET—Re&TLE
7

ATY7 20 |chat-script script-name ”” “AT!CALL” TIMEOUT
timeout-value “OK”

i -

Device (config)# chat-script lte""™ "AT!CALL"
TIMEOUT 60 "OK“

XA Y T BEEED ATDT 2~ REEHZLET,

DDR Ny V7 v TOHE

TIAVEHRiET=HF L, WBEREXIINY I T v 7R ERBT 2123, V=2 THROFRD 1 o

ZEATEET,

o Ny IT T A F =Tz AR AZUNADREOEEREL, 774~ A F—T=AA
BT o harnFg oy b@E#Ens &, 7Ty TREICRD £,

s WENAZT 4w I =L NI T v T A E =T oA ZAENT LR, TT7A4~VEHOT
RIZAPL—T 4T TARAZ VALV BRENWT RIZAML—T 4T TARAZARHY |
TIAS) A B =T 2 AART T HET, V=T 47 T—TNVIZIFHFELERA,

o HAXYT UA VT 1 FAYT UxvFIE, FAXYNV NI T v T mN—T 4 THEEELHRET D

Ny 7T v THERETT,

NIDTFITAVE—T A REFERTEM 53 —T 4 ADKRTE

~

GE) EBAId—AF—TzAABIOLEOMOIRMT VTNV A L F—T 2 ADNNY I T v 4 H—

T A RAFRETE EE A,

1 DFERREERDOA L =T A RAEREL NI T v T A F—T = ZABEHTDITIE, T a—
SNy arZ 4 ¥al—vary T—RFROKRPITROa~ REERLET,

FIEDHE

1. interface type number

2. backup interface cellular number

3. Dbackup delay enable-delay-period disable-delay-period
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Flgn 4
ARV RERRT7IVaY B
AT7971 |interface type number Nl T o TFEINAIA v E—T oA AEEEL. A
VH =Tz AR AT 4 Xalb—ay ET—FE
Ly
- WAL E T
Device (config) # interface atm 0/0/0
AF97 2 backup interface cellular number YINTG— A EBE—T A ANy I T 7L LT
BELET,
i :
Device (config-if)# backup interface cellular 0/0/0
A7v73 |backup delay enable-delay-period WA o H—T oA ANRE T LR E e Ny s
disable-delay-period T T A =T = A APECTR B L DR,
BLO WA X —T oA APRDIEEEE ANV Y
Bl - Ty TR AR E DM TO, BIEAREL
Device (config-if)# backup delay 0 10 £

4G GPS 8& U NMEA 7—% X h)—2 27 DA4 x—T )L

M NMEA 2.0 xth&s GPS 7m v % 77U r—3 3 o~ GPSNMEA 7 —4% X MU —3 7%, 4G
EHWIC €7 A3 X O Cisco 819HG-4G & Cisco 819G-4G LTE ISR TA X —7 /M TE ET,

~

(G¥) EBHWIC %4, unit 51T —% Aoy b, WICAR Y b, R—1F%2R2T7 v aTRY->THEEL
* 7 (0/0/0), Cisco 819 ISR HET T v b 7 4 — AL DEE ., unit 51 EIIT_XTHOa~v L RTAey 0
ZHELET,

FIEOHE
configure terminal
controller cellular unit

(f£3) lte gps enable

Ite gps mode standalone

o A0 D=

Ite gps nmea {ip | serial [streaming]} (Cisco 819 ISR)
EJ s
Ite gps nmea (4G EHWIC)

end
show cellular unit gps

show cellular unit gps detail

© o N o

show running

. show line

-— -
- O

telnet ip address port

Cisco 4G 74 ¥ L2 WAN EHWIC
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FlED 4
avvFk B7L
A7971 |configure terminal a7 4F¥alb—vary E—FelHBLET,

#l .

Device# configure terminal

AT972

controller cellular unit

Al -

Device (config)# controller cellular 0

ayvihte—I LT — a7 4 FXalb— g
E— NERBLET,

ATy73

lte gps enable

fl -

Device (config-controller)# lte gps enable

UEE) T 74/ T, GPS "4 X —F LIl -
TWEY, MLOEBTGPS BT 4 E—TIZ
ENTWAES, Zoa~vy ReFHLTH—E X
HREE A X — 7 I LET,

ATv7 4

lte gps mode standalone

#l -

Device (config-controller)# lte gps mode standalone

AR K7y GPS BE— R A 2 —7 M2 LET,

AT975

lte gps nmea {ip | serial [streaming]}
ISR)

or

lte gps nmea (4G EHWIC)

(Cisco 819

i -

Device (config-controller)# lte gps nmea ip

NMEA A R = 7 %A R2—T M LET,

Cisco 4G LTE EHWIC iZ IPNMEA A b U —3 7
ETaYR—FLET, LEB>T, IP A ¥—
T2 ABLOI TNV A H—T =2 A LT
vaiHMEHTEEEA,

Cisco 819HG-4G & Cisco 819G-4G LTE ISR 13k
DO NMEA A N — 7 A7 arawzhiR—HML
i‘é_o

o ip:IP AV H—T A Z%ES 95 NMEA,

o serial: YU TN AL F—T A 2ENTDH
NMEA.,

o streaming : /X7 A —% 1% 38400 (bps &~ —
L—F), 4800 (bps R— L—h, F7 4/ b
&) . line-config (TTY [Elffa> 7 ( Fal —
a v EMHA)

ATv7 6

end

#l .

Device (config-controller)# end

ayvhe—F a7 4F¥al— gy T— REK
T L. ¥# EXEC £— FIZREY £,
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27977 |show cellular unit gps KD GPS 7 — 4 0¥ ERRLET,
Bl o GPS OIRIENH (GPS M%), GPS Htf$. GPS
) #4)
Device# show cellular 0/0/0 gps
¢« REENEGPSE—F (RZUFT7EY)
GPS Info " N Ny
_____________ * GPS DALEIB L Z A LA X Tl
GPS Feature: enabled e GPS ﬁﬁﬁ%ﬁ%i&
GPS Port Selected: DIV port
GPS State: GPS enabled o GPSH#fE A x—TNFEITT 4 E—T )
GPS Mode Configured: standalone . . .
Last Location Fix Error: Offline [0x0] o BRI N7- GPS A— b+ (M GPS, DIV, N
GPS Error Count: 13 AT A LEED GPS R— 1)
Latitude: 37 Deg 24 Min 58 Sec North
Longitude: 121 Deg 55 Min 7 Sec West
Timestamp (GMT): Thu Aug 15 14:23:35 2013
Fix type index: 0, Height: 15 m
A7Y78 |show cellular unit gps detail GPS 5— ¥ it EHF R LET,
il :
Device# show cellular 0 gps detail
GPS Info
GPS Feature: enabled
GPS Port Selected: DIV port
GPS State: GPS enabled
GPS Mode Configured: standalone
Last Location Fix Error: Offline [0x0]
GPS Error Count: 71
Latitude: 37 Deg 24 Min 58 Sec North
Longitude: 121 Deg 55 Min 7 Sec West
Timestamp (GMT): Fri Aug 16 10:46:25 2013
Fix type index: 0, Height: 20 m
HDOP: 0.8, GPS Mode Used: standalone
Satellite Info
Satellite #1, elevation 18, azimuth 52, SNR 30 *
Satellite #4, elevation 13, azimuth 165, SNR 29 *
Satellite #7, elevation 3, azimuth 133, SNR 22
Satellite #8, elevation 33, azimuth 126, SNR 29 *
Satellite #9, elevation 33, azimuth 133, SNR 0 *
Satellite #11, elevation 4, azimuth 39, SNR 0
Satellite #15, elevation 29, azimuth 284, SNR 0 *
Satellite #17, elevation 84, azimuth 118, SNR 0 *
Satellite #26, elevation 38, azimuth 224, SNR 0
A7979 |show running config WEOH N EERTRLET,
il :
Device# show running config
!
controller Cellular O
lte gps mode standalone
lte gps nmea ip
I
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avwyk Bl
A79710 |show line KRR — P EEERRLET,
o - NMEA 2% E 35 &, Cisco IOS 75 NMEA JE[A]
DQbﬁsm Line HAR—FEERLES, R—FEFITTT v b
vi w 1li ~ - . — o
Tty Typ Tx/Rx A Modem Roty AccO AccI Uses 71—%6&;{:&{?1/&‘@_" SOPITHEL FEFHIA— B
Noise Overruns Int FEFELT7A426 TY,
* 0 CTY - - - - -
0 0 0/0 -
1 AUX 0/0 - - - - -
0 0 0/0 -
2 TTY 9600/9600 - - - - -
0 0 0/0 -
I 3 TTY - inout - - -
0 0 0/0 CeO0
I 6 TTY - inout - - -
0 24101 0/0 NMO0/0/5
10 VTY - - - - -
0 0 0/0 -
11 VTY - - - - -
0 0 0/0 -
12 VTY - - - - -
0 0 0/0 -
13 VTY - - - - -
0 0 0/0 -
14 VTY - - - - -
0 0 0/0 -

Line(s) not in async mode -or- with no hardware

support:
4-5, 7-9

AZT97 1 |telnet ip address port NMEA A MY — U T NA X —TNIZh B L,

GPS 7 4 v 7 ARG SN E D DTN Db b

Bl - T, ET7 L1 NMEA A— FTO NMEA 7—4 %
Deviceftelnet 10.1.1.1 2006 M) —I 7 %BBLET, NMEA FA— M2V
Trying 10.1.1.1, 2006 ... Open N— R Telnet ##E{FLT. NMEA ¥ — %% F = v
$GPRMCIIVIIIIIIIIIIN*53 7"6\%&?

$GPGSV,3,1,11,01,17,049,34,04,16,164,30,08,29,129,32
,09,29,136,38*70

$GPGSV, 3,2,11,15,29,281,37,17,83,073,36,28,,,41,07,0
0,135, *4B

$GpPGSVY, 3,3,11,11,01,037,,12,00,272,,24,18,313, *46
$GLGSV,2,1,08,78,23,323,27,86,25,030,27,77,67,014,25
,76,37,112,32*%6D
$GLGSV,2,2,08,88,39,203,32,87,81,070,31,68,01,292,34
,69,,,*5A

$GPGGA, 185555.0,3724.984762,N,12155.122163,W,1,04,13
.3,23.2,M,-27.0,M,, *6A
$SPQXFI,185555.0,3724.984762,N,12155.122163,W,23.2,26
4.53,176.14,9.08*46

$GNGNS, 185555.0,3724.984762,N,12155.122163,W,AN, 04,1
3.3,23.2,-27.0,,*51

$GPVTG,,T,,M,,N,,K,N*2C

$SGPRMC, 185555.0,A,3724.984762,N,12155.122163,W,,, 160
813,,,A*7B
$GPGSA,A,3,08,09,15,17,,,,,,,,,16.2,13.3,9.2*3E
$GNGSA,A,3,08,09,15,17,,,,,,,,,16.2,13.3,9.2*%20
SGNGSA, B, 3,, 7111111 s,,16.2,13.3,9.2%23
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4G SMS A v —L VT DEE
~

GE) EHWIC Oz T %A NTIL, unit 51t CL—4% Avy b, WIC Ay b, R—FE2 AT v a2 TKX
- THELET (0/0/0), Cisco819ISR EET T v M 7+ — L DA, unit 51 EITT_RTHOa~v
FCczxry PO ZFEELET,

FIEDHE

configure terminal

controller cellular unit

Ite sms archive path FTP-URL

cellular unit Ite sms view {all | /D | summary}
end

show cellular unit sms

cellular unit Ite sms send number

© N o o A~ wDdh =

cellular unit Ite sms delete [all | id]

Cisco 4G 74 ¥ L2 WAN EHWIC
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FlED 4
avvFk B7L
A7971 |configure terminal a7 4F¥alb—vary E—FelHBLET,
i :
Device# configure terminal
AF972 |controller cellular unit aryrkr—F BALT— a7 4 Xal— gy
E— FZBBLET,
il -
Device (config)# controller cellular 0/1/0
A7973 |lte sms archive path FTP-URL TRTCOHOAHS SMS X v¥—%1%5 FTP —
DT FNE NAZBELET, 7HNVE A%
i : ETDHE, SMS A v E—UREEBLUZESN
Device (config-controller)# lte sms archive path AT FINVEDORRBIZ, RO L 51T outbox B LW
ftp://username:password@172.25.211.175/SMS-LTE inbox N HBMICAIMENE T,
ftp://172.25.211.175/SMS-LTE/outbox
ftp://172.25.211.175/SMS-LTE/inbox
7974 |cellular unit lte sms view {all | ID | summary} EFAMIESTZESREEETSARN Avk—
CONEEFRLET,
A o all: EF AL o TRE SN 255 0
evice# cellular 0/0/0 lte sms view summary EETFXFAN AvE—VONEEELLEST
ID  FROM YY/MM/DD HR:MN:SC SIZE e ID:FETHXFAN AvE—UDIBLIREESN
CONTENT 72ID (0 ~255) DA vE—YORNREFERL
0 4442235525 12/05/29 10:50:13 137 F4
Your entry last month has... °
2 5553337777 13/08/01 10:24:56 5 o summary : E7 LI Lo TERESNZEET
First FADN AV E—VORENERRLET,
3 5553337777 13/08/01 10:25:02 &6
Second
27975 |end Ay 4 Xal—var T RFERT L, H
EXEC £— FNIZREY £7°,
il -
Device (config) # end
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B9

AT97 6

show cellular unit sms

i -

Device#show cellular 0/0/0 sms

Incoming Message Information

SMS stored in modem = 20

SMS archived since booting up = 0

Total SMS deleted since booting up = 0

Storage records allocated = 25

Storage records used = 20

Number of callbacks triggered by SMS = 0

Number of successful archive since booting up =
Number of failed archive since booting up = 0

Outgoing Message Information
Total SMS
Total SMS
Number of

sent successfully = 0

send failure = 0

outgoing SMS pending = 0

successful archive since booting up =
failed archive since booting up = 0

Number of
Number of

Last Outgoing SMS Status = SUCCESS
Copy-to-SIM Status = 0x0
Send-to-Network Status = 0x0

Report-Outgoing-Message-Number:

Reference Number = 0
Result Code = 0x0
Diag Code = 0x0 0x0 0x0 0x0 0xO

SMS Archive URL = ftp://lab:1lab@1.3.150.1/outbox

BZEENEZTEAD A=V TOHER
EFRRLET, A vE—UBRICITEEFRA. Z
1B, T—IA47, EEHRETIAR A vE—UR
GENET, R1T7H FAILED & 72257234, LTE
EHAEDOTT —HFRBPEBRINDIEGELH D £7,

ATy71

cellular unit lte sms send number

Al -

Device# cellular 0/1/0 lte sms send 15554443333

2—PIZTHFA D AvE—Y FIUoDHIHEE.
M DHE 72 ZEHZ ~D 4G LTE X R SMS # v

T —UREE A R —T NI L ET, number 51,
SMS A v tE— U EEOEMESTTT,

GE) 10MrERIT 1L Moo (BEE) JBEXTF A
h & EET D7D O e BER X TY,
T2 & 2T, HHHEHRH £7203
LHIHHIHERHI ©9, THTIZ R — S E
A,

ATy7 2

cellular unit lte sms delete [all | id]

Al -

Device# cellular 0/1/0 lte sms delete all

UEE) AE DD 120X v E—VID £2033
TORTFESA v = HHIBRLET,

4G LTE DEXEH

o [Hl: HARENLNT— A X —T A AD
o [Hl: HARENLNT— A X —T A AD
o [HWHHHROENLT— A X —T = Af ZADF

% (EHWIC-4G-LTE)| (P.35)
7 (Cisco 819 ISR) | (P.35)
&) (P.36)
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4G LTE MD&5EH

o Ml eENT— A H =Tz ADEREHI LIZ GRE F 2] (P.37)

o INAT BE W IPsec A LNy 7T v 7L LTDAIGLTE 74 ¥ LA WANJ (P.37)
o [SIM DFRE : #il) (P.40)

o ISMSIZEAF—% a—A Ny 7&E ] (P43)

o MEHFAYT AL BTz AREFEHALIZNWTA YT U4 v T ORE : ] (P.44)

e MHEAYT 4 ¥ —Tx A A% HEHT 5 dialer-persistent DFEE : #]] (P.44)

Bl : ERXEILS— A 23— x4 ADEE (EHWIC-4G-LTE)

WIZ, 7794~V LTSN RS8N T — A 0 F—T =2 AEREL, 774NV F V—REL

THRETDHZRLET,

Device# show running-config
chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer string lte
dialer-group 1

async mode interactive

ip route 172.22.1.10 255.255.255.255 cellular 0/0/0
dialer-list 1 protocol ip permit
line 0/0/0

script dialer lte
modem InOut

B BERKEILS— A28 —T /4 ADEHE (Cisco 819 ISR)

Wiz, 794 =L TSN, 7408 b— L LTRESNDELT— A F—T oA A%

RET DB ZRLET,

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"
|

!

controller Cellular O

|

!

interface Cellular0

ip address negotiated
encapsulation slip
load-interval 30

dialer in-band

dialer idle-timeout 0
dialer string lte
dialer-group 1

no peer default ip address
async mode interactive
routing dynamic

|

ip route 172.22.1.10 255.255.255.255 cellular 0/0/0
I
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dialer-list 1 protocol ip permit
|

line 3

script dialer lte

modem InOut

no exec

transport input all

transport output all

EEESEOEILS—AUE3—T 24 ADEE

2T ROBREFITOWVTHHALET,
o MHEAYT AL H—T 2 A RAEFERLWVWTA YT T v TFTOEE] (P.36)
o MHNBFAYT A7 —7 A A%fEMT % dialer-persistent DFZE] (P.36)

NEBAANST A A=A REFEALEVWTA VSO Y FDERTE

WIZ, I AYT A Z =T =2 ZEM LRI A YT U+ v FERET D02 RLET, KT
TXAMNIFAY T Uy FICEAOEZ pa~r FaRLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

|
dialer watch-list 1 ip 5.6.7.8 0.0.0.0
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular 0/0/0
line 0/0/0

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NBIAXNT 403 —T x4 R%&HEAT % dialer-persistent DE&5E

WIZ, IMBAA YT A F—T oA A% T 5 dialer-persistent ZZET 262~ LET, KFTF
A M dialer-persistent IZEFOEE R a v RERLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

Cisco 4G 74 ¥ L2 WAN EHWIC
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interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout O
dialer string lte
dialer persistent
dialer-group 1

dialer-list 1 protocol ip permit
ip route 0.0.0.0 0.0.0.0 dialer 1

line 0/0/0

script dialer lte
modem InOut

no exec

transport input all
transport output all

A=A ADEEZNHLI-GRE FoRIL

WIZ,GRE kv F/L A % —7 A A7 ip address unnumbered cellular interface TRE SN TIN5
BRI, AT 47 IPT RLAEZRETLHHEZRLET,

GRE F X VDREIX, —ER TS F =R LTEAS v F—T =2 ADNXT YV w27 IPT FL A%
RBEEL TWDIHEBICET I R— S ET,

TIAN=FIPT RLAZHEHT Y —ER Tanf Z—D5H, KAV NV —=RA b ZAFT 1y
27 GRE b RZNVD—F D FETITAXR—KIPT RLRIZ, b9 —FDZ o K27V v 7 P T
RLRICRET A Z LT TE A,

interface Tunnel2

ip unnumbered <internal LAN interface GE0O/0 etc.>
tunnel source Cellular0
tunnel destination a.b.c.d
interface Cellular0

ip address negotiated
encapsulation slip

no ip mroute-cache

dialer in-band

dialer string lte
dialer-group 1

async mode interactive

NAT & U IPsec ZERAL=/N\v 97y TELTDAGLTE 74 VL X

WAN

WIZ, NAT B L IPSec &Ny 77 v 7 & LT, L—4F RIZT4G-LTE U A ¥ L 2 WAN &% &3 2 i
ZRLET,
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GE)

EZEHEEIRETEETA, BEEORL—Ty ME, LT — Ry FU—7 F—E AL > TR

DETJ,

ip dhcp excluded-address 10.4.0.254

|

ip dhcp pool lan-pool
network 10.4.0.0 255.255.0.0
dns-server 10.4.0.254
default-router 10.4.0.254

|

|

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

crypto isakmp policy 1
encr 3des
authentication pre-share

crypto isakmp key address a.b.c.d

|
!
crypto ipsec transform-set
|

ah-sha-hmac esp-3des

crypto map gsml 10 ipsec-isakmp
set peer a.b.c.d

set transform-set

match address 103

|

!
interface ATM0/0/0

no ip address

ip virtual-reassembly
load-interval 30

no atm ilmi-keepalive

dsl operating-mode auto

|
interface ATMO0/0/0.1 point-to-point
backup interface Cellular0/3/0
ip nat outside

ip virtual-reassembly

no snmp trap link-status

pvc 0/35

pppoe-client dial-pool-number 2
|
!
interface Cellular0/3/0

ip address negotiated

ip nat outside

ip virtual-reassembly
encapsulation slip

no ip mroute-cache

dialer in-band

dialer idle-timeout 0

dialer string lte

dialer-group 1

async mode interactive

crypto map gsml

interface Vlanl04

description used as default gateway address for DHCP clients

ip address 10.4.0.254 255.255.0.0
ip nat inside
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ip virtual-reassembly

interface Dialer2
ip address negotiated

ip mtu 1492

ip nat outside

ip virtual-reassembly
encapsulation ppp
load-interval 30

dialer pool

2

dialer-group 2
ppp authentication chap callin
ppp chap hostname cisco@dsl.com

ppp chap password 0 cisco

ppp ipcp dn

s request

crypto map gsml

ip local policy route-map track-primary-if
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234
ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

4GLTE oes N

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload
ip nat inside source route-map nat2dsl interface Dialer2 overload

ip sla 1

icmp-echo 2.2.2.2 source-interface Dialer?2

timeout 100
frequency 2

0

ip sla schedule 1 life forever start-time now
1 permit any
101 deny ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255

access-list
access-list
access-list
access-list
access-list
dialer-list
dialer-list

|

|

101 permit
102 permit
103 permit
1 protocol
2 protocol

ip 10.4.0.0 0.0.255.255 any
icmp any host 2.2.2.2

ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255

ip list 1
ip permit

route-map track-primary-if permit 10

match ip ad

set interfa
|

dress 102
ce Dialer2

route-map nat2dsl permit 10

match ip ad

dress 101

match interface Dialer2

route-map nat2cell permit 10

match ip ad

dress 101

match interface Cellular0/3/0

|

line 0/3/0
exec-timeou
script dial
login
modem InOut

t 00
er lte

TI7ARX=FIP T FLAZMEHT L —E R T m3A( 2% LT, crypto ipsec transform-set esp =
~> K (%Y., esp-aes esp-sha256-hmac...) ZfEFEHL 7,
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SIM DE&E :

e ISIMA—Fouv 7 ] (P.40)

e ISIM Z—FKowm v 7 fiEkk: #l (P.40)
o [H#) SIM Ak : #) (P.41)

e [PIN =— FOEH : ] (P42)

o [HsEfb &7z PIN OF%E : #il) (P.43)

SIMA—Fpovy : i

KOFNE, SIM 20y 7§55 EE2R L TWET, ZOREFNTERHETRBINIZTHFA MEIa
VEEFRTEDIHEHENATEY, BFEOa Y —VHNER R LEZEICERRTINEEA,

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

.!

! SIM is in unlocked state.

!

Device# cellular 0/0/0 lte sim lock 1111

' 'WARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#

Apr 26 19:35:28.339: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 19:35:59.967: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP
Device#

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in locked state.
/

SIMA—FKoowy 9 & : #l

WoOFNE, SIMEZ7 vruy 735 EERLTWET, ZOREFNTERHATERHINTZT F X M
AV NERTEOIEHAINTEY, @F0a Y — VI ERR LICEEITIIRRSNET A,

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Device#

!

! SIM is in locked state.
/

Device# cellular 0/0/0 lte sim unlock 1111
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! "'WARNING: SIM will be unlocked with pin=1111(4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Device#

!

! SIM is in unlocked state.

HE) SIM 325

1]
=]

- 451

WoBlL, BE) SIM itz ET 2 HEEZR L TWET, ZOREFANTEHETRHRBEINTZTF A K
A FERTOIEAIRTEY, @F0oay Y — VI ERR LIEGAEICIERRFTINETA,

Device# show cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in unlocked state.

!

Device# cellular 0/0/0 lte sim lock 1111

' 'WARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#

Apr 26 21:22:34.555: %CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:23:06.495: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

_/

! SIM is in locked state. SIM needs to be in locked state for SIM authentication to
! work.

_/

Device#

Device# conf term

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# controller cellular 0/0

Device (config-controller)# lte sim authenticate 0 1111

CHV1 configured and sent to modem for verification

Device (config-controller)# end

Device#

Apr 26 21:23:50.571: %SYS-5-CONFIG I: Configured from console by console
Device#

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = OK
SIM User Operation Required = None

Cisco 4G 714 L X WAN EHWIC
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Number of CHV1 Retries remaining = 3
Device#

! SIM is now in locked state but it can be used for connectivity since authentication is
! good. Authentication can be saved in the router configuration so that when you boot up
! the router with the same locked SIM, connection can be established with the correct

! Cisco IOS configuration.

PIN O— FODZEHE : #i

Il Cisco 4G 74 L X WAN EHWIC

WORFNE, EY Y THNZ PIN 2— RELEET L HEEZRLTHET, ZOREFN TRYA CRisi s
NETFAMIA MERTEDIEHEINATREY, @y Y — V2R R LUESGSIITER
INEHA,

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

1

! SIM is in unlocked state.

!

Device#

Device# cellular 0/0/0 lte sim lock 1111

' 'WARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#

Apr 26 21:58:11.903: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:58:43.775: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP
Device#

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

.!

! SIM is in locked state. SIM needs to be in locked state to change its PIN.
!

Device#

Device# cellular 0/0/0 lte sim change-pin 1111 0000

' 'WARNING: SIM PIN will be changed from:1111(4) to:0000 (4)

Call will be disconnected. If old PIN is entered incorrectly in 3 attempt(s), SIM will be
blocked!!!

Are you sure you want to proceed?[confirm]

Resetting modem, please wait...

CHV1 code change has been completed. Please enter the new PIN in controller configuration
for verfication

Device#

Apr 26 21:59:16.735: %CELLWAN—Z—MODEMﬁDOWN: Modem in HWIC slot 0/0 is DOWN

Apr 26 21:59:48.387: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Device#

Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked
SIM User Operation Required = Enter CHV1
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Number of CHV1 Retries remaining = 3

Device#

!

! SIM stays in locked state, as expected, but with new PIN.

!

Device# cellular 0/0/0 lte sim unlock 0000

! "'WARNING: SIM will be unlocked with pin=0000(4) .

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#
Device# show cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Device#

!

! Unlock with new PIN is successful. Hence, changing PIN was successful.
!

E51t S h = PIN OFR5E : 4l

WOFNL, B E72 PIN 2 L CHE) SIM FRREZRET D HFEERLTWET, ZOFREFN
TRATERENZTFA MITA L FERTEDIEASATEY, @Eoay Y=L hEERL
FHAIIEFRTIIRER A,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # service password-encryption

Device (config) # username SIM privilege 0 password 1111

Device (config)# do sh run | i SIM

username SIM privilege 0 password 7 055A575E70.

!

! Copy the encrypted level 7 PIN. Use this scrambled PIN in the SIM authentication
! command.

!

Device (config) #

Device (config)# controller cellular 0/0

Device (config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification

Device (config-controller)# exit

Device (config)# no username SIM

Device (config) # end

May 14 20:20:52.603: %SYS-5-CONFIG I: Configured from console by console

SMS [2&BT—42 aA—IL/IN\YIERE : fI

WOBNZ, SMSIZE DT =42 a—nN RNy JERREZATYT A F—T = ATHRELT, TFA b
AyvbE—VEETHIHEET LI ETT— ket y b7 vy 7L, BEMESEEHN L TRERI—
WSy JEREYPRT D T —F ke X2 T2 HEE R LET,

WOBIT, EihE G [14001234567) 134 E a2 —VOREEESTT,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
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encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

|

interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer caller 14001234567 callback
dialer-group 1

|

ip route 172.22.1.10 255.255.255.255 Cellular0/0/0
dialer-list 1 protocol ip permit
|

line 0/0/0

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NEBIFANT AVE—D A REZFRALLEWNTANYSIO4+ Y FDERTE : Hl

WIZ, I AYT A Z =T =2 R LRI A YT U+ FERET D02 RLET, KT
TXAMNIFAY T Uy FICEAOEZE pa~r FaRLET,

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"
interface Cellular0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

|

dialer watch-list 1 ip 5.6.7.8 0.0.0.0
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular O

line 3

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NEBFANYS 43— x4 R%EFEAT S dialer-persistent DEXE : i

Wiz, SN EA YT 4% —7 = A A%MHEMAT % dialer-persistent X ET D62 R LET, KFT ¥
A % dialer-persistent (CEAOEE L a~vr RERLET,

interface Cellular0
ip address negotiated
encapsulation slip

Cisco 4G 74 ¥ L2 WAN EHWIC
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dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic
interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer persistent
dialer-group 1

|

dialer-list 1 protocol ip permit
ip route 0.0.0.0 0.0.0.0 dialer 1
line 3

script dialer lte
modem InOut

no exec

transport input all
transport output all

Cisco 4G 714 L X WAN EHWIC
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~

GE)
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TR 2T AA—VDFET > 7L — R Fav 2R LET,
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AVYTERETDHODLENDD T,

ZONR=UT, ROFT > a VinbiERLET,
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27971 |k Web A MZd 5 Cisco VA ¥ LA WAN V7 b |Cisco VA Y LA WAN Y7 by =7 DF v u— R
T DX Tra— R Web %A MERRLET, N=VIT7 7 EATEET, CiscodG D7 7 —LU =T
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)
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AT [ ZOR—U T, KOF T a BB L ET, [Cisco High-Speed WAN interface Cards] #{R3 2 & |
[Products] -> [Cisco Interfaces and Modules] -> [Cisco | TX A — FBX 4D X HIC3HWBIZEREINFET,
High-Speed WAN Interface Cards] 3FIHTIHAORE R, @872 LTE 7 7 — A

JxTEXa— RKLET,

A79T3 BIRL7ZLTE 77— =7 V) —Z& X Tru—FK W—2D7F vz AEVIC, EFLADT 7—LV =T
LET. TrANEXT a— RLET,

A7y74 |terminal monitor BHEEXEC E— ROBRF LS oy — Lk A F—TLIC

L/iﬁ‘o
%l
Device# terminal monitor
A7975 |microcode reload cellular pa-bay slot Ty — AT =TT T — K a2 LE

modem-provision flash: filename

-

Device# microcode reload cellular 0 1
modem-provision flash:<filename>.cwe

F/W Upgrade: Complete Successfully

‘d—o

e pa-bay : EHWIC & 819 ISR O#i4, 0 #fH L F
‘d—o

o slot : EHWIC SN TWVWA, Auy hEE 0~
3. 819 ISR DHFE, 0 M L £,

S
()

VeE—h ¥yru—FOoHa, VAL 2 U »
7 ZfEH LT, Cisco.com /2B 77 v = bICHR
ECTEET, Ty 77— FRullcA v ¥ —7 =

AABLIRNEAYTE2HET v 7REIZTHIC

WX, MEBEA Y ITRBIOEES A YT E2RET

HHENRHY FT,
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ARV RFERRTOIVaY

B&

AT97 6

LTE 4G EHWIC D04 :

show cellular unit

AT&T LTE #l7~ A7 819 DIGE

show cellular 0 hardware

i -

Device# show cellular 0 hardware

Modem Firmware Version = SWI9200X 03.05.10.02
Modem Firmware built = 2012/02/25 11:58:38

Ty =AU T DT v 7T —K 7ot A&2HRLE
7,

AT971

reload

I0ST77Vr—3ary V7 =7 A A—=V&2Yr—F

L. 77—L0=T Ty 77 b—FRaETLET,

GE) 152@)M3 UBEDI0S V7 by =7 %Y r—FR
LTWDZ &l LET,

MC7700 7L 77—LDz7DFH 7Y TS L—F : fi

Device#microcode reload cellular 0 0 modem-provision flash:MC7700_ATT 03.05.10.02_00.cwe

Reload microcode? [confirm]

<hit enter key>
Log status of firmware download in router flash?[confirm]

<hit enter key>

Firmware download status will be logged in flash:fwlogfile

Microcode Reload Process launched for Cellular 37946756;

Device#

hw type = 0x6F3

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhkhkhkhk

The interface will be Shut Down for Firmware Upgrade

This will terminate any active data connections.
Ak hkhhkhhkkhhhkhkhkkhkhkhkhhkhhkhkhkkhhhkhhkhkhhkhkkhkhhkhrdhhkkhkhkhkhkrdrkhkhhkhxkx*k

Modem radio has been turned off

Kk ok k ok k ok Kk ok ok k ks ok ok ok ok sk ok ok ok ok ok ke sk ok ok ok ok ok ke sk ke k ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Modem will be upgraded!

Upgrade process will take up to 15 minutes.

this time the modem will be unusable.

During

Please do not remove power or reload the router during

the upgrade process.

Kk ok ko k ok Kk ok ok k ok sk ok ok ok ke sk ke ok ok ok ok ke sk ok ok ok ok ok ke sk ke sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Sending F/W[MC7700_ATT_O3.05.10.02_00.cwe] to the card [41569157 bytes]:
Firmware file: MC7700 ATT 03.05.10.02 00.cwe sent to the card

The current modem
19:31:09
The current
19:28:52
The
The
The
The current modem SKU ID: 1584083
FW UPgrade: In the progress.

*Feb 21 23:39:35.407:
F/W Upgrade: Complete
*Feb 21 23:42:00.475:
*Feb 21 23:42:00.475:
*Feb 21 23:42:05.475:
Modem radio has been
Device#show cellular
Modem Firmware Version =

modem

modem
modem
modem

current Carrier String: 5

current Device ID: MC7700

current

Successfully

turned on
0 hardware |

F/W App Version: SWI9200X 01.00.03.01AP R2492 CARMD-EN-10526 2011/07/01

F/W Boot Version: SWI9200X 01.00.03.01BT R2492 CARMD-EN-10526 2011/07/01

Package Identifier: MC7700 01.00.03.01 00 vzw 020.006 001

%CISCO800-2-MODEM DOWN: Cellular(0 modem is now DOWN.

$CISCO800-2-MODEM _UP: CellularO modem is now UP.
%CISCO800-2-MODEM DOWN: Cellular(0 modem is now DOWN.
$CISCO800-2-MODEM UP: CellularO modem is now UP.

incl Modem Firmware Version
SWI9200X 03.05.10.02
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MC7710 ET L 77—LDzF7DFH 7Y T L—F : fi

Device#microcode reload cellular 0 0 modem-provision
£f1lash:MC7710_Global_ 03.05.19.04_00.cwe
Reload microcode? [confirm] <hit enter key>
Log status of firmware download in router flash?[confirm] <hit enter key>
Firmware download status will be logged in flash:fwlogfile
Microcode Reload Process launched for Cellular 37946756; hw type = 0x6F3
Device#
Kk Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhhhhhkxk
The interface will be Shut Down for Firmware Upgrade
This will terminate any active data connections.

KAk Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhkhhkhkhkhhhhhkhxkxk

Modem radio has been turned off
Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhk

Modem will be upgraded!

Upgrade process will take up to 15 minutes. During

this time the modem will be unusable.

Please do not remove power or reload the router during

the upgrade process.

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhkhk

Sending F/W[MC7710_Global_O3.05.19.04_00.cwe] to the card [41569157 bytes]:
Firmware file: MC7710 Global 03.05.19.04 00.cwe sent to the card

The current modem F/W App Version: SWI9200X 03.00.11.00AP R2492 CARMD-EN-10526 2011/07/01
19:31:09

The current modem F/W Boot Version: SWI9200x 03.00.11.00BT R2492 CARMD-EN-10526 2011/07/01
19:28:52

The current modem Carrier String: 5

The current modem Device ID: MC7710

The current modem Package Identifier: MC7710 03.00.11.00 00 vzw 020.006_001

The current modem SKU ID: 1584083

FW UPgrade: In the progress.

*Feb 21 23:39:35.407: %CISCO800-2-MODEM DOWN: Cellular(0 modem is now DOWN.

F/W Upgrade: Complete Successfully

*Feb 21 23:42:00.475: %CISCO800-2-MODEM UP: Cellular(O modem is now UP.

*Feb 21 23:42:00.475: %CISCO800-2-MODEM DOWN: Cellular(0 modem is now DOWN.

*Feb 21 23:42:05.475: %CISC0800-2-MODEM UP: Cellular0O modem is now UP.

Modem radio has been turned on

Device#show cellular 0 hardware | incl Modem Firmware Version

Modem Firmware Version = SWI9200X 03.05.19.04

MC7750 €T L 77—LVT7DFENTYITIL—FK : #i

Device#microcode reload cellular 0 0 modem-provision flash:MC7750_VZW 03.05.10.06_00.cwe
Reload microcode? [confirm] <hit enter key>

Log status of firmware download in router flash?[confirm] <hit enter key>

Firmware download status will be logged in flash:fwlogfile

Microcode Reload Process launched for Cellular 37946756; hw type = 0x6F3

Device#

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhk

The interface will be Shut Down for Firmware Upgrade

This will terminate any active data connections.

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhkhhk

Modem radio has been turned off

KAKK KA A KA A I hhhkhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhhkhhkhhkhhhhhkhxkx*x
Modem will be upgraded!

Upgrade process will take up to 15 minutes. During
this time the modem will be unusable.

Please do not remove power or reload the router during

the upgrade process.
KAKKKA KA KA KA AR hhhhkhhhkhhkhhhhkhkhkhkhkhkhkhkhkhkhkkhhkhhhhhkhhhhhkhkhkhhhxkx*x
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Sending F/W[MC7750_VZW_O3.05.10.06_00.cwe] to the card [41569157 bytes]:
Firmware file: MC7750 VZW 03.05.10.06 00.cwe sent to the card

The current modem F/W App Version: SWI9600M 01.00.09.03AP R2492 CARMD-EN-10526 2011/07/01
19:31:09

The current modem F/W Boot Version: SWI9600M 01.00.09.03BT R2492 CARMD-EN-10526 2011/07/01
19:28:52

The current modem Carrier String: 5

The current modem Device ID: MC7750

The current modem Package Identifier: MC7750 01.00.09.03 00 vzw 020.006_001

The current modem SKU ID: 1584083

FW UPgrade: In the progress.

*Feb 21 23:39:35.407: %CISCO800-2-MODEM DOWN: Cellular0O modem is now DOWN.

F/W Upgrade: Complete Successfully

*Feb 21 23:42:00.475: %CISCO800-2-MODEM UP: Cellular0 modem is now UP.

*Feb 21 23:42:00.475: %CISCO800-2-MODEM DOWN: Cellular0O modem is now DOWN.

*Feb 21 23:42:05.475: $CISCO800-2-MODEM UP: Cellular0O modem is now UP.

Modem radio has been turned on

Device#show cellular 0 hardware | incl Modem Firmware Version

Modem Firmware Version = SWI9600M 03.05.10.06

EEM XY )T +2ERALEETL 27—LIF7DT7YvTIL—F

LTE 2Mg—®D WAN A ' Z —T7 = A A THLHBHFT + —/V FRBA T, ISR ~DOu—H )V E X7 U b4
TR ROEHT 7 ZANEELRWEE, Cisco I0S DIAIAILA Ry kb =32 —T+ (EEM) %7
VN LR v 77— FHERHERINTWET, EEM AZ VS NIT7 77— 0 =T %
T T —FRL,. LW IZ7r—b =7 V) —RLHEH#EMEDHBHI0S V7 b =T 4 A—T% ISR
2V e—KLET,

ETL I7—LVT7DF I A—FEEEM RV YT DA VR =)L

FIEDOHE

AFvFT A1

~

(E)

ATFvFT 2

AFvT 3

WEFREZFOETORET 77— =T 27— RT5120F, kO Z2Aad Web XR—IJIc7 7+
AL TLIEEN:

http://software.cisco.com/download/navigator.html

VE—R X 7oa—FROBEAE, AGUAYL X U7 2 LT, Cisco.com 57T v a FITHEE
TEET, AV F—T2A ABIOFAYTEHET v 7IREBIZT D123, A A Y IBLOEE S
AYTERETHLENRD Y 7,

IOR=UT, WOF T arhbBRRLET,
[Products] -> [Cisco Interfaces and Modules] -> [Cisco High-Speed WAN Interface Cards]

[Cisco High-Speed WAN interface Cards] #27 U v 7 L CEIRT 5L FHTEL2H—F0BK 4 DL D
W3FIBICERTRSNET, 3FIHCTHEAORMEZBTRL, @ LTE 7y — AV T7 24 72—
]\\\ L/ij‘o

3FIACRIGLAIRIRL, W—HDT7 T va AFVICHEGRLTE 77—y 2T7 Xy —RKLE
ERS

FATa 7 4 ¥ 2 b— 3 b, boot system flash: =~ > R& T CHIBRL £,
aXy aryy—LEALRX—T VI LET,
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AT7v7 7 configure terminal
ATF9T 8 N—FIZEEM A VT &AL A= LET,
AFvFT 9 AUV —PEREINTNWDZLEERLET,

FIED A
ARV FFERETOIVa Y B

27971 | Web %1 Mz D Cisco VA ¥ LA WAN Y7 b |Cisco 74 YL AWAN V7 k=7 DX 7 a— R
T OF T a— R Web A MERRLET, NR=VRZT 7 EATEET, CiscodG D77 —L U =T
http://software.cisco.com/download/navigator.html ZBRLET,

>
GE) Z D Web Y1 M, BEFEAD Cisco.com —
FOLPEHTE ET,

A2 D=V T, OF T a BB LET, [Cisco High-Speed WAN interface Cards] % &R T % & |
[Products] -> [Cisco Interfaces and Modules] -> [Cisco | TXAH— FBX 4D X H I3V BIZERINET,
High-Speed WAN Interface Cards] 3HECITEMORMARIRL, @Y LTE 7 7 — &

vxTEFAa— RKLET,

AF973 SBIRL7ZLTE 77— 20 =7 VU —R&X T a—F =207 Ty a AEVIC, EFADT 7 —LT T
LET, TrANEL Y = RLET,

A7974 |no boot system flash:filename Jua—R) a7 4 Xal—yg Ly ET— KT, Efrav

7 4 ¥ a2 b — 3 05 boot system flash: =< N %
Bl - TRTHIBRL £
Device(config)# no boot system
flash:cxxx-universalk9-mz.SPA.152-4.M2
A7975 |terminal monitor FiHe EXEC E— ROm Xy 2/ av y— kA x—7 W
LET,
Bl :
Device# terminal monitor
A7Y76 |configure terminal Ja—N)L a7 4 Xal—Tary B— RE2BLE

-

Device# configure terminal

‘é_o
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ARV RFERRTOIVaY

B&

ATYFT | S €7 20 EEM Script 1 & EEM Script2 # = [/b—Z|ZEEM 22 U 7 b & A > X h—L LET,
e L CORPERS HREBIMLTCESV, 2O 6y - o) EEM 15, ISR 2491 LTE il 10S #1721
TERANELIORAST 4 Fa L a A —VRFATT B LAUE L TR STV ET,
R—AMLET, N—Z B3 10S 15.2(4)M2 % ET L TV DA
FATHNCAZ V7 b OROAT 2 BEEHZ TIZE
Wy,
action 1.3.4 set old IOS
"cSplatform-universalk9-mz.SSA.V152 4 M LT
o
WOXSITESHA
action 1.3.4 set old IOS
"cSplatform-universalk9-mz.SPA.152-4.M2"
A7v78 |show event manager policy registered RY T —RDBEEINTWVWAZ L E2EELET,

#l :

Device# show event manager policy registered

GE) A7 VT FOBITREFICREISNT Z L 2R

LET.

MC7700 €7 LD EEM X% 1) k1

event manager applet FW authorization bypass

event none maxrun 1200
action 1.0 if $ none argc ne "1"
action 1.0.1

syslog msg "Incorrect number of arguments passed.

Please check and try

again"

action 1.0.2 exit

action 1.0.3 end

action 1.1 cli command "enable"

action 1.2 set slot number "S$ none argl"

action 1.3 cli command "show version incl System image file"

action 1.3.1 regexp "(.*)c(.*)-universalk9—-(.*)\"" "$ cli result" match subl sub2 sub3
action 1.3.2 set platform "$_sub2"

action 1.3.3 set current IOS "c$ sub2-universalk9-$ sub3"

action 1.3.4 set old IOS "cS$platform-universalk9-mz.SPA.152-4.M2"

action 1.3.5 set new IOS "c$platform-universalk9-mz.SPA.152-4.M3"

action 1.3.6 set firmware "MC7700 ATT 03.05.10.02 00.cwe"

action 1.3.7 set old firmware "SWI9200X 01.00.03.01"

action 1.3.8 set new firmware "SWI9200xX 03.05.10.02"

action 1.4 if $platform eg "800"

action 1.4.1 set cellular interface 0

action 1.5 else

action 1.5.1 set cellular interface "0/$slot number/0"

action 1.5.2 end

action 1.6 cli command "show cellular S$cellular interface hardware | incl Modem Firmware
Version"

action 1.7 string first "Snew firmware" "$ cli result"

action 1.8 if $ string result ge 0

action 1.8.1 syslog msg "Modem is already on new firmware Snew firmware. Exiting
upgrade!!"

action 1.8.2 exit

action 1.8.3 end

action 2.1

starting upgrade.
action 2.1.2 exit

Exiting upgrade!!"

action 2.2 end
action 2.3 cli command "show flash: |

if Scurrent IOS ne $old IOS
action 2.1.1 syslog msg "Current IOS version is incorrect.

Please run $old IOS before

incl $new IOS"
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action 3.0 string first "Snew IOS" "$ cli result"

action 3.1 if $ string result 1t 0

action 3.1.1 syslog msg "S$new IOS is not present in flash. Exiting upgrade!!"
action 3.1.2 exit

action 3.2 end

action 3.3 cli command "show flash: | incl $firmware"

action 5.0 string first "Sfirmware" "$ cli result"

action 5.1 if $ string result 1t 0

action 5.1.1 syslog msg "S$firmware is not present in flash. Exiting upgrade!!"™
action 5.1.2 exit

action 5.2 end

action 5.3 cli command "configure terminal"

action 5.4 cli command "no boot system"

action 5.5 cli command "end"

action 6.1 cli command "microcode reload cellular 0 $slot number modem-provision
flash:S$firmware" pattern "confirm"

action 6.2 cli command "y"

action 6.3 wait 400

action 6.4 cli command "event manager run router reload $old IOS Snew IOS $old firmware
$cellular interface"

action 6.5 wait 120

action 6.6 exit

MC7700 7LD EEM XY 1) Tk 2

event manager applet router reload authorization bypass
event none maxrun 120
action 1.0 set old IOS "S$ none argl"

action 1.1 set new IOS "$ none arg2"

action 1.2 set old firmware "$ none arg3"

action 1.3 set cellular interface "$ none arg4"

action 1.4 cli command "enable"

action 2.0 cli command "show cellular Scellular interface hardware | inc Modem Firmware
Version"

action 2.1 set string result "0"

action 2.2 string first "Sold firmware" "$ cli result"

action 2.3 if $ string result ge "O"

action 2.3.1 set boot IOS "$old IOS"

action 2.3.2 syslog msg "Firmware did not Upgrade successfully. Please try again after
reload"

action 2.4 else

action 2.4.1 set boot IOS "S$new IOS"

action 2.4.2 syslog msg "Firmware upgraded successfully. value= $ string result"
action 2.4.3 end

action 2.5 cli command "configure terminal”

action 2.5.1 cli command "boot system flash:S$boot IOS"

action 2.5.2 cli command "config-register 0x2102"

action 2.5.3 cli command "interface cellular S$cellular interface"

action 2.5.4 cli command "no shut"

action 2.5.5 cli command "end"

action 2.5.6 cli command "write memory"

action 2.5.7 reload

MC7710 €7 LD EEM XY 1) T+ 1

event manager applet FW authorization bypass

event none maxrun 1200

action 1.0 if $ none argc ne "1"

action 1.0.1 syslog msg "Incorrect number of arguments passed. Please check and try
again"
action 1.0.2 exit

action 1.0.3 end

action 1.1 cli command "enable"
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action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

Version

action
action
action

action
action
action
action

1.

F R R RPRRPRRRPRPRPRRRRRR R BB

1.8

1.
upgrade!!
1.
1.
2.
2.

1

o U U U W WwwwwwwwwN

EFLOT77—Loz7D7vIFIL—F N

set slot number "$ none argl"

cli command "show version | incl System image file"

.1 regexp " (.*)c(.*)-universalk9-(.*)\"" "$ cli result" match _subl _sub2 _sub3
.2 set platform "S$ sub2"

set current IOS "c$ sub2-universalk9-$ sub3"

set old IOS "cSplatform-universalk9-mz.SPA.152-4.M2"
set new IOS "cSplatform-universalk9-mz.SPA.152-4.M3"
set firmware "MC7710 Global 03.05.19.04 00.cwe"

set old firmware "SWI9200X 03.00.11.00"

.8 set new firmware "SWI9200X 03.05.19.04"

if $platform eg "800"

.1 set cellular interface 0

else

~ o U b W

.1 set cellular interface "0/$slot number/0"
.2 end
cli command "show cellular S$cellular interface hardware | incl Modem Firmware

string first "Snew firmware" "$ cli result"
if $ string result ge 0O
.1 syslog msg "Modem is already on new firmware $new firmware. Exiting

.2 exit

.3 end

if Scurrent IO0S ne $Sold IOS

.1 syslog msg "Current IOS version is incorrect. Please run $old IOS before

starting upgrade. Exiting upgrade!!"

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

2.

6.

OO OgOO0WwWWW W wWwNDN

1
2
3
0
1
1
1
2
.3
0
1
1
1
2
3
4
5

1

.2 exit
end
cli command "show flash: | incl Snew IOS"
string first "Snew IOS" "$ cli result"
if $ string result 1t O
.1 syslog msg "$new IOS is not present in flash. Exiting upgrade!!"
.2 exit
end
cli command "show flash: | incl S$firmware"
string first "S$firmware" "$ cli result"
if $ string result 1t O
.1 syslog msg "S$firmware is not present in flash. Exiting upgrade!!"
.2 exit
end
cli command "configure terminal"
cli command "no boot system"
cli command "end"
cli command "microcode reload cellular 0 $slot number modem-provision

flash:$firmware" pattern "confirm"

action 6.2 cli command "y"

action 6.3 wait 400

action 6.4 cli command "event manager run router reload S$old IOS Snew IOS $Sold firmware
$cellular interface"

action 6.5 wait 120

action 6.6 exit

MC7710 E7LD EEM XY )Tk 2

event manager applet router reload authorization bypass
event none
1.0

action
action
action
action
action
action

Version

v

N R e e

O B W N

maxrun 120

set old IOS "$ none_argl"

set new IOS "$ none arg2"

set old firmware "$ none arg3"

set cellular interface "$ none arg4"

cli command "enable"

cli command "show cellular S$cellular interface hardware | inc Modem Firmware
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action 2.1 set string result "0"

action 2.2 string first "S$old firmware" "$ cli result"

action 2.3 if $ string result ge "O"

action 2.3.1 set boot IOS "$old IOS"

action 2.3.2 syslog msg "Firmware did not Upgrade successfully. Please try again after
reload"

action 2.4 else

action 2.4.1 set boot IOS "S$new IOS"

action 2.4.2 syslog msg "Firmware upgraded successfully. value= $ string result"
action 2.4.3 end

action 2.5 cli command "configure terminal"

action 2.5.1 cli command "boot system flash:S$boot IOS"

action 2.5.2 cli command "config-register 0x2102"

action 2.5.3 cli command "interface cellular $cellular interface"

action 2.5.4 cli command "no shut"

action 2.5.5 cli command "end"

action 2.5.6 cli command "write memory"

action 2.5.7 reload

MC7750 €7 LMD EEM XY 1) T+ 1

event manager applet FW authorization bypass

event none maxrun 1200

action 1.0 if $ none argc ne "1"

action 1.0.1 syslog msg "Incorrect number of arguments passed. Please check and try

again"

action 1.0.2 exit

action 1.0.3 end

action 1.1 cli command "enable"

action 1.2 set slot_number "S$ none_ argl"

action 1.3 cli command "show version | incl System image file"

action 1.3.1 regexp " (.*)c(.*)-universalk9-(.*)\"" "$ cli result" match subl sub2 sub3
action 1.3.2 set platform "S$_sub2"

action 1.3.3 set current IOS "c$_ sub2-universalk9-$ sub3"

action 1.3.4 set old IOS "cSplatform-universalk9-mz.SSA.V152 4 M LTE"
action 1.3.5 set new IOS "cS$platform-universalk9-mz.SPA.152-4.M3"
action 1.3.6 set firmware "MC7750 VZW 03.05.10.06_00.cwe"

action 1.3.7 set old firmware "SWI9600M 01.00.09.03"

action 1.3.8 set new firmware "SWI9600M 03.05.10.06"

action 1.4 if $platform eg "800"

action 1.4.1 set cellular interface 0

action 1.5 else

action 1.5.1 set cellular interface "0/$slot number/0"

action 1.5.2 end

action 1.6 cli command "show cellular S$Scellular interface hardware | incl Modem Firmware
Version"

action 1.7 string first "Snew firmware" "$ cli result"

action 1.8 if $ string result ge 0O

action 1.8.1 syslog msg "Modem is already on new firmware Snew firmware. Exiting
upgrade! !
action 1.8.2 exit

action 1.8.3 end

action 2.1 if Scurrent IOS ne Sold IOS

action 2.1.1 syslog msg "Current IOS version is incorrect. Please run $old IOS before
starting upgrade. Exiting upgrade!!"

action 2.1.2 exit

action 2.2 end

action 2.3 cli command "show flash: | incl $new IOS"

action 3.0 string first "Snew IOS" "$ cli result"

action 3.1 if $_string result 1t 0

action 3.1.1 syslog msg "Snew IOS is not present in flash. Exiting upgrade!!"
action 3.1.2 exit

action 3.2 end

Cisco 4G 74 ¥ L2 WAN EHWIC
[ 56 | I



| Cisco4GLTE VI b7 41 VR =L AL F

action
action
action
action
action
action
action
action
action
action

6.

[C2IC,INC, I, B B E BN, B G R O]

a s WNh PR PP O W

1

EFLOI7—LITTDTYFTIL—F

cli command "show flash: | incl S$firmware"

string first "S$firmware" "$ cli result"

if $_string result 1t 0

.1
.2

syslog msg "S$firmware is not present in flash. Exiting upgrade!!"
exit

end

cli command "configure terminal"

cli command “no boot system”

cli command “end”

cli command "microcode reload cellular 0 $slot number modem-provision
flash:$firmware" pattern "confirm"

action 6.2 cli command "y"

action 6.3 wait 400

action 6.4 cli command "event manager run router reload S$old IOS $Snew IOS $old firmware
$cellular_ interface"

action 6.5 wait 120

action 6.6 exit

MC7750 €7 LMD EEM X% 1) T 2

event manager applet router reload authorization bypass
maxrun 120

event none

action 1.0
1.1
.2
3
4
0

action
action
action
action
action
Version

action 2.
2.

action
action
action
action
reload"
action
action
action
action
action
action
action
action
action
action
action
action

I

NN DN

NN DNDNDDNDDNDDNDDNDDNDDNDDN

w w w N

U O O OO OO DD

set old IOS "$ none argl"

set new IOS "$ none arg2"

set old firmware "$ none arg3"

set cellular interface "$ none arg4"

cli command "enable"

cli command "show cellular S$cellular interface hardware | inc Modem Firmware

set string result "O"
string first "Sold firmware" "$ cli result"
if $ string result ge "O"

.1
.2

set boot IOS "Sold IOS"
syslog msg "Firmware did not Upgrade successfully. Please try again after

else

.1
.2
.3

set boot IOS "Snew IOS"
syslog msg "Firmware upgraded successfully. value= $ string result"
end

cli command "configure terminal"

.1

~ o 0w N

cli command "boot system flash:S$boot IOS"

cli command "config-register 0x2102"

cli command “interface cellular Scellular interface”
cli command “no shut”

cli command "end"

cli command "write memory"

reload

ETLTYITL—FEEM RS Y) T rDOIIL—3 TOHOET

FIEDHE

ATFvFT1
ATFvF 2

event manager run fw slot-number

show cellular s/of hardware
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B =FL077—L9z707vFIL—F

FIED

AT RERET7Ia Y

iy

A7971 |event manager run fw slot-number EHWIC-4G-LTE 2nu v b EBEFZHEELET,
() BI9ISR7 Ty F74+—LDHE, Any MY
Bl : £ 0 TY, 1900, 2900, 3900 77 v k7 —L
Device# event manager run fw 1 & EHWIC &, Ay &SI
EHWIC-4G-LTE 23 A &4 72 ISR 21 |k Z 4K
ELET,
AF7972 |show cellular slot hardware T T — R R L2 xR LET, TS

-

Device# show cellular 0 hardware

Modem Firmware Version = SWI9200X 03.05.10.02
Modem Firmware built = 2012/02/25 11:58:38

L— R P L 725813, PSR T X A v —UN0
FRINET,

ETL TV TTL—FERED EEM X7 Y 7 FDIL—5 55 DHIRR

FIEDHE

AT79v7 1 configure terminal

AT7v7 2 noevent manager applet FW

AFw7 3 noevent manager applet router_reload

AFv7T 4 end

X797 5  write memory

FIED

AT RFERRTIVa Y

E[:y

A7971 |configure terminal Ju—sv arZ4Xalb—vary ®—FehmLE
B
B :
Device# configure terminal
A7972 |no event manager applet applet-name AT A X N =% — % (EEM) 2267 7L vy hD

Bl :

Device (config) # no event manager applet FW
Device (config) # no event manager applet
router_ reload

BIFEMREL, 2OT7T Ly hOT Ly b ar 7y
Fal—ar ET—F2HBLET,
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snvPvMie W

ARV RFERRTIVaY

A7973 |end

i -

Device (config) # end

ya—nN) ar7 s X¥al—ary ET—RFREKRT L,
¥ EXEC ®— FZ B L £ 9,

A7y7 4 |write memory

-

Device# write memory

ISR ® NVRAM 272> 7 4 ¥al— a3 VEHREGFL

SNMP MIB

—#BD Cisco 4G LTE WWAN EHWIC & 819 ISR Ti&, kDfiiGB*ry U =270 haji

(SNMP) MIB 3% 7HR— s ZNnTWET,
« IF-MIB

« ENTITY-MIB

+ CISCO-WAN-3G-MIB

CISCO-WAN-3G-MIB TiX, kDT —7 NV EeHT7 =7 AR 3G BLOLTE 77 /v V—iFicy

A= hFSHTHET,
e ciscoWan3gMIB(661)
e ciscoWan3gMIBNotifs(0)
e ciscoWan3gMIBObjects(1)
e c3gWanCommonTable(1)
e c3gWanGsm(3)
¢ c3gGsmldentityTable(1)
¢ c3gGsmNetworkTable(2)
e ¢3gGsmPdpProfile(3)
e c3gGsmPdpProfileTable(1)
e c3gGsmPacketSessionTable(2)
e c3gGsmRadio(4)
¢ c3gGsmRadioTable(1)
¢ c3gGsmSecurity(5)
¢ c3gGsmSecurityTable(1)

http://www.cisco.com/go/mibs @ Cisco MIB Locator 7°5 MIB # ¥ 7> — K C& 7,

SNMP 4G LTE DE5E : fl
WOBlic, SNMP a1 — ¥ \CitiE T 5 ks R LE T,

snmp-server group neomobilityTeam v3 auth notify 3gView

snmp-server view 3gView ciscoWan3gMIB included

snmp-server community neomobility-test RW
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snmp-server community public RW

snmp-server enable traps c3g

snmp-server host 172.19.153.53 neomobility c3g
snmp-server host 172.19.152.77 public c3g
snmp-server host 172.19.152.77 public udp-port 6059

WORFNZ, SNMP 24 L TA—F LBIET AL INIMEAN TNAAL RERET D HEEZRLET,

setenv SR_MGR_CONF_DIR /users/<userid>/mibtest
setenv SR UTIL COMMUNITY neomobility-test
setenv SR _UTIL_ SNMP_VERSION -v2c

setenv SR_TRAP TEST PORT 6059

SIS a—Ta29
DY vaiE, CiscodG-LTE VA ¥ L A WAN EHWIC O T TV a—TF 4 T DD
Ny 7 7T RIEHRBS LOMEHATREZR U Y — RO T L E 5,
LED Otz >\ TiL, [Cisco 4G LTE Wireless WAN EHWIC] % &ML T 72&W0,
o [F—% a—LFREDHR] (P.60)
o [EEHEOMH (P.61)
o [H—bRTATEYT 1 OER] (P.61)
o TELW=—giE] (P.62)
e [HAETADM BX L 72 EMLIZET LD N T TN a—TF 47 (P.63)
e [700 MHz O CEM T 2k m T @E FEEOET 2% E] (P.63)

— o) g
T—% I—ILERTEDHEZR
T4 a— VEREEHERT DI, ROFNECHENET,
A7v7 1 cellular profile create =~ > R&FHALCET L T—% a7 7 A NVEERL, BLVT— X —

7= A ATDDR &RE LIk, L—FNnBTIAFYLRA Xy bT—27 KB THA M ping #3515 L E
ﬁ—o

AFvF 2 ping IR LGS, KD debug 53X KN show 2~ FEHHLCZORKET Ny 7 LET,
¢ debug chat

* debug modem

¢ debug dialer

¢ show cellular all

* show interface cellular
e show running-config

e show ip route

AFwFT 3 nboavr ROHDERFEL, VAT AERFICMEDEET,
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{

FSTNva—F4>5 A

SR DFEE

ATy

ATy

ATY

71

72

73

Received Signal Strength Indication (RSSI) L~ULAIEFIILWEES (72 & 21E, -110 dBm Rifi 035
). KOFMEHENET,

TUTF A RGGE L E T, TNC 217 Z BNHUNCEY (1T Hiv, LonvfEdfirohTns o b
iR LET,

VE—FNTUTTEFEHLTWDEE, Ty 7F 7 L— R EZBEI LT RSSI ABEI NN E H»
iR LET,

DAY LA P —ER FTuf F—ZfnEby T, 2—Fons3 ) 72—t 2 T4 7Y T4
WdHDHME I MEHRLET,

H—EX PRLSE) T4 DFER

WIS, TUoTTFRBVAEN, BT L T—F 707 7 A APMEEENTW RV T U D show
cellular all =~ > FOHEAFIZ R LET, T2 TOTT—L, >>>>>>> CHRFHAFETRRINL TWET,

Device# show cellular 0/0/0 all

Hardware Information

Modem Firmware Version = SWI9600M 01.00.09.03
Modem Firmware built = 2011/07/01 19:31:09
Hardware Version = 20460000

International Mobile Subscriber Identity (IMSI) = <specific sim number>
International Mobile Equipment Identity (IMEI) = <specific modem number>
Electronic Serial Number (ESN) = <specific ESN in Hex> [specific ESN in Dec]
Integrated Circuit Card ID (ICCID) = <specific ICCID number>

Mobile Subscriber International Subscriber

IDentity Number (MSISDN) = <specific phone number>

Profile Information

* - Default profile >>>>>>>> no profile here.

Data Connection Information

Profile 1, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 2, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 3, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 4, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 5, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 6, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 7, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 8, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
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Profile 9, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 10, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 11, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 12, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 13, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 14, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 15, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 16, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state

Network Information

Current Service Status = No service, Service Error = None >>>>>>> no service means not
connected to the network.
Current Service = Packet Switched

Current Roaming Status = Home
Network Selection Mode = Automatic
Country = , Network =

Mobile Country Code (MCC) = 0
Mobile Network Code (MNC) = 0

Radio Information

Radio power mode = Online

Current RSSI = -125 dBm >>>>>>> either no antenna, or bad antenna or out of
network.

Radio power mode = Online

LTE Technology Selected = LTE

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

ELWI—)LEE

W2, CHAT A7 V7 b EfH L Ca—ARNEESINTWIHEOR I ERLET, Xy FT—7
NHZFE LI IP 7 FLANRKRRENET, T—ARENEFITITOIL, 7—F RARFAVTHET,

debugs

debug modem
debup chat

Device#

Aug 25 18:46:59.604: CHAT0/0/0: Attempting async line dialer script

Aug 25 18:46:59.604: CHAT0/0/0: Dialing using Modem script: lte & System script: none
Aug 25 18:46:59.604: CHAT0/0/0: process started

Aug 25 18:46:59.604: CHAT0/0/0: Asserting DTR
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Aug 25 18:46:59.604: CHATO0/0/0: Chat script lte started

Aug 25 18:46:59.604: CHAT0/0/0: Sending string: AT!CALL

Aug 25 18:46:59.604: CHAT0/0/0: Expecting string: OK

Aug 25 18:47:00.641: CHATO/0/0: Completed match for expect: OK

Aug 25 18:47:00.641: CHAT0/0/0: Chat script lte finished, status = Success

Aug 25 18:47:00.641: TTY0/0/0: no timer type 1 to destroy

Aug 25 18:47:00.641: TTY0/0/0: no timer type 0 to destroy

Aug 25 18:47:00.641: TTY0/0/0: no timer type 2 to destroy

Aug 25 18:47:02.642: %LINK-3-UPDOWN: Interface Cellular0/0/0, changed state to up
Aug 25 18:47:02.642: %DIALER-6-BIND: Interface Ce0/0/0 bound to profile Dil

Aug 25 18:47:03.642: SLINEPROTO-5-UPDOWN: Line protocol on Interface Cellular0/0/0,
changed state to up (69.78.96.14) [OK]

MEETLDMOX UV Z2ERAL-ETLAD NS TN a—T 14T

CiscoIOS UV U —2 15.2(4)M2 B LW Cisco I0OS UV U — =2 153(1)T ® 3G B L 4G OF ArEibo
—H & LT, DM v ZUEED Cisco [0S IZ#H A S 4L, SN PC OMEMENR <720, DM v ZIUET 1
AR TNV FELE, avbae—T BT — a7 4 X2l —Y g F— KT lte modem
dm-log =~ FEZFEALT, HAEDM RX Y I RET ALEDO NI 7 4 v VT2 THLIBRETE
£, A DM r X T DT X —=FDFMICHOWTIL, [Cisco 3G and 4G Serviceability
Enhancement User Guidell =2 L T 7ZE0,

700 MHz OFETERY HILKRAITEEEEED T T LEE
ALk T HWIC-3G kD&, #5 LT 700 MHz Ot CHEM T 2 @E FEE OB G, *v FU—7
PRt DA R RO RVWEIICET LREXRD LI ICEETDILENH Y £7,
show cellular x/x/x all =~ > ROWMINIKRDOZ L ERLET,
e Current RSSI is —125 dBM
e LTE Technology Preference = No preference specified (AUTO)

ETLRENDERE

BT LR DB A AF Y T2 2 L2l T 27DICET ARELLEELT HI21E. LT Cisco
I0S =~ FEFEMLET,

Device# cellular 0/0/0 lte technology ?

auto Automatic LTE Technology Selection
cdma-lxrtt CDMA 1xRTT

cdma-evdo CDMA EVDO Rev A

cdma-hybrid HYBRID CDMA

gsm GSM

lte LTE

umts UMTS

Electronic Serial Number (ESN)
ESN %513, 16 EEERFLTET & FVULICEEL#H SN TWET, F72iF. Cisco I0S CLI T show
cellular slot/port/hwic hardware =~ > FZEHA L CTHRET 22 L b T £1,
ESN BHZ D ABlL, ko ELBH TT,

Hardware Information

Electronic Serial Number (ESN) = 0x603c9854 [09603971156]
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N zotoBmEzs

Electronic Serial Number (ESN) = <specific ESN in hexadecimal> [specific ESN in decimal]
> S I
TDDBEEEF
A SR i
EEEH

BERE T=aT7ILEL L
Cisco IOS =~ F » [Cisco I0S Master Commands List, All Releases.]
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

» [Configuring Cisco EHWIC and 880G for 3G (EV-DO Rev A)J

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwls_evdo.html

o [Configuring 3G Wireless WAN on Modular and Fixed ISRs
(HWIC-3G-CDMA, HWIC-3G-CDMA-x, and PCEX-3G-CDMA-x)J

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwlcdma.html

4G LTE EHWIC 3 £ ' Cisco 819 ISR =~ | [Cisco I10S Dial Technologies Command Reference
R
N= R 2T OEL A A F—)1 » [Cisco 4G-LTE Wireless WAN EHWIC.J

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/in
stallation/guide/EHWIC-4G-LTEHW.html
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zotnpEgy W

BEEEE 2=aT7IL AL FIL

HYR—FENABRaDT T B LN » [Installing Cisco Interface Cards in Cisco Access Routers ]
r—7 )

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/
hardware/installation/guide/inst_ic.html

» [Cisco 4G/3G Omnidirectional Dipole Antenna (4G-LTE-ANTM-D)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4G3G_ant.html

» [Cisco 4G Indoor Ceiling-Mount Omnidirectional Antenna
(4G-ANTM-OM-CM)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/
notes/antcm4gin.html

» [Cisco Outdoor Omnidirectional Antenna for 2G/3G/4G Cellular
(ANT-4G-OMNI-OUT-N)J

http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installin
g/Outdoor Omni_for 2G_3G_4G_Cellular.html

» [Cisco Integrated 4G Low-Profile Outdoor Saucer Antenna
(ANT-4G-SR-OUT-TNC)J

http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installin
g/4G_LowProfile Outdoor Saucer.html

» [Cisco Single-Port Antenna Stand for Multiband TNC Male-Terminated
Portable Antenna (Cisco 4G-AE015-R, Cisco 4G-AE010-R)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Gantex15-10r.html

o [Cisco 4G Lightning Arrestor (4G-ACC-OUT-LA)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Glar.html

» [Lightning Arrestor for the Cisco 1240 Connected Grid Router.]

http://www.cisco.com/en/US/docs/routers/connectedgrid/lightning_arresto
r/Lightning_Arrestor_for the Cisco 1240 Connected Grid Router.html

e Cisco 4G EWN/ BN 7T 2 7 1 7 GPS 7277 (GPS-ACT-ANTM-SMA)

MIB

MIB MIB O Y >4
* IF-MIB BRLET Ty b7 4+—A Cisco V7 hu=7 VY —Z2 BLWY
« CISCO-ENTITY-VENDORTYPE-OID-MIB 7A=F ¥ £y POMIB ZRRLTH U — FILHEE, &K

@ URL (2% % Cisco MIB Locator Z#{#fH L £,

¢ CISCO-WAN-3G-MIB . .
http://www.cisco.com/go/mibs
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RFC

RFC 24 RV
RFC 3025 EAA VP O F—F 7 IR B A OIRE

SRADTIV =AML YR—F

BL Yoy

SAaDYR— I BIPIRF=2 A7 — 32 Web http://www.cisco.com/cisco/web/support/index.html
A FTHE, FUrr— R~ =a7 /L, Y7}
TxT | VIR EDF T A ) =2 EREE LT
WET, IOV Y—RL, VYT vz T AR
F—/ALTRERELLYD, VRA20ELT 7 ) ry—
BT 2 BN E A AR LT 0 357202 LT
L&V, ZO Web A b EDOY—NIZT 7 AT
HE81%. Cisco.com DA ID BLUONNART— R
BB T,
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Cisco 4G LTE oiggeig® W

Cisco 4G LTE D#EEiEER

£ 312, ZoED ) U —AREAZRLET,

T RN T A —LDYR— I BIRNY 7 =T A A—VOVR— MIETLEREBRERT DI,
Cisco Feature Navigator # i/l L £, Cisco Feature Navigator Zfifi5 5 &, Y7 b =T 4 A=V
BIR=FTDIHEDY 7 r =T VI—A, 74—F% ¥y b, FREFTTY b7+ —LZHET
& £, Cisco Feature Navigator (21X, http://www.cisco.com/go/cfn 2257 7 & A L %9, Cisco.com
DT HY Y MILEDY EHA,

S,
GE) R3ZX.VYZ7hu=T7 VIV—A P AU THEROVR—FREASNTZLEDY 7 Y=Y VU —
AR LTWET, ZOMRRIE. FRIWE D BRWIRY . EABEO—#EDOY 7 hy =T YU —2R
THHR—bINFET,
* 3 Cisco 4G LTE O#RETRER
HRER Jy—Xx | HEEHER
ISRG2 »F =7/ |CiscoIOS |Cisco 4G LTE WWAN EHWIC (Verizon Wireless % v k7 —27 F®
%£— K LTE »¥% K — |Release EHWIC-4G-LTE-V) i, 4GLTE EAT7—B L P3G ELT— Ry T —T ZHK—
k I5.1(4M2 | b LE9, 4G-LTE A AR TIE, ~ A F AHEy bO#IR, &0 2h5M 2 SR
Xy U= O, BIEORED, WESNZELY T 4 R RS ET,
ZOREIE, CiscoISRG2 EV 2T 7T v M7+ —AICHEASNE LT,
WOa~<y FPREAFELEFERENE LT,
e cellular s/ot Ite
e Under controller cellular unit: default lte, Ite event, Ite radio, Ite sim, no Ite
ISRG2 ®5 27/ |CiscoIOS | RZYETE ¥k® URL 5 [Release Notes for Cisco 4G LTE Wireless WAN EHWIC 1.0]
E— RFLTE %R —F |[UU—2 EZRLTLEEZN,
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