BEARY FT—YBALFUS

ZOETIE, MEREATTIACOWTHHLET, ZORESEKTHEAL TV FITHEA ST DR
X, GSM HTT, AURECOTNRERLMZ S LT, CDMABEAT TV FIHEHTEET,

INAT/PAT 3L N PSec 2 L7127 74~ U B LR v 7T v 7 DEA] (P.5-2)
[GRE b2 VEB LW IPSec #EH L7774~V EBLXORy s T v 7 diEAN] (P.5-11)
Kty vor—2oFE] (P.5-18)

[GRE Fr x/b, IPSec. BLIVOSPF LV —T 4 v 7 2R LT IA~ IV BIONRN Y 7T v 7DEA |
(P.5-21)

(AHY A b —Z OF%E] (P.5-28)

MPSec 5 & Y OSPF #flifi L7~ DMVPN »#E A (P.5-32)

(At A O —Z OF%E] (P.5-38)

(FI94~Y Vo7 BEONRNy T w7 Vo7 2 L7- EzZVPN #H A (P.5-41)
[CCOA-Only &— K T® NEMO Over 3G| (P.5-47)
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NAT/PAT 8 & U IPSec #FRALE=TS3A4)ELUNY D
7y TDEA

K 5-112iE, 779 A4~V Vo7 LTDSLAVH—T oA AEFER L, N7 v7 V7T
NTFG—= A B =T 2 A AR AT HEANRENTVET, COEATIE, 7790F 74 2 L—4X
DERARERT Vw7 Xy PU—TRBEOREY A FOFA MEAO®EXF2TEEIC, 77 0F 47 4
AT NAT/PAT B3 LN IPSec #2EHLET, ZOEAIZLY, f X —Fy hEDKFANED )/ &

¥ =7 (FEIPsec) WEBITAD LI FT,

5 5-1 NAT/PAT & U IPSec 2AL-FTS54TVBLUNRY I 7y TOEA

3G EILZ—a7
*y bT—=7
(N7 THEER)

TS30FFT74R
-
iu

TS50F T4 R IL—32D

5E

%l 51 TSVF 74 R L—2O/E

%I?"

CORENTHEODRMETTEHENET XA MIIA S ,ERTEDICHERENTERY, BEDa
V=NV EFERLEGEIEERSNERA, KFOTHFAMEI, =7 —BRELEHEICRE- TS
T A0 EERa~y RERTEDIHEREINTHWEYT, Ty 7 T34, KETREATY
LI _XCOa~vs FRaryy—1rHATHRECTHL I 2R LET,

FRICHAGRENTWARWRY | KRFOTF A MIERELT — a~vr RICBEEfTF A TS av R
ERLET, KFOTF A MIFEEL IPsec BXE, Ny 77 v 7RE., 1P SLA #E, BILOENA L
IP DFERE, MOBREICHHBHINET, INOLOXEREIZEEMT LN TWDa~wy N7
NERIZDE > T EINA 2D, TNy JRHCHBEICSR TX 9,

!

I ZORETIE, FHETES 472 b FF R FREN LT TP SLA PREHIHET, ZDOREL

I HEETY, CAEHLT, SDFTFL~) A E =T XEN LR P T —2 T,

! ICMP @ ping #EHL T, SSFHD IP ik T NLX~D7Z 4~ (DSL) 4> X —T =4 X5 L7
I D N T o F B TR ET, ping ~NOUSBEDZFIZLMT S E, TTA~Y A F =T RFLTE

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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I TG b = NE—F 2 P T BHRE L, T — A — T XL
! (&0 F O EFEE CRES I TNG) T T4 b = FPGEILANRIZR Y,

! N I T NXEFP TR TESL IR ET,

!

I CABRESH TR TH, PP/ YPEE TH > U — 2 Bl 2t/ L,

L NI T (B T—) A H =Tz f ANDA A F N FT D

! 'backup interface ..' I~V N T,

I IT~ Y Ny I T TR E T ET,

!

!
hostname branch-router

|

ip cef

|
ip dhcp excluded-address 10.4.0.254

!

I HALRE S, S omv e FIEEDR R MIXLTH 1P T RLX 10.4.0.254 DFED 2 TEITOEEA,
ISt SOTFT FLRA VIAN 104 DT 7 X b A —VF > b K—F 0/1/0 55 0/3/0 T
I ISR TSR R POT T4 N S Dy TRLRE LTS T E0056 TT,

i

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

! VLAN 104 D77 X, 4 —HF> F K=, 0/1/0 725 0/3/0 ICEHSIIL TS
! X A DHCP T —ib

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"

!

I TR T A H =T RET LS T TP NDF o f X2 YT,
!

|

username cisco privilege 15 secret 5 $1$ccw8$TFmKUmI4QVZhOMuxzqg/SH/
|

£rack 234 rtr 1 reachability

!

! operation 1 &L T, FEHRENED T v FIfEHEINEG P72 F o THROG T 2 FEFEE 234
I ERELET, A7 NI FE A REIER A S HAIE up T,

L SHE (T~ Yo L TRES) ATM DSL o > F— T =4 XF /LT ping N FEFEL,
I B EENTSEOICHEHINFE T, Fo BB LOFHIE (B TF—~D) R T g N

I BENE S E AT BT I S AE T,

!

crypto isakmp policy 1

encr 3des

authentication pre-share

!

! (priority 1 Z@&L T) IKE KUV —2&F#L, IKE FI>T—2 3 12 3DES &HELEFT, I,
! FRIEFEI N F—F R L CHIHERATITE L F T, T4 77X 1ADDM (1 HIZ 86,400 BIZFHE),

I = (768 By hT T e NI I IZOE)

! BLONy 2 (SHA-1 IZRE) 1%, 774/ MEICRESINET,

!

|

crypto isakmp key mykey address 20.20.241.234
!

I EF2 YTy TV g L DRENIT IS F— (mykey)

I BLOS =P zgD IP 7T NLX (IPsec peer) #EFHLF T,

!

crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des

!

I EF= YTy Tafan, FASY L BLEOMOREDFHF AL AP TH S
! AT R T4 —A T, (mytransformset) &F#F# [ T, IPsec TIRESHL TS

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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I ORI 2 FELET
!
crypto map gsml 10 ipsec-isakmp
set peer 20.20.241.234
set transform-set mytransformset
match address 103

! 2 YT T gsml EEHLET
/
'
!
!

interface Loopbackl
ip address 1.1.1.1 255.255.255.255
|
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!

2 Y7k 7Y% (match address <access-list> I~ NaE/H L T) R#ESRDOFZ 7 1 v 2,
T ST TN R b BLOEHT S FZ X T4 —A Ey A
(LURTICEFE L 7= mytransformset) #/5&E L F T,

! DHCP Z 7472 h BAXPNELOTHFTINEG 77X 17— F o b BA—F,

!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!

! I =Tl LTRSS ATM (DSL) WP 5 — T = X,

!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2

! TS VEEEE LT Pve ICETS ATM VT X — T o X,

! NAT (‘HB) BEHIAET,

Dialer 2' IZBJE#ITHAFET,

!
!
!
!

interface Cellular0/3/0
ip address negotiated

ZDL =T A XTI

pppoe-client dial-pool-number 2 /i PPP over Ethernet (PPOE) 274 7> FM&RE L,

WHHT S50 7 = 2 ZIHFELET, ZDO1>X— Tz XL, LUFTCEHEII TS "interface

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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ip nat outside

ip virtual-reassembly

encapsulation ppp

dialer in-band

dialer idle-timeout 0

dialer string gsmscript

dialer-group 1

PPp chap hostname isp-provided-hostname
Ppp chap password 0 isp-provided-password
PPP ipcp dns request

crypto map gsml

! FAETEFLEZ VTN v gsml &, SDON 2T LT o XZB L FET,

! dialer-group 1 /I group number 1 F&E#HL FT, ZDHRETIE ZIUITLTFTIHEESNS

! dialer-list 1... 2~ NICEEMITOAFET, Zid, 7w 7o eI 7=,

! PPP FEVLIEHEICA I =T 2 Re G T AT S IHEDNT T 2 F

! EFELET, W DI =T XGRS NS PWEDF FIZR S EICHEEL TS TESD, DD,
! HRBDNT T 2 TS e T MEFNI DI EEA, P77 2 )FT TIZ

! T4~V (ATM DSL) 4> F—T AL XFNL T T 2—L THET,

!

! NAT DA~z XN TEHELET,

interface V1anlO04
description ip address used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0
ip nat inside
ip virtual-reassembly
!
! NAT (W18 —Zx 4 X) Z/HL T 7 X A=V Ry = 0/1/0 725 0/1/3
L ICEEREESEAR R MIZ VIAN 104 #EF#LFT
!
interface Dialer2
ip address negotiated
ip mtu 1492
ip nat outside
ip virtual-reassembly
encapsulation ppp
load-interval 30
dialer pool 2
dialer-group 2
pPPp authentication chap callin
pPp chap hostname isp-provided-hostname
PPp chap password 0 isp-provided-password
PPP pPap sent-username isp-provided-hostname password 0 isp-provided-password
PPP ipcp dns request
crypto map gsml

! dialer pool 2 I~ NIV ST Z 425 —T 2 f XEATM V75— x4 X

! atm0/0/0.1 ICBLEAITF T, 'dialer-group 2' /i group number 2 FEFHLFT, ZDFRE T,

I ZRUIE FTHES TS dialer-list 2... 2~ FICRT#EMITHAFET, Ziid, PPP EMEL LIEHIC,
' ES TGP, AT R T ATT S (HBDNT T 2

! BPEHELFET,

!

! NAT DA 25—z XN TEHELET,

I FHATEFRLEZY TR v gsml DT TL Y L H =T oo XL ET,
!

ip local policy route-map track-primary-if

!

! A—p ¥ 7D track-primary-if TEHZEII TS L I,

! IP A—p NY—FEELET,

!

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

| oL-22739-01-J
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! LAETEFELEF T F S T b (234) FIFEL, X7 Z 2 (ATM DSL)
I FNLCTF T, — P EEZELFT,

I = NI T o F TG T 2 b (234) 25 'UP' THSBEEDHL X P IHET,
ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

I EHEES 254 (K4 VT 2 DA E—T x4 XL 0E) ICREL T,
I AT T2l RENLTCT T = P EEFELET, FEDL S H—T oo T
I NI Ty A E =T XELTHESH TS5 T,
!

ip http server

ip http authentication local

no ip http secure-server

ip http timeout-policy idle 5 life 86400 requests 10000

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

I A T— =T XENL T, HE NAT P T v 2 DRMEE L T— b ¥ 7 natlcell &
! EFELFET (LT TIEE), 'overload' 47 =z a7 5%, PAT PREHEIHSE 21200 FT,

! —} v nat2cell TEHEIITOSRMIDIEINSEHIZ, ZDa~v2 FREHINET,
ip nat inside source route-map nat2dsl interface Dialer2 overload

! LA, T 2 4 #—T x4 X (ATM DSL) FEHL T, SE NAT T T 2SS LT
! —p, w7 nat2cell & (UFTEHLEIATNELIIZ) E#HLFT, 'overload' 77> z3>%

! 35 L, PAT DPREHIASL IIZ20FT,
!

! —h v nat2dsl TEZEINTOSRIFDPNTEINSHEIZ, CDz~2 FPEHIAET,

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2

timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

!

! 2 Pl (frequency 2) T, ping ~ODULEIZ 1000 I VPO (4 17A7 2, 1000) ##HEL,
I V=R =T RE LTSV Z 2 (ATM DSL) FEHL T,

! IP 7 FNLX 209.131.36.158 /2 ping &FEIFTDEODY—EX L~LE (SLA) &
I EELET

!

! EFEINL SLA EMIEL. ZAEMEINCETLET,

!
access-list 1 permit any

!

! LUF® 'dialer-list 1 protocol ip list 1' 2~ NIZBHESIT 54 THET
!
access-list 101 permit ip 10.4.0.0 0.0.255.255 any

!

! A— ) v 7 nat2dsl & natlcell D FIZEZINTNSLIIZ,

L BORIEEA T e A REPIET ST, N T T DB T Sl IITHEELF T
I (R fT—2 10.4.0.0 DY—X T FLRE—E),

!

access-list 102 permit icmp any host 209.131.36.158

I SDA =T XPT LT TR DA, ATM DSL A — T A REFNLTHIGEINS L T2,
! — )}, ¥ 'track-primary-interface' DFZ 7y w2 EIFELFET,

! ZDEEDT FL X)L, ATM DSL 4> X —T A X (FFL v V) FAL TEHHIS ping S
I T RLXTHEED, U2 /PPP LNALIADFE v T — I fEZE S M S 555055 0,
! T T (EHHY) 4T f AANDR A F GNP

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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I EEETENS AR S D E T

! ping &AST FLRPIGE TE, ping ITIET S L EHRLET,

!

access-list 103 permit ip host 166.138.186.119 20.20.0.0 0.0.255.255
access-list 103 permit ip host 75.40.113.246 20.20.0.0 0.0.255.255

! o Y7 b v gsml DTIEHZESAEELEBDD,
! IPsec IZXIL TIR#EZINIEFZ 7 1 > 2 DIFIE,

! V=X FTFNLX (166.138.186.119 HL N 75.40.113.246) /1, T/ TF— LK —Tx4 X (EH25Y)
! YATM DSL 4> ¥ —T x4 X (FF4~Y) & 1P 7 FLXTT,

I 20.20.0.0 (FHEFR Y FT—2 THY, e S5~ P zad PEFESATOET

aialer—list 1 protocol ip list 1

!

:/ TN T— =T PSS T NTEKE S Tinteresting traffic! FHELET,

; FHIZL 5T, access-1list 1 P (LA TEHZINLEZ DTV FO—FE L T) SEITIEESINET,
Aialer—list 2 protocol ip permit

!

:' ATM DSL 4> ¥ —Tx4 X3 (507 2 42 5—Txf ID—HELT) &7+ 70 rTEL12735

! 'interesting traffic' #/FELFT,
!

|
route-map track-primary-if permit 10

match ip address 102

set interface Dialer2 null0
!
L B =T CTIIERY o E LTI SRS — v TERISELET
! (Ll DOB#ES S 2~ F 'ip local policy route-map track-primary-if'
IERHLTSESD),
!

I ZAHEE 209.131.36.158 @D ping NTw AT, £ F—T L X K7 FTF 2

! (ATM DSL) 73 'UP' DWEETEFEIIL TV EHA, ping N> PEXFLET, ZD ping o> M,
! ATM DSL 4> ¥ —7x4 RENL TOREFEII, ©hTF— 4> —Tzq X5 TIFGFEIhELA,
L ZRUE BRI L e E IR A TN B ETT B /5802, ATM DSL o > H—T = XFL T

! B (BIERRENE) &R =5 TS0 T,

!

route-map nat2dsl permit 10
match ip address 101
match interface Dialer2

I EFEOT X JX N 101 IS4 o TEHZESH TS —EEKF#H7E L,
I A FT 2 A E— T P P DRRETHRES I T BN
I Con—p TSRS L S ICIEELET,

! NZZ 42D =R 10.4.0.0 K2 PT—206D6DTHY,

I AE =T RDE T 2 P 'UPT DWREET DSL R T IEERESR TV S5 A

! Zon— ), > 'ip nat inside source nat2dsl ...' IV FIZLo TRHHIINET,
!

route-map nat2cell permit 10
match ip address 101
match interface Cellular0/3/0

LFIOTFTEZX U, 101 1540 TEHZEIN TS —EEKIFE007 L,
S TT 2 L F—T A X "UP DRBE TSI TV S
SO— o TPEHINES L IICIEE L E T,

A7 42D =X 10.4.0.0 F» PT7—2DP6DL5DTHY,
S =T X LT "UP DRFETENT— T NPT ICEH S TOEGE, Zor—hr v
¥ 'ip nat inside source nat2cell ...' IV PNICLo THFSISHET,

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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! R TGN, TV IIEBLIN 2 T T =T 2 X35 NAT TP EHIRLF T,
event manager applet pri back

event track 234 state any

action 2.0 cli command "clear ip nat trans forced"

control-plane

|

line con O

exec-timeout 0 0

exec prompt timestamp
stopbits 1

line aux 0

stopbits 1
line 0/3/0

exec-timeout 0 0
script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all
rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
|

end

Katb A FDIL—F DERE

%l 5-2 it A FOIL—2 DEE

CORENTEHEAOFRETHRHMENTEZTFAMIZA L MERTEDIHEHEINATEBY, @HOa
V=NV EFRLEEGAIIIR R ENEYA, KFOTFAMI, =T —DBRELEZLEAIZE-TS
BT 57-00BEERa~ FERTEODIHHEINLTOET, T 7 T28E81L. KETREATH
LT RCOavy KPRaryy— A HATHLREIETHDL 2R LET,

KF-OT F A MIEAENLT —RIE. Bt IPsec XE. I[P SLA Ny 77 v 7H&E, BLOENAA L
IP BEDHFOH LI ShET, ZhHORBEICHEEN TN THDIROF < X, o7
NERIZDE > TR END D, Ty JIRICHRICZRTE £7,

!

hostname gateway-router

!

ip cef

!

ip dhcp excluded-address 20.20.248.254

ip dhcp excluded-address 20.20.248.253

ip dhcp excluded-address 20.20.248.225

ip dhcp excluded-address 10.10.0.254

ip dhcp excluded-address 10.10.0.1
!

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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! DHCP DH7T FiL-X

!

ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

I 20.20 Fw PU—2 DI R FD DHCP T—Ib

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254
!
! 10.10.0.0 R pPT—2 LD VPN DI R D DHCP Z'—/b
!
!
username cisco privilege 15 secret 5 $1$QF4K$Z1rE.mwS69FVx1e519DCUL
|
crypto isakmp policy 1
encr 3des
authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0
|
!
crypto ipsec transform-set mytset ah-sha-hmac esp-3des
|
crypto dynamic-map gw_map 10
description IPsec tunnel to DSL/Cellular at remote branch-router
set transform-set mytset
match address 101
|
crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gw_map
!
! YE—p TFF A=K T, IPsec P KD mytunnelcrypto VT
! ATM DSL/ BLNELT— 42X —T =z XEHELET,
!
1
interface GigabitEthernet0/0
description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252
load-interval 30
duplex auto
speed auto
media-type rj45
negotiation auto
crypto map mytunnelcrypto
!
I 2 U TR TSP 5 — T = R, LF]D IPsec hRAD
! WIS % —T x4 X,
!
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 10
spanning-tree portfast
|
!
! VPN DR P (10.10.0.0 F» FU—2T) EHIAE 77 R P A=V Fy b B P,
!
interface FastEthernet0/1/8
switchport stacking-partner interface FastEthernet0/3/8

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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|
interface FastEthernet0/3/0
switchport access vlan 20
spanning-tree portfast
|
1
L OB R (20,20 Fr PU—2T) BRSNS T X A=V F b= f,
!
interface FastEthernet0/3/8
switchport mode trunk
switchport stacking-partner interface FastEthernet0/1/8
|
interface Vl1anlO
description private networking vlan
ip address 10.10.0.254 255.255.0.0
no ip route-cache cef
vlan-range dotlg 1 4095
exit-vlan-config
|
!
! VBN DX FD VLAN (10.10.0.0 K> FT—2/A)
!
interface Vl1an20
description network:20.20.248.224/27
ip address 20.20.248.254 255.255.255.224
vlan-range dotlg 1 4095
exit-vlan-config
|
!
! MDA X PO VLAN (20.20 F» FT—2H)
!
ip route 0.0.0.0 0.0.0.0 20.20.241.233
!
! GigabitEthernet0/0 4> X —7 x4 XDKLZ R} o TENT ST 7401 — P,
!
ip dns server
|
access-list 101 permit ip host 20.20.241.234 host 75.40.113.246
!
! IPsec TR#INE FNF7 1 >2EEH#T ST 2TX VX Z4i,
I JE—p TFTDSL A F T FEINE P T T2 T
!
access-list 101 permit ip host 20.20.241.234 host 166.138.186.119
!
! IPsec THR#EINS FF77 1 22 ZEHT ST 27X VX P, i,
I VE—p ZNTENT— L H =T REFGENS N T T T,
!
1
control-plane
|
line con O
exec-timeout 0 0
login local
stopbits 1
line aux 0
stopbits 1
line vty 0 4
privilege level 15
login local
transport input telnet
line vty 5 15
privilege level 15
login local
transport input telnet

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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scheduler allocate 20000 1000
|

webvpn context Default context

ssl authenticate verify all
!

no inservice
|
|

end

GRE FoRILE LUV IPSec #FERALIETSA4<)ELD
NV Ty TDEA

ZOEATIE, XT Vw7 Xy NT—I RN LT T T FT7 4 ADA—FDHEANERIEY A bD
FARNOMTEF 2T RBEZITHITOIC, GRE b x/vd IPsec 27 70 F 47 4 ATHEALT,
TIA4~Y Vo7 LTDSLAVE—T A AEFEHL, Ny o7y Vo7 LTELT— A
=T A AEMHLET, ZOEAZLY, /v F—Xy hEDFAMED /) v EX2T (G
IPsec) WEHITAA L IRV ET, AT I v I v—T 47 %FEM L7 GRE kv R RHD
IPSec A DM >\ TCIX, [Configuring a GRE Tunnel over IPsec with OSPF| &R L T2 &

AN
5-2 GRE Y hILE& U IPSec #ALI TS/ IUBEUISv o7y TOEA
3G £A5—a7
v bT—=9
(R 97y THRRR)
_____ i GRE
S Z %
GRE =

ko RIL1
ISVFFI74R

™
Qéi\
i

M’*’” 2 =)
p— !!m--"
r‘_

]

=

©
0
N~
©
~
o

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
| oL-22739-01-J .m


http://www.cisco.com/en/US/partner/tech/tk583/tk372/technologies_configuration_example09186a00800a43f6.shtml

B58 EEHRYFTI—IBALFUL |
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TSVFF T4 R INL—FDEE

%l 5-3 ISVF X742 V-2 DOBE

ZOBRENTEOAORER TR INETIA NI I Aend OIS TEY, @EOa
V=W EFERLIEGEICIIRREINEFA, KFOTHAME, =27 —BRAELELGAEICR-> TS
WD b0EERa~y FERTEDICHERASNTOWES, Ty 7758581, KFETREATY
LT _XCOa~v s FRaryy—1rHATHREIETHDL I E2HRLET,

BRIZBHRREN TV ZRWERY | KFEOT XA MIEAELT — o< v FZBEEffIF bR Tnbda~w s’
R LET, KFOTXF A MIKEG IPsec iXE, Ny 77 v 7 RE, IP SLA HE, BLUEAA L
IP OFERE, OB EICHHEAINET, INOOXFEICEEM TN TS a~vr RiZh 7
NERIZDEZ > TR SRS 720, Ty ZJEHCHEICSRTE 7,

WOBRETIE, BEHTEDIAT V=27 N N7 ovx 7 2FH L IPSLA BMEHSNE T, ZORTIX
LETT,

!

hostname branch-router

!

ip cef

!

ip dhcp excluded-address 10.4.0.254

!

! ZOF FL X/, VIAN 104 DZ7 7 X} 4 —HFK> f A=k 0/1/0 726 0/3/0 LT

I EHIATOEHFR pOT g =Dy TRNLRE LTS AET,
!

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

!

! VLAN 104 D77 X} 4 —VF> b F—F 0/1/0 205 0/3/0 12

! EEEEALTU B R F D DHCP b

!

!
chat-script gsmscript "" "atdt*98*1#" TIMEOUT 30 "CONNECT"

!

I BT A= T RELIES AT T RADT o f X2,
!

|

username cisco privilege 15 secret 5 $1Sccw8STFmKUmI4QVZhOMuxzq/SH/
I

track 234 rtr 1 reachability

operation 1 #fEHL T, F[EFEIED N7 > FTIHHIIE T v FIHEBDF 7> x 2 NEF 234
ERIELF T, F77x 2 ME, BEAGEIEZR M7 SH S 55T "uP T,

!
!
!
!
1 ZE (T~ Y2 LTS IS) ATM DSL A F— T 2 XEN LT ping NI FEFEL,
I WEBEERT SIS SNET, EFL WEPLODBGHIE (T T —~D) XA 2 F o —r =73

I BEDE S P& AT S I ITIE X E T,

!

crypto isakmp policy 1

encr 3des

authentication pre-share

!
! (priority 1 &@&L T) IKE NVJ—2F#F#L, IKE FI>T—2> 3 12 3DES &HELEFT, FI
! FRIEFI N F— ] L THGTHEFRAL 2 I5E L ET, 74 751 ADME (1 HIZ 86,400 PHICRIE),

I =768 B FT g Ty — s N G IZRE),
! BLONy = (SHA-1 IZ3GE) 14, 7 740 MEICRESHET,
!

crypto isakmp key mykey address 20.20.241.234

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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!
I F2 YTy TV g L DRENIT IS F— (mykey)
I BLOS =P D IP 7T NI X (IPsec peer) #EFHLFT,
!
crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des
!
I EF2 VT Trpan, TATYXA FBLOMDRE DR ATHELM A G PE TH S
! AZ R 74— T b (mytransformset) &FEFH L T, IPsec THRES/IL TS
I Ry EBEH L FET,
!

crypto map mytunnelcrypto 10 ipsec-isakmp
set peer 20.20.241.234

set transform-set mytransformset

match address gre-traffic

1 2 YA v 7P mytunnelcrypto ZEHLET

o Y7k 2771 (match address <access-list> I~ NEfE/H L T) R#EXNZED = 7 12,
HHT ST TN R BLOEHT S P72 X 74 —A b

!
!
! (LIBTIZE#ZE L /= mytransformset) ##5& L F 7,
!
!
interface Tunnell
ip unnumbered Dialer2
ip mtu 1400
tunnel source Dialer2
tunnel destination 20.20.241.234
!
! #E 10.10.0.0 DF >y PT—2~DFF 7 42D GRE I F/b, ATM DSL (774 ~V) 425 —
I Tx A RICBE SR PRk, SO MR, B UP DWREETT, VE—f P FADTER
I ARk (20.20.241.234) 1%, VE—F VPN = PO LIZHDFT, 2=k FFRADT NS A
! /&, ATM DSL V> 2IZko TRFENES T FLXTT,
!

interface Tunnel2

ip unnumbered Cellular0/3/0

ip mtu 1400

tunnel source Cellular0/3/0

tunnel destination 20.20.241.234

!

' I 10.10.0.0 DFy NI A~NDFNF T 0w 2D GRE R, ATM DSL (774 ~Y) 4> 5=z
I RICBTEHT SR PR, BT — (B HY) K= T2 R, DD, RAE, i 'Down' D
I WEETT, VE— |, PFRADIT RS (20.20.241.234) /4, VE—F VPN S—p DA IZH YD E
I T, B PRADT NI N e T — VIS Lo TIRIFEINES T N XTI, SRR,
! T T— AT g TR TN S E uP ISR FET,

|
interface Loopbackl

ip address 1.1.1.1 255.255.255.255

|

interface GigabitEthernet0/0

no ip address

shutdown

|

interface GigabitEthernet0/1

no ip address

shutdown

|

interface FastEthernet0/1/0

switchport access vlan 104

|

interface FastEthernet0/1/1

switchport access vlan 104

|

interface FastEthernet0/1/2

switchport access vlan 104

| oL-22739-01-J
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|
interface FastEthernet0/1/3

switchport access vlan 104

!

! DHCP ZZ74 7> F XML TRIFISNS Z7 X b 1 —VF> p H—F
!
interface ATM0/0/0

no ip address

ip virtual-reassembly

load-interval 30

no atm ilmi-keepalive

dsl operating-mode auto

!

LTI A =T XELTHAIE S ATM (DSL) B S —T = R
!

interface ATM0/0/0.1 point-to-point

ip nat outside

ip virtual-reassembly

no snmp trap link-status

pve 0/35

pppoe-client dial-pool-number 2

I T~ VS LT PVC ST S ATM YT X — T R, S DA K — T = A RXTIE
! NAT (Of#) PEEHIAET,

! pppoe-client dial-pool-number 2 /7 PPP over Ethernet (PPOE) 2 7472 F&FEL,
! /TS YT T 2 FIFELET, D4 F—T A X/,

! 'interface Dialer 2' IZBJEITHILTHFET,

!

interface Cellular0/3/0

ip address negotiated

ip nat outside

encapsulation ppp

dialer in-band

dialer idle-timeout 0

dialer string gsmscript
dialer-group 1

async mode interactive

ppp chap hostname crlaswlech@wwan.ccs
pPp chap password 0 frludi3gIa
PPP ipcp dns request

crypto map mytunnelcrypto

! LATEFLE2 YN > 7 mytunnelcrypto &, SNy I T w7 L2 —T o f XZBEH L FE T,

! dialer-group 1 /% group number 1 ZZE#HLF7T,

I ZORETIE, ZHTL FICEZESA TS 'dialer-1ist 1 ...'" 2v2 NICHEMITORET, ZilL,
I ES e T RE Y=L, PPP FHELIERICA S E—T A R T AT S RO T Ty
I 2 BEFLET, B DL I =T f RTINS REDFFICRE S EITIEE L TS EE L,

! DS, ARDRTZ T 2 TIZS S e T MNEF I —IAETA, FT T 2 FT T

! I Z4~V (ATM DSL) 4> F—T 2L RENLTTE—LTNET,

!

! NAT DA X —T x4 RFNHETHEHZLET,

interface V1anlO04

description used as default gateway address for DHCP clients

ip address 10.4.0.254 255.255.0.0

ip nat inside

!

! NAT (W18 —Zx4 X) Z/H LT, T X A=V F b = 0/1/0 25 0/1/3 1
I SRR X FIZ VIAN 104 FEFELFET

! NAT/PAT /&, I FAENLTET == D 20.20.0.0 K NT—2IZFFINEL D12

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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!
!

GRE F o LE&UIPSec 2BALETSATUBLUNv 7y ToRA N

ERIESH TR T T 21T ESHE T,

interface Dialer2

ip address negotiated

ip nat outside

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

PPp authentication chap callin
PPp chap hostname cisco@cisco.com
Ppp chap password 0 ciscol23

PPP Pap sent-username cisco@cisco.com password 0 ciscol23
PPP ipcp dns request

crypto map mytunnelcrypto

!
!
!
!
!
!
!
!
!

!
!

"dialer pool 2 I~V NE, CDXSFTT 42X —T x4 XF ATM VT 4K —T x4 X

atm0/0/0.1 IZBJ#ESIITF T, 'dialer-group 2' /% group number 2 Z#/E#FH L F7T, ZDHRETIE,
SHITLL FTIEES TS 'dialer-list 2 ...'" 2~ NIZBEIT6RET, Zhit, PPp &V LT
BIZ, 5 TGP, AT RET T ANITS

IXED 77402 FEHZLET,

NAT DA > F—T x4 X FHNHTEHZLET,

fAl TEFLE2 VP v > 7 mytunnelcrypto & D774 v 42— T4 XZEHLFET,

ip local policy route-map track-primary-if

Jb—p > D track-primary-if CTEHEIATVSL I,
P — | KU = EELE T,

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

FATEFZLEFZ v 7 b (234) FIFEL, X4+ F 2 (ATM DSL)
FNLTF T4 — FFEELET,

= NI PT o F TR T2 b (234) DY 'UPT THIHEDHA R P IHET,

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

EHIHES 254 (X4 FF 2 D425 —Tx4 XL VE) ICREL T,
TN T— =T RFNLCT TN — FEEFLET, B DL 5 —T o T
Ny 2 T L2 =T f AL L THESA TS5 TT,

ip route 10.10.0.0 255.255.0.0 Tunnell

JFE—} 10.10.0.0 VBN R f 7 —2 ~Ds— NF. ATM DSL (754 V) 4> X—T =1 X"
BIESI 1T 5417 GRE | pAFFEHI L F T,

ip route 10.10.0.0 255.255.0.0 Tunnel2 254

YE—pF 10.10.0.0 VPN K> NU—2Z~D/— NI, TTF— (CH2Y) 42X —T =4 X2
BIH#ESIIT 5475 GRE P fEil L ET, BRI 254 (Tunnell DbDL Y & &) 12
RESIHTHET,

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

T T fE =T oA RENL T, SH NAT FF 7 o Z2DFREE L T— v 7 nat2ecell #EFHL
ET (LT THE), 'overload' 7>z #2735 E, PAT DPEHIASL IIC20FET,

Jb—p w7 natl2cell TEHEINTOSEHDTESIHEEHIC, ZDa~2 FREHEIAFET,

ip nat inside source route-map nat2dsl interface Dialer2 overload

| oL-22739-01-J
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I E@E AR, ST 2 A F— T X (ATM DSL) FHL T, HE NAT FT T ZIZHL T

! route-map nat2cell & (LT TEHINTSLIIZ) FHLFT, 'overload' F 7>z &7 5E,
! PAT PREHEINSLIZR0FET,

!

! =} v nat2dsl TEHZIITOSEMDLINSHNZ, ZDF~v2 PRSI HET,
!

ip access-list extended gre-traffic

permit gre host 75.40.113.246 host 20.20.241.234

permit gre host 166.138.186.119 host 20.20.241.234

!

! GRE P, FAZfEH1L T IPSec M7 74> 2 &IR#T S/0D gre-traffic 727X VXA,
!
! AL DSL) T — A F—T A X (EFLE5pT T T T) F

I YE—p S }FDxg D IPsec EF (20.20.241.234) FLZ GRE F Y2

I ERERT T I DRERHLET,

!

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2

timeout 1000

frequency 2

|

ip sla schedule 1 life forever start-time now

i

2 BEE (frequency 2) T, ping ~OREIZ 1000 I UBDMHHE (4472 F 1000) #FEL,
V=R L =Txf XL TH YV Z 2 (ATM DSL) FRAIL T,

IP 7Nl X 209.131.36.158 (2 ping &HKI57 57280

Y—EX LR (SLa) EEH#LET,

!
!
!
!
!

! EH#ENE SLA FHUE L. ZHEMGANCETLE T
!

access-list 1 permit any

!
!
!
access-list 101 permit ip 10.4.0.0 0.0.255.255 any
!

LIF® 'dialer-list 1 protocol ip list 1' =~ NICRJE#ESIT 5 THFET

! A— ), v nat2dsl & nat2cell D FICEHZEIN TV SL I,
L ORI T A RERETB/EOIE, P T T v P ET B LI
L EELES (R FU—2 10.4.0.0 DY —X T FLXE—F),

!
access-list 102 permit icmp any host 209.131.36.158

!

I IO E =T AR T T TRIBAICDH, ATM DSL A F—T = A RFNLT

! FEShSL oI, — b v 7 'track-primary-interface' DFT T4 w2 EFIFELFT,
!

I CDHEDT FLX(E, ATM DSL 4 > 5 —TxA X (F T4~ J>2) &L TEHIZ ping o
! T RLXTHBED, V2 /PPP LWL DF > N D — 2 fEE D ] IS5 5H 0,

! o T— (EH YY) A =T xf RANDRX A TGN N FEEETTI D

! AJREIED B D F T,

!

! ping SAST FLAPEEHTE, ping ICET S E &AL FET,

i
dialer-list 1 protocol ip list 1

!

! T T— =T AP T NT SRS RS "interesting traffic! FHFELET,
! FRICLE ST, access-list 1 B (LA TEZEINLEZ D2 FO—FE L T) SHICIFESAFET,
!
dialer-list 2 protocol ip permit

!

!' ATM DSL 4> ¥—Zx A R (547 2 425 —Txf XD~ L T) #7+n 70 ES5L51573
! 'interesting traffic' &#/HELFT,

!

|

route-map track-primary-if permit 10

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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match ip address 102

set interface Dialer2 nullO
!
I B=n =T IR Y =K E L TR IS — P v TEEELET
! (LEDB#ET S =2~ 'ip local policy route-map track-primary-if'

! FREL TS EE0),

!

I CAPHE 209.131.36.158 D ping ANT >y T, A H—T =g X X4 FT

! 2 (ATM DSL) 7% 'UP' DWEETHEHFSIHA T SHE, ping /N FEFEFLET, ZD ping N7 A,
! ATM DSL 4> X —T x4 XFNL TDRKESH, T T— 28 —Txgf XFNL TITRIEESHEEA,

I SAE BRI L e E IR A T —N— 3 ETT B /5802, ATM DSL oA > F—T A XFHL T

! B (BIERRENE) EEHRNC =5 TS0 T,

!

route-map nat2dsl permit 10

match ip address 101

match interface Dialer2

i
I LD T X JX 101 (ko TERSA TS —BERIEFHE L,

I FS YT 2 A F =T XY "UP DWEETHRE S T S

L Zon— b T TP IS LS ICHELET,

!

! AZZ74 22D =R 10.4.0.0 Ky NT—=2P6D6DTHY,

I AE =Tl RDE T 2 P 'UPT DWREET DSL Ky T IR SR TV S5 E

! ZD/—p, V7 'ip nat inside source nat2dsl ...' IV PNICLo THHEIHAET,
!

route-map nat2cell permit 10
match ip address 101
match interface Cellular0/3/0

LHDOT IR YRR 101 1Dk o TEZSN TS —FEHFiHE L,
S YT 2 A F—T A X UP DRBE TSI TV S
SONn—h T TP EINS L OICIEELET,

AZZ 422D =73 10.4.0.0 K2 PT—=206D6DTH Y,
A KT X BT UP DREETENL T — Ry P2 ICERHENTOEHE, Zor—F v
2% 'ip nat inside source nat2cell ...' IV PNICLoTHHIAET,

I R FA N, TIAVIBLEIN I T T {5 —T w2 X705 NAT T2 P VPR LET,
event manager applet pri back
event track 234 state any
action 2.0 cli command "clear ip nat trans forced"
|
control-plane
|
line con 0
exec-timeout 0 O
exec prompt timestamp
stopbits 1
line aux 0
stopbits 1
line 0/3/0
exec-timeout 0 O
script dialer gsmscript
login
modem InOut
no exec
transport input all
transport output all
rxspeed 236800
txspeed 118000
line vty 0 4
privilege level 15
login local
transport input telnet

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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line vty 5 15
privilege level 15
login local

transport input telnet

!

scheduler allocate 20000 1000
!

End

Katb A FDIL—F DERE

%l 5-4 it A FOIL—3 DE|E

CORENTHROFMETITRENTETF A MIa AL FEARTEDIHEHEINTEY, BEOa
V=V EFR LESARICEFRRSINEYA, KFOTHFANMI, ZT7—RNEELEHAICE> TS
BB EERa~vy FERTEDICHEHENTWES, Ty 7T 38E481E, KETREATHL
L2 _RTCOavy FRaryy—2WHTHLRUTHD Z L 2R LET,

KF-OT F A MIEAENLT —RIE. Bt IPsec XE. I[P SLA Ny 77 v 7H&E, BLOEAA L
IP BEDHFOH LI ShET, ZhOORBEICHEEN TN THDIROF A~ X, 7
NEERICDE > TR SN D72, T3y ZRHCHBICSRTE £,
1
hostname gateway-router
|
ip cef
|
ip dhcp excluded-address 20.20.248.254
ip dhcp excluded-address 20.20.248.253
ip dhcp excluded-address 20.20.248.225
ip dhcp excluded-address 10.10.0.254
ip dhcp excluded-address 10.10.0.1
!
! DHCP DFEHT FL-X
!
ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

I 20.20 R pT—2 DK X D DHCP T—sL

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254
!
! 10.10.0.0 F» hU—2Z_FD VPN DFX @ DHCP F—iL
!
1
username cisco privilege 15 secret 5 $1$QF4KS$SZ1rE.mwS69FVx1e519DCUL
|
crypto isakmp policy 1
encr 3des
authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set mytset ah-sha-hmac esp-3des

crypto dynamic-map gre_tunnel2 10

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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description IPsec tunnel to DSL at remote

set transform-set mytset

match address gre-tunnel2

|
crypto dynamic-map gre_ tunnel2l 10

description IPsec tunnel to Cellular at remote

set transform-set mytset

match address gre-tunnel2l

|

crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gre_tunnel2

crypto map mytunnelcrypto 20 ipsec-isakmp dynamic gre_tunnel2l
|

!
! JE—p FTFZ2F N—HT, FF/AD mytunnelcrypto 7% ATM DSL o > —7 x4 X
! (Tunnel2) BLNENL T — 425 —T x4 X (Tunnel2l) ICEF#HLF T,
!
!
interface Tunnel2
description tunnel to remote DSL link 75.40.113.246
ip unnumbered Vl1an20
tunnel source GigabitEthernet0/0
tunnel destination 75.40.113.246
!
! UE—p TFF =KD ATM DSL A F—T A AND PR, W D
L T2 TR AR T,
!
interface Tunnel2l
description tunnel to remote Cellular link 166.138.186.119
ip unnumbered Vl1an20
tunnel source GigabitEthernet0/0
tunnel destination 166.138.186.119
!
! JE—p TI2F N—FDENT— LK —T 2l I~DFFIN, YT—p T2 NTD DSL £ K —
I Tam g RETLLEEHER I LRVIRY . HE DR FNTT 2 T TS D EE A
!
interface GigabitEthernet0/0
description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252
load-interval 30
duplex auto
speed auto
media-type rj45
negotiation auto
crypto map mytunnelcrypto
!
L 2 VTN vy TRBIT S K — T oA R, LD PR
LIRSS =T X
!
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 10
spanning-tree portfast
|
./
! VBN DX P (10.10.0.0 K fU—=2T) BEHEINE T 7 X 4 —=VF> b =k,
!
interface FastEthernet0/1/8
switchport stacking-partner interface FastEthernet0/3/8
|
interface FastEthernet0/3/0

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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switchport access vlan 20
spanning-tree portfast
|
!
I DB R PG (20.20 Fr P2 T) BRSNS T X A=K bR,
!
interface FastEthernet0/3/8
switchport mode trunk
switchport stacking-partner interface FastEthernet0/1/8
|
interface VlanlO
description private networking vlan
ip address 10.10.0.254 255.255.0.0
vlan-range dotlqg 1 4095
exit-vlan-config
|
1
! VBN DX FD VLAN (10.10.0.0 K> FT—2/A)
!
interface V1an20
description network:20.20.248.224/27
ip address 20.20.248.254 255.255.255.224
no ip route-cahe cef
vlan-range dotlg 1 4095
exit-vlan-config
|
1
! MDA R FD VLAN (20.20 Fx> FT—2 )
!

ip route 0.0.0.0 0.0.0.0 20.20.241.233
!

! F g b J— N

!
ip route 10.4.0.0 255.255.0.0 Tunnel2

!

! DSL 4> F—T A XY F—p T2 NS PEFFO R RATRER TS,
| TZF —F LDYFE—PF VPN (10.4.0.0 K> pT—2) ~D— p
!
ip route 10.4.0.0 255.255.0.0 Tunnel2l 254

!
I BT =T RZY T T N N EFFEO PR TS,

! T F = D YFE—F VPN (10.4.0.0 R pU—2) ~On— f, ZO— FDOEFEEREET
I ESRESATOET,

!
ip access-list extended gre-tunnel2

permit gre host 20.20.241.234 host 75.40.113.246

!

! IPsec TR#INES FNF7 12 8EH#T ST 27X VX P ZiiA,

D Ve p BTN T = [ F T RIZEIEENS P T T 27 T

!
ip access-list extended gre-tunnel2l

permit gre host 20.20.241.234 host 166.138.186.119

!

! IPsec THRH#BINS N7 712 FEHFT ST 27X VX b, Z4L,

I VE—p ZNTENT— L H =T REFGENS P T T 2 T,

!

control-plane

|

line con O

exec-timeout 0 O

login local

stopbits 1

line aux 0

stopbits 1

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
!

scheduler allocate 20000 1000
|

end

GRE k>R, IPSec. BLUV OSPF IL—T 1 VT %#{EH
LI=F5A4<T)BEELUNYITYTDEA

ZOEANTIE, NTYV I Xy NI—TEN LT T F T 4 ADNV—FDRA N EREFA b
KA MO TEXR a7 RBEEITHI7ZDIZ, GRE b rv b IPsec 7 7 F 47 4 ATHEMA LT,
TI7A4~) Vo7 LTDSLAVE—TxoA A% MHL, N T7 oy VoL TELVT— A1
H—T A A&MHLET, £/2. VPN Xy FU—7 (104.0.0 8L 10.10.00 xv hU—2) T
OSPF #fifi L, OSPF THR—FINTN—TFT 4 VT ZTADEICHLET, TOFEAICED, A
YE—=Fy b EORA LD X aT GFEIPsec) WBREEITAD L IITRY T, FHMIZHONT
%, TConfiguring a GRE Tunnel over IPsec with OSPF] % ZM L T 723\,

5-3 GRE kY ®/L. IPSec. 8&U OSPF L—T 4 VI EFERALETS54IVBLUNRYITy T
DBEA

3GIF7—a7

Yy kI—=9
w7y THEGR)
N GRE
Q\ _____ Ell Z I OSPF #&1# 0
GRE (o
NZ IR

7‘3/9" 7]'7«(1

' GRE
< 3G IL— ’5‘ FJ*/LZ

OSPF 7H15 0

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
| oL-22739-01-J .m
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W GRE +> %L, IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

TSVFF T4 R INL—FDEE

COREANTHEAORME TR S NTZTFA MITA L FPERTZDIEHNINTEY, @FOa
YWD EFRLESRICEFRRSNEEL, KFOTHFA ML, 27 =R RELEHAICR> TS
WS 570 OEER A~ FERTEDICERSNCOET, 758y 7T 2HA1E, KETRSATH
Y RTOa~ Y Kpiay Y=l ThR U Tho 2 & AR LET,

KFOTFA MIFEAE LT —RE, B IPsec XE, IP SLA Ny 77 v 7HRE, BLOBEAA L
IP BEDHFOH LIS ShET, ZhOORBEICHEEN TN THDIROF A~ NI, o7
NEERICDE > TR SN2, T3y ZRHCHBICSRTE £,

WOFRETIE, EHEHTELAT V=7 M o 72 AL IPSLA BMERSNES, ZOREX
EETY,

#l 5-5 ISVvF X 74X V-2 OBE

|

hostname branch-router

!

ip cef

|

no ip dhcp use vrf connected

ip dhcp excluded-address 10.4.0.254

ZOF FLX(2, VLAN 104 D77 X | £ —=VFy } K=} 0/1/0 7256 0/3/0 LD
BEREF R R T T 4 | = F D TR E L TR ERET,

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

VLAN 104 D77 X b 4 —H%FKv b =P 0/1/0 225 0/3/0 ICEFS TS
A D DHCP Z'—/L

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 30 "CONNECT"
!

I AT AT REPLEE S T AANDT o N XY

!
|

username cisco privilege 15 secret 5 $1$ccw8$TFmKUmI4QVZhOMuxzqg/SH/
I

track 234 rtr 1 reachability

operation 1 FfEHL T, F[EHFEIED 7 > F I MEHINDE P Z v FIHEDF T2 x 2 NEFS 234
ERELFT, T77x2 NI, BEREERIE 7 S S B80T 'upr T,

!
!
!
!
LSkt (T~ Y2 L TRIERS) ATM DSL 2 — T x4 XE LT ping Ny FEFEFL,
I B EEMTSEOICHIIIAFE T, F BRI OBEIE (BT —~D) R TN

I BENE S BTSSR E S,

!

crypto isakmp policy 1

encr 3des

authentication pre-share

(priority 1 #FEL T) IKE NU—#FFHL, IKE KT T—2 5 12 3DES #/5ELFT, E7-,
HRIEFE SN F— M L THFLGRAEIEE L ET, T4 7517200 (1 HIZ 86,400 FHZHRIE),
IN—T" (768 E> b T T — e NI BT IZFEE)

BLON = (SHA-1 (ZRIE) 14, 774 /0 MEIZFRESHE T,

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
m. 0L-22739-01-J |
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GRE k> *J, IPSec, 8&U OSPF L—F« v T &HALETSATUBEUNRv o7y TFomA

crypto isakmp key mykey address 20.20.241.234
!

I TFa VT TV g P OREIEN IS F— (mykey) BLIT— D= D
! IP 7 FL X (IPsec peer) #T#HLE7,

!

|
crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des

!
Ltk VT T fan, TaTY XA BB OMOREDHE A RERMS G TH S
! FPZ R T4 —A b (mytransformset) &FEFH L T, IPsec THRES/IL TS
L NI T2 L ET

!
crypto map mytunnelcrypto 10 ipsec-isakmp

set peer 20.20.241.234

set transform-set mytransformset

match address gre-traffic

! 2 Y7k 7D mytunnelcrypto &#EHLFT

! 2 YN v 77E (match address <access-list> I~ FEMH L T) (REXNBD T 7 1 > 2,
I TS =N RN, BLOEHTE P TR T —A Ty b (BIETICEZE LT

!  mytransformset) &/HEELET,

!

|
interface Tunnell
ip unnumbered V1anlO04
ip mtu 1400
tunnel source Dialer2
tunnel destination 20.20.241.234
!
! & 10.10.0.0 DRy NT—ZA~DFNTF T 4D GRE FF/b, ATM DSL (774 ~Y)
I AT RIZBGET SR PR, SO R R, W TUPT DREETT, VE— A FFAD
I I NRL R (20.20.241.234) (4, VE—PF VPN S—p0cfIZBHNFET, B—U FFADTN
I N ML, ATM DSL U ISk o TIREESE T L X T,
!

interface Tunnel2

ip ospf demand-circuit

ip unnumbered V1anlO04

ip mtu 1400

tunnel source Cellular0/3/0

tunnel destination 20.20.241.234

!

! 'ip ospf demand-circuit' 472z =2~ N/, OSPF Hello o > h&#il L F9, Zi/d,
I BRI, o T — R LN DEEE NS (TRL) REED D) [T T 7Y RHE
LRV SITRODIZE LI EE T,
!

I 10.10.0.0 DRy NI ~NDPFNF 7 ¢ 2D GRE PRI, TAT— (BEXEY) f2H—T X
I ZBIEM S R R, DR R, B "Down' DWKREETT, JUE—h FFAD

I NS R (20.20.241.234) V4, UE—F VPN = pFDAICHVET, 2= FFADT N
! A NE, BT — Ve 2IC Lo TIRGFEINSE T FLXTT, ZD,FT,

! TN T— A E—T g XTRS > F =N PP SEE "UP IZRDET,

!

interface Loopbackl
ip address 1.1.1.1 255.255.255.255
|

interface GigabitEthernet0/0
no ip address

shutdown

|
interface GigabitEthernet0/1
no ip address

shutdown

|

interface FastEthernet0/1/0

| oL-22739-01-J
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W GRE +> %L, IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP ZZ4 T2 | BXMILoTHHTEINS 77 X, 4 —FF e b A=}
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
I IIvY A F =T XE LTSS ATM (DSL) WA — T = o X
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2

LTI VEGEE LT PVC ISHNTE ATM VT A =T e X, Z D K =T = XTI/
! NAT () B EIHET

! 'pppoe-client dial-pool-number 2' /1 PPP over Ethernet (PPOE) 2 74 7> F&i& L,
1 JHTEE T T 2 EFIEELET, DL K —T g XE, U FTEHLEIA TS "interface
! Dialer 2" IZBJEMIFERFET,

!
interface Cellular0/3/0

ip address negotiated

ip nat outside

ip virtual-reassembly

encapsulation ppp

ip ospf demand-circuit

dialer in-band

dialer idle-timeout 0

dialer string gsmscript

dialer-group 1

async mode interactive

ppp chap hostname crlaswlech@wwan.ccs

pPp chap password 0 frludi3gIa

PPP ipcp dns request

crypto map mytunnelcrypto

!

'ip ospf demand-circuit' X723’ =2’ F/%, OSPF Hello /N0 f&#iit L ET, Zivd, EHHI
12, T T — R LI DEEGER BT (K1l WHED ) [ 72 7 7 LHEIC

RO IIZRODIZRTEFET,

! LETEFLEZ VM v 7 mytunnelcrypto &, DN T ALK —T o g IIZHEH L F T

'dialer-group 1' /i group number 1 #FFHL FT,

CDRETIE, ZHUTLL FICEHZES TS 'dialer-list 1 ...'" I~ NIZREMTSAET, Ziid,
G T hE NG —1L, PPP FHELLLEHEIZS S F—T ol R G T ANIT S

IXRDONFZ g > 2] FEFLET, W, ZOA =Tz RFRZ N PRHEDEFIZ RS Z EITEE LT
STEE0, CDED, HRBDOFZZ7 12 TIESS b TOMENI T —IAFETA, N7 7122127 TIE

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
m. 0L-22739-01-J |



| £5% &Ehry FI—SWALFUA

GRE k> *J, IPSec, 8&U OSPF L—F« v T &HALETSATUBEUNRv o7y TFomA

! 7 Z4~Y (ATM DSL) 4> —T x4 X&N L T72—LTWET,

! NAT DA 28 —T x4 XFNHCELELET,

interface Vl1anl04

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0

ip nat inside

ip virtual-reassembly

! NAT (WE+4>5—T7x4X) ML T, 77X 47—V Fy ;b F—F 0/1/0 2056 0/1/3 IZ
! RS AEAN R MT VLAN 104 FEHZLFT

! NAT/PAT /%, P> FAE L TET FS—=pDxgd?D 20.20.0.0 F» T —2(ZFGFEhBL 01
I BEREATORND T T o IS AET,

interface Dialer2

ip address negotiated

ip nat outside

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

PPp authentication chap callin
PPp chap hostname cisco@cisco.com
Ppp chap password 0 ciscol23

PPP Pap sent-username cisco@cisco.com password 0 ciscol23
PPP ipcp dns request

crypto map mytunnelcrypto

! 'dialer pool 2' IV NIZZDH ¥ Z 425 —Tx4 X% ATM V74— x4 X
I atm0/0/0.1 ICBIESITFE T, 'dialer-group 2' /4 group number 2 ZEFHLF T, ZDHRETIE,
I S FTCIEES R TS "dialer-1ist 2 ... I~ NICBEMITOAET, i,

! PPP FEVLIEHIZ, S TR I, STl R T T AT S

RO P T ) FEHELFT

!

! NAT DA > —T x4 XENHCEZHLFET,
! EFETEFELE2 YN v~ 7 mytunnelcrypto & DT TA VY ALK —T x4 IZ@H L F T,

router ospf 11
log-adjacency-changes
network 10.4.0.0 0.0.0.255 area 0

! VPN X» ;DU—2 10.4.0.0 (Tunnell/Tunnel?2 NZFENFT) /1., 0SPF TV 7 0 (CG§FhTHFT
! 0SP Hello /4, ZHED P FAENL TTZ2F N—XIZEEFIHET

ip local policy route-map track-primary-if

!

: Jb—f 27D 'track-primary-if' TEZEINTNSLIIE, IP —p FI—2IFELET
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

!

| LRTERLSE P I r 4T s b (234) BHSEL, ¥4+ 5 2 (aTM DSL)

I ENLTCT I b = N EEELFET,

!

L MR R T IHRS T 2 b (234) B UPT ThBBADHL R T

!

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

!

! B 254 (0¥ Z 2 DA F—T g LD EV) ICREL T,

I A T— =T RENLTT TGN — FEEFLET, @EE DL — T = XL

| oL-22739-01-J
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W GRE +> %L, IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

I NI T =T XELTHES TS5 T,

ip http server

ip http authentication local

no ip http secure-server

ip http timeout-policy idle 5 life 86400 requests 10000

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

! A T— AT ZEL T, AN NAT P T T 2 DRFE L T— b v 7 natlcell FEFHL
! FET (LU THEE), 'overload' F 7>z T 5L, PAT BEHIINSL IIZRDET,

! =} w7 nat2cell TEHINTOSEIFDNE ZNSHEIZ, Z D3~ FIEEHEIHET,
ip nat inside source route-map nat2dsl interface Dialer2 overload

I LA EAEEC, YT 2 X —T =4 X (ATM DSL) FEHL T,

! Jb— h > 7 nat2cell FEFHLET (LIFTHE), 'overload' 7>z afHT5E,
! PAT PHHEINEL 5IZ0DET,

!

! — P, v nat2dsl TEHZINTOBEMDESNSEGEIZ, D~ FPRHIET,

ip access-list extended gre-traffic

permit gre host 75.40.113.246 host 20.20.241.234
permit gre host 166.138.186.119 host 20.20.241.234
!

! GRE FM2FN&fEH1l T IPSec M7 74 > 2 &Ri#T B0 '"gre-traffic’ 727X JX |
./

! ZHNE DSL) b T— =T oA R (ELLNT T TR b VE—N =g D
! IPsec E7 (20.20.241.234) #7 L7 GRE PRV IR

! FZ 74 2 DRERAELET,

!

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2
timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

!

! 2 Pl (frequency 2) T. ping ~ODUINEIZ 1000 I JBOMFE (45174572~ 1000) ##E L.
I YR LT RELTH SV Z 2 (ATM DSL) &L T,

! IP FFNLX 209.131.36.158 [Z ping #XIFTSEOD

! YR LR (SLa) EEHLET,

!

! EFEINL SLA EMIEL. ZAEMEINCETLET,

!
access-list 1 permit any

!

! LIF® 'dialer-list 1 protocol ip list 1' 22 FIZREMITEH THET

!
access-list 101 permit ip 10.4.0.0 0.0.255.255 any

!

! s—} v nat2dsl & nat2cell D FICEHZRIINTNSL FIC, BUYLRFIGA > % —7 =4 X%
L RET SIS, T 2B BT SL ITHFE L E T

I (R fT—2 10.4.0.0 DY—X T FLRE—E),
!

access-list 102 permit icmp any host 209.131.36.158

I DL BT RPN T LT TR EAICDA, ICMP D ping 45 ATM DSL oA > —Z x4 XENL T
I FRESRSLIZ, — P v 7 'track-primary-interface' DFZ 74 w2 EHELFT,

I CODEFEDT N XL, ATM DSL A > H—Txqf X (T4 V) L TEHEIE ping Sitd
I T RLXTHEED, U2 /PPP LNALIADFE v T — I fEZE S M S 555055 0,
! T T (EHHY) 4T f AANDR A F GNP

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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GRE k> *J, IPSec, 8&U OSPF L—F« v T &HALETSATUBEUNRv o7y TFomA

I EEETENS AR S D E T

! ping &ABT FLAPEEHTE, ping ICET S EFMHRALFT,

!
dialer-list 1 protocol ip list 1

!

! TN T— AT o AP e T NTSAAE RS "interesting traffic! FIHELFET,
! EHCL o T, access-list 1 B (LA TEHZIN/EZ DI~V FO—FE L T) SHITIFEINET,
!
dialer-list 2 protocol ip permit

!

! ATM DSL 4> ¥ —7 x4 B (¥4 +Z7 2 4> —Txf XD—FL L T)

! LS T hd Sl 50295 'interesting traffic' ZIFEELET,

!

|

route-map track-primary-if permit 10

match ip address 102

set interface Dialer2 null0

2= =T IR = E LTI S B~ v TEEELET
(LDt d 5 2~ N 'ip local policy route-map track-primary-if'
EERMELTSEE0),

SAPHE 209.131.36.158 D ping NTw AT, A K =Tz A X XY TT

2 (ATM DSL) 7% '"UP' DWBEETHFZI N TV EHE, ping oy FEFEFLFET, D ping -NF» M,
ATM DSL A > K —T x4 XFNL TDREGFEN, A T— 42 KX—Txgf IFN L TILEIFIAEEA,
SAUL, B L T2 E EIZX A F A NG FELTT 5 758IC, ATM DSL oA > K —T = A X EIL T
HEfE (BIEATRELE) #EHINCE =8 U > 25728 TF,

route-map nat2dsl permit 10

match ip address 101

match interface Dialer2

!

L LREOT 27X TR 101 1240 TEREN TS —ZEMFEH L L,
! S VT 2 =T f P "UP DREETER S TS558

L Zon— | vy TPENEINS LS ITIEELEF T
!

LRIy DY—XP 10.4.0.0 Ry NT—LZP6DEDTHY,

I AE =Tzl ADE T T 2 Y UP DREET DSL R U2 ISR T S

! Zon— ), v 'ip nat inside source nat2dsl ...' IV NIZLo TRHEHIIET,
!

route-map nat2cell permit 10
match ip address 101
match interface Cellular0/3/0

LADOT X YR 101 DA o TEHSH TS —HEKF 207 L,
ST 2 A K= T P "UP DRBETEREI I T BB,
SONn— P Y TPEHIIES L ICIFELET,

rMFZZ 402D =275 10.4.0.0 K NT—2P6DEDTH Y,
S F =Tz R EIT—G WUP DRFETEAL T — K P —ITHERIA TS EE, S o— b v
7% 'ip nat inside source natZcell ...' I~V2PNICLo THEHEIAET,

! R FG N, TS IBLIN 2T T =T 2 X5 NAT T PV EHIRLET,
event manager applet pri back

event track 234 state any

action 2.0 cli command "clear ip nat trans forced"
|

control-plane

|

line con O

exec-timeout 0 0

exec prompt timestamp

stopbits 1

| oL-22739-01-J
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W GRE +> %L, IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

line aux 0

stopbits 1
line 0/3/0

exec-timeout 0 O
script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all
rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
!
End

Katb A FDIL—F DERE

%l 5-6 it A FOIL—32 DERE

CORENTHROFMETITRENETF A MIa AL FEARTEDIHEHEINTEY, BEOa
V= IVHEFRLESARICEFRRSINEYA, KFOTHFANMI, =7 —RNEELEGAICE> TS
T A0 EERa~y RERTEDIEREINTHWET, Ty 7 T34, KETREATY
L2 _RCOavy FRaryy—2rHHTHRIUTHD Z L 2R LET,

KF-OT F A MIEAENLT —RIE. W5t IPsec XE. I[P SLA Ny 77 v 7H&E, BLOEAA L
IP BEDHFOH LIS ShET, ZhHORBEICHEEN TN THDIROF A~ X, o7
NEERICODE > THERH SN D72, T8y ZRHCHBICSRTE £,
1
hostname gateway-router
|
ip cef
|
ip dhcp excluded-address 20.20.248.254
ip dhcp excluded-address 10.10.0.254
ip dhcp excluded-address 10.10.0.1
!
! DHCP DpHT L%
!
ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

! 20.20 F» PU—2 _FEDFHEX MDD DHCP T—ib
ip dhcp pool 10
network 10.10.0.0 255.255.0.0

default-router 10.10.0.254

! 10.10.0.0 K> FDT—2 LD VPN DX D DHCP T—/b

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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GRE k> *J, IPSec, 8&U OSPF L—F« v T &HALETSATUBEUNRv o7y TFomA

!

!

username cisco privilege 15 secret 5 $1$QF4KS$Z1rE.mwS69FVx1e519DCUL
|

crypto isakmp policy 1

encr 3des

authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0
|

1

crypto ipsec transform-set mytset ah-sha-hmac esp-3des
|

crypto dynamic-map gre_ tunnel2 10

description IPsec tunnel to DSL at remote

set transform-set mytset

match address gre-tunnel2

|

crypto dynamic-map gre_tunnel2l 10

description IPsec tunnel to Cellular at remote
set transform-set mytset

match address gre-tunnel2l

|

crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gre_tunnel2

crypto map mytunnelcrypto 20 ipsec-isakmp dynamic gre_tunnel2l

!

! JE—p FTZ2F n—HT, I2FKAD mytunnelcrypto ¥ 7% ATM DSL > —7 x4 X
! (Tunnel2) BL Nt/ TF— 42— x4 X (Tunnel2l) IZEHL FT,

!

!

interface Tunnel2

description tunnel to remote DSL link 75.40.113.246

ip unnumbered V1anlO

ip mtu 1400

tunnel source GigabitEthernet0/0

tunnel destination 75.40.113.246

!

I JE—p TFF N—HFD ATM DSL 4 > F— Tz A XD p R, W ZAUT
LT T TR AT T

!

interface Tunnel2l

description tunnel to remote Cellular link 166.138.186.119

ip unnumbered Vl1anlO

ip mtu 1400

tunnel source GigabitEthernet0/0

tunnel destination 166.138.186.119

!

I YE—p FIF N EDENT— L F =Tl I~D R, JE—, T2 FTD DSL A F—
I Tam A RETLEEHEPZ T LRVIRY . HE DR FNTT 2T TS D EE A
!

interface GigabitEthernet0/0

description connected to cisco network, next hop:20.20.241.233

ip address 20.20.241.234 255.255.255.252

load-interval 30

crypto map mytunnelcrypto

!

I 2 U e TR TSP K — T e R, LD R R

! WIS % — 71 X,

!

interface GigabitEthernet0/1

no ip address

shutdown
|

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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W GRE +> %L, IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

interface FastEthernet0/1/0

switchport access vlan 10

spanning-tree portfast

!

! VPN DX PI(10.10.0.0 K> PT—27T) #EFHIhdE 77 4 —HF> b A=k,
!
interface FastEthernet0/1/8

switchport stacking-partner interface FastEthernet0/3/8

|
interface FastEthernet0/3/0

switchport access vlan 20

spanning-tree portfast

!

L DX RGY (20,20 K FU—2T) EFEESNE T X A=Y F e bR A,
!
interface FastEthernet0/3/8

switchport mode trunk

switchport stacking-partner interface FastEthernet0/1/8

|
interface VlanlO

description private networking vlan

ip address 10.10.0.254 255.255.0.0

no ip route-cache cef

vlan-range dotlg 1 4095

exit-vlan-config

|

1

! VPN DX FD VLAN (10.10.0.0 F> FT—2/4),

!
interface V1an20

description network:20.20.248.224/27

ip address 20.20.248.254 255.255.255.224

no ip route-cahe cef

vlan-range dotlq 1 4095

exit-vlan-config

|

1

! MDA R FD VLAN (20.20 F v fT—ZH)

!
router ospf 10

log-adjacency-changes

network 10.10.0.0 0.0.0.255 area 0

!

! VPN K> AD—2 10.10.0.0 (Tunnel2/Tunnel2l HFHEFHTET) /4, 0SPF T VT 0 IZ5FATHET
!

! 0SP Hello [, ZHHD N FAFNL TTTF2T N—KICHFGFIHET
!
ip route 0.0.0.0 0.0.0.0 20.20.241.233

!

! GigabitEthernet0/0 4> F—7xA4 XDEL XN I TE2NTE7 7530 P —F,
!
ip dns server

|
ip access-list extended gre-tunnel2

permit gre host 20.20.241.234 host 75.40.113.246

!

! IPsec THRHESNS NT7 7 ¢ v 2 ZFEHET ST EX VX b, ZiUE,

! JE—p Z2PNT DSL 42— T REKGEINS P F 7 2 T,
!
ip access-list extended gre-tunnel2l

permit gre host 20.20.241.234 host 166.138.186.119

!

! IPsec THRH#BINS N7 712 FEHFT ST 27X VX b, Z4T,

I Ve p ZNTENT— L H =T REFIGENS P T T 2 T,

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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!
control-plane
!
line con O
exec-timeout 0 0
login local
stopbits 1
line aux 0
stopbits 1
line vty 0 4
privilege level 15
login local
transport input telnet
line vty 5 15
privilege level 15
login local
transport input telnet
!
scheduler allocate 20000 1000
!
End

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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W PSec & & U OSPF %M L7- DMVPN O#A

IPSec & U OSPF %#{#f L7~ DMVPN OEA

ZOEATEH, VT 47 7ua batdOSPF EXT Y v s 2y "= RFEHLT, 7705 4
TALADL—HDEARNE B A FORA ORI TEF = 7 REEE1T 5 72HIZ., DMVPN

(GRE by b)) & IPsec L, 774~V Vo7 L TEAT— A X —T oA AZBHLE
9. DMVPN OFEMIZOWTIX, [Dynamic Multipoint VPN (DMVPN)] % &R LT 7Z&E\0,

5-4 IPSec & U OSPF /A3 % DMVPN % L=9#H8®A

| OSPF #Aisi 333 |

OSPF #a#g
1010

/5‘/913“74;(1 /OSPFﬁﬁﬁo \ ’ OSPF 81 0 F

_‘] OSPF $&#: 103

= 3GELST—aF7 Rry bT—2 =
S h S
—E’ OSPF 81 0 —E

OSPF 4&# 111 \

S =" | OSPF #af; 108 |

278761

4

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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IT530F1DET 4R L—EDEE

il 5-7 T3U0F1DFT7 4R V-2 DEE

ZORENTEAOREKR TR INEZTIANMNIA L R30I TEY, @EDOa v
V=N EFERLIEGEICIIRREINEFA, KFOTHAME, =7 —BRAELEHAEICR> TS
B D20 EERa~ Y FERTEDICHERASNATOWES, Ty 758581, KFETREATY
LT _XCOa~v s FRaryy—1rHATHREETHDL I 2R LET,

KFOT FA MIEARELT —IE, BE5{L IPsec &, TP SLA Ny 77 v 7TRE, BILUE AV
IP BUEOIEON LIS A SN ET, ThoO&BEICHEN T bR TN aRO%a~ > RiE, #27
NERIZDIE > THRHENR D20, T3y ZEICHiBICSRTE £,
!
hostname DMVPN_Spoke_ 1
|
Ip cef
|
crypto isakmp policy 10
hash md5
authentication pre-share
|
!
! Tz—X 1 FIT—2 320D ISAKMP K —
!
crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
!
I NTOFFHEGF—, BLOYE— , DMVEN X H—2
!
!
crypto ipsec transform-set strong esp-3des esp-md5-hmac
!
I EEOT= B a L ) BEMEOLOD TPsec (Zx—X 2) Y —
!
1
crypto ipsec profile cisco
set security-association lifetime seconds 86400
set transform-set strong
!
! IPsec #J/L7 GRE |} RMIZEWIIZHEH XS IPsec 7127 74 /b
!
|
ip dhcp excluded-address 10.3.0.254
|
ip dhcp pool cdmapool
network 10.3.0.0 255.255.0.0
dns-server 68.28.58.11
default-router 10.3.0.254

chat-script cdmal "" "atdt#777" TIMEOUT 180 "CONNECT"
|

username cisco privilege 15 secret 5 $1$c/50$W4sr3BFW3AhIBOBRXjy84/
|

interface Loopback0

ip address 2.2.2.1 255.255.255.0

|
interface TunnelO

ip address 192.168.10.3 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp map multicast dynamic

ip nhrp map multicast 20.20.241.234

| oL-22739-01-J
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ip nhrp map 192.168.10.1 20.20.241.234

ip nhrp network-id 1

ip nhrp nhs 192.168.10.1

ip nhrp registration no-unique

ip nhrp cache non-authoritative

ip ospf network broadcast

tunnel source dialer 1

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile Cisco

!

I BRI ST N TD GRE PR AICE D 2 THALE GRE ff T T L— R,
!

!

interface GigabitEthernet0/0

no ip address

shut down

|

interface GigabitEthernet0/1

no ip address

shutdown

|
interface FastEthernet0/2/0

switchport access vlan 103

|
interface FastEthernet0/2/1

switchport access vlan 103

|
interface FastEthernet0/2/2

switchport access vlan 103

|

interface FastEthernet0/2/3

switchport access vlan 103

|

!

I ROUNT—BEEILRGEZ A T IITT, SRUL HICC T — A F—T = R F
I EBIWLREEICRS, TP T NLREFRFLET, S0 F =L dialer pool-member v N/E,
1 EST T I T e RN T— KT o R ETESITE T,

!

interface Cellular0/1/0

no ip address

encapsulation ppp

dialer in-band

dialer pool-member 1

|
interface Dialerl

ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 1

dialer string cdmal

dialer persistent

PPP chap hostname isp-provided-hostname
PPp chap password 0 isp-provided-password
PPP ipcp dns request

|

interface Vlanl

no ip address

|

interface V1anlO03

ip address 10.3.0.254 255.255.0.0
ip nat inside

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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ip virtual-reassembly

|
router ospf 90
log-adjacency-changes

network 2.2.2.0 0.0.0.255 area 222
network 10.3.0.0 0.0.255.255 area 103
network 192.168.10.0 0.0.0.255 area 0
|
ip route 20.20.241.234 255.255.255.255 dialer 1
|

|
control-plane

|
line con O

exec-timeout 0 0

line aux 0
line 0/1/0

exec-timeout 0 0

script dialer cdmal

login

modem InOut

no exec

transport input all

transport output all

rxspeed 3100000

txspeed 1800000

line vty 0 4

privilege level 15

no login

transport input telnet

line vty 5 15

privilege level 15

login local

transport input telnet

|

scheduler allocate 20000 1000

webvpn cef
|

end

TS530F2DAT 1R IL—EDERE

%l 5-8 TIUF20FT7 4R L—FDERE

CORENTHROFMETITRENETF A MIa AL FERTEDIHEHEINTEY, BEOa
V=V EFRRLEGEICEFRINEFAL, RKFOTFA ML, =7 —NBELELRIIRE-TS
T A0 EERa~y RERTEDIEREINTWET, Ty 7 T385481F. KETREALTY
LI _XCOa~v s FRaryy—1rHATHRECTHL I 2R LET,

KFEDOT FA MIEARE LT —BE, 5L IPsec X, IPSLA Ny 277 v FRIE, BLUEAA L
IPBEDHFOH LIS SN E T, ZADOERECHEMTON TV DIROF A~ R, 7
NVEERIZDI > TR SN DT, T8y ZRHICHBICZTE 7,

|

hostname DMVPN Spoke 2

!

crypto isakmp policy 10

| oL-22739-01-J
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hash md5

authentication pre-share

!

! Fx=—X 1 RIT—2520D ISAKMP Y —

!

!
crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
!

I FNTDYE— ) DMVPN R N—2 DFFIIEEF—

!

1
crypto ipsec transform-set strong esp-3des esp-md5-hmac
!

I EEDOTF= B E L ) BAMEOLE DD IPsec (7x—X 2) Y —
!

!
crypto ipsec profile cisco

set security-association lifetime seconds 86400
set transform-set strong

!

! IPsec &N LJE GRE P FRANCEHNZEHI NS IPsec 7177 74 /L
!

1

ip cef

|

ip dhcp excluded-address 10.8.0.1

ip dhcp excluded-address 10.8.0.254

|

ip dhcp pool cdmapool

network 10.8.0.0 255.255.0.0
default-router 10.8.0.254
|
|

chat-script cdma2 "" "atdt#777" TIMEOUT 180 "CONNECT"
!

username cisco privilege 15 secret 5 $1$YNWp$1OLVYbOgkTnZFmkgcCK1LO
|

interface Loopbackl

ip address 1.1.1.1 255.255.255.0

|
interface TunnelO

ip address 192.168.10.2 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp map multicast dynamic

ip nhrp map multicast 20.20.241.234

ip nhrp map 192.168.10.1 20.20.241.234
ip nhrp network-id 1

ip nhrp nhs 192.168.10.1

ip nhrp registration no-unique

ip nhrp cache non-authoritative

ip ospf network broadcast

tunnel source dialer 1

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile Cisco
!

I BT S AT TD GRE RS HE D G THALE GRE fFe T L— R,
!

|

interface FastEthernet0/0

no ip address

shutdown
|

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
m. 0L-22739-01-J |



E5E ®wELRYFI—VBALFIF

IPSec & U OSPF Z& AL DMVPN oA M

interface FastEthernet0/1
ip address dhcp

shutdown

|

interface FastEthernet0/3/0
switchport access vlan 108
|

interface FastEthernet0/3/1
!
interface FastEthernet0/3/2
switchport access vlan 108
!
interface FastEthernet0/3/3
switchport access vlan 108
!
!
! KD T —ZIENT KIS A ¥ Z/HTT, Zld, FIZEnT— 45— 7o X B REICIR D
! IP T NLRZRIGFLES, 50 ¥F 7—nEL0 dialer pool-member 2~ N/,
LSS FTT ATl RN T o F—T = IEFREITET,

!

interface Cellular0/1/0

no ip address

encapsulation ppp

dialer in-band

dialer pool-member 1

|
interface Dialerl

ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 1

dialer string cdma2

dialer persistent

PPp chap hostname isp-provided-hostname
PPp chap password 0 isp-provided-password
PPP ipcp dns request

|
interface V1anlO08

description used as default gateway address for DHCP clients
ip address 10.8.0.254 255.255.0.0

ip virtual-reassembly

|
router ospf 90

log-adjacency-changes

network 1.1.1.0 0.0.0.255 area 111
network 10.8.0.0 0.0.0.255 area 108
network 192.168.10.0 0.0.0.255 area 0
|

ip route 20.20.241.234 255.255.255.255 dialer 1
|

control-plane

|

line con O

exec-timeout 0 0

line aux 0

line 0/1/0

exec-timeout 0 0

script dialer cdma2

login

modem InOut

no exec

transport input all

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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transport output all
autoselect during-login
autoselect ppp

rxspeed 3100000

txspeed 1800000

line vty 0 4

access—-class 23 in
privilege level 15

login local

transport input telnet ssh
line vty 5 15

access-class 23 in
privilege level 15

login local

transport input telnet ssh
|
scheduler allocate 20000 1000
|

end

A4 FDIL—EZ DEETE

%l 5-9 it A FOIL—F DOERE

COBRTENTHOOFATRHEINZTF A MIaA LV ME2RTEDIERENTEBY, @FOa
V=N EERLTEGEICIIEREINEEA, KFOTHAME, =7 —BRELEHEICRS TS
BT 57-00EERa~ FERTEOIHEHINTOWET, Ty 7358581, KETRIATY
L2 _RTCoavy FpRaryy—2HHTHLRERLUTHD Z L 2R LET,

KFOT A MIEAELT —HE, B2 b [Psec HE. IPSLA RNy 7T v 7RE. BLOEAA L
IPEREOHERH LIZEHEINET, ZTNODOEFEICHEMIT LN TWEIROE Y Rk, o7
NERICODE > TR END 2D, Ty ZHICHBEICSRTX £7°,

|

hostname DMVPN Hub

!

ip cef

|

ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254

ip dhcp pool 192
network 192.168.1.0 255.255.255.0
dns-server 192.168.1.254
default-router 192.168.1.254

|

!

crypto isakmp policy 10

hash md5

authentication pre-share

!

I Zx—X ] FIxr—23>D ISAKMP Y —

!

|

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0

IGEEWAN A YE— T4 R A—F YYa—LavBAHMAF
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!

I JNCDYE— ) DMVPN RXN—2 DHFIHHF—

!

!
crypto ipsec transform-set strong esp-3des esp-md5-hmac
!

| HEEOF—BIFEL | BAMEDLDD IPsec (7x—X 2) HY—
!

!
crypto ipsec profile cisco

set security-association lifetime seconds 86400

set transform-set strong

!

! Ipsec ZJ| L GRE | FMNZEHIIZHN] SIS IPsec 7' 7 74 /b
!

!
username cisco privilege 15 secret 5 $1$QF4K$Z1rE.mwS69FVx1e519DCUL
|

interface Loopback33

ip address 3.3.3.3 255.255.255.0

|

interface TunnelO

ip address 192.168.10.1 255.255.255.0

no ip redirects

ip mtu 1440

ip nhrp map multicast dynamic

ip nhrp network-id 1

ip nhrp cache non-authoritative

ip ospf network broadcast

tunnel source GigabitEthernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco

I BB S TN T D GRE P RAICHE Y 24T 5
! GRE hI2F 72 7L —h

interface GigabitEthernet0/0
description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 10
no cdp enable
spanning-tree portfast
|
!
interface FastEthernet0/1/8
switchport stacking-partner interface FastEthernet0/3/8
no cdp enable
|
interface FastEthernet0/3/0
switchport access vlan 20
no cdp enable
spanning-tree portfast
|
interface FastEthernet0/3/8
switchport mode trunk
switchport stacking-partner interface FastEthernet0/1/8

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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no cdp enable

|

interface VlanlO

description private networking vlan

ip address 10.10.0.254 255.255.0.0

no ip route-cache cef

|

interface Vl1an20

description network:20.20.248.224,mask:/27,1last host:20.20.248.254
ip address 20.20.248.254 255.255.255.224
no ip route-cache cef

|
router ospf 90

log-adjacency-changes

network 3.3.3.0 0.0.0.255 area 333
network 10.10.0.0 0.0.255.255 area 1010
network 192.168.10.0 0.0.0.255 area 0

|

ip route 0.0.0.0 0.0.0.0 20.20.241.233
!

control-plane

|

!

line con O

exec-timeout 0 O
stopbits 1

line aux 0

stopbits 1

line vty 0 4

privilege level 15
transport input telnet
line vty 5 15

privilege level 15
transport input telnet
|

scheduler allocate 20000 1000

webvpn cef
|

end

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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T34 JOO0BEUNYIT7YT Yoo %EFERLT-
EzVPN EA

EzVPN (. $lC. 2RO T 5o F 2 EORMLT 50 F TOBEATK L TEALIEEFHHEICITZ 5 X
JICERFHENTWET, ZOEATIE, 794~V V7L TDSLA Vv Z—T A R&MAL,

Nyl Ty7F JrzbLlTerT7— Vo7 2ERLET, EzVPN OFEMIZ DWW T, [Cisco Easy
VPN] #ZRLTLIZ&EWN,

X 5-5 T34V EEUNY I 7y TEERL EZVPN OFA

3G EILZ—a7

*ry bI—=9
(Ny 97y THEGRR)
— EzVPN
_____ i b FRILD
= | Ny 5797

(N S
TJS0F 74X

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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EzVPN V547> (TS5 VF IL—43) OBRE

%l 5-10 EzZVPN ¥ 547>k (TS52F IL—4) OBRE

COBRENTHAOAMETIEHMENTEZTF A MITA L FERTEDICHFEHRAINTEY, BFEOa
V=N EFERLIEGEICIIRREINNEFA, KFOTHAME, =27 —BRAELELHAEICR> TS
B D20 EERa~y FERTEDIHERASATOWET, Ty 7958581, KFETREATY
LT _XCOa~v s FRaryy—12HATHREIETHDL I 2R LET,

KFDOT FAMIERENVT —IE, W5 IPsec RE. IPSLA Ny 77 v 7RE, BELOENSA L
IPREOHFOH LIHEASNET, ZALDOHFREICEEMTOENTVOIRDFa~ L NiE, o
NERIZDIE > T SN, 7y ZEICHRICSHTE £,
!
hostname branch-router
!
ip cef
!
ip dhcp excluded-address 10.13.0.254
!
ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.13.0.254

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"
!

I AT e H =T REP LIS A T RADF b X2 YT
!

username ciscol23@cisco.com password 0 lab
username cisco password 0 lab

username sachin@cisco.com password 0 lab

!

! EzVEN 2 Z4 72 FRBA O R — G 22— L N T — R,
!

!

track 234 rtr 1 reachability

|

crypto ipsec client ezvpn hw-client-pri

connect auto

group hw-client-group key ciscol23

backup hw-client track 234

mode network-extension

peer 128.107.248.243

username ciscol23@cisco.com password lab

xauth userid mode local

I TS~V WAN A —T A XD EZVPN 2 T4 T FDRIE, N2 T w7 WAN DREHFIC,
! T A NG NI T2 234 FREFL TN T T LET,

!

!

crypto ipsec client ezvpn hw-client
connect auto

group hw-client-group key ciscol23
mode network-extension

peer 128.107.248.243

username sachin@cisco.com password lab
xauth userid mode local

! Ny T WAN A —T x4 XD EzVPN 2 T4 T FDFE
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m. 0L-22739-01-J |



E5E ®wELRYFI—VBALFIF

IS4 UvhBEUNRyI 7y T U &EALE Ez2vPN HA B

interface Loopbackl
ip address 1.1.1.1 255.255.255.255
|
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP Z T4 72 P FRPMZLEOTHNTEINS T 7 X, 17—V R b A=,
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
! IT~ ) =T RE LTSI ES ATM (DSL) YF A K — T x4 R
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2
|
interface Cellular0/1/0
no ip address
ip nat outside
encapsulation ppp
dialer in-band
dialer pool-member 1
dialer-group 1
async mode interactive
PPP ipcp dns request
|
interface V1anlO04
description ip address used as default gateway address for DHCP clients
ip address 10.13.0.254 255.255.0.0
ip nat inside
ip virtual-reassembly
crypto ipsec client ezvpn hw-client-pri inside
crypto ipsec client ezvpn hw-client inside

! EzVPN BFBfEDEZDODHNEA > Z—T 24 AD—FE RS 912, Z7 X b 4 —PF> b H—p
I 0/1/0 5 0/1/3 ICHEEFESHEA X M VIAN 104 3EHZRLF T,

!

interface Dialerl

ip address negotiated

3GEEWAN AV E—T AR H—FK YYa—aVBAHAF
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ip nat outside

encapsulation ppp

dialer pool 1

dialer string gsmscript

dialer persistent

dialer-group 1

PPp chap hostname ciscolcisco.com
pPp chap password 0 ciscol23

PPP ipcp dns request

crypto ipsec client ezvpn hw-client

I T A E =T REFET BN T AT xR

! DN I T T AT g R TC, il TEZE LTZIFEE IPsec 2274 72 f ezvpn hw-client,
I ZREL Y, SRS EzVPN BFSEDEEA =T = X TS Z E PR I ET

interface Dialer2

ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 2

dialer-group 2

PPp chap hostname Cisco@cisco.com

Ppp chap password 0 cisco

PPP ipcp dns request

crypto ipsec client ezvpn hw-client-pri inside
|

!

! FFA~Y WAN DHAHE EzVEN 2 — T x A AFEHELET,
!
ip local policy route-map track-primary-if
|
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234
ip route 0.0.0.0 0.0.0.0 Dialer 1 253

|
access-list 1 permit any

|
access-list 102 permit icmp any host 209.131.36.158
|
dialer-list 1 protocol ip list 1

|
dialer-list 2 protocol ip permit

no cdp run

|

|

!

route-map track-primary-if permit 10
match ip address 102

set interface Dialer2 nullO

|

control-plane

|

line con O

exec-timeout 0 0

exec prompt timestamp

stopbits 1

line aux 0

stopbits 1

line 0/1/0

exec-timeout 0 0

script dialer gsmscript

login

modem InOut

no exec
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IS4 UvhBEUNRyI 7y T U &EALE Ez2vPN HA B

transport input all
transport output all
rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
|

end

EzVPN H—/\ JL—32 DE&RE

%l 5-11 EzVPN 4—/8 L—2 DT

CORENTHEODORMETREHE INZTFAMIaA L M2 RTEDIERINTEY, @EDay
V=W EFERLIEGEIZIRREINEFA, KFOTHFAME, =27 —BRAELELHAEICR> TS
W27 @EERa~vy RERTEODIHERINTHET, Ty 7T 58/1E, KETRIATHD
LT _XCOa~v s FRaryy—1rHATHREIETHDL I E2HRLET,

KFEOTFA MIEAELT —FE., BE{k IPsec iRE. IPSLA X 77 v 7&RKE, BLOEAAL L
IPREOFERHLIZFEHINET, ZN6DORFEICHEMTOLNATWHWIROE a2 NiX, o7
NERIZDE S THHEOHEND 20, Ty JRICHBICSTE $£9,

hostname ezvpn gw

|

ip cef

|

username ciscol23@cisco.com password 0 lab
username sachin@cisco.com password 0 lab

|

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share

group 2

lifetime 1800

crypto isakmp client configuration address-pool local dynpool
|

crypto isakmp client configuration group hw-client-group
key ciscol23

dns 10.11.0.1

domain cisco.com

pool dynpool

acl 111

|

|

crypto ipsec transform-set setl esp-3des esp-md5-hmac
|

crypto dynamic-map dynmap 1

set transform-set setl

|

|

crypto map dynmap isakmp authorization list hw-client-groupname
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crypto map dynmap client configuration address respond
crypto map dynmap 1 ipsec-isakmp dynamic dynmap
|

!

! EzVPN Y— RE, ACL 111 /&, EzVPN 2 74 T 2 NOGIFEESASFASIHE T 7 1> 2 FEFHEL,
! IPSec N FADEy NT o IWIZRT T =g 3R FET
!

!

interface GigabitEthernet0/0

ip address 128.107.248.243 255.255.255.224

ip nat outside

duplex auto

speed auto

crypto map dynmap

12U S TV —ND WAN A 2 — T o RICEH SHE T,
!

!

interface GigabitEthernet0/1

ip address 10.11.0.1 255.255.255.0
ip nat inside

ip virtual-reassembly

duplex auto

speed auto

media-type r3j45

no cdp enable

|

ip local pool dynpool 10.11.0.50 10.11.0.100
!

I om— T3 EHL T, IP TR REVE— | EzVPN 2 T4 T MNIIEELF T,
!

!

ip nat inside source list 101 interface GigabitEthernet0/0 overload

ip route 0.0.0.0 0.0.0.0 128.107.248.254

|

access-list 111 permit ip 10.11.0.0 0.0.0.255 10.13.0.0 0.0.0.255

! EzVPN VE— |} 2 F4 T2 MIDIEFEEPFFA S SBEDD SHR N7 7 1 2 2 &
I EFELFET, ZOL D% ACL MKiT. BEEEEB LN NAT JHIC EzVPN D

! YE—p 2T T MNERESAET,
!

control-plane

!

|

I

line con O
exec-timeout 0 0O
exec prompt timestamp
line aux 0

line vty 0 4
login

!

end
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CCOA-Only £— FT®M NEMO Over 3G

Network Mobility (NEMO) 1%, E#iPHIC 7z 2 MIBERGEIKICHO T > T, A¥ T Xy hU—27 L LT
BWEOT I T HHEATHDIERTESL, Ay —F 7 A RA 7T a Ty, T _XTOT T UFIE7
TUTF N—FOERICERSINTZESAL L Xy U= E LTHREL, WAN U > 2720 L&A
Sy EANANVIP PR E ST, TR TOEREML LET, ROBREHIX, Foreign Agent
(FA) RTFEELZR, aalr—ya V&7 KL 2o&k (CCOA-only) DEF— R TOENA)VIP &R

LTWET, 77 FTHO NEMO EADFEMIZHOWTIE, [Introduction to Mobile IP] &M 1L T<
7ZEW,

5-6 3G WAN #HTnH NEMO DEE

3Gt/Z—a7
*y bD—=7
Ny o7 THER)

TJSV0F 74X

3G WAN ##m L 1=
ENAIIIL—EF (MR) &ER—LA
I—Yxz2 b (HA) ORE®
BALFZITYY ENAILIP ORI

|
l\[
278763

TSV0F F T4 RDENSIL L—E (MR) DERTE

% 5-12 TSUFAT4RDEINLIL IL—4E (MR) DRE

hostname mobile-router

|

ip cef

|

ip dhcp excluded-address 10.13.0.254

|

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231

default-router 10.13.0.254
|

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"
!

I B T— LT REPLES S T T ANDF o X2 YT

!
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track 234 rtr 1 reachability
!
I Ny Ty TG T2 b P T F L
!
interface Loopbackl00
ip address 10.100.0.3 255.255.255.0
!
L BN = EE DS TORALF) TP T FLX, 0T FLXiE
! HA-MR V7R hO—FTT
!
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP ZZ74 7> F HRPMILoTRIISNS 77 X b 1 —VF> p F—F
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
1 T~ AT RELTRIEINEG ATM (DSL) WP 5 — T =4 R,
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2
|
interface Cellular0/1/0
no ip address
ip nat outside
encapsulation ppp
dialer in-band
dialer pool-member 1
dialer-group 1
async mode interactive
PPP ipcp dns request
!
! ENS I TP DB ¥ Z (50 +F 7 1) &L, #1717 pool-member 1 /4,
! Zq T T 1 BRESNTNSEE ST 1 12T — =T X5 f#E1TET
!
1
interface V1anlO04
description ip address used as default gateway address for DHCP clients
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ip address 10.13.0.254 255.255.0.0
ip nat inside
ip virtual-reassembly

Tr R AR K= 0/1/0 25 0/1/3 ICHEEI AR X M VLAN 104 2EHELFEFT,
! DYV TR NI, NG = EDEEIEDSTENL I Ry NT—2(Z0 0 ET,

interface Dialerl

ip address negotiated

ip nat outside

ip mobile router-service roam

ip mobile router-service collocated ccoa-only
encapsulation ppp

dialer pool 1

dialer string gsmscript

dialer persistent

dialer-group 1

pPpp chap hostname cisco@cisco.com
PPp chap password 0 ciscol23

PPP ipcp dns request

ccoa-only FE/NA I IP F— NDOFENL I IP RED LN T—EBRESIT 575
I S 2F e S A A e g

interface Dialer2
ip address negotiated
ip nat outside
encapsulation ppp
dialer pool 2
dialer-group 2
PPp chap hostname Cisco@cisco.com
pPpp chap password 0 cisco
PPP ipcp dns request
|
router mobile
!
I IOy NlI—Z TENL L IP HREE T AL E T
!

|

ip local policy route-map track-primary-if
|

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

ip route 0.0.0.0 0.0.0.0 dialer 0/0/0 253
|
ip
algorithm md5 mode prefix-suffix
!

mobile secure home-agent 128.107.248.243 spi decimal 1003 key ascii 1234567891234563

I ZDRT— P AT ASCIT HEEN L ThE SEDFME @BaF & E# L E T,
! ASCII fB/% HQ MD/—KD HA RIEDEE —E L THOSLERD D ET

!
ip mobile registration-lifetime 1800
ip mobile router

address 10.100.0.3 255.255.255.0

collocated single-tunnel

home-agent 128.107.248.243

mobile-network GigabitEthernet0/1

register retransmit initial 5000 maximum 10000 retry 5

reverse-tunnel

FRURE, TN 2 100 (SEBES I TNL I = Z DR TP TR FEHELET

I ENA IP Y2 TR ERHET S = E e — F Dk TE D LTI,
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I =A== f TRLAPEFESAET,

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2
timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

access-list 1 permit any

|

access-list 102 permit icmp any host 209.131.36.158
|

dialer-list 1 protocol ip list 1
|

dialer-list 2 protocol ip permit
no cdp run

|

|

!

route-map track-primary-if permit 10
match ip address 102

set interface Dialer2 null0
|

control-plane

|

bridge 1 protocol ieee

|

line con O

exec-timeout 0 O

exec prompt timestamp
stopbits 1

line aux 0

stopbits 1

line 0/1/0

exec-timeout 0 O

script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all

rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15

login local

transport input telnet

|
scheduler allocate 20000 1000
|

end

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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FHDEKR—L -2k (HA) DIL—2DERTE

%l 5-13 AgDAE—L I—Cz b (HA) OIL—FDORE

COBRENTHAORMETIEHMENTZTF A MITA L FERTEDICHFEHRAINTEY, BFEOa
V=N EFERLIEGEICIIRREINEFA, KFOTHAME, =7 —BRAELEHAEICR> TS
B D20 EERa~ Y FERTEDICHERASNATOWES, Ty 758581, KFETREATY
LT _XCOa~v s FRaryy—1rHATHREETHDL I 2R LET,

KFEFOTFA MIEAENLT —FE, KB b IPsec %X E. IPSLA Ny 77 v 7RE. BLOENA IV
IPHEOFOH LIZFEHINET, INOLOKRTICHEEM T LN TVWDIROKE 2~ R, o7
NERIC D> TR EN DD, Ty ZJIICHBICSRTE £97,

hostname HQ-HomeAgent
|
ip cef
|
interface Loopbackl00
ip address 10.100.0.1 255.255.255.0
!
I A =Pz (HA) EEANS N =5 (MR) FIDFNS L TP TR
!
interface GigabitEthernet0/0
ip address 128.107.248.243 255.255.255.224
ip nat outside
duplex auto
speed auto
!
I ZRE, A E =R fEIDLTENSL I = F TS WAN K — T A X T
!
interface GigabitEthernet0/1
ip address 10.11.0.1 255.255.255.0
ip nat inside
ip virtual-reassembly
duplex auto
speed auto
media-type rj45
no cdp enable
|
router mobile
!
! HA DN—F fDTANLI TP FHLET
!
1
ip nat inside source list 101 interface GigabitEthernet0/0 overload
|
ip route 0.0.0.0 0.0.0.0 128.107.248.254
|
ip mobile home-agent reverse-tunnel private-address
ip mobile home-agent QoS policer
ip mobile home-agent address 128.107.248.243 lifetime 1800 replay 255 unknown-ha accept
reply
!

I A T PORE
!
ip mobile host 10.100.0.3 virtual-network 10.100.0.0 255.255.255.0
ip mobile mobile-networks 10.100.0.3
register
!

I BERIDFEANS I — S T B
_/
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ip mobile secure host 10.100.0.3 spi decimal 1003 key ascii 1234567891234563 algorithm md5
mode prefix-suffix
ip mobile registration-lifetime 1800
!
! EF2 TRBIEDEDDENS I —F G (MR ICREIHN TS bDEFEC ASCIT)
! BLOWE LA
!
access-list 101 permit ip 13.1.1.0 0.0.0.255 any
|
control-plane
|
line con O
exec-timeout 0 O
exec prompt timestamp
line aux 0
line vty 0 4
login
|

end
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