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waas-cm(config) # device mode ?
application-accelerator Configure device to function as a WAAS Engine.
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WAAS CLI WAAS Central Manager waas-cm WAAS
device mode

waas-cm# configure

waas-cm(config) #

waas-cm(config) # primary-interface gigabitEthernet 1/0
waas-cm(config)# device mode central-manager

waas-cm(config)# exit

waas-cm# copy run start

waas-cm# reload

Proceed with reload?[confirm] y

Shutting down all services, will Reload requested by CLI@ttySO.
Restarting system.
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Configuration Guide

WAE NME-WAE WAAS Central Manager
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ip weep redirect
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redirect in
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WAAS TCP WAE
WCCP 2 TCP WAE
WAE TCP WAE WCCP 2
61 62 Edge WAE  WAASCLI WCCP
61 62 WAE tcp-promiscuous
Edge-WAEL (config) # wcep ?
access-1list Configure an IP access-list for inbound WCCP encapsulated
traffic
flow-redirect Redirect moved flows
router-list Router List for use in WCCP services
shutdown Wccp Shutdown parameters
slow-start accept load in slow-start mode
tcp-promiscuous TCP promiscuous mode service
version WCCP Version Number
WCCP 61 62 WAAS Central Manager GUI TCP Promiscuous
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p.4-30
PBR WCCP LAN
Edge-WAEL1 Edge-Routerl
Edge-WAE1 PBR WCCP
LAN
Core-WAE1 Core-Routerl ~ Core-WAE1
WAE LAN
3
WAE 3
PBR WCCP
WAE WAE  Cisco 10S
WAE
WAE  Cisco 10S 3
Cisco 10S
Edge-Routerl Core-Routerl WAE
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)
WAE IP ACL WAE WAAS
WAE
WAE IP ACL
WAE
Edge WAE
Edge WAE
WAAS
WAE WAE
WAE p.4-29
Y
WAE WCCP
IP p.4-10
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B waas
WAAS
WAAS
WAAS
AAA
AAA WAAS
WAAS RADIUS TACACS+ Windows
AAA
Authentication, Authorization, And Accounting AAA,;
WAAS TACACS+ AAA
WAAS AAA p.6-35
WAAS
WAAS WAAS Central Manager
WAAS Central Manager WAE
WAAS 2
. — WAAS Central Manager GUI WAAS Central Manager CLI
WAE Device Manager GUI WAAS
WAAS admin
default
. CLI — WAAS WAAS CLI
A
WAAS Central Manager GUI WAAS Central Manager
WAE Device Manager GUI
Core WAE Edge WAE WAAS
WAAS WAAS
superuser
WAAS superuser
WAAS admin
default superuser WAAS
WAAS WAAS
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| 2 WAAS

WAE ||
WAAS WAAS superuser
admin
default superuser 15 WAAS Central Manager GUI
p.7-8
WAAS Central Manager WAE
1 WAE WAE
WAAS
WAE Windows
WinAuth WinAuth
WAE WinAuth WAE
WAAS Central Manager GUI Edge WAE  Core WAE
. — WAE
2
WAFS
WAE
WAAS
WAAS WAE 1 WAE
2
WAE
WAE WAE
WAE
WAE WAAS 1
WAE
Y
AllDevicesGroup WAE
AllDevicesGroup
WAE WAE
. — WAE WAAS
3
WAE
WAE WAE
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W wae

WAE

WAE 1

WAAS Central Manager

WAAS Central Manager WAAS
WAAS
WAAS

Cisco Wide Area Application Services Quick Configuration Guide
WAE
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WAAS

WAE
WAE Edge WAE Core WAE
° Core WAE
e Edge WAE
° Core WAE
e WAFS
. CIFS
J ACL 2
ACL Rsync
ACL
Robocopy Rsync
Microsoft ACL
Robocopy.exe ACL
Permcopy.exe
. Edge WAE
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CHAPTER

Wide Area Application Service WAAS

N
o WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
o p.3-2
. p.3-3
. p.3-13
o p.3-17
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WAAS WAAS
1
2
WAAS 1
WAAS
WAAS
WAAS Central Manager ~WAE
AllDevicesGroup
WAE All Devices
All Devices
WAAS
2 Wide Area File Services WAFS
p.3-3
o — WAAS
3
WAAS Central Manager 3
WAAS
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o p.3-3

N p.3-7

. p.3-8

o p.3-9

. p.3-9

o p.3-9

o p.3-12

. p.3-3

. p.3-5

o p.3-6
3-1

3-1

p.3-3

p.3-5

p.3-6

1 WAAS Central Manager GUI [My WAN] > [Manage Device Group]
[Device Groups]

Cisco Wide Area Application Services
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. [Edit]
2 [Create New Device Group] [Creating New Device Group]
3 [Name]
4 [Type]

e Configuration Group —
e WAFS Core Cluster — Wide Area File Services WAFS

p.11-12

5 Automatically assign all newly activated devices to this group

[Baseline]
p.3-14
Y
1
1
1 [Is Baseline]
6 [Comments]
[Device Group]
7 [Submit]
Y
[Pages configured for this device group] WAAS Central Manager GUI

a. [Select pages to hide from table of contents for this device group]

Cisco Wide Area Application Services
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WAAS Central Manager GUI

b.
c. [Submit]
9
WAAS
Y
p.3-13
1 WAAS Central Manager GUI [My WAN] > [Manage Device Group]
[Device Groups]
2 [Edit]

[Modifying Device Group]

3 [Pages configured for this device group]

a. [Select pages to hide from table of contents of this device group]

WAAS Central Manager GUI

Cisco Wide Area Application Services
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There are currently no settings for this group
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6 [Submit]
[Modifying Device Group] [Pages configured for this device
group]
7 p.3-6
WAAS
Central Manager GUI 2
[My WAN] > [Manage Devices]
[Edit] [Assign Groups]
4 5
WAAS Central Manager WAAS Central
Manager
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Y
AllDevicesGroup
2
AllDevicesGroup
1  WAAS Central Manager GUI [My WAN] > [Manage Device Group]
2 [Edit]
[Modifying Device Group]
3 [Assign Devices]
WAE [WAE Assignments]
4
i o
5 [Submit]
6 [Unassign]
[Remove all WAES]
[Submit]
1  WAAS Central Manager GUI [My WAN] > [Manage Device Group]
[Device Groups]
2 [Edit] [Modifying Device

Group]

Cisco Wide Area Application Services
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3 [Delete Device Group]

4 [OK]

WAAS Central Manager GUI

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

2 [Edit]
[Device Dashboard]

3 [Device Dashboard] [Assignments]

WAAS [Device Group Assignments]

[Assign Groups] [Device Group
Assignments]

1  WAAS Central Manager GUI [My WAN] > [Manage Device Group]

2 [Edit]
[Modifying Device Group]
3 [Assign Devices]

WAAS WAE Assignments
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OL-16450-01-J |



[Device Groups] WAAS
WAAS Central Manager GUI  [My WAN] > [Manage Device

Groups]

. WAFS

p.3-3
. [Edit]
1
WAAS Central Manager GUI [Configure] > [System Properties]
[Config Properties]
DeviceGroup.overlap [Edit]

[Modifying Config Property, DeviceGroup.overlap]
[Value] [true] [false] true

false

[Submit]

WAAS Central Manager GUI

. p.3-10
. p.3-10
o p.3-11
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1  WAAS Central Manager GUI [My WAN] > [Manage Device Group]

[Device Groups]

2 [Edit]

[Modifying Device Group]
3 [Force Group Settings]

WAAS Central Manager GUI

The action will apply all settings configured for this device group to all the WAEs
assigned to it. Do you wish to continue?

4 [OK]
5 [Submit]
p.3-12
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
2 [Edit]

[Device Dashboard]
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[Submit]

WAAS Central Manager GUI

WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Edit]

[Device Dashboard]

[Override Group Settings]

Y

[Override Group Settings]
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5 [Submit]

S

[Force Settings on all Devices in Group]

6
[Submit]
1 A 1 DGl
A DGl
2 A 2 DG2 A2
DGl DG2
A DG2 DG1
3 DGIL
A DG2
A DGI DG2

p.3-9
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WAAS
WAAS Central Manager GUI

1
. p3-13
. p3'16
3-2 WAAS
3-2
1.
p.3-14
2,
p.3-15
3.
p.3-6
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1  WAAS Central Manager GUI
1

e [File Services]
e [Acceleration Services]

Group]
e [Platform Services]

p.3-14
p.3-15

[Configure] > [File Services] > [Baseline Group]
[Configure] > [Acceleration] > [Baseline

[Configure] > [Platform] > [Baseline Group]

[Selecting the (File, Acceleration, or Platform) Baseline Group]

A

Baseline Group]

[Selecting the File

3 Automatically assign all newly activated devices to this group

4 [Comments]
[Device Group]

5 [Pages configured for this device group]

WAAS Central Manager GUI
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a. [Select pages to hide from table of contents of this device group]

6
WAAS Central Manager GUI
b.
7 [Submit]
8
2

1  WAAS Central Manager GUI

e [File Services]

e [Acceleration Services]
Group]

¢ [Platform Services]

[Modifying Device Group]

2 [Pages configured for this device group]

e [Configure] > [File Services] —

¢ [Configure] > [Acceleration] —

Cisco Wide Area Application Services

Edge Server

[Configure] > [File Services] > [Baseline Group]

[Configure] > [Acceleration] > [Baseline

[Configure] > [Platform] > [Baseline Group]
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e [Configure] > [General Settings] —

3-1 p.3-6
There are currently no settings for this group
4 [Submit]
[Modifying Device Group] [Pages configured for this device group]
5 p.3-6
WAAS Central Manager GUI
1  WAAS Central Manager GUI [Configure] > [File] [Acceleration]
[Platform] > [Baseline Group]
[Modify Device Group]
2 [Switch Group] WAAS Central Manager GUI

This action will remove this device group as the Baseline Group for this service. You
can then select another device group or create a new one to the Baseline Group for
this service. Do you wish to Continue?

3 [OK]
WAAS Central Manager GUI [Selecting the Baseline Group]
4 [Select a Device Group to be the Baseline Group]

[Create New Device Group]

[Modify Device Group]

e [Create New Device Group] [Create New Device Group]
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WAAS Central Manager WAAS

WAAS

p.9-2

o p.3-17
J p.3-18
o p.3-18

1  WAAS Central Manager GUI [My WAN] > [Manage Locations]
[Locations]

2 [Create New Location]

[Creating New Location]

3 [Name]
4 [Parent Location] [None]
1 1 2
[None] [Submit]
5 [Comments]
6 [Submit]
7 [Locations] [Edit]
8 p.9-2
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WAAS
1  WAAS Central Manager GUI [My WAN] > [Manage Locations]
[Locations]
2 [Edit]
[Modifying Location]
3 [Delete Location]
4 [OK]
WAAS
Central Manager GUI WAAS

[My WAN] > [Manage Locations]

[Location Trees] 3-3

3-3
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IP TCP IP TCP
Wide Area Application Engine WAE Wide Area
Application Service WAAS
WAE Web Cache Communication Protocol WCCP; Web

Policy-Based Routing PBR,;

WAAS Central Manager  Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE

Cisco Wide Area Application Services Quick Configuration Guide

WAAS

CLlI Cisco Wide Area
Application Services Command Reference WCCP Cisco 10S
Configuration Fundamentals Configuration Guide Cisco 10S Configuration Fundamentals Command
Reference
o p.4-2
. TCP p.4-4
e CIFS p.4-53
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WAAS

2 PBR

WAE

WAE

WAE
WCCP

WAE

4 Catalyst 6500 Content Switching Module [CSM]
Application Control Engine [ACE] Cisco WAE Inline Network Adapter WAE
WAAS 2

. WCCP PBR
/
WCCP
WAE
)
TCP WCCP 61 62 Common Internet File
System CIFS TCP
Edge WAE Core WAE TCP
CIFS TCP CIFS
Cisco WAE
CIFS Edge WAE
WAE
CIFS
1P TCP
CIFS TCP 139 445 WAE
WAE
EdgeWAE
N
Edge WAE 2 1
WAE WAE
Central Manager WAE
. WCCP 2
CIFS
CIFS Edge WAE
NetBIOS
Edge WAE
CIFS
WCCP PBR
CSM/ACE CIFS
WAAS
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WAE
Cisco WAE Inline Network Adapter WAE
4-1 WAAS
41
WCCP Version 2 Wide Area File Services WAFS
WAE
WCCP 3
WAE
Edge WAE
Core WAE WCCP
e WCCP WAE TCP
p.4-4
e WCCP CIFS
p.4-53
Microsoft DFS CIFS WAFS
Microsoft DFS CIFS
p.4-55
NETBIOS WAE CIFS WAFS
WAE
CIFS WAFS
NetBIOS
CIFS p.4-54
PBR
PBR
Edge
WAE
L3
Core WAE
PBR PBR
WAE WCCP
Cisco CSM  ACE
PBR WAE TCP
p.4-34
WAFS
TCP
p.4-44
ACE CSM Cisco Application Control Engine ACE
Catalyst 6500 Content Switching Module CSM
ACE CSM
WAE
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WAE WAN
WAE directed Directed
p.5-20

TCP

TCP

¢ WCCP WAE TCP p.4-4

¢ WCCP WCCP p.4-7

* WAE WCCP p.4-12

o p.4-30

e PBR WAE TCP p.4-34
e TCP p.4-44

WCCP WAE TCP

WAFS WCCP 2
WCCP 2

e WCCP 32  WAE

WAE WCCP

HTTP
. GRE WAE

e L2 GRE

e WAE

N

WCCP IPv4

WAAS WCCP TCP 61 62
WCCP WAE  WCCP 2

TCP TCP WAE
WCCP

WAAS WAE
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Cisco 2600 Cisco 2800 Cisco 3600 Cisco 3700 Cisco 3800 Cisco 7600
Cisco WAE WCCP 2
Catalyst 6000 Catalyst 6500 WCCP
2
S
2500 2600 3600 ISR Integrated Services
Router 2800 3800
WCCPv2 PBR
CPU
WAAS
Cisco ISR
WAE WAE
WAN
LAN WAN
LAN
CPU
WAN 10 WAN
T1 LAN WAE LAN 10 < T1
=10 > 1.544 Mbps 15 Mbps Cisco 10S
e WCCP p.4-5
. p.4-7
WCCP
WCCP WAE
e WAE VLAN
WCCP GRE GRE IP
e Edge WAE Network Address Translation
NAT;
e Catalyst 6500 Cisco 7600
2 Cisco
3 GRE
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N TCP

e Hot Standby Router Protocol HSRP; WCCP
WAE HSRP Virtual Router Redundancy Protocol
VRRP; HSRP
WAE WCCP
. Cisco Express Forwarding [CEF dCEF]
CEF CEF
WCCP IP CEF
. Edge WAE
e DoS WCCP
p.4-11
. WCCP
IP p.4-10
e WAE WCCP
e WAAS CLI WAAS Central Manager GUI WAE WCCP
WAAS CLI wecep EXEC ?
WCCP 2 WAE
WAE (config) # wecep ?
access-list Configure an IP access-list for inbound WCCP encapsulated
traffic
flow-redirect Redirect moved flows
router-list Router List for use in WCCP services
shutdown Wcep Shutdown parameters
tcp-promiscuous TCP promiscuous mode service
version WCCP Version Number
J WCCP 1
WAE WCCP WAE
WCCP
WAE WCCP
Cisco Wide Area Application Services Quick Configuration Guide
e WCCP 1 Web 80
WAE WCCP 1 WCCP 2
. WCCP Cisco Wide Area Application Services Quick Configuration Guide
WAE TCP WCCP 61 62
e WAE TCP WAE WCCP 2 61
62 2 WCCP WAE tcp-promiscuous
. WAE CLI WCCP CLI
WCCP WAAS Central Manager GUI WAE
WCCP Cisco Wide Area Application Services Quick Configuration
Guide CLlI WAE WCCP
Edge WAE  Core WAE Cisco Wide Area Application Services Quick Configuration
Guide WAAS CLI WCCP
WCCP WAAS Central Manager
GUI WCCP WAE WAE
WCCP
WAE WCCP p.4-12
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. WCCP WCCP WCCP
p.4-7 WCCP
. WCCP WCCP
WCCP
IP
Edge WAE  WCCP
IP
IP Edge WAE WAE Device Manager
GUI IP
NetBIOS 1 IP
UNC IP \\server\share
\\IP_address\share WAAS WAE Device Manager GUI
IP NetBIOS WAAS
Core WAE NetBIOS
NetBIOS
1 NetBIOS
WCCP WCCP
WAAS WAE WCCP
WCCP 2
e WCCP p.4-7
. P p.4-10
. p.4-11
. p.4-12
Y
Cisco Wide Area Application Services Quick Configuration
Guide WCCP
WCCP
WCCP 2 WAE 1 Edge WAE
WAE WCCP WAE
WCCP 2
WCCP 2 Edge WAE Edge WAE
Edge WAE WCCP 2
4-1
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4-1 WCCP 2

159091

1 3 |Edge WAE WAE

2 |Cisco 4 |\WAE

Edge WAE WCCP 2 Edge WAE
IP Edge WAE Edge WAE

1 Edge WAE

1. Edge WAE WCCP

WCCP 32
Edge WAE
2. Edge WAE
Edge WAE
3. Edge WAE 1 Edge WAE
Edge WAE WCCP
Edge WAE Edge WAE
WCCP Edge WAE
Edge WAE
WCCP WCCP 2 Edge
WAE WAAS WCCP
WCCP
. WAAS Central Manager GUI WAE WCCP
[p.4-23] wcep service-number mask
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. WCCP 2
WCCP 2
WCCP 2 WCCP
ip weep WCCP
no

ip weep {web-cache | service-number} [group-address groupaddress]

224.10.10.1
TCP WCCP 2 61 62

Router (config)# ip wccp 61 group-address 224.10.10.1
Router (config)# ip wccp 62 group-address 224.10.10.1

TCP

Router (config)# ip wcecp 61
Router (config)# ip wccp 62

WAE WCCP

WAE (config) # wecp router-list 1 224.10.10.1

WAE 1 WCCP

Router (config)# interface vlan817

Router (config-subif)# ip wcecp 61 group-listen
Router (config-subif)# ip wcecp 62 group-listen
Router (config-subif)# ip pim dense-mode

WCCP

Router (config)# interface fal/0.40

Router (config-subif)# ip wccp 61 redirect in
Router (config-subif) # exit

Router (config)# interface seriall

Router (config-subif)# ip wccp 62 redirect in
Router (config-subif) # exit

WAE  WCCP WAE
WAE1
WAE2 WAE2
WAE1
WAE
WAE

WAE
WAE
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WAAS Edge WAE Edge WAE WAE
Edge WAE WCCP
CPU
Edge WAE Edge WAE Edge WAE
WCCP Edge WAE
Edge WAE Edge WAE
Edge WAE
TCP Edge WAE
Core WAE
WCCP
S
WCCP WCCP
WCCP
IP
WAE
S
WAE p.4-29 WAE
WCCP IP
8 WAAS IP ACL WAE  IP Access Control
List ACL;
| IP WAE IP
ACL WAE WAE IP ACL WAE
WAE IP ACL p.8-3
WCCP 2 WAE TCP
WAE
o 10.1.11
. 10.255.1.1

Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #

ip wcep 61 redirect-list 120

ip wcecp 62 redirect-list 120

access-1list 120 deny ip host 10.1.1.1 any
access-list 120 deny ip any host 10.1.1.1
access-list 120 deny ip any host 10.255.1.1
access-list 120 deny ip host 10.255.1.1 any
access-list 120 permit ip any
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access-list 120

permit ip any
WAE
permit
ip weep
redirect-list WAE
WCCP ip weep redirect-list WCCP
WAE ip weep redirect-list
WCCP WAE ip weep
ip wcep redirect WCCP
WAE
ip weep redirect
ip weep ip weep redirect WCCP
WAE WAE
ip
wcep group-list access-list 1 permit 10.10.10.1
WCCP WAE IP

Router (config)# ip wcep 61 group-list 1
Router (config)# ip wcecp 62 group-list 1
Router (config) # access-list 1 permit 10.10.10.1

Cisco I0S IP
WCCP 2 WAE
WCCP
WCCP TCP
WCCP 2 61 62
Router (config)# ip wcecp 61 password [0-7] password
Router (config)# ip wcecp 62 password [0-7] password
password MD5
WCCP 2
0o 7 HMAC MD5
WAE
7 password WAE
HMAC MD5
WAAS Central Manager GUI WAE
WAE WCCP p.4-19
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WAE IP

Router (config)# interface Loopback0

Router (config-if)# ip address 111.111.111.111 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# end

Router# copy running-config startup-config

WAE WCCP

. WAE  p.4-12
. p.4-14
e WAE WCCP p.4-17
* WAE WCCP p.4-17
 WAE WCCP p.4-19
e WAE WCCP p.4-19
. WCCP WCCP p.4-23
e WAE WCCP p.4-23
e WAE WCCP p.4-24
* WAE WCCP p.4-25
 WAE WCCP p.4-25
e WAE WCCP p.4-26
e WCCP WAE p.4-28
e WAE p.4-29
ALY
o Cisco Wide Area Application Services Quick Configuration
Guide WAE WCCP 2 TCP
WAAS
WAE
WCCP Edge WAE
Edge WAE
WCCP IP Edge WAE
Edge WAE
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Edge WAE
Edge WAE Edge WAE
Edge WAE
2
WCCP  Edge WAE 2
WCCP
IP WAFS
IP IP
IP
Edge WAE Edge WAE
Edge WAE 4-2
42 IP
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Y
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IP Edge WAE
WAN
IP DHCP
Edge WAE
IP
2 Edge
WAE
Edge WAE IP
IP
Edge WAE
Edge WAE
Edge WAE Edge WAE
IP
Edge WAE Edge WAE
WCCP
WCCP
Y
Catalyst 6500 Cisco 7600
IP
2 WAAS
IP
16
e dst-ip-mask= 0x0
® src-ip-mask= 0x1741
7 Edge WAE 27 128
Edge WAE IP WCCP
Edge WAE
WCCP
Edge WAE
WCCP 2 TCP
WAE
e Generic Routing Encapsulation GRE; — WAE
WAE
. 2 — 2 MAC WAE
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4-2
4-2
GRE 3
GRE
2
Catalyst 6500
Cisco 7600
Edge WAE WCCP
Edge WAE GRE 2
WCCP 2 Policy
Feature Card 2 PFC2; 2
WCCP Edge WAE Multilayer Switch
Feature Card MSFC; Policy Feature Card PFC;
WCCP Edge
WAE Edge WAE
WCCP
WCCP 2 Edge WAE
. p.4-15
J 3GRE p.4-16
o 2 p.4-16
Edge WAE
i IP
Edge WAE
e FEdge WAE CIFS
Edge WAE
e Edge WAE
Y
WCCP Edge WAE
Cisco 10S
IP Edge WAE
WCCP IP
WAE WCCP p.4-25
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Cisco Express Forwarding CEF

WCCP

CEF WCCP
3 GRE
WCCP GRE
WAE
WAE
GRE WCCP
WAAS
WAE
GRE
WCCP
Cisco TCP SYN
GRE

1. GRE
2.

a. WAE

WAE WAE
WAE
b. WAE
WCCP
2
2 WCCP
Cisco 7200 7600
2
Edge WAE
Edge WAE

GRE

WCCP
CIFS
WAE
GRE
GRE
WCCP
WCCP
WCCP
TCP SYN ACK
IP
TCP SYN
GRE TCP SYN
WAE
2 WCCP
Catalyst 6500
2 3
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)
WCCP WAE
WCCP
WAE WCCP
Edge WAE
TCP WCCP
WAE Edge WAE
TCP
¢ WAAS — Edge WAE
Edge WAE Edge WAE
Edge WAE
Edge WAE
e Edge WAE — Edge WAE Edge WAE
Edge WAE
Edge WAE 2
TCP RESET
WCCP
WAE WCCP

WAAS WAE WCCP

e WCCP version

e Flow redirection

e Shutdown delay

4-3 WAE WCCP
4-3 WAE WCCP
WCCP Version 2 |Disabled WAAS WCCP 2
Flow redirection |Enabled TCP WAE
Shutdown delay 120 TCP WAE WAE
WCCP WCCP
WCCP
~
Cisco Wide Area Application Services Quick Configuration
Guide TCP WCCP 2 61 62
WAAS WCCP
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WAE WAE

1  WAAS Central Manager GUI

[Manage Device Groups]

WCCP

[My WAN] > [Manage Devices]

2 WCCP [Edit]
3 [Configure] > [Interception] > [WCCP] > [General Settings]
[WCCP General Configuration Settings]
4
. [Cancel]
WAE WAAS WCCP
WAE Edge WAE  Core WAE WAE
WCCP 2
WCCP
Cisco Wide Area Application Services Quick Configuration Guide
5 [Enable WCCP]
WCCP 2
WCCP
Y
WCCP WCCP 2
Cisco 10S
6 TCP

7 [Shutdown Delay]

WAE

8 [Submit]

CLI WCCP

WAE WCCP
WAE

[Enable Flow Redirection]
WAE WCCP p.4-17

WCCP
120

[Shutdown Delay] WCCP

wecep version  weep flow-redirect wcep shutdown

WCCP
p.4-28

Il Cisco Wide Area Application Services

OL-16450-01-J |



TCP u
WAE wCCP

WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups] WAAS

[Devices]
2 WCCP
[Edit]
3 [Configure] > [Interception] > [WCCP] > [Services]
WCCP
[WCCP Service Settings for WAE]

4 WCCP [Edit WCCP Service

Setting]

WAE WCCP p.4-19
5 [Create New WCCP Service Setting]
WCCP
CLI WCCP show wccep services EXEC
WAE WCCP

WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 WCCP

[Edit]
3 [Configure] > [Interception] > [WCCP] > [Services]

WCCP
[WCCP Service Settings]

4 [Edit WCCP Service Setting] [Modifying

WCCP Service] 4-3

Cisco Wide Area Application Services
| oL-16450-01-J
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4-3 WCCP

wfe-tf-s
cInE

B MEER Knremn, FER P -
— Teoeas
A e e i
[—— 1oy e — [ | =snsw
e R R e e
L : Vit . e [ ] | — ] [ i fEp i
A - 00000000 e 00
Fwrnnam LA L TR S R B T W R i B g S T s
- R . I Frm e iy FeTal e v a rErEEasE D T S adeE
::' WL B [ - G PEEE S S LR ] S
1 M= FEn e | ) i P -
(i Sadame M bimsg
[ Gy Trrw el P |
— R e | gt o e by
e s - E s [ —— i ::::l-l-l-l—l-ll-
| ==Y
¥ g %
- weCP
5 [Router List] WCCP TCP
[Use Default Gateway]
WAE IP
WCCP WAAS
Cisco Wide Area Application Services Quick Configuration Guide
Edge WAE 1 WCCP Core WAE 2
WCCP
e WAE WCCP p.4-25
¢ WAE WCCP p.4-25
« WAE WCCP p.4-26
6 WCCP
a. IP [Destination 1P]
b. IP [Source IP]
WAE  p.4-12

Il Cisco Wide Area Application Services
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WCCP
a. WCCP [Only Use Selected
Assignment Method] 2
— Catalyst 6500 Cisco 7600
WCCP 2 PFC
Supervisor Engine 1A MSFC 2 3 Gbps
— WCCP 2 PFC2
Supervisor Engine2  MSFC2
Edge WAE WCCP
WAE
p.4-12
b. [Forwarding Method]
3 GRE [GRE]
WAE 2 2
WAE WCCP 2
[L2]
WCCP 2 WCCP
WAE
WAE MAC
GRE 3
WAE 2
WAE GRE [L2]
p.4-14
c. [Return Method]
GRE [GRE]
2 [L2]
d. [Password] WAE
WAE
8 [Confirm Password]
N
CLI
p.4-11
e. [Weight] 0 10000
WAE 100
10 WAE 50
10% WAE
WAE WAE

Cisco Wide Area Application Services

[ oL-16450-01-J



| TCP

WAE

200 WAE
25

WAE
100

f. [Assignment Method]

8 WCCP

p.4-23

101 10000
WAE
800
WAE
WAE
WAE [p.4-12]
[Hash]
[Mask]
WAE
WCCP

[View Masks Configured for All Services]

Settings]

10 [WCCP Service Mask Settings]

WAE

[Edit Mask]
WCCP

[WCCP Service Mask

e WCCP [Edit wCCP
Service Mask] [Modifying WCCP Service Mask]
4-4
4-4  WCCP
thik Tiace Wite Avvs Appicetion Service
‘I_ A0 FET REER M M Pl PCLE Ladeid EMALE, PO PP e 'ﬂ e e
(s L w000 00000000
_' B Trmasr 4 e s TLF Fresmsuma. =
LR L ] > -
I I: .| Eiwrma F aps |xtan e—. a3 ey
Srrremil F
¥ g il iE
[Submit]
[Source IP Mask] IP
IP 16 0xFE000000 0x00000000
0xFE000000 0x00001741
[Destination IP Mask] IP
IP 16 0xFE000000 0x0000000
0XFE000000 0x00000000
"~ [Modifying WCCP Service] [Edit Mask]
4-3

Il Cisco Wide Area Application Services
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J WCCP [Edit
WCCP Service Mask] [Modifying WCCP Service Mask]
4-4 [Delete WCCP Service Mask]
[Submit]
CLI WCCP service wcep tep-promiscuous
WCCP WCCP
WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 WCCP [Edit]
3 [Configure] > [Interception] > [WCCP] > [Services] [WCCP
Service Settings for WAE]
4 [Edit WCCP Service Setting]
[Modifying WCCP Service]
5 [Create Mask] [Creating New WCCP Service Mask]
16 WCCP 16
7 3
OxF 4 0x1 1 0x3 2
7 0x0 0x0
4
OxA 2 0x7 3 0x8 1 Ox1 1 7
6 [Submit] WCCP
WAE WCCP
WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 WCCP [Edit]

[ oL-16450-01-J
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3 [Configure] > [Interception] > [WCCP] > [Services] [WCCP
Service Settings for WAE]
4 [Edit WCCP Service Setting]
[Modifying WCCP Service]
5 [Edit Mask] [Modifying WCCP Service Mask]
6 [Source IP Mask] IP IP
16 0xFEO000000 0x00000000  OxFEO00000
0x00001741
7 [Destination IP Mask] IP IP
16 0xFEO000000 0x0000000  OXFEO00000
0x00000000
8 [Submit] WCCP
WAE WCCP
WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 WCCP [Edit]
3 [Configure] > [Interception] > [WCCP] > [Services] [wccep
Service Settings]
4 WCCP [Edit] [Modifying WCCP
Service]
5 [View All Router List]
[WCCP Router List Configurations]
WCCP IP

Il Cisco Wide Area Application Services
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Y
WCCP [Edit]
[Modifying Router List]
WAE WCCP
p.4-25 WAE WAE WCCP
WAE WCCP
p.4-25
CLI show wcep routers EXEC
WAE WCCP
WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]

2 [Edit]

3 [Configure] > [Interception] > [WCCP] > [Services]

[WCCP Service Settings]

4 WCCP [Edit]
[Modifying WCCP Service]

5 [Edit Router List] [Modifying WCCP Router List]

6 [Add Router] IP

[Add Router]

[Remove Router]

8 [Submit]

WAE WCCP

WCCP
2 WCCP

Cisco Wide Area Application Services
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WAE WAE WCCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 WCCP [Edit]
3 [Configure] > [Interception] > [WCCP] > [Services] [wccep
Service Settings]
4 [Edit Router List] [Modifying WCCP Router List]
5 IP [Remove Router]
6 2
[Delete Router List]
[OK]
WCCP
WAE WCCP
WAE  WCCP WAE TCP
WCCP 2 WAAS CLI  weep
router-list WAAS Central Manager GUI WCCP
WAAS Cisco Wide Area Application Services Quick Configuration Guide
WAAS CLI WCCP WAAS CLI
WCCP WAAS Central Manager GUI WAE
WCCP
WAE WAE IP
8
Y
Cisco Wide Area Application Services Quick Configuration
Guide TCP WCCP 2 61 62
WAAS WCCP
WAE WAE WCCP

Il Cisco Wide Area Application Services
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1  WAAS Central Manager GUI

[My WAN] > [Manage Devices]
[Manage Device Groups]

2 WCCP [Edit]

3 [Configure] > [Interception] > [WCCP] > [Services] [wccep
Service Settings]

4 WCCP [Edit] [Modifying WCCP
Service]

5 [New Router List]

[Creating New WCCP Router List] 4-5

4-5 WCCP

tnco  Cimco VWide Anss Appication Sandces

. LriliEg AEE WCLF @S L] ﬂ-h-
-

o i J =

R N R N SR RS e
R T .

1 T s e S ——— — —— . r— e sl e e S

==y

T4

2 WCCP
[List Number] [3]
Core WAE 1
WCCP
Edge WAE 2 WCCP
6 [Add Router] 3 IP
1 IP IP
7 3 IP [Add]
TCP WAE WAE
WCCP IP
IP
Cisco Wide Area Application Services
[ oL-16450-01-J
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4-6 [WCCP Configuration Settings]

dhl Cisce Wige Area Appicetion Services

u TCP
8 [Submit] IP
CLI wccep router-list
WAE WAE WCCP WAE WAE
WCCP
WAE WCCP p.4-19 5
Cisco Wide Area Application Services Quick Configuration Guide
WCCP WCCP 2 WCCP
TCP
WCCP WAE
TCP WAE WCCP 2 WAE
WCCP
WAAS Central Manager GUI WAE WCCP 2
CLI WAE  no wccp version CLI
WCCP WAAS Central Manager
[WCCP Configuration Settings] [Enable WCCP]

i - P el 1
I. ‘!_ H fmpiem FSES I i i iy W S ] [
[T — - B Rl ] % |
B : g, Buiees By e 18— |
= WO i :E
PP — h = 0 gh
WAE
L]
e [WCCP Configuration Settings] [Shutdown Delay] wcep shutdown
max-wait WCCP 2
120
WCCP WAE
WAE
WAE WCCP
WAE TCP

Il Cisco Wide Area Application Services
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WAE WCCP WAE  WCCP
WAE WCCP WAE
WCCP
WAE
1
WAE Edge WAE
Edge WAE
IP WCCP
WAAS
Y
WCCP
IP
IP p.4-10

WAE WAE
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 [Edit]
3 [Configure] > [Interception] > [WCCP] > [Bypass Lists]
4 [Create New WCCP Bypass List] [Creating new WCCP

Bypass List]
5 [Client Address] IP
6 [Server Address] IP
7 [Submit]

CLI bypass static

Cisco Wide Area Application Services
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WAE

[WCCP Bypass Lists]

[No]

[Aggregate Settings]

[Yes]

[This option will take effect immediately and

will affect the device configuration.Do you wish to continue?][OK]

WAAS

. IP

e WCCP GRE

. GRE

IP

WCCP GRE

WAAS
WAAS WAE

EXEC
WAAS

¢ WAAS

WAE
e WAE

WAE

IP WCCP GRE WCCP
IP WAE IP
WAE VLAN
GRE WAE VLAN
GRE
Cisco 10S GRE
WCCP WCCP GRE
ID GRE GRE
WAAS
WAAS
ID
ID
show wccep routers
WCCP GRE GRE
DRE TCP
WAE
WAAS
WAE

Il Cisco Wide Area Application Services
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WCCP GRE GRE GRE Cisco
7600 Catalyst 6500 Supervisor Engine 32 720
GRE
GRE
GRE
WAE GRE WCCP GRE
GRE WAE
GRE
GRE GRE
p.4-32
WCCP 2
WAAS WCCP WCCP GRE
WCCP 2 WCCP  WCCP 2
WAE IP WCCP 2
GRE WAE
IP WAE IP WAE
show egress methods EXEC
CLI WCCP WCCP GRE
WCCP GRE
WCCP Central Manager GUI
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
[Edit]
[Configure] > [Interception] > [Egress Methods] [Egress
Methods]
[Egress Method Configured] [IP Forwarding] [WCCP Negotiated
Return] [Generic GRE]
[Submit]
CLI WCCP GRE egress-method

WAE (config) # egress-method negotiated-return intercept-method wccp

[ oL-16450-01-J
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CLI IP egress-method
WAE (config) # egress-method ip-forwarding intercept-method wccp
CLI GRE
GRE
WAE (config)# wccp router-list 1 192.168.68.98
WAE (config) # egress-method generic-gre intercept-method wccp
IP
GRE
GRE
GRE p.4-32
WAE show egress-methods EXEC
show tfo
egress-methods connection EXEC
GRE show statistics generic-gre EXEC
GRE clear statistics generic-gre
EXEC
GRE
WAE GRE GRE
WAE 1
1
3
IP WAE
WCCP
ip weep redirect exclude in
. p4-32
o p.4-33
2 2 WAE WAE

wcecp router-list 1 192.168.1.1 192.168.2.1
wcep tcp-promiscuous router-list-num-1
egress-method generic-gre intercept-method wccp

WAE GRE

Cisco Wide Area Application Services
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1

interface gigabitEthernet 1/1
ip address 192.168.1.1 255.255.255.0

interface Tunnell

ip address 12.12.12.1 255.255.255.0
tunnel source GigabitEthernetl/1
tunnel mode gre multipoint

ip wcep redirect exclude in

end

2

interface Vvlan815 1/0
ip address 192.168.2.1 255.255.255.0

interface Tunnell

ip address 13.13.13.1 255.255.255.0
tunnel source vlan815

tunnel mode gre multipoint

ip wcecp redirect exclude in

end

WAE

interface gigabitEthernet 1/1
ip address 192.168.1.1 255.255.255.0

! Tunnell is an unnumbered point-to-point tunnel towards WAEL
interface Tunnell

ip unnumbered GigabitEthernetl/1

tunnel source GigabitEthernetl/1

! tunnel destination is the IP address of WAEL

tunnel destination 10.10.10.10

ip wcecp redirect exclude in

end

! Tunnel2 is a point-to-point tunnel towards WAE2, with an IP address
interface Tunnel2

ip address 12.12.12.1 255.255.255.0

tunnel source GigabitEthernetl/1

! tunnel destination is the IP address of WAE2

tunnel destination 10.10.10.11

ip wcecp redirect exclude in

end

Cisco Wide Area Application Services
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PBR

WAE
Cisco 10S

TCP
11.0 PBR

PBR Cisco 10S

PBR
PBR

PBR

Router (config-if)# ip

PBR
WAAS
PBR

a. Edge-Routerl

1P

b. Edge-Routerl

1P

2.
a. Core-Routerl
IP
b. Core-Routerl
IP
3.

a. Edge-Routerl

policy route--tag

WAAS

PBR

Edge-Routerl

LAN

WAN

Core-Routerl

LAN
WAN
Edge-Routerl
LAN PBR

PBR

Il Cisco Wide Area Application Services
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b. Edge-Routerl WAN PBR
4. Core-Routerl
a. Core-Routerl LAN PBR
b. Core-Routerl  WAN PBR
Edge-Routerl  PBR
Core-Routerl  PBR
WAE PBR
PBR p.4-40
S
PBR Cisco Quality of Service
Solutions Command Reference
4-7 WAE Edge-WAE1 Core-WAEL
Edge-WAEL1
Core-WAE
3
WAE WAE
3
WAE p.2-26
4-7 PBR WCCP TCP WAE
ISUF F+ 74X (10.10.10.0/24) T—2t 24— (10.10.11.0/24)
T74IL =LV )
9S54 TF72k PBR £7-I% PBR E7-I& FFIUr—vay =N

WCCP /A—2 3> 2

==

Edge-Router1

(B)
—

y =/
Y 1.1.1.100
=

Edge-WAE1

==

Core-Router1

©
—

Core-WAE1

]

:

i FI=

I WCCPA—T3>2
:

:

N

Sad g

e

222100 WAAS Central

Manager

159088

Cisco Wide Area Application Services
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4-4 PBR WCCP 2 WAE

4-4 WCCP PBR WAE
Edge-Routerl
A Edge LAN
B Edge-Routerl  LAN 3

Edge-Routerl  Edge-WAE1
C Edge-Routerl ~ Edge WAN
Core-Routerl
D Core LAN
E Core-Router LAN 3
Core-Routerl  Core-WAE1
F Core-Routerl ~ Core WAN
S
4-7 WAE WAAS Central Manager
4-7 Edge WAE 1
Core WAE WAAS PBR
S
PBR Cisco I0S
Cisco 10S PBR
Cisco I0S

TCP WAE PBR

Cisco Wide Area Application Services
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Edge-Router IP LAN
-A
Edge-Routerl 100 199 IP
Edge-Routerl 100
Edge-Routerl (config)# ip access-list extended 100
Edge-Routerl
TCP
IP/TCP
Edge-Routerl (config-ext-nacl)# permit tcp 10.10.10.0 0.0.0.255 any
IP IP TCP
TCP
135 80 IP/TCP
Edge-Routerl (config-ext-nacl)# permit tcp 10.10.10.0 0.0.0.255 any eq 135
Edge-Routerl (config-ext-nacl)# permit tcp 10.10.10.0 0.0.0.255 any eqg 80
Edge-Routerl IP WAN
-C
Edge-Routerl 100 199 IP
Edge-Routerl 101
Edge-Routerl (config)# ip access-list extended 101
Edge-Routerl WAN
IP/TCP
Edge-Routerl (config-ext-nacl)# permit tcp any 10.10.10.0 0.0.0.255
IP IP TCP
TCP
135 80 IP/TCP

Edge-Routerl (config-ext-nacl)# permit tcp any 10.10.10.0 0.0.0.255 eqg 135
Edge-Routerl (config-ext-nacl)# permit tcp any 10.10.10.0 0.0.0.255 eqg 80

Core-Routerl IP LAN
-D

Core-Routerl 100 199 IP
Core-Routerl 102

Core-Routerl (config)# ip access-1list extended 102

Core-Routerl LAN

TCP
IP/ITCP

Core-Routerl (config-ext-nacl)# permit tcp 10.10.11.0 0.0.0.255 any

Cisco Wide Area Application Services
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. P 1P TCP
TCP
135 IP/TCP
Core-Routerl (config-ext-nacl)# permit tcp 10.10.11.0 0.0.0.255 any eq 135
Core-Routerl (config-ext-nacl)# permit tcp 10.10.11.0 0.0.0.255 any eq 80
4 Core-Routerl IP WAN
-F
a. Core-Routerl 100 199 Core-Routerl
103
Core-Routerl (config)# ip access-list extended 103
b. Core-Routerl WAN
. IP/TCP
Core-Routerl (config-ext-nacl)# permit tcp any 10.10.11.0 0.0.0.255
. IP IP TCP
TCP
135 80 IP/TCP

Core-Routerl (config-ext-nacl) # permit tcp any 10.10.11.0 0.0.0.255 eq 135
Core-Routerl (config-ext-nacl)# permit tcp any 10.10.11.0 0.0.0.255 eq 80

5 Edge-Routerl  PBR

a. LAN
WAAS-EDGE-LAN

Edge-Routerl (config)# route-map WAAS-EDGE-LAN permit

b. WAN
WAAS-EDGE-WAN

Edge-Routerl (config)# route-map WAAS-EDGE-WAN permit

match Edge-Routerl WAN
IP match

Edge-Routerl WAN
101

Edge-Routerl (config-route-map) # match ip address 101

A

ip address 1

Cisco Wide Area Application Services
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d.
Edge-Routerl IP
1.1.1.100 Edge-WAE1
Edge-Routerl (config-route-map)# set ip next-hop 1.1.1.100
S
Edge WAE 2 Edge WAE IP
Edge-Routerl  set ip next-hop 1.1.1.101
1.1.1.101 Edge-WAE2
IP next-hop
6 Core-Routerl
a. LAN
WAAS-CORE-LAN
Core-Routerl (config)# route-map WAAS-CORE-LAN permit
b. WAN
WAAS-CORE-WAN
Core-Routerl (config)# route-map WAAS-CORE-WAN permit
C.
match Core-Routerl WAN
IP match
Core-Routerl
WAN
103
Core-Routerl (config-route-map) # match ip address 103
d.
Core-Routerl IP
2.2.2100 Core-WAE1
Core-Routerl (config-route-map) # set ip next-hop 2.2.2.100
S
Core WAE 2 Core WAE IP
Core-Routerl  set ip next-hop 2.2.2.101
2.2.2.101 Core-WAE2
IP next-hop
7 Edge-Routerl  LAN WAN

a. Edge-Routerl

Edge-Routerl (config)# interface FastEthernet0/0.10

Cisco Wide Area Application Services
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PBR

LAN PBR WAAS-EDGE-LAN

Edge-Routerl (config-if)# ip policy route-map WAAS-EDGE-LAN

Edge-Routerl (config-if)# interface Serial0

WAN PBR WAAS-EDGE-WAN

Edge-Routerl (config-if)# ip policy route-map WAAS-EDGE-WAN

Core-Routerl LAN WAN

Core-Routerl

Core-Routerl (config)# interface FastEthernet0/0.10

LAN PBR WAAS-CORE-LAN

Core-Routerl (config-if)# ip policy route-map WAAS-CORE-LAN

Core-Routerl (config-if)# interface Seriall

WAN PBR WAAS-CORE-WAN

Core-Routerl (config-if)# ip policy route-map WAAS-CORE-WAN

PBR WAE
WAE PBR
Cisco 10S WAE
2
1— WAE CDP CDP  ICMP
WAE 1 CDP
WAE p.4-41
2 — Cisco 10S 12.4
WAE CDP IP SLA ICMP
WAE 2 IPSLA
ICMP WAE
p.4-42
3 —Cisco 10S 12.4 WAE CDP
IP SLA TCP
WAE 3 IPSLA
TCP WAE p.4-43

Il Cisco Wide Area Application Services
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Y
PBR WAE
PBR WAE CDP
show cdp neighbors WAE CDP
WAE  show cdp neighbors
1 CDP WAE
PBR WAE CDP WAE
CDP ICMP PBR WAE
PBR WAE
CDP LAN WAN
CDP WAE
PBR Edge-Routerl

CDP

Edge-Routerl (config)# cdp run

WAAS-EGDE-LAN

Edge-Routerl (config)# route-map WAAS-EDGE-LAN permit

CDP

Edge-Routerl (config-route-map)# set ip next-hop verify-availability

PBR WAE
Edge-WAE1 CDP

Edge-WAEL (config) # cdp enable

PBR WAE 1 PBR WAE

[ oL-16450-01-J
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2 IPSLA ICMP WAE
IPSLA ICMP PBR WAE

1 Edge-Routerl
WAAS-EDGE-LAN

Edge-Routerl (config)# route-map WAAS-EDGE-LAN permit

2 105

Edge-Routerl (config) # match ip address 105

3 IPSLA 1 WAE IP 1.1.1.100
Edge-WAEL1L

Edge-Routerl (config-route-map)# set ip next-hop verify-availability 1.1.1.100 track 1

A

PBR WAE

set ip next-hop verify-availability

4 IPSLA 1

Edge-Routerl (config-route-map) # exit
Edge-Routerl (config)# ip sla 1
Edge-Routerl (config-ip-sla)#

5 Edge-WAE1

Edge-Routerl (config-ip-sla)# icmp-echo 1.1.1.100 source-interface FastEthernet 0/0.20

6 20

Edge-Routerl (config-ip-sla)# frequency 20
Edge-Routerl (config-ip-sla)# exit

7 IP SLA 1

Edge-Routerl (config)# ip sla schedule 1 life forever start-time now

Cisco Wide Area Application Services
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IP SLA 1 IP SLA
1
Edge-Routerl (config)# track 1 rtr 1
PBR WAE 2 PBR WAE
WAE IP SLA IP SLA track

3 IPSLA TCP WAE

PBR Cisco 10S 124 WAE CDP

IIP SLA TCP WAE
IP SLA 60 TCP PBR
WAE
PBR WAE

Edge-Routerl
WAAS-EDGE-LAN

Edge-Routerl (config)# route-map WAAS-EDGE-LAN permit

IPSLA 1 WAE IP 1.1.1.100
Edge-WAE

Edge-Routerl (config-route-map)# set ip next-hop verify-availability 1.1.1.100 track 1

S

PBR WAE

set ip next-hop verify-availability

IP SLA 1

Edge-Routerl (config-route-map) # exit
Edge-Routerl (config)# ip sla 1

60 TCP WAE

Edge-Routerl (config-ip-sla)# tcp-connect 1.1.1.100 80 source-port 51883 control
disable
Edge-Routerl (config-ip-sla)# exit

IP SLA 1

Edge-Routerl (config)# ip sla schedule 1 life forever start-time now

[ oL-16450-01-J
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6 IPSLA 1 IP SLA
1
Edge-Routerl (config)# track 1 rtr 1
PBR WAE 3 PBR WAE
WAE IP SLA IP SLA track
TCP
WAE
Cisco WAE Inline Network Adapter
WAE WAE
4-8
)
WAE Cisco.com Installing the Cisco WAE
Inline Network Adapter Cabling
WAE
Core WARE Edge WAE  WCCP
WCCP Cisco
Application Control Engine ACE
4-8
_ . 27A4ILELY
23472k 7F)r—ay =N

iy
Elvaay
JEms
H=1
[

> N — i
] > -—"
RAAYF Edge WAE == =% Core WAE "
S
wccp WAE  WCCP
WAE Cisco

WAE Inline Network Adapter

Il Cisco Wide Area Application Services

OL-16450-01-J |


http://www.cisco.com/en/US/products/ps6474/prod_module_installation_guide09186a00807bb70b.html
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Y
Cisco WAE Inline Network Adapter WAE Central Manager
Cisco WAE Inline Network Adapter 2 4 4
2
LAN 1 WAN 1 1
LAN WAN 4
WAE 2
2 1
IP
IP p.4-49
Y
Cisco WAE Inline Network Adapter WAE
CIF WAE
WAAS Central Manager
Telnet
Y
Cisco WAE Inline Network Adapter MAC
MAC WAN LAN Cisco WAE Inline
Network Adapter MAC
Cisco WAE Inline Network Adapter
LAN/WAN
LAN  WAN WAE
Cisco WAE Inline Network Adapter
Cisco WAE Inline Network Adapter
TCP WAE
802.1 VLAN
VLAN VLAN
VLAN
Cisco WAE Inline Network Adapter WAE

active-active

WAE p.4-52
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N TCP
Y
Cisco WAE Inline Network Adapter WAE
WAE
WAE
PortFast WAE
PortFast Spanning Tree Algorithm  STA;
. p.4-46
. IP p.4-49
. VLAN p.4-51
. WAE p.4-52
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Device Groups]
WAAS [Devices]
2 [Edit]
[Device Dashboard]
3 [Configure] > [Interception] > [Inline] > [Inline Interfaces]

[Inline Interfaces]
[Edit Inline Interface]

[Modifying Inline Interface]
4-9
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4-9 [Modifying Inline Interface]
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[Shutdown]
LAN/WAN
[Intercept all VLANS]
WAE  Cisco WAE
Inline Network Adapter
WCCP WAE WCCP
WAE
Cisco WAE Inline Network Adapter
[Exclude VLAN] 1 VLAN
native VLAN native VLAN
VLAN
a. VLAN [Configure Include VLANS]
VLAN
VLAN
[Exclude VLAN]
b. [Choose VLANs from the list] VLAN [VLAN Range
Assignments] VLAN VLAN
VLAN p.4-51
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c. VLAN
VLAN
® &
VLAN
VLAN
»® &
-, VLAN
(-] VLAN
d. [Submit]
7 [Failover Timeout] 1 35 10
1 WAE
8 [Speed] [Mode]
a. [AutoSense]
b. [Speed] 10 100 1000 Mbps
c. [Mode] [full-duplex] [half-duplex]
Y
WAE
Cisco WAE
WAE
9 IP [Address] IP
10 [Netmask]
11 [Secondary Address] [Secondary Netmask] 4 IP

WAAS
WAAS
WAAS

12 [Submit]

CLI interface InlineGroup

Cisco Wide Area Application Services
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WAAS  VLAN ID TCP VLAN
TCP VLAN ID
VLAN ID
VLAN ID
VLAN ID

VLAN ID

1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Device Groups]

WAAS [Devices]
2 [Edit]

[Device Dashboard]
3 [Configure] > [Interception] > [Inline] > [General Settings]

[General Settings] VLAN ID
4 VLANID [VLAN ID Connection Check]
5 [Submit]

CLI VLAN ID inline vlan-id-connection-check

IP
IP
p.4-46 1
IP 4 IP
WAE
[Configure] > [Network] > [Network Interfaces] [Primary Interface]
WAE
IP
IP WAAS Central Manager
IP WAE
[Device Name] > [Activation] [Management IP] WAE
IP

Cisco Wide Area Application Services
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WAE  Cisco WAE Inline Network Adapter 802.1Q VLAN
IP WAE
VLAN ID VLAN ID
VLAN ID
VLAN ID encapsulation dot1Q
(config)# interface inlineGroup 1/0
(config-if)# encapsulation dot1Q 100
VLAN ID 100 WAE VLAN ID
1 4094
Y
VLAN ID encapsulation dot1Q

WAAS Central Manager

encapsulation dot1Q VLAN ID
VLAN ID IP

1 VLAN ID

VLAN

Cisco Discovery Protocol CDP;

WAE
WAE
e WAE
IP WAE
e WAE IP
ARP
¢ HSRP 2 2
HSRP HSRP
WAE IP
WAE
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2 WAE
WAE IP
IP
. WAE
IP WAE 4.0.15
IP WAE WAE
e WAAS Central Manager 4.0.15
WAE 4.0.15 WAE IP
e WAE
WAAS Central Manager  4.0.15
WAAS Central Manager
WAE
WAE [Device
Name] > [Activation] [Management 1P]
IP
VLAN
WAE VLAN VLAN
WAE VLAN
LAN/WAN
VLAN
WAAS Central Manager GUI [Configure] > [Platform] > [Vlans]
[Vlans] VLAN VLAN
[Edit Vlan]
[Create New Vlan] [Creating Vlan]
4-10
4-10 [Creating New Vian]
dled sigen Wide Ared Application Services
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3 [Vlan Name] VLAN
4 [VLAN Ranges] 1 VLAN VLAN
p.4-46
VLAN
native
5 [Submit]
VLAN VLAN
VLAN
p.4-46
VLAN
WAE
Cisco WAE Inline Network Adapter WAE
active-active
2 WAE 1 Cisco
WAE Inline Network Adapter ~WAN 4-11 Cisco WAE Inline Network
Adapter LAN
4-11
- O i ~ @ @ _
= y B . :
I934F 2k AAYF WAE-1 WAE-2 .
1 |WAE-1 LAN 3 |WAE-2 LAN
2 |WAE-1 WAN 4 |WAE-2 WAN
WAE 4-11 WAE-1 TCP
WAE-2
WAE WAE
WAE
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CIFS

IP

CIFS
WAFS Edge WAE

. CIFS

e WCCP CIFS

. CIFS

e Microsoft DFS CIFS

CIFS

IP
Cisco WAE Inline Network Adapter

Edge WAE

IT
DNS WINS
WAE TCP
Edge WAE CIFS
WAE
CIFS

IP

WCCP 2 CIFS
IP TCP
WAE CIFS
WAAS TCP
2 61 62
WCCP 2 TCP
WCCP
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WCCP
TCP

Common Internet File System

WAE CIFS
p.4-53
p.4-53
p.4-54
p.4-55
CIFS
WAAS
CIFS
Edge WAE
CIFS
CIFS IP
IP
CIFS
WAAS
CIFS
Edge WAE
2 WCCP
Edge WAE
Edge WAE

[ oL-16450-01-J

"=n



W ciFs

Edge WAE CIFS
IT CIFS IP DNS
WINS TCP
WAE WAE
IP
Edge WAE CIFS
WCCP / IP
Edge WAE
WAE TCP
WCCP
Y
CIFS
/ IP
/ IP
WCCP
CIFS
Microsoft Distributed File System DFS;
1 1
DFS
\\main-fs
\\main-fs\engineering
\\engl\  \\main-fs\engineering\engl
\\main-fs\engineering\engl
Microsoft DFS
1. DFS
2.
Referrer-Request
3. \\eng1\
4, \\eng1\
WAFS 1
DFS
Referrer-Request DFS
2
DFS

Il Cisco Wide Area Application Services
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CIFS ||
DFS
WAE DFS
DFS
Active-Directory
WAE
Microsoft DFS CIFS
Microsoft DFS WAFS IFS
WAE WCCP 2 CIFS
WAE
WAE
A
\\default-prefix-identifying-exported-file-server\file-server-name
WAFS
LFS1
LFS1
WAE DNS WINS NetBIOS
\\WAE-at-the-branch ~ WAE IP
Windows 2000 XP DNS WINS
Windows 98
DNS WAE  \\WAE-at-the-branch
DNS WAFS DNS
WINS/NetBIOS WAE
\\WAE-at-the-branch WINS WAE WINS
DNS WAE DNS WAE
WAE CIFS
WAE
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DNS Cisco Discovery Protocol CDP
WAE  UDP
directed

v

WAAS Central Manager  Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE

. p.5-2

. p.5-11
e TCP p.5-12

e MTU p.5-15

. IP p.5-16

e CDP p.5-17

e DNS p.5-18

e Windows p.5-19

e Directed p.5-20
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DHCP IP
o p.5-2
. p.5-4
o 1 IP p.5-6
. p5-6
° p5'9
e DHCP p.5-10
WAAS CLI WAAS Central Manager GUI
CLI Cisco Wide Area Application Services Command Reference
interface ip address port-channel primary-interface
Y
WAE
Cisco WAE
WAE
WAAS Central Manager GUI
[p.5-4]
2
1
e WAAS 4
i IP
. IP ACL
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Wide Area File
Servi es WAFS

errors

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices]
2 [Edit]
[Device Dashboard]
3 [Configure] > [Network] > [Network Interfaces]
[Network Interfaces] 5-1
5-1 [Device]
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5 [Port Type]
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[Create New Interface]

[Creating New Network Interface]

[Standby]

[Standby Group Number]

Cisco Wide Area Application Services




7 [Address] IP
8 [Netmask]

9 [Number of Errors]
0 4294967295

10 [Shutdown]

11 [Gateway] IP
DHCP

12 [Submit]

13 p.5-4

WAAS Central Manager GUI

IP WAAS Central Manager GUI
[p.5-2]
1  WAAS Central Manager GUI [My WAN] > [Manage Devices] [Devices]
2 [Edit]
[Device Dashboard]
3 [Configure] > [Network] > [Network Interfaces]
[Network Interfaces]

4 [Edit]

[Modifying Network Interface] 5-2

standby portchannel

Cisco Wide Area Application Services
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a. [Join Standby Group]
b. [Join Standby Group]
c. 0 4294967295

[Standby Group Priority]

[p.5-2] WAAS

S

GE0/0 GEO0/1 1
2 1 GEO0/0
2 GEO1 1
GE 0/0 2 GE
0/1
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6 [Submit]

WAAS

WAAS
WAAS

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices]

2 [Edit]
[Device Dashboard]

3 [Configure] > [Network] > [Network Interfaces] [Network
Interfaces]

4 GigabitEthernet [Edit] [Modifying
Network Interface]

N

standby port channel

5 [Secondary Address] [Secondary Netmask] 1 4 4
IP

6 [Submit]

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

WAAS [Devices]

Cisco Wide Area Application Services
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2 [Edit]
[Device Dashboard]
3 [Configure] > [Network] > [Network Interfaces]
[Network Interfaces]
A
NME-WAE 1 0
2 0 NME-WAE
Configuring Cisco WAAS Network Modules for Cisco Access Routers
4 [Edit Network Interface]
[Modifying Network Interface]
Y
WAAS CLI
WAAS Central Manager GUI
[p.5-9]
Y
NME-WAE GigabitEthernet 1/0
AutoSense Speed Mode Address Netmask Use DHCP
[Submit] Central
Manager
CLI Configuring Cisco WAAS Network
Modules for Cisco Access Routers
5 CDP [Use CDP]
CDP
[CDP Settings] CDP CDP
CDP CDP p.5-17

6 [Shutdown]

Cisco Wide Area Application Services
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7 [AutoSense]

[Speed and Mode]

Y
WAAS
8
a. [AutoSense]
b. [Speed] 10 100 1000 Mbps
c. [Mode] [full-duplex] [half-duplex]
)
WAE
Cisco WAE
WAE
9 [MTU] MTU
88 1500 MTU IP
10 [Address] IP IP

11 [Netmask]

12 [Submit]

Cisco Wide Area Application Services
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WAFS 4 1
2
1
EtherChannel EtherChannel
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices]

2 [Edit]

[Device Dashboard]
3 [Configure] > [Network] > [Network Interfaces] [Network

Interfaces]
4 [Create New Interface] [Creating New Network Interface]
5 [Port Type] [Port Channel]
6 [Port Channel Number] 1 2

7 [Shutdown]

8 [Gateway] IP

9 [Address] IP

10 [Netmask]

11 [Inbound ACL] IP ACL
IP ACL

12 [Outbound ACL] IP ACL

13 [Submit]

Cisco Wide Area Application Services
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Y
DHCP
Y
DHCP
WAAS ID
DHCP WAAS ID
WAAS
DHCP
DHCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices]
2 [Edit]
[Device Dashboard]
3 [Configure] > [Network] > [Network Interfaces] [Network
Interfaces]
4 GigabitEthernet [Edit] [Modifying
Network Interface]
Y
DHCP
CLlI NME-WAE
GigabitEthernet 1/0
Configuring Cisco WAAS Network Modules for Cisco Access Routers
5 [Use DHCP]
IP
6 [Hostname] WAAS
7 [Client Id] ID
DHCP WAAS ID

Cisco Wide Area Application Services
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8 [Submit]
p.5-9
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Configure] > [Network] > [Port Channel Settings]
4 [Load Balancing Method]
e [dst-ip] — IP
e [round robin] —
IP MAC
5 [Submit]

CLI port-channel

Cisco Wide Area Application Services
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W Tcp
TCP
TCP
TCP TCP
TCP
TCP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 TCP WAAS [Edit]
[Device Dashboard]
3 [Configure] > [Network] > [TCP] [TCP Settings]

5-3

5-3 [TCP Settings]

thes  Cisca Wide Ansa Application Senices
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4 TCP
TCP 5-1
5 [Submit]
[Current Settings] Click Submit to Save [Reset]

[Reset]

Cisco Wide Area Application Services
OL-16450-01-J |



TCP u
5-1 TCP
TCP
TCP
ECN RFC 2581
TCP
ECN
p.5-13
[Initial Send Congestion Window 1
Size] 10 2
p.5-14
[ReTransmit Time Multiplier] TCP 1 3
1
1 3
p.5-14
At
TCP
[Initial Slow Start Threshold] 2 10
2
TCP p.5-14
[Keepalive Probe Count] WAAS
1 120 4
[Keepalive Probe Interval] WAAS
75
[Keepalive Timeout] WAAS
1 120 90
CLI TCP tcp
e ECN p.5-13
. p.5-14
. p.5-14
e TCP p.5-14
ECN
TCP  Explicit Congestion Notification ECN;
TCP ECN
ECN TCP

Cisco Wide Area Application Services
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W Tcp
cwnd TCP TCP Acknowledgment ACK;
TCP TCP cwnd
TCP
TCP TCP
ACK
TCP RFC
1 1
TCP [p.5-14]
WAAS Central Manager GUI  [Retransmit Time Multiplier]
TCP
1 3
TCP
TCP 4 1
TCP
TCP
TCP
TCP
cwnd
[p.5-14]
ssthresh
ssthresh RMSS
ssthresh cwnd
cwnd
SMSS 1
1
ACK ACK 1 SMSS cwnd
2
ACK

Cisco Wide Area Application Services
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MTU ||
ACK 1 SMSS cwnd
cwnd ssthresh TCP
WAAS RFC 1191 IP Path Maximum Transmission Unit MTU,;
Path MTU Discovery
IP
MTU
IP MTU MTU
IP MTU
Y
IP MTU IP MTU
576
MTU
MTU
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Configure] > [Network] > [IP General Settings] [IP General
Settings]
4 [IP General Settings] [Enable Path MTU Discovery] MTU
5  Submit
CLI MTU ip path-mtu-discovery enable

Cisco Wide Area Application Services
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N P
WAAS
IP
IP
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Devices Group]
2 [Edit]
3 [Configure] > [Network] > [IP Routes] [IP Route Entries]
4 [Create New IP Route Entry] [Creating New IP Route]
5 [Destination Network Address] IP
6 [Netmask]
7 [Gateway's IP Address] IP
IP
8 [Submit]
CLI ip route
IP
WAE IP IP
[IP Route Entries] [Aggregate Settings] IP
. IP
[Yes]
. IP [No]
[This option will take effect immediately and will affect the device configuration. Do
you wish to continue?] [OK]

Cisco Wide Area Application Services
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CDP u
CDP CDP
CDP Simple
Network Management Protocol SNMP
SNMP CiscoWorks2000 WAAS
CDP WAAS
WAAS
WAAS CDP
CDP
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
[Edit]
[Configure] > [Network] > [CDP] [CDP Settings]
[Enable] CDP
[Hold Time] CDP
10 255 180
[Packet Send Rate] CDP
5 254 60
[Submit]
CLI CDP cdp

Cisco Wide Area Application Services
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W Dns
DNS IP
WAAS DNS
. WAAS
IP DNS
¢ WAAS DNS
WAAS DNS
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]

2 [Edit]
3 [Configure] > [Network] > [DNS] [DNS Settings]
4 [Local Domain Name] 3
5 [List of DNS Servers] IP
DNS
3 DNS
6 [Submit]
[Current Settings] Click Submit to Save
[Reset] [Reset]
CLI DNS ip name-server

Cisco Wide Area Application Services
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Windows
Windows

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 Windows [Edit]
3 [Configure] > [Network] > [Windows Name Services]

[Windows Name Services Settings]
4 [Workgroup or Domain Name]

127 \
cisco.com cisco
5 Windows NT 4 [NT]
cisco.com cisco
Windows 2000 Windows 2003 [NT]

6 [WINS server] Windows Internet Naming Service WINS IP
7 [Submit]

CLI Windows windows-domain

Cisco Wide Area Application Services
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M Directed

Directed

1

WAAS WAE TCP WAAS
WAE
WAE directed Directed
WAE TCP UDP
UDP
2 WAE 4050
directed UDP
WAN UDP WAE directed
WAE LAN
Directed Directed
WAAS Cisco WAE Inline Network Adapter NAT
IP Directed
Cisco WAE Inline Network Adapter IP
WAE WAE directed WAE directed
directed WAE
directed WAE directed
WAE  directed
Directed
e WAAS Central Manager GUI CLI directed
. WAE directed directed
Directed

WAAS Central Manager GUI
[Manage Device Groups]

Directed

[Configure] > [Network]
[Directed Mode Settings]

[My WAN] > [Manage Devices]

[Edit]

> [Directed Mode Settings]
5-4

Il Cisco Wide Area Application Services
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5-4 [Directed Mode Settings]
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4 [Enable] directed
5 [UDP Port] directed UDP
4050
6 [Submit]
CLI directed directed-mode

Cisco Wide Area Application Services
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CHAPTER

Wide Area Application Service WAAS Authentication,
Authorization, and Accounting AAA;

o p.6-2
. p.6-7
¢ WAAS AAA p.6-35
o p.6-37
WAAS Central Manager GUI WAAS 2
CLlI
7
N
o WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE

Cisco Wide Area Application Services
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WAAS
WAAS
WAAS
AAA
AAA WAAS
WAAS RADIUS TACACS+
AAA AAA
WAAS TACACS+ AAA
WAAS AAA
p.6-35
Y
WAAS Central Manager GUI WAAS Central
Manager WAE Device
Manager GUI Core WAE Edge WAE WAAS
WAAS
superuser WAAS
admin default superuser
WAAS WAAS WAAS
)
WAAS admin 1
superuser superuser
admin
WAAS WAAS superuser
admin
default superuser 15
WAAS Central Manager superuser
WAAS Central Manager GUI
6-1

Cisco Wide Area Application Services
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6-1 superuser
e i
1 D o] el o el bt ) ol il a7 (i i P i o il AT
Thomy i il sty etpsineminn] i Lod P 1 et i erim] i e acimsd 1o b e
-
superuser
WAAS WAAS CLI
Device is configured with a (well known) default username/password
for ease of initial configuration. This default username/password
should be changed in order to avoid unwanted access to the device.
System Initialization Finished.
waas-cm#
WAAS Central Manager GUI superuser
p.7-8
6-2 WAAS GUI WAAS Central Manager GUI WAE
Device Manager GUI WAE WAAS
WAE
TACACS+ RADIUS Windows

[ oL-16450-01-J
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6-2 WAE

!
159092

1 |FTP/SFTP 6 |windows
2 |WAAS Central Manager GUI 7 Telnet
WAE Device Manager GUI
AAA 8 |SsH
RADIUS
WAE
5 |TACACS+ 10
AAA AAA
WAAS WAAS
e RADIUS
e TACACS+
e Windows
)
7
WAAS Central Manager
[Local User]
AAA
p.6-5 AAA

p.6-7

Cisco Wide Area Application Services
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WAAS
6-1
6-1

Enabled
Enabled
Disabled

TACACS+ Telnet Disabled

TACACS+ Telnet Disabled

TACACS+

TACACS+ 5

TACACS+ 2

RADIUS Telnet Disabled

RADIUS Telnet Disabled

RADIUS IP

RADIUS UDP 1645

RADIUS

RADIUS 5

RADIUS 2

Windows Disabled

Windows Disabled

Windows

Windows Kerberos

Kerberos
~
Kerberos
DOMAIN.COM Active Directory
ADS
Windows Windows Internet Naming Service WINS
IP

Window

Windows NetBIOS

Kerberos Disabled

Kerberos IP Kerberos

Key Distribution Center [KDC; ]

Kerberos KDC 88

Kerberos WAAS Kerberos

Kerberos DNS Kerberos

Cisco Wide Area Application Services
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WAAS RADIUS TACACS+

RADIUS

RADIUS TACACS+

TACACS+

WAAS Windows
WAAS CLI
windows-domain diagnostics EXEC

WAAS Central Manager GUI

1  WAAS Central Manager GUI

WAAS Central Manager GUI

Windows

[My WAN] > [Manage Devices]

2 [Edit]
3 [Admin] > [Authentication] > [Windows Domain]
4 [Show Authentication Status]

Il Cisco Wide Area Application Services
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WAAS WAE
WAAS
1
RADIUS 2
WAAS p.6-8 WAAS
WAAS
WAAS
RADIUS TACACS+ Windows
IP
* RADIUS p.6-14
e TACACS+ p.6-17
e Windows p.6-19
WAAS
1
WAAS
WAAS
p.6-29
RADIUS TACACS+ Windows
RADIUS TACACS+
Windows RADIUS TACACS+
Windows WAAS
WAAS Central Manager GUI WAAS CLI
TACACS+ RADIUS Windows WAAS
6-1 1
TACACS+ RADIUS Windows
WAAS WAAS
WAAS

Cisco Wide Area Application Services
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Telnet

TACACS+

N

WAAS

WAAS

Windows

RADIUS 2
4

TACACS+

TACACS+

Windows
TACACS+

RADIUS

¢ WAAS
¢ WAAS
* WAAS

WAAS

WAAS
WAAS
WAAS
WAAS

Windows

WAAS

WAAS

Telnet

Message of the Day

TACACS+
WAAS

p.6-8
p.6-14
p.6-29

remote login rlogin;

p.6-9
p.6-11
p.6-12
p.6-13
p.6-13
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WAAS

v

Secure Shell SSH;
Telnet SSH
Telnet
SSH user authentication uauth;

WAAS SSH

WAAS Central Manager GUI  SSH

WAAS
WAAS SSH
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
SSH [Edit]
3 [Admin] > [Login Access Control] > [SSH]
[SSH Configuration] 6-3

6-3 [SSH Configuration]

whele Cigeo Vide Ares Agpiication Sanices

LanSibwmrdl = eenes = dws

[m (S

(L]

Ty T T YR ] Gl a e
Mg o B

Fows Torewemd Erwmm L0 s b -

-
| |
-
£
FLEL

4 [Enable] SSH SSH
WAAS

[ oL-16450-01-J
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5 [Allow non-admin users] SSH
Y
superuser
0 WAAS
15 WAAS
6 [Length of key] SSH
1024
SSH ID
SSH WAAS
SSH
known_hosts WAAS [Length of key]
SSH
WAAS known_hosts WAAS
SSH
known_hosts WAAS SSH
7 [Login grace time]
SSH
300
8 [Maximum number of password guesses] 1
3
[Maximum number of password guesses] SSH
SSH SSH
SSH SSH
SSH
3 1 n
SSH n+1
2 SSH SSH 3
9 SSH 1 2
. 1 [Enable SSHv1]
. 2 [Enable SSHv2]
Y
SSH 1 2
[Enable]
SSH

SSH

OL-16450-01-J |
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10 [Submit]

[Current Settings] Click Submit to Save [Reset]

[Reset]
Internet Explorer
CLI SSH sshd ssh-key-generate
WAAS Telnet
Telnet WAAS Telnet
WAAS
Telnet
Telnet [Device Dashboard] [Telnet]

Telnet

WAAS Telnet
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 Telnet [Edit]
3 [Admin] > [Login Access Control] > [Telnet] [Telnet Settings]
4

[Telnet Enable]

5 [Submit]

[Current Settings] Click Submit to Save [Reset]

[Reset]

Internet Explorer

Cisco Wide Area Application Services
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WAAS

Telnet

Settings] [Telnet Enable]

CLI Telnet
Telnet

no telnet enable
telnet enable

Message of the Day

Message of the Day MOTD WAAS
e MOTD
e EXEC

[Telnet
[Submit]

SSH 1

MOTD
SSH 2

MOTD

WAAS Central Manager GUI
[Devices]

WAAS
[Device Dashboard]

Message of The Day

[My WAN] > [Manage Devices]

[Edit]

[Admin] > [Login Access Control] > [Message of the day]

[MOTD Configuration]

MOTD
MOTD

[Enable]
EXEC

Message of the Day MOTD

Message of the Day

MOTD

Y
[Message of the Day (MOTD) Banner] [EXEC Process Creation Banner] [Login Banner]
1024 Enter \n
2 MOTD % A "
WAAS
MOTD
[EXEC Process Creation Banner] EXEC
EXEC
[Login Banner] MOTD

Il Cisco Wide Area Application Services
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8 [Submit]
WAAS
WAAS Telnet
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Admin] > [Login Access Control] > [Exec Timeout]
4 [Exec Timeout]
15
WAAS Telnet
WAAS
Telnet
5 [Submit]
[Current Settings] Click Submit to Save [Reset]
[Reset]
Internet Explorer
CLlI Telnet exec-timeout
WAAS
WAAS

WAAS

Cisco Wide Area Application Services
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WAAS

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]

2 [Edit]

3 [Admin] > [Login Access Control] > [Console Carrier Detect]
[Console Carrier Detect Settings]

4 [Enable console line carrier detection before writing to the console]

5 [Submit]

WAE
WAE
0x2000

6 [OK]

CLI line console carrier-detect

WAAS

1 WAAS Central Manager
GUI

¢ RADIUS p.6-14

e TACACS+ p.6-17

e TACACS+ p.6-18
e Windows p.6-19
e LDAP p.6-26

RADIUS
RADIUS Network Access Server NAS;

NAS 1 RADIUS
NAS 1 RADIUS
RADIUS RADIUS
User Datagram Protocol UDP;

Cisco Wide Area Application Services
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RADIUS WAAS
RADIUS RADIUS
RADIUS
RADIUS RADIUS
RADIUS RADIUS
Y
RADIUS RFC 2138 Remote Authentication Dial In User
Service RADIUS
RADIUS
WAAS RADIUS
RADIUS
WAAS Central Manager
RADIUS
RADIUS WAAS Central Manager
WAAS RADIUS
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Admin] > [Authentication] > [RADIUS] [RADIUS Server
Settings] 6-4

Cisco Wide Area Application Services
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6-4

[RADIUS Server Settings]

s L]

B | B

B B
o | Pl
B 3 iy

Lo § B

4 [Time to Wait]

5 [Number of Retransmits] RADIUS

6 [Shared Encryption Key] RADIUS

N

RADIUS
20 5

WAAS
RADIUS

RADIUS

RADIUS

7 [Server Name] RADIUS

8 [Server Port] RADIUS
1 5

9 [Submit]

UDP

WAAS
WAAS
RADIUS

CLI RADIUS

radius-server

p.6-29

Il Cisco Wide Area Application Services
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TACACS+
TACACS+ NAS
ID
TACACS+ TACACS RFC 1492 UDP
TACACS+ TCP TACACS+
TACACS+
TACACS+ -
TACACS+
WAE WAAS
TACACS+ MD5
TACACS+
TACACS+
TACACS+
TACACS+ AAA TACACS+
TACACS+ 3
TACACS+
TACACS+ WAAS
TACACS+ TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
TACACS+ WAAS
TACACS+ Department of Defense DoD; RFC 1492
TACACS+
WAAS TACACS+ TACACS
TACACS
TACACS+ TACACS+
WAAS TACACS+
WAAS
[p.7-3] TACACS+

user = tacusrl {
default service = permit
service = exec
{
waas_rbac_groups = admin,groupnamel, groupname2
priv-1lvl = 15
}
global = cleartext
}

Ttaon

Cisco Wide Area Application Services
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waas_rbac_groups
WAAS Central Manager
TACACS
TACACS+ WAAS Central Manager
TACACS+
WAAS CLI EXEC
2
EXEC enable EXEC
EXEC superuser admin
TACACS+
admin
15 0 WAAS
EXEC admin
WAE> enable
Password:
N
WAAS TACACS+
WAAS TACACS+
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Admin] > [Authentication] > [TACACS+] [TACACS+
Server Settings]
4 ASCII [Use ASCII Password Authentication]

Password Authentication Protocol PAP;
ASCII ASCII

Cisco Wide Area Application Services
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5 [Time to Wait]

20 5
6 [Number of Retransmits] TACACS+
1 3 2
7 [Security Word] TACACS+
A
WAAS TACACS+ TACACS+
TACACS+
8 [Primary Server] TACACS+ IP
9 [Secondary Server] TACACS+ IP
10 [Tertiary Server] TACACS+ IP
Y
2 TACACS+
11 [Submit]
WAAS p.6-29
WAAS
TACACS+
CLI TACACS+ tacacs
Windows
Windows /
WAAS
FTP SSH Telnet 1
/ WAAS Central Manager GUI WAAS
Windows RADIUS TACACS+
Windows
WAAS Windows

e WAAS Central Manager GUI
e WAE Device Manager GUI
. WAAS CLlI

Cisco Wide Area Application Services
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WAAS Central Manager WAAS Core WAE Edge WAE
Windows WAAS Windows
Windows
A

Windows WAAS Windows

¢ WAAS Windows p.6-20

e Windows WAE p.6-24

e Edge WAE p.6-26

WAAS Windows
Windows IP
WAAS Windows

1  WAAS Central Manager GUI

[My WAN] > [Manage Devices]
[Manage Device Groups]

[Edit]

[Admin] > [Authentication] > [Windows Domain]
6-5

[Windows
Domain Server Settings]

Il Cisco Wide Area Application Services
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6-5 [Windows Domain Server Settings]
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WINS
6-5
[Configure] > [Network] > [Windows Name Services]
4 [Administrative group for normal users]
0 superuser

WAE Windows

[ oL-16450-01-J
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5 [Administrative group for superusers]

15 superuser
S
WAE  Windows Microsoft Windows 2000
2003 Windows Windows
global
Windows
winsuper Windows Windows
Microsoft
Telnet FTP SSH WAE
WAE  Active Directory
6
NTLM Kerberos
~
Windows 2000 Windows
Kerberos 5
e NTLM [NTLM enabled]
e NTML 1 [NTLM enabled]
NTLM 1
NTLM 1 Active Directory Windows 98 Windows NT
Windows 2000 Windows XP Windows 2003 Windows
Windows Windows 2000 SP4 Windows 2003
Kerberos
e NTLM 2 [V2]
NTLM 2 Windows 98  Active Directory Windows
Windows NT 4.0 Service Pack 4 Windows XP  Windows 2000 Windows 2003
WAAS NTLM 2
NTLM LM
[Send NTLMv2 responses only/Refuse
LM and NTLM] NTLM 2
e Kerberos [Kerberos enabled] [Realm]
WAAS [Key Distribution center]
Kerberos IP

[Organizational Unit]

Cisco Wide Area Application Services
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[Submit]

Windows 2000 Kerberos Windows 2000 DNS
Windows 2000 Kerberos
Kerberos 5 RFC-4120 DNS
Kerberos
[Domain Controller] Windows
smb.conf
smb.conf
DomainControllerName, * * Samba

[Submit] WAAS Central Manager
9
WAAS Central Manager

Windows

[Domain Administrator username] Windows

domain\username
[Domain Administrator password] Windows
[Confirm password] Windows

[Register]

S

[Register]
WAAS
SSH

NAT IP

WAAS Central Manager SSH

Windows

[Refresh Authentication Status]
Status]

Manager

Central Manager

[Show Authentication Status]
6-6

Cisco Wide Area Application Services

[Show Authentication Status]

[Show Authentication
WAAS Central
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6-6
“Sooof lnerert bl =i
‘_\?"J i moirbinn, iy il i nehile b Soprciehr, dSrperadig) on your sefun. Thrfeg et Par Seeiet porl irsarer saiw be affecbed
B
[= & | L | ',:
f. [OK] [Cancel]
6-5 [Windows
Authentication]  [Domain Registration]
Windows Windows WAAS
p.6-29 [Authentication
Methods] Windows
WAAS CLI WAAS Central Manager GUI Windows
CLI Cisco Wide Area Application Services
Command Reference windows-domain  kerberos
Kerberos
Kerberos Windows
WAAS
WAE# windows-domain diagnostics net "ads join -U AdminUsername%AdminPassword"
WAE# windows-domain diagnostics net "ads testjoin -U AdminUsername%AdminPassword"
NTLM
WAE# windows-domain diagnostics net "rpc join -U AdminUsername%AdminPassword"
WAE# windows-domain diagnostics net "rpc testjoin -U AdminUsername%AdminPassword"
Windows
WAE (config) # authentication login windows-domain enable primary
WAE (config)# authentication configuration windows-domain enable primary
authentication content-request windows-domain
disconnected-mode enable
Windows WAE
Windows WAE Kerberos
WAAS Central Manager NTLM
WAAS Central Manager WAE

Cisco Wide Area Application Services
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WAE
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
[Edit]
[Admin] > [Authentication] > [Authentication Methods]
[Authentication and Authorization Methods] 6-7 [p.6-31]
[Authentication Login Methods]  [Authorization Methods] WINDOWS
WAAS p.6-29
[Submit]
[Admin] > [Authentication] > [Windows Domain] [Windows
Domain Server Settings] 6-5

[Domain administrator username] [Domain administrator
password] [Confirm password]

[Unregister]

N

[Unregister] WAAS Central Manager
WAAS SSH
Windows
a. [Show Authentication Status]
6-6
b. [OK] [Cancel]
CLI WAE Windows

WAE (config) # no authentication login windows-domain enable
WAE (config) # no authentication configuration windows-domain enable

WAAS Windows
Kerberos

WAE# windows-domain diagnostics net "ads leave -U AdminUsername%AdminPassword"

NTLM WAAS CLI

[ oL-16450-01-J
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Edge WAE
Windows Edge WAE
WAAS WAN
Windows
Edge WAE 7 Edge
WAE
Edge WAE
Edge WAE
Windows XP Windows
Server 2003
Windows
Microsoft [Help and Support]
Edge WAE
1 Windows
2 Gpedit [OK]
3 [Local Computer Policy] [Windows Settings] [Security Settings] [Local Policies] [Security Settings]
[Local Policies] [Security]
4
DisablePasswordChange
LDAP

LDAP

LDAP

Windows Server 2003

TLS LDAP
TLS
WAAS
Require signing
LDAP

Microsoft Windows Server
Lightweight Directory Access Protocol

LDAP
LDAP

LDAP

TLS RFC 2830
/

TLS vl Secure Sockets Layer SSL
Idap://:389  SSL Idaps://:636
LDAP
1
LDAP
Windows 2003
WAE

Il Cisco Wide Area Application Services

OL-16450-01-J |



||
S
Windows LDAP WAE
LDAP LDAP
Microsoft
> > Microsoft LDAP
> >
>
[Require signing] [OK]
Windows LDAP Microsoft
U WAE LDAP p.6-27
U WAE LDAP p.6-29
WAE LDAP
Windows 2003 WAE LDAP
LDAP
LDAP LDAP WAE
WAAS CLI WAE LDAP
WAAS GUI WAAS Central Manager GUI WAE Device Manager GUI
LDAP
LDAP WAE WAE

1 WAE LDAP

WAE# configure terminal

WAE (config)# smb-conf section "global" name "ldap ssl" value "start_tls"
2 WAE

WAE (config) # exit

WAE# copy run start
3 WAE LDAP

WAE# show smb-conf
4 WAE Windows

WAE# windows-domain diagnostics net "ads join -U Administrator%password"

[ oL-16450-01-J
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5 WAE

WAE# configure
WAE (config)# authentication login windows-domain enable primary

6 WAE

WAE (config)# authentication configuration windows-domain enable primary

7 WAE

WAE# show authentication user

Login Authentication: Console/Telnet/Ftp/SSH Session
local enabled (secondary)
Windows domain enabled (primary)
Radius disabled
Tacacs+ disabled

Configuration Authentication: Console/Telnet/Ftp/SSH Session

local enabled (primary)
Windows domain enabled (primary)
Radius disabled
Tacacs+ disabled
WAE Active Directory Active Directory
Telnet FTP SSH WAE WAAS GUI WAAS
Central Manager GUI WAE Device Manager GUI WAE
8 Windows

WAE# show statistics windows-domain
Windows Domain Statistics

Authentication:
Number of access requests: 9
Number of access deny responses: 3
Number of access allow responses: 6
Authorization:
Number of authorization requests: 9
Number of authorization failure responses: 3
Number of authorization success responses: 6
Accounting:
Number of accounting requests: 0
Number of accounting failure responses: 0
Number of accounting success responses: 0

WAE# show statistics authentication
Authentication Statistics
Number of access requests: 9
Number of access deny responses: 3
Number of access allow responses: 6

Cisco Wide Area Application Services
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9 WAE clear statistics EXEC
o clear statistics authentication EXEC
e Windows clear statistics windows-domain
EXEC
i clear statistics all EXEC
WAE LDAP
WAE LDAP
1 Windows WAE
WAE# windows-domain diagnostics net "ads leave -U Administrator"
2
WAE# configure
WAE (config) # no authentication login windows-domain enable primary
3 WAE LDAP
WAE (config)# no smb-conf section "global" name "ldap ssl" value "start_tls"
WAAS
WAAS
RADIUS TACACS+ Windows
RADIUS TACACS+
Windows RADIUS TACACS+
Windows WAAS
WAAS
WAAS
p.6-5

Cisco Wide Area Application Services
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Y
WAAS TACACS+
RADIUS Windows WAAS
TACACS+
p.6-17 RADIUS p.6-14 Windows
p.6-19
WAAS
WAAS Central Manager GUI
e WAAS [My WAN] > [Manage Devices]
WAAS
[Edit] [Admin] > [Authentication] >
[Authentication Methods] [Failover to next available
authentication method] [Submit]
. [My WAN] > [Manage Device Groups]
WAAS
[Edit] [Admin] >
[Authentication] > [Authentication Methods] [Failover
to next available authentication method] [Submit]
[failover to next available authentication method] WAAS
Y
TACACS+ RADIUS Windows
[failover to next available authentication method] enabled
¢ WAAS 2
¢ WAAS
[failover to next available authentication method] RADIUS
1. WAAS
RADIUS
2.
a. RADIUS WAAS
RADIUS
b. RADIUS WAAS

Cisco Wide Area Application Services
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o RADIUS
RADIUS
[failover to next available authentication method] disabled WAAS
3
WAAS
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Admin] > [Authentication] > [Authentication Methods]
[Authentication and Authorization Methods] 6-7

6-7 [Authentication and Authorization Methods]
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4 [Failover to next available authentication method] 1
2
TACACS+ RADIUS Windows
2
5 [Authentication Login Methods] TACACS+ RADIUS
Windows
6
a. [Primary Login Method] [local] [TACACS+] [RADIUS]
[WINDOWS]
b. [Secondary Login Method] [local] [TACACS+] [RADIUS]
[Windows]
c. [Tertiary Login Method] [local] [TACACS+] [RADIUS]
[Windows] 2
d. [Quaternary Login Method] [local] [TACACS+] [RADIUS]
[Windows] 2 3
Y
TACACS+ RADIUS Windows
WAAS WAAS
7 [Authentication Methods] TACACS+ RADIUS
Windows
Y
Telnet FTP SFTP
SSH 1 2
8
Y
1 RADIUS 2
TACACS+ 3 Windows 4
WAAS

Cisco Wide Area Application Services
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a. [Primary Configuration Method] [local] [TACACS+] [RADIUS]
[WINDOWS]
Y
4 [Failover to next available authentication method]
[Primary Configuration Method]
[TACACS+] [RADIUS] 1 TACACS+
RADIUS
b. [Secondary Configuration Method] [local] [TACACS+] [RADIUS]
[WINDOWS]
Y
4 [Failover to next available authentication method]
[Secondary Configuration Method]
[local] 2
c. [Tertiary Configuration Method] [local] [TACACS+] [RADIUS]
[WINDOWS] 2
d. [Quaternary Login Method] [local] [TACACS+] [RADIUS]
[WINDOWS] 2 3
9 [Windows authentication for WAN Failure (Disconnected Mode)]
WAFS
Windows
WAE
WAE
Edge WAE p.6-26
Y
Windows Windows p.6-19
NTLM  [Windows Domain setting]
10 [Submit]

Cisco Wide Area Application Services
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Windows 15 Windows
Windows 15

CLI authentication
Windows
Windows

Cisco Wide Area Application Services
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WAAS AAA n
WAAS TACACS+
TACACS+ WAAS
syslog syslog
TACACS+ WAAS AAA
TACACS+ TCP
WAAS TACACS+
© WAAS AAA WAAS TACACS+
TACACS+ [p.6-17]
WAAS AAA
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Admin] > [Authentication] > [AAA Accounting] [AAA
Accounting Settings] 6-8

6-8 [AAA Accounting Settings]
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W waas AAA

4 [System Events]

[reloads]
5 [Exec Shell and Login/Logout Events]
EXEC
EXEC
WAAS IP
6 [Normal User Commands]
0
superuser
7 [Administrative User Commands]
superuser 15
superuser
wait-start WAAS TACACS+
WAAS TACACS+
6-2
6-2 AAA
GUI
stop-only WAAS
TACACS+
start-stop WAAS
TACACS+
TACACS+
wait-start WAAS
TACACS+
Do Not Set

Il Cisco Wide Area Application Services
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[Submit]

CLI AAA

WAAS Central Manager

aaa accounting

WAAS WAAS

p.16-39

Cisco Wide Area Application Services
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CHAPTER ;

Wide Area Application Service WAAS Central Manager GUI

s

WAAS Central Manager ~ Wide Area Application Engine WAE

WAAS WAE WAE
WAE NME-WAE
o p.7-2
o p.7-3

Cisco Wide Area Application Services
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WAAS WAAS Central Manager GUI  WAAS CLI
admin

default WAAS Central Manager GUI

2 7-1
7-1
WAAS
[Acceleration]
WAAS Central Manager GUI WAE Device Manager

WAAS Central Manager GUI  [Admin]

CLlI WAE Print
Services Administration GUI  WAE Device Manager GUI
WAAS Central Manager
GUI

CLI WAE WAE Device Manager GUI

[Local User]

Cisco Wide Area Application Services
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o p.7-3

. p.7-3

] p7-10

. p.7-11

J p.7-16

o p.7-20

7-2
7-2
1.
p.7-4
2. WAAS
p.7-12
3.
p.7-13
4, WAE
p.7-16
5. 1 WAE
p.7-17
6.
p.7-18
WAAS
Central Manager
WAAS Central Manager GUI
WAAS Central Manager admin  print 2

Cisco Wide Area Application Services
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admin print
TACACS+ Windows RADIUS
WAAS
WAAS Central Manager 2
admin
admin
admin
2 default WAAS
Central Manager default
default GUI
WAAS Central Manager GUI

. p.7-4

. p.7-7

o p.7-8

o p.7-9

. p7'9

o p.7-9

CLI
WAAS
7-3 CLI

Cisco Wide Area Application Services
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7-3
. WAAS CLI WAAS Central Manager GUI
WAE Device Manager
WAAS Central Manager
. WAAS Central Manager
WAAS Central Manager
. WAAS Central Manager
e CLI CLI
WAAS Central Manager GUI
] [Admin] > [AAA]
WAAS Central Manager GUI
Y
CLI WAAS Central Manager GUI
Centralized Management System CMS
CLlI CLI
WAAS Central Manager GUI
CLI WAAS Central Manager GUI
admin
1 WAAS Central Manager GUI [Admin] > [AAA] > [Users]

[User Accounts]
2 [Create New User Accounts]

[Creating New User Account]

S

3 [Username]

Cisco Wide Area Application Services
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4 WAE Device Manager GUI

a. [WAE Device Manager User]

b. [Device Manager Access] Device Manager GUI
[Read Only] — Device Manager GUI
[Read Write] — Device Manager GUI /
5 CLlI
a. [Local User] CLI
7-3 p.7-5 WAE
Y
WAAS
b. [Password] [Confirm password]
1 34

c. [CLI Privilege Level]

[0] — CLI EXEC
15 — EXEC CLI
Y
WAAS  CLI EXEC
2
EXEC CLI
EXEC
EXEC CLlI
Cisco Wide Area Application Services Command Reference
6 [Print Admin] WAAS Central Manager
Print Services Administration GUI
WAAS Central Manager p.13-18
Print Services Administration GUI p.13-30
print admin
. [Print Admin] [Local User]

Cisco Wide Area Application Services
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. print admin
15 print admin 0
Print Services Administration GUI
e printadmin print admin WAAS Central
Manager
e print admin
WAE
. print
7 [User Information]
E
8 [Comments]
9 [Submit]

[Changes Submitted]

10 [p.7-11]
[p.7-16]
Y
CLlI CMS
1  WAAS Central Manager GUI [Admin] > [AAA] > [Users]
[User Accounts]
2 [Edit]

[Modifying User Account]

A

. [Delete] [OK]

WAAS Central Manager GUI
CLI WAAS Central Manager

Cisco Wide Area Application Services
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Y
CLlI CMS
CMS
WAAS Central Manager GUI
WAAS Central Manager GUI
. [Submit]
WAAS Central Manager GUI
. CLI WAAS Central Manager GUI
Y
CLlI CLI CLlI CLlI
WAAS Central
Manager CLI
N
WAAS Central Manager GUI
WAAS Central Manager GUI CLI
1  WAAS Central Manager GUI [Admin] > [Password]

[Changing Password for User Account]

2 [New Password]

3 [Confirm New Password]
4 [Submit]

Changes Submitted

Cisco Wide Area Application Services
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WAAS Central Manager GUI Central Manager
WAE
admin WAAS Central Manager GUI
1  WAAS Central Manager GUI [Admin] > [AAA] > [Users]
2 [Edit] [Modifying

User Account]

3 [Password]

4 [Confirm Password]

5 [Submit]

[Users] [User Accounts]

WAAS

1  WAAS Central Manager GUI

[User Accounts listing]

Cisco Wide Area Application Services

Changes Submitted

WAAS Central Manager GUI [Admin] > [AAA] >

p.7-4

[System] > [AAA] > [Users]

[ oL-16450-01-J



¢

2 [Edit]

[Modifying User Account]

3
4 [unlock]
WAAS 2
1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 WAAS Central Manager GUI [Admin] > [Authentication] > [Password

Policy Settings]

4 [Enforce stringent password]

5 [Submit]
CLI authentication strict-password-policy
. 1 34
o A Z a z 0 9

Cisco Wide Area Application Services
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WAAS Central Manager GUI

WAAS Central Manager

WAAS

11
A a z 0 9
~1@#$%NN&*()_+-=[1\{};:,</>
"
99999
12345
90 12
3
p.7-9
WAAS
WAAS
1
0
WAAS Central Manager admin  print 2
admin print
TACACS+ Windows
WAAS Central Manager
p.7-20
p.7-12
p.7-13
p.7-14
p.7-15

Cisco Wide Area Application Services
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WAAS Central Manager GUI
[Roles listing]
[Create New Role]

[Creating New Role]

[Admin] > [AAA] > [Roles]

[Name]
3
7-4
7-4 WAAS
Devices WAAS Central Manager GUI  [My WAN]
[My WAN]
Monitor WAAS Central Manager GUI  [Monitor]
[Monitor]
Report WAAS Central Manager GUI  [Report]
[Report]
Jobs WAAS Central Manager GUI  [Jobs]
[Jobs]
Configure WAAS Central Manager GUI  [Configure]
[Configure]
Admin WAAS Central Manager GUI  [Admin]
[Admin]

Il Cisco Wide Area Application Services
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7-4 WAAS
All WAEs WAAS WAE
WAE
. WAE
o WAE
All Device Groups WAAS
Monitoring API HTTPS API

Cisco Wide Area Application Services AP| Reference

System Status

[My WAN] > [Alerts]

16 WAAS

5 [Comments]

6  Submit

WAAS Central Manager GUI

admin

[ oL-16450-01-J
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1 WAAS Central Manager GUI [Admin] >[AAA] > [Users] [Admin]
> [AAA] > [User Groups]

[User Accounts] [User Groups]

2 [Edit]

[Modifying User Account] [Modifying User Group]
3 [Role Management]
[Role Management]

4 [Assign]

5 [Unassign]

v

[Assign all Roles]
[Remove all Roles]

6 [Submit]
[Modifying User Account] [Modifying User Group] [Roles]
Y
admin
1  WAAS Central Manager GUI [Admin] > [AAA] > [Roles]
[Roles]

Cisco Wide Area Application Services
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[Edit]

[Modifying Role]

. [Delete]

. [Submit]
WAAS Central Manager GUI [Admin] > [AAA] > [Users] [Admin]
> [AAA] > [User Groups]
[User Accounts] [User Groups]

[Edit]

[Modifying User Account] [Modifying User Group]

[Role Management]
[Role Management]
[View]

[Viewing Role]

[Close]

Cisco Wide Area Application Services
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WAAS WAE
WAAS
WAE

WAE

p.11-23
WAAS TACACS+ Windows
WAAS Central

Manager
p.7-20

o p.7-16

. p.7-17

. p.7-18
o p.7-19

. p.7-19

1 WAAS Central Manager GUI [Admin] > [AAA] > [Domains]

[Domains listing]
2 [Create New Domain]
[Creating New Domain]
3 [Name]
4 [Entity Type]
[WAE] [Device Groups] [None]
[None]

5 [Comments]

6 [Submit]

Cisco Wide Area Application Services
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7
[Entity Type]  [None]
p.11-23
WAE
[None]
1  WAAS Central Manager GUI [Admin] > [AAA] > [Domains]
2 [Edit]
3 [Entity Management]
[Entity_name Assignments for Domain]
. [Assign]
[Assign
all]
[Unassign]
[Remove all]
4 [Submit]

Cisco Wide Area Application Services
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Y
[ALL WAES] [ALL Device Groups]
WAAS WAE
7-4 p.7-12
1 WAAS Central Manager GUI [Admin] > [AAA] > [Users] [Admin]
> [AAA] > [User Groups]
[User Accounts] [User Groups]
2 [Edit]
[Modifying User Account] [Modifying User Group]
3 [Domain Management]
[Domain Management]
4 [Assign]
Unassign
)
[Assign all Domains]
[Remove all Domains]
5 [Submit]
[Modifying User Account] [Modifying User Group] [Domains]

Cisco Wide Area Application Services
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1 WAAS Central Manager GUI [Admin] > [AAA] > [Domains]

[Domains]
2 [Edit]

[Modifying Domain]

. [Delete] [OK]

J [Submit]

1 WAAS Central Manager GUI [Admin] > [AAA] > [Users] [Admin]

> [AAA] > [User Groups]

[User Accounts] [User Groups]

2 [Edit]

[Modifying User Account] [Modifying User Group]
3 [Domain Management]

[Domain Management]

4 [View]

[Viewing Domain]

5 [Close]

Cisco Wide Area Application Services
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TACACS+ Windows RADIUS

WAAS

WAAS

. p.7-20

o p.7-21

o p.7-22
. p.7-23

o p.7-23

1  WAAS Central Manager GUI [Admin] > [AAA] > [User Groups]

[User Groups]
2 [Create New User Groups]
[Creating New User Group]

3 [Name]

4 [Comments]

5 [Submit]

Cisco Wide Area Application Services
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WAAS Central Manager GUI

[User Groups]

[Modifying User Group]

[Role Management]

[Role Management for User Group]

WAAS Central Manager GUI

[Admin] > [AAA] > [User Groups]

[Edit]

[Assign]

[Unassign]
Y
[Assign all Roles]
[Remove all Roles]
[Submit]
[Modifying User
Group] [Roles]

Cisco Wide Area Application Services
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)
[All WAE] [All Device Groups]
WAAS WAE
7-4 p.7-12
1  WAAS Central Manager GUI [Admin] > [AAA] > [User Groups]
[User Groups]
2 [Edit]
[Modifying User Group]
3 [Domain Management]
[Domain Management for User Group]
4 [Assign]

Unassign

A

[Assign all Domains]
[Remove all Domains]

5 [Submit]

[Modifying
User Group] [Domains]

Cisco Wide Area Application Services
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1 WAAS Central Manager GUI [Admin] > [AAA] > [User Groups]
[User Groups]
2 [Edit]
[Modifying User Group]
Y
. [Delete] [OK]
. [Submit]
. [Roles] [Role Management]
[Submit]
. [Domains] [Domain Management]
[Submit]
WAAS Central Manager GUI [Admin] > [AAA] > [User
Groups] [User Groups]
p.7-20

[ oL-16450-01-J
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CHAPTER

WAAS IP ACL

Wide Area Application Service WAAS Central Manager GUI WAAS
IP Access Control List ACL;

¢ WAAS IP ACL p.8-2

¢ WAAS IP ACL p.8-4

. IP ACL p.8-10
)

WAAS Central Manager  Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE

)

ACL WAE Cisco WAE Inline Network Adapter

Cisco Wide Area Application Services
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8 WAAS IP ACL
W waas IP ACL
WAAS
IP ACL WAAS
IP
WAAS
IP ACL WAE
Telnet Secure Shell SSH; SNMP HTTP
8-1
8-1 IP ACL WAE

S EFEEEMITO WAE ~D
NIy L3 —T(4R

7274 Y—ERD
BRE

TJ74IL Y—ERD
BERE

T74IL HY—ERD
BERE

— IT X2 v 7@EIFTD WAE ~D —

TI3AR— b A3 —T (4R

WAAS Central
Manager GUI
(HTTPS)

SNMP
BEXT—Y3Y

274 H—EX EHY—EX
WAAS WAAS WAAS
ACL IP ACL
WAAS IPACL
¢ WAAS
¢ WAAS
Telnet SSH WAAS Central Manager GUI IT

159089

Il Cisco Wide Area Application Services
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| 8 WAAS IP ACL

WAAS IP ACL n
ACL ACL WAAS
ACL IP ACL
WAAS
Telnet SSH GUI ACL
e Web Cache Communication Protocol WCCP; Web
WAE WAE
IP ACL IP WAE
IP ACL
WAE IP ACL
WAE WAE
WAE IP ACL WAE IP
WAE IP ACL
WAE IP ACL WAE WAAS
Edge WAE IP ACL
e ip access-list extended DENY_10.56.65.21
e deny ip any host 10.56.65.21
e permitip any
IP ACL Edge WAE
. GigabitEthernet 1/0
e IP 10.56.64.166 255.255.255.240
e |P DENY_10.56.65.21 out
Edge WAE
Edge WAE
Edge WAE IP 10.56.65.21 TCP
Edge WAE Core
WAE
~
WAAS CLI WAAS Central Manager GUI IP ACL WAAS
WAAS IP ACL
p.8-4

Cisco Wide Area Application Services
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8 WAAS IP ACL |

B waas IP ACL
WAAS Central Manager GUI WAAS IP ACL

IP ACL

e |PACL

e |IPACL 30

e 1 WAAS Central Manager 50 IP ACL 500

e IPACL 1 99 IP ACL 100 199 IP ACL

IP ACL
e WAAS Central Manager GUI IPACL SNMP  WCCP
ACL
J IPACL SNMP  WCCP
IP ACL WCCP
i IP
ACL IP ACL
IP ACL IP ACL IP ACL
WAAS Central Manager GUI 1 WAE IP ACL IP
ACL WAE
WAAS Central Manager GUI [My WAN] > [Manage Devices]
IP ACL bd-s14 Core WAE [Edit]
[Configure] > [Network] > [IP ACL]
[IP ACL] WAE IP ACL
[IP ACL] WAE IP ACL

[Create a new IP ACL]

[Creating New IP ACL]

e [Name] IP ACL testl
IP ACL ACL
N
IP ACL 30
. ACL ACL [ACL
Type] [Extended]

Cisco Wide Area Application Services
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| 8 WAAS IP ACL
WAAS IP ACL u

5 [Submit] testl IP ACL IP

ACL
6 testl IP ACL

a. [Create New Condition]

[Creating New Condition] 8-2
IP ACL IP ACL
8-2 [Extended IP ACL]

el Cisco Wide Anea Application Sarvicas

Fera = |maa i Ty
-I [FEE e
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Emimd Ml P
s e Pl 7 I— Ll | L W [0 i—
IF Garersl Semeg
::;_.H Cmf i P LEr S
;:.:,.w.'_',, =i i el =T —_
] .
Frrairey Sarm faenmy i i)
e =y
1-1- (=0 2 S -I'!
[ iy A
b. IP ACL
IP ACL
IP ACL 8
IP ACL
a. [Permit] [Deny]
b. [Source IP] IP
c. [Source IP Wildcard] IP
d. [Submit]

[Modifying IP ACL]

IP ACL

Cisco Wide Area Application Services

[ oL-16450-01-J




8 WAAS IP ACL |

B waas IP ACL
f. [Modifying IP ACL] [Move]
Y
WAAS Central Manager GUI IP ACL
g. IPACL [Modifying IP
ACL] [Submit] IP ACL
[Modifying IP ACL] Change submitted
IP ACL 8-1 IP ACL
8-1 IP ACL
Purpose*! Permit [Permit] [Deny]
Source IP* 0.0.0.0 10 4 32
Source IP Wildcard* |255.255.255.255 |10 4 32
1
0
1. *=
8 IP ACL
a. [Permit] [Deny]
b. [Extended Type] [Generic] [TCP] [UDP] [ICMP]
8-2
8-2 IP ACL
Purpose*! Permit [Permit]
[Deny]
Extended Type* Generic
[GUI]
[generic] [TCP] [UDP] [ICMP]
1. *=

IP ACL GUI

Il Cisco Wide Area Application Services
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| 8 WAAS IP ACL
WAAS IP ACL n
c. 8-4
8-7
d. [Submit]
[Modifying IP ACL]
e. IPACL
f. [Modifying IP ACL] [Move]
A
WAAS Central Manager GUI IP ACL
g. IPACL [Modifying IP
ACL] [Submit] IP ACL
[Modifying IP ACL] Change submitted
IP ACL
9 IPACL
a. IP ACL [Edit] [Modifying IP ACL]
IP ACL
b. [Edit Condition] [Modifying
Condition]
c.
d. [Trash] [Delete IP ACL Condition]
e. [Move]
[Submit]
10 IPACL SNMP WCCP
a. IPACL SNMP WCCP [Edit]
b. [Configure] > [Network] > [IP ACL Feature Usage] [P
ACL Feature Settings]
C. SNMP WCCP IP ACL
8-3 IP ACL

[Do Not Set]

Cisco Wide Area Application Services
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8

WAAS IP ACL |

W waas

8-8

IP ACL

8-3 IP ACL Feature Settings IP ACL

WAAS Central Manager
GUI
SNMP IPACL SNMP WAE
WAAS Central Manager WAAS
WCCP IPACL WCCP 2
WAE WAAS Central Manager
WAAS WCCP
WAE WAAS Central Manager
d. [Submit]
11 IPACL
a. IPACL WAE [Edit]
b. [Configure] > [Network] > [Network Interfaces]
[Network Interfaces]
Y
[Port Type] EtherChannel
WAAS EtherChannel 4
1
c. IP ACL [Edit]
[Modifying Network Interface]
d. [Inbound ACL] IP ACL
e. [Outbound ACL] ACL
WAAS Central Manager GUI
IP ACL IP ACL
WAAS Central Manager GUI
12 [Submit]
13 IP ACL
a. IP ACL [Edit]
b. [Configure] > [Network] > [IP ACL]
c. IP ACL testl [Edit]
[Modifying IP ACL] IP ACL 2

Cisco Wide Area Application Services
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| s WAAS

IP ACL
WAAS IP ACL
[Delete ACL] —
IP ACL
[Delete All Conditions] — IP ACL
d. IP ACL [Trash] [Delete ACL]
[OK]
e. [Delete All Conditions Trash/List]
[OK]
[ACL Type]
CLI IP ACL ip access-list WAAS
IP ACL ip access-group
SNMP IP ACL snmp-server access-list
WAE WCCP GRE
IP ACL wecep access-list

[ oL-16450-01-J
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8 WAAS IP ACL |
N IP ACL
IP ACL WAAS IP ACL [p.8-4]
8
IP ACL
e Generic 8-4
e TCP 8-5
e UDP 8-6
e ICMP 8-7
8-4 IP ACL Generic

Purpose** Permit [Permit] [Deny]
Extended Type* Generic
Protocol ip [gre] [icmp] [ip] [tcp]

[udp]

ip
Source IP* 0.0.0.0 10 4 32
Source IP Wildcard* 255.255.255.255 |10 4 32
1

0
Destination IP 0.0.0.0 10 4 32
Destination IP Wildcard |255.255.255.255 |10 4 32

1
0

Il Cisco Wide Area Application Services

OL-16450-01-J |



| 8 WAAS IP ACL

IP ACL n
8-5 IPACL TCP
Purpose*? Permit [Permit] [Deny]
Extended Type* TCP TCP
Established false TCP Acknowledgment
ACK; RST
ACL
TCP
Source IP* 0.0.0.0 10 4 32
Source IP Wildcard* 255.255.255.255 |10 4 32
1
0
Source Port 1 0 TCP 10
0 65535 TCP
ftp ftp-data https mms netbios-dgm netbios-ns
netbios-ss nfs rtsp ssh telnet WWW
Source Operator range
< > == I= range
Source Port 2 65535 TCP 10 Source Port 1
Destination IP 0.0.0.0 10 4 32
Destination IP Wildcard |255.255.255.255 |10 4 32
1
0
Destination Port 1 0 TCP 10
0 65535 TCP
ftp ftp-data https mms netbios-dgm netbios-ns
netbios-ss nfs rtsp ssh telnet WWwW
Destination Operator range
< > == I= range
Destination Port 2 65535 TCP 10 Destination Port 1

Cisco Wide Area Application Services
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8 WAAS IP ACL |

| IP ACL

8-6 IPACL UDP
Purpose*? Permit [Permit] [Deny]
Extended Type* UDP UDP
Established — UDP
Source IP* 0.0.0.0 10 4 32
Source IP Wildcard* 255.255.255.255 |10 4 32
1
0
Source Port 1 0 UDP 10
0 65535 UDP
bootpc bootps domain mms netbios-dgm
netbios-ns netbios-ss nfs ntp snmp snmptrap tacacs
tftp wcep
Source Operator range
< > == I= range
Source Port 2 65535 UDP 10 Source Port 1
Destination IP 0.0.0.0 10 4 32
Destination IP Wildcard |255.255.255.255 |10 4 32
1
0
Destination Port 1 0 UDP 10
0 65535 UDP
bootpc bootps domain mms netbios-dgm
netbios-ns netbios-ss nfs ntp snmp snmptrap tacacs
tftp wcep
Destination Operator range
< > == I= range
Destination Port 2 65535 UDP 10 Destination Port 1

Cisco Wide Area Application Services
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| 8 WAAS IP ACL
IP ACL u
8-7 IPACL ICMP
Purpose*? Permit [Permit] [Deny]
Extended Type* ICMP ICMP
Source IP* 0.0.0.0 10 4 32
Source IP Wildcard* 255.255.255.255 10 4 32
1
0
Destination IP 0.0.0.0 10 4 32
Destination IP Wildcard |255.255.255.255 |10 4 32
1
0

ICMP Param Type* None None Type/Code Msg

None — [ICMP Type] [Code] [Message]

Type/Code — ICMP ICMP

ICMP
Msg —
[ICMP message]
[ICMP Type]
ICMP Message* administratively-
prohibited ICMP

ICMP Type* 0 0 255 [Type/Code]
Use ICMP Code* [ICMP Code]
ICMP Code* 0 0 255 ICMP ICMP
1. *=

Cisco Wide Area Application Services
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8 WAAS IP ACL |

| IP ACL

Cisco Wide Area Application Services
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CHAPTER

WAAS
N
o WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
. p.9-2
o p.9-4
e Inetd RCP p.9-5
e Inetd FTP p.9-6
o p.9-7
. p.9-13
. p.9-20
. WAAS p.9-23
. p.9-25
e E p.9-26

Cisco Wide Area Application Services
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WAAS Central Manager GUI WAE

WAAS Central Manager GUI

GUI WAAS Central Manager

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]

2 [Edit]
[Device Dashboard]

3 [Device Name] > [Activation]

[Device Activation]

WAAS Central Manager
NetBIOS IP

4 [General Configuration]

. [Name]

30

@ # $ % ~ & * ()| "<
. [Activate]

WAAS Central Manager GUI

[Deactivate]

. NetBIOS

v

NetBIOS

WAE
NetBIOS

[Name]

Il Cisco Wide Area Application Services
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5 [Locality] [Location]
p.3-17

6 [NAT Configuration] NAT

WAAS Central Manager

e [Use WAE’s primary IP Address]

IP NAT
WAAS

e WAAS Central Manager IP NAT
WAAS [Management 1P]
IP WAE
IP
IP

IP
e [Port] IP

A

WAAS Central Manager
IP

7 [Comments]

8 [Submit]

Cisco Wide Area Application Services ||
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WAAS 411 WAAS
9-1
9-1 WAAS
Transport DRE TFO LZ Enterprise
Enterprise EPM HTTP MAPI NFS CIFS WAFS  Window Print
WAAS Central Manager DRE TFO LZ
Transport
Video Enterprise
Virtual-Blade Enterprise
WAE

WAAS Central Manager

1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
2 [Edit]
3 [Admin] > [License Management]
4
5 [Submit]
CLI license add EXEC
CLI clear license EXEC
CLI show license EXEC
WAAS

Cisco Wide Area Application Services
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Inetd RCP

Inetd RCP ||

Remote Copy Protocol RCP;
User Datagram

Protocol UDP; TFTP RCP
TCP Inetd
RCP
RCP UNIX UNIX UNIX rshell
RCP UNIX
TCP TCP 514 RCP WAAS
WAAS
WAAS RCP
WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]

RCP [Edit]

[Admin] > [Inted RCP] [Inetd RCP Settings]

[Inetd Rcp Enable]

Y
Inetd FTP RCP TFTP Inetd RCP
RCP
[Submit]
[Current Settings] Click Submit to Save [Reset]
[Reset]

Internet Explorer

[ oL-16450-01-J
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W netd FTP

Inetd FTP

Inetd FTP

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]

2 Inetd FTP [Edit]
3 [Admin] > [Inted FTP] [Inetd FTP Settings]
4 [Inetd Enable FTP Service] Inetd
FTP
5 [Submit]
[Current Settings] Click Submit to Save [Reset]
[Reset]

Internet Explorer

Cisco Wide Area Application Services
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| |
WAAS
e NTP p.9-7
o p.9-7
NTP
WAAS Central Manager GUI Network Time Protocol NTP;
NTP WAAS
NTP
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]

2 [Edit]
3 [Configure] > [Data/Time] > [NTP] [NTP Settings]
4 [Enable] NTP
5 [NTP Server] IP
6 [Submit]
NTP
)
2
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]

Cisco Wide Area Application Services
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2 [Edit]
3 [Configure] > [Data/Time] > [Time Zone] [Time Zone
Settings]
4
a. [Time Zone Settings] [Standard Time Zone]
uTC =0
uTC uTC
Location/Area Location
Area
b.
9-2
2
c. UTC
UTC
UTC 9-3
5
a. [Time Zone Settings] [Customized Time Zone]

b. [Customized Time Zone]

40

[Submit]

c. UTC [+] [-1
uTC
uTC 0 23 0 59 uTC
-23:59 23:59 0:0
6 [Customized Summer Time Savings]

Y
a. [Absolute Dates]
b. [Start Date] [End Date]

January  December 1 31 1993 2032 mm/dd/yyyy

Cisco Wide Area Application Services
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[Start Date] [End Date] [Calendar]
[Date Time Picker]
[Date Time Picker]
[Apply]
[Set Today]
[Start Date] [End Date]
C. [Recurring Dates]
d. [Start Day] [Monday] [Sunday]
e. [Start Week] [first] [2nd]
[3rd] [last] [first]
[last]
f. [Start Month] [January]  [December]
[End Day] [Monday] [Sunday]
[End Week] [first] [2nd]
[3rd] [last] [first]
[last]
i. [End Month] [January] [December]
7 [Start Time] 0 23 59
[End Time] 23
0 59
[Start Time] [End Time]
00:00
8 [Offset] uTC 0 1439 9-3
9 [No Customized Summer Time Configured]
10 [Submit]

[Current Settings]

Click Submit to Save

Cisco Wide Area Application Services

[Reset]

Internet Explorer
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9-2

CET
CST6CDT
EET

EST
ESTS5EDT
GB
GB-Eire /
GMT

HST

MET

MST
MST7MDT
Nz
NZ-CHAT
PRC
PST8PDT
ROC

ROK

UCT

uTC

WET
W-SU

9-3 uTC

UTC
Africa/Algiers +1

Africa/Cairo +2

Africa/Casablanca 0
Africa/Harare +2
Africa/Johannesburg +2
Africa/Nairobi +3

America/Buenos_Aires -3

America/Caracas -4

America/Mexico_City -6
America/Lima -5
America/Santiago -4
Atlantic/Azores -1
Atlantic/Cape_Verde -1
Asia/Almaty +6
Asia/Baghdad +3

Cisco Wide Area Application Services
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9-3 uTC

uTC
Asia/Baku +4
Asia/Bangkok +7
Asia/Colombo +6
Asia/Dacca +6
Asia/Hong_Kong +8
Asia/lrkutsk +8
AsialJerusalem +2
Asia/Kabul +4.30
Asia/Karachi +5
Asia/Katmandu +5.45
Asia/Krasnoyarsk +7
Asia/Magadan +11
Asia/Muscat +4
Asia/New Delhi +5.30
Asia/Rangoon +6.30
Asia/Riyadh +3
Asia/Seoul +9
Asia/Singapore +8
Asia/Taipei +8
Asia/Tehran +3.30
Asia/Vladivostok +10
Asia/Yekaterinburg +5
Asia/Yakutsk +9
Australia/Adelaide +9.30
Australia/Brisbane +10
Australia/Darwin +9.30
Australia/Hobart +10
Australia/Perth +8
Australia/Sydney +10
Canada/Atlantic -4
Canada/Newfoundland -3.30
Canada/Saskatchewan -6
Europe/Athens +2
Europe/Berlin +1
Europe/Bucharest +2
Europe/Helsinki +2
Europe/London 0
Europe/Moscow +3
Europe/Paris +1
Europe/Prague +1
Europe/Warsaw +1

Cisco Wide Area Application Services
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9-3 uTC

uTC
Japan +9
Pacific/Auckland +12
Pacific/Fiji +12
Pacific/Guam +10
Pacific/Kwajalein -12
Pacific/Samoa -11
US/Alaska -9
US/Central -6
US/Eastern -5
US/East-Indiana -5
US/Hawaii -10
US/Mountain 7
US/Pacific -8
UTC Greenwich Mean Time GMT,;

uTC

Cisco Wide Area Application Services
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WAAS
WAAS Central Manager WAE
L]
e Central Manager
. Central Manager
e WAE
L]
e Central Manager WAE
Central Manager WAE WAAS
WAAS CIFS
Central Manager
WAAS
Central Manager WAE
WAFS
WAAS
Central Manager SHA1 AES 256-
256-
WAE SecureRandom
256-
e Central Manager
e WAE Central Manager
e WAE Central Manager
WAE
. Central Managers WAE WAAS 4.0.19
Central Manager Central Manager
Central Manager Central

Manager

Cisco Wide Area Application Services
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3 WAE WAE WAE
Central Manager
WAE

Central Manager WAE
Central Manager WAE
Central Manager

Central Manager
WAE CIFS Central Manager

Central Manager

. Central Manager Central
Manager Central Manager

CIFS Central Manager WAE

Central Manager

Central Manager

e WAE Central Manager
WAE CIFS
. WAE WAE  Central Manager
WAAS
WAAS WAAS
[p.15-31]

Cisco Wide Area Application Services
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Central Manager
Central Manager CLI cms secure-store init
EXEC cms secure-store open EXEC
1 cms secure-store init
Central Manager please enter pass phrase
2 Enter
Central Manager
3 cms secure-store open
Central Manager please enter pass phrase
4 Enter
Central Manager
Y
Central Manager
WAE CIFS Central
Manager
Y
Central Manager Central
Manager Central Manager
[p.9-15]
show cms secure-store
Central Manager
Y
Central Manager Central
Manager Central Manager WAE

Central Manager
WAE

Cisco Wide Area Application Services
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Central Manager Central
Manager CLI Central Manager
cms secure-store open EXEC
1 Central Manager Central Manager
[p.9-15]
2 Central Manager Central Manager
60
3 Central Manager ~ cms secure-store open
Central Manager please enter pass phrase
4 Enter
Central Manager
Y
Central Manager 3 4
show cms secure-store
WAE
WAE
1 WAAS Central Manager GUI [Manage Devices] [Manage Device Groups]
2 [Edit]
Y
WAE
WAE
WAE WAE
WAE
WAE
[p.3-3]
3 [Configure] > [Security] > [Secure Store] 9-1

[Secure Store Settings]

Cisco Wide Area Application Services
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¢

9-1 [Secure Store Settings]

';!',',':'n': Cisco Wide Area Applcation Sarvices

WARS Central Mamager

Ranlhnard > Dovbies = WAE-674

Swileh Dewice

I CMES e Shore =t
ot CM e S35 =l
o Apsdlirwbss i
T (M Seccrw Dore
i Stswragn |I D
i Secoray Ll W% Securs Sae 0
—— -_—
H Webmark |
0 Nebwork Hordorng 1 :"l hatajehg Sk of Hecws Dnd wall iodlad CME semdd an WA s)
il FusteTume 2} ]
¥ Gy Admin . ]

[Initialize CMS Secure Store] [Open CMS Secure Store]
[Submit]
Central Manager WAE
CLlI cms secure-store init EXEC cms

secure-store open

cms secure-store WAE
5 CLI

WAE Central Manager

WAE
WAE

Cisco Wide Area Application Services

[ oL-16450-01-J



|
Central Manager
CLI EXEC
cms secure-store change

Central Manager
1 cms secure-store change

Central Manager please enter pass phrase
2 Enter

WAAS

WAE WAAS Central Manager GUI
1  WAAS Central Manager GUI [Manage Devices] [Manage Device Groups]
2 [Edit]
3 [Configure] > [Security] > [Secure Store]
4 [Change CMS Secure Store] [Submit]

Central Manager Central Manager WAE

WAE
CLI cms secure-store change EXEC
Central Manager WAE

Central Manager WAE
1  WAAS Central Manager GUI [Manage Devices] [Manage Device Groups]
2 [Edit]

Cisco Wide Area Application Services
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3 [Configure] > [Security] > [Secure Store] 9-1
[Secure Store Settings]
4 [Clear CMS Secure Store] [Submit]
cms secure-store clear
CLI cms secure-store clear EXEC
Y
Central Manager Central
Manager

Cisco Wide Area Application Services
| oL-16450-01-J



WAAS
WAAS Central Manager
GUI [Configure] > [System Properties]
9-4
9-4
cdm.remoteuser.deletionDaysLimit WAAS Central
Manager
cdm.remoteuser.deletionDaysLimit 5
5
1 WAAS Central
Manager AAA
cdm.session.timeout WAAS Central Manager GUI
10
DeviceGroup.overlap
True
System.datafeed.pollRate WAAS WAAS Central Manager
300
System.device.recovery.key ID
WAAS
System.guiServer.fqdn Device Manager GUI IP
FQDN
System.healthmonitor.collectRate CMS
0
120
System.lcm.enable
CLlI WAAS
Central Manager GUI WAAS
true false
Central
Manager Central Manager
System.monitoring.collectRate WAE WAAS Central
Manager 300 5
WAAS Central Manager

Cisco Wide Area Application Services
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||
9-4
System.monitoring.dailyConsolidation |WAAS Central Manager 1 1
Hour 1 1
System.monitoring.enable WAE true
System.monitoring.maxReports
10
System.monitoring.monthlyConsolidat |\WAAS Central Manager
ionFrequency 1
WAAS Central Manager
14
2
WAAS Central Manager
1

2006 2 2
System.monitoring.monthlyConsolidationFrequency 14
WAAS Central Manager 2 16 3

2 3 16 3 3 2
4 13 2
WAAS Central Manager 2 2
System.monitoring.recordLimitDays
1825
System.print.driverFtpTimeout FTP
10 1800
600
System.registration.autoActivation Central Manager WAE
true
System.rpc.timeout.syncGuiOperation |Central Manager WAE GUI
50

Cisco Wide Area Application Services
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1  WAAS Central Manager GUI [Configure] > [System Properties]
[Config Properties]

2 [Edit] [Modifying Config
Property]

E-Y

[Submit]

Cisco Wide Area Application Services
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WAAS u
WAAS
WAAS 2 getUpdate get configuration poll
WAAS Central Manager
[p.9-24]
WAAS
1  WAAS Central Manager GUI [Configure] > [Fast Device Offline Detection]
[Configure Fast Offline Detection]
Y
WAAS Central Manager UDP
getUpdate
2 [Enable] WAAS Central Manager
3 [Heartbeat Rate (Seconds)] UDP WAAS Central
Manager 30
4 [Heartbeat Fail Count] WAAS
Central Manager UDP
1
5 [Heartbeat UDP Port] UDP WAAS
Central Manager 2000
[Maximum Offline Detection Time]
= >
WAAS Central Manager
getUpdate 2
WAAS Central
Manager [Maximum Offline Detection Time]
WAAS Central Manager Cisco Discovery Protocol CDP;
2 x =< WAAS

Central Manager GUI

6 [Submit]

Cisco Wide Area Application Services
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| WAAS

WAAS WAAS Central Manager UDP
UDP WAAS
WAAS Central Manager WAAS
Central Manager UDP
WAAS Central Manager UDP
UDP getUpdate

WAAS Central Manager

2 UDP
2 UDP
WAAS Central Manager GUI

WAAS Central Manager UDP
getUpdate get configuration poll

Cisco Wide Area Application Services
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WAAS Node Health Manager
High Water Mark HWM,; WAAS
WAAS
. SNMP
raise alarm-overload clear alarm-overload
raise alarm-overload clear alarm-overload
. SNMP
Configuration Management System CMS;
SNMP  CMS CLI
. Low Water Mark LWM;
WAAS
J LWM WAAS
SNMP  CMS
WAAS Node Health Manager WAAS
WAAS
Cisco Wide Area Application Services Command Reference show
alarm CLI
WAAS
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups] [Devices] [Device Groups]

[Edit]

[Configure] > [Network Monitoring] > [Alarm Overload Detection]
[Alarm Overload Detection Settings]

WAAS
[Enable Alarm Overload
Detection]
[Alarm Overload Low Water Mark (Clear)] WAAS
1
1
[Alarm Overload High Water Mark (Raise)] WAAS
1 10

[ oL-16450-01-J
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7 [Submit]

CLI alarm overload-detect

1 E
[p.16-27]

E WAAS Central Manager E

1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices]

2 E WAAS Central Manager [Edit]
3 [Configure] > [Notifier] > [Email Notification Server]

[Configure Email Server Details]

4 [Mail Server Hostname] E E

5 [Mail Server Port] 25
6 [Server Username] E

7 [Server Password] E

8 [Submit]

Cisco Wide Area Application Services
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CHAPTER 1

WAE Device Manager GUI

Wide Area Application Services WAAS Central Manager GUI

WAE Device Manager GUI WAE Device Manager
Wide Area Application Engine  WAE Web
WAAS Central Manager WAE Device Manager

WAE Device Manager  WAAS Central Manager GUI
WAAS Central Manager GUI

WAE Device Manager WAAS Central Manager
WAE Device Manager
WAAS Central Manager GUI

p.3-9
Y
WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
e WAE Device Manager p.10-2
e WAE Device Manager p.10-3
e WAE p.10-4
e Cisco WAE p.10-5
¢ CifsAO p.10-21
e WAFS Core p.10-24
e WAFS Edge p.10-24
e WAE p.10-25
¢ WAE p.10-35

[ oL-16450-01-J
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10 WAE Device Manager GUI
W WAE Device Manager
WAE Device Manager
WAAS WAE Device Manager  Web
WAE Device Manager Internet Explorer WAAS
WAE Device Manager
e https://Device_IP_Address:8443/mgr
WAE Device Manager  [Login]
[Login] admin

default
e WAAS Central Manager GUI

[Edit]
[Device GUI]

WAE Device Manager

10-1 WAE Device Manager

[My WAN] > [Manage Devices]

10-1

T il i S VLR sk, ey | ] R
T ¥mp 0 =rewy Celn AR peorn, et praf’ ek Slem
Th S | g Dl L e, T 0 O0E el
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Ewpn e ot westun of Cen AR v
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sifisilis

e,
3

-
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WAE Device Manager ||
WAE Device Manager
WAE Device Manager 2
WAE
e [Cisco WAE] — WAE WAE
WAE
Cisco WAE p.10-5
e [CifsAO] — WAFS
CifsAO p.10-21
CifsAO WAAS CIFS
p.12-3
e [WAFS Core] — WAFS Core
WAFS Core p.10-24
[WAFS Core] WAAS WAFS
11 WAFS
e [WAFS Edge] — WAFS Edge
WAFS Edge p.10-24
[WAFS Edge] WAAS WAFS
11 WAFS
[Save]
[Back]
WAE Device Manager
WAE Device Manager
)
WAE Device Manager JavaScript

Cisco Wide Area Application Services
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B wae
Cisco Wide Area Application Services Quick Configuration Guide WAE
WAE Device Manager
o p.10-6
e WAE p.10-7 WAE
. p10'8
e Windows p.10-11 Windows
. p.10-17
o [Utilities] p.10-18 WAE
e [Preposition] p.10-21 WAFS
e  WAE p.10-25 SNMP WAE
e WAE p.10-35 WAE

Cisco Wide Area Application Services
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Cisco WAE ||
Cisco WAE
Cisco WAE WAE
WAE 10-2 [Cisco
WAE Control]
10-2 [Cisco WAE Control]
sifiailig
hi‘
T T
Fu ol wSwan LR g e, ey ! e R ke
[t i |
[ H
Al L o
% APT e o
 ziart I wna [ mestars |
Egfwn e corwnd i o Tien AL e m
[Cisco WAE]
e [Control] — [Control] p.10-5 WAE
e [Configuration] — [Configuration] p.10-9
e [Utilities] —  [Utilities] p.10-18 WAE
e [Monitoring] — WAE p.10-25 WAE CPU
e [Logs] — WAE p.10-35 WAE
[Control]
[Control]
e [Components] — WAE
p.10-6

¢ [Registration] — WAE  WAAS Central Manager

WAE

p.10-7

e [Backup] — WAE

WAE

p.10-8
p.10-9

Cisco Wide Area Application Services
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W cCisco WAE

[Components]
[Refresh] WAE
Device Manager WAAS Central Manager GUI
WAE Device Manager
CIFS [Refresh] WAE Device
Manager

v

s

WAAS Central Manager

1 [Cisco WAE Control] [Components]
[Start]

10-3

10-3 [Components] —

el -

s
—
e
To wkert i Doco VEEE sarwcn, namec? if il Sl Thard

T wep & marving Do @A svos, weesi £ and dice Siop.
To rriter] i rurriryg Coico WAE servee depeet il i ek Baraord

] -

| sanct [ Stco [ Revtast |

Eoram o T et B Cang ol ] oy m

o

A
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Cisco WAE
J [Stop]
o4
e WAE [Restart]
e WAE [Refresh]
WAE
[Registration] WAAS Central Manager WAE WAE
WAE WAAS Central Manager GUI WAE
WAE
1 [Cisco WAE Control] [Registration] 10-4

10-4 [Cisco WAE Control] — [Registration]

Comial iz |2 8000

gt ey Cimarn MAR)
Tom pono rapanEe e Fial n e Ceow barace . A% 8 A Al & pawet § o B
il ey o T Cer Herage m

Frrrgsler Tras WAL

Toof @rmati Frpdiied Tk Sl Ses e (A0 E WPale  LRE BT ARSI, B
DR fam e b e b ke s e g T D P m

FrE

2 [Central Host] WAAS Central Manager
WAE  Central Manager

3 [Register] WAE

Registration will update the WAE properties in the WAAS Central Manager. Are you sure?
[OK] Appliance registered successfully

4 [Unregister] Cisco WAE

Appliance unregistered successfully

Cisco Wide Area Application Services
| oL-16450-01-J
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W cCisco WAE

¢

WAE WAAS Central Manager GUI
[Backup] WAE
WAE
1 [Cisco WAE Control] [Backup] 10-5

10-5 [Cisco WAE Control] — [Backup]

Tom o iy 0 Lo e e oF Py vy G b Py i i een P g E——im
(g Lo DEalees a e oes Seliay
Tha aif revioern Bt Do fAE comfigur gl B e piee i e
Bl e Lt el wd D ] e oo F b g e i
S v i g ==
e Srmimtemm vy T, | e |
y. :
%
2 [Download configuration backup] [Download]
3 [File Download] [Save]
4 [Save As]
5 [Save]
WAE 1
p.10-9

Il Cisco Wide Area Application Services
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| 10 WAE Device Manager GUI
Cisco WAE u
[Backup] WAE WAE
1 [Restore configuration from backup] [Browse]
2 [Upload]
)
WAE
[Configuration]
[Cisco WAE] [Configuration]
e [SNMP] — WAE MIB
SNMP p.10-9
e [Networking] — Cisco Wide Area Application Services Quick Configuration Guide
WAE
p.10-10
e [Windows Authentication] — Windows CLI
WAE Windows
p.10-11
e [Print Services] —
13 WAAS
¢ [Notifier] — WAE E
p.10-17
SNMP
[SNMP] Cisco WAE SNMP SNMP
[Configuration] [SNMP] [SNMP] 10-6

Cisco Wide Area Application Services
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10 WAE Device Manager GUI |

W cCisco WAE

10-6 [WAE Configuration] — [SNMP]

el O

Tl poeryly AW
Eras earr B0 wape: [
Eratd gy ¥ []
U et e’y el

=

S K
e [SNMP community] — WAE  SNMP
SNMP
e [SNMP community (R/W)] — WAE  SNMP
SNMP
¢ [Enable event MIB traps] — WAE [SNMP notification host] SNMP
MIB
¢ [Enable logging traps] —
e [SNMP notification host] — WAE  MIB
SNMP IP
[Save] [Cancel]
[Networking] 10-7 WAE LAN
WAE [Configuration] [Networking]

10-7 [Cisco WAE Configuration] — [Networking]
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WAE Device Manager GUI

Windows

[Networking]

e [Machine name] — WAE

e [DHCP] —

e [IP Address]

e [Net mask]

¢ [Default Gateway]
e [DNS Server 1]

e [DNS Server 2]

¢ [Domain Name]

e [MAC Address]

e [Time Zone]

DHCP

Cisco WAE ||

WAAS Central Manager GUI  WAE Device Manager Pluggable Authentication Modules PAM,;
WAAS Central Manager
GUI WAE Device Manager WAAS
Central Manager GUI WAE Device Manager WAE
GUI CLI admin default
CLlI GUI GUI
CLI CLI
CLI
. p.10-11
J p.10-12
e LDAP p.10-12
e Windows p.10-12
e Windows p.10-15
WAE
Windows Telnet FTP SSH

HTTP WAFS Central Manager

Windows

Cisco Wide Area Application Services

WAE Device Manager

[ oL-16450-01-J
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W cCisco WAE

WAE  Windows WAE

WAFS WAE Windows
e NTLMv2 — Windows
e Kerberos — Windows 2003 Server Windows

LDAP
Lightweight Directory Access Protocol LDAP Microsoft Windows Server
WAE LDAP
LDAP LDAP
WAAS LDAP
Require signing Windows 2003
LDAP WAE
S
LDAP Windows CLI smb-conf
section “global” name “Idap ssI” value “start_tls” WAE
LDAP WAE Device Manager
smb-conf Cisco Wide
Area Application Services Command Reference
Windows

[Windows Authentication] WAE
Windows

1 WAE Device Manager

2 [Configuration] [Windows Authentication]

[Window Authentication] 10-8

Cisco Wide Area Application Services
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Cisco WAE ||

10-8 [Cisco WAE Configuration] — [Windows Authentication]

silnenfie
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B N
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" Indose marvins o dao

T

3 NetBIOS

NetBIOS 15

N

[NetBIOS name]

NetBIOS
4 / Windows NT
4 [NT Domain]
cisco.com cisco
Windows 2000 Windows 2003 [NT Domain]
[NT Domain]
NT
5 Windows Internet Naming Service WINS IP

Cisco Wide Area Application Services
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W cCisco WAE

10

[Use NTLMv2 authentication] NTLMv2
Y
Send NTLMv2 responses only/Refuse LM
and NTLM NTLMv2
NTLMv2
[Windows authentication for WAFS Management login] Windows
WAFS Telnet FTP SSH
WAAS Central Manager GUI WAE Device Manager
WAAS Central Manager GUI WAE
WAE Windows

e [Windows authentication for file server failover] —

Edge WAE WAN
WAAS p.11-38
Kerberos [Kerberos enabled]
e Kerberos Windows 2000 Kerberos
e Key Distribution Center KDC; IP
IP
10.10.10.2:88
7 1 Kerberos
Kerberos WAE 5
Kerberos
Windows 2000 SP4 Windows 2003 SP1
Kerberos
LDAP WAAS CLI
smb-conf section global name “Idap ssl” value “start_tls” WAE
LDAP smb-conf

Cisco Wide Area Application Services Command Reference

[Register WAE with Domain Controller]

S

Kerberos WAE Windows
NetBIOS Kerberos

Cisco Wide Area Application Services
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Cisco WAE n
i IP
Kerberos NetBIOS
Kerberos Fully Qualified Domain Name
FQDN;
° \ +
11 [Save]
Windows WAE
12 Windows Windows p.10-15
Windows
Windows Windows
Windows p.10-12 Windows
[Authentication Details]
e winbind
Windows
1 [Windows Authentication] [Show authentication status]
WAE
2 [OK] [Cancel]
[OK] [Authentication Details] 10-9

Cisco Wide Area Application Services
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W cCisco WAE

10-9 [Authentication Details]

D ot b it [l S

R il W [T
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i e v e St o PR SR T ey i e e e ra B TE T @ [ T PO e T -y e

L]-CH [ JETE 3
3 [Authentication status]
[status] OK Windows
Not OK
4

10-1

10-1
whinfo -t Samba Windows
wbinfo -a

[Refresh]
whbinfo -D Samba
whbinfo --sequence
Time skew WAE KDC S
Windows KDC
Kerberos WAAS CLI WAE
Kerberos

Il Cisco Wide Area Application Services
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5 [Refresh]

Cisco WAE ||

[Notifier] WAE

1 [Configuration] [Notifier]

10-10 [Notifier]

1 e Fllitealswe.
Rt 03wl

g g o by ey

T o el L
Py L |
Il gy g b |

Lege i e Ll

T e o

stllvenfus

r
wap
[

2 [Email address] WAE
3 [Mail server host name]
4 [Time period] E

[min]
5 [Notify Level]
6 [Mail server port]
7 WAE

Cisco Wide Area Application Services

[sec]

= =

[Login to server]

[ oL-16450-01-J
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10 WAE Device Manager GUI |

W cCisco WAE
8 [Server username]
9 [Server password]
10 [From] E [From]
11 [Subject]
12 [SNMP Notify Level] SNMP
13 [Save]
[Utilities]
[Utilities]
e [Support] — WAE
p.10-18
e [WAFS Cache Cleanup] — WAFS
Cache Cleanup p.10-20
¢ [File Server Rename] — WAFS
File Server Rename p.10-20
[Support] WAAS WAE
[Support] WAE
TAC
Y
WAE

1 [Utilities] [Support]

[Support] 10-11

Il Cisco Wide Area Application Services
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10-11 [Utilities] — [Support]

Cisco WAE

Siggnlermw Rapeart
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[System Report]
e [Full] —
e [Specify Date:] —

[Estimate size]

WAE

[Download]

[OK]
[File Download] [Save]

[Save As]
[Save]

= |

tar gzip

Cisco Wide Area Application Services
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W cCisco WAE

Cache Cleanup
[WAFS Cache Cleanup] WAFS

Cache Cleanup

1 [Utilities] [WAFS Cache Cleanup]

[WAFS Cache Cleanup] 10-12

10-12 [Utilities] — [WAFS Cache Cleanup]

.|I|:|i|.
e v A
r
:“_:::.:'-':‘::1: whw erwdl P e = by sy e e b m
OTE: dfer SmErg ra APl oche . fe WA Ldige s ol i el
g
a3 -
2 [Run]
File Server Rename
[File Server Rename] WAAS
File Server Rename
1  WAFS Edge p.10-6

2 [Utilities] [File Server Rename]
3 [Current File Server name]

4 [New File Server name] [Run]

Cisco Wide Area Application Services
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CifsAO
CifsAO
[CifsAO] WAFS
[CifsAQ]
e [Preposition] — WAAS Central Manager GUI
[Preposition]
p.10-21
e [Monitoring] — Cisco WAE p.10-28
WAFS
e [Logs] — CIFS
Cisco WAE p.10-37

[Preposition]

[Preposition] WAAS Central Manager GUI

WAAS
1 [Preposition]
[CifsAO > Preposition] 10-13

10-13 [CifsAO > Prepsition]

i
[H Irummes e Demieey fodlsls el [ngginss g P rrmsmestas
P
Ul Tealld PV L L) dale
I
[Preposition] WAFS Edge
e ID— ID

Description —

Cisco Wide Area Application Services

CISCO
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W cifsa0

e Root Directory —

e Schedule —
e Started —
e Duration —
e Status —
In Progress
e Termination reason —
2 [View]

[Preposition Task Details] 10-14

10-14 [Preposition Task Details]
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[Preposition Policy]

e [Create Date] —

e [Last Modified] —
e [Total size] —

e [Min file size] —

e [Max file size] —
e [Perform on] —

[Preposition Policy]
10

e [Total data] —

Cisco Wide Area Application Services
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CifsAO ||

[# matching files] —

e [Amount copied] —
[Total data]

[# files copied] —
[Throughput] — Kbps

[Termination reason] —

3 [Close] [Policies]

A

[Policies] [Refresh]

WAAS Central Manager

1 [Policies] In Progress [Terminate]

2 [Yes] [View] [Preposition Policy]

Cisco Wide Area Application Services
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W WAFS core
WAFS Core
[WAFS Core] WAFS Core
[WAFS Core] WAFS
[WAFS Core]
e [Monitoring] — Cisco WAE p.10-28
WAFS Core
e [Logs] — WAFS Core Cisco WAE
p.10-37
WAFS Edge
[WAFS Edge] WAFS Edge
[WAFS Edge] WAFS

[WAFS Edge]

e [Preposition] — WAAS Central Manager GUI
[Preposition]

p.10-21 WAFS CIFS
e [Monitoring] — Cisco WAE p.10-28
WAFS Edge
e [Logs] — WAFS Edge
Cisco WAE p.10-37

Cisco Wide Area Application Services
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2. WAFS WAFS
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3. WAAS
p.11-15
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6. Edge WAE
Edge WAE
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1  WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Devices] WAAS
2 [Edit]
[Device Dashboard]
3 [Configure] > [Acceleration] > [Legacy Service] > [File Services] > [Core
Configuration]
[Enable Core Server Services] 11-2
11-2
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4 [Enable Core Server]

[Core Cluster]

6 [Submit]

7 [OK]
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[Cancel] [Enable Core Server window]

Differentiated Services Code Point DSCP; DiffServ

14
8 WAAS Central Manager GUI [Home]
[My WAN] > [Manage Device Groups]
9 [Edit]
10 [Cluster Name] > [Core Server Settings] [Configure Core
Server Settings] 11-3
11-3

B [ | SA AP

11 [File Server access username] [File Server access password] [Confirm password]
CIFS

Edge WAE p.11-18

12 DSCP

a. [Set DSCP value for high priority messages]

b.
[Match Edge] — Edge WAE DSCP
Edge WAE p.11-25
[DSCP Value] — DSCP
11-4
p.11-17 [Please Make a Choice]
0 63
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DSCP IP
11-4 DSCP
DSCP
[IP precedence] [Type of Service (ToS)]
RFC 2474
WAFS DSCP
QoS
13 [Submit]
14 [Reload WAE]
a. WAAS Central Manager GUI [My WAN] > [Manage Devices]
b. [Edit] [Device
Dashboard]
cC. [Reload WAE ]
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
Y
Web Cache Communication Protocol WCCP; Web
WCCP
2 [Edit]
[Device Dashboard] [Modifying Device Group]
WAAS Central Manager
3 [Configure] > [Acceleration] > [Legacy Services] > [File Services] > [Edge
Configuration]
[Enable Edge Server Services] 11-4
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[Enable Transparent Mode]
139 445
TCP 139 445
[Enable Transparent Mode] TCP
139 445 TCP
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6 Active Directory
7 1 Edge WAE

e [Enable CIFS over NETBIOS connections (tcp port 139)] — Edge WAE

139
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Edge WAE WCCP Edge WAE
4
Edge WAE

[Enable CIFS Over TCP/IP Connections]
445
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e [Enable CIFS over TCP/IP connections (tcp port 445, requires Transparent Mode)] —

445
445 Edge WAE
[Enable CIFS over NETBIOS connections]
445 Edge WAE 139
139
Y
139 445
Edge WAE
2 Windows 98
[Enable Double-byte Language Support]
. Windows 98
J Windows 98 1
DSCP
a. [Set DSCP value for high priority messages]
b. 11-4
[Please Make a Choice]
0 63
DSCP 1P
DSCP 11-4

DSCP [IP precedence] [Type

of Service (ToS)] RFC 2474
WAFS DSCP
QoS
11-4 DSCP

DSCP
afll AF11dscp 001010
af12 AF11dscp 001100
af13 AF13dscp 001110
af21 AF21 dscp 010010
af22 AF22 dscp 010100
af23 AF23dscp 010110
af31 AF31dscp 011010
af32 AF32dscp 011100
af33 AF33dscp 011110
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11-4 DSCP
DSCP
af4l AF41 dscp 100010
af42 AF42 dscp 100100
af43 AF43 dscp 100110
csl Ccs1 1 dscp 001000
cs2 CS2 2 dscp 010000
cs3 CS3 3 dscp 011000
cs4 Cs4 4 dscp 100000
cs5 CS5 5 dscp 101000
cs6 CS6 6 dscp 110000
cs7 Cs7 7 dscp 111000
dscp 000000
ef EF dscp 101110
10 [Submit]
1 [OK]
[Cancel] [Edge Configuration]
12 [Reload WAE]
a. WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
b. [Edit]
c. [Reload WAE] [Reboot All Devices]
Edge WAE
Edge WAE
WAAS Central Manager GUI
WAAS
10 comma-separated values CSV;

WAFS
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WAAS Central Manager GUI

WAAS Central Manager
e CSV

. p.11-23

WAAS Central Manager
WAAS Central Manager

p.11-19
p.11-20
p.11-22

1  WAAS Central Manager GUI
[File Servers]

. [Edit]
. [Import from CSV]
Csv
[p.11-20]
L]
2 [Create New File Server]

[Registering New File Server]

11-5 [Registering New File Server]
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4 [Allow Access on WAN Failure] CIFS WAN
Edge WAE
WAN CIFS
WAN WAAS p.11-38
5 [Submit]
WAAS
6 p.11-22
CSsv
WAAS
10 CsVv
Excel Csv
e CSV p.11-20
e CSV p.11-21
e CSV p.11-21
Csv
11-5 Csv
11-5 CSV

[Registering New File Server]
[File Server Name]
11-5

WAAS Central Manager

AllowDisconnected

[Registering New File Server]
[Allow access on WAN Failure]
11-5
true
false

false
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Csv

csv

11-5 CSV

Cluster

CSv

. Name

. Cluster
Cluster

CSvV c-1

name,allowdisconnected,cluster,cluster
s71,TRUE,c-1,
s72,,c-2,c-5

Csv WAAS Central Manager GUI
Csv

WAAS Central Manager GUI [Configure] > [File Services] > [File Servers]

[Import from CSV] 2
[Importing File Server Definitions]
[Browse]
[Choose File]

Csv [Open] [Path to File
Server Definitions]
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5 [Importing File Server Definitions]

CSv

WAAS Central Manager

[Submit]

successfully imported

WAAS Central Manager
10

WAAS Central Manager 1

1  WAAS Central Manager GUI

[File Servers]

3 [Core Cluster]

[Core Cluster Assignments]

Edge WAE

[Configure] > [File Services] > [File Servers]

[Edit]
[Core Cluster Assignments]

WAAS
10
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5 WAFS [Resolve File Server Name] § o)
[Type] IP

WAFS
[Comments]

6 [Submit]

p.11-23

WAAS Central Manager GUI

Home

WAAS Central Manager

WAAS Central Manager GUI

CIFS
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1
J CIFS
¢ WAAS Central Manager GUI
Edge WAE
p.11-18
2 WAAS Central Manager GUI [Configure] > [File Services] > [Dynamic
Shares]
[Dynamic Shares]
. [Edit]
3 [Create New Dynamic Share]
[Creating a new Dynamic Share]
4 [Name] Edge WAE
I\N:*2" <>
5 [Assigned Domain] WAAS
WAAS [Entity Type]
[None] p.7-16
6 [CIFS - Use WAFS transport mode]

CIFS

7 [File Server]
[CIFS - Use WAFS transport mode]

WAAS Central Manager
p.11-19 CIFS

8 [User Name] [Password] [Confirm]
Windows
[User name] domain\username [CIFS - Use
WAFS transport mode]
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9 [Share Name]
\/:*2%<>|
e [Share Name] [Browse]
N
[Browse]
1 Core WAE
2 [Browse]
CIFS WAAS Central Manager
CIFS WAE 1
[Browse]
10 enabled disabled
WAAS
11 [Submit]
Edge WAE
Edge WAE
WAAS Edge WAE
Edge WAE
Edge WAE Edge WAE
1 Edge WAE
1 WAAS Central Manager GUI [Configure] > [File Services] > [Connectivity]
[Connectivity]
. [Edit]
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2 [Create New Connection]
[Creating a New Connection]
11-6  [Creating a New Connectivity Directive]
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[File Server Settings]
6 [OK]
12
7 [File Server Settings]

[Configure File Server Aliases]
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as- win3srv
as-win3svr
8
e [Prefix] —
e [Suffix] —
WAAS AS-
10
9
1
p.11-22
10 [Alias]
15 8

Cisco Wide Area Application Services

[ oL-16450-01-J



WAFS |

11 [Submit]

[Exported As]

12
e [Assign Edge Devices] —
e [Assign Edge Groups] —
[Edge Device Assignments] [Edge Group Assignments]
13
i o
Y
p.11-15
14 [Submit]
15 WAN
a. [WAN Utilization] [WAN Utilization]
b. Edge WAE Core WAE WAFS WAN
[Maximum allocated bandwidth] — /
WAE WAN
1544 KB/ WAFS
15
[Minimum roundtrip delay] — WAE
80

A

WAN
Edge WAE

16 [Submit]

OL-16450-01-J |
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| 1 WAFS

||
CIFS Edge
WAE WAN
WAE
CIFS
Edge
WAE
WAN Edge WAE
Edge WAE
WAAS Central Manager GUI
[Configure
Core Server Settings]
p.11-12 11
p.11-30
Y
. p11-30
. p.11-34
. p.11-35

Cisco Wide Area Application Services

[ oL-16450-01-J



11 WAFS |

1  WAAS Central Manager GUI [Configure] > [File Services] > [Preposition]

[Preposition Directives]

e [Preposition Directive] —

e [Type] — Full
Differential
Full
Edge
Differential Edge
Edge
Edge

Since Edge

e [Status] —

e [File Server] —

[Preposition Directive]

. [Edit]

[Create New Preposition Directive]

[Creating New Preposition Directive] 11-8

Cisco Wide Area Application Services
OL-16450-01-J |



| 1 WAFS

11-8
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3

4 [CIFS - Use WAFS transport mode]
CIFS

5 [Status] [enabled] [disabled]

6 [File Server]

[CIFS - Use WAFS transport mode]

WAAS Central Manager
p.11-19 CIFS

Cisco Wide Area Application Services
| oL-16450-01-J



11 WAFS |

7 [Location]

p.3-17
[CIFS - Use WAFS transport mode] [Location]
8 [User Name] [Password] [Confirm]
Windows
[User name] domain\username [CIFS - Use
WAFS transport mode]
9 DSCP [DSCP value for high priority
messages] DSCP
0 63 11-4
p.11-17 [CIFS - Use WAFS transport mode]
DSCP
DSCP IP
DSCP
DSCP [IP precedence]
[Type of Service (ToS)] RFC 2474
10
11-6
11-6
Total Size as % of Cache Edge WAE
Volume % WAE
30% 30
5%
1
Max File Size
WAE
Min File Size
WAE WAAS
WAN 20 KB
20KB

Cisco Wide Area Application Services
OL-16450-01-J |



11 WAFS

||
11-6
Duration WAAS WAAS
Edge WAE WAAS
Edge Core
WAAS
Type [Type]
e [All Files] — Edge WAE
e [Files changed since last preposition] —
Edge WAE
2
e [Files changed since last] —
2
2 [hour]
Y
1 WAAS
WAN
11 [Ignore Hidden

Directories]

A

12 [Root Share and Directory]

Cisco Wide Area Application Services
| oL-16450-01-J



11 WAFS |

. 1 A /
\ cifs://win12srv/home winl2srv\home
e [Browse]
[Select
Directory]
[Browse] [Configure Core Server Settings] [File
Server access username] [File Server access password]
11-3 CIFS [Location]
CIFS
CIFS

e [Include Sub Directories]

e [File Name]
ends with .doc
13 [Submit]
Edge WAE
Edge WAE
Y
p.11-30
Edge WAE
1  WAAS Central Manager GUI [Configure] > [File Services] > [Preposition]

[Preposition Directives]

Cisco Wide Area Application Services
OL-16450-01-J |



11 WAFS

2 Edge WAE [Edit]

e [Assign Edge Devices] — 1 Edge WAE

e [Assign Edge Groups] —
[Edge Device Assignments] [Device Groups

Assignments]

4 Edge WAE
. E:y Edge WAE
J Edge WAE 4
Y
X
Edge
5 [Submit]
WAE
WAE
Edge WAE Edge WAE
Core WAE Edge WAE  Core WAE

1 WAAS Central Manager GUI [Configure] > [File Services] > [Preposition]

[Preposition Directives]

Cisco Wide Area Application Services ||
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11 WAFS |

2 Edit
3 [Schedule]

[Creating New Preposition Schedule]

e [Not Scheduled] —
e [Now] —
[Submit] [Now]

[Now]
e [Daily] —
e [Date] —
e [Weekly] —
e [Monthly Days] —

e [Monthly Weekdays] —
2

24 00:00 0

A

[Now]

6 [Submit]

Changes Submitted

p.11-37

Cisco Wide Area Application Services
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11

WAFS

. p.11-37
. p.11-37
¢ WAN WAAS p.11-38
. p.11-40
1
Edge WAE

1  WAAS Central Manager GUI

[Preposition Directives]

3 [Preposition Status]

e [WAE]—

e [Start Time] —

¢ [Duration] —

e [Amount Copied] — WAE
e [Status] —

e [Reason] —
4 [Status] [Completed]

[Reason]

Device Manager GUI
p.10-21

[Configure] > [File Services] > [Preposition]

Edit

[Preposition Status]

Edge WAE

[Preposition]

Cisco Wide Area Application Services

[ oL-16450-01-J
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1 WAFS

|
WAN WAAS
Edge WAE WAN
Edge WAE
Y
CIFS
o p.11-38
e DNS p.11-38
. p11'39
o p.11-39
WAN CIFS
Edge WAE
WAN Edge WAE
CIFS
Edge WAE WAN Edge WAE
Edge WAE WAN
Y
Edge WAE
Edge WAE
Edge WAE 1 A
B 2
WAN Edge WAE
Edge WAE B
DNS
CIFS
Edge WAE Kerberos

Il Cisco Wide Area Application Services
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11 WAFS
||

DNS DNS DNS WINS
WINS

WAN Windows

Active Directory Windows NT Edge WAE

Y
Windows
Edge WAE 7
Edge WAE
Edge WAE
Edge WAE
Edge WAE
p.6-26
N
WINS 3 WCCP
WINS
Edge WAE CIFS Edge WAE
CIFS
ACL
Edge WAE
p.11-30
WAAS Central Manager Edge WAE
WAAS Central Manager p.11-19
Active Directory Windows NT Edge WAE
WAAS Windows p.6-20
[Show Authentication Status] WAE
OK whbinfo -t
RPC WAE

Cisco Wide Area Application Services
| oL-16450-01-J



11 WAFS |

v

CIFS

Core WAE

1  WAAS Central Manager GUI [My WAN] > [Manage Devices Groups]
[Device Groups]

2 WAFS [Edit]
[Modifying Device Group]

3 [Members]

Cisco Wide Area Application Services
OL-16450-01-J |



CHAPTER 12

WAAS WAN

N
o WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
o p.12-2
o p.12-3
o p.12-9
. p.12-18

Cisco Wide Area Application Services
| oL-16450-01-J



12 |

WAAS WAAS
150
A
. — Differentiated
Services Code Point DSCP; DiffServ WAAS Central
Manager
HTTP 80 8080 8000 8001 3128
512 1024
. — 1
WAAS
512
DSCP DSCP

WAAS Central Manager GUI

p.12-9

p.12-18

Cisco Wide Area Application Services
OL-16450-01-J |



TFO Data Redundancy
Elimination DRE;

WAAS
EPM CIFS HTTP MAPI NFS

p.9-4
WAN
WAE
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Configure] > [Acceleration] > [Enabled Features]

[Enabled Features] 12-1

Cisco Wide Area Application Services
| oL-16450-01-J
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Cisco WAAS p.1-5

5 [Video Accelerator]

[Video Acceleration Configuration]
[More Settings]

p.12-7
6 [CIFS Accelerator]
Window Print Accelerator — Windows
CIFS
© WAFS CIFS CIFS
WAFS WAFS
Core Edge
WAFS 11 WAFS
Windows
Windows

Cisco Wide Area Application Services
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| 12

||
7 [Advanced Settings] [Blacklist Operation]
WAE TCP
WAE
TCP
WAE TCP
TCP

WAAS TCP Edge WAE  Core WAE
8 60 [Blacklist Server

Address Hold Time] 1 10080

1
IP
TCP
WAE TCP
TCP

[Blacklist Server Address Hold Time]
9 [Submit]

CLI TFO DRE tfo optimize

CLI EPM accelerator epm

CLI HTTP accelerator http

CLI NFS accelerator nfs

CLI MAPI accelerator mapi

CLI accelerator video

CLI CIFS accelerator cifs accelerator cifs

preposition

CLI Windows accelerator windows-print

CLI tfo auto-discovery

Cisco Wide Area Application Services
| oL-16450-01-J
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|
e HTTP p.12-6
e MAPI p.12-6
. p.12-7
HTTP
HTTP HTTP
Web HTTP
Web 80 8080 8000 8001
3128 HTTP HTTP
HTTP
MAPI
MAPI Messaging Application Programming Interface  MAPI
Microsoft Outlook Exchange Microsoft Outlook
2000 2007
Outlook
MAPI
over HTTP
Y
Microsoft Outlook 2007 MAPI
MAPI EPM
EPM
EPM MAPI UUID MAPI  [Accelerate]
E MAPI
MAPI EPM Outlook
Outlook Outlook
MAPI
Y
MAPI Cisco WAE Inline Network Adapter Edge WAE
WAE
Outlook

Cisco Wide Area Application Services
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||
RTSP over TCP Windows Media
WAN 1
LAN
UDP
TCP TCP
RTSP
TCP
[Enabled Features] [Video Accelerator]
12-1
WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
[Edit]

[Configure] > [Acceleration] > [Video Acceleration Advanced Settings]

[Video Acceleration Configuration] 12-2
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4 [Un-accelerated video traffic handling]
[TCP Optimize]

TCP
[Drop] [Drop] Windows Media
Windows Media RTSP
5 [Maximum Initial Setup Delay]
10 180 60

6 [Enable transaction logs]
7 [Enable log forwarding] Windows Media

Windows Media Server
8 [Client Idle Connection timeout]

30 300 60

9 [Submit]

Cisco Wide Area Application Services
OL-16450-01-J |



12-1
12-1
1. WAAS
p.12-9
2. WAAS Central Manager
p.12-10
3. WAAS
e WAAS
IP
¢ WAAS
WAAS
TFO Lz
p.12-12
¢ WAAS
WAAS
A
IP

WAAS

Cisco Wide Area Application Services
| oL-16450-01-J
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WAAS Central
Manager
WAAS 255
1  WAAS Central Manager GUI [Configure] > [Acceleration] > [Applications]
[Applications] WAAS
. [Edit]
¢ WAAS
[Monitor Enabled] Yes
[Create New Application] [Creating Application]
12-3
12-3
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3 [Enable Statistics] WAAS Central Manager

Cisco Wide Area Application Services
OL-16450-01-J |



WAAS Central Manager GUI 20 21
WAAS CLI WAAS
Cisco Wide Area Application Services Command
Reference
Y

WAAS Central Manager

4 [Comments]

12-3 p.12-10 [Applications]
5 [Submit]
6

[Assign Device Groups] — 1

¢ [Assign Devices] — 1 WAAS
[Device Groups Assignments] [WAE Assignments]

7

. -, WAAS

. WAAS x

¢
8 [Submit]
&

[ oL-16450-01-J
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WAAS
WAAS
IP TCP
WAAS
512

TCP 2 4
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 [Edit]

[Device Dashboard] [Modifying Device Group]
3 [Configure] > [Acceleration] > [Policy Definitions]

[Application Policies] 12-4

12-4 [Application Policies]

il Cisco Wice Area Application Sarvices
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Basic WAFS transport Port
Mapper Other WAAS

p.12-21

Cisco Wide Area Application Services
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[Application Policies]

. [Edit]
p.12-19
(]
4 [Create New Policy]
[Creating New Application Policy] 12-5
12-5
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5 [Type]

12-2

Cisco Wide Area Application Services
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12-2
Basic
WAFS Transport  |Wide Area File Services WAFS; Edge
WAE CIFS
CIFS
[WAFS Transport ]
11 WAFS
EPM EPM EndPoint Mapper EPM;
EPM
EPM
WAAS uuIb
[EPM] EPM
uuiD UulID
6 EPM [UUID] EPM
e [MAPI] — MAPI uUuID
a4f1db00-ca47-1067-b31f-00dd010662da
e [MS-SQL-RPC] — SQL Session Manager UuID
3f99h900-4d87-101b-99b7-aa0004007f07
¢ [MS-AD-Replication] — Active Directory uuID
€3514235-4b06-11d1-ab04-00c04fc2dcd2
e [MS-FRS] — uuID
f5cc59b4-4264-101a-8¢59-08002b2f8426
e [Custom] — [Custom] EPM uuID
7
¢ [Application] p.12-10
WAAS
[Edit Application]
[Submit] [Application

Policies]

Cisco Wide Area Application Services
OL-16450-01-J |



. [New Application]
DSCP
DSCP
DSCP [p.12-20]
DSCP 11-4 p.11-17
11-4 copy DSCP
[Submit] [Application Policies]
8 [Application Classifier]
[Edit Classifier]
[Submit]
[Application Policies]
9 [New Classifier]
[Creating New Application Classifier]
a.
b. 12-4 p.12-12 [Application Policies]
c. [Configure Match Conditions] [Create New Match Condition]
[OK] [Creating New Match Condition] 12-6
12-6
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d. [Match All]
[Match All]
e.
IP 10.10.10.2
[Destination IP Address] IP
)
IP [IP Wildcard]
f. [Update Classifier] [Creating New Application Classifier]
g- [Submit] [Creating New Application Policy]
10 [Action] WAAS
12-3
12-3
Passthrough TFO DRE WAAS
[Accelerate]
TFO Only Transport Flow Optimization TFO;
TFO BIC-TCP
TFO TFO p.1-5
TFO with Data Redundancy TFO DRE DRE
Elimination WAN
DRE
TFO with LZ Compression TFO LZ
Lz DRE
Full Optimization TFO DRE LZ
11 [Accelerate] WAAS
1

e [Do Not Set] —
e [MS Port Mapper] — Microsoft Endpoint Port Mapper EPM
e [CIFS] — CIFS Accelerator

Cisco Wide Area Application Services
OL-16450-01-J |




12

13

14

15

e [HTTP] — HTTP Accelerator

* [NFS] — NFS Accelerator

e [MAPI] — MAPI Accelerator

e [VIDEQO] — VIDEO Accelerator

[Position]

e [First] —

e [Last] —

e [Specific] —

[DSCP Marking]
11-4 p.11-17
DSCP
[inherit-from-name]
DSCP

11-4

DSCP

[Type of Service (ToS)]
DSCP

DSCP
DSCP
DSCP

[Enabled]

[Submit]

[Application Policies]

Cisco Wide Area Application Services

WAAS
2
WAAS
WAAS
copy
DSCP
DSCP [IP precedence]

RFC 2474

12-4 [p.12-12]

[ oL-16450-01-J
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o p.12-18

. p.12-18

. p.12-19

o p.12-19
. p.12-20

. DSCP p.12-20

o p.12-21

. TCP p.12-22

WAE

1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]

2 [Edit]
3 [Configure] > [Acceleration] > [Policy Definitions]
[Application Policies]

4 [Application]

WAE

1  WAAS Central Manager GUI [Configure] > [Acceleration] > [Policies]

2 [Edit]

Cisco Wide Area Application Services
OL-16450-01-J |



||
WAE

1  WAAS Central Manager GUI [Configure] > [Acceleration] > [Classifiers]
2 [View]
3 [Edit]

WAAS WAAS

A
WAAS

1 WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 [Edit]
3 [Configure] > [Acceleration] > [Policy Definitions]

[Application Policies]
4 [Restore Default Policies and Classifiers] WAAS

150

[ oL-16450-01-J

Cisco Wide Area Application Services |



12 |

WAAS
p.12-10
Network Traffic Application Mix
WAAS p.16-19
DSCP
WAAS
DSCP
DSCP IP
DSCP
DSCP
WAAS DSCP [IP precedence]
[Type of Service (ToS)] RFC 2474
DSCP
. — DSCP
. — DSCP
. — DSCP
DSCP
. DSCP p.12-20
DSCP
DSCP
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 DSCP [Edit]
3 [Configure] > [Acceleration] > [DSCP Marking] [Global
DSCP Settings]
4 [Global Default DSCP Marking]
11-4 p.11-17 11-4 copy

DSCP

Cisco Wide Area Application Services
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5 [Submit]
WAAS
WAAS
WAAS
p.12-12
IP 10.10.10.2 2
2 10.10.10.2
WAAS
WAAS
16 WAAS
1 WAAS Central Manager GUI [My WAN] > [Manage Devices]
[Manage Device Groups]
2 [Edit]
3 [Configure] > [Acceleration] > [Policy Prioritization]
4 [Application Policies]
Basic Other Port Mapper WAFS
5
12-7
Basic Policies
WAAS
A

[ oL-16450-01-J
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12-7

thies  Cisis Wice Aren Applization Services
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6
7 A Y
8
a. [Edit]
[Modifying Application Policy]
b. [Delete]
TCP
WAAS WAE
TCP TCP
WAAS
. WAE
. restore factory-default
Cisco Wide Area Application Services Command Reference
BDP WAE
BDP TCP
p.12-24
WAE TCP TCP
p.12-25
TCP

Cisco Wide Area Application Services
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WAAS Central Manager GUI

[Manage Device Groups]

TCP

[Acceleration TCP Settings]

[Send TCP Keepalive]

S

[My WAN] > [Manage Devices]

[Configure] > [Acceleration] > [TCP Settings]

[Edit]

Edge WAE

Core WAE

TCP

WAAS

[Send TCP Keepalive]

TCP

[Send TCP Keepalive]
TCP
12-4

BDP
p.12-24

12-4 TCP

WAE

WAN

WAE

TCP TCP

TCP

TCP

BDP

TCP

TCP

WAE

TCP

TCP

Optimized Side

Maximum Segment Size

WAAS

WAAS
1432

Send Buffer Size

WAAS

TCP
512 KB

WAAS

TCP

Receive Buffer Size

512 KB

WAAS
TCP

TCP

Original Side

Maximum Segment Size

WAAS
1432

Cisco Wide Area Application Services
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12-4 TCP
TCP
Send Buffer Size WAAS
TCP TCP
32 KB
Receive Buffer Size TCP
TCP 32 KB
6 BDP WAE [Set High BDP recommended
values]
BDP TCP BDP TCP
p.12-24
7 [Submit]
BDP TCP
WAAS
WAAS
BDP
e WAE-511/512 — BDP 32KB
e WAE-611/612 — BDP 512 KB
e WAE-674 — BDP 2,048 KB
e WAE-7326 — BDP 2,048 KB
e WAE-7341 — BDP 2,048 KB
e WAE-7371 — BDP 2,048 KB
e WAVE-274 — BDP 2,048 KB
e WAVE-474 — BDP 2,048 KB
e WAVE-574 — BDP 2,048 KB
BDP
BDP = / *
WAE 1 N BDP
MaxBDP = Max (BDP( 1),..,.BDP( N)
MaxBDP  WAE BDP MaxBDP
TCP
MaxBDP [Acceleration TCP Settings] [Send

Buffer Size]

[Receive Buffer Size]

Il Cisco Wide Area Application Services
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Y
TCP
TCP WAAS
TCP TCP
p.12-25
TCP
WAAS TCP
TCP
WAAS
TCP

1 WAAS Central Manager GUI [My WAN] > [Manage Devices]

[Manage Device Groups]
2 TCP [Edit]
3 [Configure] > [Acceleration] > [TCP Adaptive Buffering Settings]

[TCP Adaptive Buffering Settings]

4 TCP [Enable]
5 [Send Buffer Size and Receive Buffer Size]

kilobytes [KB; ]
6 [Submit]

CLI TCP tfo tcp adaptive-buffer-sizing

WAE (config)# tfo tcp adaptive-buffer-sizing receive-buffer-max 8192

CLI TCP no tfo tcp adaptive-buffer-sizing enable

show tfo tcpEXEC

Cisco Wide Area Application Services
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CHAPTER 1

WAAS

WAAS p.1-9

WAAS Central Manager  Wide Area Application Engine WAE

WAAS WAE WAE
WAE NME-WAE
e WAAS p.13-2
o p.13-6
. p.13-8
. p.13-28
o p.13-37

Cisco Wide Area Application Services
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13 WAAS |

W waas

WAAS

WAAS Edge WAE  WAAS

WAAS Windows IP

WAAS Central Manager GUI WAAS
WAAS Central Manager GUI
Print Services Administration GUI

o p.13-2
e WAAS p.13-3
1 WAAS
Edge WAE WAAS
13-1 WAAS
13-1 WAAS

IJSVF #24X
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| 13 WAAS

WAAS

1 CIFS Cisco

2

3 LAN 8

Cisco 9 Core WAE
5 Edge WAE WAAS |10 WAAS Central Manager
Edge WAE
Microsoft Microsoft WAAS

. Windows

. WAAS

e WAAS

WAAS
Edge WAE WAAS 2
e Samba — WAAS Samba Microsoft
WAAS
e Common Unix Printing System CUPS — WAAS CUPS
Microsoft TCP/IP
WAAS

. p.13-3

. p.13-4

o p.13-4

. p.13-5
WAAS WAE Samba CUPS

WAAS
Fiery Driver Samba
MFP Samba WAAS
WAAS Add Printer Wizard
WAE
Microsoft Windows
WAAS
CD

Cisco Wide Area Application Services
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W waas

Windows XP Pro/Windows 2003 Server WAAS
WAE  Active Directory

A policy is in effect on your computer which prevents you from
connecting to this print queue.Please contact your system administrator.

o Edge WAE
¢ WAAS WAAS
e WAAS IP WAAS
HP  Linksys
USBIP
e WAAS Raw Queue
Win2003
e WAAS 32 WAAS Samba
64
12
1GB
WAAS Microsoft 1
WAAS
WAAS
WAAS
S
Microsoft Print Services

Administration GUI

Cisco Wide Area Application Services
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WAAS

Samba CUPS WAAS

13-1  WAAS
CUPS
CUPS CUPS
CUPS  Windows
CUPS
WAAS WAAS Central Manager GUI

CUPS  Samba
WAAS Central Manager GUI

Sambat

WAAS Central Manager GUI

Samba  Windows Active Directory

Samba

CLI FTP

Admin

WAAS Central Manager

WAAS

1. WAAS Samba

64

Cisco Wide Area Application Services
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WAAS
Microsoft
1.
PostScript PCL
LPD IPP LPQ LPR
WAAS
CD
2.
o p.13-6
o p.13-6
. p.13-7
WAAS
Edge WAE  WAAS Central Manager admin
WAAS WAAS Central
Manager
Y
admin admin
admin

Cisco Wide Area Application Services
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CD-ROM
Windows
Windows
13-2 13-3 13-4 WAAS
13-2
IP
WINS IP
NetBIOS !
1. NetBIOS 15
15
13-3
PostScript PCL
LPD IPP LPQ LPR
13-4

Cisco Wide Area Application Services
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|
WAAS
13-5 WAAS
13-5 WAAS
1. WAAS
p.13-6

2. WAE WAAS Central Manager WAAS WAE

WAAS Central Manager WINS NetBIOS

WAE
WAE Central

Manager p.13-9

3. WAE WAAS Central Manager Print Services Administration GUI
print admin WAAS Central Manager
print admin
print admin
p.13-10
4, WAAS WAAS
p.13-12
5. WAAS WAAS WAAS
p.13-13
6.
p.13-15
7. WAAS
WAAS Central Manager WAAS Central Manager
WAAS Central

Manager p.13-18

8. WAAS WAAS Central Manager
WAAS
WAAS
p.13-21
9. WAAS WAAS
p.13-24
10. WAAS
p.13-25

Cisco Wide Area Application Services
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13-5 WAAS
11.
Microsoft
WAAS p.13-26
WAE Central Manager
WINS NetBIOS WAE Central
Manager WAE
WAE Central Manager
WAE Central Manager
1 WAE NetBIOS
a. [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
b. WAE [Edit]
c. [navigation] [Device Name] > [Activation] [Device Activation]
d. [NetBIOS Name] WAE NetBIOS
Y
WAE [Name]
NetBIOS
e. [Submit]
WAE NetBIOS
NetBIOS
p.9-2 [Activation]
CLI NetBIOS windows-domain netbios-name
2 WAAS Central Manager NetBIOS
a. [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
b. WAAS Central Manager [Edit]
c. [navigation] [Device Name] > [Activation] [Device Activation]
d. [NetBIOS Name] WAAS Central Manager  NetBIOS
e. [Submit]

Cisco Wide Area Application Services
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3 WAE WINS

a. [WAAS Central Manager GUI navigation]

b
c. [navigation]
d. [WINS Server]
e. [Submit]
NetBIOS

4 WAAS Central Manager

a. [WAAS Central Manager GUI navigation]

b. WAAS Central Manager
c. [navigation]

d. [WINS Server]
e. [Submit]

5 WAE

a. [WAAS Central Manager GUI navigation]

c. [navigation]
Configuration]

WINS

[My WAN] > [Manage Devices]

WAE [Edit]

[Configure] > [Network] > [Windows Name Services]

WINS

windows-domain wins-server

[My WAN] > [Manage Devices]

[Edit]

[Configure] > [Network] > [Windows Name Services]

WINS

[My WAN] > [Manage Devices]

WAE [Edit]

[Configure] > [Acceleration] > [Legacy Services] > [File Services] > [Edge

d. [Enable Edge Server] CIFS QoS
p.11-15
e. [Submit]
Y
print admin
Print Services Administration GUI WAAS Central Manager
print admin
print admin
WAE
WAE

Il Cisco Wide Area Application Services
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WAAS Central Manager print admin
1 [WAAS Central Manager GUI navigation] [Admin] > [AAA] > [Users] [User

Accounts]
2 [Create New User Accounts] [Creating New User Account]
3 [Username]
4 [Local User]
5 [Password] [Confirm password]
6 [CLI Privilege Level] 15
7 [Print Admin]
8 [User Information and Comments]
9 [Submit]

print

10 [Role Management]

[Role Management for User Account]
11 print [Assign]
12 [Submit]
13 [Domain Management]

[Domain Management for User Account]
14 [Assign]

WAE

Cisco Wide Area Application Services

[ oL-16450-01-J
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15 [Submit]

WAAS Central Manager

p.7-4
CLI print admin 15 username
WAE WAE Device Manager GUI
Edge WAE Core WAE  WAAS Central Manager
Edge WAE  WAAS
FTP FTP
WAAS Central Manager
WAE p.11-15
Edge WAE
1 URL WAE Device Manager GUI
https://edge-wae-ip-address/mgr
edge-wae-ip-address Edge WAE IP
2 [Cisco WAE] [Configuration] [Print Services]

[Print Services] 13-2

13-2  [Print Services]

3 [Print services enabled]

Cisco Wide Area Application Services
OL-16450-01-J |
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||

4 [Comment]

Windows

5 [Save]

Print Services Administration GUI ~ [Open]

WAAS
CLI [Restart Print Server]
CLI print-services enable
WAAS
1 WAAS
Windows WAAS
WAAS
1 Print Services Administration GUI
e [WAAS Central Manager GUI navigation] [Configure] > [Legacy Services] > [Print
Services] > [Servers] [Edit]
[CUPS]
e WAE Device Manager GUI [Cisco WAE] [Configuration] [Print
Services] [Open]
Print Services Administration GUI 13-3

13-3  Print Services Administration GUI

prrdy siin ey i il P11 T

B i 1 @ 1 Bermss

[y |E

Cisco Wide Area Application Services
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2 [Add Printer]

3 WAE print admin [OK]
[Add Printer] 13-4
p.7-4
13-4 WAAS
fe G Se= Fpewim Jmh e r
Prani taniy | Lok
Sashvcen
A ronisdrilon
eisirey by Po e
.S
—
I=nr s Il
Liomafion
[reecripini
Drwicn: Ly *
Lawgles
rerp f ik 10 ApEs
BALE 7 et Rk S0 pritd
[Fe MR ELLL Lt RET ¢ B
LR O e TR L R
bl i o i e
Lt L S ]
FECEET | ¢ e Pl | ¥ 0]
S
LT I ST
[
0 i
4
e [Printer name] — 127
e [Postscript printer] — PostScript
PostScript PostScript generic.ppd
PostScript PPD  raw PostScript

e [Location] —

127

Il Cisco Wide Area Application Services
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e [Description] — 127
e [Device URI] — URI
protocol://server:port/queue
1024 Ipd socket ipp http
URI
URI
)
[Submit]
1
WAAS
Windows Active Directory
Active Directory
Windows [Active Directory Users and Computers]
[New]
[Printer]
[New Object-Printer]
\\printserver\printername [OK]
12
WAAS Microsoft 1
WAAS
WAAS
1GB

Cisco Wide Area Application Services
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1 Print Services Administration GUI
e [WAAS Central Manager GUI navigation] [Configure] > [Legacy Services] > [Print
Services] > [Servers] [Edit]
[CUPS]
e WAE Device Manager GUI [Cisco WAE] [Configuration] [Print
Services] [Open]

Print Services Administration GUI

2 [Printer Cluster]

Print Services Administration GUI print admin
[OK]
[Printer Clusters] 13-5
13-5 [Print Services Administration] — [Printer Clusters]

TAE&N - Lhoe et Wreiee Ldmiahiealon e reed

=

6

i
144803

3 [Add Printer Cluster]

[Add Printer Cluster] 13-6

Cisco Wide Area Application Services
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13-6

4
127
5
127
6
127

7

. B

. x
8 [Submit]
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WAAS Central Manager

WAAS
WAAS Central Manager 1 4
WAAS Central Manager 5 10 Windows
WAAS Central Manager
WAAS WAAS
WAAS p.13-20
WAAS WAAS Central Manager
WAAS Central Manager

1 printadmin p.13-10 print admin

WAAS Central Manager GUI
2 [WAAS Central Manager GUI navigation] [Configure] > [Legacy Services] > [Print Services]

> [Repository]

[Print Driver Repository Settings]
3 [Enable Central Manager as Driver Repository]
4 [Submit]

5 Windows

net use \CM_netbios_name\print$ * /JUSER:username

CM_netbios_name WAAS Central Manager NetBIOS username 1
PCL PostScript PS
6 Windows [Run]

\\CM_netbios_name
CM_nethios_name WAAS Central Manager NetBIOS

Central Manager
7 [Printers]

[Printers on Device]

Cisco Wide Area Application Services
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8 [Printers on Device] [File] > [Server Properties]

[Print Server Properties]

9 [Drivers] [Add...]
Y
Windows
Windows
Windows
10 WAAS Central Manager
Y
[Print Server
Properties] [Drivers] [Update] [Replace]
11 WAAS Central Manager GUI [Configure] > [Legacy Services] > [Print
Services] > [Drivers]
5
p.9-20
[System.datafeed.pollRate]
Y
Windows 95 98 NT 2000
2
2
Windows 95 98 NT
Windows
Windows 2000 XP
a. WAAS Central Manager CLI cd
cd spool/samba/printers/W32X86
b. Is

Cisco Wide Area Application Services
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c. " SKIP_ xxx"

d. rmdir

WAAS
WAAS Central Manager
Windows WAAS
WAAS
1 Windows
net use \WAE_netbios_name\print$ * /USER:username
WAE_netbios_name WAAS NetBIOS username print admin
p.13-10

2 Windows Network Neighborhood
Windows [Run]

3 [Printers] WAAS Print Server

13-7

13-7

(B 1+ e 2 14 et Prepertios T

Gl | St | Pty A ‘]'

o ]
7 Eadaie b F'u [T = I ] |

o - |

Dgmr [P Lpmnden 50008 Froati copd

= fpool prd docurserin [ -

17 Lo b e et s e et

R Lt ferre e

™ P ol b B prvier

T ehb] et i st

e i e doourmer o

r.[--_h.-h

= Lot o grieng featee

PrwrgDaimts | PuiPocesa | SepuigFae |

o | ceca | o |

5 CD-ROM

\\wae_netbios_name

[Properties]

Il Cisco Wide Area Application Services

OL-16450-01-J |



| 13 WAAS

6 [New Driver]

7 [Next]

[Printer Driver Selection] 13-8

13-8  [Driver Selection]

Frmdey Doy % afior
The i nchas 5l ook Seweeare: = ach pavis v oS

X Hhmﬂ“--m#—mn-ﬁhﬂ ]
| i prade e o it e L M sl b et @ =P ek
e negsed b Seen rarulen

=]
=i

Sl e eSS F A0 3

guawm
el s et BN 2
T .."'_I L1 P — e ..!.'
o The e e s .-i"i.l
ol i b e o f et

SRR o B |

8 [Printer Driver Selection] [Have Disk]
CD-ROM
9 [OK]
WAAS
10 p.13-25
WAAS
WAAS Central Manager
WAAS
WAAS
. WAAS
1
1 p.13-22
1
p.13-23
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1 WAAS
p.13-23

Edge WAE
Edge WAE

1 [WAAS Central Manager GUI navigation]

> [Drivers] [Drivers in the Repository]
2 [Edit]
J [Trash]
3 [navigation]

[Distribute to Print Server] — WAAS

[Distribute to Device Group] —

[Print Server assignments]

4 WAAS

5 [Submit]

[Configure] > [Legacy Services] > [Print Services]

WAAS

[Device Group assignments]

[p.13-23]

Il Cisco Wide Area Application Services
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||
1
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups]
[Edit]

[Device Dashboard] [Modifying Device Group]
[navigation] [Configure] > [Acceleration] > [Legacy Services] > [Print Services] >
[Download Drivers]
[Drivers in the Repository]

. =25

. »® ¢
[Submit]

&
[p.13-23]
1 WAAS WAAS Central Manager GUI
WAAS

[WAAS Central Manager GUI navigation] [Configure] > [Legacy Services] > [Print Services]
> [Servers]
[Print Servers] [Distribution Status]

[Print Server Errors] [Failed]

[ oL-16450-01-J
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WAAS [Failed]
[Print Server Errors]

3 [Print Server Errors] [Failed] 0 1 2 3

a.
b.

c. [Retry Downloading Failed Drivers]

WAAS Central Manager GUI [Retry Downloading Failed Drivers]
[My WAN] > [Manage Devices] [Edit]
[navigation] [Configure] > [Acceleration] > [Legacy Services] > [Print
Services] > [Drivers]
[My WAN] > [Manage Device Groups] [Edit]
[navigation] [Configure] > [Acceleration] > [Legacy Services] >

[Print Services] > [Download Drivers]

4 WAAS [Print Server Errors] [Failed] 0
a. 1 [Edit]
b. [navigation] [Configure] > [Acceleration] > [Legacy Services] > [Print Services] >
[Drivers]
c. [Download Status] [Completed]
10
[Completed] 10
WAAS WAAS
p.13-13
1 Windows
2 print admin

net use \WAE_netbios_name\print$ * /USER:username

WAE_netbios_name WAAS p.13-13
WAAS NetBIOS username print admin
p.13-10

Cisco Wide Area Application Services
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3 Windows [Run]

\\wae_nethios_name

[printer share]

4
5 WAAS p.13-13

[Properties]
6 [Advanced] [Driver]
7 [Apply] [OK]

Microsoft Word ~ PowerPoint
Microsoft Word ~ PowerPoint

WAAS Windows
1 Windows WAAS
2 WAAS Printers and Faxes
3
4 [Properties]
5 [General] [Printing Preferences]
6 [Portrait] [Landscape] [Apply] [OK]
7 [Landscape] [Portrait] [Apply] [OK]
8

Cisco Wide Area Application Services
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1 Samba
print_diff
Using the Print Utilities to Troubleshoot and Fix Samba Driver Installation
Problems Print_Diff Utility
2 Samba Windows
print_fix utility Using the
Print Utilities to Troubleshoot and Fix Samba Driver Installation Problems Print_Fix Utility
3 print_fix
print_diff utility
WAAS
WAAS Windows
Microsoft
Windows
1 Windows [ ] [Printers and Faxes]
2 [Adda Printer]
3 [Next]
4
5 [Next]
[Locating Your Printer] 13-9

Cisco Wide Area Application Services
OL-16450-01-J |
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| 13 WAAS

13-9 [Locating Your Printer]
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6 [Next]

e Active Directory WAAS
. WAAS

Y

Windows WAAS
13-10
13-10
EIT— alnixi
Mo R e feim Tmh e [ ]
=res - ep o G| ek Dyteies 3 % B X o O
e | 8], = g
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. p13-29

p.13-28

e Print Services Administration GUI p.13-30

p.13-36

WAAS Central Manager GUI
WAAS

13-6 WAAS Central Manager GUI

13-6 WAAS Central Manager GUI

WAAS Central Manager

[Configure] > [Legacy Services] > [Print Services] > [Drivers]

[Configure] > [Legacy Services] > [Print Services] > [Drivers]

WAAS

[Configure] > [Legacy Services] > [Print Services] > [Servers]

1. WAAS
2. [Driver]
WAAS
WAAS p.13-21

WAAS

[Configure] > [Legacy Services] > [Print Services] > [Servers]

1. WAAS
[Printer]

N

[My WAN] > [Manage Devices]

1. WAAS

N

[navigation] [Configure] > [Acceleration] >
[Legacy Services] > [Print Services] > [Printers]

WAAS

[Configure] > [Legacy Services] > [Print Services] > [Servers]

Il Cisco Wide Area Application Services
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||
13-6 WAAS Central Manager GUI
[My WAN] > [Manage Device Groups]
WAAS
1.
[Edit]
2. [navigation] [Configure] > [Acceleration] >
[Legacy Services] > [Print Services] > [Print Servers]
[Configure] > [Legacy Services] > [Print Services] > [Servers]
[Failed]
[Configure] > [Legacy Services] > [Print Services] > [Servers]
[Print Server Errors]
WAAS [Configure] > [Legacy Services] > [Print Services] > [Servers]
1. [Time Stamp] 5
WAAS

System.monitoring.collectRate
WAAS Central Manager
[p.9-20]
WAAS

2. WAAS 5

a. [Admin] > [Logs] > [System Messages]

b. WAAS
[Node Name]
WAAS
Y
1 MB CUPS
WAAS
WAAS
DG1 DG1
DG1

Cisco Wide Area Application Services
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WAAS Central Manager WAE
WAAS 2 DG1 DG2

WAAS

WAAS

1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
[Devices]

2 WAAS [Edit]
[Device Dashboard]

3 [navigation] [Configure] > [Acceleration] > [Legacy Services] > [Print Services] > [Drivers]

WAAS

4 [Yes] [No]

5 [OK]

WAAS

Print Services Administration GUI

Print Services Administration GUI WAAS

Print Services Administration GUI WAAS Central Manager GUI WAE
Manager GUI

Print Services Administration GUI
print admin
WAE print admin
p.7-4

Cisco Wide Area Application Services
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e Print Services Administration GUI p.13-31
. p.13-31

. p.13-32

. p.13-33

. p.13-34

o p.13-34

Print Services Administration GUI

Print Services Administration GUI WAE Device Manager GUI WAAS Central Manager GUI
WAE Device Manager GUI Print Services Administration GUI

1  WAE Device Manager GUI [Cisco WAE] > [Configuration]

2 [Print Services] [Open] Print Services Administration GUI
WAAS Central Manager GUI Print Services Administration GUI

1 [WAAS Central Manager GUI navigation] [Configure] > [Legacy Services] > [Print Services]

> [Servers]

WAAS
2 WAAS Edit
3 [CUPS]
Print Services Administration GUI
WAAS WAAS

p.13-13

Cisco Wide Area Application Services
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1 Print Services Administration GUI  [Printers]

[Modifying Printer] 13-11
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URI [Name]

e [Printatest page] PostScript —

e [Configure printer] PostScript —
[Configure Printer]
p.13-33

e [Stop/Start the printer] —

e [Accept/Reject Jobs] —

e [Show Completed Jobs] — [Job Listing]
p.13-34

e [Show Active Jobs] — [Job Listing]
p.13-34

Cisco Wide Area Application Services
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e [Delete this printer configuration] —

2

¢ [Location] — 127

e [Description] — 127

e [Device URI] — URI

protocol://server:port/queue
1024 Ipd socket ipp http
URI
URI

Y

3 [Submit]
1

1 Print Services Administration GUI  [Printers]

[Modifying Printer] 13-11 [p.13-32]
2 [Configure]
[Configuring Printer] 13-12

Cisco Wide Area Application Services
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3
e [Starting Banner] —
e [Ending Banner] —
4 [Submit]

S

PostScript PostScript
%!PS-Adobe-3.0. %% ...

PostScript

p.13-15

Print Services Administration GUI  [Jobs]

. [|D]_
e [Name] —

Cisco Wide Area Application Services
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e [Size] —

* [Status] — [Active Job Listing]

e [Completion Time] — [Completed Job Listing]

[Completed Job Listing] 13-13 /local/locall/spool/cups
500

1GB

[Completed Job Listing]

13-13 [Completed Job Listing]
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[Active Job Listing] 13-14
e [Stop Job] —

e [Delete Job] —
[Active Job Listing]

13-14 [Active Job Listing] —_
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WAAS /local/local1/logs/cups_access_log
cups_access_log

printer user job-id date-time page-number num-copies job-billing hostname

DeskJet root 2 [20/May/2008:19:21:05 +0000] 1 0 acme-123 localhost

[printer]

e [user] IPP requesting-user-name

e [job-id] CUPS
1
e [date-time]
access_log [date-time]
e [page-number] [num-pages]
[num-pages] 1

e [job-billing] IPP create-job print-job job-billing

e [hostname] IPP job-originating-host-name

Cisco Wide Area Application Services
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o p.13-37
. p13-37
° p13'38
e WAAS Central Manager WAAS CLI p.13-39
Using the Print Utilities to Troubleshoot and Fix Samba Driver Installation Problems
Samba
WAAS
* Linksys IPP 1.1 LPD
e Linksys URI Linksys P1/2/3 L1/2/3
e Windows Windows Print Queue
F5
e Print Services Administration GUI Windows
1
i IP
/ /USB IP
. Access is denied
/
e TDB
windows-domain diagnostics CLI
Cisco Wide Area Application Services Command Reference
WAAS
. syslog.txt smb-conf
smb.conf
Cisco Wide Area Application Services Command Reference

e Windows WAAS Windows

net use \WAE_netbios_name\print$ * /USER:username

WAE_netbios_name WAAS Central Manager NetBIOS username print

admin p.13-10
e admin Windows

net use \WAE_name\print$ * /USER:username

Cisco Wide Area Application Services
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WAE_name

WAAS Central Manager

WAAS

WAAS Central Manager

userl

WAAS

PostScript

URI

smbd

¢ WAAS

e PostScript

WAAS Central Manager GUI

Userl
CLlI

userl

Userl

PostScript

WAAS
WAAS

WAAS

WAAS

cupsd

p.13-25
NetBIOS

PostScript
PostScript

PostScript

advanced printing features

EMF

WAAS
RAW

WAAS

RAW

IP username
p.13-20

CLI

p.13-21

NetBIOS

windows-domain CLI
%!PS-Adobe-3.0...

Enable
Enhanced Metafile Spooling

EMF

Il Cisco Wide Area Application Services
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¢

RAW WAAS
RAW

WAAS Central Manager WAAS CLI

WAAS Central Manager WAAS CLI
Y
CUPS
. WAAS Central Manager GUI Print  Services
Administration GUI [Open] WAAS Central Manager

CLI  no print-services enable
The page cannot be displayed

e WAAS Central Manager GUI CLI Samba CUPS

CLI Cisco Wide Area Application Services Command Reference

Cisco Wide Area Application Services
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CHAPTER

WAE

WAE
WAE

WAE Windows

Windows Cisco WAAS Installation
and Configuration Guide for Windows on a Virtual Blade

WAE WAVE
WAE  WAVE
ALY
WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAVE WAE
WAVE WAE NME-WAE
o p.14-2
o p.14-3
. p.14-5
o p.14-9
. p.14-11
. p.14-11
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N

WAAS WAE WAVE
WAAS
WAAS Windows Server 2003 Window Server 2008
Active Directory DHCP
WAAS
CPU CD
network interface card NIC;
WAE WAAS
WAE WAVE
WAAS
WAAS
14-1 WAE 1
1441
1. WAE WAE
p.14-3
2.
p.14-5
3. WAE
p.14-9
4. WAE
p.14-11
p.14-11

Il Cisco Wide Area Application Services
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WAVE WAE
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
2 WAE [Edit]

Central Manager
WAE
WAE

3 [navigation] [Admin] > [Virtualization] > [General Settings] [IP General

Settings] 14-1

14-1 [General Settings]

I;L";g Clzto Wide Area Application Services

| WRAL Cenkral Manager

Danhbsird > Baviies > WAE-&T Smililk Dewric

|Gemanal Sortings Tt WAL, WaAE-#74 v o dpercanass [ meses Dree Semngs

|
-
|
|

I
,| L M B L S TR R e LR T A e I e
1 o el b —emman BV . gy dbs-a

240 Ll

=V

4 [Enable Virtualization]
5 [Submit]

WAE
WAE

Cisco Wide Area Application Services
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Y
CD WAE
~
WAE
WAAS
WAAS

6 [OK] WAE
7

CD-ROM WAE

[p.14-11]
WAAS CLI virtual-blade

Cisco Wide Area Application Services
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1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]

2 WAE [Edit]

3 [navigation]

[Admin] > [Virtualization] > [Virtual Blades]
Entries]

[Virtual Blade
14-2

14-2  [Virtual Blade Entries List]

",H', Cleco Wide Area Application Services

[ wass contrat onaver | oastiveant > esices > wa-414

Serrich revite

L | [Winawal Blads Entrien far WAE, WAF-674 Ty creste i Beimn G5 et
¥ [ Homstor | Wirtmal Blade Entries ;
» Ed Tradanhict | Hlade Hasrlear = Swnarieen Biak Spmin (58] Marrmry (HE
—~ = I 0 S " 53 |
3006 Sarver 0 b |
[
b
%
[Virtual Blade Entries]
4 [Edit] [Create]
[Virtual Blade configuration] 14-3
Cisco Wide Area Application Services
| oL-16450-01-J
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14-3 [Virtual Blade configuration]

el Cisco Wide Area Application Servdces
Raahbanid = PEviLEs > WAE-&T4 Gwitih D vice
B m WAE-ETd Wintwal Bisda, ¥ 0ar WAL, WAE-£74 [ teee e i Swwen
jhC e L I
ks u [T Beeperpion (000 Sere
oL
J;F'ﬂm daboliet  B7] Do Mipm " Cokrmes =
; e (T T T —— Py Eage |
Bratd WCH : :
Erepig] FEW [ Lpaaw |'|ﬂ ¥ - D0 D ey ﬁ'l.? IO R
:’:"'“m" i Puck By |DF = M Brminiony  AE1T v
Lyuien Log Sathrgs
Trarnachen Lny Setiegs | ) B w &
Wden hroalsesran Tranegmes [T F 3 . -
Loge | | irkual tnbmetncen (204 ,
it il Commandd | T P L e MAC e i
Licanas Managenmant 0 i Capartftremat | 0 0 115 354 B 2
B Virtu sl it !
b edcomcry Bk i @l aarbjoighon ok P pdja mopy il bgey dog aBy ol ni S AN [ Baide ] or p bl ol Riecia gugg sl fa
Wertnal Blades " mrwsiei b swsmnd La ni s
N
bk " - Pancinnas i
H
: N == :
5
a. [Blade Number]
1 4
b. [Description]
c. [Autostart] WAE
d. [Boot From] cd-room
CD CD disk WAE
e.
[Boot From] [cd-rom] [CD Image] CD
[cd-rom] WAE CD-ROM CD CD
Choose [disk] WAE ISO CD
[disk] ISO
/locall/vbs/windows_2003.iso
f.

g. [Disk Space]

h. [Memory]

100

[Floppy Image]
WAE
1 1000

WAE
8000

Il Cisco Wide Area Application Services
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i. [Disk Emulation]
[IDE] [virtio]

[IDE] IDE ATA [virtio]
virtio
paravirtualization PV,
j- [NIC Emulation] NIC
[rtl8139] [virtio]
[rtI8139] Realtek [virtio]
NIC
6 WAE
a. [Virtual Interfaces] [Add] [Virtual Interface Add]
14-4
14-4  [Virtual Interface Add Display]
wirtiial Inlerf a sy |'ﬁ':m| Doty |
Irtmrdars Hama Bridps Inbsrfsos BT Eddrsnn
{=} | g Ee e 140 0016 IESLEE 23
Addd fEdin Interfaon
. Ewriige —
Ly birtace | CigsbiEthernat 10w M I sipe 2 || Generate |
| AsdtoList || Cancel | -
X
b. [Interface Number]
1 2
c. [Bridge Interface]
WAE [GigabitEthernet] [PortChannel]
d. [MAC Address] Media Access Control MAC;
[Generate] WAAS MAC
e. [Add to List] [virtual blade interface]
Y
IP
GigabitEthernet 1/0 IP
10.10.10.20 10.10.10.20:1 1
7

Cisco Wide Area Application Services ||
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8 [Submit]

WAAS CLI

e virtual-blade

e (config-vb) autostart autostart

e (config-vb) boot

e (config-vb) description

e (config-vb) device CPU NIC

¢ (config-vb) disk

e (config-vb) interface WAE

e (config-vb) memory

Cisco Wide Area Application Services
OL-16450-01-J |



| 14

WAE

1 [WAAS Central Manager GUI navigation]

2 WAE

3 [navigation]

14-5

[My WAN] > [Manage Devices]
[Edit]

[Admin] > [Virtualization] > [Actions]
14-5

[Virtual Blade Actions]

[Virtual Blade Actions Display]

WRAL LFRIF MARAGEF

Irwid FTE
B Liran Apips Tondngd
F A ftn
Frabee bog SeHan

Traneschen Lig Sefag I
Vedto Aicales e Trmsdaitenr

Cice Wide Area Application Serdces

rashboard

SnfichDevice

(.
# Bhaw/Zhar Sarmemads (Cmtonm )
Lrwraw Mafisgermeend 1enpain
B Vitusksaton o i O D | ey}
Gemmral Teteg
Vs Bl ety I Remy s @i wrbEen pedrpl on Fa g Eps mpy = vpyy gy pfe oy B wall genl d @ anpaied b eemies 4 15 0
t l'i e e | A
4 [Virtual Blade]
[Status]
[Virtual Blade] All All [Status]
5 [Start Virtual Blade]
. [Startup Delay]
VNC

Cisco Wide Area Application Services
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6 [Stop Virtual Blade]

. [Stop Virtual Blade]
[Shutdown Timeout]
WAAS
[Shutdown Timeout] 0 WAAS
WAAS CLI virtual-blade n start EXEC

virtual-blade n stop EXEC

Cisco Wide Area Application Services
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1SO
copy ftp disk EXEC
winserver.iso  FTP 10.10.10.200 WAAS
WAE /locall/vbs/

wae# copy ftp disk 10.10.10.200 WAAS winserver.iso /locall/vbs/winserver.iso

WAAS CLI
Windows Server 2003
WAAS Windows Server 2003 Window Server 2008
Active Directory DHCP DNS
WAAS
WAE FTP copy
virtual-blade EXEC file.img
1 1 FTP 10.75.16.234

wae# copy virtual-blade 1 disk 1 ftp 10.75.16.234 / file.img

WAE copy ftp virtual-blade EXEC

fileimg  FTP 10.75.16.234

1 1

wae# copy ftp virtual-blade 1 disk 1 10.75.16.234 / file.img

/locall/vbs

[ oL-16450-01-J
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CHAPTER 1

WAAS
~
WAAS Central Manager  Wide Area Application Engine WAE
WAAS WAE WAE

WAE NME-WAE
o WAAS p.15-2
e WAAS p.15-13
e RAID-1 p.15-25
e RAID-5 p.15-27
e WAAS Central Manager p.15-29
. p.15-31
o p.15-33
. WAAS p.15-34
. p.15-35
o p.15-36
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B waas
15-1 WAAS
WAAS WAAS
WAAS
WAAS Central Manager WAAS
4.0x WAAS Central Manager
Release Note for Cisco Wide Area Application Services
WAAS Central Manager 411 WAE
WAE [device listing]
WAAS Central Manager 411 4.0.13 WAE
WAAS Central Manager 411
WAAS
411
)
WAAS 411  WAAS 4.0.13
WAAS 4.0.11
WAAS 4.0.13 4.0.x
411
WAE 4.0.13 4.0.x
WAAS Central Managers 4.0.13 4.0.x
WAAS Central Manager 411
15-1  WAAS
1. WAAS Cisco.com
p.15-3
2. Cisco.com WAAS Cisco.com
FTP HTTP
Cisco.com
p.15-4
3. WAAS Central Manager WAAS Central Manager
URL
WAAS Central Manager GUI
p.15-5

Cisco Wide Area Application Services
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WAAS u
15-1 WAAS
4. WAAS WAE 4.0.3 RAID
WAAS
WAAS p.15-7
5. WAAS Central Manager WAAS Central Manager
WAAS Central Manager p.15-9
6. WAAS WAAS Central Manager
WAAS
p.15-11
7. WAAS
p.15-12
WAAS 411
WAE Central Manager

Central Manager
Release Note for Cisco Wide Area Application Services

[My WAN] >
[Manage Devices] [Devices]
[Devices] [Edit]
[Device Dashboard]
Y
[navigation] [Admin] > [Show/Clear Commands] > [Show
Commands] [version] [Submit] 2

show version CLI

Cisco Wide Area Application Services
| oL-16450-01-J
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W waas

Cisco.com
Cisco.com WAAS

1
http://www.cisco.com/kobayashi/sw-center/sw-content.shtml
2 Cisco.com
[Content Networking]
3 [Software Download]

4 [Download WAAS Software images (contains strong encryption)]
Cisco WAAS [Content Networking]

5 WAAS

6 [Release]

WAAS-4.10.1-K9.bin

7
[Enter Network Password]
[OK]
e Cisco.com [Encryption Software Export
Distribution Authorization]
[Submit] Cisco Systems Inc., Encryption Software Usage
Handling and Distribution Policy
[I' Accept] [Encryption Software Export/Distribution]
. [Encryption Software Export Distribution Authorization] Cisco Systems
Inc.., Encryption Software Usage Handling and Distribution Policy
[Enter Network Password] [OK]
[Encryption Software Export/Distribution]
8 [Encryption Software Export/Distribution] [Yes] [No]
[Submit]
9 [Yes] [Software Download]

Cisco Wide Area Application Services
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WAAS ||
10 [Save Link As]
[Save Link Target As] FTP HTTP
11 WAAS Central Manager GUI
WAAS Central Manager GUI
WAAS WAAS Central Manager GUI  WAAS
WAAS
Central Manager GUI .bin
1 [WAAS Central Manager GUI navigation] [Jobs] > [Software Update]
2 [Create New Software File]
[Creating New Software File] 15-1

15-1 [Creating New Software File]

o wm‘_
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W waas

3 [Software File URL] WAAS
a. [http] [ftp]
b. Cisco.com .bin URL
URL
http://internal.mysite.com/waas/WAAS-4.x.x-K9.bin
WAAS-4.x.x-K9
4 [Username]

[Password]

5 [Software Version]

[Confirm Password]

URL
X.Y.Zk X = Y = Z=
k=
Y
4.0.x WAAS Central Manager 411
4.0.x WAAS Central Manager [Software Version] 41.10.1
6 [File Size]
URL

7 [Validate Software File Settings]
[Password]
[Validate Software File Settings]

. URL

8 [Advanced Settings] [Auto Reload]

[Software File URL] [Username]

URL

[File Size]

Il Cisco Wide Area Application Services
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10 [Submit]

[OK]

WAAS

WAAS Central Manager GUI
[Creating New Software File]
[Submit]

WAAS Central Manager
URL  [Update Software]

1
CLI reload EXEC
WAE 4.0.3 RAID
WAAS
RAID RAID
[p.15-8] 4.0.3
WAAS 4.0.5

WAAS URL

http://www.cisco.com/cgi-bin/tablebuild.pl/waas40

WAAS

copy ftp disk WAE

WAE# copy ftp disk <ftp-server> <remote_file_dir> disk_check.sh

CLI

WAE# script execute disk_check.sh

This script will check if there is any file system issue on the attached disks
Activating the script will result in:

Stopping all services. This will log you out.

Perform file system check for few minutes.

and record the result in the following files:

/locall/disk_status.txt - result summary

/locall/disk_check_log.txt - detailed log

System reboot

If the system doesn't reboot in 10 minutes, please re-login and check the result
files.

Continue?[yes/no] yes

[ oL-16450-01-J
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W waas
Please disk_status.txt after reboot for result summary
umount: /state: device is busy
umount: /local/lPAM unix[26162]: ### pam_unix: pam_sm_close_session (su) session
closed for user root
waitpid returns error: No child processes
No child alive.
2
e disk_status.txt — OK
e disk_check_log.txt —
OK
WAE# type disk_status.txt
Thu Feb 1 00:40:01 UTC 2007
device /dev/mdl (/swstore) is OK
device /dev/md0 (/sw) is OK
device /dev/md2 (/state) is OK
device /dev/md6 (/local/locall/spool) is OK
device /dev/md5 (/local/locall) is OK
device /dev/md4 (/disk00-04) is OK
disk_status.txt
RAID
WAE RAID
WAFS restore factory-default

CD-ROM WAAS
RAID

RAID NORMAL OPERATION REBUILDING
show disk details EXEC
RAID

RAID

Central Manager GUI
¢ CMS

e syslog Aborting journal on device md2 Journal commit 1/O error Journal has aborted
ext3_readdir: bad entry in directory

WAAS

Cisco Wide Area Application Services
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WAAS u
WAAS Central Manager
WAAS WAE
WAAS Central Manager
Y
WAAS 4.0.x WAAS Central Manager WAE
WAAS Central Manager WAAS

WAAS Central Manager
WAAS Central Manager
WAAS Central Manager WAAS
Central Manager 411 WAAS Central Manager  [device listing]

WAAS Central Manager
WAAS Central Manager WAAS Central Manager

WAAS Central Manager

WAAS Central Manager

WAAS Central Manager 1 WAAS
1 WAAS
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
[Edit]

[Device Dashboard]

[Jobs] > [Update Software]
[Software Update]

[Software Files]
URL

¢

URL [Edit Software Files]
WAAS Central Manager GUI
p.15-5
[System > Software Files]

[ oL-16450-01-J
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W waas

6 [Submit] [OK]

[Devices]

[Software Version]

WAAS
15-2
7 WAAS Central Manager WAAS Central
Manager
[Creating New Software File] [Auto Reload]
WAAS Central Manager
15-2
WAAS Central Manager
Downloading

Proceeding with Download

Download in Progress (Completed ...)

Completed
Download Successful
Download Failed
Proceeding with Flash Write
Flash Write in Progress (Completed ...)
Completed

Flash Write Successful

Reloading

Reload Needed

Cisco Wide Area Application Services
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WAAS
15-2
Cancelled
CLI
Update Failed
Y
WAE WAAS Central Manager
WAAS
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Device Groups]
[Device Groups] WAAS
2 [Edit]
[Modifying Device Group]
3 [navigation] [Jobs] > [Software Update]
[Software Update for Device Group]
4 [Software File URL]
URL
Y
URL [Edit Software Files]
WAAS Central Manager GUI
p.15-5
[Software Files]
5 [Submit]

Cisco Wide Area Application Services
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W waas

[Devices] [My WAN] > [Manage Devices]
[Software Version]
WAAS
15-2

WAAS WAAS

WAAS
1 [WAAS Central Manager GUI navigation] [Jobs] > [Software Update]
2 [Edit]

[Modifying Software File]
3 [Trash]
4 [OK]

WAAS [Software Files]

Cisco Wide Area Application Services
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WAAS u
e WAAS Central Manager p.15-13
* WAE p.15-15
e Cisco WAAS CD p.15-15
o p.15-20
. p.15-21
o p.15-23
e WAAS p.15-23
WAAS Central Manager
WAAS Central Manager WAAS Centralized
Management System CMS
CMS
CMS WAAS Central Manager WAAS

Central Manager

WAAS Central Manager

WAAS Central Manager

CMS
WAAS Central Manager

WAAS
WAAS Central Manager

cms database backup EXEC

CMS Central Manager
WAAS
CMS
1 WAAS Central Manager GUI cms database backup
CMS
CDM# cms database backup
creating backup file with label ‘backup’

backup file locall/waas-db-7-22-2006-17-36.dump is ready. use ‘copy' commands to move
the backup file to a remote host.

A

HH:MM

cms-db-date-timestamp.dump

cms-db-7-22-2006-17-36.dump 24

Cisco Wide Area Application Services
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W waas

2 copy disk ftp

FTP

CDM# cd /locall
CDM# copy disk ftp 10.86.32.82 /incoming waas-db-7-22-2006-17-36.dump
waas-db-7-22-2006-17-36.dump

Enter username for remote ftp server:£ftp

Enter password for remote ftp server:******%*
Initiating FTP upload...

Sending:USER ftp

10.86.32.82 FTP server (Version wu-2.6.1-18) ready.
Password required for ftp.

Sending:PASS ****x*x*

User ftp logged in.

Sending:TYPE I

Type set to I.

Sending:PASV

Entering Passive Mode (10,86,32,82,112,221)
Sending:CWD /incoming

CWD command successful.

Sending PASV

Entering Passive Mode (10,86,32,82,203,135)
Sending:STOR acns-db-9-22-2002-17-36.dump

Opening BINARY mode data connection for waas-db-7-22-2006-17-36.dump.
Transfer complete.

Sent 18155 bytes

3 CMS

a. CMS

CDM# no cms enable

Y

CMS WAAS Central Manager GUI CMS
GUI

b. CMS

CDM# cms database delete

c. CMS

CDM# cms database restore waas-db-7-22-2006-17-36.dump

d. CMS

CDM# cms enable

Cisco Wide Area Application Services
OL-16450-01-J |



| 15 WAAS

WAAS ||

WAE
WAAS
Y
WAAS Central Manager
WAE WAAS Central Manager
WAAS Central Manager p.15-13
WAE
e WAE Device Manager — WAE Device Manager
p.10-8
e CLI—

wafs backup-config —

WAFS WAE

wafs restore-config —

copy running-config —

WAE
Telnet
Secure Shell SSH;
Y
CLI WAE restore
factory-default [preserve basic-config] EXEC
CLI Cisco Wide Area Application Services Command Reference
Cisco WAAS CD
CD-ROM WAE
CD-ROM

CD
CD-ROM

Cisco Wide Area Application Services
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W waas

WAAS 3
WAAS
2
. .bin
. .sysimg
WAAS
.sysimg
CD-ROM
. 1 [Configure Network] — bin
CD-ROM CD-ROM
.bin
.sysimg
. 2 [Manufacture Flash] —
.bin .sysimg
. 3 [Install Flash Cookie] —
.bin .sysimg
. 4 [Install Flash Image from Network] 5 [Install Flash Image from
CD-ROM] —
.sysimg
i 6 [Install Flash Image from Disk] —
. 7 [Wipe Out Disks and Install .bin Image] — WAAS

Cisco Wide Area Application Services
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WAAS
a.
b
Cisco
b.
Cisco
d. .bin
e. .bin
° 8 RAID _
WAE-674 RAID
. 9 [Exit and Reboot] —
CD-ROM
WAE-7371 WAE-674 WAE
8
CD-ROM WAE
WAE
WAE CD WAAS 4.1.x CD-ROM
WAE WAE

Installer Main Menu:

1.

o U WwWN

9.

Configure Network

Manufacture flash

Install flash cookie

Install flash image from network
Install flash image from cdrom
Install flash image from disk

Wipe out disks and install .bin image
Recreate RAID device

Exit (and reboot)

Choice [0]:

8 WAE-7341 WAE-7371 WAE-674
8 Exit
2
WAAS
3
5 CD-ROM
WAE-7341 WAE-7371 WAE-674
RAID

Cisco Wide Area Application Services

WAE-7341 WAE-7371

WAE-7341

WAAS
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W waas

8 7
WAAS 4.1.x
9 CD-ROM
10 WAE 8 9 WAE
WAE WAAS 4.1.x WAE
WAE
NME-WAE

1 NME-WAE NME-WAE

router-2851> enable
router-2851# service-module integrated-Service-Engine 1/0 reload

2
router-2851# service-module integrated-Service-Engine 1/0 session

3 3 *k*k
[BOOT-PHASE3]: enter '***' for rescue image: ***

4

This is the rescue image. The purpose of this software is to let
you install a new system image onto your system's boot flash
device. This software has been invoked either manually

(i1f you entered “***' to the bootloader prompt) or has been
invoked by the bootloader if it discovered that your system image
in flash had been corrupted.

To download an image from network, this software will request
the following information from you:

- which network interface to use

- IP address and netmask for the selected interface

- default gateway IP address

- FTP server IP address

- username and password on FTP server

- path to system image on server

Please enter an interface from the following list:
0: GigabitEthernet 1/0
1: GigabitEthernet 2/0

enter choice: 0

Cisco Wide Area Application Services
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WAAS

Using interface GigabitEthernet 1/0

Please enter the local IP address to use for this interface:
[Enter IP Address]: 10.1.13.2

Please enter the netmask for this interface:
[Enter Netmask]: 255.255.255.240

Please enter the IP address for the default gateway:
[Enter Gateway IP Address]: 10.1.13.1

Please enter the IP address for the FTP server where you wish
to obtain the new system image:
[Enter Server IP Address]: 10.107.193.240

Please enter your username on the FTP server (or 'anonymous'):
[Enter Username on server (e.g. anonymous)]: username

Please enter the password for username 'username' on FTP server:

Please enter the directory containing the image file on the FTP server:
[Enter Directory on server (e.g. /)]1: /

Please enter the file name of the system image file on the FTP server:
[Enter Filename on server]: WAAS-4.1.1-K9.sysimg

Here is the configuration you have entered:

Current config:
IP Address: 10.1.13.2
Netmask: 255.255.255.240
Gateway Address: 10.1.13.1
Server Address: 10.107.193.240
Username: username
PaSSWOrd: * ok kk Kk kkk*k
Image directory: /
Image filename: WAAS-4.1.1-K9.sysimg

Attempting download...

Downloaded 15821824 byte image file

A new system image has been downloaded.

You should write it to flash at this time.

Please enter 'yves' below to indicate that this is what you want to do:
[Enter confirmation ('yes' or 'mo')]: yes

Ok, writing new image to flash

done.

Finished writing image to flash.

Enter 'reboot' to reboot, or 'again' to download and install a new image:
[Enter reboot confirmation ('reboot' or 'again')]: reboot

Restarting system.

5 HTTP .bin

NM-WAE-1# copy http install 10.77.156.3 /waas WAAS-4.1.1-k9.bin

NM-WAE-1# reload

WAAS 4.1.x

Cisco Wide Area Application Services
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W waas

WAAS
1 FTP *.sysimg
2
3

This is the rescue image. The purpose of this software is to let
you download and install a new system image onto your system's
boot flash device. This software has been invoked either manually
(if you entered “***' to the bootloader prompt) or has been
invoked by the bootloader if it discovered that your system image
in flash had been corrupted.

To download an image, this software will request the following
information from you:

- which network interface to use

- IP address and netmask for the selected interface

- default gateway IP address

- server IP address

- which protocol to use to connect to server

- username/password (if applicable)

- path to system image on server

Please enter an interface from the following list:
0: FastEthernet 0/0
1: FastEthernet 0/1
0

Using interface FastEthernet 0/0

Please enter the local IP address to use for this interface:
[Enter IP Address]: 172.16.22.22

Please enter the netmask for this interface:
[Enter Netmask]: 255.255.255.224

Please enter the IP address for the default gateway:
[Enter Gateway IP Address]: 172.16.22.1

Please enter the IP address for the FTP server where you wish
to obtain the new system image:

[Enter Server IP Address]: 172.16.10.10

Please enter your username on the FTP server (or 'anonymous'):
[Enter Username on server (e.g. anonymous)]: anonymous

Please enter the password for username 'anonymous' on FTP server (an email address):

Please enter the directory containing the image file on the FTP server:
[Enter Directory on server (e.g. /)]: /

Please enter the file name of the system image file on the FTP server:

Cisco Wide Area Application Services
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WAAS ||

[Enter Filename on server]: WAAS-4.1.1-K9.sysimg

Here is the configuration you have entered:
Current config:
IP Address: 172.16.22.22
Netmask: 255.255.255.224
Gateway Address: 172.16.22.1
Server Address: 172.16.10.10
Username: anonymous
Password:
Image directory: /
Image filename: WAAS-4.1.1-K9.sysimg

Attempting download...

Downloaded 10711040 byte image file

A new system image has been downloaded.

You should write it to flash at this time.

Please enter 'yes' below to indicate that this is what you want to do:
[Enter confirmation ('yes' or 'mo')]: yes

Ok, writing new image to flash

shed writing image to flash.

Enter 'reboot' to reboot, or 'again' to download and install a new image:
[Enter reboot confirmation ('reboot' or 'again')]: reboot

Restarting system.

Initializing memory. Please wait.

admin show version

Username: admin
Password:

Console> enable

Console# show version

Wide Area Application Services (WAAS)
Copyright (c¢) 1999-2008 by Cisco Systems, Inc.
Wide Area Application Services Release 4.1.1
Version: ce507-5.2.0

Compiled 02:34:38 May 8 2008 by (cisco)
Compile Time Options: PP SS

System was restarted on Thu June 22 16:03:51 2008.
The system has been up for 4 weeks, 1 day, 6 hours, 7 minutes, 23 seconds.

[ oL-16450-01-J
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W waas

1
2
Enter
Cisco WAAS boot:hit RETURN to set boot flags:0009
3 0x8000
Available boot flags (enter the sum of the desired flags):
0x4000 - bypass nvram config
0x8000 - disable login security
[CE boot - enter bootflags]:0x8000
You have entered boot flags = 0x8000
Boot with these flags? [yes]:yes
[Display output omitted]
Setting the configuration flags to 0x8000 lets you into the system, bypassing all
security. Setting the configuration flags field to 0x4000 lets you bypass the NVRAM
configuration.
4 CLl
admin
Cisco WAE Console
Username: admin
5 CLI username password
WAE# configure
WAE (config) # username admin password 0 password
Y
ID UID
6
WAE (config) # exit
WAE# write memory
7

WAE# reload

Cisco Wide Area Application Services
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WAAS

4

WAAS ||
A
WAAS 0x0
e WAAS 1
¢ WAAS 2 diks00 disk01
RAID-1

a. [WAAS Central Manager GUI navigation]

c. [navigation]

d. [Activate]

WAAS
Quick Configuration Guide

CMS ID

p.15-23

CLI

[Edit]

[Device Name] > [Activation]

[Submit]

CMS ID

WAAS Central Manager

Cisco Wide Area Application Services

[My WAN] > [Manage Devices]

[Device Activation]

Cisco Wide Area Application Services

WAAS Central Manager
WAAS

WAAS

[ oL-16450-01-J
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W waas

Inactive Replaceable
WAAS GUI [My WAN] > [Manage Devices]
[Edit]
[Device Dashboard]
[navigation] [Device Name] > [Activation]
[Activate]
[Replaceable] [Submit]

GUI

[WAAS Central Manager GUI navigation]

System.device.recovery.key
Config Property]

[Value]
default

CLlI Telnet

WAAS Central Manager WAAS

[Configure] > [System Properties]

[Edit] [Modifying

[Submit]

cms recover identity keyword EXEC
keyword WAAS Central Manager GUI

IP
WAAS Central Manager
ID
WAAS
WAAS GUI [My WAN] > [Manage Devices]
WAAS [Edit] [Device

Dashboard]

[navigation] [Device Name] > [Activation] WAAS

[Activate] [Submit]

Il Cisco Wide Area Application Services
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RAID-1
WAAS
RAID-1
WAE
RAID WAAS
syslog ERROR
N
RAID
RAID 1
RAID WAAS
RAID RAID
RAID
WAAS
RAID RAID
ID
ID RAID
. RAID disk00 disk02 disk04
. RAID disk01 disk03 disk05
RAID
15-3 WAE-612
15-3 WAE-612
SAS' SATA2?
SAS Ok
SATA2 Ok
1. Serial Attached SCSI
2. Serial Advanced Technology Attachment 2
Cisco Wide Area Application Services
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W RAID-1

1

a. disk disk-name diskxx shutdown

b. WAE

RAID WAAS
syslog ERROR
S
disk error-handling reload

2 WAE ID

3 no disk disk-name diskxx shutdown

Cisco Wide Area Application Services
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RAID-5

RAID-5 ||

RAID-5
WAE WAASCLI EXEC disk disk-name diskxx replace
EXEC show disks details diskxx ~ Defunct
RAID Critical
1
LED
LED
LED
1 EXEC show disks details
Rebuilding
Y
ServeRAID RAID
EXEC show disks details
Online RAID Okay
300 GB SAS 5
RAID-5 Offline
RAID-5
disk logical shutdown RAID-5
EXEC write NVRAM
EXEC reload

Cisco Wide Area Application Services
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W RAID5

4 EXEC show disks details
RAID
Shutdown

5 EXEC disk recreate-raid RAID-5
6 no disk logical

shutdown
7 EXEC write NVRAM
8 EXEC reload
9 EXEC show disks details

RAID
Shutdown
10 EXEC show disks details
Online RAID Okay
RAID-5

Cisco Wide Area Application Services
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WAAS Central Manager ||
WAAS Central Manager
WAAS WAAS Central Manager
2 WAAS Central Manager WAAS

WAAS Central Manager

WAAS Central Manager
WAAS Central Manager
WAAS Central Manager
WAAS Central Manager

WAAS Central Manager

Central Manager WAAS

Central Manager

WAAS Central Manager
Manager 1 WAAS Central Manager
central-manager role primary

WAE# configure
WAE (config) # central-manager role primary

WAAS Central Manager
WAAS Central Manager

WAAS Central Manager

CLI

WAE# configure
WAE (config) # central-manager role primary
WAE (config)# cms enable

CLI

WAE# configure

WAE (config) # central-manager role standby

WAE (config) # central-manager address primary-CM-ip
WAE (config) # cms enable

A\

WAAS Central

WAAS Central Manager

WAAS Central Manager

Central Manager

WAAS Central Manager
Central Manager
Central Manager

Central Manager

Cisco Wide Area Application Services
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W wAAS Central Manager
Central Manager
1 Central Manager WAAS
2 WAAS Central Manager Coordinated Universal Time UTC;

3
a.
Central Manager
Central Manager
b. WAAS Central Manager
show cms info EXEC
[Time of last config-sync] 5
Central Manager WAAS Central Manager
Manager
4
a.
WAEl# configure
WAEL (config)# central-manager role standby
WAE (config)# cms enable
b.

WAE2# configure

WAE2 (config)# central-manager role primary

WAE (config) # cms enable

CMS

Central Manager GUI

WAAS

WAAS Central

Il Cisco Wide Area Application Services
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||
WAAS WAAS
2 WAE
WAAS
Central Manager Central Manager
WAE WAE  Central
Manager WAAS
Y
WAE  WAAS Central Manager
WAAS Central Manager
e Central Manager
e WAE Central Manager
e WAE Central Manager
. WAE
WAE
WAE
Central Manager GUI [My
WAN] > [Manage Devices] [Configure] > [Storage] > [Disk
Encryption] [Enable]
[Submit]
[Enable] [Submit]
WAE CLI disk encrypt
10
WAE

Cisco Wide Area Application Services
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Central Manager  IP Central Manager Central Manager
Central Manager Central Manager
WAE WAE
Central Manager

WAE CLI no disk encrypt enable
WAE
WAE Central Manager
Y
Central Manager 2 10
Central Manager
WAE
WAE
Central Manager 300
show disks details EXEC

show disks details System initialization is not finished,

please wait... Central Manager GUI  [Device Dashboard]

Cisco Wide Area Application Services
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||
Y
reload
WAAS 4.0.13
WAAS
disk
error-handling reload WAAS
WAAS WAAS
syslog SNMP
10
disk error-handling threshold
0
disk00 5
WAE (config)# disk error-handling threshold 5
WAAS Central Manager GUI
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage

Device Groups]

2

3 [navigation] [Configure] > [Storage] > [Disk Error Handling]
[Disk Error Handling Settings]

4 [Enable]

e [Enable Disk Error Handling Reload] — sysfs
e [Enable Disk Error Handling Remap] —

e [Enable Disk Error Handling Threshold] —
[Threshold] 0 100
10

Cisco Wide Area Application Services

disk00

[ oL-16450-01-J
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5

1

WAAS
[Submit]
WAAS
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
[Devices]
[Activate all inactive WAEs] [Activate All Inactive WAES]
15-2
15-2

m aatiears s inssies was G
Cmurdaary
dig=my

3

4

e Cisca Wida Area Apgiication Services

P e S T R ]

aEP e N
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- it Cowem p s o b e mEmen sl

[::: Erwed njimed pise b ol eealp rasked Bcalice 1iiee =

% |

7 cotor | WE
e . |

[Select an existing location for all inactive WAES]
WAAS

[Create a new location for each inactive WAE]

[Select a parent location for all newly
created locations]

[Submit] WAE

Cisco Wide Area Application Services
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WAAS Central Manager GUI

WAAS GUI [My WAN] > [Manage Devices]

[Edit]

[Reload WAE]

[Device Dashboard]

[OK]
CLI reload EXEC
WAAS Central Manager cms secure-store open
EXEC
WAAS GUI [My WAN] > [Manage Device Groups]

[Edit]
Device Group]

[Reboot All Devices in Device Group]

[OK]

[Modifying

Cisco Wide Area Application Services
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LED WAAS
WAAS
shutdown EXEC CLI
Cisco Wide Area Application Services Command Reference
WAAS
CLI service-module integrated-service-engine slot/unit shutdown EXEC

Configuring Cisco WAAS Network
Modules for Cisco Access Routers

Cisco Wide Area Application Services
OL-16450-01-J |


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v403/module/configuration/guide/wsnmecfg.html
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v403/module/configuration/guide/wsnmecfg.html

CHAPTER 1

WAAS WAAS Central Manager
GUI
~
WAAS Central Manager ~ Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
e [System Dashboard] p.16-2
. p.16-7
o p.16-9
. p.16-12
. WAAS p.16-19
o p.16-24
. p.16-27
. p.16-31
o p.16-34
. p.16-37
. p.16-39
o p.16-40
. p.16-41
o p.16-42
e WAAS Central Manager GUI show clear p.16-44

Cisco Wide Area Application Services
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WAAS

N [System Dashboard]

[System Dashboard]

WAAS Central Manager GUI

. p.16-2

o p.16-3

. p.16-5
16-1 [System Dashboard]
16-1 System Dashboard

[System Dashboard]

WAAS
[System Dashboard]
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[System Dashboard] 2 WAE
WAAS WAAS Central
Manager GUI [Configure] > [System Properties] >
[System.monitoring.collectRate] 300 5
[System Dashboard] WAAS
4
e [Traffic]
[Application Traffic Mix] — 1 WAAS
9
[Traffic Volume and Reduction] — 1

Il Cisco Wide Area Application Services
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[System Dashboard] ||
[Traffic % Reduction] — 1 WAAS
10 %
e [Optimization]
[Pass-through Traffic Mix] —
[Reduction Excluding Pass-through] —
[Optimized vs. Pass-through Traffic] — 7
e [Acceleration]
[HTTP:Estimate Time Saved %] —HTTP 1 HTTP
[MAPI:Estimate Time Saved %] — MAPI 1 MAPI
[NFS:Estimate Time Saved %] — NFS 1 NFS
[Video:Byte Savings for Video AQO] — 1
e [Platform]
[Managed Devices Information] — WAAS
p.16-12
API Cisco
Wide Area Application Services API Reference
Y
WAE WAAS Central Manager 30
[System Dashboard]
2
[Active Alarms]  [Acknowledged Alarms] 2 [Active

Alarms]

[Acknowledged Alarms]
[Active]

Cisco Wide Area Application Services
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N [System Dashboard]

[Alarm Information]

WAAS Central Manager GUI

p.16-7

16-2 [System Dashboard]
16-2 [System Dashboard]
i T e it b gl Al s
| Alarm Infermatian _ Demilgofd | Rowspersge 10w [0
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[Active Alarms] [Acknowledged Alarms]

1 [System Dashboard]

2 [Acknowledge]
3 [OK] [Cancel]
[Active Alarm]
512
[Acknowledged Alarms]

Il Cisco Wide Area Application Services
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[System Dashboard] ||

[System Dashboard]

1 [Filter]

2 [Match if]

e Contains

e Doesn’t contain
e Starts with

e Ends with

e Isexactly

e Isnot

e Isempty

* Is not empty

ASCII

6 [Clear]

WAAS

WAAS Central
Manager GUI 16-1

Cisco Wide Area Application Services
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WAAS

| [System Dashboard]

16-1

Device is offline

Critical

WAAS Central Manager

Device is pending

Device is inactive

WAAS Central Manager

Device has lower software
version

WAAS Central Manager

Il Cisco Wide Area Application Services
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WAAS Central Manager GUI

[Troubleshooting Devices]

[Troubleshooting Devices]

1 [WAAS Central Manager GUI navigation]

e [My WAN] > [Alerts]

e [My WAN] > [Manage Devices]
1

[Troubleshooting Devices]

16-3 [Troubleshooting Devices]

[Troubleshooting Devices]

[Device Status]

[WAAS Central Manager]
16-3
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WAAS Central Manager GUI

WAAS Central

16-2
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16-2
[Update Software] [Jobs] > [Software [Software Update]
Update]
Central
Manager
[Edit/Monitor Device] [Device Dashboard] [Device Dashboard]
[Telnet to Device] [Telnet] IP
Telnet
[View Device Log] [Admin] > [Logs]
[Run Show Commands] [Admin] > [Show/Clear show

Commands] > [Show Commands]

WAAS Central Manager GUI
show clear
p.16-44

Il Cisco Wide Area Application Services
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WAAS Central Manager GUI 2
e [Devices] —
WAAS
e [Device Dashboard] —
[Devices]
[Devices] WAAS Central Manager WAAS

WAAS Central Manager GUI  [My WAN] > [Manage Devices]

16-4 [Devices]

16-4 [Devices]
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e CMS online offline pending inactive
p.16-5
. 4
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p.16-7
. 3
WAAS Central Manager WAE
WAAS Central Manager WAAS Central
Manager WAAS Central Manager
16-3
CM (Primary) WAAS Central Manager
Central Manager
WAAS Central Manager
p.15-29
CM (Standby) WAAS Central Manager
Central Manager
WAAS Central Manager
p.15-29
Application Accelerator
Replication Accelerator
4.0.19 4.0.x
Edge WAFS
WAFS 11 WAFS
Core WAFS
WAFS

11 WAFS

Print
13 WAAS

Il Cisco Wide Area Application Services
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[Device Dashboard]

[Device Dashboard]
WAAS

[Device Dashboard]

[Edit]

16-5 [Device Dashboard]
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16-5
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[Device Dashboard]

WAE

wargit P a
i

WAAS Central Manager

[Update Software]

15 WAAS
e [Device GUI]
e [Telnet]

p.16-12

WAE Device Manager

10

WAE Device Manager GUI

Telnet

Cisco Wide Area Application Services

GUI

CLI
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16 WAAS I
[
p.16-27
16-6
[minimize] [maximize] [close]
[middle]
[restore] [chart]
[chart] [resize control]
16-6
c») B/Me ®BXAit BL3 Y4 XEE
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e
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e [Show/Hide Table] —
[Alarms]

Information] [Dashboard]

e [Add Chart] —
p.16-13

e [Refresh] —
e [Settings] —

e [Print] —

e [Export] — Ccsv

e [Save] —

e [Save As] —
e [Chart Names] —
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B T P [ e [T S

L

243092

[Device

p.16-17
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1 [Add Chart]
16-7 [Add Chart]

16-7

il Cisco Wige Area Application Services
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4 [Add]
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[Application Traffic Mix]
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|
16-4
[Application Traffic (All Traffic)] Amwlasiiem Brelfi 40 Tralln-Lavi Doy _ WAE
g
— " E
[Pass-through Traffic Mix] Prrvr thevwgh Tradlin M fas Wovk 1 g WAE
WAAS
¢ No peer — WAN
inw me—rmi abn w B By :? 2 WAAS
1 WAAS
WAAS
* Intermediate — 2 WAE WAE
WAE
e Other — WAAS
e Policy —
p.12-9
[Pass-through Traffic] Prpsar-tlerwnh Trar s, B iy
[TOp 10 Application by % g BB Rppie b by 5 Rt Lol Wl g 10
Reduction]
g
&

Cisco Wide Area Application Services
OL-16450-01-J |



16 WAAS

16-4

[RedUCtion (A” Traffic)] Buabcs b A0 Vourdtn st F sk L WAAS WAE
%
8
[RedUCtion Incl PT] s b Lo h P | el sk s WAAS WAE
%
: 2 %
B
[Reduction Excl PT] WAAS WAE
%
[Reduction Incl PT]
[Optimized vs. Pass-through Dpbimmand cx Bass eyt bl sk g 1y WAE
Traffic]
[Traffic Volume and Reduction] o il e 1l Pl e
¢
Effective WAN Capacity] (TR S WAAS WAN
1X 100X
e i
4
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16-4

[CIFS:Optimized CIFS Session CIFS CIFS
Count] WAFS Edge
[CIFS:Open File Count] CIFS CIFS
WAFS Edge

[CIFS:Request Hit Rate] CIFS CIFS

WAFS Edge
[CIFS:Cache Object Count] CIFS CIFS

WAFS Edge
[CIFS:Cache Utilization] CIFS CIFS WAFS
Edge
[CIFS:Request Count] CIFS CIFS WAFS
Edge

[CIFS:Cache Disk Capacity] CIFS CIFS

WAFS Edge
[CIFS:Connected CIFS Core WAFS Core WAFS
Count] Edge
[CIFS:Connected CIFS Edge WAFS Edge WAFS
Count] Core
[HTTP:Estimate Time Saved %] |HTTP %

50% HTTP 50%

[HTTP:Connection Statistics] HTTP
[HTTP:Effective WAN Capacity] |HTTP
[MAPI:Response Counts] WAE MAPI
[MAPI:Average Response Time] MAPI
[MAPI:Current Connections] MAPI
[MAPI:Estimate Time Saved %]  |MAPI %
[MAPI:Connection Statistics] MAPI
[MAPI:Reason for MAPI
un-accelerations]
[MAPI:Effective WAN Capacity] |MAPI
[NFS:Local Vs. Remote Response NFS
Count]
[NFS:Local Vs. Remote Average NFS

Response Time]

Cisco Wide Area Application Services
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16-4

[NFS:Packet Distribution]

NFS NFS NFS
NFS 3

[NFS:Estimate Time Saved %]

NFS %

[NFS:Connection Statistics]

NFS

[NFS:Reason for un-accelerations]

NFS

[NFS:Effective WAN Capacity]

NFS

[VIDEO:Byte Savings for Video
AQ]

[VIDEO:Connection Optimization
for Video AQ]

[VIDEO:Connection Statistics]

[VIDEO:Reason for
un-accelerations]

[VIDEO:Effective WAN Capacity]

[CPU Statistics]

CPU

[Managed Devices Information]

WAAS Central Manager

16-8

16-8

[ Settings]

[Settings]
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3 [Select Time Frame]

e Time Frame —

[Last Hour] — 1 5
p.9-20 System.monitoring.collectRate
[Last Day] — 1 1
[Last Week] — 1 1
[Last Month] — 1 1
e [Custom Date] — [From Date and To Date]
[calendar]

4 [Direction]

e [Bidirectional] — WAAS LAN WAN WAN
LAN

¢ [Inbound] — WAAS WAN

¢ [Outbound] — WAAS WAN

[Select Direction]

5 [Time Zone]

e [UTC]— uTC
e [CDM Local Time] — WAAS Central Manager
e [CE Local Time] — WAE
6 [Select Series] [All Series]
[All Traffic]
7 [Submit]

Cisco Wide Area Application Services
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WAAS

WAAS Central Manager

[navigation]

p.16-28

WAAS

Network Traffic Summary Report —
Network Traffic Application Mix —

Network Pass Through Report —

HTTP MAPI

Topology — WAE
p.16-20

Volume Analysis Report —

Connections Statistics — TCP
p.16-21

CIFS Acceleration Report —
CIFS

Manager GUI

Request Hit Rate — CIFS

Cache Object Count — CIFS

Optimized CIFS Sessions Count —

Cache Utilization — CIFS

Open File Count —

Cache Disk Capacity — CIFS

Request Count — CIFS

Connected CIFS Core Count —
WAFS

CIFS

Connected CIFS Edge Count —

WAFS

CPU Statistics — CIFS

Disks —
p.16-23

NFS

[Monitor]

[Report]

WAE

WAN

WAFS
WAFS

WAFS WAFS

WAE

CIFS

WAFS Core

Edge

WAFS Edge

Core

CPU

Cisco Wide Area Application Services

WAAS ||

Manage Report

TCP

Edge
WAE Device

p.10-25

p.16-22

[ oL-16450-01-J
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u WAAS
WAAS Central Manager GUI WAAS
WAE
WAAS Central Manager GUI WAE
A TFO
WAE
Y
WAAS Central Manager WAE
WAAS Central Manager WAAS Central Manager
WAE
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
2 TFO [Edit] [Device Dashboard]
3 [navigation] [Monitor] > [Topology] [TFO List Reported by Device]
WAE
WAAS Central Manager MAC
IP unknown
4 WAE
e [TFO List Reported by Device] [View Topology]

[Monitor] > [Topology]

6 WAE [View] WAE
[TFO Peer List]

Cisco Wide Area Application Services
OL-16450-01-J |
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TCP

TCP

WAAS

[WAAS Central Manager GUI navigation]

TCP

[Edit]

[Monitor] > [Traffic Analysis] > [Connections Statistics]

summary EXEC

o ol

[Device]

TCP

16-9

show tfo connections

e el

[My WAN] > [Manage Devices]

e [
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% REkibibediid  REkiddidls sapsdistreraesl GRCHE aNskBs g vee R ldEE PR S o Gt
T Bhimisaii  Dlliddcos  sesll O omdirwiEl ookl dmsi o AW GUARE e T Befeer—
B PRl PELIETTE e Deseisrpier  SLoEE &pRAT  EaIiAES JLEETEE % g Seleal
FL ANNIBINEM0S DERIRIE meecSemderessl JAONE ahds  MSETEs  DUINENEE P ST Defmler
0, Ednisissawe Shiil v el aRdiraE; Sodll Ssos Lokl el ivm Sem Safmales
% ELRIRIBRIEE  RELIRZIPW  gaidl [ 840 B meid] m THAE EUT I HE  JEETINEE 1PN Tk SafaulTr
Op ENRIRTHGAEE DRV el laldte sisl SLHE BEE O BAREE O (RISEIEE DR ST B R
T SRR RELULEN amddisidiaml SR Besli  Baspid e dLIEH i ibh Sterefentt |
Lhsssesn | [ Bt | Ll el |8 kDI 0L ST raga| 1waH 4 F H
. 1P
. 1P
. ID —
. TFO DRE Lz
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| WAAS
4 [Refresh]
[Device]
L]
[ ]
5 [Details]
[Connection Details]
[Connection Details]
16-10
16-10
Coacarbian Togha Skababn LanAsctian sl
L Tamre o r- s WL ME P LFE T i ivmas b inin: ot 0 i
-3 e wkEy waedy I opde i broase] Desr Devers e OdopoTecidedid
3 Durmissas 4039547
'.I. Palicy
- Applied! o, pasil skl Confgeret o, papid kb
A LA0RIR Wekedh IORED T Y Megoissied  1poud papl ol Peer Canfiqueeds Trn._’;nui.'.:.".l.ru
" Arueleraiar
— Cmgesl e — Cenew par B
bW s
Fanariags Cerurnn Claninillimr: ="Hap Delecl™" Applscalion: O
. W . b
=
v ] Traflic Saatssias
= e Origingl Dgtimiged
54 e ) Eifi s wh
4 ¥ WrFaE 182 &R 18 ims
i Todal 1 el R0 R
. WPEHE ETBGE [ Saigheipban- E
pibeisBe pabeli B8 gabeliid o RN pedYebd pulTalda r"mrwﬂ..? E
[Percentage Compression] [Percentage Compression]  [Effective Capacity]
CPU
CPU
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
2 CPU WAAS [Edit]

Il Cisco Wide Area Application Services
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WAAS u
3 [navigation] [Monitor] > [Platform] > [CPU Statistics] [CPU Utilization Report]
L]
. [Update]
WAAS Central Manager GUI [Device Dashboard]
RAID [Disk Information for
device] [My WAN] > [Manage Devices] >
[Monitor] > [Platform] > [Disks] 16-11
. [Present] [Yes]
[Not Applicable]
. NORMAL REBUILD BAD UNKNOWN
. ENABLED DISABLED [Administrative Status] DISABLED
[Present] Not Applicable
e RAID RAID-5 [Disk Information] RAID
RAID RAID
[Export Table]
Excel

16-11 [Disk Information for Device]

el
e Crco Wide Adea Applicaics) Senvices

Uil & DEsisfs b masll 0 fdan di wmisl EwmfCh i
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|
WAE
. NetQoS
NetQoS WAAS
WAAS WAE
NetQoS FlowAgent WAE NetQoS FlowAgent
NetQoS SuperAgent
NetQoS FlowAgent
NetQoS [p.16-26]
2
WAE 2 2
WAE CLI Central Manager GUI flow monitor tcpstat-v1l host
WAE IP
TCP 7878
WAE IP
WAE
WAE IP
1
show statistics flow monitor tcpstat-v1l
EXEC WAE Central
Manager GUI [p.16-25]
debug flow monitor tcpstat-vl EXEC
Central Manager GUI WAE
1
[My WAN] > [Manage Device Groups] > [Create New Device Group]

a. [Automatically assign all newly activated devices to this group]

b. WAE

2 [Device Group listing]
[Edit]

3 [navigation]
Monitor Settings for Device Group]

[Configure] > [Network Monitoring] > [Flow Monitor]

[Flow

Il Cisco Wide Area Application Services
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4 [Enable]
5 [tcpstat-v1 Host] IP
WAE IP
IP
6 [Submit]
CLI WAE
1 WAE IP
WAE (config)# flow monitor tcpstat-vl host 10.1.2.3
WAE IP
IP
2 WAE
WAE (config)# flow monitor tcpstat-vl enable
3 show running-config EXEC
16-5 4
16-5

CONTROL_CONN

COLLECTOR_CONN

Cisco Wide Area Application Services
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16-5

SUMMARY_COLLECTION

TFO
WAN
DATA_UPDATE WAE
NetQoS
NetQoS  WAAS WAE NetQoS FlowAgent
FlowAgent NetQoS WAE FlowAgent
NetQoS SuperAgent SuperAgent
Y
NetQoS SuperAgent WAE
NetQoS
1 WAE CLI Central Manager GUI WAE [tcpstat-vl Host] SuperAgent
Master Console IP
2 NetQoS SuperAgent WAE  SuperAgent Aggregator WAAS
NetQoS Networks Servers Applications
)
NetQoS SuperAgent Master Console NetQoS SuperAgent
Web http://www.netqos.com

Cisco Wide Area Application Services
OL-16450-01-J |
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||
WAAS Central Manager
. p.16-27
. p.16-28
. p.16-29
. p.16-30
1
[Monitor]
1 [WAAS Central Manager GUI navigation] [Report] > [Manage Reports]
2 [Create New Report] 16-12 [Custom
Report]
16-12

aletl  Gisco Wide Aren Application Services

| ot bt 3983 [[| o e sy s @t femns e e

e e
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2
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»

[Choose Table] [Choose Table]
[Select]

4 [Add Chart] 1
16-7 [Add Chart]

6 16-4

7 [Add]
8 [Settings]
p.16-17
9 [Save As] [Save As]

[Save] Custom_Report_9001

10

11 [Submit]

p.16-12

1 [WAAS Central Manager GUI navigation] [Report] > [Manage Reports]

[Reports]
3 [Delete]

4 [Edit]

5 p.16-27

Cisco Wide Area Application Services
OL-16450-01-J |



| 16 WAAS

||
6 [Save] [Save As]
[Refresh]
1 [WAAS Central Manager GUI navigation] [Report] > [Manage Reports]
2
[Reports]
3 [Schedule] 16-13 [scheduling]
16-13
alele Cipen Wide Area Application Sardces
. &% Py W &3 e
o u | ‘:"?I-"l-r—u Friles Tinfy Germicy [T P =
" iy vl IO sy L4 R e - ¥ CliSerrursirra
i " oty Tera: |8 = | & [C Teraone) o Cleen
Arr@ace & doeTn T r R — 8 remcime:
* im, OF Bt 1
Erreid Lt
Loiramr
! E ) 8 1 Tl “mig -
s | :
¥ iy St ik
4 [Schedule Date] YYYY-MM-DD [calendar]
[calendar]
5 [Schedule Time] WAAS
Central Manager
6 [Frequency] [Once] [Daily] [Weekly]

[Monthly]

Cisco Wide Area Application Services
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7 [No. of Reports]

8 [Email Id]

9 [Subject]

10 [Select Devices]

[Find Device Group]

11 [Submit]

12
E p.9-26

1 [WAAS Central Manager GUI navigation] [Report] > [Scheduled Reports]
[Scheduled Reports]

[View Completed
Report] [status] [Completed]
[Not Started or In Progress]

3 1
[Delete Selected Reports]

WAAS 10
System.monitoring.maxReports
p.9-20

Cisco Wide Area Application Services
OL-16450-01-J |
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||
Syslog WAAS
SYSFS \local1\syslog.txt
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups]
2 [Edit]
3 [navigation] [Admin] > [System Log Settings] [System Log Settings]
16-14

4

5

16-14 [System Log Settings]

LEf RESSE RS ML, SddeEsi e G e e ey e

—
Ewrm I i il il s
T
(.
[Fee——— Frordy L] Badn jordd ib Vel ma g sgm e e lasvady
[l i I
1 | I i
L | & i
. LI | B |
E wm ) ey ;
ol =Y -
[System Log Settings] [Enable]

[Facility]

[ oL-16450-01-J
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|
6
a. [Console Settings] [Enable]
b. [Priority] Syslog
warning 4
Syslog
16-6 [p.16-33]
7 Syslog
a. [Disk Settings] [Enable Disk Settings]
b. [File Name] Syslog
c. [Priority] Syslog
warning 4
Syslog
16-6 [p.16-33]
d. [Recycle] Syslog
10000000
10,000,000
5 log_file_name.[1 5]
[File Name] logging disk filename
8 Syslog
a. [Host Settings] [Enable] Syslog
4
p.16-33
b. [Hostname] Syslog IP
[Hostname] 2 4 3 Syslog
1
c. [Priority] Syslog
warning 4
Syslog
16-6
d. [Port] WAAS
514
e. [Rate Limit] Syslog 1
Syslog
Syslog
Syslog Syslog
9 [Submit]

Il Cisco Wide Area Application Services
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||
CLI logging
. p.16-33
. p.16-33
16-6 Syslog
16-6
0 Emergency
1 Alert
2 Critical
3 Error
4 Warning
5 Notice
6 Information
7 Debug
Syslog Syslog WAAS
Syslog 4 Syslog Syslog
Syslog
3 IP 10.10.10.1 Syslog
4 IP 10.10.10.2
Syslog WAAS
Syslog Syslog WAAS
Syslog Syslog
Syslog 1 Syslog 2 Syslog 3
2
4 Syslog
e Syslog WAAS
514
e Syslog Syslog
1 Syslog

Cisco Wide Area Application Services
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N

p.16-34
. p.16-36

TFO

1 [WAAS Central Manager GUI navigation]
Device Groups]

[Device Dashboard]

3 [navigation] TFO

[My WAN] > [Manage Devices]

[Manage

[Edit]

[Modifying Device Group]

[Admin] > [Transaction Log Settings]

[Admin] > [Video Acceleration Transaction Log Settings]

[Transaction Log Settings] 16-15

Settings] [General Settings]

16-15 [Transaction Log Settings]

dheb Cintn Wite

- .- (IPREEENIEE LB DENIREE (R WAR, de e e e e De

e

[Video Transaction Log

Il Cisco Wide Area Application Services
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4 [General Settings] [TFO Transaction Log Enable]

5 [Access Control List Name]
Access Control List ACL; ACL

[ip access-list]
6 [Archive Settings]

e [Max Size of Archive File] —

1000 2000000 2000000
e [Archive Occurs Every (interval)] —

7 [Export Settings] FTP

16-7 [Export Settings]

16-7 Export Settings

Enable Export FTP
Compress Files before Export FTP
Export occurs every (interval) FTP
Export Server FTP 4
e [Export Server] — FTP IP
e [Name] — FTP
ID
e [Password/Confirm Password] — [Name]
FTP [Password]
[Confirm password]
¢ [Directory] — FTP
[Name]
e [SFTP]— FTP FTP
SFTP

Cisco Wide Area Application Services
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8 [Submit]
[Current Settings] Click Submit to Save [Reset]
[Reset]
Internet Explorer
CLI transaction-logs
TFO /locall/logs/tfo
Windows /local1/logs/wmt/wms-90

/locall/logs/

FTP/SFTP
WAAS 1P

TFO
tfo_IPADDRESS_YYYYMMDD_HHMMSS.txt.

Windows

wms_90_IPADDRESS_YYYYMMDD_HHMMSS.txt.

Cisco Wide Area Application Services
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WAAS Central Manager GUI WAAS
WAAS Central Manager warning

WAAS
1 [WAAS Central Manager GUI navigation] [Admin] > [Logs] > [System Messages]
[System Message Log] 16-16
16-16

|| = i T e e
] :ll_ll—-h_ll-lﬂ_- D i JT l_lnl_.__{l'__'_-E

LS. m [ [T — [ r——
i bl 519000 17 0V W o el R LR R e e . [ gy ppey b g e Cmlpd
i [ P [TSTE [ [pep— [ Sy P s it Il it s Pl
i aad 0T - Y mad B smaa e T m T - T il b S et s faled |
Bl T -} =F NI R L OF el S b W e LT TLrF
L L RLg e T ] DL E) BY A ey eE e ] i L
— 1 N e Pl o o [ ¥ — e . o
i ST ST = S maad A7 emem o T - - e ——— E Sl
TN . - b _ RIF —F _J L] ' # Jrrer el .Ii
R L . R I ] e 5 ] E=1 |
. | A7
2 [System Message Log] 1
o All
e CLI
e Critical
e Database
3
Unavailable
WAAS
4
a. [Truncate] [Truncate System Message Log]

[ oL-16450-01-J
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b.
[Size Truncation] —
[Date Truncation] —
[Message Truncation] —
c. [Submit]

>> <<

Cisco Wide Area Application Services
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WAAS Central Manager

WAAS
¢ WAAS
¢ WAAS
1 [WAAS Central Manager GUI navigation] [Admin] > [Logs] > [Audit Trail Logs]
[Audit Log] 16-17 WAAS Central Manager

16-17 [Audit Log]
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WAAS WAAS
Central Manager GUI

WAAS
p.16-37

WAAS

1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices]
[Devices]

2 [Edit]
[Device Dashboard]

3 [navigation] [Admin] > [Logs] [System Message Log for Device]

4 [System Message Log]

o All

e CLI

e Critical

¢ Database
5

WAAS
Unavailable

6 >> <<

Cisco Wide Area Application Services
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WAAS Central Manager GUI kdb

[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups]

[Edit]

[navigation] [Troubleshoot] > [Kernel Debugger] [Kernel Debugger]

[Enable] [Submit]

[ oL-16450-01-J
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|
WAAS
e GUI p.16-42
e CLI p.16-43
GUI
WAAS Central Manager
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups]
2 [Edit]
3 [navigation] [Troubleshoot] > [Diagnostics Tests] [Diagnostic Tool]
4
e [Device Operation] —
e [Basic Configuration] —
¢ [Basic Connectivity] — DNS NTP
e [Physical Interface] —
e [Traffic Optimization] — TFO
e [WCCP configuration and operation] — WCCP
¢ [Inline configuration and operation] —
e [WAFS configuration and operation] — WAFS
5 [Run]
6

[Refresh]

[Print]

Cisco Wide Area Application Services
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CLI
test EXEC
2 TCPdump  Tethereal tcpdump
tethereal EXEC CLI
WAAS debug EXEC
debug Cisco
TAC
debug /locall/syslog.txt Syslog
/locall/errorlog/module_name-errorlog.current
debug accelerator name module
nameao-errorlog.current name
aoim-errorlog.current
name-errorlog#
#
debug
logging disk enable
debug Syslog logging disk priority debug
logging disk priority notice
debug
4
. logging disk priority
critical
. logging
disk priority error
logging disk priority debug
logging disk priority detail
LOG_ERROR Syslog
CLI Cisco Wide Area Application Services Command Reference

Cisco Wide Area Application Services

[ oL-16450-01-J



16 WAAS |
W wAAS Central Manager GUI show clear
WAAS Central Manager GUI show clear
WAAS Central Manager GUI  show clear

1 [WAAS Central Manager GUI navigation]

[My WAN] > [Manage Devices]

2 show clear [Edit]
3 [navigation] [Admin] > [Show/Clear Commands] [Show Commands] [Clear
Commands]
4 show clear
5
6 [Submit]
CLI show EXEC Cisco Wide

Area Application Services Command Reference

Il Cisco Wide Area Application Services
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SNMP
Y
WAAS Central Manager  Wide Area Application Engine WAE
WAAS WAE WAE
WAE NME-WAE
e SNMP p.17-2
e SNMP p.17-9
e SNMP p.17-10
¢ SNMP p.17-11
e SNMP p.17-14
e SNMP p.17-17
¢ SNMP p.17-18
e SNMP p.17-20
e SNMP p.17-21
e SNMP p.17-23
¢ SNMP p.17-25
e SNMP p.17-25

Cisco Wide Area Application Services
| oL-16450-01-J



17 SNMP

W snwp
Simple Network Management Protocol SNMP; SNMP
WAAS
SNMP
. — SNMP
WAAS
WAAS SNMP
e SNMP —
SNMP
SNMP MIB management information base;
MIB
. — SNMP SNMP
SNMP SNMP Get WAAS
SNMP
SNMP SNMP
SNMP SNMP SNMP Get
WAAS SNMP
e SNMP p.17-2
. SNMP p.17-3
e SNMP p.17-3
. MIB p.17-5
¢ WAAS MIB p.17-8
e WAAS SNMP p.17-8
SNMP
SNMP WAAS SNMP SNMP
1. SNMP SNMP SNMP WAAS
2. SNMP WAAS SNMP
MIB
)
WAAS SNMP SNMP
SNMP p.17-11

Cisco Wide Area Application Services
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SNMP u
3. MIB SNMP SNMP
17-1 WAAS SNMP
17-1  WAAS SNMP
TR e e | T SR
WSS Iiegr [Hesl)
SLlA 2
recueeal s
WAAS
Cantral Manags GLI
& 1
!
Waas G -
Lecal maragemand dalabaze 'E
SNMP
WAAS SNMP
. 1 SNMPvl — SNMP RFC 1157
o 2 SNMPv2c — SNMP 2 RFC 1902
. 3 SNMPvV3 — SNMP RFC 2271 RFC 2275
WAAS Cisco SNMP
SNMP
SNMPv1 SNMPv2c SNMP
SNMP
SNMPv1 SNMPv2c SNMPv3
WAAS
WAAS SNMP SNMPv3 SNMPv1

SNMPv2c

Cisco Wide Area Application Services
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W snwp
SNMPv3
SNMPv3
SNMP
SNMPv1 SNMPv2c
SNMPv3 3
17-1
17-1  SNMP
vl noAuthNoPriv
v2c noAuthNoPriv
v3 noAuthNoPriv
v3 AuthNoPriv Message Digest5 MD5 Hash-Based Message Authentication Code HMAC
Secure Hash -MD5 HMAC-SHA
Algorithm SHA
v3 AuthPriv MD5 SHA HMAC-MD5 HMAC-SHA
Cipher Block Chaining CBC;
-Data Encryption Standard 56-bit
DES-56; 56
DES-56
SNMPv3
e noAuthNoPriv
e AuthNoPriv DES-56
e AuthPriv
SNMPv3 SNMP
Content Engine SNMP set
SNMP

Cisco Wide Area Application Services
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MIB
WAAS

MIB
Cisco

Cisco

e ACTONA-ACTASTOR-MIB

e CISCO-CDP-MIB

¢ CISCO-CONFIG-MAN-MIB
e CISCO-CONTENT-ENGINE-MIB
¢ CISCO-ENTITY-ASSET-MIB

¢ CISCO-SMI

e CISCO-TC

e ENTITY-MIB
e EVENT-MIB

¢ HOST-RESOURCES-MIB

e MiIB-II

¢ SNMP-COMMUNITY-MIB
¢ SNMP-FRAMEWORK-MIB
* SNMP-NOTIFICATION-MIB
¢ SNMP-TARGET-MIB

¢ SNMP-USM-MIB
¢ SNMPV2-MIB
¢ SNMP-VACM-MIB

ACTONA-ACTASTOR-MIB

MIB WAFS

N

WAAS WAFS

MIB

SNMP ||

MIB

MIB  WAAS

411

CISCO-WAAS-MIB

CISCO-CDP-MIB
MIB

cdplinterfacePort

CISCO-CONFIG-MAN-MIB
MIB

® running —

e terminal —

¢ Jocal — NVRAM

* remote —

ifIndex
802.3
ifIndex

Cisco Wide Area Application Services

RFC 1516

ifIndex

cdplinterfaceGroup
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W snwp

MIB

CISCO-CONTENT-ENGINE-MIB

CISCO-ENTITY-ASSET-MIB

CISCO-SMI

CISCO-TC

CISCO-WAAS-MIB

ENTITY-MIB

Cisco WAE MIB MIB

cceAlarmCriticalCount

cceAlarmMajorCount

cceAlarmMinorCount

cceAlarmHistTableSize

MIB ENTITY-MIB RFC 2037 entPhysicalTable MIB
MIBentPhysical Table

ID
ID
MIB MIB

ID ceAssetSoftwarelD
ceAssetSoftwareRevision

Cisco Enterprise Structure of Management Information ~ MIB

Cisco MIB Textual Conventions MIB

Cisco WAAS MIB

1 SNMP MIB
MIB  RFC 2737 MIB

entityPhysicalGroup
entityPhysical2Group
entityGeneralGroup

Il Cisco Wide Area Application Services
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SNMP u
e entityNotificationsGroup
entConfigChange
EVENT-MIB
MIB MIB RFC
2981

HOST-RESOURCES-MIB
MIB

MIB-II

MIB-II

SNMP-COMMUNITY-MIB
MIB

SNMP-FRAMEWORK-MIB
MIB

SNMP-NOTIFICATION-MIB

MIB
SNMP-TARGET-MIB

MIB
SNMP-USM-MIB

MIB
SNMPV2-MIB

MIB

e coldStart

e warmStart

RFC 2576

RFC 2571

RFC 3413

RFC 3413

RFC 2574

RFC 1907

e linkUp WAAS
e linkDown WAAS

MIB

UNIX

MIB-II

MIB

RFC 1213

Cisco Wide Area Application Services

HOST-RESOURCES-MIB

TCP/IP

[ oL-16450-01-J
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W snwp

e authenticationFailure
e egpNeighborLoss

SNMP-VACM-MIB
MIB RFC 2575

WAAS MIB

WAAS WAAS
Cisco FTP

ftp://ftp.cisco.com/pub/mibs/v2

MIB MIB
WAAS SNMP
WAAS
SNMP
WAAS SNMP
SNMP
SNMP
WAAS Central Manager GUI
SNMP
SNMP SNMPv3
WAAS SNMPv 3
SNMP p.17-23

MIB MIB
FTP MIB
SNMP
WAAS

Community Name WAAS
WAAS SNMP

SNMP

WAAS

Il Cisco Wide Area Application Services
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SNMP
17-2 WAAS SNMP
17-2 SNMP
1. SNMP SNMP p.17-10
2. SNMP WAAS Central Manager WAAS
SNMP p.17-11
SNMP
p.17-14
3. SNMP SNMP WAAS
SNMP WAAS
SNMP p.17-17
4. SNMP MIB
SNMP
SNMP p.17-18
5. SNMP SNMP
MIB
SNMP p.17-20
6. SNMP SNMP MIB
SNMP
SNMP p.17-21
7. SNMP SNMP SNMPv3 SNMP
WAAS 1
SNMPv3 WAAS
SNMP p.17-23
8. SNMP SNMP p.17-25
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W snwp
WAAS SNMP
¢ WAAS SNMP SNMP
o WAAS
SNMP IP
e SNMP
U SNMP
o SNMP
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| 17 SNMP

SNMP ||
WAAS SNMP
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
SNMP [Edit]
[Device Dashboard]
[navigation] [Configure] > [Network Monitoring] > [SNMP] > [General Settings]
[SNMP General Settings] 17-2 17-3

17-2 [SNMP General Settings]
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W snwp

17-3 SNMP

GUI

Snmp

SNMP

WAFS

SNMP WAFS

e CsLog—
e EsLog—
e MgrLog — WAAS Central Manager

WAE

SNMP WAFS

¢ Disk Read —

* Disk Write —

e Disk Fail —

e Overload Bypass — WCCP

e Transaction Logging —

SNMP

SNMP

e Authentication —
¢ Cold Start —

WAE

SNMP

¢ Raise Critical —

e Clear Critical —

¢ Raise Major —
e Clear Major —
* Raise Minor —
e Clear Minor —

SNMP

MIB

CiscoConfigManEvent

MIB

SNMP Event MIB

Notify Inform

SNMP notify inform inform

inform
SNMP
inform

SNMP

inform

Il Cisco Wide Area Application Services
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SNMP
4 SNMP
5 [Submit]
Click Submit to Save [Reset]
[Reset]
CLI SNMP snmp-server enable traps
MIB SNMP SNMP

p.17-14

Cisco Wide Area Application Services
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W snwp
MIB SNMP

1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage

Device Groups] [Devices] [Device Groups]
2 SNMP [Edit]

[Device Dashboard]

3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [Trigger]

[SNMP Trigger List Entries] 17-5
4 [Create New SNMP Trigger List Entry] [Creating New

SNMP Trigger] 17-4

17-4 SNMP
GUI
MIB MIB
MIB Name
60 600

Il Cisco Wide Area Application Services
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SNMP
17-4 SNMP
GUI
SNMP
* absent— MIB
e equal — MIB
e falling — MIB
MIB
e greater-than — MIB
* less-than — MIB
e on-change — MIB
* present — MIB
® rising — MIB
MIB
e absolute — 0 4294967295
e delta —
MIB
MIB [Test drop-down] absent
on-change present
MIB Varl 3 MIB
MIB Var2
MIB Var3
MIB
[Submit]
SNMP [SNMP Trigger List]
[SNMP Trigger List Entries] MIB [Edit]
SNMP

Cisco Wide Area Application Services
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W snwp
MIB Edit Delete
SNMP
CLI SNMP snmp trigger EXEC
SNMP
WAE SNMP SNMP

[SNMP Trigger List Entries]
SNMP

[Yes]

[No]

[Aggregate Settings]

SNMP

SNMP

This option will take effect immediately and will affect the device configuration. Do

you wish to continue?

[OK]

Il Cisco Wide Area Application Services
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SNMP ||
SNMP 4
SNMP
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
2 SNMP [Edit]
[Device Dashboard] [Modifying Device Groups]
3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [Host] [SNMP
Hosts]
4 [Create New SNMP Host] [Creating New SNMP Host]
17-5
17-5 SNMP
GUI
WAE SNMP SNMP
IP
/ WAE SNMP SNMP
256
SNMP
e [No-auth] —
e [v2c] — 2c
e [v3-auth] — SNMP 3 AuthNoPriv
e [v3-noauth] — SNMP 3 NoAuthNoPriv
e [v3-priv] — SNMP 3 AuthPriv
inform 1 10 2
inform 1 1000 15
5 SNMP IP SNMP
inform
6 [Submit]
CLI SNMP snmp-server host

Cisco Wide Area Application Services
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W snwp
SNMP WAAS SNMP
2 group
read-write SNMP
SNMP
10 SNMP
SNMP SNMP
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
2 SNMP [Edit]
3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [Community]

[SNMP Community Strings]

4 [Create New SNMP Community String] [Creating New
SNMP Community String] 17-6

Cisco Wide Area Application Services
OL-16450-01-J |
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SNMP ||
17-6 SNMP
GUI
WAE  SNMP
WAE
SNMP Community Name
SNMP
WAE SNMP
256
Irw [Read/Write]
read write
[Read/Write] MIB
¢ [None] —
[Group Name]
e [Group] —
e [Read/Write] —
/
[Group Name]
256
[Group]
5 /
6 [Submit]
CLI snmp-server community

Cisco Wide Area Application Services
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W snwp

SNMP

MIB WAAS Central Manager GUI
SNMP
SNMP SNMP

10

2SNMP SNMPv2 MIB

1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
2 SNMPv2 [Edit]
3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [View] [SNMP
Views]
4 [Create New View] [Creating New SNMP Viewt]
17-7

17-7 SNMPv2

GUI
256
ENTITY-MIB MIB
MIB ID 256
MIB
¢ [Included] — MIB
e [Excluded] — MIB
5
6 [Submit]
7 SNMP
CLI SNMP snmp-server view

Cisco Wide Area Application Services
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SNMP ||
SNMP MIB
SNMP
SNMP 10
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
2 SNMP [Edit]
[Device Dashboard] [Modifying Device Group]

3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [Group] [SNMP

Group Strings for WAE]

4 [Create New SNMP Group String] [Creating New SNMP
Group String for WAE] 17-8
17-8 SNMP
GUI
SNMP 256
Sec
o [v1] — 1 SNMP 1
[noAuthNoPriv]
e [v2c] — 2c SNMP 2
[noAuthNoPriv]
e [v3-auth] — SNMP 3
AuthNoPriv
e [v3-noauth] — SNMP 3
noAuthNoPriv
e [v3-priv]— SNMP 3 AuthPriv
Y
SNMPv1 SNMPv2c
SNMP
64
SNMP SNMP
p.17-20

Cisco Wide Area Application Services
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W snwp

17-8 SNMP

GUI

64

SNMP SNMP
p.17-20

notify inform trap 64

SNMP SNMP
p.17-20

5 SNMP

6 [Submit]

7 SNMP

CLI SNMP snmp-server group

Cisco Wide Area Application Services
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SNMP ||
10
SNMP
1 [WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
2 SNMP [Edit]
3 [navigation] [Configure] > [Network Monitoring] > [SNMP] > [User]
SNMP
4 [Create New SNMP User] [Creating New SNMP User]
17-9
17-9 SNMP
GUI
256
256
SNMP ID SNMP
SNMPv3 WAE WAE SnmpID
1 SnmplD
SNMP
e [No-auth] — SNMP
e [MD5]— MD5
HMAC-MD5
e [SHA]—
HMAC-SHA
HMAC-MD5 HMAC-SHA
256
no-auth

Cisco Wide Area Application Services
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W snwp
17-9 SNMP
GUI
SNMP SNMP
HMAC-MD5 HMAC-SHA
256
5
ID SNMP
6 [Submit]
CLI SNMP snmp-server user

Il Cisco Wide Area Application Services
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SNMP ||
CISCO-ENTITY-ASSET-MIB SNMP
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
SNMP [Edit]
[Device Dashboard] [Modifying Device Groups]
[navigation] [Configure] > [Network Monitoring] > [SNMP] > [Asset Tag]
[SNMP Asset Tag Settings]
[Asset Tag Name]
[Submit]
CLI SNMP asset tag
SNMP
[WAAS Central Manager GUI navigation] [My WAN] > [Manage Devices] [Manage
Device Groups] [Devices] [Device Groups]
SNMP [Edit]
[Device Dashboard] [Modifying Device Groups]
[navigation] [Configure] > [Network Monitoring] > [SNMP] > [Contact]

[SNMP Contact Settings]

[Submit]

CLI SNMP snmp-server contact

Cisco Wide Area Application Services
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APPENDIX

WAAS WAAS
150

A-1 WAAS

A-1
[ ]

Kerberos
. WAAS Central
Manager 20
WAAS CLI WAAS

Cisco Wide Area Application Services Command Reference

WAAS Central Manager GUI

12
WAAS
« TFO — TCP
* RE — WAN
RE LZ
. LZ —RE
. —CIFS EPM HTTP MAPI NFS

[ oL-16450-01-J
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WAAS
Kerberos 88 2053 754 888 543 464 544 749
SASL 3659
TACACS 49
Amanda TFO 10080
BackupExpress TFO 6123
CommVault TFO 8400 8403
Connected-DataProtector TFO 16384
IBM-TSM LZ+TFO+DRE 1500 1502
Legato-NetWorker TFO 7937 7938 7939
Legato-RepliStor TFO 7144 7145
Veritas-BackupExec TFO 6101 6102 6106 3527 1125
Veritas-NetBackup TFO 13720 13721 13782 13785
CAD
PDMWorks LZ+TFO+DRE 30000 40000
Cisco-CallManager 2443 2748
SIP-secure 5061
VolP-Control 1300 2428 2000 2002 1718 1720

5060 11000 11999

CU-SeeMe 7640 7642 7648 7649
ezMeeting 10101 10103 26260 26261
Intel-Proshare 5713 5717
MS-NetMeeting 522 1503 1731
VocalTec 1490 6670 25793 22555
SSL-Shell 614
Telnet 23 107 513
Telnets 992
Unix-Remote-Execution 514 512
Documentum LZ+TFO+DRE 1489
Filenet LZ+TFO+DRE 32768 32774
ProjectWise-FileTransfer LZ+TFO+DRE 5800
LDAP LZ+TFO+DRE 389 8404
LDAP-Global-Catalog LZ+TFO+DRE 3268
LDAP-Global-Catalog-Secure 3269
LDAP-secure 636

Il Cisco Wide Area Application Services
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WAAS

HP-OpenMail LZ+TFO+DRE 5755 5757 5766 5767 5768 5729

Internet-Mail LZ+TFO+DRE 25 110 143 220

Internet-Mail-secure TFO 995 993 465

Lotus-Notes LZ+TFO+DRE 1352

MAPI! LZ+TFO+DRE+ MAPI |UUID:a4f1db00-ca47-1067-b31f-00dd010662
da

MDaemon LZ+TFO+DRE 3000 3001

NNTP LZ+TFO+DRE 119

NNTP-secure TFO 563

Novell-Groupwise LZ+TFO+DRE 1677 1099 9850 7205 3800 7100 7180
7101 7181 2800

PCMuail-Server LZ+TFO+DRE 158

QMTP LZ+TFO+DRE 209

X400 LZ+TFO+DRE 102

SAP LZ+TFO+DRE 3200 3219 3221 3224 3226 3267
3270 3282 3284 3305 3307 3388
3390 3399 3600 3659 3662 3699

Siebel LZ+TFO+DRE 8448 2320 2321

AFS LZ+TFO+DRE 7000 7009

Apple-AFP LZ+TFO+DRE 548

NFS LZ+TFO+DRE+ NFS 2049

Novell-NetWare LZ+TFO+DRE 524

Sun-RPC 111

BFTP LZ+TFO+DRE 152

FTP-Control? 21

FTP-Data’ LZ+TFO+DRE src20

FTPS? TFO 990

FTP-Control? src989

Simple-FTP LZ+TFO+DRE 115

TFTP LZ+TFO+DRE 69

TFTPS TFO 3713

AOL 5190 5193

Apple-iChat 5297 5298

IRC 531 6660 6669

Jabber 5222 5269

Lotus-Sametime-Connect 1533

Cisco Wide Area Application Services
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MS-Chat 6665 6667

MSN-Messenger 1863 6891 6900

Yahoo-Messenger 5000 5001 5050 5100

DNS 53

iSNS 3205

Service-Location 427

WINS 42 137 1512

Basic-TCP-services 1 19

BGP LZ+TFO+DRE 179

MS-EndPointMapper EPM 135

MS-Message-Queuing LZ+TFO+DRE 1801 2101 2103 2105

NTP 123

Other-Secure 261 448 684 695 994 2252 2478 2479
2482 2484 2679 2762 2998 3077 3078
3183 3191 3220 3410 3424 3471 3496
3509 3529 3539 3660 3661 3747 3864
3885 3896 3897 3995 4031 5007 5989
5990 7674 9802 12109

SOAP LZ+TFO+DRE 7627

Symantec-AntiVirus LZ+TFO+DRE 2847 2848 2967 2968 38037 38292

P2P

BitTorrent 6881 6889 6969

eDonkey 4661 4662

Gnutella 6346 6349 6355 5634

Grouper 8038

HotLine 5500 5503

Kazaa 1214

Laplink-ShareDirect 2705

Napster 8875 7777 6700 6666 6677 6688

Qnext 44 5555

SoulSeek 2234 5534

WASTE 1337

WinMX 6699

AppSocket LZ+TFO+DRE 9100

IPP LZ+TFO+DRE 631

SUN-Xprint LZ+TFO+DRE 8100

Unix-Printing LZ+TFO+DRE 515 170

Il Cisco Wide Area Application Services
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WAAS
Altiris-CarbonCopy 1680
Apple-NetAssistant 3283
Citrix-ICA LZ+TFO+DRE 1494 2598
ControllT TFO 799
Danware-NetOp TFO 6502
Laplink-Host TFO 1547
Laplink-PCSync TFO 8444
Laplink-PCSync-secure TFO 8443
MS-Terminal-Services TFO 3389
Netopia-Timbuktu TFO 407 1417 1420
PCAnywhere TFO 73 5631 5632 65301
RAdmin TFO 4899
Remote-Anything TFO 3999 4000
Vmware-VMConsole TFO 902
VNC TFO 5801 5809 6900 6909
XWindows TFO 6000 6063
Double-Take LZ+TFO+DRE 1100 1105
EMC-Celerra-Replicator LZ+TFO+DRE 8888

MS-AD-Replication*

LZ+TFO+DRE+ EPM

UUID:e3514235-4b06-11d1-ab04-00c04fc2dc
d2

MS-Content-Replication-Service

TFO

560 507

MS-FRS!

LZ+TFO+DRE+ EPM

UUID:f5cc59b4-4264-101a-8¢59-08002b2f84
26

Netapp-SnapMirror LZ+TFO+DRE 10565 10569

Remote-Replication-Agent TFO 5678

Rsync TFO 873

SQL

Borland-Interbase LZ+TFO+DRE 3050

IBM-DB2 LZ+TFO+DRE 523

InterSystems-Cache LZ+TFO+DRE 1972

MS-SQL LZ+TFO+DRE 1433

MS-SQL-RPC! LZ+TFO+DRE+ EPM |UUID:3f99h900-4d87-101b-99b7-aa0004007f
07

MySQL LZ+TFO+DRE 3306

Oracle LZ+TFO+DRE 66 1525 1521

Pervasive-SQL LZ+TFO+DRE 1583

PostgreSQL LZ+TFO+DRE 5432

Scalable-SQL LZ+TFO+DRE 3352

SQL-Service LZ+TFO+DRE 156

Cisco Wide Area Application Services
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WAAS
Sybase-SQL LZ+TFO+DRE 1498 2638 2439 3968
UniSQL LZ+TFO+DRE 1978 1979
SSH
SSH TFO 22
EMC-SRDFA-IP LZ+TFO+DRE 1748
FCIP LZ+TFO+DRE 3225
iFCP LZ+TFO+DRE 3420
iSCSI LZ+TFO+DRE 3260
Liquid-Audio LZ+TFO+DRE 18888
MS-NetShow LZ+TFO+DRE 1755
RTSP LZ+TFO+DRE+ 554 8554
VDOLive LZ+TFO+DRE 7000
BMC-Patrol 6161 6162 8160 8161 6767 6768 10128
HP-OpenView 7426 7431 7501 7510
HP-Radia LZ+TFO+DRE 3460 3461 3464 3466
IBM-NetView 729 731
IBM-Tivoli LZ+TFO+DRE 94 627 1965 1580 1581
LANDesk LZ+TFO+DRE 9535 9593 9595
NetlQ 2220 2735 10113 10116
Netopia-netOctopus 1917 1921
Novell-ZenWorks LZ+TFO+DRE 1761 1763 517 2544 8039 2037
WAAS-FlowMonitor TFO 7878
WBEM 5987 5988
Clearcase LZ+TFO+DRE 371
CVvs LZ+TFO+DRE 2401
VPN
L2TP TFO 1701
OpenVPN TFO 1194
PPTP TFO 1723
WAFS
CIFS LZ+TFO+DRE+ CIFS 139 445

WAFS

Il Cisco Wide Area Application Services
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WAAS
Web
HTTP LZ+TFO+DRE+ HTTP |80 8080 8000 8001 3128
HTTPS TFO 443
1. WAAS EPM EPM
uuID

Cisco Wide Area Application Services
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Numerics CLI user
7-5
2 11-17 cms database backup
cms database restore
A cms
AAA copy disk ftp command
6-35 Core WAE 1-9
AAA 2-28, 6-2 CPU
ACL
IP ACL D
[Application Traffic Mix] 16-13
debug 16-43
B [Device Dashboard]
[Device Home]
BIC TCP 1-6
[Devices]
DFS
C DHCP
CDP
5-17 29
cdp enable 4-41
cdp run 4-41 DHCP
Central Manager WAAS Central Manager . 29
CIES 1.22 112 directed 5-20
CIFS DNS 5-18
1111 DRE 1-5
CIFS DSCP 11-14,11-17, 12-15
11-4
12-3

CifsAO WAE Device Manager

Cisco Discovery Protocol CDP
Cisco.com

clear ip weep 4-1
clear statistics all 6-29
clear statistics authentication

clear statistics windows-domain

10-21 E
Edge WAE 1-9
15-4 enable 6-18
EPM
12-3
6-29 EtherChannel
6-29 5-9

Cisco Wide Area Application Services

INDEX

15-13
15-14

15-13
15-14

16-11

[Device Dashboard]

4-55

2-10

5-10

12-20
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H Index

F
File Server Rename 10-20
force group settings 3-10
full optimization 12-16
G
GRE 4-32
GRE 4-14, 4-16
GRE 4-16
H
HTTP

12-6

12-3
I
IP ACL
WAE 2-27
8-7
8-8
8-2
8-8
8-5
8-7
8-4
8-4
2-27

ip weep redirect-list 4-11
ip weep 4-11
ip web-cache redirect 4-1, 4-11
IP IP ACL
IP

2-10

1

IP

5-16
L
LDAP 10-12, 10-14

Microsoft 6-27

5-6

WAE 6-27
WAE 6-29
6-26
Lz 1-5
M
MAPI
12-6
12-3
maximum segment size 12-23
message of the day
6-12
MIB
17-5
MIB
WAE Device Manager 10-10
Microsoft DFS 4-55
N
NAS 1-20
NAT 9-3
NAT 9-3
NetBIOS 9-2,11-16
NetQoS 16-24
Network Time Protocol NTP
NFS
12-3
NTP 9-7
P
Passthrough 12-16
PBR 1-22
Print Services Administration GUI 13-30

R

RADIUS

RAID

6-14

6-5
6-14
1-23

Il Cisco Wide Area Application Services
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RCP 9-5
receive buffer size 12-23

S

SACK 1-6
send buffer size 12-23
send TCP keepalive 12-23

set ip next-hop verify-availability 4-42
show cdp neighbors 4-41
show version 15-21
show
16-44

Simple Network Management Protocol SNMP
SNMP 1-24

manager
17-3
SNMP 17-8
WAE Device Manager 10-9
17-14
17-2
17-21
17-18
MIB 17-5
17-3
17-25
17-10
17-4
17-9
17-12
17-20
17-17
17-11
17-23
17-25
system dashboard
16-2
T
TACACS+
6-3
6-5
6-17
6-18

Cisco Wide Area Application Services

Index W

TACACS+
6-17
TCP
5-14
5-14
16-21
5-12
5-14
5-13
TCP 1-6
tcpdump 16-43
TCP
2-25
Telnet
6-11
tethereal 16-43
TFO
1-5
TFO and LZ compression 12-16
TFO only 12-16
TFO with DRE 12-16
TFO 12-25
TFO 1-5
BIC TCP 1-6
TCP 1-6
1-5
1-6
1-6
1-6
track 4-43
[Traffic Reduction] 16-15
[Troubleshooting Devices] 16-7
U
Unicode 2-12
uTC 9-10
GMT
Vv
VLAN ID 4-49
VLAN 4-45
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H Index

w
WAAS
1-11
1-19
WAAS Central Manager
15-9
13-18
15-13
15-13
15-29
WAAS Central Manager GUI
1-11
1-12
1-15
1-11
WAAS CLI 1-18
WAAS GUI 1-17
WAAS
CLI 1-18
WAAS Central Manager GUI 1-11
WAE Device Manager GUI 1-17
GUI 1-17
WAAS 1-5
WAAS
I0S 2-13
2-20
2-1
WAE Device Manager
[Configuration] 10-9
[Notifier] 10-17
[Utilities] 10-18
WAE [Control] 10-5
10-3
10-4
1-17, 10-1
10-3
WAE 10-6
WAE 10-6
WAE
9-2
2-12
15-36
15-15
15-15
WAE 4-15

WAFS
11-9
11-11
1-20
WAFS Cache Cleanup 10-20
WAFS 3-4
WAN 11-28
WAN 11-38
WCCP
Cisco Express Forwarding CEF 4-16
GRE 4-30
4-28
2-7
1-21
WAE 4-17
4-17
4-4
4-26
WCCP
WAE 4-17
wceep 4-6
WCCP
4-6
WCCP
4-22, 4-23
4-22, 4-23
WCCP
2-21
4-7
4-5
WCCP 4-28
WCCP 4-17
Windows
WAE Device Manager
10-15
WAE Device Manager 10-11
Windows 1-9
Windows 5-19
7-7
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7-4
7-3
7-2
7-9
7-2
CLI 7-2
TCP 12-22
TCP 12-25
1-7
1-7,12-2
12-3
1-5
WAAS Central Manager 15-9
15-11
15-2
12-20, 16-2
12-2
12-3
12-21
12-12
12-9
12-14
12-9
12-19
12-18
1-7
12-10
12-15
12-12
12-19
12-14
16-7
16-5
9-25
[system dashboard] 16-3

Cisco Wide Area Application Services

Index W

4-52

9-13
15-31
2-31
3-18
3-17
3-17
3-18
12-21
11-6
12-15
13-6
13-8
1-9, 13-2
13-12
13-33
DHCP 5-10
DHCP
2-10
2-9
1-7
4-44
4-44
I 4-49
VLAN ID 4-49
VLAN 4-51
4-46
4-52
4-52
1-6
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Index
11-26
11-15
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