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CHAPTER 6

TEOJA VDERE. HAl. BLUV
THOoOUTAVTDETE

Z O TIL, Wide Area Application Service (WAAS) 7 /354 ZAHOE B0 7' 4 > OFRGE, 7 A, B &
OTHY T 4 v T HBRET D HEZONTHBILET,
ZOEDERMIE, RO LB TT,
o EHIO A U ORFER X OFFRIZOWT (p.6-2)
o HHu A UORIAEB L OFHFAIORE (p.6-7)
o WAAS TAHRA ZAADAAA T H T T 4 T DO%E (p.6-35)
o EGEMIE S OER (p.6-38)
WAAS Central Manager GUI 2 L T, WAAS 7/35A4 A0 2 fHOEHE 2 —F T h v b (T

NARZESS CLIT AU b EFRENCESS T M) BERICERL, EBELET, 20
HAOFMZOWTIE, FT73H EHE2—Y T FOEREER 2R L TEEN,

ZOETIEFH, A Y MU —ZIZFET D WAAS Central Manager & Wide Area Application Engine (WAE)
AT OHEE L LT TWAAS 731 2] A LET, TWAE] 13, WAE 7 7747 AE L
OWAE Xy b7 —27 Y a2—/L (NME-WAE 7 /\A 2 773 V) ZRLET,
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» - = —) —
EEOJAVOZBES L UVEFARIICDULNT
WAAS R MU —27 Tk, B0 7 VBHFE H T2 LT, FE. B, ¥ 70
Ta—F 4V THIZWAAS TA AT 7B A LT2WEHE NS DT 7 A L ERAHIE L £,

0 s A VRRFEE X, WAAS TRA AR, TARALAIZa A LESE L TWAEHENE 2o —
PHENRAT = RS TWDIME I N EHERT LT o ATY, v/ LEY LT 2EHEEIL.
TNA AR ENT 2= ThH T NeROLERH Y 7, =—F 7o v MERIT, =—
FOEMa A EREFEERT AT 2EEER-LET, 2—F T h U MERIZAAA T—X
NR—RRF SN, AAA T —F R—=ARFHET DREORFET — NI T 72T 25 XK HIZ WAAS
TNAREBRETHMLERHY T, 2—FRT AL Rl A 2 LEIETHE, T3 R,
FONYO2—PL NRAT— R BLOFFHEL LV ET —F RX—R R F S —F T v~
NMERE L ET,

WAAS Y7 b U =T0E, AT 78 &2 —" (72 & z21E, RADIUS F721% TACACS+ —) %
FFoo— & AAA REZ RO r— L T/ B A F— A _R— 2R PR — P HORDORGE, 7F
", BEOT AT 07 (AAA) B AR— FEREELET,

o WE (FEiZm 7 A URREE) 13, 2—FDBETHL0ERET LT, 2—HFH LK
U—FaR&ELET,

o FFA (EITRE) 1T, 2—YRTAENTWND Z & E2RET I T, —fRIZ, BIEDOHE
THANFETENET, 2= 0 7o T 52T, RBEELHF O GTAMETT,

o THUUT A4V T, VATAT T 4 T HNCEB—YOT 77 4 ©F 1 ZiBH
THHEBE T, WAAS V7 h 7 =7 Tld. TACACS+IZX 2D AAA T 7T 4 7N R—
FENTWET, FEMIZONWTIE, TWAAS XA ZAHD AAA T T VT 4 T DFRE]
(p.6-35) ZZHL T2,

S

GF) FHEHFEIL 2> Y —/L R— £ 71T WAAS Central Manager GUI % i@ U C WAAS Central
Manager 7 /3 A0 7 A CEETEHIEIL =Y —/L R— b £721X WAE Device
Manager GUI % U C, Core WAE F 7213 Edge WAE & L THERET D WAAS T /31 R
[l =B BV = = I

AL HFAINRE SN DNV AT LEHE N WAAS TS R Za /(o35 L& FHEL &
FHEHD superuser 7 T R EMFH LT WAAS T34 AT 7 BATEET (ERFADL—H
4% admin, EFRFHO/NAT — Rid default TY), ZDOEFRFHD superuser 7 4 7 M EFEH L
TWAAS T A AZa 7 A T 5L & WAAS VAT ANOTRTO WAAS —E R L BFHA~D
T I RARTFRISIVET,

GE) WAAS A AZEZ, 2—F 42 admin @ 1| DOEFFET AT MBLETT, ERFEHO
superuser 7 H 7 h D —HHT, BEHETEER A, ERFHAO superuser 7 4 7 ML, 22—
4 admin ZFFOMERH Y £,

WAAS T, ZAEZ IR E LIZH L T, % WAAS T /31 A TEFFHD superuser 74 7 hHOD
WNAT—=RELEELIZERT 22 L 2R LES (ERFAHAO2—P41T admin, /SAT—F
I3 default, $#HE LU superuser, Rt L1 15 TT),

WAAS Central Manager 7 /NA A "CZ @ superuser 7 BV Y NADEZREHRD/SAT — RPREHE I
TWARWEEIE, 777> hZ&#H LT WAAS Central Manager GUI (21 7 A U F 572N, IRD
AT a TRy 7 ZARERINET (K61 #5H),
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6-1 superuser 7HO Y FADEBRBEHDINRIT—F2EBTIDLELRHICLETTAvE—D

Microsoft Internet Explorer x|

Device is configured with a {well known) default usernamefpassword for ease of initial configuration.
This default username/password should be changed in order to avoid unwanted access to the device,

162079

Z @ superuser 7 A V2 NHDERFHD/NAT — RPREBRINTCWRWGEAE . THU Y MaHL
T WAAS 734 ZAD WAAS CLLIZ R 7 A 5 572N, Y —/MZRO A ve—Y b RRER
i‘a—o

Device is configured with a (well known) default username/password

for ease of initial configuration. This default username/password
should be changed in order to avoid unwanted access to the device.

System Initialization Finished.
waas-cm#

WAAS Central Manager GUI % ] L TE W 7D superuser 7 4 7 > NHD/NAD — R &2 H T2
FHEZONTIX, THEDT AT Y FO/RAT— ROEE] (p7-8) #BML T &,

X 6-2 12, EHLEMN, a2V —/ K— FETZIX WAAS GUI  (WAAS Central Manager GUI & 7213
WAE Device Manager GUI) % UC WAE 2R 7 A > 9 B FHiEER LET, WAAS 7 /5 ANREHL
0y A EREZETDE WAEIL, v —H/0 T —H_XR—=ZAF XV E—F $— =T 1 T—
4 ~_—Z (TACACS+, RADIUS, F72i% Windows KA A > F—HF_X—R) 2F v L, 22—
B ENAT— REfEd L, BHEOT 7/ B ARHEAZRETCEET,
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6-2 PRI T—H2 R—R & WAE

B

159092

!I
A

1 |FTP/SFTP 7 7 A4 7 > K 6 |Windows N A A v H—
2 |WAAS Central Manager GUI £ 721X WAE |7 |2 Y — )V E7 L Telnet 7 5 A 7> b
Device Manager GUI
3 |[P—FX—=F 1 AAA P —N 8 [SSHZ7F 47k
RADIUS #— 9 |m—HN F—=ER=RLF T3 bO—K
PRRET — 2 N — A & 5§D WAE
5 |TACACS+ #—° 10 |FPie 7o L ER

2—HF T H T MERIZ AAA T — X N—RRF I AAA T — X R—ARFIET D FRE DORG
P—NIZT 7 EATBH LI WAAS TNRA RAERETHHLERDH Y £, WAAS T/ A~D 1
TA v T 7R AZHIET B 1-012, ROBIAEB LA KA EEICHAEDE THRETE XY,
o 11— HLEREER L OFA]

« RADIUS

+ TACACS+

e Windows K XA L 3&GE

GX) ORI — A2 L CREEARET 256, # 7 = [FHE—F T FOEREE
P DOFBAIZHE > T, WAAS Central Manager 'C:L~47L THY Y NEAERT DMERHY ET, 2 —
YT I ME, = ATIERWLERSH Y £F, DF V. [Local User] = v 7 Ry 7 A%iE
WLEEA,

T 7 4V b D AAA BREDFEMIZOWTX, [EHa 7o /mb uFiﬁsotU‘%T@%“7 IV N ERE )
(p.6-5) ZBM L TLIEEV, AAA REDFEMIZHOWTIL, 7 A OFRER X OFF R D%
El (p.6-7) ML T ZIN,
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EEOSTA VDRI ELUVHADT 74 I FERTE

F 740 FTiE, WAAS A R —Hh )L F—EZ_XR—=2AFH LT, FFHla—Voo s 3

RIS & O Al RrHE 2 UG L £ 97

#o6-11%, HHu /A L ORFABLOHATOT 7 4V MREEZRLTVET,
£6-1 BEOJTAUOBESIUHETOT 74U FERE

Hee T4 ME
B 7 A OFRGE Enabled
PR E D FFA] Enabled
FRREY— SR BEAREE RS OFRFEY— /D 7 = — L4 —/3— | Disabled
TACACS+ 1 7' A VERFE (=2 Y —/1E LU Telnet) Disabled
TACACS+ 2 7' A VA (2> Y —/L3 L8 Telnet) Disabled
TACACS+ ¥ — fRERL
TACACS+ h— DX A LT 7 k 5%
TACACS+ F-%(5 OFATIEIKL 2[5
RADIUS v 7 A VFFE (7Y —/vE L O Telnet) Disabled
RADIUS &2 7' A »# A (2 Y —/L3 L O Telnet) Disabled
RADIUS = "D IP 7 KL & fREZR L
RADIUS #—/3¢® UDP AR — k R— |k 1645
RADIUS % — BER L
RADIUS $— D% A LT U b 58
RADIUS 5258 DFRATIRIEL 2 [A]
Windows KA A > a7 A 58 Disabled
Windows B XA > v 7 A ] Disabled
Windows KA A > /AT — R H—N BER L

Windows K A A L #HIK (Kerberos FRaF &4 2 & &,
H &4 % Kerberos fEiik)

~

SRR A#

GE)  Kerberos JREIFEZ AT H L. T 7 /L b OFEBRIT
DOMAIN.COM (272 Y . B = U T 1 1% Active Directory
P —E 2 (ADS) 12720 £,

72 (InB) DOILFH

Windows K A A > ® Windows Internet Naming Service (WINS)
P —NOFANGERLITIPT FL R

FBER L

Window R A A L OEFEF T )L—TF

ERFHOEBE T N —T13H
DN EHA,

Windows K A A > ® NetBIOS 4 REZR L

Kerberos #8ilE Disabled

Kerberos —/SDHRA R ETILIP 7 KL 2 (J§E L7z Kerberos |fRE72 L

I O#RITR (KDC) ZEHATHHAR)

Kerberos #—/ 3D 7R — hF 5 (KDC #—/S EOR— &) A— b 88

Kerberos =@ — /LI (WAAS AT 7 /v N HEIER) Kerberos fEIBZE (M 5) DL
T4

Kerberos fEI (A8 2 4 F 7212 DNS R A A 4 % Kerberos fEI5IC
<~y 7T5)

22 (In6) DILFH
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ATy 1

ATwF2

ATwT3

ATv74

WAAS 734 A (RADIUS 5 XU TACACS+ 7 74 7> ) TRADIUS F7-1X TACACS+ F—%
RETDHHEAIL. BT, SO RADIUS 7713 TACACS+ — NIZh[A—DF —2REL T
éb\o

MEHT 7 A 2 OFEGER LOFFrI DR E] (p.6-7) OFBIIHE> T, WAAS Central Manager GUI % {
ALTINGDT 74V FEERELET,

WAAS V7 7 =7 1Z1%, Windows R A A ERREA R E TE 2E D Windows R A A v —7F 4
U7 4 BB LTWET, WAAS CLI 26 b —7 4 VT 127 78 AT 51T,
windows-domain diagnostics EXEC =~ > FZ{HEHTx E 7,

WAAS Central Manager GUL "6 2 b D2 —7 ¢ U7 4 ZRREfT 5, IROFINRIHES T IZE 0,

[Devices] > [Devices] % &R L F 9,

ERHFEHDIEFT2—T 4 VT 4 ZFITLIZWT A ADORICHD [Edit] 74 =2>% 270 w7 L
7,

[Contents] X~ > T, [Expand All] 35 & O" [Show Advanced] "% > % 2 U v 7 L. [General Settings]
> [Authentication] > [Windows Domain] %3&R L 9,

FREINDT 4V RUT, Vg RUDO—EFFIZH S [Show Authentication Status] R ¥ %7 U v
7 L/i‘a_o
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BEOJ A VORBAS L VHFAITDORE

ATy 1

ATFvF2

&K

ATvT4

WAAS TNA ZAETNET A R I —7 (WAE DV —7) AOEHa 7' A V3R LA &
BEHRICERET HI2IE, ROFIEIZHE-> TLEE VY,

Aﬁm74/%k®mﬁﬁ WAAS TN A0 74 U RREFNE LT, EolkX%E
RETHMERELET (ZLxE, v— NV F—ER_R—ZAZ 1R T T—=H_X—=RL LT,
MDIUS 'H“_‘/\% 2/kuuu ‘_‘57/\“_‘;( k L/"Cﬁi)ﬂ Li‘ﬁ—)o

[WAAS TXA A oa 7 A 7T 78A a2 ba—/Li&EOMHK] (p.6-8) OFIIIHES T, WAAS
FNRALZAHOR I A TIRA ay ha— LR ELERLET,

WAAS 731 A TEHa 7 A VBIEY— "R EEZMR LET (VE— FERET — 2 X— A&
D), - & 2T, WOBEOMAIHE ST, WAAS T ZANEH T 74 LV EREZRIET D720

WAERT 208N H D, UE— bk RADIUS $—/3, TACACS+ ¥—/3, F£721% Windows KA A
P—XDOIPT FLAZRELE T,

* RADIUS ¥ —  FFERRE DR (p.6-15)
o TACACS+ W —  FHAE% & DRk (p.6-17)
e Windows R A A 2 B — SGRGERRE DO (p.6-20)

W 7 A RBIERE T RKOT NS WAAS T35 ANEF 0 7 A L ER WIS 5 72T
DUVENHD 1 ODFELIETT X TOFRERELET,

o EHn A RIS RERELET,

o HHn A A FREEELET,

o BWHn A VBT — DT 2= A —_—FREEELET (AT a ),

7ok 21 WAAS T8 ARG 7 A VESR BT S L X0, EORIAT —FN—AEF v

TTHVERHLINERELET, TWAAS 731 ZAHOEH 0 7 A U RGEER KO FOBFZ)
b1 (p.6-30) 2L T KXW,

wiyzvmfu‘ootvﬁi%ﬁxﬁ 2 BRI, RADIUS, TACACS+, F7-21% Windows K X A L #&ii
BRESIL, EFICEEL TS Z & &R LET, v — D LVEREEN L) T, RADIUS, TACACS+,
iti“m®me4/ REMMBELRE SN TWARWEAS, & L <IiE RADIUS, TACACS+,
F 7213 Windows KA A > =N F 2 T A U TRWEATX, WAAS T34 R a7/ A o T&ERN
ZEnbYET,

WAAS Central Manager GUI £721X WAASCLI ZffH LT, n— BN E—h T—FX—2
(TACACS+, RADIUS, ¥ X Windows N A A ») ZHNEITENTT 52 LR TEET, WAAS
FNRA AT, TRTCOT = FR—=ANEH > TODENEIMNEHER L, F 9 THHILAIE, &
AT LET 74V MOREBICHRELET (F6-1 2R LI, BHGRIEEFFAHICI 0%
AT DOINERD Y — K /—F ¢ T —Z X—A (TACACS+. RADIUS. *721% Windows XA >
FRL) BT A & D12 WAAS T34 AERE LT-HEIL. WAAS 73 A Th e — B ViRGEs
XEFAHFARADTHY | &@ﬁ7/a/&bfmaﬁwﬁﬁ## EINTWDLZ EE2ERL
ET, £ TRVGA, WAAS 785 AL, BB LIANHBOY — KX—F ¢ F— X _X— R TH|5E
TERWEA, T 740 hTr—VRREFR L FFAl R~ E A,
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T 7 AN NTIE, B&Ca— al A UBAERENCRY £, a— B VRERER L OFF AN
B—HANVTHREINTER T A ENRAT—REFEALT, BHe /A 0 ORITE2RIELET, D7
AL ENRRT = RNE, & WAAS T XA R 2L >TCa—ArTHY ., fHxDa—FZHiE~ v B
JENEH A, B HNVBFEREOLAEIZ, EOMOT X TORBGESF XN /RD L, v—T
JVIRFEIX B EIRICHERA DR Y £7,

a—h s A BRI CTE 0, ZFOMOEROEE g 74 VRGEF R E A Lk
T, IiEL, v—A u 7 A GRREE N5 L. ZOMOT X TOEMa 7 L GREES
ABEH I oGAIC, ve—v va /A URGET BEMICTER /D 9, 2 Y — L
& Telnet B C 1T D v 7 A VBAEF REZIEET 2 2 & IXTEEH A,

F’Sfiﬁ7/1'/0)uuuftj§ﬁ&ﬁ7j:7ﬁ%l—lbﬂlﬁ Eﬁ—é k%?ﬁ<?§“bi?‘ t&x_i r@ﬁ
07 A CREEE TR OW GO 1 Re 7 A /jit& LT RADIUS ZfEM L, 2 kw71 »J5 & LT

TACACS+ ZfEMH L, 53 0 hA & LT Windows 2 L, H4 0S5 LTr—U Rz
THEOIT, WAAS TNA ZRZ2REL £,

n 7 A CRREHF R E TR T ROBEENAN Y A FOFREOFRE LT, m— NV FREEET L &
B CHLELEST, ZOHFEIHED Z & T, BELEANBOY— F3—F ¢ H— 3 (TACACS+,
RADIUS, F 721 Windows KA A > H—) I[ZEFER[EETE RWVEETH., WAAS BEHE L, u—
HNFBFEHF R EFFAI TR EEH LT WAAS T3 Rcn /A4 v TEFET,

ETHO 7 A URGER L ORI 2RI ET D FIEOFEMIC OV T, ROEESBLTLES
AN

o WAAS TS 2o /A 778 A 3 ha—LREOHRK (p.6-8)

¢« WAAS 5:/<4 X}Eﬁ@ U t— I [ thE‘H"_‘/\ E@jt%}}k (p 6- 14)

e WAAS T /34 Xﬁﬁm%’?ﬁm TA R nE}OJ;UutFTjiJE@ﬁfjj'ﬂﬁ (p 6-30)

WAAS TS RBAOBTA 2 7R 2V FA—ILEREDER
ZDHTIE, WAAS TN RFETZIEIT A A TV—THDY £— F oy TIRA TR
0 — /LR E A E PR T 5 FIEICOWTHALE T, ZOREIE, KOERHY 7,
o WAAS TNA ZHDEF 27 ¥z LR EDRER (p.6-8)
o WAAS 7 /34 ZH D Telnet #— & 2D ML & FHAZME (p.6-11)
o WAAS 7 /31 A|ZxFd 5 Message of the Day % & (p.6-12)
o WAAS 731 AHDFTH A LT 7 FREDOHEL (p.6-13)
o WAAS 734 ZHDEFR = Y —)L Fx U THHORE (p.6-14)

WAAS TNNA RRADEX217 S IILREDERK

¥ a7 Y=k (SSH) 1E, —NRE7 T4 T b Tal T ALK ESNE T, Telnet DX )

W, 7947 7al I 8 ERALT, SSH Y —"PEET L~ itV E—MNiua /4 T
a”rbﬂ Telnet L #7220 7 74T FEV— M TREESND A vE—TERE S LS E9, SSH

DOEEICIZ, 2 —HVDOREH, A vE—YDOREE, BEOA v E—V0EENH Y £3,

GE)  F 740 FTiE, SSHHEREIZ. WAAS 7351 A THENZ /2> TWET,
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ATv74

ATvF5

ATv76

wEOS 4/ ooRiEssvkTone B

WAAS Central Manager GUI @ SSH E¥ Y ¢ > FU T2 L, &RE. BEH, F-E 770
Va—T 4 VT DIEDITFEED WAAS T3 AETEZTNA A T —lcua s A4 35 & X0
FHRORS, v A UHAFR, BEORRAT— RORRITREEZIEETE £7,

WAAS T3 ZAE 7213 T /34 A J)V—7"C SSH #ERE 2 R HNCA N T HI121E, IROFNEIZHE-
TLTEEN,

WAAS Central Manager GUI 7>, [Devices| > [Devices] (7213 [Devices] > [Device Groups]) % iR
LET,

SSH ZHNZ LTIEWT NS A (F7213TF A A T —F) ORICHD [Bdit) 7T A 20 %227 U w7 L
\i—a—o

[Contents] ~A > D _LiZ& 5 [Expand Al 227 U » 7 LET,
[Contents] 1 > D _11Z& % [Show Advanced] 27 U v 7 L¥9,
[Contents] <1 > T, |General Settings] > [Login Access Control] > [SSH] Z &R L £ 3,

[SSH Configuration] 7 4 > RURRRFINET (K63 5M),

6-3 [SSH Configuration] 2 1 > K™

3} Cisco Wide Area Application Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco Systems Wide System Status | Devices: CIOENA 1 Device, Major Home | Help | Logout
Area
Application
" Services Devices

+ Devices + " "

I 55H Configuration for WAE, bd-=s3 &5 J
No =ettings are configured. Default SSH Configuration will be used. The values shown in this page are in effect.

Home
> Fie Services - |
rA i Current settings: None (Using Factory Defaults)
} Print Services
* General Settings Enable: D
* Login Access Control
SSH Allow non-admin users:
Telnet
of the day % oA
Exec Timeout Length of key: I |24 (512-2048)
Console Carrier Detect . X —
» Authentication Login grace time: |-"-“-' seconds (1-99999)
» Storage
¥ Network Maximum number of password guesses: |3 (1-89)
» Notification and Tracking
T i Enable SSHv1 configuration:
¥ Misc
¥ Interception Enable SSHvZ configuration:
L0
EEETTETIE Note: ™ - Required Field
| o
| suomic [ cence [P |2
o
—_— 2

[Enable] = v 7 Ry 7 A% L T, SSH HEEZ AN L £ 9, SSH (X, & TR LI
F X FNEE LT, BIRLTEZ WAAS TARA A (FFET A A TNAN—T) ~oua s A Tk A
ZAREICLET,

[ oL-12063-01-J
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XFw 77 [Allow non-admin users] = v 7 Ry 7 A&ER LT, FEH—V ) SSH HH T, BRLET
NARA(ERBFTRARAITN—T) T VEATELLICLET, 774V T, ZOF T3
NI 7 5 TUNVE T,

~

GE) FEEBo— L1X, superuser TiX7eWEEEE T, superuser CIXRWVEHEE L, v 71 v
TAY Y RBEHEL UL 0 TH D20, WAAS T3 ZA~DT 7 2 ADRITHIR ST
F9°, superuser DEHEIL, v AL TAT Y MRKELV-ULVORHEL L 15 ThbT-
. WAAS 734 ZZHIIRZ2 S T 7 B A TE £,

ATy S8 [Length of key] 7 4 —/ KT, SSH S #Z BT D12 dICME Ry NEZEELET, T 74
VR, 1024 TY,

SSH ZHNITDHEEF. BT, 74T 8 7l T L5089 —_"0ID 2RI D72 DIfHEHT
LIEGE L R A FOABREEOW T &2 AR LTS, SSHZ 7472 M LT WAAS 7
AR T AT 5E, TALATEET D SSH T —F > OAFEN, m—L T4 L7 RO
A7 b~ known_hosts 7 7 A JVCFLER S IVE T, FDHEIT WAAS HEEF 7)Y [Length of key]
74—V RIZEy MIEREL THRA O S#ZHAERT2556.SSH2Z 74T N Fu s J 4
ZFAT LT WAAS T30 X2 7' A 512, known_hosts 7 7 A /L7526 WAAS 7 /31 ZIZE
BT 5 WABEIEE ZHIBRT 208 A D £9, HWEHEEZHIBRLIZHETSSHZ 747~ b
7u s T LEFHAT 5 L known hosts 7 7 A /LA WAAS T34 A D#H LV SSH AR TR &
nEJ,

Z2T9F9 [Login grace time] 7 4 —/V KT, 7 74T h &V —RHORZW GUFE) 7 =—XHIZ SSH & v
arYNIALT Y NTHANCT 7T 4 7 Th O (B) 2fELET, 7740 MI300 BT
j‘o

ZAF w710 [Maximum number of password guesses] 7 4 —/L KT, 1 B4 7= D (CFF A+ DI K/ XA T — RidfT
B ARRELET, 7740 ME, 3T,

[Maximum number of password guesses] 7 « —/ KOfEIX, SSH +— MM SFF AT 25 /A7 — Kk
TR ERELETA, SSH e A v By a v DEBED/NAAY — FRITEHIEL, SSH — 3 &
SSH 7 74 7 v hi3EFA[$ 5 /8207 — REITRIBOAFI CIRESNE T, D SSH 7 747~
M, SSH =303 8 o L ORITHEA AT 556 ThH, SR SNDHHRR/SA Y — KT
Ba3mE (GEICEoTEX 1 ED) ICHIBRLET, nBIOSRAY— REITRIEZIEE LSS, &5
SSHZ 747 M, ZO8%En+1 & L TIHRLET, 72& I, BEDT /A ATK L TRIT
AI¥ % 2 1ICRE LG 3 EONRR T — RfTE2#H A T5HSSHYZ A4 7 Mnb D SSHE v =
YHH ET,

RATFYT1l V54T N SSH 7a halton"—2g 0 1 FHREFA—Ta 20860550 L CoHss
HATEEIBELET,

« A—Tay I ZIFETHICIE, [Enable SSHVI] Fx v 7 K v 7 A&@RIRLET,
© A=V Y 2 RET DT, [Enable SSHY2| Fx v 7 Ry s AEBRLET,

(GE) SSHAA—Yar 1 enX—Ua 2 2RFZAENCTEIZENTEET, HDEIWIE, FHD
N=Ta VETERENCTHZENTEET, [Enable] F= v 7 KNy 7 AOFREMERL
T SSH #REA RN LARWEES, WD SSH N—Va V2T 5 2 LT TEEEA
(2F v 76 %25H),
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AFw 712 [Submit] %27V v/ LT, REEZREFELET,

TIFNINEILET AL A TN—TREZEA LS ETELREINTORVWEERSL S &
[Current Settings] 172, [Click Submit to Save] A v E—UNHRNETERIINE T, £72. [Reset]
R EI Yy 7T 58 BRIOREIZRERT Z LN TEET, [Reset] R¥ ik, 7740 hEIE
TN—THECBH L TBIEDT A AREEXER L, EEELELZEE L TORVWGATEITRRS
WET,
ERLERELZRGEETICZOV 4 RUEKRTLE LT2L, BREERET L L EET D
HATaATRy JANERINET, TOXA TRy 7 A, Internet Explorer 77 v % ff
LTWAEEDHRFRINET,

CLI /5 SSH 3% E Z 43 5121, sshd 35 X 0" ssh-key-generate 7 17— NV Ea~ L REHHT
TET,

WAAS T34 ZF®D Telnet —E XDEXNE E BEZE

ATy 1

ATFw T2

ATvF3
ATv74

ATYF5

&N

ATy 7

F 7 4V F T, Telnet —E &A%, WAAS T34 A THNZ 2> TWET, Telnet £ 3T
L, Ay Y —AEEREEEH LT, WAAS T3 2 EOTNA A Xy NI — I REEERT DM
ERHVET, 7L, Y AEREGAL TS A Xy NI REEZER LSO LT
T, Telnet& >y a 2R L CUBROREFEELITH) ZENTEET,

Telnet ¥ — E A NHNRIBE DI, T34 AT telnet T 5 7212, [Device Home] 7 4 > Kb
[Telnet] A7 > ZEHATEET,

WAAS T34 ZAET21ET 34 A T )—77T Telnet — B R L PN T 5121, ROFIE
WHE-TL &V,

WAAS Central Manager GUI 2> 5, [Devices] > [Devices] (7213 [Devices] > [Device Groups]) % &R
LET,

Telnet 2 M) L72WT A 2 (F72ET 34 2 T N—7) OBICHD [Edit] 742> %27V vo L
gz‘g‘o

[Contents] XA > @D EiZH % [Expand Alll 27 U v 7 LET,
[Show Advanced] =7 V 7 LC, [Contents] XA NZFT X TDA=a2—IHEEEXRLET,

[Contents] 2 > C. [General Settings] > [Login Access Control] > [Telnet] %R L £, [Telnet
Settings] 7 4 >~ RUNBRERENET,

BIRLET AL A (FRET AR I—7) AU E— b RERAOH A= I 21— 3
7u b3V EEMNITTHI2IE. [Telnet Enable] F = v 7 Ry 7 ADORINEfifR L £,

[Submit] #7 U v 7 LT, REEZHRIFLET,

TI7ANVNERFTAA A TN —TREEZHA LD ETELERTFEINTOVARWEERSH D &
[Current Settings] 17 DHRIZ ., "Click Submit to Save" A v &— U NHRNE TR R E I ET, 72, [Reset]
REE7 )T RIOREIZETZENTEET, [Reset] RH¥ L, T 74V MEZIT
IN—THEEZBH L TCBHEDT NA ZAREELEE L, EEERLEE L TORWEATEITERRS
nET,
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BEULEREAREETICIOT AV RUERTLEY LT 5L, BEAEET D L I0EET 5
547D7T/7X75>2%/T§ﬂi?‘0 ZDOXATa s Ry 7 AL, Internet Explorer 7 7 7 W % fifi i
LTCWAEADHRERENET,

HETTNRA A(ETETNA A F/V—7) T Telnet — & X ZEFHNHAZNET 5 I21E, [Telnet
Settings] 7 « > K7 C [Telnet Enable] = >~ 7 R v 7 A %R L, [Submit] %7V v 7 L¥7,

CLI 7> Telnet % HEZH29- 5121, no telnet enable 7' & — S LREaT~ 2 R T £94, £7-.
Telnet ZH N2 3 H1Z1%, telnet enable 7 10— N LiRFEFa~ 2 REEHTEET,

WAAS T34 RIZ%F B Message of the Day 5% &

G¥)

ATy 1

ATFw T2

ATvT3

ATv74

&

Message of the Day (MOTD) #%BETIX, WAAS Ry U —7 D—ETH LT A A~Dua 7 A VI
o —PIERERIE L E T, RETEH A v —I0F, RO IFEHETT,

¢ MOTD /) —

e EXEC 7t A{EK/F—

e T AL NS —

SSH X=Va v 1 74T hEFITHTT AL RIZa 74 LTWDEA, MOTD tua /A v
NI —FFRREINEF A, TN ANOB T A VRN —%FRKRTDHIZFE SSH A=V a2 %
EHTDIHERHY T,

MOTD BREZ#1T 9 121X, RO PIAIZHE S T ZE 0,

WAAS Central Manager GUI 7>, [Devices| > [Devices] % 3R L =7, [Devices] 7 1 > KU RFEIR
é j/‘l/ i ‘g_o

Message of The Day Z % &3 % WAAS 731 ZADHIZH 5 [Edit] 71 2% 7 U v 7 LET, jER
L7277 34 AH®D [Device home] 7 1 > RUNRRRINFET,

[Contents] X1 T, [General Settings] > [Login Access Control] > [Message of the day] % SR L %
9, BR L7273+ 2 H® [MOTD Configuration] 7 1 > RUNFRINET,

MOTD FREAZ AT HIZIE, [Enable] F= v 2 Ry 7 ZA%RINLET, Message of the Day
(MOTD) /3 F—, EXEC 7 u¥ Z{EM/ AT —, 0l A v RNF—D7 4= RREITAR0 £5,

Message of the Day (MOTD) /X —D 7 4 —/L KT, T3 Al2—¥RNu /A1 Li=d L2 MOTD
NP —=L LTERT LTI AT LET,

S

G¥) [Message of the Day (MOTD) Banner], [EXEC Process Creation Banner]|, [Login Banner] 7 o —
me\%ﬁmmiﬁﬂﬁ?%iﬁo&ﬁi?(itu&mo@\yx%Amm&%ﬁ
THH, 2 XTFELTHEALNET, MOTD 7F A2 b Tk, ", %, A\ BIOR" 2 E0F
BT A TE A, THFA RS m%mﬁﬁi%#aiM6 A WAAS V7 b=
71X MOTD 1762 DT 2RI L £ 97,
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&N

ATy 7

ATvTF8

wEOS 4/ ooRiEssvkTone B

[EXEC Process Creation Banner] 7 f —/L K C, 2 —¥M»RF /N4 2D EXEC ¥ =/VEATJLIZEEZD

EXEC 7' A{ERNNT— & L THRREND LFSEZANLET,

[Login Banner] 7 4 —/L R T, —¥FRF NS RZu s A 35 L X2, MOTD N —0DdH &Itk
IRENDLFHNEANTILET,

RERRIET HI2IE, [Submit] 227 U v 27 LET,

WAAS T/ READRTRAA LTI FEREDERK

2FyvF1

ATwF2

ATFvF3
ATvT4
& A

ATv7e6

ATy F7

WAAS T ZAFEETNA R TN—TFTIHT 7T 4772 Telnet ¥ v a3 U EHWTE S REHO
FESEEPIICEET HI100E, ROFIEIZES T ZE0,

WAAS Central Manager GUI 7> 5, [Devices] > [Devices] (721 [Devices] > [Device Groups]) % 3R
LET,

FITHA LT T MERELIZWT AL A (FRIEIT A A TA—T) ORICHD [Edit] 714 2> %
7V w7 LET,

[Contents] XA > @ LIZH 5 [Expand Alll 27 V v 7 LET,
[Show Advanced] =7 U 7 L C, [Contents] A LNZFT_XTDA=a2—IHEEZERRLET,
[Contents] ~X-f > T, [General Settings] > [Login Access Control] > [Exec Timeout] Z 3R L ¥ 7,

[Exechmeout]74~/I/ RC,. 72747 vyrarBnNIALT U NT50E (&) 28ELET,
T 74N M, 155 TT,

WAAS T34 2L D Telnet By g id, 207 4 — /)L RICHEELE-RMORM. 8727574 70 F
FRNWTEBLLZENTEET, ET¥A 270 MERPRIBT 5 &, WAAS 731 AT HEIMIC
Telnet v a % AL ET,

[Submit] #7 V v 7 LT, BEZHRFELET,

TI7ANBNETET AAIARA TN —TREFWH LD ETELREINTORWEERDH D &
[Current Settings] 17D HEIZ ., Click Submlt to Save| A v E—UNRNETERINE T, 72, [Reset]
REHEI Y7 FTHE, DHIOREICET I ENTEET, [Reset] R¥ %, 77 4/ FERIZ
IN—THECTHH L TBIEDOT NA AREEEL L, FEERLEEFE L TORWGATEITERRS
WET,

BELUEREAREETICIOT A RUERTLEY ET2L, BHEARET DL L I0EETS
547117‘1”/7%2))2%2“5%&?‘0 ZDOXATa s Ry 7 AL, Internet Explorer 7 7 7 W % fifi Fl
LTCWAEADREERINET,

CLI/»D Telnet £y gy A4 A7 U b 2% ET DT, exec-timeout 7 17— LR Ea~ 2 K&
fEHCcEET,
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WAAS T/ ZADEBIVY—IL ¥ ) PTHREDHRTE

~
GH)

ATwF1

ATy T2
ATFwT3
ATvT4

ATwFs5

ATv76

ATFyFS7

ATvTS8

WAAS 73, 2% ET MMTHRE L TR L2 ZET 5 TEOLAIE, v U 7260275
VEPRHY £,

T 7/ N T, ZOMEEIZ. WAAS T /54 A TENIZ/ > TWET,

WAAS T34 RFETIET A A T A—FHOa Ly — VERS v U TR 2SR BT 5
Wi, WOTFNEICHE ST ZIN,

WAAS Central Manager GUI 7> 5, [Devices] > [Devices] (721 [Devices] > [Device Groups]) % &R
L/i—aﬁo

BELTEWT AL A (FREFTANA A TN—T) ORICHD [Edit)| T4 2> %7V 7 LET,
[Contents] 1 > @D L& 2 [Expand Alll 227 U v 7 LE T,
[Show Advanced] =7 V » 7 L. [Contents] A NIT _XTHDA=a2—THHEERLET,

[Contents] ~~f > T, [General Settings] > [Login Access Control] > [Console Carrier Detect] % i8R L
%9, [Console Carrier Detect Settings] 7V « > KU NE/R I ET,

[Enable console line carrier detection before writing to the console] = 7 v 7 A %8N L T, 3%
ETHODOT 4 RUERHZLET,

[Submit] %7 U v 7 LT, RELZRFELET,

Fr U THRHEE Y DERSNTORNEDET A F—7 NV EEHT5 &, %% ) TRBIE S B
SNDETWAE R VY=L TIRELRVWEIICARZD Z 23T A v E—VRFRRSNE
T, WROREENLEIETZI12IE. WAEZ U 77— L, ¥ VTHRHBEBEZEHRT L L 912
0x2000 287 7 7 & ET HLERH Y £,

[OK] %27V v 27 LTHATLET,

CLI 726 oy Y —)VEfE v U TR 28R ET HIZI1E. line console carrier-detect 2 17— /3 /LERE
av s REfEHATEET,

WAAS T/ RED Y — FERIIH—/\BTFDIER

07 A VRBFEHF RIS 1 B FEITEROINTRFEY — 25T TE DA 11X, WAAS Central Manager
GUI TRAEHF RERET DN, ZNHDY— "RELMHERT DLERH Y £3, KOFHT,
WAAS Central Manager GUI % {# | L T RADIUS #—/3, TACACS+ #—/3 F721X Windows R A
AV DOREEMKT D FIREZFHILE T,

o RADIUS ¥ —  FFERRE DR (p.6-15)

e TACACS+ ¥ — \GRAERRE DAL (p.6-17)

e Windows R A A v B — SGRGERRE DO (p.6-20)

o LDAP % —1E4 (p.6-26)
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RADIUS H—/\FRELHE DR

G¥)

RADIUS IZ. network access server (NAS; *v U —27 77 v A % —s%) BN, Xy NT—7 T34

W LED E L Q02— 2BEET 2 DIHERTL7 74 70 8 $— 3G L OFF ]
77tz7mh:wffomwjﬁ747/h&LT%% . —¥EH A 1 ALLEO RADIUS
P NAJELFET, NAS (X, 1 BLL ED RADIUS — "B 525 L7 BB I SN T, — T
Xy NU—2 77 v AEFFAIE2IXHES LE T, RADIUS i, RADIUS 7 74 7 h & — 1[0
fiA4IZ, User Datagram Protocol (UDP; =—¥ 5 —4% 7' Z A 7ua baj) #EHLET,

RADIUS RRFEZ FA4 7 ¥ MiE. WAAS V7 b =T 2 FITT 27T 34 ZZEHELET, BRI
L. ThbDr T4 T M M&%k%m%@Rmmmﬁ%Amggbiﬁommms%%n_
bi L ‘ﬁ-ubn rﬁé&&*/ ]\]7 7 'ﬁ-_‘tx 77"22%%&%})&33“/(1/\35‘?—0

ITA4AT R EF—NTIE, RADIUS F—2RECTEET, 7 94T 2 MIF—2RTETIHAIL
RADIUS = RIZEESNTWVEF— LRI UXF—2HETILENRH Y £7°, RADIUS&747/
b EP—NE, F—EMH LT, BE ST TD RADIUS /37 v b &5k LE9, RADIUS
XF—HRELRNE, N7y NI {bENERA, F—HER, Xy FUV—7REATERESND
ZEIFBRLTHY FHA,

RADIUS 7' u b a /L OBMEFIEDZEMIZ DWW TIX, RFC 2138, [Remote Authentication Dial In User
Service (RADIUS)] #Z=ME 1L T 7Z&EW,

RMmBﬁuﬁ\Lﬁ BHEN, EH, RE, TN T TN a—T 4 T DTDITT A A
ERRET DI WAAS T34 ZTHRANC e 7 A Lz & & ICFETENE T, RADIUS 38X, 7
7¢wauﬁﬂu&ofwi¢ommwsmﬁk%®mmmﬁﬁﬁiﬂﬁ AT HZ ENT
FET, o, RONHERT I FRERET S TEET,

ATy 1

ATFw T2

ATwT3
ATFvS4

ATvFs5

WAAS Central Manager |3, = —VEFEEREZF ¥ v a LEFA, LER- T, 2—HiE, 7T
DHRIZOVT RADIUS H— 2% L CTHRRRES N E T, ZHOBIERICE DT+ —< 2 AD
BT &G 13 521X, RADIUS Y— 3 &[5 UALE £ 7213 T & 57210 < 12 WAAS Central Manager 5
NA R E LT, RREEREZ TE 5 RERICABET A K oI LET,

WAAS T34 ZF 7213734 A Z—TF D RADIUS Y — iR E 2B 212X, ko
FIEIZE > TLTEEW,

WAAS Central Manager GUI 2> 5, [Devices] > [Devices] (7213 [Devices] > [Device Groups]) % &R
LET,

BELTEWT RA R (FREFTANA R TA—7) ORIZHD [Edit] T2 %27 0 v 7 LET,
[Contents] ~A »WNEMIZERINET,

[Contents] XA > @D EiZH % [Expand Alll 227 U v 7 LET,
[Show Advanced] %7 V 7 LC, [Contents] A VZFT X TDA=a—THEEFRLET,

[Contents] ~<A1 T, [General Settings] > [Authentication] > [RADIUS] % %R L % 9, [RADIUS Server
Settings] 7 4 » RUBREREINET (K64 25M]),

[ oL-12063-01-J
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6-4 [RADIUS Server Settings] "7 1 > K9

J Cisco Wide Area Application Services - Microsoft Internet Explorer provided by Cisco Systems, Inc. =lal x|

J File Edit View Favorites Tools  Help

Cisco SysTems \';\‘TUB System Status | Devices: DIIEND 2 Devices, Wajor Home | Help | Logout
rea

Application
" Services

Devices

+ Devices + + +

Al

=R Re =t RADIUS Server Settings for WAE, tharring-docs-ce 10 e ﬂu m

Home
Activation
F File Services Currert applied settings from WAE, tharring docs-ce 10

¥ Acceleration
MRS Eiiiees Time ta Wait. |5 (seconds) (1-20)
+ General Settings
::Dj:ef;:;;icomml Mumber of Retransmits: ™ IE
Authentication Methads
Wincoves Domain I
RADIUS
TACACS+ Server 1 Mame:™ I
ALL Sccounting
b Storage Server 2 Mame: I
¥ Metweork
|
|
|

Shared Encryption Key:*

Server 1 Port:”

Server 2 Part:

¥ Matification and Tracking Server 3 MName:
¥ Troubleshooting
F Mizcellaneous

Server 4 Mame: Server 4 Part:

¥ Interception
¥ Waonitoring
Azsign Groups

|
|
Server 3 Part: I
|
|

Server 5 Mame: Server 5 Part:

* To use RADIUS for Login or Configuration Authentication, please go to the Authentication Methods page.

Mate: ™ - Required Field

152082

RATF9F6 [Timeto Wait] 7 4 —/V RIZ, T/ AT SA R T NV—T R, XA LT 7 M 5HHIIC RADIUS
PN OIREEFFONEN b DR 2 fE L ET, ®IE. 1 ~200 T, 774/ MEIZ S
VC“‘TO

AT w77 [Number of Retransmits] 7 4 —/ KiZ, RADIUS Y — NI 95 & I+ 2 Hil TR 28T
LEd, F74/0 MEIZ2EHTY,

AT w78 [Shared Encryption Key] 7 4 —/L FiZ, RADIUS V— N L @54 2720 HT 2 ME#HE A LE
—a—o

~

(GE) WAAS T /3A A (RADIUS 7 7 A 7> k) TRADIUS F—%ZHETHHAIEL. 4T, 4
@ RADIUS —NIZHFE— DX —2FHE L T TE X0,

ATw 79 [Server Name] 7 4 —/L FIZ, RADIUS — XD IP 7 KL AE72EHRA M EANLET, 5 o0&
IRDRA NPT AIENET,

Z2TF 9710 [Server Port] 7 ¢ —/L RiZ, RADIUS % — "%%(59 % UDP R— hEBEZ AN LET, Dl td
1 OOR—FZHBETLHIMLERHY ET, SOORRLFANPHFAIINET,

Cisco Wide Area Application Services A 274 ¥alb—YaYy HM4 K
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ATy 711 [Submit] 227V v/ LT, REEZREFELET,

TACACS+ H—/\

ZNT, TWAAS T34 ZHOEHE e 7 A VERFER L OFFa XA (p.6-30) OFBHIZHE-
T, 2D WAAS TNA AETHET AL A ITN—THOEHn 7 A VBFEB X OFF e LT,
RADIUS ZHZTHZ N TEET,

CLI 7>5 RADIUS iREZ LT 5121%, radius-server 7 0 — VR E 2~ RE2HHTE 7,

ﬂ{g

DEEER TE DHERL

TACACS+ IX. Xy FU—7 T/ R L FlREfhRlF — 2 X— 2 L D] T Network Access Server
(NAS; > hT—2 T 7R =) {FRELH L, 22— EITT=0T 47 4 O ID 2 W2
ZET XY NIT—2 THRAASDT 72 A% L ET, TACACS* (X, TACACS DHLIEM TH
Y. RFC 1492 THEZINTWDH UDP X—ADT 7 AX 2 hr—/L 71 ha/LTF, TACACS+
X, TCP Z{EfH L C, TACACS+ ¥ — Lt Ry hT—7 T34 2 LD TACACS+ T —F > & OO
TRTO T T 4 v 7 DEHETELHEUS LR L ZREL £,

TACACS+1E, HE/NAV— R, DA L NAT— R, ??V// vxf/xmﬁﬁkmgﬁ
DHEA T OFRGEEEHE L TEEL 5, Dmm3+muﬁ . EBEN, B, BRE. £20X
NI TNy a—T 4 T DD WAE ZRET H720 mern4x RPN Dﬁ%VLk
EEICFEITSINET,

Z—PRREEINTZT—EREZER LIZHA. TACACSt 1 MD5 s 5k 702U R A%EEH LT
Z—H N2AT— NEREES{L L, TACACS+ X7 > b ~y X —ZBMLET, 2O~y X —fFH
. BEENE Ty boX AT (e 20E, BNy b)) L Xy bV —r A% S, A
ENTWDERERLZ A 7, "y hEOARFHZRLTWET, TD#H, TACACS+ 71 k2 /1d X
7w b & TACACS+ Vr— " ~B5ik L £,

TACACS+ #— 3%, Authentication, Authorization, and Accounting (AAA; F8RE, FFrl, T AU T 4
»7) HEERfETE Y, Zoh—eRiF ﬁ«fﬁ“ﬁ%+@*%ffﬂ HUNTHHAZ LT
B2, FFED TACACS+ &E T, 30@%%tx#mf%ﬁm?é EbTENE, ZOHFO
WP EHHT LB TEET,

TACACS+ H—NiZ, Xy FaZETDHE RO HITWE L F9,

* :l%‘}j:‘l\%zi&%—fnuuﬁb =7 /nquﬁ‘ﬁk‘yJ LRI L= EI2nE, 7747 MZ@mL
gz‘g‘o

o FRLEFATTDZ L&, V74T FBINEREZRET OIMLERNHDLZEE, 7 TF7A4T B
W LET, ZOF¥y LY - LARCA FratAE, a7 A URRGEn ¥ 2 0 RKT %
FT, fTEHHEVRLIATTEET,

7?47V}k%—ﬂ 1L, TACACS+ ¥ —%RETEET., WAAS 731 A CHREFHEZRTET D

A, LMA@+#~AT RE LTS R UK SREZHRETI2MLENH Y £9, TACACS+
7747/b&%wﬂ W #EA LT, 255 SN7=T3TD TACACS+ X7 v b &R B{LL
9, TACACS+ F— %fiﬁbﬁw&\/%r/bi% FlEEINEREA,

TACACS+ Z3FIT. F 7 4L F TIXENZ 72 > TWET, TACACS+ 2RFF & v — H LEREEI X [EIRE
BINZTHLENTEES,

TACACS+ 7 —H# RX— AL, —HH WAAS T NA AT 7 B AT HHIICZ—VFEREL E9,
TACACS+ 1%, KEEP#E (RFC1492) OFEZENLIRELTZHDOTHY . A3 257 ARk
BRHEE— N L FHEE— N O T 7 & A Z 58 b3 5 72 D12 TACACS+ i L T\ E 9, WAAS
7 b7 =7 E, TACACS+ 7ZiF &R —F LTWEJ, TACACS °¥L3E TACACS (%, R —F L
TWEHR A,

[ oL-12063-01-J
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WAAS Central Manager (32— FBEEBHRZ ¥ v o LRWVWO T, 2—FLT X CTOERIZONT
TACACS (23 L THRRRES L E T, ZHRORREERIZE 517 =< 2D T 2P LT 51213
TACACS+ H—3 &[] Lﬂ%i 7213 TE 572173 < IZ WAAS Central Manager 7 /3 A Z g% & L C.
PREER A2 CTE ARSI BT 5 X 51 LET,

TACACS+ BFME/RART7— FERHEDRTE

G¥)

ATvF1

ATFvyF2

ATwT3
ATFvS4

ATvFs5

VAT AENMEERRE., F, BLUOT A T AITIE. WAAS V7 F U =7 @D CLIEXEC &— K& f#
FALET, 2—HFLEHED 2 ODOT 7B A LIS PILTHET, ﬁ%VAW@Emm%~F
T 72T 5I21F, 2—F 7278 A L~yLdDF a7 kT enable EXEC i~ REZ AL, ~
AT — ROANIPRD 72 5 FilE EXEC /SA T — K (superuser ¥ 7213 admin A4 D 3R 7 — F)
ERELET,

TACACS+ (21X, EFHEMN, BFHL N DO2—Y T LICBR DI HML AT — REEZTEDLH%)
(b R2T— FREDN D D £9, BELLOa—FN, BHE (admin) FRI3EEEMEYDO2—
%7ﬁ¢y%(%ﬁvaw)fiﬁ< WH LAV O—W vk (FifE L1 0) T WAAS
TNA AR T A 2 LIeE O — WL FHEL L EXEC & — NIZT 7 £ A3 %72 9IZ admin
IRAT — b%kﬁ?é%%m%biﬁo

WAE> enable
Password:

ZOEBEEIHEITI. WAAS 22— VA VEREEIC TACACSH Zf A L CWASAICHLY CixED £
‘a‘o

WAAS T3, ZAFET21ET A 2 T )—F D TACACS+ P — "R EZLETINCHERT DI, &
@%‘JILE @T/EEOVC < 71; él/\o

WAAS Central Manager GUI 7> &, [Devices] > [Devices] (& 7213 [Devices] > [Device Groups]) % &R
LET,

RELIZWT NS, R (ET21ET AR TA—T) ORIZHD [Edit] 71425227 7 LET,
[Contents] ™A » MEMIZERINET,

[Contents] 1 > @D EiZH % [Expand Alll 227 U v 7 LET,
[Show Advanced] %7 V 7 LC, [Contents] A VZTXRTDA=a—THEEFRLET,

[Contents] ™~ > T, [General Settings] > [Authentication] > [TACACS+] Z &R L ¥4, [TACACS+
Server Settings] ¥ 4 > RUBNRRFINET (K 6-525M),

Cisco Wide Area Application Services A2 4 ¥alL—YaY HA K
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6-5 [TACACS+ Server Settings] 74 > K™

TACACS+ Server Seftings will be enabled when using Factory Defaults. The values showen in this page are in effect.

Cisco SysTems \';\‘TUB System Status | Devices: DIIEND 2 Devices, Wajor Home | Help | Logout
rea

Application
" Services

Devices

+ Devices + + +

Al === TACACS+ Server Settings for WAE, tharring-docs-ce T e ﬂu

Home

Fie Sorue - 00000 vecACsSemerSes 0000000000000
¥ File Services
* Acceleration Current settings: Mone (Using Factory Defaults)
¥ Print Services
¥ General Settings Use ASCI Password r
¥ Login Access Control Authentication:
* Authertication
Authertication kethocds Time ta vait,” |5 (meconds) (1-20)
Wincoves Domain
RADILS Mumber of Retransmits: ™ |2 'l
TACACS+
AAA Accounting Security VWiord: I
b Storage
¥ Metwork P 3 &
¥ Nofification and Tracking MR ISR

¥ Mizcellaneous Secondary Server:

¥ Interception

* Monitoring Tertiary Server:

|
¥ Troubleshooting I
|

Azsign Groups

* To uge TACACS+ for Login or Configuration Authertication, please go to the Authentication Methods page.

Mate: ™ - Required Field

152084

&N

ATwF7

ATYT78

ATFvF9

ATw 710

&l;

GRS ASCIT &Y (SE30) /3R Y — REEMT 5121, [Use ASCII Password Authentication]
Frv s Ry AZBIRLET,

T 740 hDORAT — KL PAP (Password Authentication Protocol; /X AT — KERIE7' 17 k=)L)
TY, 7L, BBRE Ny b & ASCI 7 U 77 %A R CTEET HHA, /SAT— A% ASCII (2
EETEET,

[Time to Wait] 7 —/L RC, T/ ARZ A LT U M EFFORHMOR I ZHEE L £, ®HIE, 1
~208TT, T 7N MEES BT,

[Number of Retransmits] =7 4 —/L RIZ, TACACS+ % — NCHEfe 3 5 & ZIZFFAI 7 2 AT A fa
ELET, ®AIEL, 1 ~3ETYT, 7740 ML 2 BITT,

[Security Word] 7 «# —/b RiZ, TACACS+ % — L@ 272 DIEHT 2 EH#HE A LET,

~

(GE)  WAAS 731 A (TACACS+ 7 7 A4 7 k) TTACACS+ ¥ —%2RETHHEF. 43, 4
WD TACACS+ H—NIZHE—DF—Z2REL TLIEI,

[Primary Server] 77 4 —/L RIZ, TACACS+ H— D IP 7 RV AETIIARRA MEATILET,

[ oL-12063-01-J

Cisco Wide Area Application Services A 74 ¥al—vav 4 F



HoE TEOJA DR, ¥, BEUTFHAV TV IDRE |

N B0/ 0BRSS UHTORTE

ZXFw 711 [Secondary Server] 7 4 —/b FIZ, TACACS+ ¥ — "D IP 7 RLUAELIIARA MEANLET,

AT w F 12 [Tertiary Server] 7 4 —/L FiZ, TACACS+ V— "D IP 7 RL AF AR MaE AT LET,

~

GE) BR2BDONAY 7T v 7 TACACSH b—REIEETXFET,

AFw 713 [Submit] 227V v 27 LT, REEZHREFELET,

ZNT, TWAAS 7314 ZHOEHE e 7 A VERFER L OFFa XA Mb) (p.6-30) OFBHIZHE-
T, 2D WAAS THA ZFETIETT A 2 T —THOEMa 7' A VR L ORI R E LT,
TACACS+ N THZ LM TEFET,

CLI 7»5 TACACS+ R EXERT HITIL, tacacs /' 2 — VR Ea~ Yy REEHA T 4,

Windows KX A > H—/\BIIRTEDIER

Windows RAA Y aav b —F, Fylb oy /| LARVZAEITIARMBRGE T2 HH LT
WAAS V7 R =7 $—EA~DOT 7B ZAEHHTDHLIICRETEET, VAT LEHEIX
FTP, SSH, F7/2ld Telnet E v a v ZHEMA LT, HH5WE 1 20O=2—F Th v b (2—F4 /
NRAT— K [ FiE) Tz —/LFE 71T WAAS Central Manager GUI Z ] L C. WAAS 7 /34 &
\Zn 74 CcE E£%, Windows KA A L FGETIE, RADIUS 35 X O TACACS+ 38GE )7 X & [FI R 12 5%
FETEET, Windows FAA VEBREEZ AT D&, SEIERPWEEw 7 A UFsHE#RZ v 7Icie
BT DHDEIICHETEET, v Ty A0, FEtI U F, BLOBEEREHRIZ, WOTHHETE
7.

WAAS %> U —27 Tk, ROBEIZ Windows N A A VEBFEZRFEH L ET,

e WAAS Central Manager GUI ~D 1 27 A >
e WAE Device Manager GUI ~D 1 7'
o fEED WAAS 7/3A A TD CLI#IE
o YIrE— FO#HE
WAAS Central Manager 7 /31 A B WAAS 7 /34 A (7= & 2 1F, Core WAE %7213 Edge WAE) |

Fo1IT A X@ﬁ/lx—7)ﬂ0) Windows FRAF AR TE TE £9, WAAS 7 /34 AT Windows XA
VEGERRRET DI, —1# D Windows KA A VERGERE AR T O LENRH D £,

GE)  Windows R A A VEREEIZ.WAAS T /34 A2 Windows KA A > P — "R BEEI N TV RDMNE D |
FEITENFH A, T ANRELL BESN T RWES, BIEEFIXEI TSN EY A,

I THATOINEZ, kO LB TT,

e WAAS 7 /31 A E® Windows R A A v H— G2 EOEFHERL (p.6-21)
e Windows KA A > 2 ha—F0 50 WAE OXREMEER (p.6-25)

e Edge WAE HO A&/~ 7Hh o b RAY— RERDOE L (p.6-26)

Cisco Wide Area Application Services A2 4 ¥alL—YaY HA K
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WAAS T/34 X ED Windows KA A > H—/\BREDERER

& |

ATvF2

AFyF3
ATvT4

& A

SRERICfE A9 5 Windows RAA > a2 ba—FOL4HTE IP T RV A, £IIARA M EH-> T
HYERBHY FT,

WAAS 7354 ZFET21TTF A 2 70— HO Windows R A A o — "BRELEFITRERT 512
X, ROFNEIZHES TLTZE Y,

WAAS Central Manager GUI 7> 5, [Devices] > [Devices] (721 [Devices] > [Device Groups]) % &R
[./ \i —a—o

BELIZWT AL A (EFIET A A TA—"7) OFICHD [Edit] 742> %27 v LET,
[Contents] A ' WEMIZERINET,

[Contents] XA > D EiZ&H 5 [Expand Al 27 U » 7 LET,
[Show Advanced] =7 V 7 L C, [Contents] A LNZFT_XTDA=a2—IHEEZERRLET,

[Contents] X > T, [General Settings] > [Authentication] > [Windows Domain] %33R L £ 7,
[Windows Domain Server Settings] 7 -t > KU FRENET (K 6-6 5 MR),

6-6 [Windows Domain Server Settings] "7 1 > F™y

co Wide Area Application Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.
Edit View Favorites Tools Help EP

Cisco SysTemg Wide System Status | Devices: B Mo Alarms Home | Help | Logout
Area
Application .
Services [ Devices @
+ Devices . .

@ W’lndows Domain Settings for WAE, ce105-76-docs-ce! e f‘u

= T oo

Activation
¥ File Services Current settings: None (Using Factery Defaults)
¥ Acceleration
¥ Print Services i Related settings: Workgroup: UNDEFINED, WINS server: UNDEFINED

* General Settings

» Login Access Control Administrative group for normal users: I

~ Authentication

Methods Administrative group for super users: I

Windows Domain

RADIUS
TACACST NTLM enabled F
AAA Accounting
» Storage NTLM version: V1
¥ Network
¥ Notification and Tracking Kerberos enabled: F
*Ti
» Wi Realm:™ | (Enter fulty qualified name}
¥ Interception

2 = L Key Distribution Center:* I (Enter fully qualified name or P, optionally followed by :port)

Assign Groups

| oot e e

Domain Contralier:™ (Enter name only, not IP}

Windows authentication for WAN Failure (Disconnected Mode): Disabled i Domain Controller must be accessible

‘Windows authentication for login and configuration:  Disabled

Current status: Login - disabled, Configuration - disabled

‘Register’ will send an immediate request to the device(s) to parform domain registration with the specified user name and password. It is
i recommended to verify the settings above were i prior to regi {wait for poll rate, 5 min by default, snd then
refresh the page).

x (Enter username, domain\username or
Domain administrator username: domain+username)
Domain administrator |:.assw'nn‘]:t I
* -
Confirm password Show Authentication Status.

Note: * - Required Fiekd

240083
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GE) BRULETAASRA (FRET AL A ZA—7) AICE#ET S WINS =BT —7 7
w—7itib%4/%# FEINTWARWES, K66 I1TRT LIS, 20T 4 Rud
—F LI, BETOIREDNTERZ SN TRV LZ2HALELHMA v E—VUNERENE
T, 21 6 DOFRTE % EFeT 51213, [General Settings] > [Network] > [Windows Name Services]
EEINLET,

ZXT79 76 [Administrative group for normal users] 7 « —/L RIZZ LV —7 D4R A LT, IR LIZT /3o
A(ETNIT A A TN—T) ~DT 7 AITHIRD & 2 e L~V 73 0 D 00 = —F (superuser
TRWERE) AOEHI N —T52HELET,

Y
GE) T 7#/LFT. WAEITREENTWS Windows KA A VEIFRIAO2—F 7 L—7 1%, *F
BICEZR SN TV ERA,

ZXF7 97 [Administrative group for superusers] 7 « —/L RIZZ NV —T7 D4R AT LT, BRLIZT /51 A
(FETFT AR T N—T) IZEEILT 7B ATE DM LVIN 15 OFHEL—Y (superuser TH
LEIE) AOERI NV—T 2B E LET,

S

(GX)  WAE T Windows RAA VEET N—T %GR ET 5 Z &IZMZ T, Microsoft Windows 2000
F 7213 2003 H— 3T Windows KA A VEEH I N—TE2FHET DHHLENH Y F9°, Windows
RAA VEER L —Y T —T7 L@ Oa—Y IV —T 2 ERTHLERH Y £, &
Mea—W N —T DI N—7 Za—TFR global ITRESNTNDZ EamER L, HTLLME
U2 EB I N— 12— A\ EE Y YT, Windows N A A U —H 7 1—71C
a—HF Th b (=& 21E, winsuper = —) ZiEHI L £ 7, Windows ¥—/3"C Windows
KA A BT N—T R ET B IFEIZOW T, Microsoft (D~ =2T7 V&2 HH L TL
72EW0,

Z—PMN Telnet v g, FIP, £/-1ESSHE v a v ZBUTCIDOWAEICT Z7EAL LD &
9% &, WAE I3 Active Directory = —% 7 — X RX— X &2 L CEIT 7 AEREZRIETH L5
WICRESNET,

i

ATFYF8 KOOI IIC, BIRLTET AR (FRIET AR TN—T) ~OFHa 7 A A O%w 2 G706
7 & LT NTLM F 7213 Kerberos % 3&R L £ 97,

~
GE) =2—VNRRAAL THUr MIur A 32 Windows 2000 LA EAEIET S Windows 3 A
7 A2, Kerberos X—Y 3 U S MERH S ET,

o NTLM AT 521, [NTLM enabled] = v 7 Ry 7 ZA&FR L F9,

o NTML R"—¥ g1 23R4 221X, [NTLM enabled] ¥ = v 7 Ry 7 ZAEERLET, T 7+
VR T, NTLM A= g 0 I NBIRENE T,

NTLM 73—’ = 1 1&, Active Directory % {# 9% Windows 98, Windows NT 72 & DERD
27 A, B L Windows 2000, Windows XP., Windows 2003 72 & D fxir @ Windows ¥ AT A%
LT TO Windows ¥ A7 AT E M E 9, Windows 2000 SP4 & 72 1% Windows 2003 @ K
AA v ay bu—7 OFHIZIL, Kerberos FRFEZHELE L £ 9,

o NTLM N—a > 2 Z&INTAI20E, Fay 77X o URNNG V2] 2RIRLET,

Cisco Wide Area Application Services A2 4 ¥alL—YaY HA K
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NTLM /N—7 3 > 2 1%, Active Directory £ H 3 % Windows 98, Windows NT 4.0 (#—E R
X7 4 LI L), Windows XP. Windows 2000, Windows 2003 REI{ET 5 Windows > AT AT
AN ET, WAAS 7V >k = XTNTLM N—V 3 > 2 R — b2 F 8T 5 & NTLM
FLIELME2HEHT 52747 M7 7 8ATEER A,

A

IR FTRTDIIFAT L OEFR2YT 4 KUY — [Send NTLMv2 responses only/Refuse

LM and NTLM] IZEE SN TWBEADH, TV v b B —_"THONILM N— g > 2 W
N—=FE2AMMILET,

Kerberos % 34195 21%. [Kerberos enabled] 7= 7 K> 7 A% 3R L £ 7, [Realm] 7 1 —
v RIZ, WAAS 734 ARTEALET D OB EM A % AT LE 7, [Key Distribution center]
7 4 —/V RIZ, Kerberos B S #EILE R D5 2EMiI4 £IIX P 7 RLAEZ AN LET, L2l
4. [Organizational Unit] 7 ¢ —/V RIZHR AL O LRI EZ AT LET,

T T Windows 2000 R A A 1%, Kerberos fEIk T9°, Windows 2000 R A A > 4% DNS K X
A4/ THHDHT-®, Windows 2000 R A A >4 D Kerberos fEI A 1L HICKLFTT, ZD
KILFARIE. Kerberos /N— 3> 5 71 b a /L &k (RFC-4120) TOfEA & LT DNS 4 %
EAT 28512 > TE Y, Kerberos (2D < MDEREE & O EERMEZ T ICHEL £,

[Domain Controller] 77 4 —/V KIZ, Windows KA A > 2> ba—JO4HTEZANLET,

AFw 710 [Submit] 27V v 27 LET,

S

(GE)  [Submit] Z#27 U v 7 L, 87 L7=Z %A WAAS Central Manager 7 — ¥ X—A{Z2 I v b &

NIZZ EEMERLTLIEES W, AT v 7 11 OBICATIT D RAA VEBRED2—H4 L3
AT — RiX, WAAS Central Manager D7 — ¥ ~_— A IHAA I EH A,

AT T 1 BIRULETASA R (F72ET A A 7 V—7) % Windows RAA v 2 ha—F288T 5120,
WROFMUZGE > TS TES WY,

[Domain Administrator username] 7 4 —/L N2, #57& L72 Windows R A A @ b —F D
Mo —H4 (domain\username £ 721X KA A 4 Ea—H4) 2 AT LET,

[Domain Administrator password] 7 4 —/b FIiZ, $5E L7z Windows FAA > a3 hr—F OF
HANAT— RFE2 AT LET,

[Confirm password] 7 ¢ —/L KT, 8 L7z Windows KA A > 2> ha—F OEFBE AT — R
EASTILET,

[Register]| R% > %27 Vv LET,

~

(GE)  [Register] R¥ > %27 1) 279 2%&, WAAS Central Manager (X, SSH 2 LT, 7272
HIZ WAAS T30 A (FIET A A T—T) ~BFEREZXELET (ELE
RAA EPH/SAY — R, SSH TR BL I E ), BERERIT, FBELIZ FAA
VEME O —PH LR T— FEMFH LT, FEE L Windows RAA LV 32 ha—
FTDRAL BEEFITT DL, TS AR LET, TS RZT 78 AT
EHEAE (NAT OBAIZHY ., AEIP 7 RLAZE > TWEEE) . T14 2 (=
WET A A TN—T) IIBEEREFEITLET,

[ oL-12063-01-J
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e. BERIEROAT — X A%FHRT DI, Bofk->Thrb [Show Authentication Status] 7~ % > %
7Y w7 LET, BIEERD AT — 577\%1’?%/7“@“571 CZDBERERATT 6 E 9 0 afER
THEXAT TRy 7 ANRFREINET (X 6-7 %’Sﬁﬁ)o

67 HRFL4T7OTRYHIR

Microsoft Internet Explorer x|
@ This operation may take a while to complete, depending on ywour setup, During this time the device performance may be affected.
L=}
oo
[o]4 I Cancel | =S
uw

f. [OK]%Z7 V7 LCHATT DN, [Cancell] 7 Vv 7 L TEREZIWMVELET,

BEORDRL TG, =9 — FA Tl 2%ELET, Boko T, T L TEFISh
TRBFEAT =2 2B L TIIEI N,

FRPIEFICK T LEEHAE, FALUEBERAT —F 2%, X 6-6 DT O mmmm
Authentication] & [Domain Registration] &I L O FIZERRSNET, 6T, Vg FUFEIEE
YIMFE— RO AT —% 2% ZOWSICERENET,

Windows @ K A A VEREHZIZ, Windows DFBFEE BN T 57 0 A% T 521X, [WAAS 7
NA ZHOER T 7 A CRGEEB L OFF A RO AL (p.6-30) DFAIZHES T, Mwmmmm
Methods] ¥ « > K7 2 L C, Windows %7 /34 RZX T HRGER L OFFAI FA L LCTERET
DMENHY ET,

WAAS CLI T72 <, WAAS Central Manager GUI Zfif] L T, Windows R A A > H— SZE &R
THIEEMRELES, 722 L, CLI #fH L7=WE 11X, [Cisco Wide Area Application Servzces
Command Reference] TIRD A~ FAZZHL T ZEV), windows-domain & kerberos (H:A7385
75 Kerberos Zfifi i 1 D I55)

WIZ, WD < K (Kerberos ik DHA) ZMEH LT, & L7z Windows R A A > H— |z
WAAS 73 A%k L, MAELET,

WAE# windows-domain diagnostics net "ads join -U AdminUsername%AdminPassword"
WAE# windows-domain diagnostics net "ads testjoin -U AdminUsername%AdminPassword"

NTLM ZBEEOHBAT. koa<y RE{b VI IER L E9,

WAE# windows-domain diagnostics net "rpc join -U AdminUsername%AdminPassword"
WAE# windows-domain diagnostics net "rpc testjoin -U AdminUsername%AdminPassword"

BRI, ROa<wr REFEALT, Ffla /A4 URFEB L OFFARE & LT Windows KA A V&H
ML £,

WAE (config)# authentication login windows-domain enable primary
WAE (config)# authentication configuration windows-domain enable primary

YIlrE— R CHAREROFRFEE 42T 521X, authentication content-request windows-domain
disconnected-mode enable X E =~ FEEH L £,

Cisco Wide Area Application Services A2 4 ¥alL—YaY HA K
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Windows FA A > a2 FA—5H 50 WAE 0) B §RERKR

Windows KA A v 22> hr—7725 WAE 7 /351 A & BERERT 2854 . Kerberos HA7 78R )7 X%
R LT 54513, WAAS Central Manager 7> HEHTH Z LN TEXE9, NTLM A YV v F&FEH
L TWAE4E. WAAS Central Manager 2 L C WAE 2 B8R Cc&x A, FAAL Y a2 b
a—J\ZarsA4 L, T ARGE FETHIBRT ALERH D 7,

7‘/\/])17:1’ ﬁﬁ#f‘ﬂ‘?‘éﬁu < 5:/\/])/1@:;#@‘5'74’ Vg F?Znuuﬁ%ﬁfb ?5%‘%75‘&)@ i‘@‘o
WAE 7 /31 2 Z B3R 21213, IROFNUHE> TSN,

XFw 71 WAAS Central Manager GUI 2>, [Devices| > [Devices|] (% 7-i3 [Devices] > [Device Groups]) % &R
LET,

ATy T2 BEEELIZVT AL R (FRIET AR I—7) ORICHSD [Edit] T4 =20%27 U v LE
4, [Contents] ~3A ' NEMIZFRENE T,

AT w73 [Contents] A D EiZdH D [Expand All] 27 V v 7 LET,
AT v 74 [Show Advanced] 2 U 7 LT, [Contents] A NZTXTDA==—IHBZFRLET,

AT w75 [Contents] ~A > T, [General Settings] > [Authentication] > [Authentication Methods| % 52K L %9,
[Authentication and Authorization Methods] 7 « > RUBRFERENET (X 6-8 5 M),

AT w76 [Authentication Login Methods] & [Authorization Methods] =7 3 = > Difi 5O F T, WINDOWS (Z#%
ELTHLENEND Ray FE T YA NEMPRIOSDICEER LET, REDEEDFEMICD
WTCIE, TWAAS 731 2AHOEEL g 74 VFERRER L OFFRI RO FMb) (p.6-30) 25 L TL
TZEW,

ATFv 7 [Submit] 227V v/ LT, REEREFELET,

AT w78 [Contents] A > T, [General Settings|] > [Authentication] > [Windows Domain] %2 L £,
[Windows Domain Server Settings] 7 1 > RUMERINET (X 6-6 #5M]),

ATFwF9 (FFvav) BEEOI—YH L/XAT— F%, [Domain administrator username],
[Domain administrator password] 33 & OY [Confirm password] 7 4 —/L RIZ A LE T, 2—H4 & /XR
U— RIIMNETIEDH Y FHAD, BEMRICRAAS L ary ba—I B8R0 EBLET8E60H0 FT,

AFwF10 27— Z 2 LT [Unregister]| R¥ %27 U v 27 LET,

A

(ZX) [Unregister] "% %27 U 2 Liz& %, WAAS Central Manager {37272 B |2 fRFREE
KE WAAS T34 A (FT21FT A A F—7) |Z SSH % Lfﬂﬂu Lifh, Bk
FEBREESRIZ L > T, FEESN7/= Windows KA A > 22 b —F 55 /31 R & B fkfiE
E%l/ij—o

a. BEERERDO AT — X A MR T D21, Baofk-> T [Show Authentication Status] 7~ %
CEIZU Y7 LET, REERODAT —H A RKRT HIZOIL I OEREGATT H0E 5 %
WeRTDAAT IRy 7 ANRFRENET (K 6-7 %3%)0

b. [OK]| %7 U v 27 LTEATT DA, [Cancell] 7V v 7 L CERZWMVHLET,

Cisco Wide Area Application Services A~ 24 ¥alb—>3>Y A/ K
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CLI Z il L T WAE 7 /3 2 &2 X8Rk 256, FT RO~ RafH LT Windows 58E %
BT DRERDHY £T,

WAE (config)# no authentication login windows-domain enable
WAE (config)# no authentication configuration windows-domain enable

WIZ., WAAS T34 A% Windows KA A > =B kD o~y REFEH L ORERBRLET
(Kerberos FRFEDHA) o

WAE# windows-domain diagnostics net "ads leave -U AdminUsername%AdminPassword"

NTLM F2ZETlX, WAAS T3 A BGMRRT 5 CLI a2~ > FAHY XA,

Edge WAE QO BEIT LY FHAO Y b RRAT— FEBEDESE

ATy 1

ATFw T2

ATvT3

ATFvS4

LDAP H—/\E4

FRAEAIZ Windows RA A > 2> b r— 7 03 E S, Bdge WAE TUIWrE— RBHEIT/R > T
5 WAAS X T —7 TiE, WAN EERIZFA A 2 b —F 1 INFEREZBELET, 7
74/ R T, Windows RAA L a2y he—JF @i etA0—RE L THEI~Y Y T ATV
b RAT— REFAFEITLET, Edge WAE D~ > 7H w2 b 282U — KX, 7 HEW T Edge
WAE & RAA Y ay br—7 DR THBIMICRB S, BERINET, 72720, R —eaAn
EIELTWAHBE, 207t R 3ETENT, Edge WAE IO~ > THD Y h RRU— Ridsk
HhLET,

ZORPERSIET BIZi1X Edge WAE IO HEf~> v TH DY b RAT— RERZTNITHZ &
FHBELET, ROFEX, FV—T R v— x5 4 X &EH L T, Windows XP ¥ L ¥ Windows
Server 2003 IO HEh~> > ThHU Y b RAU— REREEZWNIT 55 EEZRLTOWET, o
Windows 4L —7F 4 > F VAT LAHOEHBE Y TAH T R RAT — NER BT D 5%
DFEHIZ DOV TIE, Microsoft £ [Help and Support] ~<X—Y &S L T 72 &0,

TN—T R — T ¢ Z%fH L TEdge WAE HO BB e~ THD Y b RRAU— REH
W T HI2E, ROFNEICHE - TS ZE W,

Windows RAA >z br—F T, [RFZ— N 227V v 27 L, [FurlT7r42BELTET] &
IR L ET,

7r 7 MIGpedit EAJL, [OK]Z7 U v 7 LET,

[Local Computer Policy]. [Windows Settings]. [Security Settings], [Local Policies], [Security Settings].
[Local Policies], [Security] =7+ = » &R L 9,

KOBRELEITNET, RAL Y AL NR— = ThHU Y hONRAT— REFEEZ TN LET
(DisablePasswordChange) ,

LDAP #— 324, X, Microsoft Windows Server D> NV —7 X a2 U 7 4 HEOREA TV 3 v
T¥, ZDOA 7 a3 i, Lightweight Directory Access Protocol (LDAP) 27 A 7> FNHOELE
& L E 3, LDAP B4 1L, LDAP X7 v bRy hU—27 OFEPTHEIN TN &%
B L, Ny —Y T PBERMOEE I OREENTZ L2 RIET H-DITHH I ET,
Windows Server 2003 D& BLY —/LiX, LDAP B4 MM LT, HHY —VDFITA VA X A LE
R — B OBE DR EMER L ET,

Il Cisco Wide Area Application Services I 74 ¥alb—¥ 3> HA4 K
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KTV AR—F LAY ¥ =Y T4 (TLS, RFC2830) Yo h=a/L&fHHLTA ¥ —%v hi@
EDOTTAN—FRGETDHZET, 77AT M == TFVr— g 0%, BHE, WX,
FIEA v =T OEEEBIE L GRIETEX £7, TLSvI X, Secure Sockets Layer (SSL) P
WE T, TLS 1X, % O LDAP #f¢ (ldap:/:389) T SSL & [Fl UF 5{b 2 #2ffk L, 224 7nfifki
(Idaps://:636) TEIEL 9, TLS 7’1 b =/bix, Y— NGERAZZEHA L C, b=t
#i% LDAP H— NICRHELES, 7947~ Mm Wi, 7 747 FREAE L 1 OS85 24
GG

WAAS V7 ko =7 Tk, RAALY ¥FxaUT 4 RV —HD LDAP #—~EFLZEHAT > a v
% [Require signing (FANLE) | ICEET D L. Windows2003 KA A THr rA /nhpfl:ﬁ”j'
A—hINFET, LDAP h— BAKEEIZ L > T, WAE B RAAL ZBMML, 22— E2 L2530
FECEET,

Windows RA A 21 b —F T LDAP BANMELRETHLE XTI, 7947 F WAEIZH
LDAP BA LR ET HMENH D FT,LDAP BAZERT LI T4 T FERE LRV E
P—REDWBEICEENH Y, 2—YRIE, FL—T RY—RE, BLOae s+ 27U 7k
DR HGERH Y £, V— "OFEHEZ FF > Microsoft h— NIFRFERT—E 2% A4 R
= LET ([TXTHOF0TTF L] > [EHEY—/V] > [FBHF] ) . Microsoft ¥—/3T LDAP
T REBALATT T 0 ZGNCLET ([RF—F] > [FXTOF s T L] > [FEY—)V]
>[FAf arvbe—50Fa VT4 RY—1), ERENDITL L RUT, FayF&Eo v
U Z N7 5 [Require signing] Z 38R L, [OK]| %27 U v 7 LET,

Windows KA A > 22> ha—F % LDAP B4 NME L FRET 5 HIEIZHOWTIL, Microsoft #ED~
f‘l‘?/l/;‘—fi/%ﬁg\ L/‘C< fpéb\o

ZZTHHTONEIL, RO EBD TT,

o 7547k WAE L0 LDAP E4 ORE (p.6-27)
o T AT WAE LD LDAP V— B4 OBl (p.6-29)

254 7>k WAE £ @ LDAP BLDHRE

ATy 1

Windows 2003 KA A > ar ha—FT, 7747k (WAE 72 Y) |[Z LDAP ERIZEL T HZ &
HERTLHLEXR 2T A RELHRTEET, BLORWRY NU—2 FT 7 4 v 7% P TH
ZENTZY ., BESNLDHERHY . —HOMMKIT. LDAP Y — S TOHRMBELELILT 5720
|\~ LDAP 47L~/\%%72%?%H FCWET, LDAP E41%, 50> WAE By TRRIETE 9, VR
FAhLULTIEIRETE £ A, SHIC, WAASCLI #fH L T WAE LD LDAP B4 2R ET 5
MRS YD 9, WAAS GUI (WAAS Central Manager GUI ¥ 721X WAE Device Manager GUI) TlX
LDAP B4 EZRETETEH A,

T 7 4V T, LDAP — B4 1L, WAE THEZZ72> TWET, WAE TZ OMREEZ AT D
i, ROFNEIZHES TL &V,

WAE T LDAP V—BLEZH L ET,

WAE# configure terminal
WAE (config)# smb-conf section "global" name "ldap ssl" value "start tls"

[ oL-12063-01-J
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ATv7e6

WAE CREZHRFELET,

WAE (config)# exit
WAE# copy run start

WAE T, BIEEELTWALDAP 7 547> NORELHRLET,

WAE# show smb-conf

WAE % Windows N A A &L E7,

WAE# windows-domain diagnostics net "ads join -U Administrator%password"

WAE T —W% a7 ( VR Z AN LET,

WAE# configure
WAE (config)# authentication login windows-domain enable primary

WAE Ta—H% a7/ A VHZ2HENC L £,

WAE (config)# authentication configuration windows-domain enable primary

WAE TR 7 A > OFEFEE FF A OBAEDOFE LR L £,

WAE# show authentication user

Login Authentication: Console/Telnet/Ftp/SSH Session
local enabled (secondary)
Windows domain enabled (primary)
Radius disabled
Tacacs+ disabled

Configuration Authentication: Console/Telnet/Ftp/SSH Session

local enabled (primary)
Windows domain enabled (primary)

Radius disabled

Tacacs+ disabled

ZHU T, WAE I, Active Directory == — %A 38FET 5 & 9 [T E 4TV E T, Active Directory =-—
YIE, Telnet, FTP, F721% SSH 2 L T WAE (28 C& £ 9, 72, WAASGUL (WAAS
Central Manager GUI ¥ 7= 1% WAE Device Manager GUI) #ffifH{ L C WAEIZT 7 EATEX£7,

Il Cisco Wide Area Application Services I 74 ¥alb—¥ 3> HA4 K
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Z7_-“Jj8 Windows R A A :L?“}j:%}guJ‘.E Bg'f‘fj‘éﬁn‘l‘rﬁﬁ&%ﬁﬂd Li? T ‘}j_wuuﬁﬁ‘fj*z/)ﬂéﬁ_ Wz,
FHEWmEMENET,

WAE# show statistics windows-domain
Windows Domain Statistics

Authentication:
Number of access requests:
Number of access deny responses: 3
Number of access allow responses: 6
Authorization:
Number of authorization requests: 9
Number of authorization failure responses: 3
Number of authorization success responses: 6
Accounting:
Number of accounting requests: 0
Number of accounting failure responses: 0
Number of accounting success responses: 0

WAE# show statistics authentication
Authentication Statistics

Number of access requests: 9
Number of access deny responses: 3
Number of access allow responses: 6

AFYT9 kDL HIT, WAE ICHET HHFHER AN ZET DI21E. clear statistics EXEC =~ > RZ#H L £,
o T RTOu T A UIRFFFHERZIHET D121, clear statistics authentication EXEC =~ R

EANLET,

o Windows R A A VERFEIZEIFRT D FHEH /21T 2159 5 1213, clear statistics windows-domain
EXEC a~> RE AN LET,

o TRTOMEEMAIMEET HITIL. clear statistics all EXEC =~ > FE AN L E T,

254 F7> bk WAE £® LDAP Y—/REBZ DE
WAE E® LDAP Y — B4 N HI21E, RO FIAIZHE-> TS E W,

ATFw 71 Windows FAA 235 WAE OBERAZfRE L £1°,

WAE# windows-domain diagnostics net "ads leave -U Administrator"

17_")72 :L‘_“H‘ =) 7/1) /nuuﬂzéf jJ Li‘ﬁ—o

WAE# configure
WAE (config)# no authentication login windows-domain enable primary

ATvF3 WAE TLDAP —_EBL 2 EHIC L £,

WAE (config)# no smb-conf section "global" name "ldap ssl" value "start tls"

Cisco Wide Area Application Services A~ 24 ¥alb—>3>Y A/ K
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WAAS TINA ZRRANEEO S A VRS S UVHFaTARDERIE

ZOHETIH, WAAS TRA RAETFIET AL A TN —THOESEIEREH o 71 VEREER L OFF
" HFR GRRERRE) HHEFWINCENCT 5 HIEIZHOWTHALET,

FE —ﬁzlxmftiaotmfﬂ%:ﬁxﬁ 2 BRI, RADIUS, TACACS+, F7-21% Windows R A A 3%
WESIN, EFICEEL TS Z 2R LET, B —H/LFEAENES) T, RADIUS, TACACS+,
it X Windows KA A VRBIENE L FEIN TV 22WEE, b L <X RADIUS, TACACS+, ¥
721X Windows FAX A > P — 0G0 T4 U TROVESIE. WAAS TS R lca A o TERWD
ERBHY F9,

T 7 F R T, WAAS T3 AL, v—Hh L T—H_R—2 % LT, Bl /1 o ERERR
L. 778 AMEEZHATLET, WAAS T34 AL, TRTCOBIET — X RX—ANENTHLNE D
MEFER L, T THAHEARIF. VAT L2%E2T 74/ FOREBIZRELE T, ZOF 741 hoik
REOFEMIZOWTIE, TEr 74 CORBGEB L O OFT 7 4L FEE) (p.6-5) 2B T
Iy,

G¥) IIDDOREEME L EET DRI WAAS T3 A (E21XT N4 2 7 )v—7) HO TACACS+,
RADIUS, %721 Windows — " EZERT D2HLENH Y 9, WAAS T34 2 FE721ET7 34
A TN—=TTINGDY— "GREEMEKT D FIEIZ OV T, [TACACS+ B — NGRFERR E DAL
(p.6-17) . TRADIUS W — \GREERRE OFERL ) (p.6-15) . B LT [Windows KA A > Y — NGREERLE
DOFER%) (p.6-20) 2L T ZEW,

57 %)V kT, Wmmfﬂ4xi TIA=) FROFH e 7 A UFRFEN KR L T8 Ny
Z U HFROEEr 7 A VBFEC Y7 = — VA — 3— L %79, WAAS Central Manager GUI é’ﬁﬂﬂ LT,
:®T7¢»h@my4/M£7I%wﬁﬁﬂaﬁﬁ%ﬁﬁbi¢

o WAAS TNA AFOT 7 4V N EEET HITIL, [Devices] > [Devices] ZBIRLE T, 77 zL/I/
Fow 7 A UFAET = — N A — "= NEEE L7 WAAS 7 /31 2D 4 Hif DREIC
[Edit] 7 2> % 27 U v 7 L, [Contents] ~X- > 7> [General Settings] > [Authentlcatlon] >
[Authentication Methods] % &R L F ¥, KARI4LD U 4 & KU T [Failover to next available
authentication method] 7~ 7 X & 34R L | [Submit] 7V v LET,
o TNHRAARAITN—THDOT 74N NEEETDHITIE, [Devices] > [Device Group] % B4R L F 7,
T TN hOB T A RFET I~/Dﬁ~/\~ﬁT%WE L7ZWTF A A T )—TF DL RTORE
ZH D [Edit] 7 A 2% 2 Y w2 L, [Contents] ~XA > 75 [General Settings] > [Authentication]
> [Authentication Methods] ZIER L E3, RSN D Y 4 RU T [Failover to next available
authentication method] > 7 A% 3R L, [Submit] %27V v 7 LET,

[failover to next available authentication method] 7"V a U EBITT HE, WAAS 7351 R (F721X

TNAR T N—TNOT A R) X, BAED R L7256 T, B 7 A URGET— IS BE
T%fib\i}%/ﬁ\@]f uunEﬁ‘{T%ZP@%”@iﬁEﬂT%E&Lﬁ_ %[S%b\f /k@uuuﬁjiﬁ%ﬁg/\bi‘a—

~

GE) v rAUBRET = — VA — N —EE A 9 5 121d, TACACS+, RADIUS, 721X Windows
}‘7</l’./%f77/]"7) qujJ:k L. EI““?JN/%E'TZ?J‘/&“U ]:17/]) /nuuﬁﬁt& L/T
ETDHMLENH Y E£9,

Cisco Wide Area Application Services A2 4 ¥alL—YaY HA K
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[failover to next available authentication method] 47" a > 23 enabled (F#%h) OFEIL. ROHA K
FTA NS TL TSN,
o WAAS T A RCRETE DRI A VRGEARIL2 2 (74~ BLXOEI X HX) 72
T,

o WAAS T/3A A (E7ETNA A T N—TRNOT A ) 1E, 5E LIERBGET — D BERGE
BT, TI9A~ VBRI o F VRIS R~T = — v F——LE T,

o FEEEFA BRE) oM XV FXE LT, m—INV T —F_X—2FAERELET,
7= & 213, [failover to next available authentication method] 47> 3 ' BNHEZ T, RADIUS N/ T A ~

U alAg Ui, o=l o) alq U Bl E L TRESNTWAEEIE. K
DOEH IMEEINFET,

1.WMAS?N4x(iti$N4x TN—TNOT A R) 1%, EEa AV EREZETH
k N %%K@ MDIUS Aicy uIE‘H“—/\%BE/\ Lij—
2. MOELLMNEITENET,

a. RADIUS ‘b‘~/\75>£lJ FEFRETHIAGE. WAAS T34 R (21T A A T —THOT
XA A) 1%, Z D RADIUS 5 — &A—x%ﬁﬁbfﬁﬁﬁémﬁbiﬁ

b. RADIUS V" — NEEARRERBEE. WAAS T34 AT®h o A URGEF R &2FH LT (o
ES U ”_‘j]/I/ niET &J\HX%EE/\LVC) ﬁﬁ%@ nE;gfuﬁﬁi'a—

GE) v—h F—H_N—R|L, ZDORADIUS b —A_"NFHTERWEADR, AT 0=
LTﬁﬁXéﬂiT FNLADBE (7L 21X, RADIUS % — S TOZRIHFIZ R LT
/\) \ uuuﬂio)ﬁ_ Za— 7:7/1/7 &“\“—‘X iTﬁ“IZX éﬂi“@f}uo

112, [failover to next available authentication method] A7 = > 23 disabled (IE%h) DAL, WAAS
"/ﬁ/*‘/l’x (iﬁ_ 5‘:/§41 TN—"7 P'\]@T/\4’7<) 1. 77/])'7)uuu 5/\_X—Cuhu :%E\&
Lf:ﬁﬂﬂ F%’f‘f\fct< ﬂzﬁ/&)uou‘.ET BXR—ANZT 7R Li?‘o

FTARTCOBFET —F XN—=ZADHEANEN 2> TODEEIE, 72— VA —"—DHHICES X,
BRI N BRIEMLDOIEE T, T XTOT = _XN—2ARREINET, 7=z— A —"—DHHEN
FRE SN TWRWEE] ;t\ TRTCOT—=FR=ARNTITAF VT IHCREESNET, =& zid,
RONZT T A< VRRET —Z N—=ARME SN, RICEH ZVFERET —F N—2ABRE S, K
BICHEI DT —F_N—2ARREINET,

WAAS T A ZAETITANA A T N—THOn 74 VFERER L OFFAI SR AR E T 51213, ko
FNECHE - TS TES W,

WAAS Central Manager GUI 7> 5, [Devices] > [Devices] (721 [Devices] > [Device Groups]) % &R
L/i—aﬂo

BELTEWT AL A (FEFT A A TA—7) OMIZHD [Edit] T2 %7 Vv 7 LET,
[Contents] A ' WEMIZERINET,

[Contents] 1 > D L& % [Expand Alll 227 U v 7 LE T,
[Show Advanced] =7 V 7 L C, [Contents] A LNZFT_XTDA=a—IHEEZERRLET,

[Contents] ~Xf > T, [General Settings] > [Authentication] > [Authentication Methods] % &R L £,
[Authentication and Authorization Methods] 7 « > RUBRFREINET (K 6-8 #5MH),

[ oL-12063-01-J
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6-8 [Authentication and Authorization Methods] 7 1 > Ky

3 Cisco Wide Area Application Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Fle Edit View Favorites Tools Help ﬁ.
Cisco Srstems Vide System Status | Devices: BN Mo Alarms Home | Help | Logout
Area
Application
Services Devices

+ Devices + v -

- () Authentication and Authorization Methods for WAE, cef05-16-docs-cel £5 -

e R eeon wanovorsmonemss

=
¥ File Services Current settings: Mone (Using Factory Defaults)
bA i
¥ Print Services Failover to next available authentication method:  [7]
« General Settings

¥ Login Access Control TaTght o set th BT =

R - ighly o = an,
~ Authentication L e O 1 suthorizstion methods in the same order

Authentication Methods

Windows Domain Primary Login Method:™
RADIUS
TACACS+ Secondary Login Method: Do Mot Set
AAA Accounting
¥ Storage Tertiary Login Method: Da Mot Set
¥ Network
} Notification and Tracking Quaternary Login Method Do Mot Set
T
PLEEE Authorization Methods: O
¥ Interception
5 £

. . =
ian G Primary Configuration Method!

ncal
I_ Secoendary Configuration Method: Do Mot Set

Tertiary Configuration Method: Do Mot Set

Quaternary Cenfiguration Method Do Mot Set

‘Windows= authentication for WAN Failure (Disconnected Mode): |:| 1 Domain Controller must be acoessible

Mote: . Required Field

Submit (8 Cancel

240066

AT w76 [Failover to next available authentication method] &= v 7 "R v 7 A &8I LT, 1 WAV —IC
@J $T%fcﬁb\i}g‘é\®%"2{kmuuﬁ7‘ 5“*‘%%%%\ Liﬁ—o

Z ORRE & T 5 121%. TACACS+, RADIUS., F721% Windows KA A & 7T A < U RiE
LT, m—hnze o) ul A iR E L TCRETIOIVLEND Y 3, FRGFEE A (R
E) OWFO2WFRE LT, 7, =BV HFREREL T LI,

AT w77 [Authentication Login Methods] = v 7 R v 7 2 %8R LT, v—H /L, TACACS+, RADIUS, %
721X Windows 7 — % _X— A & | U CERAEFFEEZ AN L E T,

ATFYT8 ROIITBIRLET NS ZAETLRBFTAA R IN—TWNMERAT 50 7 A Uil ONEF BT
L\ij—o

a. [Primary Login Method] Fu v 7% > U X hix 5. [local] > [TACACS+] > [RADIUS]. F 721
[Windows] ZE&IRLET, ZOA T3 d, BRLET AL R (FRIET A A T —)
N, BHO A URBERCERTOMNERS D RPOFXNERELET,

b. [Secondary Login Method] K7 7 # > U A k6, [local] > [TACACS+] > [RADIUS], %7z
X [Windows] 28R L ET, 20T g 0%, &AIOFRN KRB LIZGEIC, BIRLEZT A
/l’ A(ETNIT A A TN—T) NEEa 7 A VBGHERT 20 E RS 5 R EEELET,

¢. [Tertiary Login Method] K& v 7% 7> U X k5. [local] > [TACACS+] > [RADIUS|, F721
[Windows] Z3EIR L ET, ZDO4 T a idk, mAIOFREF 2 OFRANKKMLIZGEIC, &
WLETNAA(ETET AR T A—T) REHa A VRRFECHERT2HLERS S HX %
BELET,

Cisco Wide Area Application Services A 274 ¥alb—YaYy HM4 K
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d. [Quaternary Login Method] K2 > 7 # 7> U A k)5 [local] > [TACACS+] > [RADIUS|., 7=
I% [Windows] ZEIR L ET, ZOF 73 id, AIOFK, H20HFA BLUOE 3 0L
DR LG AIL, BIRLET NS R (FRTIT A A T—") BNEa 74 RGEICER
TOHOVENRNH LT ERELET,

GE) v rA U ERESR A FRNOERIEN Y A FoR#EDOHFAE LT, a—b LR EEE
TAHZLEBIHRLES, TOFHERED Z LT, BELEAEBOY — R8—=F ¢ Y —
/X (TACACS+. RADIUS, F721% Windows KA A > H—) [CBFER[RETE R WEET
B, WAAS FERE X, v — W VRBGEL A L FFa A HH LT WAAS 731 Rlca /A v
TExFET,

AT v 79 [Authentication Methods] = v 7 Ry 7 AZ@EIK LT, vw—h/L, TACACS+. RADIUS, £7-1%
Windows 7 —# X— 2 & i H U CEGIHE M Ao LE T,

~

GE)  FFeIRRMENX. = Y —JL & Telnet OEEFEALIT, 224272 FTP (SFTP) v a v, BXUk
=27 vzl (SSH, X"—=V a1 BILONRR—=U302) Byva v iad@mAINNET,

ATF9F10 BIRLIZTAA R (FEFT A2 ITN—T) MERATLZLERSD a7 A ] GEE) D
N2 8 E LE T,

~

GE) BHo A oI REFTIRERUIEF THRETDHIZEEMHRLET, L2
X, Bl A CREREE R OW O 1 ke 74 5L LT RADIUS #fEH L, 2 %km
7A R E LT TACACS+ L. 3 DL LT Windows 2 H L., 44 DI
ELTr—INVEFREERTHE T, WAAS T A RAEHRELET,

a. [Primary Configuration Method] K2 v & 7 U X /)5 [local] > [TACACS+]| > [RADIUS],
F 7213 [WINDOWS| 28R L ET, ZOA T a3 d, BIRLET A A (FRIET A RS
=) B, EERHEERET A TDIEATAMLERNS DRIOFNEHBELET,

~

(G¥) (A7 > 7 6 T) [Failover to next available authentication method] 7= > 7 K> 7 2%
| L= A 1L, &9, [Primary Configuration Method] K >~ 7% 7 v U X ki
[TACACS+] F£721% [RADIUS] Zi&EIR LT, 1 &#FA] EXE) H=xU& LT TACACS+ F
7L RADIUS HF & E L T2 a0,

b. [Secondary Configuration Method] K7 > 7 7> U X k /5 [local] > [TACACS+] > [RADIUS],
F721X [WINDOWS| 2RI L £, ZOF T ¥ a 103, RAOFXBNKRE L IZ8HEIC, BIRL
T NA A (ETNITNA A TN—T) PWEBRHELZIRET H7-DIERT20ER S 5 HA
BHEELET,

~

(G¥) (A7 > 7 6 T) [Failover to next available authentication method] 7= > 7 K> 7 2%
B|IR LA X, &7, [Secondary Configuration Method] K v & 7> U X hini
[local] I LT, 2WFFAI GERE) FRELTr—H LV FREHREL TLEIN,

Cisco Wide Area Application Services A~ 24 ¥alb—>3>Y A/ K
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¢. [Tertiary Configuration Method] K& > 7 # > U 2 k)5 [local] > [TACACS+] > [RADIUS],
£ 7213 [WINDOWS] Z#IR L E, ZOF T g 0%, mAIDOFTREFE 2 DFRNFKB L7235
BT, BIRLET A 2 (RRBT A, A T —T) NEEEEZIRET DI AT 5%
TG FAERELET,

d. [Quaternary Login Method] K2 > 74 7 U A k)i [local] > [TACACS+] > [RADIUS], F 7=
1% [WINDOWS| #BIR LE T, ZOFF a0t RAIOFR, 20X, BLOE3IDF
ANKBLTZGEIC, BIRLEZT A R (FBT AR TNV—T) DNEHBHEZRET D7

AT OMLERS L R ERBELET,

[Windows authentication for WAN Failure (Disconnected Mode)] 7= v 7 R v 7 AZEIR LT, Y]
Lﬁ%—FT@Wﬁg;kuuniE%ﬁ%j] L/iﬁ—o

ZOMREAE AT B L, Windows KA A v r—oNF, I — RCHNEERZZRIEL 7,
7¢w%f\:@%%m\“mEfﬁﬁt&ofwi#o

ZOWREEEAEINCT HEEIE. WAE HOBRENT I U b SR — RERZENITH Z & st
LET, MWL, [Edge WAE IO BB~ > 7Hh T v b XA T — REFEOES L] (p.6-26)
ELRLTIEE,

~

(GF)  UIlre— Nicxrd % Windows #BiEIX,. [Windows R A A o P — SGRIERE DR (p.6-20)
OFBAIZHE > T, NTLM % [Windows Domain setting] 7 ¢ > B o CHAFRREH & L CEIN
L2 a DHEEL 97,

[Submit] #7 U v 27 LT, REXRMELET,

Windows iRiF S A BN LG AIL. 777 4 7275 FTH 15 0300 £9°. Windows F&:FE
AT —H ADHERRC, Wm@wmﬁﬁ»ﬁﬁﬁﬁ%iﬁﬁéif AR EL 15 BT
Sy,

CLIbr 7 A VRGER L O R A5 E T 5 1214, authentication 7 17— /NLERE 2~ R&a{f
HAT&EE9, T3/ A% LT Windows K X A VEBFER L OFFl XA FHRNCT BRI, T /51 A
% Windows KA A > v b —F CHEETAIVLERH Y 97,
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WAAS FHRAZBAD AAM FHo T4 FnEe B

WAAS TINA RAEAD AAA T B9 T4 VT DERTE

G¥)

ATy 1

ATwF2
ATFvF3
ATvT4

b & A

THTT 4TI, TRTO—FORIELBAIENTON T BHFEZEB L ET, BRI E 1T
PGS Y — A E (a1 M) OBEeIATEEd, TT7ANVNT, THUUT 4
VIR, RS TV ET,

WAAS 7% T ¢ 2 JKEREIL . TACACS+ Y — N 00 ZJREREZR A LET, TH T 4 v 7 IESR
L. TACACS+ — P IFICEEENET, oL VY — oD F S, ZTITEE SN ER A, WAAS
THRAAD syslog 7 7 ANME, THTT 40T AX Mea—)/WZigk LE T, syslog [ZIRIF
SNBAXRCINORRIT, THUV T 407 Ave—VORKNERRY 7,

TACACS+ 71 b a /L& HHT 5 &, WAAS 734 R L g — RO/ T, AAA EHRZZHERMIC
BETEET, TACACS+ Ym ha/uid, TCPZHHL T, 7747 bV —"DOMIZEHTZ
DG TS L E 9, WAAS T35 AT GRGEB K OFFATER & T h U T 4 o 7158 % TACACS+
P NAEFELET,

WAAS TXA ZAHD AAAT IO T 4 VT REEMERT DRI, WAAS 77314 A D TACACS+
P — RBEEERT DHLENH Y 7 (ITACACS+ — "FEERE DAL [p.6-17] 2L T<
7ZEW),

WAAS TN_A ZETNTTNRNA A TA—THD AAA T H 7 T 4 v T RELAETENHERT 51
T, WOTFNEIZHE ST EE W,

WAAS Central Manager GUI 2> 5, [Devices] > [Devices] (7213 [Devices] > [Device Groups]) % &R
LET,

RELTZNT NSA A (ETEIT A AT V—T) ORRIZH D [Edit) T A 2% 27U v 7 LET,
[Contents] XA > @ LIZH 5 [Expand Alll 27 V v 7 LET,
[Show Advanced] =7 U 7 L C, [Contents] A LNZFT_XTDA=a2—IHEEZERRLET,

[Contents] ~X-f > T, [General Settings] > [Authentication] > [AAA Accounting] %3 L £ 7, [AAA
Accounting Settings] ¥V 4 > RUBERRINET (¥ 6-9 #5MH),

[ oL-12063-01-J
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6-9 [AAA Accounting Settings] 7 1 > F™2

2 Cisco Wide Area Application Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

 File Edit WView Favorites Tools Help a.
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No settings are configured. Default AAA Accounting Settings will be used. The values shown in this page are in effect.
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