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HTTP Web Web Web
HTTP
ACNS 5.x HTTP 1.0 HTTP1.1
HTTP TCP 80 HTTP
Web Web
Web
HTTP 1.1 Chunked Transfer Coding
5.1 chunked transfer encoded CTE
ACNS 5.2 CTE HTTP
CTE
Content Engine
HTTP 1.1 HTTP 1.0
CTE
HTTP 1.1 Content Engine HTTP
Content Engine CTE HTTP

http cache-chunk-encoded enable
show statistics http request EXEC
Content Engine

HTTP 1.0 HTTP 1.1 2
/
Web
ACNS
HTTP
CTE
HTTP
HTTP 1.1

CTE HTTP Chunked HTTP Responses
S
GE) HTTP IETF RFC 1945 HTTP 1.0 RFC 2616 HTTP 1.1
7-2 ACNS 5.2.1 Content Engine
HTTP
Content Engine  HTTP
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ACNS 5.1 8 WCCP
WCCP Version 2 Content Engine ACNS
52 25 WCCP Version 2
ACNS 5.2 17 WCCP
ACNS 5.3 18 WCCP
WCCP B-3

A4 2 F7AY Content Engine IZH T 5IEFBR HTTP 74 T7—F JOxS Fvvi
» E '_I_|
J DEETE
Content Engine GUI CLI Content Engine HTTP
Content Engine GUI Caching > HTTP Proxy HTTP Proxy
HTTP
HELP
Content Engine CLI
ATy 71 HTITP Content Engine
HTTP Content Engine
Content Engine PAC
1P
P. 4-39
ATvT2 80 HTTP Content Engine
ContentEngine(config)# http proxy incoming ports
port Content Engine HTTP
1 65535 8
8080 HTTP
8
ContentEngine (config)# http proxy incoming 8080
ATv73 Content Engine HTTP HTTP
P.7-9
ATvT 4 Content Engine HTTP HTTP
P.7-12
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HTTP v v a1 BEDRTE

HTTP 1.1
Content Engine
Web

* Content Engine

* Content Engine
Content Engine

Engine

If-Modified-Since IMS

Content
Content Engine

Content
Engine Content Engine
* Content Engine IMS
* Content Engine
Reload
Content Engine
Content Engine Web IMS
Content Engine TTL
Web IMS
HTTP GET
Content Engine Content Engine
HTTP GET
Content Engine
Last-Modified
If-Modified-Since GET Last-Modified:
If-Modified Since
Content Engine Web IMS
GET /index.html HTTP/1.1
Server: www.cisco.com
Connection: keep-alive
If-Modified-Since: Tue 12 Sep 2000 10:07:04 GMT  Accept: */*
Web 304 Not Modified
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Content Engine
Web 200 OK Content Engine

Web Content Engine IMS 2

304 Not Modified
(end-of-request)

200 OK

(response headers)
(data)
(end-of-request)

GET
HTTP
Content Engine http age-multiplier http max-ttl
Content Engine Web
Content Engine
http age-multiplier
age-multiplier 0 100 %
HTML 30 % gifs 60 %
Content Engine
Content Engine HTTP
. HTTP HTTP
204,799
Content Engine
. TTL HTTP
HTTP
5 37 3
7
TTL
3 7
e HTTP http min-ttl ftp min-ttl
TTL

* http cache-cookies Content Engine HTTP set-cookies

Content Engine CLI GUI Content Engine HTTP
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ATy T2

ATy 74

ATvS5

24 > F7 0 Content Engine (255175 HTTP ¥ v v o snize B

Content Engine GUI Cache > HTTP Freshness HTTP
Freshness HTTP Freshness
HELP

Content Engine CLI

HTTP

ContentEngine(config)# http age-multiplier text 50% bin 70%

HTTP Content Engine
10

ContentEngine(config)# http min-ttl 10

HTTP

ContentEngine(config)# http max-ttl days text 2 binary 4

ContentEngine(config)# http max-ttl hours text 1 hours binary 4

TTL HTTP
TTL 7-3

*®7-3 HTTP FiffEZRET 5 TTL {(EDFH

By ] B oL 3

1825
1 43800
1 2628000
1 157680000

Content Engine HTTP
HTTP

Content Engine

ContentEngine(config)# http reval-each-request all

HTTP KB
500 KB

ContentEngine(config)# http object max-size 500

~

HTTP

HTTP

(G¥)  Content Engine

HTTP 204800 KB

| 0L-6859-01-J

A—HIIEEEEICHT S CiscoACNS VI bz 7 avI4Fal—av H4F R



$78% XA FE7OY Content Engine [CHIFB3REEDF v v vy H—ERXDHBE |

M x%> K70 ContentEngine (25735 HTTP ¥+ v L LS DRTE

HTTP set-cookies

Content Engine

ContentEngine(config)# http cache-cookies

AXTw 77T Content Engine HTTP

ContentEngine# show http ttl

TTL

Maximum time to live in days: text 3 binary 7
Minimum time to live for all objects in minutes: 5

RELFH HTTP v v ¥ 1 DRTE

HTTP NT LAN Manager NTLM
401
>
Gx) Content
Engine
Content Engine GUI CLI Content Engine HTTP
e Content Engine GUI Caching > Auth.Cache
Authenticated Cache
HELP
e Content Engine CLI 7-4 http authentication

http authentication {cache {max-entries entries | max-group-entries number | timeout minutes | ttl

minutes} | header {401 | 407} | realm line}

=74 http 528 CLI A< > KD/RS5 A —4
INTA—4H B
cache Content Engine

max-entries

entries Content Engine

500 32000

Content Engine
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=& 7-4 http BEECLI A< Y FDIRSA—42 (=)

INT A—4H BTL:)]
max-group-
entries Content Engine
ACNS 52
BV
AAA
number Content Engine
500 12000 Content Engine
timeout
Least Recently Used LRU
minutes
1 1440
240 4 30
1440 24
ttl TTL
ACNS 52.1
TTL
TTL
minutes
1 1440 1 1440
24 P.7-14
header HTTP
HTTP ID
HTTP 401 HTTP 407
HTTP 401
401 HTTP 401
407 HTTP 407
realm HTTP
line Cisco Content Engine
32,000 500
16,000 http authentication max-entries

Content Engine
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Content Engine

240 4 1 1440 24
Content Engine
1000
ContentEngine(config)# http authentication cache timeout 1000
LDAP RADIUS TACACS+
LDAP RADIUS TACACS+ WCCP
Content Engine  IP
NTLM WCCP
1P
Content Engine URL
http authentication header
Content Engine http authentication header 401
http authentication header 407
ID
Content Engine 407
ContentEngine(config)# http authentication header 407
)
(GE)  ACNS 5.2.1 syslog HTTP
HTTP
syslog HTTP
P.21-49
BEMOMRDIETE
ACNS 5.1
http authentication cache timeout
8
ACNS 5.2.1
HTTP TTL
Content Engine
TTL
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WCCP
NTLM
Content Engine 1P
Content Engine
HTTP TTL
TTL Content Engine
http authentication cache ttl

ContentEngine(config)# http authentication cache ?
max-entries Maximum entries in authentication cache; this is subject to
physical resources on the platform
max-group-entries Maximum entries in authentication group cache; this is
subject to physical resources on the platform

timeout Amount of time between last access and cache removal
ttl Maximum amount of time from creation an entry is valid in
the cache
Internet Explorer TTL

Content Engine

TTL
Content Engine Content Engine
Internet Explorer
Internet Explorer
Tools > Internet Options > Security > Internet (and/or the other zones) > Custom Level
> User Authentication > Logon > Prompt for Username and Password

401 HTTP
WCCP
401 HTTP Content Engine http authentication header
401
>
GE)
Internet Explorer Tools > Internet Options

> Security > Internet (and/or the other zones) > Custom Level > User Authentication > Logon >

Automatic logon only in Intranet zone Automatic logon with current username and password

Internet Explorer
Content Engine
WCCP
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TTL ttl
TTL 1 1440
1 1440 24 TTL
Content Engine

>
GE) timeout TTL ttl

TTL Content Engine

TTL
HTTP BBEEF v v L A REDKRT
Content Engine HTTP show http

authentication EXEC

ContentEngine# show http authentication
HTTP Authentication:
Header: Based on URL syntax
Realm: "Cisco Content Engine"
Cache Timeout: 480 (minutes)
Cache TTL: 240 (minutes)
Cache Maximum entries configured: 8000
Cache Maximum entries platform limit: 8000
Group Cache Maximum entries configured: 500
Group Cache Maximum entries platform limit: 1000

RAESN-aVToYDX Yy VT DEMIE

HTTP
http cache-authenticated

http cache-authenticated {all | basic | ntlm}

7-5
xK7-5 http cache-authenticated CLI A< > FD/85 A —4%
INT A—4 £ EA
cache-authenticated Web
all NTLM
Web
basic Web
NTLM
ntlm NTLM Web
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NTLM Content Engine

ContentEngine(config)# http cache-authenticated all

Content Engine

ContentEngine(config)# show http cache-authenticated all
Basic authenticated objects are cached.
NTLM authenticated objects are cached.

Content Engine NTLM

ContentEngine(config)# http cache-authenticated ntlm

NTLM Content Engine Content Engine
NTLM HTTP
Content Engine
Content Engine

Content Engine

NTLM
NTLM
Content Engine
. Content Engine
if-modified-since IMS
* Content Engine 304 Content Engine
Content Engine 200
Content Engine
Content Engine IMS
HTTP SREEF v v ¥ a HEEHERD R T
Content Engine
show statistics http-authcache EXEC
* Dels TTL http authentication cache ttl
* DelTimout http authentication cache timeout

¢ Dels Other
clear users request-authenticated EXEC
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A4 > F7AY Content Engine IZH 115 FE@ HTTP 47— K JOXS Fvvi oy
DERTE
Content Engine  HTTP Content Engine
. Web 0 Content Engine
Web 0 P.7-18
. Web 98 Content Engine
Web 98 P.7-21
Content Engine GUI CLI Content Engine
Content Engine GUI Web
0 Web 98 Content
Engine Content Engine GUI
WCCP Web Cache WCCP
> Web Cache Custom Web Cache WCCP > Custom Web Cache  Custom Web
Cache HELP

AA 2 KE7AY Content Engine IZH T 51Z# Web ¥ v v a H—ERX (H—EX 0) DOHRTE

Web 0 HTTP Content Engine
80 1 WCCP Version 1
WCCP Version 2 Content Engine
HTTP 80 Content Engine Web
HTTP
WCCP Version 2 Web 0
Content Engine wceep web-cache
no

weep web-cache {mask {[dst-ip-mask hex_num] [dst-port-mask port_hex_num] [src-ip-mask hex_num]
[sre-port-mask port_hex_num]} | router-list-num num [assign-method-strict] [12-redirect] [mask-assign]
[password key] [weight percentage]}

7-6
*7-6 wcep web-cache CLI A< Y FD/A5 4 —4
INTA—4 Bl
mask Content Engine 1
4
dst-ip-mask 1P
hex_num 16 1P 0xFC000000

0x00000000  FC00000

dst-port-mask

port_hex_num 16 0xFC00
0 65535
src-ip-mask 1P
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=76 wcep web-cache CLI <Y KD/RS A —4 (#E)

INTA—4 BTL:)]
src-port-mask
router-list-num
num 1 8
assign-method-strict WCCP
12-redirect 2
mask-assign Content Engine
password
key WCCP
weight
percentage 0 100
Content Engine WCCP Web
0 WCCP
WCCP HTTP Content Engine 80
Content Engine Content Engine
HTTP 80 Content Engine HTTP
Content Engine WCCP Web
0
ATy T Content Engine WCCP Version 1 Version 2

ContentEngine(config)# wccp version 1

ContentEngine(config)# wccp version 2

Content Engine B-3 Web 0
WCCP Version 2 Content Engine
WCCP Version 2 Version 1 Web
WCCP
Version 2 WCCP 8 WCCP
WCCP

Je

B> bk  Content Engine GUI WCCP > Enable WCCP Version 1 Version
2 Content Engine
WCCP Version 1 Version 2
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ATv7T2 Web
Content Engine ~ Web
WCCP

1 1 Web
ContentEngine(config)# wccp router-list 1 10.0.1.1
Content Engine GUI Content Engine
Content Engine GUI ~ Web Cache WCCP > Web Cache
Web
ATv7T3 Content Engine 80
WCCP
ContentEngine(config)# wccp web-cache router-list-num 1
ATy 4
ContentEngine(config)# exit
ATvT5
ContentEngine# write memory
ATv 76 WCCP Version 2
Router# configure terminal
Router(config)# ip wccp version 2
ATy T7 Web
Router(config)# ip wccp web-cache
ATv7T8 Web
Router(config)# interface type number
0/1 Web
Router(config)# interface ethernet 0/1
A—ALEERECET S CiscoACNS VI b7 AL TJ4Fal—>av AR
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ATFv79

A3y

Web
0/1 HTTP

Content Engine
HTTP

24 > K70y Content

Content Engine
WCCP Version 2

Router(config-if)# ip wccp web-cache redirect in

Content Engine

Content Engine

wcep custom-web-cache
Cisco
Content Engine
HTTP
WCCP Version 2
98

Content Engine
wcep custom-web-cache

98

80
Web

WCCP Version 2
80 Web

WCCP Version 1

Web

Engine (2573 HTTP ¥ v v oo rnmE M

Ethernet

80

K7 O Content Engine [IZ® 3 2D RXZ L Web FrvydaH—ER (H—EX98) DHRE

HTTP
98

Content Engine

Web
Web
Web

Content Engine Web

no

weep custom-web-cache {mask {[dst-ip-mask hex_num] [dst-port-mask port_hex_num] [src-ip-mask
hex_num] [src-port-mask port_hex_num]} | router-list-num num port port [assign-method-strict]
[hash-destination-ip] [hash-destination-port] [hash-source-ip] [hash-source-port] [12-redirect]
[mask-assign] [password key] [weight percentage]}

7-7

®7-7 wcep custom-web-cache CLI AT > FD/R5 A—4

INTG A=A Bl

mask Content Engine 1
4

dst-ip-mask 1P

hex_num 16 P 0xFC000000

0x00000000  FC00000

dst-port-mask

port_hex_num 16 0xFC00 1
65535

src-ip-mask 1P

src-port-mask
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*®7-7

wcep custom-web-cache CLI AT Y FD/RS5 A—4% (#E)

INT A—A sRBEA

router-list-num

num

port

port 1

65535

assign-method-strict

WCCP

hash-destination-ip

1P

hash-destination-port

hash-source-ip

IP

hash-source-port

12-redirect

2

mask-assign

Content Engine

password

key WCCP

weight

percentage

0 100

Content Engine 2
12-redirect

Content Engine
30

weight

Content Engine
Content Engine

WCCP Version 2
Web

Content Engine
Content Engine
WCCP
HTTP
WCCP

P.6-13 WCCP

Content Engine
98

Content Engine

ContentEngine(config)# wccp version 2

Content Engine

Content Engine

2
WCCP Version 2

30%
100

Content Engine

98
WCCP Version 2

Web
97
Content Engine

90

Content Engine
P. 6-27

Web

WCCP Version 2

WCCP
HTTP

Content Engine

WCCP
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Content Engine Web 98 WCCP
Version 2 WCCP Version 2 B-3
Web 0 WCCP
B> bk  Content Engine GUI WCCP > Enable WCCP Version 1
Version 2 Content

Engine WCCP Version 2

ATvT2 Web 98
Content Engine Web
1P WCCP
1 1 1P 10.0.1.1
Web
ContentEngine(config)# wccp router-list 1 10.0.1.1
Content Engine GUI Content Engine WCCP
Content Engine GUI ~ Custom Web Cache WCCP > Custom Web Cache
Web
ATv7T3 Content Engine Web
31 WCCP
ContentEngine(config)# wccp custom-web-cache router-list-num 1 port 31
ATvT4
ContentEngine(config)# exit
ATvT5
ContentEngine# write memory
ATv 76 WCCP Version 2
Router# configure terminal
Router(config)# ip wccp version 2
ATvT7T Web 98
Router(config)# ip wccp 98
ATvT8 Web
Router(config)# interface type number
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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Router(config)# interface ethernet 0

ATvT9 Web

Router(config-if)# ip wccp 98 redirect out

Web

AA Y K7Oy Content Engine 2175 HTTP Y/A—X FOFY ¥y VI DRTE

99 WCCP Version 2
Content Engine
WCCP Version 2
WCCP Version 2 Content Engine WCCP
WCCP Version 2
99 HTTP 80  Content Engine
Content Engine Content Engine
HTTP
Content Engine
Content Engine WCCP
99
ATy T Content Engine WCCP Version 2
ContentEngine(config)# wccp version 2
Content Engine WCCP Version 2
WCCP Version 1 Web 0
99 WCCP
B-3
B> bk  Content Engine GUI WCCP > Enable WCCP Version2
Content Engine WCCP Version 2
ATvT2
WCCP 1P
WCCP
0L-6859-01-J |
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1 1 IP 10.0.1.1

ContentEngine(config)# wccp router-list 1 10.0.1.1

Content Engine GUI Content Engine ~ WCCP Reverse
Proxy WCCP > Reverse Proxy

ATv73 Content Engine
80 WCCP

ContentEngine(config)# wccp reverse-proxy router-list-num 1

ATv74
ContentEngine(config)# exit
ATvT5
ContentEngine# write memory
ATv7T6 WCCP Version 2
Router# configure terminal
Router(config)# ip wccp version 2
ATYT7T 99
Router(config)# ip wccp 99
ATvT8
Router(config)# interface type number
0
Router(config)# interface ethernet 0O
0
Content Engine
Router(config-if)# ip wcecp 99 redirect out
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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M x%> K70 ContentEngine (25175 HTTPS ¥+ v L L5 DETE

A% > K7BaY Content Engine 281+ 5 HTTPS ¥ v L VI DEEKRE

HTTPS Secure Socket Layer SSL HTTP
SSL 2
SSL
HTTPS https:// URL
https://abc.com  HTTPS HTTP
80 443
Content Engine SSL HTTPS
HTTPS
e HTTPS SSL P.7-26
e HTTPS P.7-27
Content Engine HTTPS
. Content Engine HTTPS P.7-27
. Content Engine HTTPS P.7-29
HTTPS 7547 > hEXR®D SSLIETIZDONT
Content Engine SSL  HTTPS Content Engine ~ SSL
Content Engine SSL
HTTPS
HTTP ACNS
5.1 Content Engine SSL
ACNS 52 Content Engine
HTTPS Content
Engine HTTPS HTTPS Nno-proxy
use-icap-service use-proxy HTTPS
13 Content Engine  Rules Template
SSL SSL HTTPS
Content Engine Content Engine
SSL
HTTPS
Content Engine
Content Engine Content Engine Content Engine CLI
HTTPS P.7-34
ACNS 5.2.1 HTTPS Content Engine
Content Engine SSL WCCP HTTPS
HTTPS
O—ANLNEEEEICEY S CiscoACNS VI +Ix7 AV J14F¥al—Yav A4 F
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Z4 > K70 Content Engine (25175 HTTPS ¥ v v Lo snEe M

HTTPS V9 SA 7V RERD LR F2DVT

HTTPS
1
ACNS
ACNS
HTTPS
HTTPS

AA v K7OY Content Engine [IZ$H 175 HTTPS 7OFXY Fv vl v id

HTTPS
Content Engine

HTTPS

ACNS HTTPS
Content Engine HTTPS
3.0 CONNECT HTTPS
HTTP HTTPS
5.1.5 HTTPS
Content Engine
HTTPS
Content Engine
Content Engine
o
ax &
HTTPS

HTTPS-over-HTTP

Content Engine

Content Engine

HTTPS

Content Engine

P.4-39
HTTPS Content Engine Content Engine  HTTPS
HTTPS
Content Engine
>
Gx) HTTPS DNS DNS
53 DNS P. 7-65
Content Engine GUI Caching > HTTPS Proxy HTTPS
Proxy HTTPS Proxy HTTPS
HELP
Content Engine CLI https proxy 7-8
CLI
®7-8 HTTPS 7OF RS S UBZE CLI YU F

Content Engine CLI 3 < > K (AH#EX)

HTTPS 7O o #gE

https proxy incoming ports 1-65535, ports, . . . 8

https proxy incoming ports 1-65535
wceep custom-web-cache . . .

HTTPS-over-HTTP
HTTPS
Web

no https destination-port allow 443 563

https destination-port deny all

HTTPS

| 0L-6859-01-J

A—HIIEEEEICHT S CiscoACNS VI bz 7 avI4Fal—av H4F R



$78% XA FE7OY Content Engine [CHIFB3REEDF v v vy H—ERXDHBE |

M x%> K70 ContentEngine (25175 HTTPS ¥+ v L L5 DETE

*=7-8 HTTPS JOX LHESSUBEECLIaT Y F (E)

Content Engine CLI I1v > F (HHE#EX) HTTPS 7O S #ke
proxy-protocols outgoing-proxy exclude list exclude
word https proxy outgoing host {hosthame | HTTPS

ip_address} port 1-65535

proxy-protocols transparent default-server HTTPS

proxy-protocols transparent original-proxy HTTPS

proxy-protocols transparent reset

HTTPS
HTTPS-over-HTTP

Content Engine  Content Engine A
ATy

ContentEngineA(config)# https proxy incoming ports

ports Content Engine HTTPS
80 1 65535 8
8080 8081 9090  HTTPS Content Engine

ContentEngineA(config)# https proxy incoming 8080 8081 9090

~

GE)

80 HTTPS-over-HTTP
Content Engine HTTPS Content Engine
Content Engine P. 4-39

AT w72 Content Engine HTTPS 1

ContentEngineA(config)# https proxy outgoing host host port primary

* host HTTPS

1P
* port Content Engine
primary
primary
Content Engine HTTPS

HTTPS

HTTPS-over-HTTP

HTTPS

B P—HLEBEBICEY S CiscoACNS VI bz 7 avI4Fal—av HAF
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ATFvT3

AR k7RY

Z4 > K70 Content Engine (25175 HTTPS ¥ v v Lo snEe M

Content Engine A HTTPS
HTTPS-over-HTTP 10.1.1.1 8088
Content Engine A HTTPS
10.1.1.1 10.1.1.2 Content Engine A

HTTPS

ContentEngineA(config)# https proxy outgoing host 10.1.1.1 8088 primary
ContentEngineA(config)# https proxy outgoing host 10.1.1.2 220

ACNS 5.1x 1 HTTPS
Content Engine ACNS 5.2.1
HTTPS-over-HTTP 8 8
HTTPS 1

Content Engine

Content Engine HTTPS

ContentEngine A# show https proxy

Content Engine (2§72 HTTPS BiBX v vV VI DERTE

HTTPS Content Engine WCCP Version 2
HTTPS HTTPS 70
Content Engine https-cache WCCP Version 2
443 TCP HTTPS
Content Engine WCCP HTTPS Content
Engine HTTPS
Content Engine
HTTPS
ACNS 5.1.x https-cache 1
accept-only accept-only
Content Engine HTTPS

ContentEngine(config)# wccp https-cache router-list-num 1

ContentEngine(config)# wccp service-number 95 router-list-num 1 port-list 1
https-cache

HTTPS Content Engine https server
Content Engine P
HTTPS Content Engine
HTTPS

| 0L-6859-01-J
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M x%> K70 ContentEngine (25175 HTTPS ¥+ v L L5 DETE

ACNS 5.2 https 70
accept-all accept-all
Content Engine Content Engine HTTPS
HTTPS HTTPS
Content Engine Content Engine SSL
HTTPS ACNS 5.1 Content Engine
HTTPS HTTPS
accept-all HTTPS
ContentEngine(config)# wccp https-cache ?
accept-all Accept all https traffic by default
mask Specify mask used for CE assignement

router-list-num Router list number

accept-all WCCP Web
Web 0 wceep https-cache
accept-all HTTPS https-cache
Content Engine accept all HTTPS
Content Engine weep https-cache accept-all

Content Engine  accept only

Content Engine HTTPS HTTPS 443
HTTPS
WCCP 9 97
WCCP Content Engine P. 6-14
Content Engine WCCP Version 2 1
HTTPS
AXTv 71 https-cache 70
a. Router A WCCP Version 2

RouterA# configure terminal
RouterA(config)# ip wccp version 2

b. https-cache 70 Router A
RouterA(config)# ip wccp 70

C. HTTPS Router A

Router(config)# ip wccp 70 redirect out

ATw 72 https-cache Content Engine

a. https-cache
1 1 1P 10.2.202.1 Router
A

ContentEngine(config)# wccp router-list 1 10.1.202.1
b. 1 Router A HTTPS
Content Engine

ContentEngine(config)# wccp https-cache router-list-num 1

O—AHIIEEEEICET 2 CiscoACNS VI ko xz7 avIaFal—ary HA4F
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c. Content Engine WCCP Version 2
ContentEngine(config)# wccp version 2
d. Content Engine HTTPS
HTTPS Content Engine
accept-all
HTTPS SmartFilter
Websense Content Engine
ContentEngine(config)# wccp https-cache accept-all
ATwv 73 HTTPS HTTPS Content Engine
HTTPS
HTTPS
Content Engine https EXEC
ContentEngine# https ?
cert Certificate management commands
certgroup Certificate chain management commands
key Private key management commands
HTTPS P.7-34
ATy 4 Content Engine Content Engine
SSL HTTPS HTTPS
P.7-34
AT w75 Content Engine HTTPS Content Engine
HTTPS
a. https server server-name Content Engine
HTTPS abcl
HTTPS Content Engine
HTTPS ContentEngine(config-https)#
ContentEngine(config)# https server abcl
ContentEngine(config-https)#
b. HTTPS HTTPS abcl
Content Engine enable
HTTPS
ContentEngine(config-https)# cert ?
WORD Certificate name
ContentEngine(config-https)# key ?
WORD Private key name
ContentEngine(config-https)# host ?
WORD FQDN or ip address of the origin HTTPS server
ContentEngine(config-https)# enable
cert key Content Engine HTTPS
Content Engine SSL
Content Engine HTTPS
HTTP Content Engine
HTTPS
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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Engine HTTPS P.7-33
& Content Engine HTTPS
a. HTTPS
P.7-34
b. SSL Version 2 Content Engine

Content

SSL

protocol-version sslv2-only

https server name protocol-version sslv2-only

ContentEngine(config-https)# protocol-version ?
sslv2-only Only use and understand SSL v2 protocol

sslv23-tlsvl Use and understand SSL v2/v3 and TLS vl protocols (default)

sslv3-only Only use and understand SSL v3 protocol
tisvi-only Only use and understand TLS v1 protocol

ContentEngine(config)# https server name protocol-version ?

https server name

sslv2-only Only use and understand SSL v2 protocol
sslv23-tlsvl Use and understand SSL v2/v3 and TLS v1 protocols (default)
sslv3-only Only use and understand SSL v3 protocol
tilsvi-only Only use and understand TLS v1 protocol
C. HTTPS
serverauth ignore
serverauth ignore HTTPS

ContentEngine(config-https)# serverauth ignore ?

cert-not-yet-valid Ignore errors caused by using the certificate be

valid
domain-name Ignore errors due to domain name mismatch
expired-date Ignore certificate expiration errors
invalid-ca Ignore errors caused by an unrecognized CA
d. session-cache command option https server name session-cache
size SSL
10,000 0 20,000
ContentEngine(config-https)# session-cache ?
size SSL session cache size setting
timeout SSL session cache timeout setting
A—HIIEEEEICHT S CiscoACNS VI bz 7 AV I4Fal—3av HA4F
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A A > K70y Content Engine 28175 HTTPS H—/\D &R E

https server server-name Content Engine HTTPS
HTTPS
HTTPS

ContentEngine(config)# https server abcl
ContentEngine(config-https)# ?

cert Select certificate to use for the HTTPS server
certgroup Select certificate chains for the HTTPS server
enable Enable caching of the HTTPS server
host Input hostname or ip address of the origin HTTPS serve
key Select private key to use for the HTTPS server
protocol-version SSL protocol versions for client/server communication
serverauth HTTPS server authentication commands
session-cache SSL session caching parameters tuning

<Cr>
7-9 Content Engine HTTPS

*®79 HTTPS Zlix v v U DREICERT S CLIavw U R

avwyk B&
https server name cert SSL Content Engine
https server name key Content Eng¥ne HTTPS
Content Engine HTTPS
HTTP
Content Engine
HTTPS
https server name host HTTPS 1P
HTTPS Content
Engine IP https server name enable
HTTPS
https server name HTTPS
protocol-version SSL
https server name HTTPS
serverauth CA
HTTPS Content Engine
ignore HTTPS
https server name Content Engine SSL
session-cache
size SSL
10,000 0
20,000
timeout SSL
3,600 1
86,400
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M x%> K70 ContentEngine (25175 HTTPS ¥+ v L L5 DETE

HTTPS ¥ ¥ v U JICERT HMAELMERORTE

ACNS 5.1 HTTPS Content
Engine CLI Content Engine Content Engine
GUI
https EXEC Content Engine ~ HTTPS

7-10 https cert cert-name

https key key_name EXEC

#7-10 https cert 5 & U https key EXEC a7 > FIZERT 3/85A4A—4

IND A—A
cert

;B

cert-name

add-cert

create

remove

key

key_name

create

import

remove

url URL

URL URL HTTP FTP-over-HTTP
HTTPS

https server Content Engine
HTTPS

Content Engine HTTPS HTTPS

https cert EXEC
Content Engine

GE) PEM Privacy-Enhanced Mail
PKCS12 Public Key Cryptography Standards 12 Content Engine
PEM

HTTPS v v L U JICERT HRET IIL—TDEHRTE

ACNS 5.1 HTTPS
Content Engine CLI Content Engine
Content Engine GUI

Certificate Authority
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HTTPS

HTTPS

https certgroup cert-name EXEC Content Engine

7-11 https certgroup cert-name EXEC

=711 certgroup EXEC A< > KD/85 A —4

INT A—4H BTL:)]
certgroup

cert-name

import

create

remove

A4 > F7AY Content Engine IZ5 144 HTTPS RIETO XL H—/\DHRTE

https proxy outgoing host HTTPS
Content Engine HTTPS

proxy-protocols outgoing-proxy exclude HTTPS

Content Engine

HTTPS

Content Engine HTTPS
proxy-protocols transparent default-server
Content Engine
Content Engine proxy-protocols transparent
reset
Content Engine HTTPS
HTTP HTTPS P. 14-7

Content Engine ~ HTTPS
HTTPS 8081

ContentEngine(config)# https proxy incoming 8081

O—AIEEEEICET S CiscoACNS VI bz 7 avIaFal—ary HAF
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M x%> K70 ContentEngine (25175 HTTPS ¥+ v L L5 DETE

Content Engine A HTTPS HTTPS
HTTPS-over-HTTP 10.1.1.1
8088 Content Engine A HTTPS
10.1.1.1 10.1.1.2 Content Engine A
HTTPS

ContentEngineA(config)# https proxy outgoing host 10.1.1.1 8088 primary
ContentEngineA(config)# https proxy outgoing host 10.1.1.2 220

ACNS 5.1.x 1 HTTPS
Content Engine ACNS 5.2.1 8
HTTPS Content Engine
14 Content Engine

HTTPS HTTPS
Content Engine proxy-protocols transparent
HTTP

HTTPS P. 14-7

EEDFEER— FIHTEITET I EXADRLE

Content Engine
Content Engine

TE

Content Engine
HTTPS

Web HTTPS HTTPS

all allow

deny

WCCP WCCP Version 2 HTTPS
Content Engine
HTTPS Content Engine

Content Engine GUI CLI Content Engine GUI
Cache > HTTPS Proxy [HTTPS Proxy]
[HTTPS Proxy]
HELP

Content Engine CLI

ContentEngine(config)# https destination-port ?
allow Allow HTTPS traffic to port (443 and 563 allowed by default)
deny Deny HTTPS traffic to port (port under 1024 denied by default)

O—AHIIEEEEICET 2 CiscoACNS VI ko xz7 avIaFal—ary HA4F
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Content Engine HTTPS

ContentEngine(config)# no https destination-port allow 443 563
ContentEngine(config)# https destination-port deny all

1024 1024
443 563 HTTPS no https
destination-port allow 443 563

~
(¥)  TCP UDP
0 255 FTP
256 1023
FTP 21 Telnet 23 1024 65,536
Content Engine https://banking.bankabc.com
XXX WCCP
Content Engine XXX

A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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WM X% K70 ContentEngine (25175 FTP ¥+ v U DBRE

AAR > K7AY Content Engine IZH T2 FTP v v VT DRTE

Content Engine FTP
FTP
. Content Engine FTP P.7-38
. Content Engine FTP-over-HTTP P. 7-40
. Content Engine FTP P.7-43
)
(3¥)  Content Engine GUI CLI Content Engine FTP
AAR 2 R7RAY Content Engine AL FTP ¥ v v Uy OHME
Content Engine 2
¢ FTP-over-HTTP
Content Engine HTTP
FTP URL HTTP
FTP
Content Engine FTP-over-HTTP
P. 7-40
. FTP Content Engine
FTP FTP
ACNS 53.1 FTP
FTP ACNS
5.1 52
Content Engine FTP P. 7-43
Content Engine FTP FTP
2
FTP-over-HTTP
HTTP FTP FTP
FTP FTP
ContentEngine# ftp server.cisco.com
7-12 FTP
O—ANLNEEEEICEY S CiscoACNS VI +Ix7 AV J14F¥al—Yav A4 F
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24> K70 Content Engine (25175 FTP ¥ v v o nix B

%= 712 Y R—FEhDFIPX vy OV IDERE—FERAT

i)

T—F B2l BBV LY ay EEIJOXxT L—T12T

FTP- Content Engine ~ HTTP

over- FTP-over-HTTP Content

HTTP Engine

FTP URL
FTP-over-HTTP
ACNS
5.0
Content Engine
FTP-over-HTTP
P. 7-40
Content Engine WCCP Version 2 FTP |FTP FTP
FTP FTP FTP FTP Content Engine
FTP Content Engine
FTP
ACNS
FTP 5.3.1
ACNS FTP
5.1 P.
FTP 7-49
P. 7-44
>
GE¥)  FTP WCCP Version 2 4
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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ACNS 53.1

ftp

FTP

ftp-over-http ftp-native

ContentEngine(config)# ftp-over-http ?

FTP-over-HTTP

age-multiplier
max-ttl
min-ttl

object
proxy
reval-each-request

FTP-over-HTTP caching heuristic modifiers

Maximum time to live for objects in the cache

Minimum time to live for objects in the cache (in minutes,
default is 30)
Configuration
Configuration
Configuration

of FTP object
for incoming proxy-mode requests
of revalidation for every request

ContentEngine(config)#ftp-over-http
ContentEngine(config)# ftp-native ?
object Configuration of FTP object

proxy

Configuration for proxy-mode requests

ContentEngine(config)#ftp-native

A% 2 K708 Content Engine IZ& 1+ 5 JEZE @ FTP-over-HTTP v v L U T DETE
ACNS 5.0 FTP HTTP
Content Engine
FTP HTTP Content Engine
FTP
Content Engine FTP
FTP
Content Engine FTP-over-HTTP
FTP-over-HTTP
ACNS 5.1 URL  FTP
ftp://ftp.mycompany.com/ftpdir/ftp_file HTTP
FTP URL
FTP-over-HTTP FTP
ftp://ftp._funet_fi/pub/cbm/crossplatform/converters/unix/
Content Engine HTTP
Content Engine ~ FTP FTP Content Engine
Web FTP
FTP ACNS
5.2.1 FTP
FTP FTP FTP
base64 FTP RFC 1738
FTP URL ftp://user@site/dir/file URL
FTP MIME FTP
ASCII
FTP
FTP
O—ANLNEEEEICEY S CiscoACNS VI +Ix7 AV J14F¥al—Yav A4 F
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FTP

Content Engine CLI Content Engine FTP-over-HTTP

ATvTA1 FTP-over-HTTP
ContentEngine(config)# ftp-over-http proxy incoming ports
ports Content Engine 80
FTP-over-HTTP 1 65535
8
8080 8081 9090 FTP-over-HTTP
Content Engine 8
ContentEngine(config)# ftp-over-http proxy incoming 8080 8081 9090
FTP-over-HTTP 9002
RealProxy
ContentEngine(config)# ftp-over-http proxy incoming 9002
Port 9002 is reserved for application the Real Proxy.
ftp-over-http proxy incoming 80 FTP-over-HTTP
Content Engine FTP-over-HTTP
Content Engine P. 4-39
AT w72 Content Engine
Apache Content Engine
Content Engine
ContentEngine(config)# transaction-logs format apache
ContentEngine(config)# transaction-log enable
P. 21-35
ATv 73 FTP-over-HTTP FTP
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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WM X% K70 ContentEngine (25175 FTP ¥+ v U DBRE

Je

E bk ACNS 5x HTTP FTP
ACNS
HTML
GIF JPEG Web
a. FTP-over-HTTP Content Engine FTP
FTP-over-HTTP FTP
2
ContentEngine(config)# ftp-over-http object max-size 2000
b. FTP-over-HTTP ftp-over-http age-multiplier ftp-over-http max-ttl
ftp-over-http reval-each-request ftp-over-http min-ttl
FTP-over-HTTP
Time To Live 3
ContentEngine(config)# ftp-over-http max-ttl days directory-listing 3 file 3
FTP-over-HTTP 10 24 1 FTP

Content Engine

ContentEngine(config)# ftp-over-http min-ttl 10
ContentEngine(config)# ftp-over-http max-ttl hours directory-listing 24 file 24

c. Content Engine FTP-over-HTTP

ContentEngine(config)# ftp-over-http reval-each-request all

>
((¥) ACNS53.1 ftp ftp-over-http ftp-native
ftp-over-http proxy outgoing host Content Engine 1
FTP FTP
P FTP ICP WCCP
FTP Content Engine

FTP
FTP P. 14-5
ftp-over-http proxy anonymous-pswd global configuration FTP-over-HTTP
FTP-over-HTTP Content Engine

ContentEngine(config)# ftp-over-http proxy active-mode enable

B P—HLEBEBICEY S CiscoACNS VI bz 7 avI4Fal—av HAF
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FTP-over-HTTP ftp-over-http proxy active-mode
Content Engine FTP
Content Engine

FTP-over-HTTP ftp-over-http proxy active-mode
Content Engine FTP
FTP
ATvT7 Content Engine FTP-over-HTTP

ContentEngine(config)# exit
ContentEngine# show ftp-over-http

ATvT8 Content Engine FTP-over HTTP

ContentEngine# show statistics ftp-over-http

Content Engine FTP-over-HTTP FTP-over-HTTP
Content Engine FTP
FTP-over-HTTP
FTP-over-HTTP

ATv7T9 Content Engine FTP-over-HTTP
ContentEngine# clear statistics ftp-over-http

~

(3¥) ACNS 53.1 show ftp proxy EXEC show ftp-over-http
show ftp-native EXEC

ACNS 53.1 show statistics ftp EXEC show statistics
ftp-over-http show statistics ftp-native EXEC

ACNS 5.3.1 clear statistics ftp EXEC clear statistics
ftp-over-http clear statistics ftp-native EXEC

Ka
At

A/ 2 K70V Content Engine IZHIFB FTP XA T4 7 v v JME
Content Engine FTP

. FTP P. 7-44
. FTP P. 7-49

ACNS 5.1 52 FTP
« FTP 200
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e FTP FTP
e FTP ToS Type of Service
* cdnfs

* ICAP

« ICP

. 4 FTP
e FTP
e MIN-TTL AGING-HEURISTIC-TTL

e URL good bad

¢ Macintosh FTP
e FTP

¢ ACNS 53.1
ACNS

FTP P. 7-49

BBFIPRAT4T Ty U IDERTE

N2H2 Websense SmartFilter

53.1 FTP

FTP 60 WCCP Version 2 Content Engine

FTP
Content Engine FTP

WCCP
FTP

FTP Content Engine

FTP

ftp-native proxy active-mode enable

Content Engine
FTP

ContentEngine(config)# ftp-native proxy active-mode ?

enable Adhere to client®s mode for native FTP

ftp-native proxy active-mode enable

Content Engine

FTP
Content Engine FTP
* Content Engine FTP FTP
FTP FTP
* Content Engine FTP FTP
FTP
FTP Content Engine URL FTP
ACSII
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e FTP *user*:*password* @
URL

. type=i URL
Content Engine
URL

ftp://*user*:*password*@10.100.200.5/home/myhome/mybinfile.obj ;type=i

ACSII URL

ftp://10.100.200.5/home/myhome/mytextfile.txt

2 Content Engine FTP 1
huff FTP test.c
huff /home/huff

ContentEngine# ftp server.cisco.com

Connected to server.cisco.com.

220 server.cisco.com FTP server (Version wu-2.6.0(1) Mon Feb 28 10:30:36 EST 2000)
ready .

Name (server:huff): huff

331 Password required for myserver.

Password:

230 User huff logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> pwd

257 "/home/huff"” is current directory.

ftp> get /tmp/test.c

200 PORT command successful.

150 Opening BINARY mode data connection for /tmp/test.c (645 bytes).
226 Transfer complete.

645 bytes received in 0.00077 seconds (8.2e+02 Kbytes/s)

ftp> quit

ContentEngine#

test.c FTP

ContentEngine# ftp server.cisco.com

Connected to server.cisco.com.

220 server.cisco.com FTP server (Version wu-2.6.0(1) Mon Feb 28 10:30:36 EST 2000)
ready -

Name (server:huff): anonymous

331 Guest login ok, send your complete e-mail address as password.
Password: test@cisco.com

230 Guest login ok, access restrictions apply.
Remote system type is UNIX.

Using binary mode to transfer files.

ftp> pwd

257 /" is current directory.

ftp>

ftp> passive

Passive mode on

ftp> get

(remote-file) /tmp/test.c

(local-file) test.c

local: test.c remote: /tmp/test.c

227 Entering Passive Mode (172.31.255.255)

550 /tmp/test.c: No such file or directory.
ftp>

ContentEngine#
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WM X% K70 ContentEngine (25175 FTP ¥+ v U DBRE

Content Engine WCCP Version 2
FTP

AT 71 Content Engine FTP
ContentEngine(config)# ftp-native proxy active-mode enable
FTP Content Engine

FTP
Content Engine FTP

AT w72 Content Engine

Apache Content Engine
Content Engine

ContentEngine(config)# transaction-logs format apache
ContentEngine(config)# transaction-logs enable

P.21-35
XFvw 73 FTP FTP

FTP FTP 2

ContentEngine(config)# ftp-native object max-size 2000

AT w74 Content Engine FTP
FTP WCCP Version 2 4
a. FTP Content Engine
1 WCCP Version 2 1P 10.77.157.41

1
ContentEngine(config)# wccp router-list 1 10.77.157.41
b. FTP Content Engine

1 FTP
Content Engine

ContentEngine(config)# wccp ftp-native router-list-num 1

ATv7F5 WCCP FTP FTP
Content Engine FTP

a. 60
Router(config)# ip wccp 60

O—AHIIEEEEICET 2 CiscoACNS VI ko xz7 avIaFal—ary HA4F
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60  WCCP Version 2 Content Engine FTP
WCCP Version 2
Content Engine FTP
b. 60

Router(config)# interface type number

C. 60

Router(config-if)# ip wcecp 60 redirect out
Router(config-if)# end

ATy 76 FTP Content Engine

ContentEngine# show wccp modules
Modules registered with WCCP on this Content Engine

Module Socket Expire(sec) Name Supported Services
2 13 a4 WT Proxy wr
3 14 4 MMSU WMT Proxy MMSU

6 15 4 WMT-RTSPU RTSPU

1 16 4 RTSP Proxy RTSP

0 17 3 HTTP Proxy Web Cache

Reverse Proxy
Custom Web Cache
HTTPS Cache
WCCPv2 Service 90
WCCPv2 Service 91
WCCPv2 Service 92
WCCPv2 Service 93
WCCPv2 Service 94
WCCPv2 Service 95
WCCPv2 Service 96
WCCPv2 Service 97

5 22 3 FTP Proxy FTP
ContentEngine#

ATvT7 FTP FTP Content Engine

ContentEngine# show wccp services
Services configured on this Content Engine

Web Cache

Reverse Proxy

RTSP

WMT

MMSU

DNS

FTP

RTSPU

HTTPS Cache
ContentEngine#
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ATv7T8 weep ftp-native mask FTP
Content Engine dst-ip-mask
1P
1P 16 0xFC000000

0x00000000 FC000000

ContentEngine(config)# wccp ftp-native mask ?
dst-ip-mask Specify sub-mask used in packet destination-IP address
src-ip-mask Specify sub-mask used in packet source-IP address
ContentEngine(config)# wccp ftp-native mask

WCCP 2
P. 6-39

ATv 79 I12-redirect GRE 2
mask-assign FTP

ContentEngine(config)# wccp ftp-native router-list-num 1 I2-redirect mask-assign
WCCP configuration for FTP succeeded.

Please remember to config WCCP service 60 on the corresponding router.
ContentEngine(config)#

2Fv 710 FTP

ContentEngine# show wccp masks ftp-native

2Ty 711 FTP

ContentEngine# show ftp-native

WCCP FTP service status: ENABLED
Maximum size of a FTP cacheable object: 204800 KBytes
FTP data connection mode with Server: Adhere to Client"s mode (active or passive)

Incoming Proxy-Mode:
Configured Proxy mode Native FTP connections on ports: 1234567 8

ATy 712 Content Engine FTP

ContentEngine# show statistics ftp-native

Content Engine FTP GET FTP
Content Engine FTP PUT

A7 713 Content Engine FTP

ContentEngine# clear statistics ftp-native
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Z4 > K70 Content Engine (2533 FTP ¥ v v > oo nHE M

S
(G¥) ACNS 5.3.1 show ftp proxy EXEC show ftp-over-http
show ftp-native EXEC
ACNS 5.3.1 show statistics ftp EXEC show statistics
ftp-over-http show statistics ftp-native EXEC
ACNS 5.3.1 clear statistics ftp EXEC clear statistics

ftp-over-http

clear statistics ftp-native EXEC

FEBFTPRATAT XTvuivim

ACNS

FTP

Content Engine

RE
53.1 FTP
Content Engine
FTP
FTP FTP Reflection X WS-FTP
UNIX DOS FTP FTP
Content Engine
Content Engine FTP
Content Engine FTP FTP

FTP
Content Engine

FTP
HTTP

FTP ftp-native proxy active-mode enable
Content Engine
FTP
ftp-native proxy active-mode enable Content Engine
FTP
N
(¥)  Content Engine  NAT Content Engine IP
FTP FTP
Content Engine FTP
ATvT1 FTP FTP

ContentEngine(config)# ftp-native proxy incoming ports

ports

Content Engine ~ FTP FTP

1 65535

| 0L-6859-01-J
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FTP FTP 8 8501 8502
8503 8504 8505 8506 8507 8508 Content Engine
8
ContentEngine(config)# ftp-native proxy incoming 8501 8502 8503 8504 8505 8506 8507
8508
ftp-native proxy incoming Content Engine
ftp-native proxy incoming
ftp-native proxy incoming Content Engine
8
ContentEngine(config)# ftp-native proxy incoming 8501 8502 8503 8504 8505 8506 8507
8508
ftp-native proxy incoming Content Engine
8501 7

ContentEngine(config)# ftp-native proxy incoming 8501

FTP 554
Content Engine RTSP

ContentEngine(config)# ftp-native proxy incoming 554
Port 554 is reserved for application the RTSP_Gateway.

ATy 72 FTP Content Engine FTP

ContentEngine(config)# ftp-native object max-size size

FTP FTP 2

ContentEngine(config)# ftp-native object max-size 2000

AT w73 Content Engine

Content Engine Apache Content Engine

ContentEngine(config)# transaction-logs format apache
ContentEngine(config)# transaction-logs enable

P.21-35

AT w74 Content Engine FTP

ContentEngine(config)# ftp-native proxy active-mode enable
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ATy 75 FTP Content Engine FTP
FTP
AT 76 View the current FTP native proxy configuration.

ContentEngine# show ftp-native

ATvT7 Content Engine FTP

ContentEngine# show statistics ftp-native

AT 78 Content Engine FTP

ContentEngine# clear statistics ftp-native

~

(3¥) ACNS 53.1 show ftp proxy EXEC show ftp-native
show ftp-over-http EXEC

ACNS 53.1 show statistics ftp EXEC show statistics
ftp-over-http show statistics ftp-native EXEC

ACNS 53.1 clear statistics ftp EXEC clear statistics
ftp-over-http clear statistics ftp-native EXEC

FEBFTPRAT 4T Fv v IDY 3472 MIDHRTE

FTP Content Engine Reflection X WS-FTP

Unix DOS FTP FTP FTP

FTP Content Engine

FTP
FTP
Windows Reflection X Content Engine
FTP
AT7v 71 Windows Start Programs > Reflection > FTP Client FTP
7-2
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WM X% K70 ContentEngine (25175 FTP ¥+ v U DBRE

ATy T2

ATvT3

AT v 74 General

7-2 FTP Y4 MIZiEET B2BD Reflection X ¥ SA TPk VI bz 7OER

Connect to FTP Site

Mame Address
E| FTP Support ... Wikt ANORYMOLES
ﬁ‘WHQ, Inc. ftp.wrg.com AnonymoLs

|UserName Home Directary Connect I

fpubdreflectnyd...

Cloze |

Mew..

Delete
Rename |
Froperties |

E
x

L3
uw
&
Connect to FTP Site FTP 1
Properties FTP Properties
7-3
7-3 Properties 71 > F
General | Eonnectionl Directoriesl Transferl Translationl
Serverype | auto detect |
Log on a:
& Anonymous
" User anonymous ¥ Save password
Password: I
Click the Security button ta configure authentication and |
firewall options. ﬂl
L=}
w
QK I Cancel Apply i
]

Security
7-4

Security Properties
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24> K70 Content Engine (25175 FTP ¥ v v o nix B
7-4 Securities ¥4 7O5 Ry H R
Froxy |
[~ Prowy server
Server type: ISDEKS j Lonfigure... |
oKk | Cancel Hel | &
ancel elp 5
AT w5  Securities
a. Proxy server Proxy
b. Server type Passthrough
AT 76 Configure Passthrough Server 7-5
7-5 Passtrough Server ¥4 7A4J Ry H R
Style: SITE zervername
Server name: I Femeel |
User name: I Help |
Paszsword: I
[™ Save passthrough password o
™| Passthrough authentication E
]
AT F 7 Passthrough Server
a. Style username(@servername
b. Server name Content Engine IP
c. Passthrough authentication
d. OK Passthrough Server Securities
AT w78 Securities OK Securities

| 0L-6859-01-J
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AT 79 Properties 7-3 Connection
AT 710 Connection 7-6 TCP Content Engine ~ FTP
7-6 Properties *7 1 > Fr2® Connection 2 7

General  Connection | Directoriesl Transferl Translationl

— Connection optio:

™ Use passive mode

[~ Send keep alive every |3DD _,::' seconds

TCP part: |21 _|:;'

Account: I

 Timeouts in second:

Connect: |1 20 _|:;'

Sessior: [120 =

™ Force a directary listing timeout of IG zeconds

QK I Cancel Apply g
TCP FTP P. 7-49
1 ftp-native proxy incoming port
7780
AT 711 Connection Apply OK Connect to FTP Site
7-2

AT 712 Reflection X FTP

a. Connect to FTP Site Connect Reflection FTP

7-7
B 7-7 [Reflection FTP /SR — K1 #4705 KRy o X
x

@ Anonymous pazsword [tpically your e-mail address]:

[V Remember for all anonpmous hosts

()8 I Cancel

131164
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24> K70 Content Engine (25175 FTP ¥ v v o nix B

WS-FTP Windows

Windows FTP Ipswitch, Inc.
Windows
Windows WS-FTP Content Engine
FTP
ATv 71 Windows Start Programs > Ipswitch WS_FTP_Home > WS_FTP Home
WS _FTP Home 7-8
g S - ™ —
7-8 FTP ¥4 ~ (FTP H#—/%) [CERET DO WS-FTP V547V VI ko 7DER
-ioix
File Edit Wew Tools Help
L) - o & i) -
Conneck. .. Disconnect  Connection Wizard | Options.., Yiews H
address  ftpeffftp.wrg.comf + UserlD  anonymous Password  FEEdEE Go - |
My Computer 4 wrq.com 4
B [ ~@dJ O =-5 o @ JOE-
i 1 @ [ k& - | i i & [k B
Mame | Sizel Type | Modified = Mame | Sizel Type | Modified
[C Adobe File... 11/29/200 __l admin Folder  6/11/2002120...
C1ADOBEAPP File... 6/28/200; __lincoming Folder  12/25/2004 8:2..
DADLInstantMessenger File ... 4A7/200: i G| pub Folder 101372004 1:3..
(21 anlestras File ... 477/200 | restrict Folder  12/26/2004 8:0...
(21 cmdcons File... 2/7/2002 __ISPECIAL Folder  12/6/2004 3:02 ...
[Z1 Documents and Settings File ... B/9/2003 __Itraining Folder  BA18/200212:0..
[ Earthiink File... 5/6/2004 Oindes. kxt 3KBE Text.. 3/25/2000120.
(21 ether300 File... 11/25/20 README.TAKT 2KB Text.. 11/21/200012..
(1 fants File ... 6/3/2002 testrict-how-to-access. tet TKB  Test.. 10/25/193912..
CJIBMTOOLS File .. 2/7/2002 special-how-to-access. bt TKB  Test.. 10/25/193912..
C1icans File... 2/7/2002 Welcome.htm 1KE HTM.. 9/30/1338120..
[ Instal CompuServe?.0 File ... 447/200:
It all 1711 Eila A7
o | = 4 s
58 ohject(s) 985,437 KB For Help, press F1 S KB
Information Window 1 x
Source I | Statuz | Operation | Transferredl Fiate [KB.-"S]l Sizel Time Leftl
.
W
Transfer Manager | Transfer History | Connection Log -

AFw 72 File Connect > Connection Wizard
ATFvT3 FTP
AFvTS4 FTP P

ATv7S5 FTP
AFvT6 FTP
AT w77 Finish

ATy 78 Tool Option > Firewall
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ATv 79 New

A7 710 Content Engine

2Ty 711 Script  fwsc

ATy 7T 12

FTP P. 7-49 1
port

AT 713 Okay
AT v 7 14 Firescript
ATv 715

AT 7 16 Firescript

Firescript

[fwsc]

author=cisco

version=1

verdate=2004.11.23
required=HostUserld,HostPassword,HostAddress
connectto=Firewall

[comment]

This script is similar to the "site hostname" script except that
the following line at the beginning of the script section is
removed:

send (" ") {&
[script]
send ("'SITE %HostAddress™) {}

send ("'USER %HostUserld™)

{
case (300..399) :
continue;

case any :
return (false) ;

}

send ("'PASS %HostPassword'™)

{
case (200..299) and contains(lastreply, "ACCOUNT') and not

isempty(HostAccount) :
continue;

case (300..399) :
continue;

case (200..299) :

1P

ftp-native proxy incoming
7780
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24> K70 Content Engine (25175 FTP ¥ v v o nix B
Jump success;
case any :
return (false) ;
}
send ("'ACCT %HostAccount')
{
case (200..299) :
Jjump success;
case any:
return (false);
}
label success;
gossl;
return (true);
ATvTA7
AT w718 Tool Options > Firewall
ATy 719 FTP Content Engine 10
Content Engine
AT v 7 20 Edit
AT w7 21 script <fswe> firescript name
EVk
Content Engine
AT 7 22 WS-FTP Home Tool > Site Manager Site Manager
7-9
7-9 Site Manager V1 > K™
x|
qﬂ%eiwq.com Connect I
Create Site... |
Create Folder |
Ed... |
Fename |
Delete |
Cloge |
Help |
[t At com (FASY] =
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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AT 7 23 Site Manager wrq.com
Edit Site Options 7-10

7-10 Site Options 71 > K™

Site Options - wrg.com ﬂ

-+ Hast Infa Host Info
- Startup

- Transfer Host name: |G
B- Advanced

- 55L UszerlD: Ianonymous
Password: I ¥ Save password
Account: I [T Save account

Caomment: I

QK I Cancel Help

131169

AT 7 24 Site Options Advanced
ATvT 25 Firewall Content Engine
UNIX FTP FTP
Content Engine FTP

shell# ftp —d 2.9.192.11 8501

Connected to 2.9.192.11.

220-Welcome to FTP-proxy.

220-Login to origin server using the "USER username@server-hostname® command,
or 220 Login to origin server using the "SITE server-hostname® and
"USER username® commands.

Name (2.9.192.11:admin): smartuser@abchost.company.com
331 Password required for smartuser.

Password:

230 User smartuser logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> dir

---> PORT 2,9,192,10,81,212

200 PORT command successful.

-—=> LIST

150 Opening ASCII mode data connection for /bin/ls.
total 8

-rw-r--r-- 1 nobody abc 5496 Jan 31 2002 boot
-rw-r--r-- 1 nobody abc 143 Oct 24 2001 cop

226 Transfer complete.

ftp> quit

-—=> QUIT

shel 1#
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Z4 > K70 Content Engine (2575 TFTP H—N\E&UF—+toz 1 0EE B
AR > K70y Content Engine IZ8H(1T5 TFTP H—N\EXUH— k
Sl

D IADEFE

ACNS 5.1 TFTP Trivial File Transfer Protocol

Content Engine TFTP
Content Engine

TFTP-to-HTTP TFTP-to-FTP

TFTP TFTP

Content Engine TFTP

G¥)

HTTP FTP

Content Engine

Content Engine
Content Engine

IP
Content Engine
Content Engine
Content Engine

1P
Content Engine

Content Engine

Content Engine TFTP Content Engine
TFTP Content Engine  IP
Content Engine TFTP TFTP
1. Content Engine TFTP TFTP
2, TFTP TFTP
3. Content Engine TFTP
HTTP FTP URL
4.
cfs cdnfs
Content Engine TFTP
5. URL
6. Content Engine TFTP TFTP

TFTP
File not found

404
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A% > K7AY Content Engine ETH TFTP Y—ERXRB LUV —FD 1A DER

Content Engine TFTP TFTP
tftp-server 2
. Content Engine
TFTP TFTP
. Content Engine TFTP
TFTP
TFTP TFTP
Content Engine
TFTP Content Engine
HTTP
FTP
Content Engine Content Engine
Content Engine
Content Engine File not found 404
TFTP TFTP
TFTP [tftpboot
mkdir
TFTP 5 5
TFTP 4 —N\EXUVT— b1 DEMIE
AT 71 Content Engine TFTP
ContentEngine(config)# inetd enable tftp
ATvT2 Content Engine TFTP
a. mkdir
b. tftp-server dir TFTP
1 tftp-server dir
tftp-server dir
TFTP
TFTP TFTP
O—ANLNEEEEICEY S CiscoACNS VI +Ix7 AV J14F¥al—Yav A4 F
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Z4 > K70 Content Engine (2575 TFTP H—N\E&UF—+toz 1 0EE B

/tftpboot
TFTP mkdir
/tftpboot
TFTP TFTP
TFTP Content Engine
Content Engine
Content Engine tftp-server
gw proto Content
Engine TFTP
Content Engine TFTP
AXTwv 71 Content Engine TFTP
ContentEngine(config)# inetd enable tftp
ATv 72 ipaccess-list TFTP
AT 73 tftp-server access-list TFTP
ATwv T4 titp-server TFTP
)
(G¥)  Content Engine TFTP Content Engine Content Engine

1P TFTP

A& > K7 A2 Content Engine IZH 15 TFTP H—N\E LUV —bD 1 DRE

TFTP

/tftpboot

mkdir EXEC
TFTP
1 tftp-server dir
tftp-server dir

TFTP TFTP
tftp-server TFTP

Content Engine

O—AIEEEEICET S CiscoACNS VI bz 7 avIaFal—ary HAF
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ATy

71

tftp-server dir TFTP
Content Engine 1

Content Engine ~ TFTP

ContentEngine(config)# mkdir /local/mydir
ContentEngine(config)# mkdir /local/clients
ContentEngine(config)# tftp-server dir /local/mydir
ContentEngine(config)# tftp-server dir /local/clients

/locall/mydir

TFTP IP

tftp-server access-list {acl-num | acl-name}

TFTP
1

ContentEngine(config)# tftp-server access-list 1

Content Engine
TFTP

tftp-server gw proto {ftp | http} server {hostname | ip_address}
[name name passwd password] [path directory] pri priority

~

ACL

Content Engine

TFTP

GE) FTP HTTP

tftp-server gw proto 2
HTTP FTP
=2 priority

Ip

7-13 tftp-server gw proto

#£713 tftp-server gw proto A Y Y FD/85 A —4

NS A—4 sREA

gw Content Engine ~ TFTP

proto

TFTP

ftp FTP

http HTTP

server

hostname
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Z4 > K70 Content Engine (2575 TFTP H—N\E&UF—+toz 1 0EE B

=713 tftp-server gw proto AT Y FD/R5 A—% (%)

NG A—4 3 BH

ip-address 1P

name

name

passwd

password

path

directory

pri
priority 1 2

Content Engine TFTP

ContentEngine(config)# inetd enable tftp

192.168.1.0 FTP TFTP

ContentEngine(config)# ip access-list standard 1
ContentEngine(config-std-nacl)# ip access-list permit 192.168.1.0 0.0.0.255
ContentEngine(config-std-nacl)# exit

2 Content Engine ~ TFTP

ContentEngine(config)# tftp-server dir /locall/mydir
ContentEngine(config)# tftp-server dir /locall/clients

/locall/mydir

Specify the IP access list that should be used to permit access to the TFTP service:
ContentEngine(config)# tftp-server access-list 1

Content Engine
Content Engine ~ TFTP Content Engine
FTP

ContentEngine(config)# tftp-server gw proto ftp 192.168.100.1 pri 1 path
/myremotedir name myuser passwd mypassword

/myremotedir Content Engine
ACNS URL
URL

ftp://myuser:mypasswd@192.168.100.1/myremotedir/requested-file-name
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RH 2 F7AY Content Engine IZH T 2HEXDF v v F —EXDEE |

WM x%> K70 ContentEngine (25175 DNS ¥+ v Y7 DETE

s . - > S N SIS
AR > K70y Content Engine IZHTA DNS v v VT DHRTE
Content Engine DNS
d Content Engine DNS P. 7-64
. Content Engine DNS 53
P. 7-66
A% > K7 A2 Content Engine IZH 174 DNS ¥ v v 2 J(2D0\T
DNS 1P
DNS IP
Web
http://www.cisco.com DNS cisco.com 1P
Web
DNS Content Engine ~ DNS DNS
WAN Content Engine
DNS Content Engine DNS
Content Engine DNS
DNS
AE Content Engine WCCP DNS
ANCS Content Engine WCCP
DNS 53
DNS Content Router Content Router
Content Engine WCCP DNS
ACNS
DNS WCCP
Content Engine DNS Content Engine ~ GUI
CLI Content Engine DNS IP
Content Engine DNS
DNS Content Engine
Content Engine DNS
e DNS
Content Engine 1P
* DNS Content Engine ~ DNS
* Content Engine WCCP Version 2 DNS DNS 53
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m. 0L-6859-01-J |



| 7% X422 F7RAY Content Engine IZEIF3RENDF v vy H—EXDRE
Z4 > K70 Content Engine (25175 DNS ¥ v v sniEe M
WCCP DNS ACNS 5.1
Content Engine WCCP Version 2
WCCP Version 2 DNS 53
DNS WCCP P. 7-65
FAA D DRBHEIRREY
Content Engine 1 DNS
Content Engine 1 DNS Content Engine GUI
System > DNS CLI ip name-server
Content Engine DNS DNS
DNS 53 DNS P. 7-65
DNS WCCP ZEBHITRIENHE
WCCP DNS Content Engine WCCP Version 2
DNS 53
DNS WCCP
e DNS
DNS DNS
« WCCP DNS DNS 53
ACNS DNS 53 DNS
Content Engine DNS Content Engine DNS
DNS 53
DNS
DNS ¥¥ v vy R—LH$—ERX ($—E R 53) FAD DNS 4—/\DRE
Content Engine DNS
DNS
. DNS Content Engine
DNS DNS DNS
ip name-server System > DNS  Content Engine GUI
. DNS DNS DNS
DNS WCCP 53 Content Engine
WCCP Version 2 7-14

dns use-original-server
DNS

Content Engine
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$78% XA FE7OY Content Engine [CHIFB3REEDF v v vy H—ERXDHBE |
WM x%> K70 ContentEngine (25175 DNS ¥+ v Y7 DETE

714 WCCP Version 2 fR{TZ{EZHEAL=DNS ¥ v V5 H—EXAAD DNS H—/ DIETE

CLIav Yk (&HE#E) BH#
dns use-original-server only Content Engine DNS
53 DNS
DNS
DNS
dns use-original-server after-configured Content Engine DNS
DNS
DNS
dns use-original-server before-configured |Content Engine DNS
DNS
DNS
no dns use-original-server Content Engine DNS
DNS
Content Engine GUI CLI Content Engine 1 DNS
S
(3¥)  Content Engine GUI System > DNS DNS
DNS HELP

AR > K7AY Content Engine [Z%3 % DNS ¥+ v o4y H—ER (H—E X 53)
DERTE
DNS DNS 53 Content Engine  DNS
WCCP Version 2 Content Engine
WCCP Content Engine DNS
DNS DNS DNS
Content Engine  DNS
ATy T WCCP Version 2 WCCP Version 1 ~ DNS
Router# configure terminal
Router(config)# ip wccp version 2
ATvT2 DNS 53

Router(config)# ip wccp 53

O—AHIIEEEEICET 2 CiscoACNS VI ko xz7 avIaFal—ary HA4F
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| 7% X422 F7RAY Content Engine IZEIF3RENDF v vy H—EXDRE

Z4 > K70 Content Engine (25175 DNS ¥ v v sniEe M

ATvT3 53
Router(config)# interface type number
ATvT4 53
Router(config-if)# ip wccp 53 redirect out
AT w75 WCCP Version 2 Content Engine
ContentEngine(config)# wccp version 2
ATv7T6 53 Content Engine
ContentEngine(config)# wccp dns
ATvT7T DNS
1P DNS
1P
Content Engine DNS
ContentEngine(config)# dns listen 10.1.1.0 port 53 hostname acme
DNS DNS dns pin 1P
The dns pin both cname
forward reverse IP
forward 1P reverse 1P
both forward  reverse
cname CNAME
AT 78 dns retry-period
ZATv 79 dnsretry-timeout User Datagram Protocol UDP DNS
DNS
DNS UDP DNS
3
60 DNS
DNS
DNS
A7 710 dns serial-lookup DNS
Content Engine
A—AILEERECEY S CiscoACNS VI +D 7 A2 T4 Fal—2av MK
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$78% XA FE7OY Content Engine [CHIFB3REEDF v v vy H—ERXDHBE |
WM x%> K70 ContentEngine (25175 DNS ¥+ v Y7 DETE

ATy 7T 1 Content Engine DNS

ContentEngine(config)# dns enable

>
(G¥) DNS 127.0.0.1
DNS
AT 712 dns max-cache-memory Content Engine
DNS 10,000

Content Engine

DNS 20,000
ContentEngine(config)# dns-cache size 20000
S
(3¥)  Content Engine GUI DNS Content
Engine GUI System > DNS DNS

DNS Update

AA > K7OY Content Engine IZ81F7% DNS ¥+ v U5 DERE

Content Engine DNS no dns-cache size

ContentEngine(config)# no dns-cache size
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FT7E XA E7AY Content Engine [ZEIFTAREDNF v 2T Y—ERDHRE
TCP ¥—TJ754 J%#{ET H-0MDR 4 > K7 O Content Engine D&t M

TCP ¥—TJ7 354 7%&EETH-HNDRXA > K70 Content Engine
DEXTE
=]
Content Engine HTTP TCP
Content Engine http tcp-keepalive
enable http tcp-keepalive enable
Content Engine  HTTP 75
Content Engine 75
Content Engine 90 4
Content Engine  HTTP
tcp keepalive-probe-cnt Content Engine
1 10
4
tep keepavlive-probe-interval Content Engine ~ TCP
1 120 75
tep keepalive-timeout Content
Engine Content Engine
I 120 90

A% > K70 Content Engine TOXKGEHRDET

Content Engines

ACNS 5.0.7 rule action no-persistent-connection
1P
S, gk + P
KETHERD BRI
600 Content Engine
HTTP

Content Engine

S,
(3¥)  Content Engine HTTP TCP
Content Engine http tcp-keepalive enable
HTTP
Content Engine Content Engine GUI
CLI
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RH 2 F7AY Content Engine IZH T 2HEXDF v v F —EXDEE |

BT1TE
WM 24> K70 Content Engine TOXEEEGENDHRT

Content Engine Content Engine GUI
Caching > Persist Connect Persistent Connections

Persistent Connections
HELP

Content Engine CLI Content Engine http
persistent-connections

ContentEngine(config)# http persistent-connections [all|client-only]|server-only]|
timeout seconds]

7-15 HTTP

% 7-15 HTTP Kk #iEst CLI /NS A —4

INTG A—A
persistent-connections
all

;5

client-only

server-only

timeout

seconds 1 86400

GET

/

™w tep server-rw-timeout tep client-rw-timeout

™w 120
Content Engine TCP
P.20-3

KT HERT D ERNE

Content Engine
http persistent-connections [all | client-only | server-only
| timeout seconds] no

ContentEngine(config)# no http persistent-connections [all|client-only]|
server-only|timeout seconds]

1P
no-persistent-connection

rule action

ContentEngine(config)# rule action no-persistent-connection
pattern-list list_num [protocol {http]https|ftp}]

rule action no-persistent-connection

o all
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Z4 > K70 Content Engine THxiEmnE: M

e client-only

e server-only

* src-ip
e dst-ip
e dst-port

e url-regex

* domain

* header-field user-agent
* header-field referer

* header-field request-line

7-16 rule action no-persistent-connection
* 7-16 rule action no-persistent-connection A% > FD/S5 A —4
INTA—5 e
action

no-persistent-connection

pattern-list

list_num 1 512
protocol
http HTTP
https HTTPS
ftp FTP
10 mywebsite.com

ContentEngine(config)# rule action no-persistent-connection server-only pattern-list

10
WARNING: rule action no-persistent-connection will affect end-to-end NTLM
authentication

to these servers
ContentEngine(config)#

ContentEngine# show rule all
Rules Template Configuration

Rule Processing Enabled

Actions :
rule action no-persistent-connection server-only pattern-list 100 protocol all

Pattern-Lists :
rule pattern-list 100 domain mywebsite.com
ContentEngine#

Content Engine Rules Template
13 Content Engine  Rules Template
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RH 2 F7AY Content Engine IZH T 2HEXDF v v F —EXDEE |

W cContentEngine 7 SXANDE—) 25 E— FORE

Content Engine 7 S X2 DE—1Y 245 E—FDHRE

Content Engine
Content Engine

Content Engine

Content Engine

Content Engine
Content Engine

WCCP Version 2
Content Engine

1 Content Engine
Content Engine

Content Engine
Content Engine

Content Engine

Content Engine
Content Engine

GE) Content Engine

Content Engine

Content Engine 1 Content Engine
Engines
Content Engine

GUI CLI Content Engine

WCCP
GUI WCCP > Clustering
Content Engine
Clustering

Content Engine CLI
http cluster

Content Engine

Content
1

Content Engine

Content Engine
Clustering

HELP

http cluster {heal-port number | http-port number | max-delay seconds | misses number}

7-17 http cluster
* 717 E—U2 5 E—FCLI/NRS4A—4
INTA—4 B
cluster Content Engine
heal-port
number 1 65535

14333
http-port Content Engine Content Engine
HTTP HTTP
80 1 65535
number HTTP 1 65535 80
max-delay Content Engine
O—AILEBREBICEAT S CiscoACNS VI b7 avJ4F¥al—arv HA4F
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| 7% X422 F7RAY Content Engine IZEIF3RENDF v vy H—EXDRE

ContentEngine 7 5240t—1) > 5 E—rnHx B

= 717 E—UVH E—FCLI/ASA—% (#E)

NS A—4 sREA

seconds 0 10

misses Content Engine

number 0 999

http cluster http-port

Content Engine

Content Engine

80
80 http proxy incoming

http cluster heal-port

14333
Content Engine

http cluster misses
Content Engine

0
WCCP Content Engine Content Engine
Content Engine
Content Engine 0
max-delay

Content Engine

max-delay
http-port 80
http-port heal-port

14333

HTTP
HTTP

Content Engine

ContentEngine(config)# http cluster http-port 8080
ContentEngine(config)# http cluster max-delay 5
ContentEngine(config)# http cluster misses 5

misses  max-delay
0 http cluster misses
max-delay no

ContentEngine(config)# no http cluster misses
ContentEngine(config)# no http cluster max-delay

http cluster

misses

http cluster

| 0L-6859-01-J

A—HIIEEEEICHT S CiscoACNS VI bz 7 avI4Fal—av H4F R



$78% XA FE7OY Content Engine [CHIFB3REEDF v v vy H—ERXDHBE |
W cContent Engine 7 5 X % 0 Internet Cache Protocol D&

Content Engine ¥ 5 X2 M Internet Cache Protocol D& E

Internet Cache Protocol ICP Content Engine
ICP Content Engine
Content Engine URL
Content Engine ICP

ICP Content Engine
ICP Content Engine
Content Engine
Content Engine ICP

ICPv2 2

e RFC 2186: Internet Cache Protocol (ICP), Version 2
* RFC 2187: Application of Internet Cache Protocol (ICP), Version 2

(G¥) ICp Content Engine ICP
Content Engine

Content Engine CLI ICP parent

ContentEngine(config)# icp client add-remote-server 10.1.1.1 parent icp-port 3130
http-port 3128 domain_x.com domain_y.com domain_z.com

ContentEngine(config)# icp client add-remote-server 10.1.1.1 sibling icp-port 3130
http-port 3128 domain_a.com domain_b.com domain_c.com

ContentEngine(config)# icp client enable

ContentEngine(config)#

Content Engine

ICP Content Engine CLI GUI
e ICP Content Engine P.7-74
« ICP Content Engine P.7-75

ICP Y547 bELTDRA Y K7 OV Content Engine @ X 5E

ICP ICP
Content Engine ICP
Content Engine Content Engine ICP
ICP 1

Content Engine

. Content Engine

. Content Engine Content Engine
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Content Engine # 5 X % O Internet Cache Protocol 0% W

Content Engine CLI GUI Content Engine  ICP
* Content Engine GUI Caching > ICP Client ICP Client
HELP
* Content Engine CLI icp client
Content Engine ~ ICP ICP
7-18 icp client

=718 icp client A< > FOEH

avw vk =)
icp client enable ICP Content Engine
icp client add-remote-server ICP
icp client exclude ICP
icp client max-fail 0 100
20
icp client max-wait Content Engine
icp client modify-remote-server |ICP
Content Engine CLI ICP

ContentEngine(config)# icp client add-remote-server 172.16.0.0
parent icp-port 3130 http-port 3128 domain_x.com domain_y.com domain_z.com

ContentEngine(config)# icp client add-remote-server 172.16.0.0
sibling icp-port 3130 http-port 3128 domain_a.com domain_b.com domain_c.com

ContentEngine(config)# icp client enable
Icp Client started

ICP H#—/\& LTDARA > K702 Content Engine MERE

ICP Content Engine
Content Engine ICp

ICP Content Engine
Content Engine GUI CLI Content Engine  ICP

* Content Engine GUI Caching > ICP Server ICP

Server HELP
* Content Engine CLI icp server
Content Engine  ICP ICP
7-19 icp server
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W cContent Engine 7 5 X % 0 Internet Cache Protocol D&

:= 719 icp server A7 Y FOEH

avok 1]
icp server enable ICP Content Engine
icp server http-port ICP Content Engine HTTP
0 65535
3128
icp server port ICP Content Engine ICP
0 65535 3130
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