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B rovoneetEmmRLEYY LR MY —LF—45 70—

AN =N NTT 47 HOR— NEHERE LIZNAT (NAPT) TiX, HE7T—#
oy FREBENTELORET A, RV —F 4 v 7 ENET, 7 RLATFT—7 A2 L
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EHEIRLTLLTEEN,
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BT DEMES NS, MBS AT ANEDT 7 v ANEGITR Y £,

AGVONAPT AL AR N)—L T—432 J0—

B AR —AEE, B Ry FU—7 5 AGV ORI ARy T — T ~DF —H D7 a—
ZRLET, APIL, Ml xry hU—27 LWNER Y =27 OO — 7 = A & L THRE
T, AP Yy hT—7 By vEZ(ETHE, NAPTIZE 2 TT7 RLAT—T )L
PHEALTEEDT 7V r—2a  ONET T4 RX—=KMIPT RLAER—FEZNREDOTH
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AGV 0 NAPT %A L= i— rEE 0By 4T [

1:NAPT%#ERALIzF D VR M) —L T—% 70—0OfF) :

Downstream Upstream
Data Flow Data Flow
Source IP 10.115.11. 50 Source IP 10.115.11 3¢
Source Port 12000 Source Port 38080
Destination |P 101151130 Destination IP 10.115.11 200
Destination Port 38080 Destination Port 12000
NAPT Rule Table
NAPT MappingTable
‘ TCP 38080 192.168.0 .x 8080 ]
T 30000 SRC 10.115.11.%X-38080
DST 10.115.71.%x 12000
Source IP 192.168.0. xx
Source Port 30000 (*)
S IP 1011571700
Destination P 192.168.0, %0 2 =i
S Port 38080
Destination Port 8080 il
Destination IP 10.115.17.3
— (*) The new source port is selected by the Fluidity Destination Port 12000
Mobile unit, port value retrieved from NAPT port
range

Source IP 192.168.0. xx% Source IP 192.168.0. 34
Source Port 30000 Source Port 8080

Destination IP 192.168.0. XXX Destination IP 192.168.0. 3%
Destination Port 8080 Destination Port 30000

AGV O NAPT =R L =/R— FBESDEIY ET

NAPTIZE - T, AGV DI EIF Y —ERIZRREZR—FMEEREDETOoNET, I
IZEY ., ARy T — 7 B DISENRAGVDIE LW —ERZEEENA LI 3,

NAPT SR ERIZFHEHDHNER— FES

0 kanR— R ES Service E

TCP & L T UDP — 1~ 1023 ODFR— FHE B,
TCP 7'u b=yl & UDP 712 k
a)VOmGFTHATE 8
AJO

UDP/1812 ~ 1813 RADIUS
UDP/6600 PEFEMTVA YL AE=H— | AT LI AD UDP & ping
UDP/6610

Ty bT—9 T RLREHR
I
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70 kaLR— hES Service x

UDP/<7 L A h U7R— k> FEERATIAVYLATLARY CEEHUA YL AT LA
U D7 a ha)LHIZ
T, SFEIERR—FE
R IE INET,

e 7T LA MU HICRES U
TW5T 7 4V ME
30000 T,

AP @ NAPT xR &/

NAPTHHNZ LY, WEHR R FOREDR— MIT —# 7u =Rk E S ET, —MKAI72 NAPT
%E,alui\ <Protocol, Global Destination Port, Translated Local Destination IP, Translated
Local Destination Port> & W IR TY, 7' & ka2 /L{ZIZ UDP F 721X TCP DWW $ iz {#H
TEET,

AGVD SNAT ZERA L7 Y TR M)—LT—5 70—

ToTARN)—=LEE, WERy NT—TDOHE Ry N =T ~DT—2D7a—%fELE
T, AP, Ry hU—27 LANEBR Yy NU—7 OO — o= A & LTHEELE T, AP
DN E Y U= DB EFR Yy T =218 FEEET D & X2, SNAT I2 L - TRIE
Nry FOFEBITLIP T RLVAEERBILER— IR T Y v I DIP EFR—hEe—HKTDHLHIE
HanET,
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X 2:SNATZER L7y TR M) —L T—% 20—01F :

AGV 1 Device

192.168.0.§3

Fluidity
Mobile
10.775.71
[182.768.0§3

Control Center

10.115.11.,

Upstream

Data Flow
Source IP 182.166.0 ¥
Source Port 7000
Destination IP ‘IDJ‘IE,ﬂ,ﬁ
Destination Port 5000

MNAT Outbound Mapping Table

| 192.185.0 > ro00

10.115.11 ** 20000

¥
This port is replaced by the Fluidity Mobile unit, port

value retrieved from SNAT port range

Source IP

1011511, xx

Source Port

20000

Destination 1P

10.116.11. %%

Destination Port

5000

Source IP

1011511, xx

Source Port

20000

Destination IP

10.115.11. 2

Destination Port

5000

CLI Z{& A L 7= NAPT ®

FIE

ATy T

ATvT2

ATvT3

AP T NAPT HfE %

ITLET,

configureip nat enable =~ > RZ{f L T, AP CNAT BHIZHZ L £,

Device#configure ip nat enable

GE)

=L =
X B
RELTHF TV AR) =L T —X 70—2HMTT D205, ROIEEEHE

\J

AGV 1 Device

192.166.0.83

Fluidity
Mobile

10.115.71

[192.768.0,

Control Center

10.116.11. 888

CLl Z{EF L = NAPT @

zz I}

Downstream
Data Flow
Source IP 1D.115,11.ﬁ
Source Port 5000
Destination IP 192,1BE.D.l
Destination Port 7000

NAT Inbound Mapping Table

| 10.115.11.20:20000

192.166.0 x 7000

Source IP 10.115.11. xx
Source Port 5000
Destination IP 10.115.11. xx
Destination Port 20000

SourcelP 10.115.11. 0%
Source Port 5000
Destination IP

10.115.11. 0%

Destination Port

20000

AP T NAT % /E % 01295 121%, configureip nat disable =~ > K& H L £,

configureip nat insideipv4 ipv4-address netmask =~ > K& LT, NAT ONE IPvd 7 KL A %

B

Device#configure ip nat inside ipv4 192.168.70.2 255.255.255.0

cisea Confidential

RIE L%

configureip nat inside port range left-limit-port-number right-limit-port-number ==~ > K&l L T, NAT ®
WEBAN— MHIPHZ R E L £ T,

Device#configure ip nat inside port range 32000 33000

xy ko= 7rL2ZESR
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B vweromsEn

NI — ~ OB ZNEPHIL 30000 ~ 35000 T, Z O#PHIZ., SNAT#iPHE BEE LWL ST ALEND
D \i‘a_(]

AT w74 configureip nat entry add proto{ TCP | UDP} outside port outside-port-number inside ipv4 inside-ipv4-address
port inside-port-number =< > RZEHA LT, NAT D71 k=)L, SR — ME, NESIPvA 7 KL A, B
FOWEAR— MaEZRELET,

Device#configure ip nat entry add proto TCP outside port 38080 inside ipv4 192.168.0.2 port
8080

ATvT5 writeBXWredoad =~ FEFEH LT, BAEOREZRGFLET,

Device#write

Device#reload

NAPT D% E

Device#configure ip nat enable

Device#configure ip nat inside ipv4 192.168.0.1 255.255.255.0

Device#configure ip nat inside port range 32000 33000

Device#configure ip nat entry add proto TCP outside port 38080 inside ipv4 192.168.0.2 port
8080

Device#write

Device#reload

CLl Z{E A L 1= SNAT D& E

AP TSNATHEREARE L CT v 7 A MY — A F—% 7ua—% G T 5121, kROEELE

FIE

AT w71 configureip nat enable =~ > RZ{EF LT, AP TNAT HHIZ A LET,

Device#configure ip nat enable

(6=3))
AP T NAT %/ % #5029 5 121%. configure ip nat disable =~ > F&fiH L £,

AT w72 configureip nat insideipv4 ipv4-addressnetmask =~ > K% L C, NAT ONHEIPv4 7 KL A ZRE L F
—é‘o

Device#configure ip nat inside ipv4 192.168.70.2 255.255.255.0

AT w73 configureip nat outside port range left-limit-port-number right-limit-port-number =1~ > K% L T, NAT O
SR AR — MEIPHZ R E L £ T

Device#configure ip nat outside port range 22000 23000

B O~y r7—9 7ELRZ®R
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snat ozl I

SRR — N O NEFIL 20000 ~ 25000 T4, Z O&iPHIL, NAPT i & EHE LWL 92T 50808 H
D \i‘a_(]

ATv T4 writeBXWrdoad =2~ FEFEH LT, BAEOREZRIGFLET,

Device#write

Device#reload

SNAT D&% 7€ 15l

Device#configure ip nat enable

Device#configure ip nat inside ipv4 192.168.0.1 255.255.255.0
Device#configure ip nat outside port range 22000 23000
Device#write

Device#reload

CLI Z{#F L 7= NAT }RAI D IR

AP THED NAT A& B4 5121, configureip nat entry del ==~ > K& L £7,

Device#configure ip nat entry del 0

CLI Z{E L 7= X T NAT 58| D&l fx

AP T T D NAT HAIZHIFR$ 5 121%. configureipnatentrydelall =~ > RZEH L £,

Device#configure ip nat entry del all

CLI Z{& A L /= NAT X E D2

NAT B ED AT —H A% FKaT 5HI21E, showip nat config =2~ REMHLET,

device#show ip nat config
NAT: enabled

IP: 192.168.1.144

Netmask: 255.255.255.0

NAPT port range: 30000-35000
SNAT port range: 22000-23000
TCP timeout: 300

UDP timeout: 300

NAT max rules: 100

CLI Z{#F L 7= NAT Z#1DfiE:2

T T O NAT BHaz #7795 121%, show ip nat trandlations =~ > R&H L £,

| v k=0 7FLZZH [}
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Device#show ip nat translations
NAT: enabled

Port NAT Translations

TCP Translations
(192.168.50.4, 4000, 192.168.50.1, 34200) => (10.115.11.157, 4443, 10.115.11.250, 51010)
(10.115.11.250, 51010, 10.115.11.157, 4443) => (192.168.50.1, 34200, 192.168.50.4, 4000)

UDP Translations
None

Source NAT Translations

TCP Translations
(192.168.50.4, 51178, 10.115.11.250, 4000) => (10.115.11.157, 20292, 10.115.11.250, 4000)
(10.115.11.250, 4000, 10.115.11.157, 20292) => (10.115.11.250, 4000, 192.168.50.4, 51178)
UDP Translations

(10.115.11.250, 3000, 10.115.11.157, 22068) => (10.115.11.250, 3000, 192.168.50.4, 38318)
(192.168.50.4, 38318, 10.115.11.250, 3000) => (10.115.11.157, 22068, 10.115.11.250, 3000)

B v+ 7—9 7FLRESR
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