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Device# configure mpls ether-filter allow-list add

<0x0-0xffff> ether-type value
all allow all ether-types

il

Device# configure mpls ether-filter allow-list add 0x86DD
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

YA MDA —Y Ry N A TEEIBRT DI, RO CLI a~» REEHLET,

Device# configure mpls ether-filter allow-list delete
<0x0-0xffff> ether-type value

Bl -

Device# configure mpls ether-filter allow-list delete 0x86DD
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204, ethernet-I block

HFAVRARDTRTCOAL =YXy NS T 7V TTHIT0E, IROCLI a2~ REfEHALE
T,

Device# configure mpls ether-filter allow-list clear

il
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block
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Device# configure mpls ether-filter allow-list clear
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: none, ethernet-I block

FFAf ) A MZTRTCOA —Y Ry bZA T EBINTHITIE, ROCLIa~ > REEHLET,

Device# configure mpls ether-filter allow-list add all

il

Device# configure mpls ether-filter allow-list add all
Device# show mpls config

Ethernet Filter allow-list: all, ethernet-I block

\}
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Device# configure mpls ether-filter table clear

il

Device# show mpls ether-filter

Ether-type Direction Description
0x8899 INGRESS -—-
0x86DD INGRESS IPv6

Device# configure mpls ether-filter table clear
Cisco-81.160.136#show mpls ether-filter
Ether-type Direction Description
0x8899 INGRESS -—-
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Device# configure mpls ether-filter ethernet-I forward

il

Device# configure mpls ether-filter ethernet-I forward
Deive# show mpls config

Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I forward

Device# configure mpls ether-filter ethernet-I block
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il

Device# configure mpls ether-filter ethernet-I block
Device# show mpls config
Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I block

HASNleA =2y NEATDY AN EHERTDITIE, RO show 2~ REHEHALET,

Device# show mpls config

il

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

MHSNeA =Yy AT DY AN 2R T 5I21E, RO show 2~ Rl LET,

Device# show mpls ether-filter table

Bl -

Device# show mpls ether-filter table
Ether-type Direction Description
0x8899 INGRESS -
0x86DD INGRESS IPv6

GUI 2FHLI-LA4VY270 FaJLEEDRTE

BEDA =Yy MIAT LR ENTA—V Ry FEA T2 U A MIBMT 2123, K
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1. [ADVANCED SETTINGS] . [ethernet filter] #7 U v 27 L %7,
[Ethernet Filter] 7 « > RURERENET,
2. [Detected ethernet types] 27 22 > C, [Add]| 27 U v 7 LTCHAI U A MZA —H Ry M ¥

A7 EBMLET,
3. BMLKEZD L, BINEARDOA —H %y N Z A 7% [Allowed Ethernet type] £ 7 2 2 IZK
B ET,

4. [Allowed ethernettypes]| &7 > a2 »C, FFEDA —H Xy NF A T ZFFI U X MZEMNT 2
WZIX, 7F A MR w7 AT [Ethertype] 44 AJJ L, [Add] 27 U v 7 LET,

WOERIE, FTY 2 MIBIMENTZREDA —V Ry b EAS T RS, —T 3y b ¥
A T ERLTWET,
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CISCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
A
W Service w Ethernet Filter
B Detected ethernet types
IW Monitor
To add a detected ethertype 1o the allowfist click on Add.
T Ethertype Description Direction Action
- general mode 0x8899 = INGRESS Add
- wireless radio
-antenna alignment and stats 0x86DD IPV6 INGRESS
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS
- advanced radio settings
- static routes
- allowlist / blocklist Allow all ethernet types (]
- multicast Allow Ethernet 1 protocols [
-snmp
- radius
-ntp Allowed ethernet types
- ethernet filter To add a specific ethertype to the allowlist. insert it in the text feld and click on Add.
- 12tp configuration :
_vian settings Ethertype Description Action
- Fluidity 0x8892 PROFINET
- misc settings
- smart license ox8204 QNX Qnet
MANAGEMENT SETTINGS
- remote access Add
- firmware upgrade
- status
- configuration settings
- reset factory default
- reboot
- logout Save
v
2023 Cisco andlor its affiliates. All rights reserved.
M
clsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

IW Service @ Ethernet Filter

Detected ethemet types
IW Monitor Disabled

To 3dd a detected ethertype to the allowlist click on Add.

T ——— Etnertype Description Direction Action

- general mode 0x8899 - INGRESS Add
- wireless radio

- antenna alignment and stats 0x86DD IPV6 INGRESS Add
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS Clear detected
- advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types [
e Allow Ethernet 1 protocols (]
-snmp

- radius

_ntp Allowed ethemet types

- ethernet filter
- 12tp configuration

To add a specific ethertype to the allowiist. insert it in the text field and click on Add

- vlan settings Etnertype Description Action

Gty 0xeg92 PROFINET [ oelete |
- misc settings

- smart license R

MANAGEMENT SETTINGS
- remote access

- firmware upgrade Clear allowed
- status

- configuration settings
- reset factory default
- reboot

- legout

©2023 Cisco andlor its affliates. All rights reserved
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FFATU A RINBFFR ENTeA — YRy NEIA T HT XTI U T T 21203, ROFIEEZFETLE

D

1. [ADVANCED SETTINGS] C. [ethernet filter] &7 U v 7 L%,
[Ethernet Filter] 77 4 & RUMERRINE T,

2. HFAUVRARDLTRXTOAS =Y Ry NEA T %27 VT T 521X, [Allowed ethernet types] &
7323 T [Clearallowed] #7 U v 27 LET,

3. [Clearallowed] %27 Vv 7325 &, FFA[U A DL TRXTOAL —H Ry NEATNRIIT

ShET,

ROBHGIE, FFATY A DRI SHIcA =Ry FEIATHRT XTI I T ENTIEERL

TWET,

el
CIsCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service m
IW Monitor

Configuration contains changes. Apply these changes?

Cisco URWB IW9165E Configurator
5.61.160.244 - MESH END MODE

Discard \ Review

Ethernet Filter

GENERAL SETTINGS
- general mode

Detected ethemet types

To 3dd a detected ethertype o the allowiist click on Add,

- wireless radio

antenna alignment and stats Ethertype Description Direction Action
NETWORK CONTROL 0x8899 - INGRESS “
- advanced tools
ADVANCED SETTINGS 0x860D IPV6 INGRESS m
- advanced radio settings
- static routes )
- allowlist / blocklist | Clear detected
multicast -
- snmp
- radius Allow all ethemet types ()
e Allow Ethernet 1 protocols )
- ethernet filter
- 12tp configuration
vlan settings Allowed ethernet types
- Fluidity id a specific ethertype o the allowlist, insert it in the text fieid and click on Add
misc settings
R Ethertype Description Action
MANAGEMENT SETTINGS Add

- remote access

- firmware upgrade
status

- configuration settings

- reset factory default
reboot

- logout

| Clear allowed

©2023 Cisco andior ts affiliates. All rights reserved

FFATY A R ENTeA — YRy NEIA T HT XTI U T T 2123, WOFIEEZFETLE

j—o

1. [ADVANCED SETTINGS] C. [ethernet filter] %27 U v 7 L%,
[Ethernet Filter] 7 « > KU MNF/RINLET,

2. [Detected ethernet types] =27 2 a > C[Cleardetected] &7 U v 7 LT, #Fr U X b L
INTeA =Ry AT R 7V T LET,
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]
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

W Service @ Ethernet Filter
IW Monitor

To add a detec

GENERAL SETTINGS Etnertype

general mode
- wireless radio
- antenna alignment and stats
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS
- advanced radio settings
static routes
- allowlist / blocklist
- multicast
-snmp
- radius

To add a specific ethertype to the allowiist, insert it in the text

Ethertype
fvi 018392
ethernet filter

- I2tp configuration
- vian settings

- Fluidity

- misc settings

0x8204

smart license

MANAGEMENT SETTINGS
remote access

- firmware upgrade

- status

- configuration settings

- reset factory default
reboot

- logout

©2023 Cisco andlor its affi
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[Clear detected] &2 U v 7 3% & [Detected ethernet types] &7 > a > DA —H v b & A

LR STz A =Y Ry NEATRT XTI I T SN2 L ERL

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

Detected ethemet types
« on Add.
Description

Direction Action

Clear detected

Allow all ethernet types [ ]

Allow Ethernet 1 protocols [

Allowed ethernet types
eid and click on Add

Description Action

T
T

PROFINET

QNX Qnet

Clear allowed

:

liates. All rights reserved

TR 2 MIBNYT S GFrT5) 123, ROFIRZETLE

[ADVANCED SETTINGS] T, [ethernet filter] 22 U v 7 L £,

[Ethernet Filter] 7 « > KU MNMF/RINLET,

[Ethernet Filter] £ 7 * = > @ [Allow all ethernet types] 7= v 7 7R v 7 A& F N2 LT, T

TOA =Y Fy NIAFEFAY A N THFALET,

3. [Save] IZ#EV T [Apply]

ROBEBETIE, F~TOA
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—H % b H A FRFAY 2 MBS TOET,
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e,
(o [{ ofs] Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

IW Service m Configuration contains changes. Apply these changes? Discard

IW Monit
onitor m Ethernet Filter

Detected ethernet types
To add a detected ethertype to the allowlist click on Add.

(r

GENERAL SETTINGS

- general mode

Ethertype Description Direction Action
- wireless radio
- antenna alignment and stats 0x8899 - INGRESS
NETWORK CONTROL
-advanced tools 0x86DD IPv6 INGRESS

ADVANCED SETTINGS
- advanced radio settings P
- static routes Clear detected
- allowlist / blocklist )
- multicast
snmp Allow all ethernet types
- radius Allow Ethernet 1 protocols []
ntp
- ethernet filter
- 12tp configuration m
-vlan settings
- Fluidity
- misc settings
smart license
MANAGEMENT SETTING S
remote access
firmware upgrade
- status
configuration settings
- reset factory default
- reboot
- logout

2023 Cisco andlor its affiliates. Al rights reserved

A =YXy 178 haVERETHITIE, ROFIEEFEITLET,
1. [ADVANCED SETTINGS] C. [ethernet filter] 2 U » 7 L £,

[Ethernet Filter] 7 « > RUBRERINET,

2. [Ethernet Filter] = 7 2 =2 > @ [Allow Ethernet 1 protocols] = > 7 R v 7 A& 412 LT,

A =% Ry bl Fabalre— e LET,

3. [Save] IZ#EW\T [Apply] #7 U w7 LT, XEEEHLET,

WOERIL, A —FRy b1 7w balazifFadIRELZRLTNET,
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cisco Cisco URWB IW9165E Cenfigurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

a
IW Service W Ethernet Filter
IW Monitor m Detected ethernet types
To 300 3 detected ethertype to the aliowlst click on AJd
GENERAL SETTINGS Etheriype Description Direction Action
~genersl mode 0x8899 - INGRESS Add
wireless radio
- antenna alignment and stats 0x86DD IPV6 INGRESS “
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes
- allowlist / blocklist Allow all ethernet types [
- multicast Allow Ethernet 1 protocols
-snmp
- radius
-ntp Allowed ethernet types
- ethernet filter To add a specific ethertype to the allowiist. insert it in the text field and elick on Add
D o Ethertype Description Action
-vlan settings
- Fluidity oxess2 PROFINET
- misc settings
- smart license 0x8204 QNX Qnet
MANAGEMENT SETTINGS
- remote access “
- firmware upgrade
- status
configuration settings
- reset factory default
- reboot
v

©2023 Cisco andior its affiliates. All rights reserved.
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