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URWB £ — R TEIfET S Catalyst IW 7 7 Z AR A >k (AP) 1&, ROWTNDHIEIZL D
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FI7FNNTIE, BEORWAP I VeV a =0 VE— FTCEBLET, ZOF— FTIIL,
IW —bE R XL > TR EN R S E T,

(o] NN -_— N N
JAE DI Z 0 EFE— RO HEA
yunveva=r7E—RTl, AP, DHCP 2R L7=Fry U= RTOEREZHAL, &
D%, TWH—E 2108 LET,
s X NU—JEHmNHDHLE. APIXIW b —E R I L7,

cIWH—ERZHEH LIZAP DFRGE : APIX, Xy NV — 7 HmABGT5 L, IWH—
EANDER AR E T, IW P —E X, DNS ONLEEHREZMEH LT, AP Z Y]
707 7 AL CKREFEZIZEU) IZEELET, IWF—EXOMBENELWY 72X
BEINTWDZ LR LET,

« X T =TGNV AIE. AP EZ R —HLICRETE ET, n— O AEHITIE, 2
U VIR—FETRIESSHEHA LTI 7B A TEET,

s —HNNVEREEMHA LI AP ORTE : *v NV —JHmEeMATE2WEAIL, 2
V—LiR— FEFIZSSHEN L TT 7R TEXAGUIFEIZCLIZEH LT, AP %
02— VIZRETEET,

INEDOT 7N ha s A AFEREFEHL T, GULERIZCLIOWThunice 71 LET,
o L—H—4 : Cisco

¢« NA T — K : Cisco

JOEY3IZUJFE—FTODHCP &EIP7 FLRADUNLEE

FNRA AT, T Ya=rE— ROE. DHCP —_—0n 50 IP 7 KL ADOEE %3
LET, ZOTaEARKWM LIRS, £/ DHCP MEA TER2WEAIX., kOAF TV a v
NEHINET,
*DHCP Z/r LTIP 7 RV AZZ[ETEX /WA, T A X7+ — 1V Nv 7 IPT RL A
(192.168.0.10/24) (2810 # 1 F9°,
« DHCP MEH TE 9, IW VI —EREZN LEREDLERBPEEIL. IPT FLA, 7%y
M T74V 5=z A, BLO'DNS ZFECTRETE £,
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T RUVREFHLTSEE,
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T RUVAZRET DI, ZOXAZEFATLET, LD, IR IPE D 4 TRV
BTHT A ARHRERICENETE £7,

1R BRI

T+ =Ny 7 IPT RLUAE, DHCPIZCL D IP 7 RLADQE Y Y TITRI LIZBAICT A
ANTF 730 FTHEATIENIP 7 FLRAE L THAEEL £4, ZOMEEIX. DHCP — 13—
R TE W U TR AR T AT DICEE T,

FIE

ALEa—HDWeb 77U FEEEL, URLZASLTURWB 27 4 Falb—FDa s (=%
P& %7,
2P ENRAT = FEZNENDT 4 — /L FIZATLET,

[m 27 A (Login) 1227 VU2 LET,
GUILICEEFICe A F5h5E, URWB 27 4 X2 L—FR—INRIKRINET,

URWB 2> 7 f F 2 L—F~X— T [IW Service] 7 U v 7 L. [Configure DHCP to connect to IW Service]
v a B LET,
ZNTENDT 4 =)L FIZHEYR P T L A2 AN LET,

e Jx— Ny 7 Du—7 )L IP
e —H VKXY RN AT

T 7NN T =R xA

e 1 —71)V7 7 A~ DNS

e — A /LA & Y DNS
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Configure DHCP to connect to IW Service

Use this section to connect the radio to the Intemet via DHCP to use IW Service Cloud Management. Set fall-
back IP settings if DHCP is not available.

DHCP fall-back configuration

Local IP:  10.11.1.2
Local Netmask:  255.255.0.0
Default Gateway: 10.11.1.0
Local Dns 1: 8.8.8.8

Local Dns 2: 4.4.4.4

Save fallback IP

AT w76 [SavefallbackIP] %7 U v 7 L CREZET LET,

CLI#ERALEIDA =LAy IP7 FLADETE

48 DRI

AP %, DHCP — =5 IP 7 KL A ZRETEXRWGE, FRIREINTZ T 4 — 3y
IPT7 RLRIZEY 97,

FIE

AP TT74— N RNy IPT FLAZRETDHIZIE, TOXRATZEZFETLET,

ﬁf/ﬁ/f;lvé configure ap address ipv4 static IP addressstatic netmask IP address of gatewaydnsl ip
IP addressdns2 ip IP address A~ FERHLTCTZ74+—NA Ny 7P T KL A %%ﬁiﬂ Li'ﬁ—o

Device#configure ap address ipv4 [ static IP address [ static netmask [ IP address of default gateway
[ dnsl ip [ dns2 ip 1 1 1 1 1

1 -

Device#configure ap address ipv4 static 192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200
192.168.10.201
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ATy Tl A Ea—FDOWeb 77 UHEEEL, URLEZASNLTURWB I 7 4 Fal—FDRTA LU N—Tk
Blx £,

ATV T2 2P L LRRAT—=REZNENDT 4 —L RIZATTLET,

ATFwF3 27 A (Login) 127V w7 LET,
GUIIZIEFIcuZ A4 45HL, URWB V7 4 X2 L —FZX—=UNEREINET,

ATY T4 [IWServicel 27 U v 7 LET,
[TW Service Configuration Mode] ~X— VN ER SV ET,

AT w75 [Offline] &R L £,
TNRA AL, e Va7 E—REKTL, 74— A"y 7 IPT FLAZHIYEDY £,

WH—EXZFERLEZAPDEE (X540 50k
‘i)

TDHAATTIE, WY —ERENLTAVTA L7 T REHE—-RNTTZ7E8ARS VbR
RETDHDHECOWTHBHALES, ZOF— T, AV Z—Fy MRS TV LA,
IWH—ERT T T RY—R—NEF N REPEHRTEET,

FIR

ATy Tl avEa—4DOWeb 77UV EEEL, URLEZASNLTURWB 27 4 X2l —FDaRT AL N—=Tk
& ET,

ATy T2 2P L LRRAT—FEZNENDT 4 —L RIZAHLET,

ATvF3 [vr A (Login) 127V w7 LET,
GUIICIEE®IZue 74 35HE, URWB 27 4 X2 L—FX=UNFRENET,

ATw T4 [IWService] 7 U v 7 LET,
[IW Service Configuration Mode] ~X— YV NE /RSN ET,

ATY 7S5 T 74/ hTiE, 7734 A% [Online Cloud-Managed] & L CFE/REINE T,
IWH—ER7T0 K= N=NETF N, ZAZEHRTEET (¥ =3y MIEHRINLTWDLHRE) o 7
N AT, 2= —=RNIW P —EANLREE T v 2 LERAEREAT7 T4 v — NI x5
BlICDH, TrEeYa=r T E—REKTLET,
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CiIsco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service Cloud-Managed
IW Monitor m

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

Cisco URWB IW9165E Configurator
5.81.160.148 - MESH POINT MODE

IW Service Management

IW Service Configuration Mode

Provisioning: This is the initial configuration phase. The access point is configured using IW Service (
Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ) if connected successfully or locally
if Offline mode is selected.

Offline Configuration: This mode allows for location configuration changes locally using the access point
WebUI (this interface) or CLI. Configuration is also possible by downloading a single-file configuration from
IW Service ( Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ).

Online Cloud-Managed Configuration: in this mode the access point is configured using IW Service
(Industrial Wireless (IW) Service US or Industrial Wireless (IW) Service EU). The local WebUI and CLI are
read-only.

-snmp

- radius

o Online Cloud-Managed O Offline

-ntp
- ethernet filter
- 12tp configuration

- vlan settings IW Service Cloud connection info

- Fluidity Server Host: Industrial Wireless Service
- misc settings
’ staus: [ Comecied]
MANAGEMENT SETTINGS
Cluster Config: auto

- remote access
Current IP Configuration

- status
- reboot Current IP: 10.58.58.55
- logout Current Netmask: 255.255.255.0

TONA AL, BRENIW H—E AN T v a2 SNEHAETRITT— FRA 7 74 1280 #
ZONTESAICDHR, oY= SE—REKTLET,

GUI ZEAL-AP X T—%42 XD

FIE

ATYT1 aEa—2DOWeb 77U F%ELEHL, URLEZANLTURWB 27 4 Fal =D T (=%
& E7,

ATY T2 2a—HF—ZLLRXRT—-REZNZENDT 4 —)L RIZATTLET,

ATv 73 Ay (Login) 127V v27 LET,
GUIIZIEERIZue 74 35HE, URWB 27 4 X a2 L—FX—=UNFRENET,

s va=rrE—F
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ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service Provisioning
IW Monitor Disabled

e AT —H AN gt ] OFT A Aar 7 4 FalL—H
IW S —EA~DEHRNRRINT D &, AT —H AN [Connected] & FrRINFET,

IW Service Cloud connection info

Server Host: Industrial Wireless Service
Status
Cluster Config: auto

Current IP Configuration
Current IP: 10.115.11.152 (dhcp)
Current Netmask: 255.255.255.0

AT —H AN Y| OF AL RAa LT 4 Xl —H
IW =B A~OBHE N KIS 5 &, AT —H A [Disconnected] & F/R S E T,

IW Service Cloud connection info

Server Host: Industrial Wireless Service
status: [Discomcted]
Cluster Config: auto

Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

FIS4 Y E—F

IW Service
IW Monitor Disabled

QUADRO
ROV ELN

IW Service Cloud-Managed

IW Monitor Enabled

CLI ZfEA L1 AP X T—5% X DFEE

URWB 27 4 2 L—HXNTAP DBFEDOENEART — X A% fERT HITIE, DX AT &ff

MALET,

JoeEvazviE—reoTi12098EE [}



JOELa=UIE—RTOTAS 200HEE |
B cuzEmLroHeP EBR T — 5 ROBER

FIE

show iw-service status I~V o ]\%ﬁﬂﬂ L T, 7‘/\/1)1@7<5:_&175_’E§§§\ Li‘a—o

Device#show iw-service status
B
BBV = TE—RDOT A A
Device#show iw-service status
IW Service mode: Provisioning
Status: Connected
e FT7TAE— ROTI/NA A
Device#show iw-service status
IW Service mode: Offline
A TA T FEHE—ROT /A A
Device#show iw-service status
IW Service mode: Online Cloud-Managed

Status: Connected

CLl Z &M L 7= DHCP =it R T — 2 A DHEEE

FIE

2TFY 1 ROCLILOFIL, TA AN o Ya = 77— RTHY, DHCPH——MN5HIP 7 RLAEZEE LT
WAHZ L ERLTOET,

DHCP D AT —H A% FRT HITIX. show ip ZFEHLE T,
« 5] : DHCP @ R%)

Device#show ip
IP: 192.168.0.10

Network: 255.255.255.0

Gateway:

B JoECa= U IE—RTOTFNA ROUHEE
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Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 10.0.0.2

Network: 255.255.255.0

Gateway: 10.0.0.1

Nameservers: 8.8

Fallback Address

.8.8

(PROVISIONING Mode) :

IP: 169.254.201.72

Network: 255.255.0.0

teo ozt [

ATV T2 KOCLIOHNL, TRAAR, 7abPa=7F—RFRTHY, DHCP Y — =5 1IPT7 L AZEET
X FTIFNLIDTF— ANy T IPT KL AD 192.168.010 #FHHTAZ L 2R LTWVWET,

DHCP D AT —H A% FKnT DI, show ip ZHFEHL T,
« 5l : DHCP O%it (F7 4/ D7 —s3v 7 1P Z{# )

Device#show ip

IP: 192.168.0.10

Network: 255.255
Gateway:
Nameservers:

.255.0

DHCP Address (PROVISIONING Mode) :

IP: 192.168.0.10

Network: 255.255

Gateway:

Nameservers: 127.

Fallback Address

.255.0

0.0.1

(PROVISIONING Mode) :

IP: 169.254.201.72

Network: 255.255

LED D ENE

.0.0

TNAADAT —=H ALED (X, ZDTNARANRT =Ny JIREE, T4 07T 0 RE
HE—R, FE3A 7T F— NIRDET, —EDOHA 7V THEBHICHBE L ET, BE
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)72 LED O/ 3% — 220 i, [CatalystIW9165 D LED /X & — ] F721% [CatalystIW9167
D LED "Z—r | BB LTSN,

JOE I Z U9 E—KFTOIWH—EREHFD ST
IWooa—F4 28

TNRA ANIW b —EREEFR T RWEAIE., ROFIEZHL TLEE N,
F|i§

ATl WEANRER A=y MMr—TURELLERINTWDZ 2R LET,
ATy 2 DNS R AR LET,
* device.ciscoiot.com

* us.ciscoiot.com

* eu.ciscoiot.com

RT9T3 TURRYLRHTTPS : 77 BARA Y M, FE2 TU A RSz RAA A% LT tep/dd3 TOT 7
hST 2 RHTTPS Bt 257l 45 2 & 2 L E 7,

AT T4 o—DNVERE W —EARNFTT7TA L DEETHILE, TXAMADA L T4 Xal—H A H—T =
AAEFERLCr—hV (FT7T7A4Y) BEEITVET,

GUIZERLE=TNNA ROITEHFEROT I74IL bAD
)ty k

T RBARA L MZEIPHE SN TWD EXITY 'Yy NARZ % 30 PEMTN, a7 4
Xalb—H A H =T A AEFHA LT, T 2% THHEFMEOT 7L MUY T3
ZEBRTEET, Uty FARZ UOFEMIZOWTIE,  [Using the Reset Button] &R L T<
7230,

\}

GE) HN—FUky MZEY, TRALAZADIPT RLAREHERRAT — RE2ET, T XTOT A
ARENTIHHAREOT 7 4V MR £F, N— KUty hCTiERl, XA A% Y T — |
THEHEIE. GULEERH LT AL AD Y 7 —F (12%—=) 2L T EE,

1. [MANAGEMENT SETTINGS] C. [reset factory default] 22 U v 7 L7,

B JoECa= U IE—RTOTFNA ROUHEE


https://www.cisco.com/c/en/us/td/docs/IIOT/wireless/urwb/1716/config-guide/17-16/b-curwb-scg-17-16-1/m-cisco-urwb-led-pattern-for-iw9165.html#cisco-urwb-led-pattern-for-iw9165
https://www.cisco.com/c/en/us/td/docs/IIOT/wireless/urwb/1716/config-guide/17-16/b-curwb-scg-17-16-1/m-cisco-urwb-led-pattern-for-iw9165.html#determining-curwb-mode-from-led-pattern
https://www.cisco.com/c/en/us/td/docs/IIOT/wireless/urwb/1716/config-guide/17-16/b-curwb-scg-17-16-1/m-cisco-urwb-led-pattern-for-iw9165.html#determining-curwb-mode-from-led-pattern
https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw9167/hardware/installation/b-iw9167eh-hig/m-troubleshooting.html#Cisco_Task.dita_5bdd982f-29a9-4599-835b-7864fe343818

| FRECa=CIE—RFTOT A RDOYEE

\}

GUI A L7\ RO TBEEOF I+ L k~0 Uty b [

]
CIsCO Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE

WIRELESS BACKHAUL

IW Service m

IW Monitor Are you sure you want to reset to factory default settings?

NO

GENERAL SETTINGS [ )
| YES

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

RNy 7T v 77 4 RUTIYES] 22V v LET, LGHEREORE~DY > K
ZHIET 512, [NOV &2V v LET,

PIBNCT R ZADORET 7 A VEARTFL T EEEITE, RIFELEREET A AETT
xFT, TRAAREDORIFEE L (13—) ML T XN,

GE)

Bdaai & L CIBHMREORELMEN L TT A A A HRET DLERD LG ERE. N—
Rty FEFATLRNTLZEWN, "—FUtky NTIE, 7/ ZADIP T R R LEHHE
WNAT =RV Ey bEIL, Xy NI =T NLT A 2RI S E T,

CLUZFERALETNA RADIBEFAFOT IAILE~AD) Y
FRAZADFREZR) By FT5I2F, kO CLLa<y FEMHEHALET,

device#configure factory reset config
WARNING: "configure factory reset config" will clear config and reboot.
Do you want to proceed? (y/n)

CLIa<=Y RTyZANLTT AL 2Dy T uvRAEB T2, n 2 AN LT rE
Z&EHikELET,
TNAARED) Y T —XTUA T HFEITTHIZE, WOCLILa~vy REHFEHLET,

Device#configure factory reset default
WARNING: "configure factory reset default" will take minutes to perform DATA WIPE.
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OB ADO—BLELT. KOT7ANANT I T INET,

Config, Bak config files
Crashfiles

syslogs

Boot variables

Pktlogs

Manually created files

Do you want to proceed? (y/n)

CLLa<w  RTCyZANLTREDTANA ANy " T —2U A THBBET 0. n 2 AT
LCFutvxZdikLET,

GUI ZFERLE=T/NA XD T—F

FTNRAADFRVV—=F 4 VT VAT L&) 7T — T 5120%, ROFIEEZFEITLET,
1. [MANAGEMENT SETTINGS] C. [reboot] #7 U v 7 L%,

Nimm
CIScoO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHAUL

w sorvee(ERIIEER)

IW Monitor Disabled Are you sure you want to reboot the unit?
Any pending changes will be discarded.

GEMERAL SETTINGS i X
- general mode No |
- wireless radio —_
- antenna alignment and stats

NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- status

- reboot

- logout

2. WERKRYTT T T4 RUT[Yes] &2 V27 LET, V7 —raHiEd25I2iE, [No]
Vv LET,

CUZEFERALITNARDY T—k
V7= N EFATT I, RO CLL 2> REfALET,

Device#reload
Proceed with reload command (cold)? [confirm]

CLI @< R TCeconfirm EANLT, TRXAADY T — v A&BLET,

B JoECa= U IE—RTOTFNA RDOUHE
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s zgeorrttax I

—_— » =JL = 4 —

TINA ABRTEDRFEET
[LOAD OR RESTORE SETTINGS] 7 > KU Tlid, IRDOHX A7 Z#E[TTEET,

cTNAZADEAFDY 7 b = TREZRE (fconf) 77 A& LTHRIFT D,

 RAF LT

A\

BET 7 ANEBREDT A AT v 77— KL THEMAT 5,

GE)

Je

TNA AT "2 TRE (*conf) 77 A /X, IW Service 5% &
Y N7 w7 (kiwconf) 77 AN LR TE EH A,

ek

TN ADREFD

1.

PRATHE - DX IE
RSN ET,

T A ML, RUEZA TOTXTOTNNA ATH
NS DREFEBRLDOBRET 7 A IWVIIBRED/ Ny 7

ToTT77ANELTHIEL, R LT NS ZAZRLCXA 7O
TR, AL T DV ENR D LA, B CHEH X £

‘j—O

Cisco
ULTRA RELIABLE
WIRELESS BACKHAUL
IW Service
IW Monitor
GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethemnet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

==

X [E

Farya—XIZFAyra— RT3, ROFEEFEITLET,

[LOAD OR RESTORE SETTINGS] 7 « & RUNRRRINET,

Cisco URWB IW9165DH Configurator
5.81.160.216 - MESH POINT MODE

LOAD OR RESTORE SETTINGS
Restore Settings

Restore settings from file No file selected

Restore ‘ Save

FOPS 3=V E— FCOT A RO

[MANAGEMENT SETTINGS] C. [configuration settings] %7 U v 27 L%,

#t B
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2. [Save]l]#7 U w7 LTT /A AFE (*conf) XD —RLET,

RELTCRET 7 AN ET NA AT v 77— RT5120%, ROFIEZETLET,

1. [Browse] %7 U 27 LT, TA AT v ua— KT H5%E (*conf) 77 A /N%&ERDOT
BETO

2. [Restore] #7 U w27 LT, EEZT A AZHWHALET,

S o
—RERE DELTE
[General Mode] X EZ AL T HI21E, RO FIEEZFEITLET,

1. [GENERAL SETTINGS] T, [general mode] 7 U v 7 L &7,

]
CISCO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHAUL

IW Service GENERAL MODE

IW Moniter General Mode
netwo

Selsst MESh 2OnT
GENERAL SETTINGS o IOT IWB165D)

re attaching an IP edge
tor if you are usin

- general mode

- wireless radio

- antenna alignment and stats
O gateway

NETWORK CONTROL

© mesn point
Mode: () mesh end

- advanced tools
Radio-off. ]

ADVANGED SETTINGS

- advanced radio settings

- static routes

- allowlist  blocklist

LAN Parameters

Local IP:  10.58.56.56

- snmp
- radius Local Netmask: 255255 255.0
_ntp
- ethernet filter Default Gateway: 10 56 56.1
- I2tp configuration
vian settings Local Dns 1: 1.1.4.1
- Fluidit
f”“y Local Dns 2
- misc settings
MANAGEMENT SETTINGS Enable IPvé: [ ]

- remote access

 fimmware upgrade —
- configuration settings —
- reset factory default

- reboot
- logout
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Device#configure modeconfig mode
gateway layer 3 global gateway mode
meshend mesh end mode
meshpoint mesh point mode

Device#configure modeconfig mode meshend
mpls MPLS support
radio-off disable radio interfaces
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device#configure ip address ipv4 static
192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200 192.168.10.201
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