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N

GE) DHCPIZ7mrEYa=r7E—FROLEIZORAMEAINET, BHDOHX AT DEGEIL. FHEUIP
T RUVAZFEHL TS EEN,
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Ul £ERALET+—Lv s P7 ELROEE [

GUIZERBLETA—ILINY S IPT7 RLADETE

&

ATy T2
ATvT3

RTv74

ATy T5

TNA AP DHCP = =15 1P 7 RLAZBSG TE R WGAIZEHNT L7 +— Ny 7 1P
T RUVAZRET DI, ZOXAZEFATLET, LD, IR IPE D 4 TRV
BTHT A ARHRERICENETE £7,

1R BRI

T+ =Ny 7 IPT RLUAE, DHCPIZCL D IP 7 RLADQE Y Y TITRI LIZBAICT A
ANTF 730 FTHEATIENIP 7 FLRAE L THAEEL £4, ZOMEEIX. DHCP — 13—
R TE W U TR AR T AT DICEE T,

FIE

ALEa—HDWeb 77U FEEEL, URLZASLTURWB 27 4 Falb—FDa s (=%
P& %7,
2P ENRAT = FEZNENDT 4 — /L FIZATLET,

[m 27 A (Login) 1227 VU2 LET,
GUILICEEFICe A F5h5E, URWB 27 4 X2 L—FR—INRIKRINET,

URWB 2> 7 f F 2 L—F~X— T [IW Service] 7 U v 7 L. [Configure DHCP to connect to IW Service]
v a B LET,
ZNTENDT 4 =)L FIZHEYR P T L A2 AN LET,

e Jx— Ny 7 Du—7 )L IP
e —H VKXY RN AT

T 7NN T =R xA

e 1 —71)V7 7 A~ DNS

e — A /LA & Y DNS
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Configure DHCP to connect to IW Service

Use this section to connect the radio to the Intemet via DHCP to use IW Service Cloud Management. Set fall-
back IP settings if DHCP is not available.

DHCP fall-back configuration

Local IP:  10.11.1.2
Local Netmask:  255.255.0.0
Default Gateway: 10.11.1.0
Local Dns 1: 8.8.8.8

Local Dns 2: 4.4.4.4

Save fallback IP

AT w76 [SavefallbackIP] %7V v 7 LCEEZET LET,

CLI#ERALEIDA =LAy IP7 FLADETE

48 DRI

AP %, DHCP — =5 IP 7 KL A ZRETEXRWGE, FRIREINTZ T 4 — 3y
IPT7 RLRIZEY 97,

FIE

AP TT74— N RNy IPT FLAZRETDHIZIE, TOXRATZEZFETLET,

ﬁf/ﬁ/f;lvé configure ap address ipv4 static IP addressstatic netmask IP address of gatewaydnsl ip
IP addressdns2 ip IP address A~ FERHLTCTZ74+—NA Ny 7P T KL A %%ﬁiﬂ Li'ﬁ—o

Device#configure ap address ipv4 [ static IP address [ static netmask [ IP address of default gateway
[ dnsl ip [ dns2 ip 1 1 1 1 1

1 -

Device#configure ap address ipv4 static 192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200
192.168.10.201
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I JOECaZ U E—RTOT/NA ADOWEAE
cul AL AP OBE (475142 [

GUI ZERALT-APDERTE (2754 V)

FIE

ATy Tl A Ea—FDOWeb 77 UHEEEL, URLEZASNLTURWB I 7 4 Fal—FDRTA LU N—Tk
B,

ATV T2 2P L LRRAT—=REZNENDT 4 —L RIZATTLET,

ATy T3 [Br 14 (Login) 127V 7 LET,
GUIIZIEFIcuZ A4 45HL, URWB V7 4 X2 L —FZX—=UNEREINET,

ATY T4 [IWServicel 27 U v 7 LET,
[TW Service Configuration Mode] ~X— VN ER SV ET,

AT w75 [Offline] &R L £,
TNRA AL, e Va7 E—REKTL, 74— A"y 7 IPT FLAZHIYEDY £,

WH—EXZFERLEZAPDEE (X540 50k
‘i)

TDHAATTIE, WY —ERENLTAVTA L7 T REHE—-RNTTZ7E8ARS VbR
RETDHDHECOWTHBHALES, ZOF— T, AV Z—Fy MRS TV LA,
IWH—ERT T T RY—R—NEF N REPEHRTEET,

FIR

ATy Tl avEa—4DOWeb 77UV EEEL, URLEZASNLTURWB 27 4 X2l —FDaRT AL N—=Tk
& ET,

ATy T2 2P L LRRAT—FEZNENDT 4 —L RIZAHLET,

ATvF3 [vr A (Login) 127V w7 LET,
GUIICIEE®IZue 74 35HE, URWB 27 4 X2 L—FX=UNFRENET,

ATw T4 [IWService] 7 U v 7 LET,
[IW Service Configuration Mode] ~X— YV NE /RSN ET,

ATY 7S5 T 74/ hTiE, 7734 A% [Online Cloud-Managed] & L CFE/REINE T,
IWH—ER7T0 K= N=NETF N, ZAZEHRTEET (¥ =3y MIEHRINLTWDLHRE) o 7
N AT, 2= —=RNIW P —EANLREE T v 2 LERAEREAT7 T4 v — NI x5
BICDOH, T ya=rTE—REKTLET,
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atfuan]n,
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service

Cloud-Managed
IW Monitor m

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

Cisco URWB IW9165E Configurator
5.81.160.148 - MESH POINT MODE

IW Service Management

IW Service Configuration Mode

Provisioning: This is the initial configuration phase. The access point is configured using IW Service (
Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ) if connected successfully or locally
if Offline mode is selected.

Offline Configuration: This mode allows for location configuration changes locally using the access point
WebUI (this interface) or CLI. Configuration is also possible by downloading a single-file configuration from
IW Service ( Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ).

Online Cloud-Managed Configuration: in this mode the access point is configured using IW Service
(Industrial Wireless (IW) Service US or Industrial Wireless (IW) Service EU). The local WebUI and CLI are

- allowlist / blocklist read-only.
-snmp
- radius

¢ o Online Cloud-Managed O Offline
-ntp
- ethernet filter
- 12tp configuration
- vlan settings IW Service Cloud connection info
- Fluidity Server Host: Industrial Wireless Service
- misc settings

Status: Connected

MANAGEMENT SETTINGS Comnected
- remote access Cluster Config: auto
- status Current IP Configuration
- reboot Current IP: 10.58.58.55
- logout Current Netmask: 255.255.255.0

TONA AL, BRENIW H—E AN T v a2 SNEHAETRITT— FRA 7 74 1280 #
ZENTEHEAITDOHR, Tt la=r VE— REKRTLET,

GUI Z{ER L= AP X T— 2 X DFERE

FIE

ATYT1 arvEa—FDOWeb 77U FEEEHL, URLZANLTCURWB IV 7 4 X al—XOa s A=k
& E7,

ATV T2 a—P—LHLRXRAT—REZNENDT 4 —/L RIZATTLET,

ATv 73 Ay (Login) 127V v27 LET,
GUIIZIEERIZue 74 35HE, URWB 27 4 X a2 L—FX—=UNFRENET,

e b Va=r T E—K
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o],
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service Provisioning
IW Monitor

e AT —H AN gt ] OFT A Aar 7 4 FalL—H
IW S —EA~DEHRNRRINT D &, AT —H AN [Connected] & FrRINFET,

IW Service Cloud connection info

Server Host: Industrial Wireless Service
Status: Connected
Cluster Config: auto

Current IP Configuration
Current IP: 10.115.11.152 (dhcp)
Current Netmask: 255.255.255.0

AT —H AN Y| OF AL RAa LT 4 Xl —H
IW =B A~OBHE N KIS 5 &, AT —H A [Disconnected] & F/R S E T,

IW Service Cloud connection info

Server Host: Industrial Wireless Service
status: [Discomcted]
Cluster Config: auto

Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

FIS4 Y E—F

IW Service
IW Monitor Disabled

QUADRO
ROV ELN

IW Service Cloud-Managed

IW Monitor Enabled

CLI ZfEA L1 AP X T—5% X DFEE

URWB 27 4 2 L—HXNTAP DBFEDOENEART — X A% fERT HITIE, DX AT &ff
ALET,

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .



JOELa=UIE—RTOTAS 200HEE |
B cuzEmLroHeP EBR T — 5 ROBER

FIE

show iw-service status I~V o ]\%ﬁﬁi)ﬂ L T, 7‘/\/1)1@7<5:_&175_’E§§§\ Li‘a—o

Device#show iw-service status
il
BBV = TE—RDOT A A
Device#show iw-service status
IW Service mode: Provisioning
Status: Connected
e FT7TAE— ROTI/NA A
Device#show iw-service status
IW Service mode: Offline
A TA T FEHE—ROT /A A
Device#show iw-service status
IW Service mode: Online Cloud-Managed

Status: Connected

CLl Z &M L 7= DHCP =it R T — 2 A DHEEE

FIE

2TFY 1 ROCLILOFIL, TA AN o Ya = 77— RTHY, DHCPH——MN5HIP 7 RLAEZEE LT
WAHZ L ERLTOET,

DHCP D AT —H A% FRT HITIX. show ip ZFEHLE T,
« 5] : DHCP @ R%)

Device#show ip
IP: 192.168.0.10

Network: 255.255.255.0

Gateway:
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| FRECa=vIE—RTOTF NS ROUHE

ATy T2

Nameservers:

DHCP Address (PROVISIONING Mode) :
IP: 10.0.0.2

Network: 255.255.255.0

Gateway: 10.0.0.1

Nameservers: 8.8.8.8

Fallback Address (PROVISIONING Mode) :

IP: 169.254.201.72

Network: 255.255.0.0

teo ozt [

WD CLLOFIZ., FAAL AN, e Va=r7F—RFRThHY., DHCP——Mn 5P 7 RLAZHET
X FTIFNLIDTF— ANy T IPT KL AD 192.168.010 #FHHTAZ L 2R LTWVWET,

DHCP D AT —H A% FKnT DI, show ip ZHFEHL T,
« 5l : DHCP O%it (F7 4/ D7 —s3v 7 1P Z{# )

Device#show ip

IP: 192.168.0.10

Network: 255.255.255.0

Gateway:

Nameservers:

DHCP Address (PROVISIONING Mode) :
IP: 192.168.0.10

Network: 255.255.255.0

Gateway:

Nameservers: 127.0.0.1

Fallback Address (PROVISIONING Mode) :

IP: 169.254.201.72

Network: 255.255.0.0

LED D ENE

TN, ZADAT—H ZALED X, TDTINA ANRT —)L8 v 74k

B, A T4 770 NE

HE—F, 347740 F—RIZRDET, DOV A 7V THGHIEBE L ET, B
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B orcva-svz—rcoWs—ERBRDO FSTLV -T2y

)72 LED O /3% — 220 i, [CatalystIW9165 D LED /X & —> ] F721% [CatalystIW9167
D LED "Z—r | BB LTSN,

JOE I Z U9 E—KFTOIWH—EREHFD ST
IWooa—F4 28

TNRA ANIW b —EREEFR T RWEAIE., ROFIEZHL TLEE N,
F|i§

ATl WEANRER A=y MMr—TURELLERINTWDZ 2R LET,
ATy 2 DNS R AR LET,
* device.ciscoiot.com

* us.ciscoiot.com

* eu.ciscoiot.com

RT9T3 TURRYLRHTTPS : 77 BARA Y M, FE2 TU A RSz RAA A% LT tep/dd3 TOT 7
hST 2 RHTTPS Bt 257l 45 2 & 2 L E 7,

AT T4 o—DNVERE W —EARNFTT7TA L DEETHILE, TXAMADA L T4 Xal—H A H—T =
AAEFERLCr—hV (FT7T7A4Y) BEEITVET,

GUIZERLE=TNNA ROITEHFEROT I74IL bAD
)ty k

T RBARA L MZEIPHE SN TWD EXITY 'Yy NARZ % 30 PEMTN, a7 4
Xalb—H A H =T A AEFHA LT, T 2% THHEFMEOT 7L MUY T3
ZEBRTEET, Uty FARZ UOFEMIZOWTIE,  [Using the Reset Button] &R L T<
7230,

\}

GE) ~—FRUEBYRMNIEY, TSRLADIPT FLARERE AT — FEET, T XTOF A
ARENTIHERBREOT 7 4V MR D £, "—FUty FTIIR, TA ZAEZ)T— |
TAHEEIL. GULEZER L7 XA 2D 77—k (14 %—2) 2L T 7EE,

1. [MANAGEMENT SETTINGS] C. [reset factory default] 22 U v 7 L7,
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| FRECa=vIE—RTOTF NS ROUHE
GUI A L7\ RO TBEEOF I+ L k~0 Uty b [

]
CIsCO Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE

WIRELESS BACKHAUL

IW Service m

IW Monitor Are you sure you want to reset to factory default settings?

GENERAL SETTINGS 7
- general mode ho | &S
- wireless radio

- antenna alignment and stats

NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings
- Fluidity
- misc settings

MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

2. WKy FT v T4 ROTIYES| 22 U w7 LET, THEHHHEORE~D ) £y k
T 5I01E, [NOJ &2 U v s LET,

3. LIFNCTNA ZADRET 7 ANVEARIEL TWAIEEIL, (RELEREEL T A ZTEH LT
TFET, TS AREORGFEE T (153—=) 2R LTIZEN,

\}

GE)  BlfRA & L CTIHHMREORELEH LT A A AL HRET DLEND HGEERE, ~N—
Rty FEFATLRNTLZEWN, "—FUtky NTIE, 7/ ZADIP T R R LEHHE
WNAT =RV Ey bEIL, Xy NI =T NLT A 2RI S E T,

CLUZFERALETNA RADIBEFAFOT IAILE~AD) Y
FRAZADFREZR) By FT5I2F, kO CLLa<y FEMHEHALET,

device#configure factory reset config

WARNING: "configure factory reset config" will clear config and reboot.
Do you want to proceed? (y/n)

CLIa<=Y RTyZANLTT AL 2Dy T uvRAEB T2, n 2 AN LT rE
A2k LET,

TNAAREDY By b T =2 VA T2ETT 52T, RO CLL a2~ » FEMEHLET,

Device#configure factory reset default
WARNING: "configure factory reset default" will take minutes to perform DATA WIPE.
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B cvzgmLrET 1200 T+

OB ADO—BLELT. KOT7ANANT I T INET,

Config, Bak config files
Crashfiles

syslogs

Boot variables

Pktlogs

Manually created files

Do you want to proceed? (y/n)

CLLa<w  RTCyZANLTREDTANA ANy " T —2U A THBBET 0. n 2 AT
LCFutvxZdikLET,

GUI ZFERLE=T/NA XD T—F

FTNRAADFRVV—=F 4 VT VAT L&) 7T — T 5120%, ROFIEEZFEITLET,
1. [MANAGEMENT SETTINGS] C. [reboot] #7 U v 7 L%,

Nimm
CIScoO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHAUL

w sorvee(ERIIEER)

IW Monitor Disabled Are you sure you want to reboot the unit?
Any pending changes will be discarded.

GEMERAL SETTINGS i X
- general mode No |
- wireless radio —_
- antenna alignment and stats

NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- status

- reboot

- logout

2. WERKRYTT T T4 RUT[Yes] &2 V27 LET, V7 —raHiEd25I2iE, [No]
Vv LET,

CUEFEALETNARDOY T—
) 7— N EEFTBICE, KO CLL A~y REMER LET,

Device#reload
Proceed with reload command (cold)? [confirm]

CLI @< R TCeconfirm EANLT, TRXAADY T — v A&BLET,
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Frqzprenreax ]

— N = = pe —
TNAAEZEDRFLETR
[LOAD OR RESTORE SETTINGS] 7 > KU Tlid, IRDOHX A7 Z#E[TTEET,

¢« TNA ZADPEAFD Y 7 b =T REZHE (*conf) 77 A/ E L TRET D,
RIFELIEREZ 7ANERAEDT NRNA AT v a— L TCHEAT 5,

A\

GE) TARARAYT7 MU THEE (Fconf) 7 7 A /ViE, ITW Service ik
Ty b7 v (Yiwconf) 77 AN ERHTE EFH A,

Je

EVh REFBEAORETZ 7 A ML, FLXATOTRTOT /NA ZATH
FIRESNET, ZNDDRFEHLDOHRET 7 A WVITRED /N> 7
Ty T7rANELTHEEL, BB LT A ZAZRUEXA 7O
TNA AL ZWT HHEND LA, MR CHEM T X
7T

TNAADYGFOFRELE AL Ea—HIZA T ra— RT5I2E, ROFIAZFATLET,
1. [MANAGEMENT SETTINGS] C. [configuration settings] #7 U v 7 L%,
[LOAD OR RESTORE SETTINGS] 7 « & RUNRRRINET,

CIsCco Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 581.160.216 - MESH POINT MODE
WIRELESS BACKHAUL
W Service LOAD OR RESTORE SETTINGS
IW Monitor Restore Settings
GENERAL SETTINGS Restore setiings from file: No file selected
- general mode

- wireless radio —_—
- antenna alignment and stats Restore ‘ “

NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethemnet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

- logout
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2. [Save]l]#7 U w7 LTT /A AFE (*conf) XD —RLET,

RELTCRET 7 AN ET NA AT v 77— RT5120%, ROFIEZETLET,

1. [Browse] %7 U 27 LT, TA AT v ua— KT H5%E (*conf) 77 A /N%&ERDOT
iﬁ—o

2. [Restore] #7 U w27 LT, EEZT A AZHWHALET,

S o
—RERE DELTE
[General Mode] X EZ AL T HI21E, RO FIEEZFEITLET,

1. [GENERAL SETTINGS] T, [general mode] 7 U v 7 L &7,

]
CISCO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHAUL

W Service [ offiine | GENERAL MODE
IW Moniter General Mode
Select MESH PONT ra attaching an 1P edge network camera, encoder. i
GENERAL SETTINGS 10T W@185D) tor if you are using pointin the mes e
- general mode © mesh point
- wireless radio
Mode: () mesh end
- antenna alignment and stats
O gateway
NETWORK CONTROL
- advanced tools
Radio-off. ]
ADVANGED SETTINGS
- advanced radio settings LAN Parameters
- static routes
- allowlist  blocklist Local IP.  10.58.56.56
- snmp
- radius Local Netmask: 255 255 2550
-nip
_ ethernet filter Default Gateway: 1058 56.1
- I2tp configuration
vian settings Local Dns 1. 1.1.1.1
- Fluidit
¥ Local Dns 2
- misc settings
MANAGEMENT SETTINGS Enable IPvé: [ ]

- remote access

- fimware upgrade —
- configuration settings o
- reset factory default

- reboot
- logout

[General Mode] (2%, BIfEE— KD ary be—R"H 3, AvraBiry NU—7 THj
YERTBEZR T /XA A1, [mesh point] &— R CTHMm S E 7,

)

CE)  MERXy bU—7 AT baeRitT 2581E, 2R<Lb12DR vy a2z KT /A R
BLETYE, ZOT S A, T4 v 2EER EOHIER X OVERRELZ FITLET, Zh
I, XY b= B2ODT A ADHTHERSNLTNLIHAETH, Xy FT—27 ZIELLH
ESH D2 DICHETT,

TNRA ADEMEE— FEEETLHIE, ROWTHRLOE— RERIRLET,

«Gateway : ZDOF— RIZEERLAYIEE Y T A BIICEMA SN, 1ZEAEDE Y b
U— 7 CIHMERH IS ERE A,
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*MeshPoint : ZDE— R, Fv hT—=ZHNOEV DT 78 AKRA > MT#EH SN ET,
INLDOT I7RARA Y ME, VAV VRV U ERTERY V7 E2FEH LT, Avia
TURELRFA YV AaRA U P E L TRESINTZRAL R Yy U —7 A7 L— X% Fofh
DT VEARA L b~DY I B LEST, 2OV FUVFTIE, 77 EBAKRA Y MM
DT 7B ARAL L MR LA Y2 TAlffbENET,

*MeshEnd : Z0E— Fi&, #HEBLOEHOR Y b —VEZFEITTH LT /&
ARA L PERELET, H2y FT—213P R EH1ODA v axy RAKET
To ZOT 7 RARA Y ME, @F, VAV LAy NU—7 LHBRR Y 8T — 27 BUIUKR
THERLPLHRRA  MIREINET,

CLIZERALE—RETEDETE
— AR ELHTET HITIE, ROCLILa~vr REFEHLET,

Device#configure modeconfig mode
gateway layer 3 global gateway mode
meshend mesh end mode
meshpoint mesh point mode

Device#configure modeconfig mode meshend
mpls MPLS support
radio-off disable radio interfaces

LAN /XS A —5DEE

LAN XT A —& 2%, a— N7 FLAFREDZ FUHIIEINRSH Y £9, LANXT XA —F %
BEYT AL, WOFIEEFEITLET,

1. [General Mode] 7 « > R Z#]$>CBA< & [Local IP] 3 X U [Local Netmask] @ LAN /%5
A =BT THMWREDOT 7 4V MEB R RS NET,

2. WMESUT, [Dnsl] 74—V Rice—H/1L75 4~V DNS7 KL A% A/ L. [Dns?2]
74—V RiZua—hEehHZYUDNS T RLAZ AT LET,

3. [Save]lzZ7 U v 7 LT, LANREZRFLET, REEZZ VT T5IT1E, [Reset] 27V v
7 LET,

CLUZFHERALI=LAN /S5 A —F DE/E
LAN /8T A — X ZRETHIZE, RO CLI 2~ > REHHALET,
1 -

device#configure ip address ipv4 static
192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200 192.168.10.201

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .



JOELa=UIE-RTOTAS 200HEE |
B 77tk roasy—iga s kAo

TOEARA DAY —ILRA 2 FADES:

T IR ARA Y M (A LAN ISR TI0) v — A VICERET H12iE, DB-9 to RI-45 LV
T —T N L Car Ea—2 a7 7 ARAL L DAL Y — L8 — Mol LET,
T RARA L R DY == BIZEE LT CLL 2 IS, RO FIRE KT L E T

1. 9D AADDBIYtoRIA5 Y TNy —T)NE TIEARALLY FORIA45 Y 7L
R—hE, T E2—F0DO COMKR— MR LET,

2. TIRBARA LV MEBETEDRIITFA—IFNZIa2 L —FERELET, ¥—I L
T2 L—HIZiE, RORTEMHEEFEHALET,

NG A—4 [

A—L—F 115200 bps
Va4 § B> b

KUY F 4 L

ALy 1AMy 7 EY R
7 1 — il il 7L

3. fFHFEER <~ R e 7 hE— Rid, o< R o7 () LREa~y
K7ar7 s #) O20908H0FET, a4 LTHIE, HEORWa~w L REFELT
THEOOER L FFa 7~ (5) B— R 9,

BiMga~ R7ar 7 b (#) F— RIZT7 27 B 2951204, enable 2~ K (Bl iLen)
EANL AF—=TNRNAT—REANLET BHEE—ROB 7 A 82T — i, 1
Yoo 7 A L RAT— RE 3R £9) .

WOT7xNbuar A EREFEHL T A LET,
o 1 —H—4 : Cisco

e /XA T — R : Cisco

N

GE)  VHIRENETLES, T7BARAL U BT U T AT —T V2RO L ET,
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GUIZFEARALE-TNNAADT7vTIL—F

cGQUIBFERH LT AL ADT v 77— R (19 *—)

GUI 2FERHLE=T\AADT7vITHL—FK

FIR

ATVl 2 Ea—HFDWeb 77UV EEEIL, URLZANJLTURWB I 7 X2l —FDuas (o —T%
B F9,
ATV T2 2—HP—ZHLRXRAT—-REZNEFNDT 4 —/V RIZADLET,

ATFv 73 [mr A (Login) 127V w7 LET,
GUIIZIEEHIcu /A4 v45HE, URWB U7 4 FaLl—FZX—UNRERENET,
AT v 74 [MANAGEMENT SETTINGS] C. [firmware upgrade] V >*7 %7 Y v 27 L T [FIRMWARE UPGRADE] 7 ¢
Y RUEREET,
ATFY TS [Browse] RZ %27 Vv LT, 77— =T7 TovF T L—F 77 A NVEFELTGERLET,
ATwT6 [Upgrade] "% > %227 Vw7 LT, Tv7 7 L—R7akAzELET,
AT9FT1T [OK]Z7 V7 LT, TRAANDT 7 =L xT 77ANDT v 7 u— RefdLET,
T7 =Lz TNT A RZIEFIZT v 7r—RENDH L, APTA A—UREs I Thrb, APRY 77—
FLET,
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GUIZERLE=TRAIROFy TS L—F |

B cuzgALET 2079 TIL—F

aifean]e
CISCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.164 - MESH END MODE
WIRELESS BACKHAUL

IW Service Offiine | FIRMWARE UPGRADE
IW Monitor Firmware upgrade
QUADRO Upload and upgrade the firmware using a firmware upgrade file.

Firmware upgrades are available to registered users at software.cisco.com.
WARNING: POWERING OFF OR UNPLUGGING A Cisco URWB UNIT DURING A FIRMWARE UPGRADE
GENERAL SETTINGS PROCEDURE WILL PERMANENTLY DAMAGE THE UNIT

- general mode Current version: 17.16.0.80

Swdrsless radio Select the firmware file to upload and start the upgrade:

- antenna alignment and stats
NETWORK CONTROL ap1g6m-k9c1-tar.17.16.0.88 tar

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

- ntp

- ethernet filter

- I2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

- logout

© 2024 Cisco and/or its affiliates. All rights reserved.
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TFIP 2R LT/ \A ADT7 v T L—
N

NIET LT 7 A NMET 1 b2 (TFTP) #H L TCTF A A&7 v 77 L— RT 51214,
ROGMHEETHT-THERH Y £7,

e TNRAANF Yy T —=T IR ENTNDEZ &,

« TN AP =TV TFTP ¥ — "= LlfE T D L) ICRESN TN D Z &,

e B—y FTFNRA AL A= —H )L TFTP —_—D )V — T4 L7 "NV T v
O—RENTWAHZ L,

s TFTP 2 L7=F A ZADT v 77 L — R (21 <—2)

s TFTP i L7=T /"4 2D BE T v 7/ L— K (22 2—2)
« TFTP ZfEfl L7=T A ADEWT v 77 L—F (23 X—Y)
«CLI Zfif L7 TFTP T3 ADT v 77 L— R (23 X—%)

TFIP #FEALETNNARADT7 v THL—K

TFTP 7 A AT v 77 L — Nfe AT 2L, 71 ZAOBEET v 77 L— REIETA
A ADESET v 77V —FeFTTEET, T A ZA0HBT v 77 L— F T, 751 R
V=T 2 ARNT A NEFEHLTE LWT S AR AR E O &2 EHRICT = v 7 L,
Ty I — R 2 EBBLET, T ADEHET v ST L— R TlE, T RITFEE
ENTZT A AL A=V % TFIP B — =B BE L, 7y 7/ L— 7 a2zt L £

T, WONWTNDDFEZRINTEET,

cTFTP 2 L= A A HBT v 77 L — K
«TFTP ZfEH L7=T /A ADEHET v 77 L—K
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TFIP A LT AL ZD7 v T L—F |
B rrzErLEFt 2O0BEBTYTIL—F

TFIP 2{FAHL=-T/\A AOBEHT7vITFTL—FK

1R8O BRI

ZOHEEFERTDE. T3 A2 —V—2NEE LM Tre — /v TFTP % — N —Z 855t
LT, TLWT NS AL A=V DR AHENE I DEHRTEET, T RIT A AA
A=V T 7 ANEREL, Ty 7 7L —REFETLET,

FIE

AT w71 devicemanifest 7 7 A L EVER L. T3 AA A—UPMEEEINLTWAO L6 U TFTP B — 38— D )L— |
FA4L 7 MIICT vy u—RKL%ET,

ATv T2 TFTP BEY T v 77 L— REAMNTT HHIC, TFTP — 13— L KRR Z2 % E L 7,
G¥)
RIS X, BN CHRETAIXNERH Y 7,

FE
TNRAAZADEZ T a— KRBT THETIE, T RAZHVEELZY, FBEFHLEZY LWV TLIEEN,
ARA=T 7 ANDY A RZL 5> Tih, THAA ADT v 77 L— RIZERIR D850 H 0 £3,

TFIP H—N\—LEDT =T xR+ I 7L ILDETFE

BN, T, 21X TFTP b — "= ~v=T 2 A N 77 ANV ETELET, v=7 R |
T 7 A NVDIFRIZESNT, T 2L TFTP —RN—In 5 F NS, A A=V ZFE L ET,
EERWTZENBE, THRALRAEITNAADT v T L —RK7av 22l L E4,

YDA 7A4ILDER

~=TxANTZ 7 ANE, TFTP Y —X—THA FINTWALERDLD T, ZDOT77AL
W, TRA AT o7 T = FHAOT AL, AL A=VICBEET A EENEENET, v=7 =
ARNT 7 AMZEENDEFERIZTRD LB T,

e TNA AL A=V DT 7 A VA
s TNRAARAL AT T 7 A NDMDS F = v 7 VA

c TNRA AL A=V D=V a3

V=T 2 AT 7 ANAE, IW T AL RET S CTHRETALENRH Y £97,
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| TFIP2ERALETAARDT7 v TTL—F
TP £ L7 ( 20EE7 v T7L—F [

TINAREAT RNZTJIRAFIT7ANE
IW9167EH IW9167EH.manifest
IW9165E IW9165E.manifest
IW9165DH IW9165DH.manifest

YZTJzARLI77A4ILDOEADH :

image name=aplgém-k9cl-tar.202307110910

image md5=376el5acd4e82a49a81d42add904£5b0

image version=8.8.1.101

TFIP 2{FEALE=T/\A AQEE7YITFTL—FK

TONA A, BEESNTZT NA AA A=V % TETP b —N—0 0 BE L E3, T3 ADEBE
Ty T T =Rt AEFETHIIE, RO CLI o~y FEFEHLET,

B# AU RFERET7TIV3 Y

IP7 KL R%{EH LT TFTP #— \—% 3% 7 |Device#configure tftp server A.B.C.D

15 AB.CD : TFTP +——®D P 7 FL 2
TFTP 7 v 77 L — R A A —J A RET S Device#configure tftp upgrade <image file>

Configure TFTP upgrade image <image file bin>

FNRA ANTT ST v S L— R a2 2B LET,

>

i

BB S ADS Y u— FRETT ST, 7 ALY | FERLEY LAnT
KIEEW, A A=V T 7ANDYA XL oTIE, THAADT v 77 L— RITK D 037032
Banh ) T

5

CLIZERLE-TFIPTNNARADT v ITHL—FK

B AR RFERETIVa Y

TFTP ’H‘*—/\*—fg{ﬁﬁﬁ LVC'?/\/I) Z2DT ‘)707‘ Device#configure tftp server A.B.C.D
L—RaFT+5 AB.CD : TFTP #——®D P 7 F L X

TFTP?\/\‘/]) 2D 5@17 ‘)707\1/—‘ ]\%ﬁé‘jﬂl Device#configure tftp upgrade automatic
+% disable
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TFIP A LT AL ZD7 v T L—F |
B cuzsmLrTRPF 20T THL—F

S]] ARV RFEREET7TIVa Y
TETP .7:‘/§/]) 2D 5@17 ‘)707\1/"—‘ }"Eﬁ@ﬂ: Device#configure tftp upgrade automatic
T’Z) enable
3;::3/57Eﬂﬁﬁ%ﬁ%?ﬁ:?FiZEUEEGZ<?::i7:n;i IS Device#configure tftp upgrade check now
77 A NEHERT D
TFTH?if/</rJKO)?’sz:fifL/‘—]f%EiEﬁﬁﬁﬁbzﬁﬁ Device#configure tftp upgrade check period
= 3
D
Gx)
F v 7 ML, BB TIREY 5 LB
HYET,
TFTP %ﬁ“ﬁ%ﬁﬁ?ﬂ‘?‘é Device#show tftp config
TFTP % & DR ARDH
Device#show tftp config
Automatic TFTP Upgrade settings:
Status: enabled
Server: A.B.C.D
Check period (hours): 3
H#h TFTP 7 v 77 L— ROf
Device#configure tftp server A.B.C.D
Device#configure tftp upgrade check period 3
Device#write
Device#configure tftp upgrade automatic enable
Device#write
Device#reload

WOBAIIE, T ADT v 77 L — REIREZBBETE £ A,

VT2 AN 7 ANTHREESNIZMDS Ty 7V LV LR, TRA AL A=V T 74
)b (image_name) THHHE SHL/Z MDS = v 7 A& —EL72WEA,

PNETZART A NTHE ST A A A= VDAY 3 VIR TR ATETS
NTWBBIEDT N ZAN—T g v & —HT 5854,
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IPv6 D HHR— k

o EE (25 =)

«IPV6 7 KL A Z A7 (26 2—)

« AP IZE1T 5 IPv6 OHilIHEH (26 X—)

« CLI Z ] L7z IPv6 O M E 7213850k (26 ~—2)

« CLI ZfH L7z IPv6 RA HEIRXEDOH ML E 13X 27 <—)

«EUI-64 [Z X D8O IPV6 7 LA, #F—FDUx=A, BLDNS — =7 KL ZADFHE

(27 =—)
cEUL-64 IC L D8I IPv6 7T RL A, #A— U = A, BIXODNS h—"—7 N L ZXDOffE
(27 =—3)

« EUI-64 I L B2 WEUIPVE 7 RV A, 7 — U= A BELODNS ——7 KL 2Dz
(28 =)

« EUI-64 IZ L B2 WEIIPV6 7 KLV A 7 — = A BELODNS ——7 KL 2D
(28 =)

« EUL-64 |2 X B9 IPv6 7 KL 2D E (28 X—)

« EUI-64 |2 X D E IPv6 7 R L ADHEE (28 =X—)

« EUI-64 |2 X B 720 IPVv6 7 KL ZADF%E (29 2X—2)

« EUL-64 IZ X B 7220 IPV6 7 F L A DFER (29 _—2)

«IPv6 7 — F 7 = A BELODNS —_"—FED7 VT (29 ~—)

« 7 UT ENTZIPV6 7 — F U = A & DNS = "—DEEDHER (29 <2—)

« GUI il L7251 IPve DAL & & E (30 ~<—2)

« GUI 2l L7250 IPve DS (31 X—)

S

UIW U U—217.15.1 LA, APIZIPv6 7 KL A&V R —FLET, 74 FTlE. APD
IPv6 V— B AT 2> CWVET, CLIEZIZGUIZFEHA LT, APDIPv6 7 KL ZADHF%)
fLERENTEET,
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B orsrrizsqs

IPvé DHHR— k|

IPv6 7 FLA B4 T

AP IZIRDIPV6 7 KL A X A FHBRETEXFE T,
e U u—hv
e ——Jua—Jh)

e Ju— )L =F % X |

yroa—hi

Vorua—hn7 RUAZX, B—U 7 OEENTHEHAI, V=747 TEEHEAL, Zh
HOT RUAL, BfEICREOWEY v 7 2L, BB FUARRE, fER 72 ha
REFPHMELEE—DY 7 OT7 Ry IR ENET, Vo Zua—hL7 FL A
X, AU Y 7 SNt/ — RICBET D720t 7,

ai=——4SAa—Ah)

== —H)NT FLAIL, T4 _X— "R HBNTIINNV—T 4 T TEETN, X7 U v
TALE—Fy NN LTI —T 4T TH52L3TEEYA, Ju—ULbf v Z—3x%y ~ |
TN—T 4 VT EINDEZEITEESNTWETA, 2720, A " EORsNEZZ Y THO
N—T 4 TR THY . ROV A NEOA—T 4 VT HR[ERGERH Y 7,

SO0—n\)LaA=—Fv¥ X+

Ja—s b 2=% % A LT KLRIE, X7V v 7 IPvd T KL RAZER & [FERIC, IPv6 A > & —
Xy FTHA—T 4 VT AREIRT R LA TY,

AP IZH (T 5 IPv6 DFIFIEIE

«IPv6 DY R — ML, FA MEREICRESNET,
« Fluidity LA ¥ 3 % v NV —Z7 X IPv6 2V HR—k LEHA,

CLI Z{E A L 7= IPv6 OB L F 1= [T EXh1E

F 7 4V FTliE, AP O IPv6 iR — MIENIZ /2> TWET, IPv6 AN T2 L. AP ICH
) 7 a—H T FLANEID B THNET,

Toawr REFEHALT, APDOIPV6 T RLAZHENE-ITENZLET,

Device#configure ipv6 {enable | disable}
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| 1Pv6 >4 R—
CU %/ L 1= IPve RA BB oAt £ aEnt [

CLI Zz{ER L 7= IPv6 RA BEEIEXE DAL T - ITERE

ZOavwr REMFEHLT, AP D IPv6 RA BB EX AR E -ITESNC LET,

Device#configure ipv6 enable autoconfig-ra {enable | disable}
S
GE) senable : /L—H T RNZA XA S LORBBRELZANLET,

edisable : L —H T RNRXZ A XX IO HERREAZEDCL E9,

EUI-64 [Z & AE80IPVv6 7 FL X, ¥—F+r9xzA4. BLUY
DNS H—/\—7 KL ADKTE

Zoawy FEFEHLT, APOEUI-64IC L 5HIIPv6 T KL A, 7 — o =A . L IU'DNS
P—N=T FLRERELET,

Devicefconfigure ap address ipv6 static fc00::4236:5aff:xxxx:168/64 eui-64 fc00::1
2001:4860:4860: :xxxx 2001:4860:4860: : xxxx

EUI-64 Ik HFRMIIPV6 7 FL R, — koA, &V
DNS H—/\—7 F L XA DHEEE

AP D EUL-64 IZ X 28H)IPv6 7 KL A, F—FU = A, BILODNS V— =7 KL R & R
TAHI2E, kD show =~ REFEHLET,

Device#show ipv6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: £c00::4236:5aff:xxxx:168/64
Gateway: fc00::1

DNS1: 2001:4860:4860: ::xxxx

DNS2: 2001:4860:4860: :xxxx

Currently assigned addresses:
£c00::4236:5aff :xxxx:168/64 global
fe80::4236:5aff:xxxx:168/64 link

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .



IPvg O K —
B ocussicson0BmIPE 7 LR F— oS SEUDNSY——7 FLRADRE

EUI-64 ICK LG LVERIIPVE 7 FLR, T —bhoxA. B

KU DNS H—/\—F7 FLADEKTE

Zoawy REFEHALT, AP D EUL-64 IZ L H2WEIPVe 7 KL A, F—bhouxAf, B&
OYDNS #—_"—7 KL 2AZHEL T,

Device#configure ap address ipv6 static £c00::1234:5678:xxxx:def/64 £c00::1
2001:4860:4860: :xxxx 2001:4860:4860: : xxxx

EUI-64 [CK S LEMIPB 7 RLA, ¥—bhkoxzA4, B
ESUDNS H—/N\—7 KL RADIER

AP O EUI-64 IZ X 6720 ERIPV6 7 KL A, F— =1, BEODNS y— =7 FL 2%
MR AI1TiT. kD show 2~ REFEHLET,

Device#show ipvé6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: fc00::1234:5678:xxxx:def/64
Gateway: fc00::1

DNS1: 2001:4860:4860: ::xxxx

DNS2: 2001:4860:4860: :xxxx

Currently assigned addresses:
fc00::1234:5678:xxxx:def/64 global
fe80::4236:5aff:xxxx:168/64 link

EUI-64 (2 L AE89IPv6 7 KL R DERTE

Toawr REMFEHALT, AP D EUL-64 IZ X AEAIIPV6 7 RL A ZRELET,

Device#configure ap address ipv6 static fc00::4236:5aff:xxxx:168/64 eui-64

EUI-64 [ Kk 58RI IPv6 7 I/7\0)EE.=-..\

AP @ EUI-64 |2 L 5EFAIPv6 7 R L A ZHERT HI1Z1%, kD show 2~ REEHA L ET,

Device#show ipvé

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: fc00::4236:5aff:xxxx:168/64

Currently assigned addresses:
fc00::4236:5aff:xxxx:168/64 global
fe80::4236:5aff:xxxx:168/64 link
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| 1Pv6 >4 R—

EUI64 (= & 5L PG 7 FL2oBE |

EUI-64 [C &k 5 LVERRIIPV6 7 FL RADERTE

Toavy REFEHALT, AP ® BUL-64 IZ L S WEIPve 7 RL A ZERELE7,

Device#configure ap address ipv6 static f£c00::1234:5678:xxxx:def

EUI-64 [ & 575 UL\E20 IPv6 7 K L R DFEER

AP @D EUI-64 12 X B2 WFRB IPv6 7 R L A ZHERT HI21X, IRD show =~ R&fif L E

B

Device#show ipv6

IPv6: Enabled

Router Advertisement auto-configuration: Disabled
Static IPv6 config:

Address: fc00::1234:5678:xxxx:def/128

Currently assigned addresses:
£c00::1234:5678:xxxx:def/128 global

fe80:

IPv6 7 —

:4236:5aff:xxxx:168/64 link

T4 B ELUDNS H—/N\—[FDH )T

TDavy REFEST, APOIPV6O XA — T x2A & RAL U F =L AT A (DNS) P—3—
DT RVAREZZ7 VT LET,

Devicefconfigure ap address ipv6 static £c00::1234:5678:xxxx:def/64 :: :: ::

1) 7 Int-
TR

IPv6 55— k™9 x4 EDNSH—/N\—DHZFED

AP D7 VT HEHIPV6 7 — 7 2 A BLUNDNS —_—D7 R RAREZMERTHITIE. &
D show =<2 REFEHALET,

Devi

cef#show ipv6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: £c00::1234:5678:xxxx:def/64

Curr

£c00:
fe80:

)

ently assigned addresses:
:1234:5678:xxxx:def/64 global
:4236:5aff:xxxx:168/64 link

GE)

TFTP 72 E DY —E A% IPv6 THEHET D L H ML S B2 5AICIE. Vo2 ae—AaLVIP T R
2WZIERY T =T A B —=T 2 ADFREDPRDO ONIGENRH D EEEBETHLERH Y
F9,
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IPv6 D R— k|
B vz Lm0 IPe oA BE

GUI Z{&F L 7=728Y IPv6 D AL L &% 7E

FIE

ATFYT1 I a2—HFDOWeb 77UV EEFHL, URLEZASNLTCar 74 Xal—20al A0 R—=U%&F
Er
AFvT2 a—P—ZHLRATU—REZNFNDT (—/IL RIZADLET,

ATy T3 [mrAr (Login) 127V w7 LET,

GUllica /A4 F4AL, URWB Y 7 4 X2 L—ERFRINET,

ATw 74 [GENERAL SETTINGS] T, [general mode] %7 Y 2 L C [General Mode] 7 1 > RV #Bi& £,

nmir
cIScOo

ULTRA RELIABLE
WIRELESS BACKHALIL

IW Service m
IW Monitor

QEMERAL SETTINGS

= general mode

-wirelezs radio

- antenna alignment and stats
NETWORK CONTROL

= advanced tools
ADVANCED SETTINGS

- advanoed radio settings
- static routas

ADVANCED SETTINGS

- advanced radio seitings
= static routes.

= allowdist | blocklist

- snmp

-radius

-ntp

= ethermet filter

- I2tp configuration

= vlan settings

= Fluidity

=misc settings
MAMAGEMENT SETTING S
-remote accass

- firmware upgrade

= status

= gonfiguration settings

- reset factory default

- reboot

- logout

Cisco URWE IWS167EH Configurator
5.21.201.156 - MESH POINT MODE

GEMERAL MODE

General Mode

© mesh paint
Made: () mesh end

. gatEwsy

Radic-cdt; ]
LAN Parameters
Local IP: 1011511129
Local Metmask: 255 255.255.0
Default Gateway: 10115111
Local Dns 1: 8888

Local Dns 2= 4.4.4.4

Enable IPy6:

R Autoconfig:
Local IPvé:

Use EULB4: [
Default Gataway IPvl
Local Dns 1 1Pv6:

Local Dns 2 [P

-{c::.r-. I “

D 2024 Cisca andior fis affiliates. All rights reserved.
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| 1Pv6 DHR— b
Gul £ L =80 1pve e ]

GE)
GUI TlE, Te—J) &) HEEE, FICERE SN IPvd £72131Pve 7 R A 2R LET, BRMIZIE,
[Local IPV6] 121X T RTDOX A TDIPv6 7 RV AZEHTE 5720, T/8M ADIPv6 7 R L A ZFHIICRE TX
EJcAN

ATw 75  [Enable IPV6] F= v 7 R 7 A% A2 LET, [RA Autoconfig] 23 AT AT X > THBEWINZA N
@ ij_o

ATv7T6 [Local IPv6] 7 4 —/L FIZIPv6 7 L A& AN LET,
RTvT1 (X7 ar) [UseEBUL64| F =y /Ry 7 A%t A LET,

GE)
IPv6 7 KL R, EUL64 A7 a V2T 208 50 TRA D £,

ATvT8 (A7 3 ) [Default Gateway IPv6] 7 4 —/V KIZ7— U =A IP T RLAEZ A LET,
ATv79 (A7 a>) [Local Dns 1 IPv6] 7 4 —/L RIZDNS #— X"~ 1 DIP T RLA&EZ AN LET,
ATFwF10 (X7 =a) [Local Dns 2 IPv6] 7  —/L RICDNS —_X—2 D IP 7 KL A& AN LET,
ATY TN [Save] &7V v LET,

GUI = {EH L =84 IPv6 D &R

FIE

AT w71 [MANAGEMENT SETTINGS] C. [status] 27 U v 27 L £,
AT w72 [STATUS] ~*—® [DEVICE SETTINGS] £ 7 3 a > C, IPv6 D&Ml T& £7°,
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URWB EN{EE— FDEXTE

« URWB #ifFE— FORE (33 X—)

« CLLIZ X 2405 (33 ~X—)

s Uty FARZDOFTE (34 2—)

o A A—VEMOFRE (34 X—)

cGUI ~DT7 7 AFIE (35 2—)

« GUI #f /] L 7= URWB Catalyst IW9167E D% E (36 ~—)

cCLIGREDZI v b (36 %—)

« CLIZMi [ L7ZIWService D7 77 REHE— FBLOA 7 I 4 vF— RORE (373—
V)

cCLIZfH L7 NA T — ROBRE (FIEw 7 A %) (37 _—)

« GUI Zf#i ] L 7= ITW Service DR /E (39 *—7)

URWB #1{EE— FDETE

Catalyst EREERH TV A YL AT 72 AKRA » M&, Catalyst Wi-Fi (AP) | Cisco Ultra-Reliable
Wireless Backhaul (URWB) . V—27 7 )L—>771 v (WGB) 2 EOBEHDOTIA YL AT
Jay—%HR—hLTWET, R —FINbHE— NI, BENRT 7 BARA VML o
THERY E,

T 7B ARA L b®OS X, Catalyst Wi-Fi (AP) & Unified Industrial Wireless (UIW) @ 2 2D
RipBY 7 b xT A A—=VEYHR—KLTWET, URWB & WGB IE, £H5 4 UIW V7
N =7 D—TT, 77 BAKRA L FOE—RIE, 77 BARA & FB3EIET D K 9 ITRE
SNTWVAE— NIZESNTT — MFIZIRESNLET,

CLI [Z &k & H 5l

T BARA L FD OS L, Catalyst Wi-Fi (AP) & UIW D2 OO DH Y 7 N =T A A—
VHEYPAR—FLTWET, KD show 2~ REMFEHLT, E7ENTWDLY 7 hU =T %24
BL, MESNET Ty 7 —Lba—REHELET,
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B vtorrsroz:

)ty

A4+ —

Device# show version

Cisco AP Software, (aplg6j), C9167, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Thu Aug 18 01:01:29 PDT 2022

ROM: Bootstrap program is U-Boot boot loader

BOOTLDR: U-Boot boot loader Version 2022010100

APFC58. 9A16.E464 uptime is 1 days, 3 hours, 58 minutes
Last reload time : Wed Sep 7 11:17:00 UTC 2022

Last reload reason: reload command

show version C aplgé6a F72Z aplg6b &%%éh‘fi%/ﬁ\ﬂi\ T EARA L KOS ﬁ’%*?éﬂf
Wbz }: %%ﬁ% Ljﬁfo show version C aplg6j iflﬂi aplgém k %%éﬂfl%/ﬁ\&i\ uiw v/ 7
M 2T RETENTNDZ EEZERLET,

T 7R ARA L B URWB E— RCTEEL TWE 0 E D D EERT 5121, RO CLI 2+
R&EFATLET,
Device#show iw-service status

ZDawy RBFEETAEE. 77 EBARA L MZURWB E— RTEIELTWET, FIEL
BRWEA., T7EBARA L FMIWGB E— FTEIEL TWET,

S S =JL =
fRA VDERTE
URWB E— FTlX, (F—hrue—RVEy MEF&E5(E L7-%IZ) LED MBIREO SIRICE
il WOV By N T arNETINET, T3 AOEREZANDFHIZ, BT /34
20y hARZ U EHLET,
Uy hARZ U Z200 X 0EIHT L, BBEORENZ VT INET,

Uty PARZ 20 EV RS 0B I VESMT L, THHMERE~DY £y M3 b
UA—shET,

VY PARZEZOBLIDVEILTYH, REFZ VTS EE A,

CEBDERTE

Catalyst IW9167E 7 7 & AR A > b % Wi-Fi ©— K (CAPWAP AP) 7°5 URWB E— KiZ, £
7213 URWB & — K5 Wi-Fi €— F (CAPWAP AP) [ZA#T 521X, RO TFIEEZFITL %
R

1. CAPWAP 7>5H URWB E— N2, E£7-1% WGB/AUWGB 7>5 URWB E— RIZEH#H 4 5 121%.
WKOCLIa~y REMFHALET, SV TT 7 ERARALA Y FRFEEH SN, URWBE— RT
EE L £,

configure boot mode urwb
2. URWB 7*5H CAPWAP E— R{Z, F£721X WGBUuWGB 7» 5 CAPWAP £ — RIZZEHT 512

X, WOCLIa~>r REFEALET, SV TT 7 EBRARA v MAEERI S, CAPWAP
£ F-’Gj@@ L/jzj«o
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configure boot mode capwap

cul~n7s+2EIE [

3. CAPWAP 7»5 WGB/uWGB E— RIZ, 721X URWB 7> 6 WGB/uWGB £— RIZEHLT 5

IZiX. RO CLI @i~y REFHLET,

configure boot mode wgb

A

GE) A A—VEEHRT DL, THHFHORE~DRE2Y ¥y MRETSN, RELT— 2 185%

EITHIBRS N ET,

GUI~NDT7 7 EAXFIE

Web Ul (Web t—H—A X —T = A R) [T 7B AT HIZIE, ROFIEZHEH L £,
1. WebULIZT ZEATHITIE, Web 7 7 UV A&, RO URL # AJJ LET ¢ https:/<IP

address of unit>/

[IW9167E Configurator] % 721X [IW9165 Configurator] 7 ¢ > RUBRKRIINFE T,

2. WER—VIZT 7' AT DHITIL, [Username] & [Enable password] D v 7 A EH A2 L

=7,

3. GUILICr AT 5E, URWB a7 4 X2 L —ERFrEaNET,

NI
CIsCo
ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service m
IW Monitor

GENERAL SETTINGS

- general mode

- wireless ratio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radgius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Cisco URWB IW9165DH Configurator
5.81.160.216 - MESH POINT MODE

GENERAL MODE

General Mode

Select MESH POINT mac
______ 10T IWB165DH Ser

attaching an IP edge
or if you ars

© mesh point
Mode: () mesh end

(O vateway
Radio-off. [
LAN Parameters
Local IP:  10.58.56.56
Local Netmask: 255 255 255.0
Default Gateway: 1058 56.1
LocalDns 10 1.1.1.1

Local Dns 2

Enabie IPv6: [

| (.
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B cu %R L7 URWE catalyst IWS167E D E

URWB B E— KOEE |

GUI % {£ A L = URWB Catalyst IW9167E (D% &

WOELIC, Catalyst IN9I67TE 2> 7 4 X2 L — X DR EE T LET,

b
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service [ offine |
IW Monitor [ Disabled |

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

CLIREDOZ v k

Cisco URWB IW9165DH Configurator
5.81.160.216 - MESH POINT MODE

GENERAL MODE

General Mode

etwork camera, encoder. efe.) io this
a relay point in the mesh network

Select MESH POINT mode if you are attaching an IP edge
Ciseo |OT W21B50H Series Access Paint or if you are using this unit as.

© mesh point
Mode: (7) mesh end

(O gateway
Radic-oft [
LAN Parameters
Local IP:  10.58.56.56
Local Netmask: 255.255.255.0
Default Gateway: 10.58.56.1
LocalDns 1. 1.1.1.1

Local Dns 2:

Enable IPv6: []

BEORTEEZIIFATHORTEE T —DNVA S L—VFE AT VITRFET HITIE, writeCLI
A< REANLET, BEINEIZF Y vV aBRET7 7 A MIZH D720, write I K
BN LTI, T A2 FHER) L CTERAEORELZANILET, REEZHNIT DITIL,
WD CLI a~y REMHEHLET,

Device# write

EJ S

Device# wr

write F7203 wr: IEOREEZ ATV IC=2I vy P LET,

Device# reload

reload : T34 2%V n— R LET,

1

Device# write
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CLI 68 L= IW Service D% 5 FEEBE— ks UA 754 v E— kogE [

1l Please reboot to take effect

Device# reload

Proceed with reload? [confirm]

(HERDOT=DIZATILET)

CLZEMALzIWService DY 5 FEEE— FEKUA
754 E—FORE

IW Service (37 7 7 REHAR—XLTHY, TA AIFRy NU—T % LTI T 7 REHIC
BishEd, #7740 F—FTiE, T3 AECLL & GULIZ L »Cr—/LE— R TH
EZIL., 777 RiZidEmInEzEiA,

FTNRAANT T TA U F— RICEEINTWAESIE, ROA T a v ZERLET,
*CLI L GUI AL T, A A& FEHTRELET,

«IW Service 7 7 7 R —E R TT /A Z&HE LT, IW Service 7»H T 7 AFR— hE iz
WET 7 ANEBIRL ., IW Service BHN—ORBICHHBREDT v Fu— KRZ %
FRLTHREZ 7ANVET v 7T a—RKLET,

IW Service R EMAER T 7T 4 T 72I1F3ET 7T 4 7T 51T, ROCLIL o~ REfEHAL
F7,

Device#configure iw-service {offline | cloud-managed}

cloud-managed : IW Service £ — R4 27 70 NEHIZLE T, IW Service 7 7 7 R —/3—/n i
THNAAZERTEET (XY NTV—Z RSN TV DIHE) .

offline : IW Service T— F& 47 74 VICRELET, T34 AL IW Service 2> UM S,
CLLEREIA 794y av 7 4 Xal—F A X —TxA AL TCEHTRET HLE
NH FEI,

CLUZFERLE=/\RT—FOHRTE (WROTA k)

THIAANE T TA B RICUID DD L (FllEln 7o %) | Hrilve 7oA AAFRERE
TOMENRDHY £, GUIEZIFCLIZEHN L Tr 7 A UEREeRET 256, v 7 A U1FH#
FROKM =T RER DY £,

c 2—PF—ZDOESIII~R LFICTHLERDHY 7,

e NMAT— RORE X8 ~32 LFICTHMLERDHY £7,

« RAT— RIZIE, KBEENTODIRLERH Y 7,
L LD 1 DDORIT

p7el Ll 1 DO/NIFE

~
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URWB E#E— FOBE |
B cuzsmLr zo—rogE @RS U®)

i L 1 DDOHF
D L 1 DORFER T
« RAT — FITIEFHT & RRCT (33~ 126 D ASCITI0 1 — ) 25 M5 LR TE
FTN. ROFHRLFIIMENTEEE A,
" [EGIHF]
[ ELIATF]
? (BRI
« NMAT— RICROBEREZFL I LIXTEERA,
< T 5 3 DOXFEITETF (ABC/CBA)
* 3 O L CR USCFE E 72138505 (AAA) F721% (666)
c BIED/NAY — RETLIBFONRAT — R EFR T H D
e =P —ZLLFELbDOELIT2—F—HEZHILT=HD

1 -
T bu A ER

username: Cisco
password: Cisco

enable password: Cisco

n A ARz Y By FTDIZIE, ROV T n A AEFREEM L ET,
username: demouser
password: DemoP@sswOrd

enable password: DemoE”"aP@sswOrd

CLI Zfl o 72/8 AT — RO ER
Device#configure iw-service {offline}
Switching to IW Service 0Offline mode...

Will switch from Provisioning Mode to IW Service offline Mode, device need to reboot:Y/N?

Y
User access verification.

[Device rebooting...]

User Access Verification:
Username: Cisco

Password: Cisco
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GUI %R L 1= W Service iz [}

WEla 7 A AR, v 7 A U REY 2y FLET,
Current Password:Cisco

Current Enable Password:Cisco

New User Name:demouser

New Password:DemoP@sswOrd

Confirm New Password:DemoP@sswOrd

New Enable Password:DemoE”"aP@sswOrd

Confirm New Enable Password:DemoE"aP@ssw0Ord

RUAEREEE LD, BEr A U LET,
User access verification

Username: demouser

Password: DemoP@sswOrd

Device> enable

Password:DemoE~aP@sswOrd

Device#

Y

GE)  EFEROFAITIE., $XTONRRY— RS L—2FX R NTYE, ZUETFTEAH (e s g
VIER) T, ERRICIE, RNAU—=RETAX Y X7 (*) TEREINET,

GUI Z{# /A L - IW Service D% E

WOBEHEIL., IW Service DFREZE R L TWET,
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B cu 2 L W senvice nEE

IW Service Management

IW Service Configuration Mode

Provisioning: This is the initial configuration phase. The access point is configured using IW Service (
Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ) if connected successfully or locally
if Offiine mode is selected.

Offline Configuration: This mode allows for location configuration changes locally using the access point
WebUI (this interface) or CLI. Configuration is also possible by downloading a single-file configuration from
IW Service ( Industrial Wireless (IW) Service US, Industrial Wireless (IW) Service EU ).

Online Cloud-Managed Configuration: in this mode the access point is configured using IW Service

(Industrial Wireless (IW) Service US or Industrial Wireless (IW) Service EU). The local WebUI and CLI are
read-only.

(O Online Cloud-Managed © Offline

UPLOAD IW SERVICE CONFIGURATION FILE

Upload Configuration File

Select configuration file exported from W No file sslected
Service:
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/rh-7=:=
5 2

URWB E#REE— FDERTE

« URWB ST — RORE 41 ~X—)

e CLIIZ X DA 7 — FOBRE (43 *X—)

« CLIIZ X 5 URWB DEMREEE— RORE (43 ~—)

« CLI £ L72= AMPDU O E (44 ~<—7)

« CLIIZ X B8 E (45 ~—)

s CLIIZ X DIREFGE AL T RA T v 7 ADRE (45 2—)
s CLINWZ K DZEMA N — LA T v 7 ADRKEOBE (45 *—)
* CLIIZ X % Rx-SOP L &V MEDFKE (46 ~<—)

«CLIIZ X% RTS E— FOHE (46 ~<—7)

«CLIICXE D WMM E— ROHETE (46 ~2—2)

« CLI|Z & D NTP OFRE (47 =—)

« GUI 2/ L7- NTP OF%E (48 X—)

« URWB O MBS E — RORGE (48 ~<—2)

s GUI i/ L7- k4 7 £ — ROZRE (49 X—)

s GUI 2 L7 MRS E— ROE (49 _X—)

URWB E#R#EE— FDRTE

TAYVAL L E—T 2 A AT, BEOT— FTIMET S LI ICRETHh, BRI TE E
T, BT — RE2RETDH L. T, AT Fluidity £7213EEA > 7T AT 7 F ¥ & LT
FEZBIAE L £,

WDFEIZ, THA ATOEBEE— FOREEZRLET,
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B vrwemsuz—ro

B

axX ;&

®1EREBE— FORTE

URWB &gt E— FOBE |

ELSHEDOO—)L ERHEE— K HoL:L
BEEAY 7T AT F v | Fixed P2P E— K (KA > b —i
Fluidmax 77 A4 <~ VU A1)
Fluidmax & 7 > 4V PIMP (A 2 b=~ L F 7R
4> F) F—F (Fluidmax)
B LU P2MP
P2MP £— K (Fluidmax) ¥ X
U P2MP
EEUF ¢ AP Fluidity EEYUT4E—F
EEVT A4 TAT Uk Fluidity TV T 4R

WDOERIZ, HNRERA ¥ —T 2 A4 AOEEET— R HEH SN 5 Fluidity 27— A &R

L%,

R2EHRA VAT A ADEMEE—F

TR 1/ ARAE 2

BEAVIIAMIIFY

Fluidity

BEEAS S T7TANT 7T ¥

Fluidity 73N #£%5

Fluidity 23 H %)

Fluidity

Fluidity 234 %)

Fluidity 234 %)

WORICHASE BRBIOTF 2T VOERA VB —T = 4 ALFRE

RIEHDEBAVEZ—T /4 ADEKTE

TEET.

Bl (BRE b L—7)

MR Dy F4 T
¥ h)

AR /AR 2 BEAVI7SRALSY [EEY T4 AP EEYTAU9IA4ATY
Fyl[Ava ~
EEA L T7TARNTZ [MEMP YU L—, P2MP|H Y. FL—F Ol | AR — RSN TWET
Fx/ Ay a (A=) Bl (B S L—7) AR NES VA G R Tl
HYEEA
EFEUT 4 AP B, bL—TFOMH | HEAED Fluidity (%8 | HR—FShThEd

Ao V2V %7213 Fixed
+AP ZfFEHL T
YA

T VT4 774 T
S

PR— SN TVET
NN N D EAS PO e
HYEEA

PR— I TOER
lve V2V F 7213 Fixed
+AP ZEH LT Z
S

FEEHED Fluidity (41
Mg D7 F 4T
> M)
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| URWB EmistgE— KDk

iz & amps o E— roiz

CLI [CK A EEHA TE— FDEXRTE

7 ORI (Fluidity & fixed) 2NEZNZ 72 > T D FAITERIEA 7 £ — F 2R ET 5121,
WO CLI 2~y REFIEEZFEHLFET,

\}

=)

[radio-off] ZEET D L., THA AITRTDOUA Y VAL U H—T oA AWHz LET,

TNAZADBIEOMIEE— RERELET, T—NE, Avvaxz N AvvarAfr
M FFZe— NI =0 xAa (L3) ITRETEET,

Device# configure modeconfig mode {meshpoint | meshend | gateway}

TNRAAD~NF T r hay T AL v F 27 (MPLS) OSI LA ¥R L CikE L
F£9, [layer] IZHRETE A% 2 (OSI LAY 2) £7/21%3 (OSI LA ¥ 3) TI,
Device# configure modeconfig mode {meshpoint | meshend | gateway}[layer {2]3}]
[radio-off] E— RAZHEL T,

Device# configure modeconfig mode { meshpoint | meshend | gateway } [layer {2[3}] [
radio-off {fluidity | fixed}]

BAEOBREEZK T T DI, KOCLI 2~ > REHALET,

Device# (configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}]
[ radio-off {fluidity | fixed}])# end

Device# wr
il
Configure modeconfig mode meshend radio-off fluidity

Configure modeconfig mode meshend radio-off fixed

CLI [ZX& % URWB DERE— FDETE

URWB OEMHMEE— RE2RETAHI1E. RO CLL a2~y REFHALET,

TAX VAL Z—T = A ZOEEFERELRIRT 21201F, ROCLI=a~ > R LET, 7
NAATIE, SEIERA U HF—T =2 A AKX LT Fluidity E[EEA 7 7 A NT 7 F ¥ &f

HEDELZENTEET,
1 A F—T 2 AFH <l £721L2> TUA VL AEZRELET,

Device# configure dotllRadio <interface>

BELIA VA —T oA ADFEE— REHRELFET,

Device# configure dotllRadio <interface> mode {fixed|fluidity|fluidmax}

fluidity : Z DA > ¥ —7 = A ATiX, 7/3 AL Fluidity DEE VT 4 A>T T AT
F X ELITETE— FOWT NN TEMELE7,
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B cuzsmLz:avPU

A

URWB & E— FOBE |

fixed: ZOA X —T = A A, BEA L7 TAMTZ7FvE—F (Fluidity 72 L) TH)
ELET,

fluidmax : Z DA % —7 = A A%, Fluidmax P2MP E— RTEIEL 3, ZDOD T
A —& ZE LT, Fluidmax OEWEHEE (XS A4~V /e X Va—)L, 75 AKX DX
L) ERETEET,

Fluidmax f > Z —7 = A AF— F® fluidmax 2= —/VZ % E L £7,

Device# configure dotllRadio <interface>mode {fixed|fluidity|fluidmax} {primary |

secondary}
primary : Fluidmax 27—V % 77 A <~ VIZGHEL £
secondary : Fluidmax 0 —/LZ ¥ h o 2 VICREL £
BEOREEK T DHICE, ROCLLa~vy RE/fHALET,

Device (configure dotllRadio <interface>mode{fixed|fluidity|fluidmax}) # end

Device# wr

GE)

Rl b 1 ODA v H—T A A Fluidity T— RIZERE SN TWBEEA, T30 A2RRN
Fluidity E— R TEMEL £9, TXTOA ¥ —7 =4 AP fixed ITRE STV DA, Fluidity
T 3,

CLl Z{=FH L 7= AMPDU D&%

Aggregated MAC Protocol Data Unit (AMPDU) D & & ESEIAN 258 E T 511X, KD CLI =
<~ REEHLET,

Device# configure dotllradio <interface> ampdu length <length>

length : <0 ~ 255> QL (=1 7 0 )

Device# configure dotllradio <interface> ampdu priority {enable | disable}

enable : ampdu tx ESENAN. 2 HZNZ T2
disable : ampdu tx ESENANT & HELH T 2

Device# configure dotllradio <interface> ampdu priority [enable]

0:
1
2
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AT w7 A0 O ampdu tx EEIENERL

AT v 7 A 1O ampdu tx EEIEIEAL

AT w7 A2 @ ampdu tx FESENEAL

AT v 7 A3 O ampdu tx EIENEAL
C A VT v 7 A 4 D ampdu tx B IEIENL
A VT w7 A5 D ampdu tx B IEIENL



| URWB EiE— FORE
cuiz£zAEH0EE ||

6: AT v A 6D ampdu tx EEICINEN
7 A T w7 AT O ampdu tx BEIGIENT

all : T_XTOA T v 7 A ampdu tx BENAR (T 7 2 0~7)

CLI Ik DRIREDEETE
EEEME AR ET HIZIE, RO CLL a2~y RE2HEHLET,

Device# configure dotllradio <interface> frequency <frequency>

frequency : <0 ~ 7125> MHz BT O Eh{EE 3 4%,

CLHIZL BRRERMHASILALXS VT v I ADHRE
REFFF AT (MCS) A 7 v 7 AZBET 21213, ROCLIa~ Yy REERLET,
Device# configure dotllradio <interface> mcs <maxmcs>

KR MCS A T v 7 ZAZEHE 1330545 AUTO THRELET, AUTO D&, Ny 7 75
7 R7 a2 LY BHEFIIZ maxmes D3RR E SIVE T,

maxmes OfHE :
<0~11>0~11 D Kmes A>T v 7 A,

AUTO &\ 9 BEEE

N

(GE)  [HighEfficiency] & — RN 72 > TV DAL, MCSHEHUE A 0 ~ 9 OFEFH Tk E L £ 77,
[High Efficiency] E— R23ENT/2 > TWDHGEEIE, MCSTREUEZ 10 £721X 11ICHRE L £ T,

o> op

CLIICKAZERMAM)—LAVTYI ADRBDETE
ZERIA R Y —2Ah (NSS) A>T v 7 ADHKEEFRET HITIE, WOCLIa~> REHALE

‘j—o

Device# configure dotllradio <interface> spatial-stream <maxnss>

BRRZERIA b ) — A% 5 2B FE 72133075 AUTO TRIE L £3, AUTO DA, Ny 7 7
FUy R7eR 28 BEIIZ maxnss X E I NET,

maxnss DfHE. :
<l~4>FRKnss A T v 7 A1 ~4,

AUTO &9 HiEE

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .



URWB & E— FOBE |
B cuicszResor LEvEORE

A\

GE)  Catalyst IW9165 [T K2 DDZEMA R UV — AL %R — |k L, Catalyst IW9167 L K 4 DD ZEfH]
AR —=L&EHR—bFLET, RESNTCLEMA M) —L2OREKREIT, Ao TnET v
TFTOBUTTHLIVLERDHY 77,

CLI IZ& % Rx-SOP L ELMEDERTE

Receiver Start of Packet (Rx-SOP) L & UVMEZFRET HITIL, RO CLIa~ > REHFEHLET,

Device# configure dotllradio <interface> rx-sop-threshold

<0 ~ 91> rx-sop- threshold Z Ay L £§ (0 : H#E), f& : fE dBi) .

CLIIZ&LARTS E— FDEXTFE

Ready to Send (RTS) E— RAZEENTT HITIE, RO CLI =2~ REEHALET,

Device# configure dotllradio <interface> rts <disable>
disable : RTS fri & B L £ 7,
LEWEAMH L7 RTS Z AT 5I121E, RO CLL 2~ > REHLET,

Device# configure dotllradio <interface> rts enable <threshold>

threshold : L X VMEOFIFH <0 ~ 2346>,

CLIICKk %5 WMM E— FDERTE

TAXVASLTF AT 47 (WMM) £— REFRETHIZE, ROCLI a2~ REHHLE
j—O

Device# configure dotllradio <interface> wmm [bk|be|vi|vo]
[bklbe|vilvo] : —E A7 T A (CoS) "TA—FERKLET,

be: NAPTTF— U ETT 4y Fa— (CSOBLTCS3) .

bk: NI T7T TR N7 4y Fa— (CSIBLVCS?) .

Vi: BT A RT T 4 v Fa— (CS4FBLVCSS) .

vo: BRI 7 4y 7 Fa— (CS6FBLUCST) .

TAVX VAR AT 2% 27 VT3 5120E, ROCLL 2~y REEHLET,

Device# configure dotllRadio <interface> wifistats <clear>

clear: VA VYL AHHI O X E2 7 VT LET,

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x
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cuizsz NP oEE [

CLI [Z& A NTP D&TFE

NTP —/"—7 RL AZRETHIZIE, ROCLILa~ > REFEHLET,

Device# configure ntp server <string>

string : IP 7 RLAEZIL R A A U4,

il

Device# configure ntp server 192.168.216.201

NTP FFEZ R ET A2, RO CLL 2~ FEHEHLET,

Device# configure ntp authentication none
Device# configure ntp authentication md5 <password> <keyid>
Device# configure ntp authentication shal <password> <keyid>

none : NTP 583 md5|shal (REAES ) Z M L ET,
fi

Device# configure ntp authentication md5 testl1234 65535

N

C¥) A7 2T, mds D/RAY—REF—ID L, NTP H—/3—=0D md5 D/XAT— K& F—ID
EHTORERDHY £,

GUIF7ZIXCLIZMEAH L TH LVWWRA Y — RERET HHE. /SAT— RIIKROKE 257
WVERH Y £97,

« NAY— FOR S OFMIE 8 ~ 20 X+ T,
« WOREHRSCFIT A TE £ 8 A,

o [—ERI ]

o [ ZERIHT

EN BLGIDEEE S

« $ [ FLEE 5]

< =[]

N[NNI AT v a]

cH[V Y — TR

L

NTP 4 —E R Z B/ EZITENCT DT, RO CLI a~y REEHLET,

Device# configure ntp { enable|disable }

NTP # A LY — 2 %BFHETHITIL, RO CLI 2~ REFEALET,
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ks
filt

B cuzsmLeNro

Device# configure ntp timezone <string>

il

Device# configure ntp timezone Asia/Shanghai

NTP OFEE AT —FZ A5 WEET A2, RO show =2~ > REEH L £,

Device# show ntp config
NTP status: enabled

NTP server: 192.168.216.201
authentication: MD5
password: testl23

keyid: 5

timezone: Asia/Shanghai

Device# #show ntp (Using this command to check if device can sync up time with NTP server)
Stratum Version Last Received Delay Offset Jitter NTP server
1 4 9sec ago 1.840ms -0.845ms 0.124ms 192.168.216.201

GUI Z{ER L 7= NTP DX E

WOE L, NTP © GUI 2 L TWET,

Cisco URWB IW9167EH Configurator
CISCO bbbt

IW Service [ orine | NTP - Network Time Protocol
W Monitor m NTP
ENERAL SETT Enable NTP:

" NTP server hostname: 192

NTP authentication
NTP password: sesessss show

Select Timezone:  Asia/Shangha

WARNING: NTP time is not synchronized

URWB D #E§EHE T — F DREE

ST — RAMRGET A 121X, KD show 2~ REFEHLET,

Device# show dotllRadio <interface> config

Bl

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity

Frequency : 5785 MHz

Channel : 157

Channel width : 40 MHz

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x
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Device# show dotllRadio 2 config

I

Mode :

F
C
C

nterface

requency :
hannel : 36
hannel width :

: enabled
fluidmax secondary
5180 MHz

40 MHz

Ul A L-migist o E— oz |

HET 7 EARA N (FEVT 47 TF7A4 T2 ) OEERREEE— R % Fixed £ 72 1% Fluidmax 2
ZEHEF521E, CLI &> T, Fluidity 2 —/A% A2 75 AT 7 FHICRELET,

Device# configure fluidity id infrastructure

GUI ZEA L - EIREAT 7€ —

[Radio-off] E— FZFET HIZ1E, MO EHIZ

F9, ~v K= FIZ Catalyst IW9167E 7 7 & AR A > b &% E L,
EOHERMF Y FU— 7 1R T BT

GUI Z{EF L /- E{EH T —

1

N
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration
-vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

GENERAL MODE

d and connecting this

General Mode

~DEE

[Fixed] & — K % 7213 [Fluidity] £ — K% 58R L

ZDT A A% LAN 72

. [meshend] E— R&ZER L £,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

Selec: MESH END mlxze if you are installing this Cisco Catalyst IW9167E Heavy Duty Access Point at the head
©. LAN).

©2022 Clsco

nit to a wired network (i.e.

(© mesh point
Mode: @ mesh end
O gateway
Radio-off: & Fixed
LAN Parameters
Local IP: 10.115.11.117
Local Netmask:  256.256.255.0
Default Gateway: 10.115.11.1
Local Dns 1: 8.8.8.8

Local Dns 2:

andior its affllates. Al rights reservad.

()

> I

FDEXTE

TA ¥ VAR A MENLT DIZ1E, 73 AR CEMEREENFR L THLILERH D £,
GUI 2 L CIBET — RE2RET HIZIE. ROFNEEZFEITLET,

FEE LT MR (R 1 6 L OMBIRER2) (> 7 — T = ADEFE— FZREL £,
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]
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service m
IW Monitor Disabled
GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK GONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

= multicast

- snmp

- radius

-ntp

- I2tp configuration

- vlan settings

- Fluidity

- mise settings

-smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

= logout

URWB & E— FOBE |

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

*Shared Passphrase" is an alphanumeric string or special characters excluding [apex] *[double apex] “[backtick]
S{dollar) =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWE units belonging to the same network,

Shared Passphrase: PASSWORD

In order to establish a wireless connection between Cisco URWB unils, they need to be operating on the same
frequency.
Radio 1 Settings
Role: Fixed v
Frequency (MHz): 5180 v
Channel Width (MHz): 80 v
Radio 2 Settings

Role: Disabled M

@ 2022 Gisco andior its affiliates. All rights reserved.

2. [WIRELESS RADIO] &7 ¥ 2 > ¢, [Radio 1] ® [Role] T FluidMAX 7 7 A % 1D % >
[Fluidmax Primary] 23R L £9°, 2D F VA TiX, 774~ U OFEEERRDZH 72
D, 'K NI/ £9, [ADVANCED RADIO SETTINGS] 7 « & K7 ® [Max
TX Power] &7 a2 IZEN L, [Select TX Max Power] K2 v X7 U A hibE L
~UL 1 AT 5 &, URWB OFEENGIE (TPC) 1280 BEAIC Hii 72 =58 ) Ak

RENFET,
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eul A L-migte— rogz [

alraln
CISCO Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

W Service [ offine | ADVANCED RADIO SETTINGS
IW Monitor Radio 1
GENERAL SETTINGS FluidMAX Management

- general mode
b Forca the FluIdMAX operating made of this unit. If the operating mode is Primary/Secondary a FIuidMAX Cluster

- wireless radio ID can be set. If the FluidMAX Autoscan is enabled, the Secondary units will scan the frequencies to associate
with the Primary with the same Cluster ID. In this case, the frequency selection on the Secondarys will be

- antenna alignment and stats.
disabled.

NETWORK CONTROL

Radio Mode: PRIMARY
- advanced tools

ADVANCED SETTINGS FluidMAX Cluster ID: CLUSTER_ID
- advanced radio 5!“3"95
- static routes Max TX Power

- allowlist / blocklist i
Select the max power level that the radio shall use to transmit (power lavel 1 sets the highest transmit power).

= multicast The Cisco URWB TPC (Transmit Power Control) will automatically select the optimum transmission power
according to the channel condition while ot exceeding the MAX TX Power parameter. Note: in Europe TPC is

=Smnp aulomatically enabled.

- radius

-ntp Select TX Max Power: 1 v

- I2tp configuration )
: Antenna Configuration

- vian settings

- Fluidity Select radio 1 antenna gain and antenna number.

- misc settings

- smart license Select Antenna Gain: UNSELECTED hd
MANAGEMENT SETTINGS
- remote access Antenna number:  ab-antenna v

- firmware upgrade
- status Data Packet Encryption
- configuration settings Enable AES to cypher all wireless traffic. This setting must be the same on all the Cisco URWB units.
- reset factory default
- reboot Enable AES: Disabled v
- logout

Maximum link length

Insert the length of the longest link in the net, or let the system select an optimal value.

© 2022 Cisco andlor lts affiliates. All rights reserved.

N

GE) 3—ua v STk, TPCIXHBIMICARNI R Y £9,

3. [WIRELESS RADIO] &7 = > ¢, [Radio 1] ® [Role] T FluidMAX 2 T A % ID Z i
[Fluidmax Secondary] % #&R L &9, [ADVANCED RADIO SETTINGS] . [FluidMAX
Autoscan] = v VAR J A A NCTH L BH XU T AL RTE R EEE LT, [H
L7 7AZID ZRO7 T4~ VICBHEEMTET, 208G, B4 U TOREBREEGER
I E— RIC72 W £4, [Max TX Power] £ 7 ¥ 3 >, [Select TX Max Power] K1z v 7
AU ARNPBEI LUV 2RI 5 L. URWB O TPC (2 LV BB Bt 72 255
BHDERREINET,
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B cvzemL-ssrE—rozE

N

CiIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL
IW Service m ADVANCED RADIO SETTINGS
IW Monitor .
GENERAL SETTINGS FluidMAX Management

- general mode ) o "
Force the FluidMAX operating mode of this unit. If the operating mode is Primary/Secondary a FluidMAX Cluster

- wireless radio ID can be set. If the FluidMAX Autescan is enabled, the Secondary units will scan the frequencies to associate
i with the Primary with the same Cluster ID. In this case, the frequency selection on the Secondarys will be
- antenna alignment and stats Sl
NETWORK CONTROL N

Radio Mode: SECONDARY
- advanced tools
ADVANCED SETTINGS
- advanced radio settings

- static routes. FluidMAX Autoscan:
- allowlist / blocklist

FluidMAX Cluster ID:  CiscoURWB

- multicast Max TX Power
- snmp Select the max power level that the radio shall use to transmit (power level 1 sels the highest transmit power).
The Cisco URWB TPG (Transmit Power Control) will automatically select the optimum transmission power
- radius according to the channel condition while not exceeding the MAX TX Power parameter, Note: in Europe TPC is
-ntp automatically enabled
- 12tp configuration
tp configuratio Select TX Max Power: 1 '
- vian settings
- Fluidity Antenna Configuration

- misc seftings

. Select radio 1 antenna gain and antenna number.

MANAGEMENT SETTINGS
Select Antenna Gain: UNSELECTED v

- remote access

- firmware upgrade

Antenna number: ab-antenna v
- status
- configuration settings Data Packet Encryption
- reset factory default
- reboot Enable AES to cypher all wireless traffic. This setting must be the same on all the Cisco URWB units.
- logout
Enable AES: Disabled v

Maximum link length

©2022 Cisco andlor its affiliates. All rights reserved.

GE)

g—n v X TiE, TPCIZHEWICANC R £97,

TNAAWENANVEBDA T FTARNT I F DT FURA LV M LTHEET 256
I%. [Fluidity Settings] C. [UnitRole] K v 74 7 U X~ 5 [Infrastructure] % 3R L £
?O%N4xﬁM®4y7ixh§7%kn:v%m@?%%vaVwI%VIVF
ELTHHEINGAICOHR, 2= ks r—/ LT [Infrastructure (wireless relay)] %z R L &
T, Flo. TAAARERL N THDIEEIE, == Fr—/ LT [Vehicle] 23R L £ 7,

— R Ry N — I T —F T I F XIS T Ry NT— 7 XA TEERLET,

1. Xy hNU—IBHE—DLA 270 — ¥y AR RAL B L TWDEEIE, [Network
Type] Fu v 7Z 7 U X N5 [Flat] B— REER L ET,

ER S

2. Xy NI RHE—DL A V3T E—RFXP A K RAALNIELTWDEAEIL, [Multiple
subnets] 2R L £4,
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| URWB EiE— FORE

N
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK GONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I2tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

= reboot

- logout

cul zA L-mmt— roE [

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

*Shared Passphrase* is an alphanumeric string or special characters excluding fapex] “[double apex] ‘[backtick]
${dollar] =[equal] \backslash] and whitespace (e.g. "mysecurecamnet') that indentifies your network. It MUST be
the same for all the Cisco URWE units belonging to the same network.

Shared Passphrase: PASSWORD

In order to astablish a wireless connection between Cisco URWB units, they need to be operating on the same
froquency.

Radio 1 Seftings

Role: Fluidity hd
Frequency (MHz): 5180 v
‘Channel Width (MHz): 80 v

Radio 2 Settings

Role: Disabled v

Save

©2022 Cisco andlor Its affllates. All rights reserved.

1
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.
-advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

= radius

-ntp

- 12tp configuration
-vlan settings

- Fluidity

- misc settings

= smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x

Cisco URWB IW
5.21.201.72-

FLUIDITY
Fluid

The unit can operate in 3 modes: Infrastructure, Infr
‘The unit must be set as Infraslructure when it acts 2
and itis connected to a wired network (backbone) w
must be set as Infrastructure (wireless relay) ONLY
Infrastructure units. In this operating mode, the unit |
itwill use the wireless connection to relay the data ¢
The unit must be set as Vehicle when it is mobile. Vi
Vehicle. Specifically, Vehicle ID must be a unique ar
installed on different vehicies must use different Veh
‘The Network Type filed must be set according to the
the infrastructure networks belong to a single layer-
organized as different layer-3 routing domains.

Unit Role: Infrastructure

Network Type: Multiple subnets °

The following advanced settings allow to fine-tune t
environment. Please do not alter this settings unless
The Handoff Logic controls the algorithm used by a
to. In Normal mode, the point providing the stronges
radio prefers the point which provides the best balar

Handoff Logic: Standard v

Reset

©2022 Clsco andlor its affllates. All rights res
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i

IW Service Cluster

(55 4—)
« CLIIZ K % IW Service 7 7 A X DFHKIE (55 ~2—)
« IW Service 7 7 A X Offgid (56 ~=*—)

M=

IW Service Cluster

Cisco Industrial Wireless IZ. IoT T /34 AR v MU — 7 ZEAREB L OVEILT 5 72 DIC5kEH &
N2 79 RRX—=ZAD 0T —E AT T v F 74 —LTT, IW ServiceDFERIZ DOV TIL,
[Mntroduction to Industrial Wireless] # &M L T 72 &\,

1)1)—X 17151 & YRI®D IW Service 7 5 X X

CiscoUIW U U — A 17.15.1 X D A%, IW Service 7 7 AX ZEINLTCT 7 v AT HA T 9 v
EH EHATLE, T 740 FeEEI [auto] T, = —H — [THIFLEIFRICIE SV CTCREE
TIXEBU 7 ZAZDONWTRNZY XA L7 hainnEd, 72&xid, KERNOT S R1LUS 7
FARWINEZA L7 hER, KESNDT AL ZTEU 7 FAZIZ)EA L7 hERET,

1)1)—2X17.151 O IW Service 7 5 X &

CiscoUIW U U —2& 17.15.1 7* 5, IW Service 7 7 A% URL % [Auto], [EU], F721% [US] A7
VaVITRETEET,

CLI [Z & B IW Service 7 S5 X2 DXE

FIE

AP TIW Service 7 7 A X Z X TET HIZIE, ROa~ry REETLET,

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .
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. IW Service Cluster |
IW Service 7 5 X 2 DFEER

Device#iw-cluster {auto| us| eu}

G¥)
T 7 /v T, [auto] 7Y a VAT TWET,

AP ICBE e T AR ZGRE L2, RO URL Z i LT IW Service (27 7 A LET,
s [auto] DA, device.ciscoiot.com ZFEH L F 5,
s [us] D4, us.ciscoiot.com L E 9,

* [eu] DHFA . eu.ciscoiot.com Z{# H L £9°,

IW Service 7 5 X 2 DHEFE

IW Service 7 7 A X DR TE L MR T HITIL, RDa~ry REFEITLET,

Device#show iw-service cluster configuration IW Service EU Cluster

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x
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9.
=% =R

BT T TEEDRTE

AR T T FEMEDOBRE (57 —)
« URWB 7 > 7 5l RSSI fE DOHEFEE (58 =—30)

BT VT TEREDRE

Catalyst IW9167E |Z, BEDOT v 7 F A7 a2V R—T57DIZ, 8 OONRRA XX
I BEMATZ8 DDA T T T 5P R—FLTWET, 77T FTR—F1, 4, BLW5 T,
Self-Identifying Antenna (SIA) Z ¥R — F CT& F3, MR 1 1IXFR— K 1~ 4 128F L, R
FE2 IR — RS ~8IZ#mLET, 7o 7T OFEMIOWNTIL, [Antennas and Radios] %%
LT EEN,

CatalystIW9165E |&, Wittt SMA (RP-SMA) (f) =% 7 X TA4ODHNET T T Z¥R— b
LCWET, B 1IE7 7R — b1 & 2108, TR 21377 FR—13 L 41
Wi LET, 7o 7 FAR—bF1 L3 EFSIAT VT E2YR— N TEET,

Catalyst IW9165D I[ZIXFEAIMET 7 TN S AL TWT, NAB (f) 27 X T2 O08MBT
FFAEYR—FLTWET, B LIINET T Ik L4, ERE21I7 T FR—
M BIO3ICERELEST, 7o TR —=F3TlE, SIAT7 T+ 2P R—FTXE7,

PIFTOHETIE, SESIEREFRET—FOET T FOT T FHR— b LRGE2EH T 5 CLI
a<wy NIZOWTH LET,

— VA = =
T OTTHEDETE
T T REERET DA, ROCLILa~vy REEHRALET,
WRT T FRIEE A . B E 72133054 UNSELECTED T E L 7,

UNSELECTED O¥55, Ny 7 770y R7avAZL->T, $yR—FENTWDSHNT VT
T RG2S B BACEE SIVET,

\)

GE)  SIANEmIND &, AN L TRENEBRICHRESNE T,
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w7 o7 TREORE |
B :s=7o7708%

Device# configure dotllradio <interface> antenna gain <gain>
gain:

<1-19> antenna gain in dBi

WORD UNSELECTED

Device# write

B = - = ]
EFETOTTFDETE
FRETFz—VERETDHITNE, ROCLIa~y REFHLET,

)

(GE)  Catalyst IW9165 IX abcd-antenna E— R & 7R — kLT EHA,

Device# configure dotllradio <interface> antenna < A >
configure antenna chains (A) in use as follows

a-antenna - configure dotll antenna a
ab-antenna - configure dotll antenna ab
abcd-antenna - configure dotll antenna abcd

Device# write

EEBEBNV-INWERELET, AUTODYA, Ny 7 770y R rtR 2K HEINIC

I-.-I
=
EEENEHRETDHIZIE, ROCLIa~y REfHLET,
%
B RHRENTHH LV BRIESHET,

GH  8BREBIMNEN L~V T, 1 BELEWEN LT,

Device# configure dotllradio <interface> txpower-level <level>
txpower level:

<1-8> tx power level value

WORD AUTO

Device# write

URWB 7 > T 7 7l RSSI {ED1REE

CiscoUIW U U —2 17.15.1 TiZ, CatalystIW9167E, IW9165E, I L NIWI165D 7 7 & AR A
v hERSRE LI, URWB 7 U7 FRIOZAEEFMER T (RSSD NEASNET, Z O
BEZMHT 5L, 7o T 2 EICHIE SN - RSSHEZEBNICFH R TE £4, #EDRSSIHHEIC
FoT, E\BRA L H =T 2 A A LEDET T FINZE LTESRE L ENICERTE £,

72 &z, Catalyst IW9167E DB 4 ST OT T T NHIBEE. 4 5OT T FZh
ZN D RSSI ZEBNCHER TE DL LI £ Lz, ZOE LWERIL, BEMNSDZODE
EHARERTHY, HxDOT T FEITr—7 NV TRAET D AREMEO H S RIEZHET 2 DI
BN ET, HERET = — L ORSSIZH/RHZ LT, BEOT VT TOREOFRE, -
IO T T F L LI EEDT T T OVERED ER A MR T X FT,
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| ®g7o7rEED
urwB 7 > 73 Rssi gz [

R EGBF - ETUOTFIR— DR VEVY

FOERARA U | BRA B —T A R | BRETF I —> TUTF R—F
(Access Point)
IW9167EH 1 [A., B, C, D] [4. 3. 2. 1]

2 [A. B. C. D] [5. 6. 7. 8]
IW9165E 1 [A. B] [1. 2]

2 [A. B] [3. 4]
IW9165D 2 [A. B] [1. 3]

FIR

AP Dl 2 DT 7 F @ RSSI ZMFET DI, RO a~y REHEHLFET,

Device#show dotllRadio <n> wifistats rssi
<n> % U) 7 ERUE R 5 1T E X X £,
1 -

Device#show dotllRadio 1 wifistats rssi
FC:58:9A:15:E4:D2

MeshID 5.21.201.204 via R1

rssi [-70, -69, -70, -71]
FC:58:9A:15:B9:12

MeshID 5.21.200.80 via R1

rssi [-70, -69, -70, -71]

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .
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B urwe 7 > 5530 RssI EO®EE
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EBA A —T A ADNETE

s A B —T = A4 ZADOFY L ER L (61 =2—)
o R EHN R EDRE (62 2—)

ERA 83— 14 ADEIE & EMLE

EA LB —T oA ADFFEITZUIW U U —ZX 17121 0 HEAI N, ZOMEEIC L BHA v
B—T oA AR TEET, MGTOERA V2 —T 2 A AL RERCENCTHZ LITTE
FHA, CLLZEHLTEBRA v F—T oA AN TEXET,

CLLZFERL-8EA 23— x4 AL E-ITESE
BEDHRA VX —T oA A HETITEHCT HI121E, ROCLIZ~ > REFHLET,

Device# configure wired <0-1>
disabled disable wired interface
enabled enable wired interface

Bl -

Device# configure wired 0 disabled
Device# configure wired 1 enabled
Device# write
Device# reload

IS5—NEERFE

WD CLI a2~y Rix, MDA X2 —T A ANEHE—RELTHREINTWVWDLEAICT
F—HFRLET,

Device # configure wired 0 disabled
Device# configure wired 1 disabled
ERROR: Interface wiredO is disabled, cannot disable both interfaces

CLIZERL-FHRA 2 —T 24 ADEMIL & ENEDFERR

A v B —7 = A AOFKRIEE T2 1T IIRRE A R T 121X, KD show 2~ > R H
LE9,

Device# #show wired <0-1> config
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B srzzupzroze

il

Device# show wired 0 config
WIREDO status: enabled

Device# show wired 1 config
WIRED] status: disabled

=] — s 34 S L=, 2o =1L =

BANGEEARTFDRT
URWB %y NU—27 2N L CHXETEARANTIL—L A XEBETEET, ZOHRTIT.
URWB X v NT—ZNOTRTOT IV HEARAL Y NCRETALERH Y 5,
CLl A L= MTU X EDHTE

A v H—7 2 A AO MTUEZEF T 5121, RO CLI 2~ REMHHLET,

Device# configure wired mtu
<1530-1600> Unsigned integer set wired mtu

Bl -

Device# configure wired mtu 1600

CLUZFERLEMIUSREDRHKESR
BRA A —T A AD MTUEZHERT HITIE, D show 2~ FEFEHLET,

Device# show wired mtu

Bl

Device# show wired mtu
Configured MTU: 1600
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SSH7 tAXAEWebUl 70 EXDEXE
= =T ESNL

«SSH 7 7 B ADHME (63 <X—)
«SSH 7 7 E A0 (63 <—)
*Web Ul 77 ZADENE (64 ~<—)
« Web Ul 7 7 & 2D (64 2—)

SSH7 UV EAXDEMIL

F|i§
ATV T1 SSH~DT 7B AEZHMNITHITIT, kOa~y REFEHLET,

Device# configure ssh enable

ATY T2 SSHRENI/R>TNDLMNE I MEMRT DICIE, ROa~vr REfERALET,
Device# show ssh

SSH: enabled

SSH7 VXD EME

FIE

ATYT1 SSH~DT 7 v AZWH+HI121E, koa~y ReEHLET,

Device# configure ssh disable
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B weou7rsexomme

AT w T2 SSH WNENZ 72> TNBENE I MEERT AL, kOoa~<r FEHFEALET,

Device# show ssh

SSH: disabled

Web Ul 7V L XADEME

FIE

ATYT1 WebUl 77 B RAZHMNZT HIZIE, koa~y ReHLET,

Device# configure webui enable

AT T2 WebUL 77 BAREFENNT R o TWEMNE I DEHRTDITIE, Roa~wr R LE T,

Device# show webui config

Web-UI: enabled

Web Ul 7V 2 XA DEXL

FIE

ATYFT1 WebUl 77 & AT HITIF, koa~r ReHLET,

Device# configure webui disable

ATY T2 WebUL T 7 B AR/ o THBME I DEHERT DI, ROoa~vr ReEHALET,

Device# show webui config

Web-UI: disabled
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BRT v 1)L & REIIRDERTE & REL

« TAB L ADWEHIC XD KER I OB FZTD 4,900 ~ 4,990 MHz EH O R—F (65
)

« CLI ZfEH L7ZBIET ¥ RV OFRGE (67 X—)

« CLIZ X BT v R ARISIE OFRE (68 ~<—)

« CLIIZ X 2EMET v 1V & HHIBIE ORRGE (68 ~<X—2)

s GULIZ L 2 MR T v 1L & EIRIE DR E (68 ~X—2)

* VLAN @& EDKE (70 ~—)

o NIy NMEBOHIH] (71 R—)

« GUI 2 L7z Fluidity D% E (71 ~2—)

« CLI Z i [ L 7= Fluidity D% & (76 ~2—3)

* Fluidity D53 17 OF%E (76 ~=*—)

AL ANERIZEKDAKEES IV AFTFTD 4900 ~
4,990 MHz B;R# DY 7R— k

UIW U U — 2 17.16.1 LR, Cisco Catalyst IW9167E, TW9165D, 3 L TNIW9165E AP (Zi%, &
F 5 (-A) BLXO¥KE (-B) ® KAA T2, URWBE— RTO 4.9 GHz & EBEHR OB
PR— I NREAINTWET,

AABIO-B KAA D 4.9 GHz BRI CEIET 248556, 7 /34 AL 5 MHz O T ¥ RV
f&T 10 MHz 35 X T8 20 MHz O F ¥ RV HSERIR A2 H L E 9,

4.9 GHz O JF IR IZEHRE AT v F 1 & Aey h 2O THHATEETN, 774/ T
TN 2> TWET,

)

GE)  -ABILO-B RNAA X, 4.9 GHz TOEMERFIZ IEEE 802.11ax D L — h & ¥ AR — K LEH A,
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B 2000 ~ 4900 Mz BB OEMIE

TIRT v R EHHBOZTE LRI |

& 5:10MHz & & U 20 MHz F ¥ #)VHBIRT Y R— F SN D 49 GHz BKREHE

F v I F v 1 ILEEIE (10 MHz) F v 7 ILEEIE (20 MHz)
11 4,945 ke L

19 4,985 ML

20 4,950 4,950

21 4,955 4,955

22 4960 4960

23 4965 4965

24 4,970 4,970

25 4,975 4,975

26 4980 4980

4,900 ~ 4,990 MHz B ;R #H=EH OB L
IW Service (%, 4.9 GHz AEEHIROBE LR EE AP IZEFELET,
AP T 4.9 GHz B EHE 2 BN T BI12id. ROEEEZFITLET,

FIE

ATy T1 IWService D7 77 REBEIIAT7 T4 L ORMT— RZ2M#H LT, 4.9GHz BB OF R 23R E

LET,

IW Service 725 4.9 GHz #1&2 A%hc4 %

ZZRLTIZEN,

RIETTIEDFEMIZ OV T,

AT w T2 4900 MHz JEEHCH A G 3h £ 7213 hic L E 5,
4,900 MHz }%/ﬁ;&%iﬂﬁ@ﬁ@i flliﬁiﬁézﬁ—é édi\ configure dotllRadio <radio> 4.9G high-throughput

avr REFEHRLET,

Device#configure dotllRadio <radio> 4.9G high-throughput

disable disable high-throughput and use 802.1la

enable enable hight-throughput

51

(802.11lac/n) in low mode

®* Deviceffconfigure dotllRadio 1 4.9G high-throughput enable

®* Devicetf#tconfigure dotllRadio 1 4.9G high-throughput disable

G

[ntroduction to Industrial Wireless |
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| ®sF v H & BBIBOHRE & REE
cusEALEBEF vRL0RE [

AN T AL, MRS X —T oA X3 802.1la L — N TOREHEL., B AT e 77y A DY
DR SN E T,

AT D& EHREN LY SV L — FTEECE 2 L9120, A7 e 7 s A VTHIRSHET,

CLIL #ERLE=#EF v RILDETE
\§

GE)  UIW U U—A 17.15.1 LAF%. Cisco Catalyst IW9167E, IW9165D, 3 LN IWI9165E AP I%, -Q N
A A (BAR) O URWB E— RT 4.9 Ghz BRI s> Y R— M LET,

4.9 Ghz JA W EHEHE CEVMET 2858, T30 AL 20MHz D F ¥ o FIVHHEIE O 7 2 R — b L
*9,

Q RAA UIE. 4.9 GHz TOBERC 802.11ax D L— k& HK— k LET,

R 6:49GHz/\> FTHIR—rENBF v o3RI EREE

FrrIILES FEiK% (MHz)
184 4920
188 4940
192 4960
196 4980

BEF ¥ RV ERET HICIE, RISRTa~vy ReALES,
FIE

ATYT1 VAV VAT N, ADWRA L 2 —T7 o f AFKH <] FI12E 2> ERELET,
Device# configure dotllRadio <interface>

RTvT2 BEF YR ID Z#FELET,
Device# configure dotllRadio [1]2] channel <1 to 256>

ATy T3 K EXEC E— RIZEY £,

Device (configure dotllRadio [1]2] channel <1 to 256>)# end
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B cuicsz7 v rimamoRE

CLI (2K B F v RILHEHIEBDRE
1 A VA —T oA AFE <l £721L2> TIAVVLAT AL AR ELET,
Device#configure dotllRadio <interface>
2. Fy VR A MHz TRROE L £77,
o BERRFE 1 1. 20, 40, 80 MHz OHHIE 2 ¥ — b L £,
o MERRRE 2 12, 20, 40, 80, 160 MHz DOfIkifE 2 R — kL £,
Device#configure dotllRadio [1]2] band-width [20]40]80]160]

3. M EXEC E— RIZREY £,

Device (configure dotllRadio [1|2] band-width [20]40|80|160]) #end

CLI IZ & BEMEF v R IL & ENEDIREE

HERR T ¢ L &AFIIE 2 MRRE S D 12IE, D show 2~ > R LET,

Device# show dotllRadio <interface> config

1

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5785 MHz

Channel : 157

Channel width : 40 MHz

GUI IZK AERTF v RILERBIBDETE

GUI % » TR T v > 3L L HHRIE 2 5 E9 D12k, BEF v o /v ID, BT —F
(Fluidity £72I13EEA 7 T A NT 7 F %) | BERE A OFRPE & H g 2 5% L9,

WROEHGIE, BT v o RV L FBIEDOREZ R L TWET,
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Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service W
IW Monitor  Disabled |

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS.

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

WOERIL, BHRF v om0 L ERIED
BOBRE L TWET,

{

],
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service [ ormiine |
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- I12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings

*Shared Passphrase" is an alphanumeric string or special characters excluding lapex] *[double apex] ‘[backtick]

GUI I & p T v+ s mmiEnEE [

${dollar] ={equal] \{backslash] and whitespace (e.g. “mysecurecamnet’) that indentifies your network. It MUST be

the same for all the Cisco URWE units belenging to the same network.

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequency.
Radio 1 Settings

Role: Fixed
Frequency (MHz): 5260

Channel Width (MHz): 20
Radio 2 Settings

Role: Fixed
Frequency (MHz): 5180

Channel Width (MHz): 80

©2023 Cisco andlor its affliates. Al rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

Geial vr i INEUUOULN
Operating Mode: Mesh Point
Uptime: 4 days, 16:23 (hh:mm)
Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.118
Netmask: 255.255.255.0
MAC address: 4
Configured MTU: 1530
WIREDO

Status: up

Speed: 1000 Mb/s
Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Passphrase: CiscoURWB-118
Operating region: B

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5260 MHz
Channel: 52

Channel Width: 20 MHz
Current tx power: 25 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5180 MHz
Channel: 36

Channel Width: 80 MHz
Current tx power: 19 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

©2023 Cisco andlor its affillates. All rights reserved.
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B vwnzzo:

VLAN 2 DEXE

T I EARA LY FOFT 74V FDO VLAN RE/ST A —FZIZRD LB T,

INSA—4H T4 HME
Management VLAN ID (MVID) 1
Native VLAN ID (NVID) 1

TIRARA L bEa—HL TV LA Ry NU—7DO—ETdHh D VLAN I[ZEEH T 5 1213,
WOFINEEFITLET,

FIE

A7 71 [ADVANCED SETTINGS] T, [vlansettings] #7 U > 27 L£7,
[VLAN SETTINGS] ¥ 4 » RUBREKRENET,

VLAN SETTINGS

When the Native VLAN is enabled (VID != 0), untagged packets received on the trunk port will be assigned to
the specified VLAN ID. When disabled (VID = 0), VLAN trunking will operate according to the IEEE 802.1Q
standard, i.e. only tagged packets will be allowed on the port (including those of the management VLAN).

VLAN Settings

Enable VLANs: []

<>

Management VLAN ID: 1

<>

Native VLAN ID: 1

=

ATY T2 [EnableVLANS]| F = v 7V Ry 7 Ak AL T, TVEARAV her—HI NV TA T LAYy NU—T D
—EBTd D VLAN ([ L £37,

AT w73 [Management VLAN ID] 7 ¢ —/L R|Z, & VLAN Oi#BE 52 AN LET, VLANRE L7~ MEH
DFAMZONTIE, 37y MEEOHH 22 LT7Z30,

(6=3))
FUAYYaxy NI—7D—EHTHDHTXCTDOT 7 AKRA L M T, [A L [Management VLAN ID] % fif
HTH50ERHY £7,

AT w74 [Native VLANID] 7 1 —/L RIZ, *A 7 47 VLAN OiBIE 52 AT LET,
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sy rezoms [l

ATw 75 [Save] 7 Vv 7 LET,

Ny FEEORE

FSo4voER
FBET—H 7y MiE, ROINT A—ZEIZFEDSNTHEINET,

AIX—FE—FRDT7IEARL D MZBFBEENNTY FOT IV ERAKR—FIL—IILEE

BT LN b FA T 47 VLAN A OE4E. 7y ME
FATEND (NVID T 7 F17)

FA T 47 VLAN A7 D4, X7y M
WEIND

HTfYENRry b (TRTOVID, F=v 7 [Ny MIEO X JfH&E THFTEN5

L)

AR—FE—FDTI7ERARS D MIETFTERENT7TY bOT I EAR—bIL—ILEE

TIEBARALA Y S HO 7y b (] IW  |MVID T 7 ffiF &= 7 v k
Service f v X#—7 = A R)

IV N T T 4T MVID T# 7} &= 37 v k

Bz VID (1 ~4094) TH 7fHF ST [y MIFFA s (Z 76F%)
53, NVID % 77 L

null VID (0) F£7-1XNVID % 7'fi &= 2Ny MiTEFR SRS (#2772 L)

)

GE)  CiscoVICSFP+ A v X —7 = A A% L TCEEIND 7y ME, WIZVLAN Ny X —TH T
fFFsnEdT, 2O Z—T7 oA AREEFETDHHIE/ N7 > MI, VLANID # 725 0 @ IEEE
802.1p ~v X —ft& DX Jip LI EnEd,

GUI Z{&£ A L 7= Fluidity D% %€

GUI Zffi - T Fluidity E— FZRET D21, L TFO T U FITHENETS,
1. [GENERAL SETTINGS] C. [wirelessradio] 27 U v 27 L¥ 7,
[WIRELESS RADIO] ¥ « > RUDRERRINET,
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CiIsco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

- logout

MR E— N

B|RTF v RILEBBBORE LR

\Z1&. [Role] Ru v F &7 U & k)6 [Fluidity] Z2384R L £,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings
*Shared Passphrase” is an alphanumeric siring or special characters excluding ‘fapex] "[double apex] ‘[backlick]

S[dollar] =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indenlifies your network. It MUST be
sar

the same for all the Cisco URWB units belonging to the same network

Shared Passphrase: PASSWORD

In order to establish a wireless connectien between Cisco URWB units, they need to be operating on the same:
frequency.

Radio 1 Settings

Role:  Fluidity ~
Frequency (MHz): 5180 v
Channel Width (MHz): 80 v
Radio 2 Settings
Role: Disabled v

“

© 2022 Cisco andlor its affiliates. All rights reserved.

AR D 17— /L T [Fluidity] 23R L7= 5., [Fluidity] % & B8 L £9°, Fluidity (CB81 512
X, ROFNEEFITLET,

1

2.

[ADVACED SETTINGS] C. [Fluidity] 227 UV v 7 L¥7,

[FLUIDITY] 7 1 > RUNREREINET,

[Fluidity Settings] T, Ru v 7 # 7 U A k)5 [UnitRole] 28R L 9, T34 A —

ANERONTNILOE— RIZLET,

« Infrastructure

* Infrastructure (wireless relay)

* Vehicle

N

GE)

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x

cHIID X, MUEMIZA VA P—LENTNETRTOENA,LI)LTNNAL A T—ETH

HVERH Y 9,
c BARDHMENIA VAPV ENTWBET A ANRLALEW D 2 AT 20BN H D

AN
Ho

3. ENA =y FOHEMID & HEFXET HITIX, [Automatic Vehicle ID] F = v 7 7R v 7 A

EF AT LET,



| ®&F v R EBBIBORE & RS

alraln
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service m
IW Monitor [ Disabiea |

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

= advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access.

- firmware upgrade

- status.

- configuration settings

- reset factory default

- reboot

= logout

el
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode
- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

t / blocklist

- multicast

- allowl

-snmp
= radius

-ntp

- I2tp configuration
-vlan settings

- Fluidity

- misc settings

-smart license
MANAGEMENT SETTINGS
- remote access.

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

K O Fluidity

RETIZ, VAVYL AL

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle
‘The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and itis connected o a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this cperating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicie ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Vehicle hd

Automatic Vehicle ID: [] Enable

Vehicle ID:| 1234

Network Type: Flat v

The following advanced settings allow to fine-tune the performance of the system depending on the specific

environment. Pleass do not alter this settings unless you hava read the manual first and you know what you are
oing.

The Handoff Logic controls the algerithm used by a mobile radio to select the best infrastructure point to connect

to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile

radio prefers the point which provides the best balance between signal strength and amount of traffic carried

Handoff Logic: Standard v

save

©2022 Gisco andlor it affliates. Allrights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY

Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle
The unit must be set as Infrastructure whon it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbene as
it wil use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicie ID must be sat ONLY whan the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Fiat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role:  Vehicle b
Automatic Vehicle ID: [ Enable

Network Type: Flat v

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you hav read the manual first and you know what you are

doing.

The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the sirongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: Standard v

©2022 Cisco andlor its affiliates. All rights reserved.
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Cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

IW Service @ WIRELESS RADIO
IW Monitor Wireless Settings

*Shared Passphrase" is an alphanumeric string or special characters excluding '[apex] "[double apex] ‘[backtick]
GENERAL SETTINGS $ldollar] ={equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network
- general mode
i Shared Passphrase: PASSWORD
= antenna alignment and stats

NETWORK CONTROL In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequency.

- advanced tools Radio 1 Seftings
ADVANCED SETTINGS
- advanced radio settings Role:  Fluidity h
- static routes
~allowlist / blocklist Rretiser ek, D150 Y
- multicast Channel Width (MHz): 80 v
- snmp
- radlus Radio 2 Settings
-ntp .

. Role: Disabled ~
- 12tp configuration

- vian seftings

- Fluidity
Save
- misc settings -

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot
- logout
© 2022 Cisco and/or its affiliates. All rights reserved.
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CISCO Cisco URWB IW8187EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

IW Service [ orine | FLUIDITY

IW Monitor Disabled Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.

GENERAL SETTINGS The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and itis connecled to a wired network (backbone) which possibly includes other Infrastructure nodes, The unit
- general mode must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other

Infrastructurs units. In this operating mode, the unit MUST NOT be connectad to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

- antenna alignment and stats The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit

- wireless radio

NETWORK CONTROL installed on different vehicles must use different Vehicle IDs.

- advanced tools The Network Type filed must b set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets f they are

ADVANCED SETTINGS organized as different layer-3 routing domains

HARE Falie assee Unit Role:  Infrastructure v

- static routes

- allowlist / blocklist Network Type: Flat v

] The following acvanced settings allow to fine-tune the performanca of the system depending on the specific

-snmp environment. Please do not alter this settings unless you have read the manual first and you know what you are
doi

- radius ‘The Handoff Logic controls the algorithm used by a mobile radio-to select the best infrastructure point to connect

-ntp to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

- I2tp configuration

" Handoff Logic: v
- vian settings andoff Logic: Standard
- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

Save

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Clsco andlor Its affillates. All rights reserved.

WOMERIL, 7 —/L) [Vehicle] DA, W OMLR % [Fluidity] (ZEXET M ENHDH 2 L&
RLTWET, —FDUA VY LAALLEZ—T oA ARETEE— RIZHREIH., bIH)—FN
[Fluidity] E— FIZERE SN TWDEE, =v b —/L{Z [Vehicle] IFEIRNTE EHA,
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alaln
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings
“Shared Passphrase" is an alphanumeric string or special characiers excluding Tapex] “[double apex] ‘(backtick]
${dollar] =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network.

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: Fixed v
Frequency (MHz): 5260 v
Channel Width (MHz): 20 v
Radio 2 Settings
Role: Fluidity v
Frequency (MHz): 5500 v
Channel Width (MHz): 80 ~

©2023 Cisco andlor lts affllates. All rights reserved.

10.115.11.118 says

]
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service [ ornine |
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

c seftings

MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

" Configuration contains changes. Apply these changes? Discard

Error: unit role vehicle is not compatible with radio configuration.
Both radios must be configured as fluidity for role vehicle.

or

FLUIDITY
Fluidity Settings

‘The unit can operate in 3 medes: Infrastructure, Infrastructure (wireless relay), Vehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and itis connected toa wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent o olher
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicie ID must be a unique among all the mabile units installed on the same vehicle. Unit
installed on diffeent vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong 1o a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Vehicle v
Automatic Vehicle ID: & Enable

Network Type: Flat v

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings uniess you have read the manual first and you know what you are
doing.

The Handoff Logic controls the algorithm used by 2 mobile radio to select the best infrastructure point to connect
1o. In Normal mode, the point providing the strongest signal is seiected. In Load Balancing made, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried

Handoff Logic: Standard %

©2023 Cisco andor its affiliates. All rights reserved.
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BT v L EFHRORE LR |
. CLI % { M L 1= Fluidity D& E

CLI %{& A L 7= Fluidity D& E
Fluidity Z B9 521X, RO CLI 2~ > R&EMH L E7,

\)

GE) D b 1 DOERA V¥ —T =24 A% Fluidity ©— FIZT 20 RH Y T3,

Device# configure dotllRadio <interface> mode fluidity

MR 1 O Fluidity 2 2025 2355 06 -

configure dotllRadio 1 mode fluidity

HAE® Fluidity 7 — V3B Q56 W7 O MR % Fluidity €— RIZT 5246 ERH D £,

configure dotllRadio 1 mode fluidity
configure dotllRadio 2 mode fluidity

CLI Z{# A L 7= Fluidity O— )LD EEE

Fluidity 27—V (A V7 TA T I F ¥ £330 T4 T ) ZFET DL, KO CLI 22~
YREHEHALES,

1. Fludity m—/v (> 75 A RF 7 F % £TTEN A L) OFRE

e

Device# configure fluidity id
2. Fluidity ID ®— FZ#&E L £7,

Device# configure fluidity id {mode}

Mode is one of the following values

vehicle-auto - vehicle mode with automatic vehicle ID selection

vehicle ID - (alphanumeric) vehicle mode with manual ID.

infrastructure - infrastructure mode

wireless-relay - wireless infrastructure with no ethernet connection to the backhaul

3. DOREEKRTT AT, ROCLLa~y REFEHALET,

Device (configure fluidity id {mode}) # end

Device# wr
il

Device# configure fluidity id [vehicle-auto | infrastructure | vehicle-id |

wireless-relay]

=g S
Fluidity D5 1T D% TE
Fluldlty DESFFIE, UIW U U —Z 17,121 BB A S E Lz, Fluidity D@3 2 NI 5
IR ETIINEOT SA A (Fluidity £ 7 7 A NT 7 F % T3 R) [TREDH 77— —
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Fluidity D& 2 [T D& E .

T

REEEL T, N FAE7 a2z m B ieE T 9, HEERETIE. ZERE R
£ (RSSD) IZEEASNWT Y RATZOWIREMTHOIE T,

—RRBUAEE B - FNEBREO FAZ — FEIZBEI L TV T (B—0 b 2 RV AR O
WS 2 TSGR « P RAVDRKHANZSH DT 7 B ARA v MRS D LRI

BlE. RRHUMOBIEIZH DA 7T AN T I F v T3 AT LMl y RAe— =X
LT BT, BT Vv ARA L NEeRg D0 Tw—I (T LET,

Fluidity D&2 1A v o

WORIL, Fluidity D3 v Y v 7 3 L TWET, oA U2, IR E IR T A
A (Fluidity 1 7 7 A ST 7 F % T34 ) QOEBE/RE—/LTT,

= =
= 2>
<T7 A V
Do, Do not periorm handod!
¢ —v R N
— — =—

Fluidity D55 D7 av 2 3kD LB T,

e XA UEN, HT—a— RIZESNT, EDOFluidity 1 7 T ARNT 7 F ¥ T /34 AR
v R4 7120 LT 523 % Fluidity BLil 7 /3 A A 2@ L £,

s Fluidity Bl 7 /34 AT, XA U H 2 BRET25FE T, AORELZEHE L (RSSI LR
D) KEHED N RAT A=A L2 Ui £,

* Fluidity HUlj 7 /A A3 U ZEREEFFO Fluidity 1 V7 7 A N7 7 F % T/ ATO
NORFTEFZETTDHE, AU T —a— REFFOFlidity 1 V77 A NT7 7 F v 731
AFETNIMMDORA X HFFOFluidity f V7 T A NTZ 7 F % TN ADIHNEBEIND X
IR FT,

« BELD Fluidity f > 7T AN T IV F ¥ TNRA R4 2 LTHRESED N TEE
R

RDFTIE, Fluidity DD R —/L EXIET HA4 T 5 ATHOWTHBI L £,

5 7: Fluidity &5 178 —)L

Fluidity D& 52 (+0—)L I3y

IR % (Fluidity f 7 T A R T 7 F % |~ o Z L LTH ﬁéhtmmw4/77x
FRA R) N7 F % TAAL R, 1 DOHF—a—
F‘@ﬁ%%ﬂ@‘é’ifél&ﬁ’(‘%iﬁ"

INBMENE (Fluidity £ > 7 7 A T 7 F % T8 XA U Z PO Fluidity 1 7 7 A T 7 Fx
A R) TR ANZX, BEOH T —a— REFHET
xF9d
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BRT T EFRBORE LR |
B iy ozsr0

&
iy

Fluidity D& 5 17O —)L TT7oay

Fluidity B[ Fluidity BT /54 212, 1 DO Z % E
DY THZENTEET

CLI Z {5/ L 1= Fluidity D& (T DHRTE
Fluidity 7 7 —%€— RZET HI121E, RO CLI a2~ RZEHALET,

Device# configure fluidity color mode
Disabled: disable coloring
Enabled: enable coloring

Device# configure fluidity color value
WORD quoted list of colors from 1 to 7 or
"p 1"). "clear" to reset

Bl (A H)

Device# configure fluidity color mode enabled
Device# configure fluidity color value "p 1"
Device# write

Device# reload

B (A 2 LIS

Device# configure fluidity color mode enabled
Device# configure fluidity color value "3 4 5"
Device# write
Devie# reload

Bl (7 07)

Device# configure fluidity color value clear

"

p X" for painter (for example: "1 2 6","4",

CLI %/ L 1= Fluidity D & 53 [T DHEER
Fluidity 7 7 —%&— FZMERT 221X, KD show 2~ REHEH L E7,

Device# #show fluidity config

Bl (A 2)
Device# show fluidity config

Color: enabled, current: p 1

B (A 2 LIS

Device# show fluidity config

Color: enabled, current: 3 4 5

Bl (7 07)

Device# show fluidity config

Color: enabled, current: O
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Fuidity D& 110z [

Fluidity D&% 170 RSSI L E LMEDERE

RNy RN HY | BIEORSSINFEE SAL/ZRSSI LEVMEL Y & /hEW0WH54, Fluidity
HL 7 /A A% Fluidity D@5 1 % E % —R0ICEH L £ 9, 2084, Fluidity B 7 /A A
X, BUEDN 7 —a— R&ROFluidity 1 7 7 A N F7 7 F % T/ RAIpbAy AT %5435
F % % T, Fluidity DT REZMERE L, A0 RELZEHE L £, Fluidity HLl 7 /3 2
X, BEOM L 1XR 250 T —a— REFF O Flidity f 7 7 A N7 7 F ¥ T /3 AT 4 [a)#
fe LTy RAT7 LI2#IZ, Fluidity D@5 TREEZT 7 40 M (272 L) 2V &y FLZE
o

CLI Zf& A L 7= Fluidity D&% 17D RSSI L & LMEDERTE

Device# configure fluidity color rssi-threshold
<0-96> COLOR_RSSI_THRESHOLD

i

Device# configure fluidity color rssi-threshold 55

CLI Z{$F L 1= Fluidity D&% 17 M RSSI L = LMEDFESR

Device# show fluidity config

Bl -

Device# show fluidity config

Color: enabled, current: O
Color min RSSI threshold: 55
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High Efficiency M &% E & #R5E (802.11 ax)

* High Efficiency DX E & Mgl (81 ~—27)
cGUI ZH LT m— SV — T = OFE (82 N—)

High Efficiency D% i€ & #&EE
High Efficiency (HE) A NC72 > TWAEA . 802.11ac & D% AHMENH Y £97, 802.11ax
HE Z AW £ 723N F 572012, RO U A FBFR— RSN THET,
«URWBHE (X, A1 v k1 7T20, 40, 80 MHz O#H#ilE % AR — h LET,
«URWBHE (X, A1 v [2T20, 40, 80, 160 MHz OHflfiEZ R — F LET,
« URWBHE (37 7 # /b FRE TIRENIZ /2> TV E T,
*HE X T x=— 3 0d, HE DA > TWDLT A A TOHRYHR— b ENET,

HE E— FZHDTTHIZiE, KOCLI 2~<> REFEHLET,

Device# configure dotllRadio [1|2] high-efficiency enable

maxmes % 11 [ZFXET HITIE, RO CLI 2~ REFEHLET,

Device# configure dotllRadio [1]2] mcs maxmcs 11 <mcs index in integer or string>

\}

GE) S 741 MO maxmes 39 T,

HE £— FEZ M HI12iE, RO CLIa~> FEFEHLET,

Device# configure dotllRadio [1|2] high-efficiency disable
default maxmcs is 9.

HE £— RZMFET B I12iE, RD show 2~ REEHA L E T,

Device# show dotllRadio 1 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns
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Device# show dotllRadio 2 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns

Device# show eng-stats

WLANI1 Rx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 48 rssi-48 received

WLANI Tx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) sent 195612 failed O

WLAN2 Rx :

FC:58:9A:16F8:13 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 50 rssi-46 received

WLAN2 Tx :

FC:58:9A:16F8:13 rate 864 MCS 11/2 HE80/G1(800ns) sent 390797 failed 1

GUIZERALE8—N\ILT— kDA DERTE

ra—r L HF— KA F— RFTlE. MPLS LA V3 BNHBIMICEAINET, ZOF—F
TIE, WA T LSRR T — X R TEETE R A,

1. [GENERAL SETTINGS] T. [general mode] #7 U v 7 L¥7,
[GENERAL MODE] 7 « & RUMNERRENET,
2. [Mode] T [gateway] 7 V v 7 LET,

WOEBIL, Tu—"V = Tz T—FOGUIRTEEZRLTWNET,
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afra]n
CiIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

W Service [ ortine | GENERAL MODE

IW Monitor Disabled General Mode

Global Gateway mede automatically enforces MPLS layer 3 and radio-off. Radio status cannot be changed in

GENERAL SETTINGS Giobal Gateway mode.
- general mode O mesh pDi"f
- wireless radio Mode: O fmesh end
- antenna alignment and stats
© gateway
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS Radio-off: Fluidity 4
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
. radius Local Netmask: 255.255.255.0
“nte Default Gateway: 10.115.11.1
- 2tp configuration
- vian settings Local Dns 1: 8.8.8.8
- Fluidity
- misc settings Local Dns 2:

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Clsco andlor Its affillates. All rights reserved.
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WIRELESS RADIO

Wireless Settings
"Shared Passphrase” is an alphanumeric string or special characters excluding [apex] "[double apex] "[backtick]

$[dollar) =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet”) that indentifies your network. it MUST be
the same for all the Cisco URWB units belonging to the same network

Shared Passphrase: CiscoURWB

In order to ish a wil C ion bety Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: Disabled v
Radio 2 Settings
Role: Disabled v
FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Infrastructure v

Network Type: Multiple subnets v

The following advanced settings allow to fine-tune the per of the system ing on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.

The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mede, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: Slandard v
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HE (High Efficiency) @ /71— FfElfRDE&E

« HE (High Efficiency) ® % — RRIEOKE (85 ~<—)

HE (High Efficiency) O — FREIfRDEETE

H—FREELS T L, BEMOBRSNERTY 7 OfE@EErm ELEd, H— RERR E
DOIEEEIZ. URWB A ¥ v 7 9 R—F L TWET,
H— FHREZHET DL, ROCLI a~vy REfEHLET,

Device# configure dotllRadio [interface] guard-interval [gi]
gi: A — FHBOEIZRD & B0 T,

1600 : 1600 ns D H — KEFEZHE L T (HEE— K CTORIR—FIhb)
3200 : 3200 ns DA — RE@EZREL £T (HE E— RTOLYFR— FZnd)

400 : 400 ns DA — FEfRZREL £ (HT XLV VHT £— FTHAR—FIh D)

800 : 800 ns DA — FREZHREL £ (774 /L b4 — FREEE— K& HT, VHT, HE TD
ahE—F)

B

Device# configure dotllRadio 1 high-efficiency enable

Device# configure dotllRadio 1 guard-interval 1600

Device# configure dotllRadio 1 guard-interval 3200

Device# wr

H— RRIREZ BFET 51213, RO show =~ REMH L £,

Device# show dotllRadio 1 config
Maximum tx mcs: 9
High-efficiency : enabled
Maximum tx nss : 2

RTS protection : disabled
guard-interval : 1600 ns

Device# show dotllRadio 2 config
Maximum tx mcs: 9
High-efficiency : enabled
Maximum tx nss : 2
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RTS protection : disabled
guard-interval : 3200 ns
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5 19

i

SNMP D&% %€ & 1RELE

* SNMP D% E &AL (87 ~<—2)

EXTE & AREL

Simple Network Monitoring Protocol (SNMP) 77U 7r— 2 »(ZURWB VY 7 b7 = 7 T &
. Ry NU— 7 B A B L £,

SNMP 7 7 A 7> MiE, SNMP = — = MIEREZXEFELET, SNMP=— = M, &
DEREZY T—V 2 MIELET, Y7 2—V 2 MEISNMP =—2 = MIGE L FE
4, SNMPT— = MEISNMPJEE R v bEER L., THEEROBETTHD Y ET—F
Ry NT— B RATF — g3 VITEELET,

1:SNMP 7Ot X

SNMP SNMP
h <> <>
Client Agent SHEEGE!

388145

CLI IZ & % SNMP D%

SNMP Z&ZETHI21E, RO CLL =2~ REFHLET,

\}

G¥)

T AHRMNI. T_XTDOSNMP RNT A —H ZRETIVLERDHY £,
« SNMP HEBEZ TANC T2 &, BET 2T R CORENBBMICHIRI N E T,

o SNMP HEMICZEE X 7= SNMP CLI =<0 7 TlX. CLI Z{# H L T SNMP HBE 2 F %h!

-
—

SNMP #ERE % 5292121, RO CLI a2~ REA L 9,

Device#configure snmp [enable | disable]

SNMP ®O7'a ha ) N\—a VERETDHIZE, ROCLIa~w>y REfFEHLET,

Device#configure snmp version {v2c | v3}
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SNMP D& E LR |

SNMPV2c 23 =2=7 4 ID DFZEZFETT HI21E (SNMPv2c DFH) . RO CLI 22~ R&f#
)EH Lij—o

Device#configure snmp v2c community-id <length 1-64>

SNMP v3 . —H =L ZI5ET HI21L (SNMPv3 D) . RO CLI =~y REHEHLET,

Device#configure snmp v3 username <length 32>

SNMP v3 = —HW— %2 U — R&ZIEET HI21L (SNMPv3 D&) RO CLL =< REMFHL
i‘j‘o

Device#configure snmp v3 password <length 8-64>
SNMPV3F%FE7 & b 2L E24EET H11E (SNMPV3 DA) | IROCLIa~> RE/FHALET,
Device#configure snmp auth-method <md5|sha>

SNMP v3 5 B4k 7 2 b a /L Z3RET HI21L (SNMPv3 DA) . RO CLI =~ REFEHALE
7,

Device#configure snmp encryption {des | aes | none}

FE R ARE 72 S SN, des £ 721Faes T9, F721%. vV3KF A L7 0 b 2 L RMLELR2WIEEIT.
none # AJJLE T,

SNMP v3 i B XA 7 L— X & IRET HI121E (SNMPv3 D&) . RO CLL =2~ K& L
F9,

Device#configure snmp secret <length 8-64>

SNMP EH# F 7 v 7REFIRET HIT0E, ROCLI a2~ FEEAL £,

Device#configure snmp periodic-trap {enable | disable}

EHSNMP hZ v 7 oi@s ~ 7 v 7HEEZRET 212, WO CLIa~w>y REEALET,

Device#configure snmp trap-period <1-2147483647>

BEME N T TR AL T,
SNMP A X2 N bT v BN ELITINT HITIE, RO CLLa2~> REFEHALET,

Device#configure snmp event-trap {enable | disable}

SNMPNMS R A M FEITIP 7 L AZFEET HI2IE, RO CLL a2~ REMHLET,

Device#configure snmp nms-hostname {hostname |Ip Address}

SNMP & E &N THI121F, WO CLI 2~ REFHLET,

Device#configure snmp disabled

SNMP Z##Eh 295 &, B A U EREETLT X COMBEERNZ ) 7S Ed, SNMP&2H
T HIE,. BREE TR THERTST A2XLERH D £9,

SNMP D& EF
SNMP v2 @ CLI :

Device#configure snmp v2 community-id <length 1-64>
Devicefconfigure snmp nms-hostname hostname/Ip Address
Device#configure snmp trap-period <1-2147483647>
Devicef#fconfigure snmp periodic-trap enable/disable
Deviceffconfigure snmp event-trap enable/disable

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x
88



| SNMP D33 & #REE
cu 1=k % snmp oiit ]

Device#configure snmp version v2c
Device#configure snmp enabled

SNMP v3 @ CLI :

Device #configure snmp nms-hostname hostname/Ip Address
Device#configure snmp trap-period <1-2147483647>
Device#configure snmp v3 username <length 32>
Device#configure snmp v3 password <length 8-64>
Device#configure snmp auth-method <md5|sha>
Devicef#configure snmp encryption <aes|des|none>
Device#configure snmp secret <length 8-64>
Device#configure snmp periodic-trap enable/disable
Device#configure snmp event-trap enable/disable
Device#configure snmp version v3

Device#configure snmp enabled

CLI [Z & % SNMP D #&3iE

SNMP ZEE+ 51213, RO show 2~ REFEH L ET,

Device# show snmp

SNMP: enabled

Version: v3

Username: username

Password: password
Authentication method: SHA
Encryption: AES

Encryption Passphrase: passphrase
Engine ID: 0x8000000903c0f87fe5£314
Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show snmp

SNMP: enabled

Version: v2c

Community ID: test

Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show system status snmpd
Service Status

Service Name : snmpd
Loaded : loaded
Active : active (running)

Main ProcessID : 6437
Running Since : Mon 2022-09-19 14:45:27 UTC; 3h 34min ago
Service Restart : 0

GUI #{FE L71=- SNMP /x—< 3 > v2c DEE

F7 4L TR, THHEREFEOT 78 2R A > D SNMP £ — RIZEHIZ 2> TWET,

TIEBARALA L FOSNMPE— REZNX—T g UV2CICER L, TV RBAT VB ARNA N EE
ET DL, ROPIEEZFEITLET,
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SNMP D& E LR |

. GUI ZfERA L7T-SNMP /A\—< 3 > v2e DERE

ATy T

ATy T2

ATvT3

ATvT4

FIE

[SNMP mode] K&z 7% 7 U A Rk [v2e] ZBINL £,
[SNMP] 7 1 & RUNRRRINET,

]
CIsco

ULTRA RELIABLE
WIRELESS BACKHAUL

Cisco URWB IW9165DH Configurator
5.81.160.216 - MESH POINT MODE

IW Service m SNMP
W Monitor SNMP
SNMP mode:  v2c v

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

Community ID:  test

Enable SNMP periodic trap:

Enable SNMP event trap:

NMS hostname:  192.168.0.100

Motification period (minutes). 1

- snmp ~—
-ntp ‘ )
- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

@ 2024 Cisco andlor its zfiliates. All rights reserved

[Community ID] 7 4 —/V RIZa X =2 =7 4 i#@BlF+DOEEZ AT LET,

-3
Xy FIT—=VHADTRXTOT 7 EARA L M, FLaIa2=7 @il FOEZRET 2MLENH Y £,

[Enable SNMP event trap] = v 7 R v 7 A% A N2 LT, EER VAT LARE A X2 hD SNMP A X k
N7 v 7 EHH L, [NMShostname] 7 4 —/L RIZHxy NT—VHFBAT— 3> (NMS) OKRA N %
ABLET,

BE
FT v POREHRE 70D NMS A A MZiX, SNMPv2e T v FHINET 5 X 9 1T E S L7~ SNMP ——
T NI TT,

[Enable SNMP periodic trap] = v 7 R v 7 A% A N2 LT, EHAYR SNMP + 7 v 72 Hc L (EF
NIZ—EDMIFHT SNMP 7 v 723 8E S41ET) | [NMS hostname] 7 4 —/L FIT NMS DA A 4% A
73U EF, [Notification period] (2@ ENHAM (HALD) Z AN LET,
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| SNMP D33 & #REE
GUI A L7- SNMP i— 3 v 3 B [

ATw 75 [Save] 7 Vv 7 LET,

GUI #ERAL=SNMP/A— 3 > v3DETE

T 7 4V b TiE, THEGEROT 78 AR A h® SNMP £ — RIZEHIZ 72> TWET,

T I EARAL FOSNMP E— RENRX—a U V3ICEE L, 77 8AT V7 BARA v &2
ET AL, ROFIRZFEITLET,

FIE

ATv 71 [SNMPmode] ke v 7 Z U A RMNS [V3] @R LET,
[SNMP] 7 1~ RUNRRRINET,

Mmm
CISCO Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHAUL

IW Service m SNMP
IW Monitor SNMP

GENERAL SETTINGS SNMP mode: v3 v

- general mode

: SNMP v3 username:
- wireless radio

- antenna alignment and stats SNMP v3 password:
NETWORK CONTROL
- advanced tools Show SNMP v3 password: [
ADVANCED SETTINGS SNMP v3 authentication proto: MD5 v
- advanced radio settings
- static routes SNMP v3 encryption: No Encryption v
- allowlist / blocklist
-snmp SNMP v3 encryption passphrase:
~radius Show SNMP v3 encryption passphrase:
-ntp
_ethernet filter Enable SNMP periodic trap: [_]
- 12tp configuration Enable SNMP event trap: [_|
- vlan settings
a Engine ID: Currently Unavailable
- Fluidity
- misc settings NMS hostname:
MANAGEMENT SETTINGS
- remote access Notification period (minutes):

- firmware upgrade

- status —_—
- configuration settings Reset |
_ reset factory default -

- reboot
- logout

AT w72 [SNMP v3 username] 7 4 —/ F{Z SNMP v3 =—W—4 % A1 LE T,

G¥)
Py NI =T HNOTXTOT 7 BARA L MZ, [FILSNMPv3 22— —ZEHETHLENH Y 9,

ATY T3 BEDSNMP V3 /N A Y — REZEHET 521, [SNMP v3 password] 7 4 —/L RIZH LWWIAT—RE AT L
i‘j‘o

AT 74 [SNMP v3 authentication proto] K72 > 74 72 J A MpBLRBFEY A THRIRLET, ROAT v a &l
TEET,

« [MD5]
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SNMP D& EREE |

B cuzsmLEsNP A—U s BoRE

ATvTSH

ATvT6

ATy F1

ATvT8

ATy

* SHA

EgE
Iy hT—=THOTRTOT 7 EBARA L MZ, RICSNMPFEIET T haVERETIVLENHY £9,

[SNMP v3 encryption] K2 > 7*#7  U 2 kbbb 2 5k 7' m ha VA& RIRLET, koA T a %
AT £,

Skl

* DES (7 —# I 5 8ik%)

« AES (Advanced Encryption Standard)

GE)
Fy NT—=TNOFTXTOT 7 EARA L M, FIUK ST e ha Lz ETH0ERH D £,

B b/ XA 7 L— X% H 9 5I21%, [SNMP v3 encryption passphrase] 7 4 —/L RIZH LVWIR T L— X%
ATTLET,

[Enable SNMP periodic trap] F = v 7 R v 7 A% A N2 LT, EH SNMP b7 v 71k W EZENT—ED
BT SNMP b7 v 7MREE S5 X 912 L, [NMS hostname] 7 o —/L FIZ NMS DR A &2 AN L%
9", [Notification period] |ZiBAEIMIM] (AL AT LET,

[Enable SNMP event trap] = v 7 R v 7 A% A4 N2 LT, BEER VAT LARE A <2 hD SNMP A < k
N7 v 7% HHZ L, [NMS hostname] 7 1 —/L FIZ NMS DR A &2 AT LET,

GE)
Fo o 7DREHRELDNMS A M, v3 T v 7HINET D LI ICERES NI SNMP =—V = b
755\&[2\%’(:‘#0

[Savel] 27 U v 27 LET,
SNMP 2Nz T 5L, ROR Y T v TFNREREINET,

Please re-configure all valid values to enable
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s 10 =

JILFXv R b+

e wNT X A NOWE (93 X—)

cGUI ZEH L7~ L F XX A FOBRE (94 _X—)
cCLIZHEHALEZ~LFFv A FORE (95 X—)
cCLIZEH L7-~/LF X+ 2 FOHIE (96 2—)

« CLI ZfEH L7z~ /v F % v X Rk E DR (96 ~—2)

JILFEX v X FDEE

AP X, LAY 2Xy hU—ZBIOLA Y3 Xy hT—7 DOV /LFF xR MEkE Y R— b
LTWET, w/LFFv A ML GUIEZEFCLIOWT N E2HEH L CGRETEET, v /LT
Xr A ML T—F% 1 DOFEE L LEROEEICERRISGEET 2BELFXTT, v T

Xy A MEElL, AA VPV —<VTFRA LV FEREFETNVTHA R Y — =T HRA 2 M

TEHZLENTEET,
A
G e T 7N EFTIE, UFTHRESNEZALFFYAMNIPT RLADHNURWB R U —
7 &N L CHRESNET,

e VNTF XX A NREFT, Aviaxy RT AL ZATORNLETT,

e wNTFT XX A NTHIIP 7 KL 2O 224.0.0.0 ~ 239.255.255.255 T,

TILFEXYRLTAORILAIZFHEFADIPT7 FLADEE

T 74/ M T, BESNZIP T RLAOFBNIZCHHKRO T 1 b a/VZkt LT rFHy
A NBEZTT,

Jakal FHEADIILFEXVYRALIPT7 FLADEFH

Z=N—H ) FF7 77T R LA (UPnP) |[239.255.255.250

Open Shortest Path First (OSPF) 224.0.0.5 3 L 1*224.0.0.6
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TAFFErRL |
B cvzEmLEwLFsrz roRE

Joral FHEADIILFEXYRALIPT7 FLADEFH

B —=Fy N TN—TEH S0 hau YL
(IGMP)

TILFXv X FEREDFIR
« 1 DDOEE LN HLEROSNTITH DT —Z DA M) — L& X EGZT 270, SN
g D EHI S N ET,
« Xy MU= OAMEKRIBICHENSES Z 2720 ZLDT A AR R—-FSET,
cUTNEALDT—HRMEELELT LT 7Y r—arOxy U — 7 VR Rk &
NET,

cHETHANY —LOAEHST Z & T—H LIZMENHER S, T X TOZEM AP T
— 8 L 72 Quality of Service (QoS) ZHEFFT H7-DITENLH ET,

GUIZERLETILFXFY R FDERE

theb BHEIIZ
cINANFHXXANME, Ay aTy RFNL ATORRETEET,
c R~V F Ry AT N—T Ry hvRAT7 BLOSEEIP T RLARSH D Z & &2H
HLET,

e VINTF XY A NERETIHEODTR—FEINTVABA YT 2T RTFERAL ARNHDH I &
PHERLET,

FIE

ATVl ava—2DOWeb 77 UHFEEEIL, URLZANLTary 74 ¥al—2ons A —U%EE
ﬁAO
AT 72 [Username] 3 J O [Enable Password] 7 o4 —/b RiZ, 2—HPF—£Z L XAV —FEZNZFNATILET,

AT9F3 [mr A (Login) 127V v7 LET,
GUIIca 735 E, URWB 2 7 4 X2 L—ERFRENET,

AT v 74 [ADVANCED SETTINGS] . [multicast] 27 V ~ 7 L C [MULTICAST] 7 .t > KU %Bi& £,
AT v 75 [Add a new multicast route] ¥ 27 > 2 > C, IROFEMAE AT LET,

¢ [Multicast Group] 7 4 —/V KO</LFHF v XA MNP T KL X,
s [Netmask] 7 4 —/V RKOFX v h<AZ IP T KL A,

* [Destination Address] 7 4 —/\ ROFZEEIP 7 KL A,
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| wvFxrzt
cusEALETLF R rokE [

(6=3)
[Destination Address] 7 « —/V RIZIE, IROFR72EEEHCE £,
* [Destination Address] 77 « —/L R 5.255255.255 LW IP T RL A : Ay vaxy NT—7fRHETT
RTCDAY Va2l AV MT AL AT =2 EEFELET, ZHUE, VA NI —AT—% 7r—(C
DA TEET,

* [Destination Address] 7 4 —/LV R?D 5000 EWHIPT KL R - BEDT T4~ Aya N FA
A AT =R EEELET, 2T BICA Y 2 FOERT = — /LA — =N -> TN
LDELGAEICENLET, ZhuE, Ty TA RN —A T —% 7Ja—llorEHTEET,

ek
Iy hTRAIDT 4= RTIE, SAFIXFY AT RL2AOT oy 73 EETXET, BHO~LF Xy
AN ITN—=TERRETIHEIT. S VFFXYARPT RLARZEDI V=T DXy NT—=IT KL A%

ML TWDBENRH Y £,

ATY 76 [add] &7V y7 LET,
HAIZIEF BT 5 &0 HrL~/LF ¥ A hb— k23 [Multicast routes] 77 3 3 VICERSINET,

Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 5.127.234.140 - MESH END MODE
WIRELESS BACKHAUL

IW Service offiine MULTICAST

IW Monitor Disabled Multicast routes

QUADRO List of multicast routes already present. You can manually add multicast routes.

GENERAL SETTINGS Multicast Group Netmask Destination Address

- general mode
- wireless radio Add a new multicast route
Use these forms to add new static multicast routes.

- antenna alignment and stats oL . .
The Destination Address field accepts the following special values:

NETWORK CONTROL - 5.255.255.255 is a wildcard address that indicates all units of the mesh network.
d d tool - 5.0.0.0 is special address that forces each unit to send multicast traffic to the primary mesh end. This is
=advanced tools particularly useful when the mesh ends fast-failover is enabled.
ADVANCED SETTINGS Multicast Group Netmask Destination Address
- advanced radio settings m

- static routes
- allowlist / blocklist

- multicast

AT 7T [Applyl 227 Vw7 LT, HEZHEHLET,
AP U 77— L, ZEENEHINET,

CLIZEAHLE=TILFX VY X FDOEKTE

SESCIP 7 R U A &BIIT 521X, configure multicast group add multicast-1P-address Netmask
destination-1P-address =~ > F&{EH L £,
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ILFErAL |
B cuzemLrcLFsv 2 roBIR

il

Device#fconfigure multicast group add 224.5.5.5 255.255.255.255 5.255.255.255

A\

GE)  ZoRElE. V77— MRICOBRAEDTRY £9,

LAYIE—RT, T _XTCDORA Y2y RFRL AL Ta— )V F— T xAf TYLFFy
AMHRAZHRELET, TvTARNI—A T T4 9T EXFTANI—ANTT 4 w710,
DRI DZ~NTFXYANIPT FLAZMEHALET,
©224555/50.00 : MIEDTITA~Y Avia TV RFARAL AT —ZHEEELET, =
T, BRCA Y a2V ROER T = — VA — N—RNENC > TOAESITET L F
T, I, Ty T AN —AT—F 7o—ZOHr@ATEET,
«224.5.5.6/5.255.255255 : A v a Ry NU—JRBRHATTRTORA Y aBRA v NF/NL R
WG —Z&EELET, it AUV AN —L FT—% Ju—|[lOLBMHATEET,

CLIZEALE-TIFXv X FDHIE

VN F Xy A NI N—T 5 meshIDIP 7 R U A& HIFRT % 1Z1%, configure multicast group
delete multicast | P-address Netmask meshiD IP-address ==~ > RZ i L £9,

il

Device#configure multicast group delete 224.5.5.5 255.255.255.255 5.255.255.255

Y

GE) ZoREE. V7—rRICOBRERCRY £9,

CLIZERLEVILFIX v X FEEDHER

“NF XY A RNREDAT —H A%FKR$ 521, show multicast configuration =2~ > R &
ﬁH l—/ij‘o

Device#show multicast configuration
Multicast Group 224.5.5.5/255.255.255.255
Destination Address 5.255.255.255
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i

QoS

* Quality of Service DHEZE (97 ~X—)

« CLI ZfE L7z QoS & (98 ~<2—)

« CLI ZfE[H L7z QoS EDHERE (99 ~—2)

« CLI Z{# /] L 7= 802.1p VLAN #B5cE DESE (99 =—2)

« CLI Zf#i ] L 7= 802.1p VLAN e FZ OB OffEsd (100 ~—37)
«CLI i L7z CoS D~ v B> ZOFKE (100 ~<—)

« CLI ZfEH L7z CoS O~ v B> 7 OfER (101 ~—)
cCLIZMH L7 QoS v =— bt v 7 DR E (101 ~—)

e CLI #f# i L7- QoS v = — B> 7 O (102 ~—3)

Quality of Service DHE =

Quality of Service (QoS) 1L, FFED XA T DRy NI —V NTT7 4w 7 Ml BT HT-
DI HET, ZHICEY, BEERT U r—ya o027 8 aLOGE & VERENSHEEF
SNFET GBIEE Ty MAKROEEZZITRXOTWVWERRETARYE)  SEIERLULOD
P—EANEERMT B0, T—F 7y FOGHEH, ~—F 7, BIXOEHEMTbIE
7

QS IZEDILK b T4 v o958

N7 47T, Ny N7 4V RERRT R T 74 v 7 OIS ERY A T 23BI5
L7 BEATT, SRS, T3 AIRBLBLE FEIT L, X7 M2 QoS 7L &% Y
TET, ZOTVZE-T, 7y MR LTEITENDGTRXTDO QoS 77 ¥ a VIVURE
. N7y hOEBEILF 2 = SN E T, QoS AR > TWEYA, 7734 AIEN
iy N OBEFRNEN Z 3 FETE £9, URWB 731 A(X, URWB * v U —27 OE(E F 72135
EF =2 T 749 2712Q0oS T NEHHALERA, RDVIZ, b T 74 v 7 D%ET, £
23Ry hT—7 NOMODOKR A FTEID ETHNEEFD QoS v —F U 7 2%k L £ 77,

URWB 7 /31 X, LA 2 (PCP/VLAN) F£721ZL 13 (DSCP) T#HINDH~v—F> 7
EZIFANET,
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B cuzsmLL:oos

CLI Z{& /A L 7= QoS

Bl

X &

Qs |

QoS DF =

o BOCNARZATT -
ZEHLET,

o HIRIEE L - BEIEML O mWT 7 = a A e IR A R T D 7ol R v B
V=27 Y =280 ETEd,

c BIEEEE - Ny MBI OBIE A R/ NMRICH A T, FRIHR O H 27 7Y r—a
Y OMEZ MR L ET,

aTay=§

Ry FIP N~y H—Tv—7 ENT= QoS BRNEMIZHE-A TR T 7 4 v 7

QS v—F> Y

QoS~¥—F 72KV, Xy NT—=7 T A R E, B Y TONIERIALLIZHES TR v b
B LU TEET, 207X L0, BEEMOEW T 7 1 v 7 NGO
REPCHEEND L1280V £9, QoS~—F 7 Tik, IP~v & —O DiffServ = — RRA >
F (DSCP) F7/213%A 74 7TH—ERZ (ToS) D7 4 —/ R, /234 =V %y b7y b
VLAN ~ v X —DEHNERL 22— KR A > b (PCP) O7 44—/ KRNI EHENET, Zhbd
D7 4= RICLY, SEZEREIRNEMN L VLRSS ET, IW T30 2L 8 DDESk
NEAZ L~ LA — R LTWT, 08 BIES, 78 bm< 20 £79, ZTD0~7 DI,
ToSTEDE > h B5 ~B7 ot ENET, ToSix, IP X7y MIHDH7EEAR8E Y MED
ZRITT,

B7

B6 BS B4 B3 B2 Bl BO

Priority X X X X X

802.1p

802.1p &, XV IJA#i72 802.1Q kD —# & L CIEEEIZ & » TR SN EHERK T, A —
PRy bRy NT—=7TOFy NU—27 T 7 4 v 7 OB T & QoS (2% LT
T T OEAERE TIE, 802.1Q VLAN ~ v X —T3 t' v hOESEIAN. = — KAA > b (PCP)
EHERLC, T 74 v 7 BEEIENATT LET,

QS > z—E>Y

QuSv=—Ers (b7 4 v 7 v=—Er 7L bEND) IE, Xy hT—2 LOF—57
0—ZHET 57D ERENS Ry U= EREIN T, ZhIiE, SEISERFYATO
Fy NU—27 bF7 4 v/ THATE ZHEBIBORBN G ENE S, Ak, BERT T
Uir—a UREER ) V= AEZITERS I ENTE S L0, Ry b U—7 OFEENRE
EESnET,

=L
X B

T 7 )V F T, T3 AD QoS HEREIZIELNIZ /e > TWET,
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| Qos
CLI %{# A L 1= QoS RXE DFER

CLI Z{HEF L 1= QoS DB L F = IEEE
F A ZD QoS LA AT A I2IE, configure qos statusenabled =1~ > K&l L £9,

Device#configure gos status enabled

Y

GE) T34 AD QoS HEZ N F HIZiL. configureqosstatusdisabled =~ > R&2H L 9,

CLI ZfE/ L = QoS ER & DR

TN, AD QoS REZ MR T HITIE, showqos 2~ REMHHL F9,
B -

Device#show gos

QoS: enabled

CoS map:
012345¢67
Y O Y B

[ 01 2345¢67]

gos-shaping disabled

gos-8021p disabled

.
;|3

Device#show gos
QoS: disabled

CLI Z{#F L 1- 802.1p VLAN BEEDE %

CLI Zf# /A L 7= 802.1p VLAN B E DB DB - IEEML

IP /X% R DSCP £ ¥ & 802.1p VLAN B 5E A #5595 1Z1X. configure qos 8021p enabled
avy REMHEHLET,

Device#configure gos 8021p enabled

\

GE) T34 2D 802.1p ZHNZT 5 2%, configure qos8021p disabled ==~ > F&fifH L £,

+ QoS 802.1p A7 ¥ a U NEZHZ /2> TV B A, URWB 7 34 ATHRMNT L3 ~v H—HN
D QoS Vv —F T EHPET, 7»—%/77%%073)6%0@\%/5}&1\ L2-VLAN ~ v ¥ —%
FvZ LET,

* QoS 802.1p A7 a UBAHMZ /> T HHE. URWB 7734 XL VLAN % 7@ PCP
74—V KND CoSED % EE L £,
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Qs |
B cuzEmLrspvan ErEoErsomR

CLI Z{# /A L 7= 802.1p VLAN B 5 E DB D #EER

T34 AP QoS 802.1p X E & fifgsd 3 H1T1E, showqos =~ FafEM L ET,

Device#show gos
QoS: enabled

CoS map:
01234567
[

[ 01 2345¢67]

gos-shaping disabled
gos-8021p enabled

[o] » —
CLI Z{ERL=CS DEYYE VI DETE
URWB v A7 ATiE, Xy MU —7EFHEORFHIFEDIVT QoS BIEIAM~—7 2 F~v v ¥
VITEET, ZORETIEH. 1 2L LD CoS EDOENEN 22X E Tx £,

EHIE/X7 v b CoSEZE 72D CoSEIZ~ v ¥ 79 51Z1%. configureqos cos-map values =
~ REERLES,

Device#configure gos cos-map 0 1 2 3 4 4 4 4
ZDCLI 2= FOFITIE, CoS DE~ v B ZIIRD X 5 IATbIVET,
«CoSOIZ0DEE
«CoS1IZ1DEZE
«CoS21F2DFEF
«CoS3 I3 DEE
«CoS4lT4DEZE
+CoS5, 6, TIT4IZH~v LT
ZOBITIE, CoSTEAS, 6, BLVTD ATy bR 4ITH~ vy B 7 EN, HKANDE CoS4T
Y7 SRTWe Ty b E R CEEIBR A EERICE 2 B ET,

ZOa<wr REERTAE, Ry FU—JICAD ATy FOCOSTEAZEEL T, Xy hU—7
NT7 7 47 DBEFRIBMEZFHEST DL Z N TEET, Ziud, FEIEOEHSS, BINENOF
WRT 7 4w 708 0IEARBUE DT DITESLHET,

| A

EE URWBYV AT AL, XO~V—F 7 2EFETICH~v L7 a2 2B LET, By
v 7 &7 QoS BALNEN X, URWB v NU—F7NTOAEWRNRH Y, AZTT,
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| Qos

cUxEMALECs B v EL TR |

CLZFEALT=CoS DET Y ELY DR

TINA AD CoS D~ v B VREZMERT HITIL, showqos 2~ REMFH L ET,

Device#show gos

QoS: enabled

CoS map:
012345%67
T O Y B

[ 012 34444]

gos-shaping disabled

gos-8021p disabled

CLI Z{#FHALE-QS > T—E Y DEE

CoS LD L— FDEEE

Xy NI =7 FNA A THp 2 CoS \ZHIHiE A%V X4 C THI#IT 5121%. configuregos
shaper-rates bandwidths =~ > K& L £,

Device#configure gos shaper-rates <eigth traffic rates, one for each CoS>

)

GE)  8OTRTOFWMIELERICTHI LT TEERA,

1]
Device#configure gos shaper-rates 30000 50000 50000 50000 0 O O O
ZOFITIX, 4 CoS fE DR A% E L £ 7,

« CoS 0 (21 30,000 kbps D L — L AVEI D 4T HATVET,

« CoS 1 ~ 3 {Z1% 50,000 kbps D L — A EIY ¥ THATWET,

«CoS4~ 71 0kbps ICREINTWET, 0FHEHIROL— GHFEIREOHIRZR L) 25
L,

QS > T —EV T DEMLEITENEL

TNA AD QoS V= — ¥ U T EHMIT HIZIE, configure qos shaping enabled =~ > K& fif
ALET,

Device#configure gos shaping enabled
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Qs |
B cuzemLios v —rromR

\)

GE) ¢ TNAAD QoS V= —E U7 EMMNTT HIZIL, configure qos shaping disabled =~ > K
ZRHALET,

e Xy NI =7 TANV—Ty EBHIRENTZT A B ADRFEITINTWAEAIL, T3TD

7 7 ADWIMRDOEFIN, TA B ASINTZANL—T"y MRZBZ RWE 5 IZT 5058
WY ET,

CLI Z#ERAL1=0QS > —E > DiER

TNA AD QoS ¥ — VU VR EEMERT HITIEL, showqos 2~ REEH L ET,

Device#show gos

QoS: enabled

CoS map:
012345¢67
[ O I

[ 012345671

gos-shaping enabled

Shaper rates (Kbps): 30000 50000 50000 50000 0 0 0 O

gos-8021p disabled
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10 =
R e

o JEEELA ¥ v (103 X—)

* Fluidity JEIJEL A % ¥  OMEZE (103 ~<—)

* CLI Zf#i ] L 7= Fluidity 5 A ¥ v > O E (104 ~—27)

* CLI Zf#if] L 7= Fluidity B EA ¥ v VR EOMHER (106 =—)

* Fluidmax JE A ¥ v o OWE (107 *X—2)

« GUI Z £/ L 7= Fluidmax A A ¥ v > AT — X A0 (107 <—)
* CLI Z i ] L 72 Fluidmax JAE A F v > OFE (108 <X—)

« CLI Zffi ] L 7= Fluidmax AL A & v B E DR (109 ~—)

BN & 2 T
URWB 7 /3A 2%, RO 2 FHD AR A X v 2R —F L TWET,
1. Fluidity A EA ¥ v
2. Fluidmax J&EEA % ¢ >

Fluidity BR# X v > O E

Fluidity A A X v L, A > 7 T AN T 7 F v I CHEEOENEEEZFEH LT, HE s
WL, ERTF v 2LOFREMREEZH ESED, GEETEY T 4 REMEO T T
WCEEFFEN TV E T, ZOBREIL. TNODOT A ARER D 3y MU — 7 (kA2 BB 5 5
ARG TR D 7 WG A TR T A T2 DITESE D . AP BRI 2 A— X BT E RS I L E
T BUEDEFRENTH OGS, 735 AL, BE LR Z MRS 572012, L0 BREAFR(E
FERFEOREE AR LD E T, oML, BEREE, KL, WEY—IFrinotd
LWAHEBEEELY T 4 BREICEAFTREE T,
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BEgREr> |
B cu =6/ L Fuidiy Bz E v o 0RE

Freq A FreqB Freq A
T s, T W s, T g, T s,
(l M) {tr ) / it z (1 "
!I\I\\ HDHJ/'\I _,*"\I\‘“H H)’J/‘I.\ .-'{\I\\ }:':l I\l\\ ] }:I,
; ,";.-m-.-\-..,{', (s _‘.',,, \ l". / E.‘:rru‘-.: \

Scanning | ] Y [ 5c

canning | I ‘\ [ Scanning "

| scanmin " ) i 1)

e £PO000 N 0000000 """ 4000008 ' “tTcooeoe _Jm
i iy | - Y | -

NFEHIR P EL A F v NI, W, TNA TN, R TD 7 &b 2 ODOBEREN LT
7,

CHEIIME | . Xy NU— 2 L OBIEOH RS L £ T,
o BERREE D - BEREE | OFFEOER AT S Z &<, X0 BERRIHATREE IR B AR A X+
v LET,

ZX ¥ %, D2 HODF— R TEITTEET,
s EMIA X v > i BEORIAFEET v FVER I E RO 572018, 73 AREHRICH
EITLET,
A5 H MU AT— (LEWHE) AX¥ Y BIUEOT NA ADOEFEFHREN, HEINT-i/ME 5

SHEELE (SNR) LEWMEA FREID &, EAA AT AL XL, K OBUVMES ZFR0T
NA ZDORE B LET,

ZOT 2 T VEERIEERERIC J 0 | B E & Baifb Le S Dk e 2 B L £,
“
GE) o JAWE A F v 13, Fluidity Bl 7 S ZCOBRBEH SN, A 2T FA ST 7 F v T4
AT SV EE A

* scan-periodic /N7 A —# & scan-isolation /X7 A — X NERIIRE I N TV LGS, K
A% CRERBITEENIC AR Y £,

CLI Z{£ A L 7= Fluidity Bl/RZ X v > DERTE
7 734 A C Fluidity A A ¥ v U 2R ERB LOEBHT 212F, UFoa~y FEERLET,

CLl Z &/ L 7= Fluidity BIRBRA X ¥ VU X DU YT

T /NA AT Fluidity AP A X ¥ U A &2 U 7325121, configurefluidity scan list clear
a~vy REHLET,

Device#configure fluidity scan list clear
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| BEgRFr>

CUl %A L= Fluidity B2 5 v v 0zE [

CLl Z A L 7= Fluidity BURBAF v V) X FOF ¥ RILDERTE

F X FD Y A k& ZOHIRNIE 2% E T 5 12iE, configurefluidity scan list pairs of channel
numbers, bandwidths =~ > K& L £,

Device#configure fluidity scan list 100 20 108 20

Y

GE) AR TF v 2VEEEFOEEEICOWTIL, [CLUC X 28EF v xAORE] BLO ICLI
WCEDT ¥ RVEIIIEORTE] #Z2B L T 7EE0,

CLl Z{&E A L 7= Fluidity R RX ¥+ > D L BRI DR E

Fluidity &2 A % v > O 4y B E 2 3¢ 83 5 121X, configurefluidity scan isolation time =~ >~
REFEHLET,

Device#configure fluidity scan isolation 3000

)

G¥) o Sy BERER OB 2h 72 FEBHIL 0 ~ 65535 T,

AZFHRAEA, 3000 2 VRV HER L CHTED SNR LEVWMEE FEIZ L, T/31 &
LD, KW BIFRERA T a v OARAXy U HIESNET,

« 773 AT Fluidity A E A F v 3 Be— R &2 L2 T 512X, configure fluidity scan
isolation disabled =~ > K& L 7,

CLI Zf& A L 7= Fluidity R X v > D SNR L ELMEDERTE

Fluidity JEJ A v 0T — D SNR L & WMEAFET S I21E, configurefluidity scan
rssi-threshold value =~ > R&iH L £7°,

Device#configure fluidity scan rssi-threshold 50

Y

GE) o FNRA AL, BEINT-R/MEBTREZMT-T AT T ANT T F ¥ T34 RO

Lij—o
* SNR L & VMEOHF /&L 0 ~ 100 T,

* SNR L & WMEZHE4h 23 5 121%. configurefluidity scan rssi-threshold disabled =2~ > K%
ERL £,

CLI Z{& A L 7= Fluidity R E X & v VB E DR E

T ATEMA ¥ v VR 2 5% E T 5 121E, configurefluidity scan periodic scan interval time
av s R LET,

Device#configure fluidity scan periodic 5000
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BEgREr> |
B cuz@Em L Fuidiy BEsRF v LR EORER

\)

GE) < FEE S D WERIFRG IS X U B EAL T,

o B A X v VIO AN EIHIL 0 ~ 65535 T, Ix B DR RA21G 5 726 O e/ NMESEE 1T
1500 T¢, ZOEIZOWTIE, RETEF v RNV EBEEZETIHILENDY £,

o HREEOEM A X v > 2N T HIZIE, configure fluidity scan periodic disabled =~ >
REfERLET,

CLI #{EM L fz74 >R — FELEH# D Fluidity BREHEY 4T
BLF¥RILDEGE

FCF ¥ XV TEMET DL ALY R— RTINS ADERA LV F—T oA A% v v 7T 5T
%, configurefluidity scan vehicle-frequency locked =~ > K& L £,

Device#configure frequency scan vehicle-frequency locked

BADF v RILDHE

F R RT N AQWEHRA B —T = A APMEBOT ¥ RV TENETE 5 X 21T DHITIE,
configure fluidity scan vehicle-frequency open =~ > Ra2fH L £,

Device#configure fluidity scan vehicle-frequency open

CLI Z &£/ L 7= Fluidity IR Z X &+ 5 E DHER

T /3A AT O Fluidity JERE A % v > 2R3 5 121%, show fluidity config command Z £/ L
£,

Device#show fluidity config

Fluidity enabled

Fluidity interface: 1

Vehicle ID: automatic, current ID: 89235672 current role: mobile primary unit
Handoff logic: standard

Handoff hysteresis high threshold: 6
Handoff hysteresis low threshold: 3

Rssi low/high zones threshold: 35

Color: enabled, current: 0

Color min RSSI threshold: 20

Network type: flat (layer 2)

Warmup time: 30000 ms

Wireless timeout: 800 ms

Wireless fastdrop: disabled

Frequency scan list: 5200@20 5240@20
Scan isolation time: 300 ms

Current Frequency: 5180 MHz

Current Channel Width: 20 MHz

Critical RSSI threshold for autoscan: disabled
Periodic autoscan interval: disabled
Vehicle frequency: open

Large network optimization: enabled
Routes: backhaul

Primary-pseudowire enforcement: disabled
Max number of clients: unlimited
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| AE%R*Fr>
Fluidmax BEH R & v > OHE .

DoP settings: limit 0, client 10, bias O
Quadro telemetry: enabled

Fluidmax BR# A T v VDE

Fluidmax B A X v %, @%., FOEIEENR Ry N —JBREDOT A AH &
NET, ZNblIE L DA, BEDEFTCR Yy N =7 RENHBEICE L2V TIZE
JARELEREEORWE A LE L LET, 20X 9 REREICIE, EXx, VE— LT
=BV T AT = ay, FRETHOLRW—B LSRR T 5 2 ENEERRENE E
nET,

GUI Z{# A L 7= Fluidmax BREA X v 2 A T—2 ADHE

-—
A

At

1R BHEIIZ

)

GE)  EREERTE T, BB | 3 ERE 2 oW o T, B D — /L% Fluidmax &4
VA E LTEIRTEET,

FIE

ATFY Tl ava—H2DOWeb 77U HEEL, URLEZANLCary 74 Xal—Zoul {4 =V %&%
7T

ATV T2 2= L LRRAT—REZNENDT 4 —/V RIZATTLET,

ATFv T3 [mF A (Login) 127V w7 LET,
GULIce /A v425E, URWB a7 4 Xa L —EZR"ERENET,

AT w74 [ADVANCED SETTINGS] T, [advanced radio settings] %22~ V » Z L C [ADVANCED RADIO SETTINGS] 7 «
YRUEHEET,

GE)
[FluidMAX Autoscan] F = v 7 7R v 7 ANA L NZ 7> TWDEA, AT —X AFAT > TWEd, 47
W7o TWAEE, AT —X AIHN /> TV ET,
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BEgREr> |
B cuzEmA L Fuidmax Bz F v o0

&
iy

dlran]e
CISCO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.81.160.216 - MESH POINT MODE
WIRELESS BACKHALL

IW Service
IW Monitor
GENERAL SETTINGS ADVANCED RADIO SETTINGS

- general mode
- wireless radio

- antenna alignment and stats FluidMAX Management
NETWORK CONTROL

Radio 1

- advanced tools

ADVANCED SETTINGS

- advanced radio settings Radio Mode: SECONDARY
- static routes

- allowlist / blocklist FluidMAX Cluster ID: CiscoURWE

- sNmp

 radius FluidMAX Autoscan:

CLl Z{£ A L 7= Fluidmax B E$HA X+ DT
7 /3A A C Fluidmax JEEE A ¥ v 2% ET DL, LFoavy REfEHLET,

CLl Z{# A L 7= Fluidmax EREX X v > OALF-1FEIE

A% C Fluidmax &5k A7%0129 5 121%, configure dot11Radio slot number mode fluidmax
automatic-scan enable =~ > K& L £,

Device#configure dotllRadio 1 mode fluidmax automatic-scan enable

)

GE)  HEHEE T Fluidmax 8125 2 #8290129° 5 121%. configure dot11Radio slot number mode fluidmax
automatic-scan disable =~ > &AL £,

CLl Z{#F L 7= Fluidmax FEH A F v oD L ELMEDKRE

MR C Fluidmax L X VMEZFXE T 5 121%, configure dot11Radio slot number mode fluidmax
threshold value =~ > R & H L £,

Device#configure dotllRadio 1 mode fluidmax threshold 90
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| BEgRFr>
CU %A L= Fluidmax AR 2 £ v w0z |

\)

GE) * Fluidmax L & VMEDHZN7Z2#FHIZ 0 ~ 100 T,

cHEA XY UBAHR > TV DLHE. vAZ—PODEEMEESNIZ L E W EL T
HEMNIT—SNET,

CLI Z{#F8 L 7= Fluidmax BlIE# X ¥ v R TEDHEE

T /NA ATO Fluidmax A ¥ v > 2R3 % 121E, show dot11Radio 1 config =~ > K& L
e

Device #show dotllRadio 1 config
Interface: enabled
Mode: fluidmax secondary

Frequency: 5200 MHz
Channel: 40

Channel width: 20 MHz
Antenna number: 2

TX power level: 2

TX power: 14 dBm
Antenna gain: 15 dBi
Maximum tx mcs: 9
High-efficiency: disabled
Maximum tx nss: 2

RTS protection: 512
guard-interval: 800 ns
ampdu max length: 255
distance: 3000 m

The ampdu Tx

priority 0: enabled
priority 1: enabled
priority 2: enabled
priority 3: enabled
priority 4: enabled
priority 5: enabled
priority 6: disabled
priority 7: disabled

Fluidmax configuration

Tower ID: disabled

Cluster ID: CiscoURWB

Automatic scan: enabled

Automatic scan threshold: disabled

Enhanced Distributed Channel Access (EDCA) configuration
vo: alfs=1 cw _min=2 cw _max=3 txop=15

vi: aifs=1 cw_min=3 cw_max=4 txop=31

be: aifs=3 cw_min=4 cw_max=6 txop=31

bk: aifs=7 cw_min=3 cw _max=4 txop=0

Passphrase: 58acle597fdad4e37bc0c2472d8c8c69f

AES encryption: disabled
AES key-control: disabled
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BEgREr> |
B cu =6/ L1 Fuidmax BEMR F v U BEORR

Key rotation: disabled
Key rotation timeout: 0 (second)

DFS region: B

DFS radar role: auto

Radar detected: 0

Indoor deployment: disable
Rx-SOP Threshold: 0 dBm(AUTO)
Max packet retries: 32

High throughput 4.9Ghz: disabled
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5 19 =

F—a2 rA—SDEEEKE (T4 VL
Atxal)Tq)

cF—ar bR=FORELHFE (VA YL 2EXaUT ) (111==Y)

S — A — =
F—a rA—SDHEEERE (T4 VLRAEFY
TA)
FEAE D Wi-Fi Protected Access (WPA) 7' h aMiZx 323V A YL AEX2 U T 4 2K —F
T 5729IZ, Catalyst IWOI67E (Z(dF—nm—F7 — 2 a VERIE OV EA SN CWET, F—a 2k
n—77n haVE, 2 200FT NA AMONT y NHTH Y . Tt ADKBEENRST A
AZDRBEICENZENRIGE LET, TATY XA T7u—E, 7 v b OH LU Pairwise
Transient Key/Group TransientKey A% 3 2 72 DICEMIICA Y a— LIl —#HO X A ~—
IR o THII SN ET, F—PHBICEHINDITE, BWERICTHRT DHFREND 272D
i‘ﬂ—o

CLIIZ&KAFX—aY FO—SNDETE
F—a b —FEBRETDHITNE, ROCLIz~> FEEHALET,

1. W% C Advanced Encryption Standard (AES) ZA%MZ 3 512i%, RO CLI 22~ > R&ff
}EH L/ i j‘o

Device# configure dotllRadio <interface> crypto aes enable

2. F—ar hu—SFAMNITBITIE, ROCLI a2~y REHFEHLET,

Device #configure dotllRadio <interface> crypto key-control enable

3. F—ou—TF—TalEAEMMTTHITNE. ROCLIa~<y REfEHRALET,

Device# configure dotllRadio <interface> crypto key-control key-rotation enable

4, F—n—TFT—alHAT—ERETHITIE, WOCLIa~> FEFHLET,

Device# configure dotllRadio <interface> crypto key-control key-rotation 3600
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F—aAU FO—SOBREEBRIE (TAVLREX2UT4) |
B cucszs—arn—somm

\)

G¥) T 74/ bFTIEL, AESE— NIZEL T, REF TR TOT NS ATRILTHLILERDHY F
j—O

CLIIZC&EAF—a> bA—S DAL
F—ar hr—J ZREET AITiE. RO show =2~ REFEHLET,

Device# show dotllRadio X crypto
AES encryption: enabled

AES key-control: enabled

Key rotation: enabled

Key rotation timeout: 3600 (second)
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FIPS 327

* FIPS & (113 ~<—)
« CLI #fE [ L 7= FIPS — FOFMELF 21320 (113 X—)
« CLI Zf# fH L7= FIPS F— RO (113 ~<—)

)

FIPS

1Gh

oan

MR R ALEERE (FIPS) E— FiL. SSH ¥ L U GUI #HEIZ X - T NIST @ FIPS140-3 % =
UT 4 FERENIEFRICIESF S D L H I LET, FIPS RAENIZ > TWABEAE. AP ITREN
FIPS EfRIZHEL L CTWA Z L 2R L E T,

\}

GE)  FIPS 3/ CTIiX SNMP [ ¥ A — F S EHA,

CLI Z{=EA L= FIPS E— FDEMELF-ITEIL

AP CTFIPS T— REZHNELIFENITHI2FE., Zoa~vr ReFEHLET,

Device#configure fips {enable|disable}

CLl ZE=A L= FIPS E— FD#EEE

AP @ FIPS T — FA2 MR T HIZE, Zoa~vr FeEEHALET,

Device#show fips
FIPS: enabled
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J— b~ (ROW)

H

BE AL

cCLIZEAL7-Ea— FORE &R (115 3—)
sGUI 2 L7zE=2— FOKE (116 ~X—)
* Catalyst AP DJEE R A A L[E=a—F (ROW) (119 X—)

CLIZEAL-Ea— FDKRTE LR
ZOoOHIEK (ROW) RAA OE=z— REFHETHITIE, ROCLIZ~> REEHLET,

Device# configure countrycode [countrycode]

il

Configure countrycode GB

EROCLIIZ, RESNTZEZ— RRROWICEHEENTWARAWEAICZ T —2®ELET, EH
I— RRBEINTWREWNEES, VAP LA Z—T oA AFTEFITHERE LET A,

N

CE) . FY xR EDMDT A Y L ANRT A =R 2R ET HAN, Ha— FERELTH
LTFNA A%V T —FLET, Ea— FOREE, IWII67TEH-ROW 72 ED, ROW KA A v %
FFOT 72 ARA v MeOBBEASHLET,

Eo— FRORTF—HF A2 fERTHI21L. RO show =~ REHH L E T,

Device# show version | in Product
Product/Model Number: IW9167EH-ROW

ROW DIE = — RO AT — X A& fifga@ 3 5121k, IRD show =~ > FEMEH L ET,
Device# show dotllRadio <interface> config
il

Device# show dotllRadio 1 config

DFS region : GB

DFS radar role : auto
Radar Detected : O

Indoor deployment: disable
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EE A2 EEa—F Row) |

B cvzsmLrEa-romE

GUI ZERL-Ea— FDE&RE

Fa— RBRESNTOARVES, VA Y LAAS X —T = RIHEEL EHA, Ea—FoD
BRETIEIL, RO LB TT,
1. [GENERAL SETTINGS] C. [wirelessradio] #7 U v 7 L¥7,

2. ROW FAA U TiE, Ea— FRBBIRENTWARWES, RORY FT7 v INRFERINE
7,

Select operating country

Please select ROW region operating country. The device will be
i i rebooted on ion and all saved changes will
be applied.

v Korea
United Arab Emirates

United Kingdom

Vietnam

w

Ea— RE2ERT D100, FRROEBOR Yy 77 v 7% 27 Y v 7325 &, [Wireless Settings]
v vaic X4 v r FEET, [Wireless Settings]| 27 > a T, Kay7rXxou
AP BEEZERLET,

WeRBR 7T v TRFIRSNET,

4. [Confirm| %7V v 7 LET,
U7 — b OMEGEBE AR R SN ET,
5 [Yes]ZZVUvZ LET,
6. [MANAGEMENT SETTINGS] C, [status] &7 U v 7 LET,

[STATUS] ~X— T, HEHT 2 HUK L EOFEMAE MR L E9,
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BE R4 EET—F (ROW)
eu A LEa—rose [

]
CISCO Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.246.1.104 - MESH POINT MODE
WIRELESS BACKHAUL

IW Serviee B  swns

IW Monitor isabled
- Device: Cisco Catalyst IW9167E Heavy Duty Access Paint
Name: unset
GENERAL SETTINGS ID: 5.246.1.104

Serial: KWC2702000L

- 1] d
otk Operating Mode: Mesh Point

- wireless radio Uptime: 2 min
- antenna alignment and stats Firmware version: 8.8.1.10
NETWORK CONTROL DEVICE SETTINGS
- advanced tools IP: 10.115.11.142
Netmask: 255.255.255.0
ATVANCED SSTINGS MAC address: 40:36:5a:16:01:68
- advanced radio settings Configured MTU: 1530
- statc routes YAREDO
- allowlist / blocklist Speed: 100 Mb/s
-snmp Duplex: full
- MTU: 1530
- radius WIRED1
-ntp Status: down
mtheret fiker WIRELESS SETTINGS
- I2tp configuration Passphrase: CiscoURWB-142
; . Operating region: ROW
vlan settings Country: GB
= Fluidity
Radio 1

- misc settings
Interface: enabled

MANAGEMENT SETTINGS Mode: fixed infrastructure

- remote access Frequency: 5500 MHz
, Channel: 100
- firmware upgrade Channel Width: 80 MHz
- status Current tx power: -96 dBm

Current tx power level: 1
Antenna gain: not selected
- reset factory default Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

- configuration settings

- reboot
- logout
Radio 2
Interface: disabled
Mode: fixed infrastructure
Frequency: 5500 MHz
Channel: 100
Channel Width: 80 MHz
Cuirrant tv nower -0 ARm

©2023 Cisco andlor its affiliates. All rights reserved.

7. TAAABDT A ¥ L A WL D%, BT A A THE CBERREEZRE L F
7,

A

)|

(GE)  [Shared Passphrase] (X, LRy hT =2 BT 5T XTOT A ATH L THLUNENRDH Y
i—a—o
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BEE A EEIT—F (ROW)

B cvzsmLrEa-romE

vl
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service w
IW Monitor
GENERAL SETTINGS

- general mode
- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

= reboot

- logout

OB, GUI ZFH L7

el
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor
GENERAL SETTINGS

- general mode
- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

-radius

-ntp

- ethernet filter

- I2tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

-logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings

*Shared Passphrase” is an alphanumaric string or special characters excluding apex) “[double apex) “[backtick]
${dollar] =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet") that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network.

Shared Passphrase:

CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need o be operating on the same

frequency.

Role:

Frequency (MHz):

Channel Width (MHz):

Role:
Frequency (MHz):

Channel Width (MHz):

Reset

Radio 1 Settings
Fixed
5260

20

Radio 2 Settings
Fixed
5180

80

Save

©2023 Gisco andor its affiliates. All rights reserved.

a— ROFREEZRLTWVET,

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

Seian VY INEUTIEn
Operating Mode: Mesh Point
Uptime: 4 days, 16:23 (hh:mm)
Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.118
Netmask: 255.255.265.0
MAC address: 40:36:5a:15:¢9:58
Configured MTU: 1530
WIREDO

Status: up

Speed: 1000 Mb/s
Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Passphrase: CiscoURWB-118
Operating region: B

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5260 MHz
Channel: 52

Channel Width: 20 MHz
Current tx power: 25 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5180 MHz
Channel: 36

Channel Width: 80 MHz
Current tx power: 19 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

©2023 Cisco andor its affiliates, All rights reserved.
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ROW Bl KA A NZE D BFED RAAL R~y BV 7 IR TR WHBEOE 22— ROE B
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A EET— ROV R —MIOWTHBALET,

BHLTWA AP OFEICHIT AR IRIICONTIE, BEEIC TRV LERSL D F
o W ARILE L OREDENZ BT D8 KA A > Ofggd 12D\ Tid,  [Cisco Product
Approval Status] ZZHL T 7Z3V,

Catalyst IW9167E THR— F SN TWDETE R A A >

R4S ENEBROHYHR— k
A Jehits

B! ML

E S

F it

Q Jehits

z it

1

RAA Tl E BRNOEREILR T T,

Catalyst IW9167E THHR— F SN TWSEI—F

Ea—Fk BREMOYR— MEAY AR — b+
TNy =U7 (DZ) XTI 17.16.1
TLE T (AR) FER I 17.13.1
2N (BS) JExtis 17.16.1
77 (BR) FER I 17.13.1
7 V%A (BN) XTI 17.16.1
A N—r (CM) FER I 17.16.1
F VU (CL) XTI 17.13.1
H1[E (CN) FHesethia 17.13.1
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2
3

ERAASVEFEHLTCYHR—FENET,
E RAAVEFEHLTCHR—FENFET,
Y B RAAUEBRALTHE—FSHET,

)

G¥)

X OV TW9165DH @ 3 -5 Catalyst AP §_X T2/ T,

CLIL /23 GUI L TGERTE DX, VARINTWHEZ—RTT, ROW FAA
T, T ARBETAEOa— FE2BRLET, 20X 271,

IW9167E. IWI165E, ¥

Catalyst IW9165E THHR— F SN TUWAHEE FA A >

Rx4 > ERREOY R~k
A RIS

B LS

E RIS

F RIS

Q RIS

V4 EA

5

RAA Tl & BRNO B EILR U T,
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B, PERE (TW) it his 17.14.1
4% 4 (TH) PSP 17.13.1
77 7 EREEM (AE) KFIE 17.13.1
~ hF A (VN) XS 17.13.1

Catalyst IW9165DH THHR— F SN TWSHEE KA1 >

Rt EREROYR— b
A it

B¢ MM L

E RS

F Jexctits

Q it

z Jexctits

6

RAA Tl E BRNO LR C T,

Catalyst IW9165DH THHR— SN TWLHEI—F

Ea—Fk

EBREREDOYR—F

Y R— b

Ty 7 (DZ)
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AXN—+T514€2R
e A —FIA B ADYR—F (127 =)

AX—FrSAM 2 ADHGR—

[(R~— T A& A OFEX. [Smart Licensing on the Cisco Ultra-Reliable Wireless Backhaul
for Catalyst IW Access Points] & WO F LVRSZ L7e A RICEEMIONE LT, ZOHA K
IZ1E, URWBE— RTHEITENTNWDET 7B ARA v DA~ — kT A & AT 5 5
DIERPEENTVET,
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RAVEY—FRA M) L— bARBOD
EXTE & HRELE

cRA Y =RA bV b= FRBYORGELHEE (129 ~—)
cCLIIZEDHRA L hY—HRA b V— bR YORTE (129 X—)
cCLIIZEDHRA L Y —HRA b UV L— MARaPORME (130 X—)

] o] [o] > — —
RA Y= RA R ) L— F7ARAOTDERTE & FREE
WORNZIX, RA Y FY—FRA L P Lb— bRV EZEATHDDOHE—~DOFT /314 2 (MP1)
Rz 2o0ERA L H—T 24 APRENTWNET,
R2: R4V bY— R4 b YL— kRO D

Fixed Fixed Fixed Fixed

8
n

WAV —=RA M Vb= PRBVERET DT, UTOTT U FIHENET,

1. AvPaxy N (ME) . F¥ 2R/ 36I2MPL, 74/ FF¥ 2 X)L 149 |2 MP2 % 3%
ELET,

2. AT v 71 OFRENLREATLET,

3. Avia®RAr b MP2) O2FEBDAT Y b UV H—T =24 AEEEANIT L TI0RE
DL H—DF NS ZA D2 ODHERA B —T oA ZAZEBERAL L VY —RA LY
L— PR YREASNET,

CLIICKARA U FY—RA ) L— FARADDETE

AALBIY—HRA P — PARBYERETHIZIE, WOCLIa~> R LET,
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i |

1 A2 —T A AFKF <1 £T21L2> CTUA TV LAT AL AZHELET,
Device# configure dotllRadio <interface>
2. TAVVLAAL U E—T oA ADEBIREEZ AT — FEITEE— FNICRELET,
Device# configure dotllRadio <interface> > {enable | disable}
3. BELIEA L Z—T oA ZOEEE— FZi%E LE T (fixed, Fluidity, %7213 Fluidmax)
Device# configure dotllRadio <interface> > [enable | disable] mode { fluidity | fixed
| fluidmax }
4, HBELIEA LV E—T oA ZAOEWEF ¥ L & BRE (1 ~256) OEVWEF v %
NVID ZRELET
Device# configure dotllRadio <interface> > [enable | disable] mode [fluidity | fixed
| fluidmax] channel <channel id>
5, ZOREZMKTTHITE, RO CLL A~y FafHLET,
Device (configure dotllRadio <interface> > {enable | disable} mode {fluidity | fixed
| fluidmax} channel <channel id>) #end
il
Device#configure dotllRadio <2> {enable | disable} mode {fluidity} channel <36>

RAVINY—=KRA U L— FRaYORER :
Ay ax K (ME) ORTE

Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fixed
Device#configure dotllRadio 2 channel 36

Ay ailA vk

Device#configure
Device#configure
Device#configure
Device#configure
Device#configure
Device#configure
Device#configure

=y

(MP1) OKE

fluidity id infrastructure
dotllRadio 1 enable
dotllRadio 1 mode fixed
dotllRadio 1 channel 36
dotllRadio 2 enable
dotllRadio 2 mode fixed
dotllRadio 2 channel 149

2y

MP2 DEXRE

Device#configure
Device#configure
Device#configure
Device#configure

fluidity id infrastructure
dotllRadio 1 enable
dotllRadio 1 mode fixed
dotllRadio 1 channel 149

CLICKARSA 2 bY—FRA2 V)

RA VIV —=RA Y L— bR POREEH

B

Device# show dotllRadio <interface> config

Ay ax K (ME) O#E

L— +AROSOKEE

T BHITIE, kD show a2~ REfEHA L F
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Device#show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

Avi 2R b (MP1) OFE

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

MP2 D#E}

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled
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Fluidmax k7RO D DERTE & H&REE

s Fluidmax (ARA > BV —<LF KA ) hHRaIOREEMRIE (133 —)

= (o] (o] \\\

Fluidmax (R4 > FY—TILFHRA 2 F) FARODNDEE

= =

TE & F&EE
HEEA LT TARTIFHIZELTIE, RA YV B —<TF KAV M2 E AT H720
Fluidmax €— R CEHET D L OICTVA VYLV AL U H—T =2 AEBRETEET, %‘4’/&*
7 = A AIMSL LTz Fluidmax /X7 A —X Oty bEFEHT A0, BAFRERRXY Y —7
FARa COFEENKIECH ELTWET, flE LT, UFOXIE, ME (X v a2z R)
J — RS OB % Fluidmax 77 A <~V €— R CEH LT, 22508722 5815 CHEE D
Y HEVITAT s MPL (A alA ) . MP2, BEXONMP3) D7=|ZHERET
HB2HAr—FREIRA VR =< FRA b7 TAXEZRLTWET, MP2IZBI L Tk
A O TREIT Fluidmax E 7 > 2V E— RCE/EL CMEIZERE L, 2ZFHDOA ¥ —T = A

A1 Fluidmax 77 A4 <~V E L TRHREINTENEZLS DAY A NI =L T4 7T (MP4
BILOMPS) O7=0ITHEEEL £,

X 3:2h X4 — F&! Fluidmax ~7Ro o

Secondary .”
f1-36 40MHz
f1 - 149 80MHz
1. f1-44 40MHz

MP1T 1 12

................................................ S econdar
) r1. r.2. .................... Socondary anary Y
Prlmarya?,fl‘nmary 2
& MP2
........ r2 Secondar
é&econdary
n
o™
©
MP3 ]
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Fluidmax kRO SOHE LRI |
B ocusaf s by—<LFR b FERSOR

CLIZKARA U M Y—TILFRA b FARODDERTE

Fluidmax (RA > FY—<LF KA k) FREBVERETHITIE. kKOa~r FEFEHLE
h@‘o

Device#configure dotllRadio <interface>

interface : <0 ~ 3>dotl1Radio 1 > #—7 = A4 AD%EK =,

Device#configure dotllRadio <interface> {enable | disable}

enable E£72ld disable : VA ¥ L AA U F—T = A AOEHIREEZHRE L T, ETRICHDE
IS L ET

Device#configure dotllRadio <interface> mode {fluidity | fixed | fluidmax } { primary |
secondary }

mode : fRE INT2A v H —T = A AOEEET— K (Fluidity, fixed, %721 Fluidmax) .
primary | secondary : ===+ h® Fluidmax = —/V (7 A4~V £7mid®H %) |

Device#configure dotllRadio <interface> channel <channel id>

channel : BI{EF ¥ > /L ID <1 ~ 256> & ELE T,

Device#configure dotllRadio <interface> band-width <channel bandwidth>

bandwidth : T > R/VEEIE (MHz) . BEYR— F I TWAHEIZ20, 40, 80, 160 T,

Device#wr
RNA v WY —<)LFiRA 2k (Fluidmax) kA JgREDH :
ME (X v oz R) ORE

enable
mode fluidmax primary

Device#configure dotllRadio 1
Device#configure dotllRadio 1
Device#configure dotllRadio 1 channel 36
Device#configure dotllRadio 1 band-width 40
Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fluidmax primary
Device#configure dotllRadio 2 channel 149
Device#configure dotllRadio 2 band-width 80

MPl (R aRA v ) OFE

Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 36
Device#configure dotllRadio 1 band-width 40

MP2 DR E

enable
mode fluidmax secondary

Device#configure dotllRadio 1
Device#configure dotllRadio 1
Device#configure dotllRadio 1 channel 149
Device#configure dotllRadio 1 band-width 80
Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fluidmax primary
Device#configure dotllRadio 2 channel 44
Device#configure dotllRadio 2 band-width 40

MP3 DRE
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Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 149
Device#configure dotllRadio 1 band-width 80

MP4 DR E

Device#fconfigure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 44
Device#configure dotllRadio 1 band-width 40

MP5 OFE

Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 44
Device#configure dotllRadio 1 band-width 40

ClusterID : A > % —7 = A AN Fluidmax £ — FIZRESINNTWHESIZE DY THND ID,
ZOIDIE, T4~V ) —FRERw I T T TFIT74<1) ) — KTH L“C“Z?)éd\é\gfﬁ?)‘ﬂ *
T, WMULZ TAZIBTHT A AZHI L, I A—T T 5DIEIBET,

Tower ID : JREL72A vV Z—7 = A AD Fluidmax Z UV —ID Z AN E 71T EH L FET,

)

GE) Z#U—IDiX, RILEU—ID&EFROTF—F U=+ A v aliA b (MP) —MP & 5K

THEMSNET,
Fluidmax E— R CA v Z—T7 A A, 7 T7AZID, BLORF T —IDZRET HIZIE, kD=
~ v NEfHLET,
Fluidmax - Set the interface in Fluidmax mode.

Primary | Secondary - Fluidmax role for the device, either primary or secondary.
Device# configure dotllRadio [1|2] mode fluidmax cluster id fluidmesh

Cluster id - Set Fluidmax Cluster ID assigned to the interface.

Device# configure dotllRadio [1|2] mode fluidmax tower [enable|disable]

Tower — Enable or disable Fluidmax Tower ID for specified interface.

CLUZFERALEERA Y FY—TILFRA 2+ FARA S OREE

ZDavwy ReEfFE-T, ™AV MY —<FRA 2 b (Fluidmax) PR URELZHIEL E
—é—O

Device# show dotllRadio <interface> config
B
(X yvaxB) M2

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration

Tower ID : disabled
Cluster ID : fluidmesh
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Automatic scan : enabled
Automatic scan threshold : disabled

MP2 (A v =aiRA k)

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled
Automatic scan threshold : disabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5220 MHz

Channel : 44

Channel width : 40

Fluidmax Configuration

Tower ID : 100

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled

MP4 MR |

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary

Frequency : 5220 MHz

Channel : 44

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled
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BEE—F (BAEA VI3RS TF v+
Fluidity) F7/RO S DEETE & #&RET

cBAEE—F (BEA 7T AT 7 F ¥ +Fluidity) R0 PORE EMFE (1373—)
*CLIICEDIREE—R MR YORE (137 X—)

BEE—F (BEA 73R MZ9F ¥ +Fluidity) +R
O DERTE & HRElE

RAEET— FREICLY ., B2 OL EIERT A R % ikl :E&fﬁf%i% Khe, U2
. BEA T TANT I FYND 1 DOBERKE L | Bl 86 & [ 23 17 AR5 Fluidity 7
7Y ARA L hELTO2EE DM TR ﬁénfmiflnfﬁﬁ@%ﬁ4/& 7 x
A AN Fluidity & L TCRESNTWAEHEAE, UlOW G OERA X —T = A ANEEAS 7 T
ART0F v L LTRESNET, BEA LT TA T I Fvya—RNE@IREE. VAYL
A B —T oA AT, P2MP (RA v "V —<LFRA ) v—L (T4~ F-ITE
B H D) OFIBRZ: LI Fluidmax £ — R CEIfET A Z &b T £,

K 4:BEEE—F RO

Fixed-F1 Fixed-F2 Fixed-F2 AP-F3 MOB-F3 MOB-F3
el 3f-———— -y p————- 149-— ——-

‘EIEB ‘Elsb ‘Elsb &

U1 (ME) U2 (MP) us (MP) 2

CLUIZKSEEE—FMRODDERTE

BAEE—F MR PZ2RETHITE. ROCLIa~y REHLET,

Device# configure fluidity id {vehicle-auto | vehicle ID | infrastructure | wireless-
relay}

fluidity id : 7 /34 A ® Fluidity 27 —/VZ 3% E L £ 77,
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CLIIC& 5

vehicle-auto : H EhHL[H ID JBINMEH S5 Hlj£— K,
vehicle ID (F¥5%) : FEIID NMEH INDHEFE— K,
infrastructure : 7 /3 ADA VT TFTANT I F v E— RERELFET,

wireless-relay : /Xy 7 IR — /L ~DA —H Ry MEGORNWT AV LAAL L TTANT I Fx,

Device# configure dotllRadio <interface>

interface : <0 ~ 3>dotl1Radio 1 > #Z—7 = A4 AD%EK =,

Device# configure dotllRadio <interface> {enable | disable}

enable E£72ld disable : VA ¥ L AA U F—T = A4 AOEHIREZHRE L T, ETRHICADE
XM L ET
Device# configure dotllRadio <interface> mode {fluidity | fixed | fluidmax}

mode : IEESNT-A VX —7 = A ZADEMEET— R (Fluidity, Fixed, % 7-(% Fluidmax) .

Device# configure dotllRadio <interface> channel <channel id>

channel : Ei{EF v > /L ID<1 ~ 256> ZRELE7,

Device# wr

]
Ul OFKE

Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fixed
Device# configure dotllRadio 2 channel 36
U2 OFRE

Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fixed
Device# configure dotllRadio 1 channel 36
Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fluidity
Device# configure dotllRadio 2 channel 149
Device# configure fluidity id infrastructure

U3 OHE

Device# configure fluidity id vehicle-auto
Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fluidity
Device# configure dotllRadio 1 channel 149

BEE—F RO DOREE

(ke R

BEE— R MRe P2t 51201, RO show 2~ REFH L £,

Device# show dotllRadio <interface>config

Ul O :

Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz
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Channel : 36

Passphrase : Cisco

AES encryption : enabled
AES key-control : enabled

U2 Ofiat

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

U3 DOHFEEE -
Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz
Channel : 149

Passphrase : Cisco

AES encryption : enabled
AES key-control : enabled

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .
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SE I T —ILA—/N—DETF LRI

e BT = — L —N— OB (14] ~2—3)

CERT = — LA N—ORE EMEE (141 X—2)
cCLIICE 2EHE T = — LA —"—DFKE (142 <—2)
cCLICk D2EHE T = — /LA —"—DkEE (142 ~<—2)

— 4, »

BRI —ILA—/I\—DHE
BT 2 — A — =L, BFEDODEATDT 2 — VI —NR"—FRETT, ZOFETIX, VAT
DN YP—R—DIEFHEAEHE L, HEIZS U CREICU 0 Zx 5 Ed,
‘,%3%7 T— I —R—D A=A :

s URWBX—ADXy NT—=THNT/N—RF7T7DIENEXFY T 7 L— RO M2
L FE9,

e N—= R = TREENBELILIGE, MET7 z— LA — "=k, Xy FU—ZTKRDE;
FIRICHEEIETE £,

* Fluidmax #7256, 30K (xy NT—7 P4 XL - TR D)
* Fluidity Z #3254, 500 I U #bAH

\}

G @mE7=— AR FTR_XRTORY NV —7 TA B RICEENET,

SE I T — LA —/N—DRTF LT
A\

GE) @7 =N A— =D E & MGEE, Fluidmax €— K & Fluidity €— RO 5 IC#H S E
—j_o
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BT = — VA== TR ET DN, ROBHERENHIZSND LI LET,

1. 794~V ) —RERVIT T TI74<Y J—ROMERELHETH D Z L 2R
LET, ZHUZE, Fr x0T 2—4% (B, FvrxuE, —F) BERET
HDHZERENEENET, Fluidmax REN/R > TWBHEAIT, WMFD /) — KTy T A
ZIDNBFEILCTHAZ EE2mERLET,

2. XY MU= HOTRTDT N, ATEET =—/VF— =GN LET,

A\

GE)  Fluidmax @ 7 = — LA — =L, A —H 3y by T HR— 1V ZHEH L7 MP 5 MP £721%
ME 7°5 ME ~D 7 = — )L A —X—DHWPR— b ENF1,

CUICKDEET T —ILA—/IN—DERTE
@7 ==V F—N—ZRET DI, ZDoavr FEERALET,
Device# configure modeconfig mode meshpoint

modeconfig : 7 /3 ADBAEDOEMEE— FEHRELET, T—NE, Avazr K (ME) |
AvalAr b (MP) | 37—V F— U oA (L3) ICRETEET,

Device# configure mpls fastfail status [enable | disable]

mpls : FEELTZT NA ADmpls T —H# 7 L—AL7ry NaHELET,

fastfail : M7 = — VA —N—HEREDO AT —F X (ARhEITES) Z#RELET,
Device# configure mpls fastfail timeout <0 - 65535>

fastfail timeout : 7 /NA AEERHOEHE Y = — VA —NN—DHX A LTV FEHRELET,
Zoavwr REFHALC, VT g ViBIEERELET,

Device# configure mpls preempt-delay <0- 65535>

F7 4 NTE, TV g VIBERBIL 70 BT, ZOHBT., T4~ U TR, A
WD F) TN, ADSEFRNCERFEZNELES, XD, Xy NU—J7OBEDT
Voo 7y a VBIEAT — 2 2 IR T 9,

)

GE) MRS LA —T oA ARTEIL. MFOMERA » Y —<AVFRA L DT T4~ TRILT
% EPMETT,

CLIIZLAEET T —)LA—/\—DSE

Toawr REFEALT, BE T 2 — A —"—Z BRI L E7,
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Device# show mpls config
Device# show dotllRadio <interface> fluidmax (check Fluidmax Primary ID and working
state)

il

Device# show mpls config

layer 2

unicast-fllod

arp-unicast:

reduce-broadcast:

cluster ID

MPLS fast failover: enabled

Node failover timeout: 100 ms

MPLS tunnels:

Idp id 381877266 debug 0 auto pw 1
Local gw 5.21.201.116 global gw 0.0.0.0 pwlist {}

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .
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ENRFEDRE

s ENEBOFZRE (145 =)

ENRFEDRE

Catalyst IW9167E 35 KON IW9165 1%, CLI Z#fEH L7 BB O A ZMb & bz AR — b L
Tb\iﬁ‘o

)

GE) BANEBREZ AT DRI, Catalyst IWII67E F 721X TW9165 BNENE— RIZHE SN T
WD EERMERLET, BAE— NIIBNTHEMTE X925, 5150 ~ 5350 MHz F ¥ /L%
ENZ L > TERNOAFFRI SN D720, BNE— RIZBE/MITE L A,

T 7V M T, T, AIRAE— RIZRESINTWET,

BNERZAZNCT 220X, ROCLI a2~ FEaERLET,

Device# configure wireless indoor-deployment enable

FENENZ BT 220X, ROCLI 2~ REFEHLET,

Device# configure wireless indoor-deployment disable

E DRNERRZMERT DI, RO show 2~ REEHALET,
BNEBEXEN > TW DA

Device# show DotllRadio {1]2} config
DFS region : E

DFS radar role : auto

Radar detected : O

Indoor deployment : enable

Device# show controllers DotllRadio {1]2}
Radio info summary:

Radio : 5.0 GHz

Carrier set : (-Ei) GB

Base radio MAC : FC:58:9A:15:B7:CO0O

Supported channels:

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .



EnEBOEE |

&
filt

B =x=00

AN EENZ /2> TH D56

Device# show DotllRadio {12} config
DFS region : E

DFS radar role : auto

Radar detected : O

Indoor deployment : disable

Device# show controllers DotllRadio {1]2}
Radio info summary:

Radio : 5.0 GHz

Carrier set : (-E) GB

Base radio MAC : FC:58:9A:15:B7:C0
Supported channels:

100 104 108 112 116 120 124 128 132 136 140
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=5 =0

LAN2AY L 1DBEBRMEDRTE

e LAY 2 Ay aDiFBEEDORTE (147 =)
cCLIZMMALI-LA Y2 7 a ha VR DORE LR (148 ~X—)
cGUIZER LAY 2 7 haufiEkoRe (150 <—)

LAN2A Yy 1aDNEBENDRTE

VA V2A Yy oG iEr AT 2L, FFEDOT e havdAf —Hxy N A T HEFRT
EFET, A=V Ry N A THEERETDHITNE, CLIa~y FEIIGUI AL T, 2y b
T — 7 BN ETITENC LET, ROV XA MNTHATRELA —V Ry N2 A TIIRETE
FH A,

REFHEHA—H RV FE2ATDIR L

A—HYxy bRAT (8 |EnEATRE Z DD IER

)

0x0000 ~ 0xOSFF 2—P—FHEARE | A —F Ry N1 7 L—2A, STP & CDP (Iftho>
BREA TV a v DRBEZITET

0x0800 PSP IPv4

0x0806 K hix ARP (IPv4)

0x0900 ~ 0x09FF FExtiis URWB v 7}V 77w kan

0x8100 ESIn IEEE 802.1Q VLAN 1 7" & 11k,

0x8847 ~ 0x8848 FExits MPLS

OXFFFF FEXFIE IANA THI % 7

MPLS L' A ¥ 2 E— R THEHTAESE. URWBTF—X FL—r Ay ia Xy NU—27 TIEK
OREREEN Y R— XN ET,
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s LAY2 Ay v aBESEEE AT D L. PR AN A —T Ry ME A T EIBINIC
TUANEY U TTAHZE T, URWB Ry NU—T RKTIEIPVE L A ¥ 2 7o kaLkiz

%Lij—o
cURWB Ry NT—VIZHFET DA —H %y N A THREIICHRE S, LAR—FELE
@—O

TR YR MDA =Ry FFA T aBINE L OHIERT D HEE,
fERp FETRERBREERET D (TXTOLA Y270 haraefFcd o) #
Ao

+CLI & GUI OB RV HR— FInFET,

CLIZERALELAY2 70 Fa)LEEDERTE & FER
LAY 278 ha/ViREZ#&ET DL, RO CLI 2~ REHLET,
HFAU R ML =Y Ry AT EBNTAHICIE, ROCLLa~<> REFHALET,

Device# configure mpls ether-filter allow-list add

<0x0-0xffff> ether-type value
all allow all ether-types

il

Device# configure mpls ether-filter allow-list add 0x86DD
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

YA MDA —Y Ry N A TEEIBRT DI, RO CLI a~» REEHLET,

Device# configure mpls ether-filter allow-list delete
<0x0-0xffff> ether-type value

Bl -

Device# configure mpls ether-filter allow-list delete 0x86DD
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204, ethernet-I block

HFAVRARDTRTCOAL =YXy NS T 7V TTHIT0E, IROCLI a2~ REfEHALE
T,

Device# configure mpls ether-filter allow-list clear

il
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block
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Device# configure mpls ether-filter allow-list clear
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: none, ethernet-I block

FFAf ) A MZTRTCOA —Y Ry bZA T EBINTHITIE, ROCLIa~ > REEHLET,

Device# configure mpls ether-filter allow-list add all

il

Device# configure mpls ether-filter allow-list add all
Device# show mpls config

Ethernet Filter allow-list: all, ethernet-I block

\}

GE) alF¥F—U—NKI. A=V Xy b7 4N EE2F— L RRE— RNIRETAE-OIHEHESNET

Y 2 MCHE—0= > MY 0x0000 Z A LET) o

BHENTZA =T 32y hEATDIY A 27 VU TTBHI20E, ROCLIZ~ > REFHLET,

Device# configure mpls ether-filter table clear

il

Device# show mpls ether-filter

Ether-type Direction Description
0x8899 INGRESS -—-
0x86DD INGRESS IPv6

Device# configure mpls ether-filter table clear
Cisco-81.160.136#show mpls ether-filter
Ether-type Direction Description
0x8899 INGRESS -—-

\}

GE BT wvRI, SN, =Ry NEATH 7 VT Licth, Ny 27 770 RTEEL

3w

A=V Fy bl 70 barERETHIZE. RKOCLIa~y FEHHLET,

Device# configure mpls ether-filter ethernet-I forward

il

Device# configure mpls ether-filter ethernet-I forward
Deive# show mpls config

Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I forward

Device# configure mpls ether-filter ethernet-I block
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il

Device# configure mpls ether-filter ethernet-I block
Device# show mpls config
Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I block

HASNleA =2y NEATDY AN EHERTDITIE, RO show 2~ REHEHALET,

Device# show mpls config

il

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

MHSNeA =Yy AT DY AN 2R T 5I21E, RO show 2~ Rl LET,

Device# show mpls ether-filter table

Bl -

Device# show mpls ether-filter table
Ether-type Direction Description
0x8899 INGRESS -
0x86DD INGRESS IPv6

GUI 2FHLI-LA4VY270 FaJLEEDRTE

BEDA =Yy MIAT LR ENTA—V Ry FEA T2 U A MIBMT 2123, K
DFNEZFITLET,

1. [ADVANCED SETTINGS] . [ethernet filter] #7 U v 27 L %7,
[Ethernet Filter] 7 « > RURERENET,
2. [Detected ethernet types] 27 22 > C, [Add]| 27 U v 7 LTCHAI U A MZA —H Ry M ¥

A7 EBMLET,
3. BMLKEZD L, BINEARDOA —H %y N Z A 7% [Allowed Ethernet type] £ 7 2 2 IZK
B ET,

4. [Allowed ethernettypes]| &7 > a2 »C, FFEDA —H Xy NF A T ZFFI U X MZEMNT 2
WZIX, 7F A MR w7 AT [Ethertype] 44 AJJ L, [Add] 27 U v 7 LET,

WOERIE, FTY 2 MIBIMENTZREDA —V Ry b EAS T RS, —T 3y b ¥
A T ERLTWET,
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]
CISCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
A
W Service w Ethernet Filter
; Detected ethernet types
IW Monitor Disabled
To add a detected ethertype to the allowdist click on Add

T Ethertype Description Direction Action
- general mode 0x8899 - INGRESS Add
- wireless radio
-antenna alignment and stats 0x86DD IPVG INGRESS “

NETWORK CONTROL
- advanced tools

ADVANCED SETTINGS Clear detected
- advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types [

- multicast Allow Ethemet 1 protocols [

-snmp

- radius

-ntp Allowed ethernet types

- ethernet filter
- 12tp configuration

To add a specific ethertype to the allowfist, insert it in the text field and click on Add.

h -
- vlan settings Ethertype Description Action
i i HRORINET
- misc settings

-smart license 0x8204 QNX Qnet

MANAGEMENT SETTINGS

- remote access Add
- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

R
v

© 2023 Cisco andlor its affiliates. All rights reserved.

CIsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

IW Service @ Ethernet Filter

Detected ethemet types
IW Monitor Disabled

To 3dd a detected ethertype to the allowlist click on Add.

e Ethertype Description Direction Action

- general mode 0x8899 - INGRESS Add
- wireless radio

- antenna alignment and stats 0x86DD IPv6 INGRESS Add
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS Clear detected
- advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types (]

S ICast Allow Ethernet 1 protocols (]

-snmp

- radius

_ntp Allowed ethernet types

- ethernet filter
- 12tp configuration

To add a specific ethertype (o the allowiist. insert it in the text field and click on Add

- vlan settings Etnertype Description Action
- misc settings
- smart license R

MANAGEMENT SETTINGS
- remote access

- firmware upgrade Clear allowed
- status

- configuration settings
- reset factory default Save
- reboot

- legout

©2023 Cisco and/or its affiliates. Al rights reserved
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FFATU A RINBFFR ENTeA — YRy NEIA T HT XTI U T T 21203, ROFIEEZFETLE
j—o

1. [ADVANCED SETTINGS] C. [ethernet filter] &7 U v 7 L%,
[Ethernet Filter] 77 4 & RUMERRINE T,

2. HFAUVRARDLTRXTOAS =Y Ry NEA T %27 VT T 521X, [Allowed ethernet types] &
732 T [Clearallowed] 27 V v 7 LE 7,

3. [Clearallowed] %27 Vv 7325 &, FFA[U A DL TRXTOAL —H Ry NEATNRIIT
SINET,

ROBIL, FFAIU A FDDFFAIENIA =Y Ry MIATRI XTI VTSN &R L
Tb‘ij—o

el
CISCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

IW Service w Cenfiguration contains changes. Apply these changes? Discard \ Review W

IW Monitor

GENERAL SETTINGS Detected ethemet types
- general mode

Ethernet Filter

0 3dd a detected ethertype to the allowiist click on Add
wireless radio
antenna alignment and stats Ethertype Description Direction Action
NETWORK CONTROL 0x8899 - INGRESS “
- advanced tools
ADVANCED SETTINGS 0x850D IPV6 INGRESS “
advanced radio settings
- static routes )
- allowlist / blocklist Clear detected |
multicast — —
-snmp
- radius Allow all ethemet types ()
ntp

Allow Ethernet 1 protocols )
- ethernet filter

12tp configuration

vlan settings Allowed ethernet types
- Fluidity ext field and click on Add
misc settings
smart license Ethertype Description Action

MANAGEMENT SETTINGS “

- remote access
- firmware upgrade
status |
- configuration settings
- reset factory default

reboot
- logout

©2023 Cisco andior its affliates. All rights reserved

Clear allowed ‘

FFATY A R ENTeA — YRy NEIA T HT XTI U T T 2123, WOFIEEZFETLE
j—o

1. [ADVANCED SETTINGS] C. [ethernet filter] &7 U v 7 L%,
[Ethernet Filter] 77 « > RUMNERRINE T,

2. [Detected ethernet types] =27 2 a > C[Cleardetected] &7 U v 7 LT, #Fr U X b L
INTeA =Ry AT R 7V T LET,
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3. [Clear detected] %7 U »» 27 3% & [Detected ethernet types] &7 > a > DA —H 3y & A
TR VT ENET,

WOWBIL, TV A MO LREEINTZA =T Ry NIATHRTRTIZITENZZ EERL
TWVWEJ,

]
cisco Cisco URWB IW9165E Configurator

ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

W Service w Ethernet Filter

" Detected ethemet types
IW Monitor Disabled
To add e to the allowlist clic

on Add.

e Ethertype Description Direction Action
general mode
- wireless radio
Clear detected
- antenna alignment and stats
NETWORK CONTROL
advanced tools Allow all ethernet types [
ADVANCED SETTINGS -
Allow Ethernet 1 protocols [
- advanced radio settings
static routes
allowlist / blocklist Allowed ethernet types
- multicast
snmp
- rodius Ethertype Description Action
ntp 0:8892 PROFINET
ethernet filter
- 12tp configuration
- vian settings
- Fluidity

3dd a specific ethertype to the allowlist, insert it in the text field and click on Add

0x8204 QNX Qnet Delete

- misc settings
smart license

MANAGEMENT SETTINGS ‘ Clear allowed |
remote access

- firmware upgrade

status
- configuration settings

- reset factory default
reboot
- logout

©32023 Cisco andlor its affiliates. All rights reserved.

FTRTCOA =Y Ry NATZFF U A MIBNT 2 GFard5) (23 ROFIEZETLE
j—o

1. [ADVANCED SETTINGS] C. [ethernet filter] &7 U v 7 L%,
[Ethernet Filter] 7 4 > RUMNERRINE T,

2. [EthernetFilter] =7 3 2 > @ [Allow all ethernettypes] = v 7 AR v 7 A% A2 LT, T
TOA =Yy NEATHFHFAY XA NTHALET,

3. [Save] IZ#i\ T [Applyl 227 Vw7 LT, REZEHELET,

ROBEETIX, TXTOA—FRy bZATHRFHFATY A MTBMSNTHET,
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CISsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

IW Service m Configuration contains changes. Apply these changes? Discard

IW Monit
lonitor w Ethernet Filter

Detected ethernet types

SENERAL SETTHGS To add a detected ethertype to the allowlist click on Add.

general mode

Ethertype Description Direction Action
wireless radio
antenna alignment and stats 0x8899 - INGRESS
NETWORK CONTROL
- advanced tools 0x86DD IPv6 INGRESS

ADVANCED SETTINGS
advanced radio settings 2
- static routes Clear detected
- allowlist / blocklist h
- multicast
snmp Allow all ethernet types
radius Allow Ethernet 1 protocols []
ntp
ethernet filter
pramsass [ sae ]
-vian settings
Fluidity
misc settings
smart license
MANAGEMENT SETTINGS
remote access
firmware upgrade
- status
configuration settings
- reset factory default
reboot
- logout

2023 Cisco andlor its affikiates. All rights reserved

LAv24yanBEatosE |

A =YXy 178 haVERETHITIE, ROFIEEFEITLET,
1. [ADVANCED SETTINGS] C. [ethernet filter] 2 U » 7 L £,

[Ethernet Filter] 7 « > KU MNFRIILET,

2. [Ethernet Filter] = 7 2 =2 > @ [Allow Ethernet 1 protocols] = > 7 R v 7 A& 412 LT,

A —HFy M1 Fa harE— REEHNLET,

3. [Save] IZ#EW\T [Apply]l &7 U w7 LT, XEEZEHLET,

ROBKIL, A=Yy b1 78 b2 zeiffadoRELRLTVET,
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]
cisco Cisco URWB IW9165E Cenfigurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

-
IW Service W Ethernet Filter
W Monitor m Detected ethernet types
To 3dd a detected ethertype to the aliowlist click on Add
GENERAL SETTINGS Etheriype Description Direction Action
-general mode 0%8399 = INGRESS [ Ak ]
wireless radio
- antenna alignment and stats 0x86DD 1PV6 INGRESS “
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS Clear detected
advanced radio settings
- static routes
- allowlist / blocklist Allow all ethemnet types [
multicast Allow Ethernet 1 protocols
snmp
- radius
-ntp Allowed ethernet types
- ethernet filter To add a specific ethertype to the allowist, insert it in the text field and click on Add
il Ethertype Description Action
- vlan settings
Fluidity 0x8892 PROFINET
- misc settings
- smart license 0x8204 QNX Qnet
MANAGEMENT SETTINGS
- remote access “
- firmware upgrade
- status
configuration settings Clear allowed
- reset factory default
- reboot
-

©2023 Cisco andior its affiliates. All rights reserved.
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TILFINAEEDHRTE

i

« MPO OHEEL (157 ~—2)

* MPO O#%EE (157 =X—3)

« MPO /"7 v h ORI L EEHIRE (158 2—)

« CLI Zffi ] L 7= MPO HgE D% E (158 ~X—)

« CLI Zfi [f] L7z MPO #&Re DfEsE (MPO BEfh) (159 ~—2)
« MPO DOfil|[REFH (162 ~—)

MPO D2

HTHIK BENAS AT A CTlX, mEZR#E EORy N —JEmAMIRFINET, UL, &)
N5 EDORVERFEHAKEREREEZEWLET, LrL, Xy NU—2 OB MHEE,
MR R OBRESM, BIOSEIE R WI-FIEEIE I v —I 72k, X7y MEKR
BRELET, LT RXZFRXL—2 gy (MPO) 1T, BEOUA YL ARy hOE
BT H2EMERETHI LKLY, BEMELZEDET, ZORTFIIFEADOT V7 /v P—id,
BRI OE N T 7 4 v 7 R RRKAGITER L, ~"— Ny = T7EEZHO L TrTHEZ S
B, PEIEE A L. T OREZRE L 7,

MPO (%, ERXRANTVATAETAY VAR NV—T DRy I RA VT ITARNT I T ¥
DN DT~V AL »F KXA (LSP) 2T 572007 7e—F2BEHL TV ET,
BEDOLSPIZ LY | BEIAMZOE Ty METLRAARBATEET L2 LT, Ny MEK
PR CE ET,

MPO O aE

F 74V hTIE, MPLSIE, Hfie A V7T AN T 7 F v BOT —Hatfic, H—0U A v
VAV AL CH—~O RV L ET, 2 DOBHFERE T2 SO A ¥ —
T oA AT 5EE1E. 4 DO MPLS bRV EZRELTMPORERNRE T 7 4 v 0 %
EETEET, RESR T 74 v 7 IEBEOY 7 E2EATH LI MPO 2% ET D L.
FERTREREZ U A YL AU 27 EICMPLS b RABERENET, FUATLRY 7T
LoT, MPOREXNR N T 7 4 v 7 PERIISNET, 12OV A YL RY U 7ICEENEL
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TH, MOV IR T 7 4 v 7 2GR L ET, UIWD U —217.141 TlL, MPO TE#H 7 =—
VA== R— b ZNET,

MPO /X7y FDEHR L EERE

MPO Tix, R ENTAT Y FPEBOUA VYV AF ¥ RV E2S LT (SEIERT 7
ARA Y MD) EEESNET. ZHC KV EEEDRfER S, ZERT 7 B AFA b DOZEH
BAN=T 20, 22 b 1 SDOERPNIE L ZE SN2 REMED KIE I B L &
T, EEREL. BRIV YLV ARRTREEINAT v FOBEEEZFHET 725D D, MPO
DY 1 ODORETT,

ZORER, BUE SNy MIF Yy —F7 U AFBERFE D Y TonTW\Wb iz, BEERET IV
Y RNITTICZE LAYy hOBRAZHIRTE £,

BRI EEREO S 22 TR LET,

Lost

...,'Network, 3 X B

7 De-dup s Application
e - " e
i B B B

B B @ -CNetworkiy = 2 1

BRI BEREOT LTY XA TIE, ROUBENETENET,
« Ny MER & IR B AL P 2R AL N AT KAL L E T,
Ny Ty VT EoTRAET LBIMONNT y MEBIEZ 72 LET,
CE STy D= U ROy N EBIRLET,
«CPU, U Y—A, BIOXAE)OHERLEMEIETET,

CLI Z{# A L1- MPO #8eD R TE

MPO %% ET S ENT. 802.1p _X—AD QoS Z AT HLENH Y £,
MPO HEREA R ET DI2IE, KD CLI 2~ > REHHL £,

Device# configure fluidity mpo

cos: MPOTLEM: (—EIZ1 2D CoSDH) THR#ET DN T 7 4 v 7DV —ERT7F X (CoS)
FRELET, ARh7 cos ODFPHIZI 0~ 7 T, T 74V MEIL 6 T,

path : /XA LT A ZADFIT L - THENL SN DRI TR/ S A DR R EHE L ET, A%
BARRZY o OFIZ1 ~4 T, S 74V MEIZ1 T,

rssi: 74 YL AU 7 Of/NRSSI LEVMELZITTE/SA (dB) ¢ LTHRELET (AL
TINA ADR) o, BRI rssi fEOHIPHIZ 0 ~ 96 T, 7 7 4/ MEIX 20 T,
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cu %A L= Mo ieeomR mro )

telemetry : %Eﬁﬂ@OTVﬂFJQWWMUM%k% RELET,
FITES)  M=0 (F 74/ ) T

Device# configure fluidity mpo status

disabled : MPO OB EHEERE Z NI L £,

rx-only : MPO A7 — 4 A% rx-only IZXE L £T, BEMPLS N7 7 ¢ v 7 OFEMEREL, %
BrI72 740w 28U LETA,

enabled : MPO A B L ET, ¥IE N T 7 4 v 7 2B LT, FEMPLS N7 7 ¢ v/ &
BRELET,

i

Device# configure fluidity mpo cos C ( C value from 0 to 7 (default 6)
Device# configure fluidity mpo path max N ( N value from 1 to 4 ( default 1)
Device# configure fluidity mpo rssi min R ( R value from 0 to 96 ( default 20)
Device# configure fluidity mpo telemetry T (T can be one of: enabled: M=1
Disabled: M=0 (default))

Device# configure fluidity mpo status S ( S can be one of:

enabled: E=1 F=1

rx-only: E=1 F=0

disabled: E=0 F=1 (default))

WIZ, MPO BT A ZEHAL7-UDP T L A R AR —2DfZRLET,

Device# configure fluidity mpo telemetry <enabled | disabled>
Device# configure telemetry server 192.168.0.200

Device# configure telemetry export enable

Device# configure fluidity mpo telemetry enabled

MPO B /8T A — 4 A HERT I, Ko show =~ > KA LET,

Device# show fluidity mpo config
i

Device# show fluidity mpo config
Status: enabled
Path max links: 2
RSST min: 20
CoS: 6

telemetry fE X, A% : M=1

CLI Z{£ /A L 7= MPO #gED#EEE (MPO E5%8)

show mpls config a<> RO

Device# show mpls config
5.42.42.43:
path id : 0
ilm : 136000
nhlfe : 16:
lbr : 5.42.42.42
age : 6.980000028 { 5.42.42.42 5.42.42.43 }

path id : 1

ilm : 136001

nhlfe : 18:

lbr : 5.42.42.42

age : 6.970000026 { 5.42.42.42 5.42.42.43 }
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show fluidity mpo statistics 2~ . RO :

Device# show fluidity mpo statistics
table-size 2:

(on Mesh End)

MAC address 40:36:5A:15:C8:50 8C:89:A5:83:EB:71

Tx-1 : 0

208
Tx-2 : 0 208
Rx-Accept-1 178 0
Rx-Accept-2 30 0
Rx-Drop-1 30 0
Rx-Drop-2 : 178 0
Lost-1l-only : O 0
Lost : 0 0

Device# show fluidity mpo statistics (on Mobile Primary unit)

table-size 2:

MAC address 40:36:5A:15:C8:50 8C:89:A5:83:EB:71

Tx-1 208 0
Tx~-2 : 208 0
Rx-Accept-1 : O 182
Rx-Accept-2 0 26
Rx-Drop-1 0 26
Rx-Drop-2 0 182
Lost-1l-only : O 0
Lost : 0 0

MAC address : /X7 > b ZFE L TWDHNIER Y FU—F T AL ZADREILL2 T RV A,
TX-1BEVTX-2: EEOMRLERD N7y OB AR L TWET,
Rx-Accept-1 5 K U Rx-Accept-2 : ZHHDA T X%, TNEN, T T7A4~ U RXREiTED
YHEYRADODWT N TEBERE BB A TREBIOEES N AT Y FOFEERLTNE
j—o

Lost-1-only : B H o Z U RZOBEBEHRET oA TZEENTZF AN, I <V "%
TIEZESNTZIT AN N1 DK,

Lost : 7T A~ U RNARLEHZ Y NADWTT TRONIZ/T v b OBREE,

show fluidity network a< RO

Device# show fluidity network (on Mesh End and Mobile Primary)

unit 5.21.201.60 infrastructure meshend primary
vehicles 4 total mobiles 5

infrastructure 1 Dbackbone 0 meshend 5.21.201.60
Vehicle ID : + 85313616
Path : 0

Infrastr.ID : 5.21.201.60
Via : R1

Mobile ID : 5.21.200.80
Via : R2

H/O seq : 5710

H/O age 36.597

#M: 2

Primary ID : 5.21.200.80

Secondary IDs

Vehicle ID :

5.21.201.204

+ 85313616
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Path : 1
Infrastr.ID : 5.21.201.60
Via : R2
Mobile ID : 5.21.201.204
Via : R2

H/O seq : 5711

H/O age : 5.909

#M: 2

Primary ID : 5.21.200.80
Secondary IDs : 5.21.201.204

\)

GE) W/ —F MPBIXOERA LD LZY) 121, RX2OH Ty hOZNRHY 3,
MPO /SR IDO0: T A~ VUINA, ZOM : TTE/NA,

show eng-stats 2~ RO :

Device# show eng-stats (on mobile primary unit)

Fluidity role : primary

vehicle id : O

static : 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile : 4.21.200.80 [FC:58:9A:15:B9:13]
snr : 42

rssi : -54

dop : 40

chan : 132/40

handoff: 21.518258794

time : 2

Current:

ho seqg: 7 pending: false age: 21.518303221 primary: 5.21.200.80

[0] - <3.21.201.60 - 4.21.200.80> status SUCCESS seq 6 id 0 age 59.469266332 rssi 42
[1] - <4.21.201.60 - 4.21.201.204> status SUCCESS seq 7 id 1 age 21.518317752 rssi 41
last primary: <3.21.201.60 - 4.21.200.80>

free ids: 7 6 5 4 3 2

current missing path mask: 1111110

HO Table
static : 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile : 4.21.200.80 [FC:58:9A:15:B9:13]
rssi : 42
dop : 40

chan : 132/40
updated : 74

skip : 0

static : 4.21.201.60 [FC:58:9A:15:C7:D3]
mobile : 4.21.201.204 [FC:58:9A:15:E4:D3]
rssi : 41

dop : 40

chan : 100/40
updated : 18
skip : 0

rssi delta : 6 3
threshold : 35
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MPO DO #IfEREIE

MPO BENZ 72> TV DHEE . RO RAZHRRITEATE 8 A,
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URWB 7L 4 k') 70 FaJ)LDERTE

cURWB T L A MU 7 haloRE (163 2—)

URWB 7L 4 kTR FaJLDERTE

UIW U U —217.121 KW URWBF L A FU Fa ha L REAIH, UTAZAL DT A YL
AMERED T A & DAMNBEEAN FIRRIZ R D £97, b —RFRX—TFT 4 77V r—2a VBLURIRAH
LT TV =2 a T —2EFERTEET, EPNICERE S D ERE A2 DOREE{L UDP
Ny MR, SESERRXY RT—T A RN I REENTHET,

KT I EARAL v ME, FOEREDOT — 2527 AR— N LET, ZOF—XIX, ZETS
Vir—2a il o TCIATTHIRTHZEDL, v 7 Fy LTHRTUHTHIZ L TEE
7,

7a haVEROZEMZ N TR, YA TR — MIEK LT, URWBT LA R 7 hajb
DEMRIXF 2 AL P2 Y7 ARMLTLEEN,

7 LA MU UDP ANy M, ROERNE ENLTNET,
« 4y B OfE BIRE
Ty FDANL—T 'y FEBITL— |
« HEB LOFEEE 0K
« L — b
« Xy MEROFEM
o R OB VER I Sk
c Xy NI —7 T DA X0 MY A

CLUZEFEALEZURWBTLAKR)TOFIILDHETE

FI7FNVETIE, TV A M) TF—=ZIEH o TES, T A NIy MEAKTDIC
. RO CLI =2~y REHFEHLET,

Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x .


https://www.cisco.com/c/en/us/support/index.html
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ZEHFOIPT RLALUDPAR— FERETHITINE, ROCLIa~ >y REHFEHALET (w1 F

Xy AT RUARYFR—FEINTHET) |

Device# configure telemetry server <dest IP [port]>

BESNTZEZE~DOURWBT L A N 7o ha Vi E2 G E-I3ERNCT 51213, kD

CLIla~y REHFEALET (A TFXY AT RLVARYR—FEINTWET)

Device# configure telemetry server <dest IP [port]>

REINTZY—_"—~Draw UDP 7 L A b URREE B E I3 ENT DI, RO CLI =

<~ RFEHEHALET,

Device# configure telemetry export [ enable | disable ]

Bl

Device# configure telemetry export enable

Device# configure telemetry server 10.115.11.56 1234
Device# write

Device# reload

)

GE) * export enable CLI =~ FEZFEITT LA, IPT7 FLARRESINTND I & 2R L
T, RESINTWRWEEA, a2~ Rid Iplease configure the telemetry server IP first] &

WH T —THGINET,

* export disable CLI =¥ R&2ZET9 5 L, PV — "—LFIERZ 0.0.0.0 IZFRE

(A= MEFIEESNEEA)

T U A NIRELHERT DI, RO show 2~ REEHLET,
Device# show telemetry config
Telemetry export: enabled, current (live): disabled

Telemetry server: 10.115.11.56 1234, current (live): 0.0.0.0 30000

CUZFEALIURWB T LA L) TB FILDTA THE

Device# configure telemetry live
Export : enable/disable telemetry export
Server : set telemetry server IP address (and port)

\}

(B FAT7TVAN) =27 AR—FNEHDTT DRI, V—"—DFEBMLETT,

il

Device# configure telemetry live export enable
Error: please configure the telemetry server IP first

Bl (= N—REHEDT LA M) T ZAR—1])

Device# configure telemetry live server 10.115.11.56 1234

Device# configure telemetry live export enable

Device# show telemetry config

Telemetry export: enabled, current (live): enabled

Telemetry server: 10.115.11.56 1234, current (live): 10.115.11.56 1234
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GE)  live BEiFIEESNTWAEES., Z0a<wy T CICBEOREICEZE L ET, live (B
FTREHASNTWRWERIE, RET7 7 A NVOEPERINET,

CLI ZFAL=GNSSTL A 7O FIILDETE
GNSS 7 L # MY ZHENZTHI121E,. RO CLI a2~ > FEHFEHLET,

Device# configure gnss telemetry enable

GNSS T L A b U LS HIT1E, RO CLI <> REFEHALET,

Device# configure gnss telemetry disable

GNSS 7 L A R U ZFRTHI21E, RO CLI a2~ REFEHLET,

Device# show gnss telemetry
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IW Monitor EIENETE

« IW Monitor EFEORTE (167 ~X—)

IW Monitor EXEDRTE

UIW U U —2% 17.12.1 TiX. IW Monitor DV R — FNBEA S E T, Zhid. ROEEZL Y
R—=bT25, AA L RTar0r 7V RAERT ) r— 9 C1,

R 9:UIW ) ) —R 17.12.1 LIBED IW Monitor R D H R —

tae & BA
RADIUS (Remote Authentication Dial-In User | E/3A /b= FZ X 5 Radius sBFEDRITHN
Service) @ IW Monitor & 7 IW Monitor (ZFREk SAVE T
IW Monitor 2 2" CLI SSH 7 7 & A SSH #5084 7 2% IW Monitor |ZFedk SV E T
IW Monitor = 7 GUI 7 7 & X GUI ~D 1 7' A 3 IW Monitor (ZFiék S AU E
kR

IW Monitor 2 7" A —% 3w b U KR LANR—FOWHY 7 OEENR ANy 771
v 7 E 3T IW Monitor ICEREE SV E T

IW Monitor =2 7 Z&EZE H CLLE72IZGUI 2N LT =y hREIT A
ST H D Monitor IS NLET

F 7L I A IW Monitor (%, RO EZMREL AR — ML TWET,
e Ry NI =IO AT —=ZAEERT HIDDFT v aR—R
c Xy hU—7 O R UFER
« UA ¥ LU AFEMRERIE (KPD QU T NVZ A LF v — b EEEF v — b
« VTN A LOVEREREH
IW T AL ANHREINTZT VA YT —F O
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e Xy NT—Z ARy huXL S

UIW U U —2A 17.12.1 CTi&. IW Monitor ¥ v ¥ 28— RDORD VR — F Mg S E T,
T H v TFBIOT X v FHEE,
e FLARNYTE IO ER—K,

« CLI B X' GUI B H,

CLl Z{# A L = IW Monitor EEDTXR v F

IW Monitor (ZIFZFXEIIARE T, 77 BARA > b5 IW Monitor IZIBIMENET, RO CLI &
fEFA LT, IWMonitor —/N—MNET NS 2T X v T L, D N T TN a—T 4 T %
TWET,

Device# configure monitor
detach : detach MONITOR action

1l

Device# configure monitor detach

CLI Z{£ A L = IW Monitor EIEDFEEE
IW Monitor HELZTEZRLT HI1Z1%, RD show 2~ REfEHA L £,

Device# show monitor

1

Device# show monitor
IW MONITOR: enabled
Status: Connected

GUI #{&F L 7= IW Monitor EIE DT

WO T, [Cisco URWB IW9165E Configurator] & 7= i3 [Cisco URWB IW9167E Configurator]
7 4> KT [IWMONITOR] 47 a VINENC 72> CTWET,
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e
CIsco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service m
IW Monitor [ Disaviea

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS.
-advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

GENERAL MODE

General Mode

g an IP edge cev
yox ng t

u are us:

(1.8, network camera, en
it as a relay point in the:

© mesh point
Mode: () mesh end

O gateway
Radio-oft: ()
LAN Parameters
Local IP: | 10.115.11.180
Local Netmask: | 256.255.255.0
Default Gateway: 10.115.11.1
LocalDns 1: 8888

Local Dns 2:

® 2023 Cisco andor its affiliates. All rights reserved
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[IW-MONITOR] A4 7'+ 2 > ZH T 5 &, [IW-MONITOR connection info] 23K D K 5 IZHK 7R
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B wMonitor oz

dra]n
CIsco Cisco URWB IW3165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE

WIRELESS BACKHAUL

IW Service @ T

W Monitor Disabled IW-MONITOR connection info

Server Host: 10.115.11.53
GENERAL SETTINGS

Status:
- general mode S m

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS
- advanced radio settings
- static routes.

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTING S

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

©2023 Cisco andior its affiliates. All rights reserved.
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CatalystIW9167 & & U IW9165 ) LED /X7 —
>

s Catalyst IW9167 ® LED /X% —> (171 ~=—)
s Catalyst IW9165 @ LED /X&Z —> (172 ~X—)

Catalyst IW9167 0D LED /\ 2 — >

CatalystIW9167E (%, 7' — h 7 u & AHIZLLFOLED ¥ — V2V ET (@FE D7 — 71
T AP IS AR LET)

F10:7—+hDLEDIRZ—VDEE

ARk LED D4k A8
T = —FORE— A TR0 IR

DRAM AEY 7 A hifi

DRAM A& U 7 A k OK

A— ROk

75 vaZ 7 ANy AT hOREYE
77 vva AU 7 AKOK

A —HF v b OFHHLF

A —#% v b OK

AP OS DL

KAL)

Uty bARZ 2R LIZEE QOFARN) | RED FIK

Vty hARZUVEZEMLLEZEE QOMLLE) | HREADELT
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ARk LED IR EE
Uty hARF U ZEELTZ L & D IS
F70%

Uty bRZraRifLLIEE (0FLLLE)

T IR ARA L NORREIRIT, Catalyst IW9167E (LA F D LED /3% — AZHEVE T,

5= 11:URWB OS LED 1\ 3 — > DEH

AP DiREE LED Dk AE
GO T GNP GRSV R N R, fk, RO KL

It SE— R T p— Ny R8P 5K

FreYa=r7%—1NR:DHCP R,

SNR (fF 5-kfHEErtt) e (25dB 2L L) Tkt B

SNR R4f (15<=X<25dB) Zx— A (fkta)
SNR R E (10<=X<15 dB) 7x— KA v ()
SNR FFA PSS (10 B i) 7x—RA v ()

Catalyst IW9165 0D LED /\ 2 — >

Catalyst IW9165E (Z1%, FRfa, #kfa, HODO 3 LED 2856 0 £9°, Catalyst IW9165D (21, 7R
@, fke, BEOLEDAH Y 3 20OHLIEL~URNHYET, T/ EBARA L FOHLE L
AUVIIERETEET, 2 br—FDOCLIERITIGUIIL, 8 DDERLRETIHL S &2HIFEL
F9,

URWB A% v 7 D3 AT 5 LED 121, URWB OIRAEZRTLU FDORT —0NH D £4°,

3 12: URWB DIREED LED /X3 — >

AP DK KE LED DIk RE

T x =N T - ITEADEI
DHCP B E-IIEA
RSSI LED

Catalyst IW9165 121X, RF Z{5E FH8E £ /R (RSSD) Z /R, FALBEADO2EOLED ¥H Y
9, RSSILED IZRRLHL S L-ULITH D FH A,

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x



| Ccatalyst IW9167 & & UF IW9165 O LED /3% —>

% 13: RSSI LED

Catalyst w9165 0> LED /<2 —> |}

/O LED 0 LED EL:)
SR HAT RSSI 7° - 86 dBm Aiis
ST THET RSSI 7% - 86 ~ - 81 dBm
T =¥/ RSSI 73 - 81 ~ - 71 dBm
THET ST RSSI 78 - 71 dBm #
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. A= BT v RAE, Vo
fkta 50
53 = o P A
WAN GE f D IR TIT AT 4 MFEAEL T
Y0
THAT Vo7 UERIIR— A
7
. R— BT v RE Voo
okt 50
e 3 RS \
LAN GE FE D E IR TIT 4T A BRRAEL T
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TEAT Vo7 UERIIAR— MR A
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- FIOHENVANNERIIHEART
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B cetanystwsies o LeD <5 —>

WDFIZ, Catalyst IW9165D & LED DEREZ R L £,

3= 15: Catalyst IW9165D 0) URWB LED M #4#E

Catalyst IW9167 &5 & UF IW9165 ) LED /S5 —> |

LED ##8E S NJL BIKEE B (T A4k =HLT)
_ _ SEIERVATLARAT—H
VAT LAT—H R R
AT T—H 3 4 RGA 2 EELEF
RSSI 73 - 86 dBm i : ¥4,
. - 86 dBm =< RSSI =< - 81
RSSI HOE T ITRA dBM : S50 Ak
RSSI 7% - 81 dBm #B : fkfa
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— = .‘/7\\/ I X — 90) IHE&EE:"L.\

o Ny NEBATIEEROHIE (175 ~X—)
«CLI 2 L7z v FEHREEORITHRE D EROFRE (175 ~<—)
s CLI 2 L7237 v FEEEORITEIEO EIRO#ERE (175 ~2—)

(] 'E s S sle
Ny KEEITRZEO IR
UIW U U —2X 17151 LIfETIE, =% v XA X7 v Oy MR EREOF|IRZ % E T
XFET, i, BRIANT  FEFEEN ATy NOBEREENET,

\}

GE) ATy FEHEORRKERITREEIL 32 [\ TT,

CLI ZfEA L=/\7 v FEEEDOHITRIZEDO LIRDERTE
AP TO/Ty FREEORITEEO ERAZFRET 2I12IE, Zoa~vy FaliHLEd,

Device#configure dotllRadio <N> packet retries <retry-count>

CUZFERALE=/\7ry FBEEDRITREHO LROMHER

Device#show dotllRadio 1 config

DFS region: Q

DFS radar role: auto

Radar detected: 0

Indoor deployment: disable
Rx-SOP Threshold: 0 dBm (AUTO)
Max packet retries: 32
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2y hI—0 7 RLAZEH

« X NI =277 RURAEBOME (177 _X—)
«AGVODONAPT i LIZF T AN —L FT—% 77— (178 X—)
* AGV O NAPT i L7z — hEZOE Y BT (179 *—)

« AP @ NAPT #iHIl (180 ~—2°)

*AGV D SNAT L7727 v 7 A N —L FT—X 71— (180 _—)
« CLI 2 [ L 7= NAPT D% 7E (181 ~—)

« NAPT OF%ERF (182 =—77)

« CLI Zffi [ L 7= SNAT D% E (182 ~—)

« SNAT O%ERF] (183 _X—)

« CLI Zff H L 7= NAT #lHIDOHIER (183 ~—)

« CLI Zf#JT] L7=3_T D NAT HAIOHIFERE (183 ~<—2)

« CLI Z i ] L7z NAT &% & Offese (183 ~—)

« CLI Zf ] L7 NAT Z2#aDfifid (183 ~—2)

2y RI—OF7 FLAZEHERDOEE

UIW U U —2R 17.16.1 LA, AP 3%~ U —27 7 RL 2ZH (NAT) HEEZVHR—FLTW
9, ZOMRRICEY ., EAMRER (AGY) HOBE—D/X7 U v 27 IP T L AZMH L TH
WAy NT—=2ZT7 7 8ATHI LT, AGV DIZDICA L— X THHENRL—I V75T
TLEMTEET, AGVTOET F U r—a R — b ESRE Y THh, FTV AR —
LET TR RN —ADWGHOTFT—4 7 u—NERINET,

N

GE) NATIZ. APOL AV 2EF—RTOLYR—FENFET,

Z OMEREIX. ROBREA VR — ML TWET,
o IN— MWL FRTE L7= NAT (NAPT)

« &{Z7C NAT (SNAT)
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Fy kD=9 7RLRZH |
B rovoneetEmmRLEYY LR MY —LF—45 70—

AN =L T 7 4w 7 AOR— NEHZZRE LT-NAT (NAPT) Tix, HET —# 3
oy FREBENTELORET A, RV —F 4 v 7 ENET, 7 RLATFT—7 A2 L
THRHEDT 7TV r—2a b ONET 74 X—=KIP T RLALR— EFNRAST LT, /X
iy FREREENE T, FEMICOVWTIE. TAGVONAPT 2 LIZF U A R —h F—
2 7u—| ML TIEIN,

Ty TARN) =L bT 7 4 w7 HOKETLNAT (SNAT) Tix, AMEBxr > FU—272%ET 5
ANZ, NEBR Y NU =T TS ANMEDFRE T v ROFEITLIP T KL R LR — FNEZHE
FINFET, SOV TIE, TAGVOSNAT 2 LT v 7 AN — A FT—% 71—

EHEIRLTLLTEEN,

NAT O F| =
FUAR— RHEE AT MIILHEDO P T RLAAXF—AIZEY | T X TOHEGERE B0
BT DEMES DS, SN AT DS DT 7R ANEGITR ) T,

AGVONAPT AL AR N)—L T—432 J0—

B AR —AEE, B Ry FU—7 5 AGV ORI ARy T — T ~DF —H D7 a—
ERLET, APIL, ARy NU—F ERER Y b =27 OO — b= A & L THERE
T, AP Yy hT—7 By vEZ(ETHE, NAPTIZE 2 TT7 RLAT—T )L
EHEHALCHEDT 7V r—2a v ONGE T T7AX—=KIPT RLALR— FEENREDITH
nc, Xy R EmEEIhET,
NAPT T2 L, WOZ LR TEET,
cHEFR Yy NU—T DT SA AN, AGV ODNEER Y v T — 7 O —E R TE F9,
cAGVORNE Ry NU—ZNDOAPD, T—F 7a—ZEDR— MIAb® 52 08T
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AGV 0 NAPT %A L= i— rEE 0By 4T [

K 5:NAPTEERLIZFOVRA M) —LT—42 70—0H :

Downstream Upstream
Data Flow Data Flow
Source IP 10.115.11. 50 Source IP 10.115.11 3¢
Source Port 12000 Source Port 38080
Destination |P 101151130 Destination IP 10.115.11 200
Destination Port 38080 Destination Port 12000

M m . ~
Clsco  © 2023 Cisco andior its ffiiates

8080
Al rights reserved.  Cisca Confidential

NAPT Rule Table
NAPT MappingTable
TCP 38080 192.168.0 .x 8080 ]
T 30000 SRC 10.115.11.%X-38080
DST 10.115.71.%x 12000
Source IP 192.168.0. xx
Source Port 30000 (*)
S IP 1011571700
Destination P 192.168.0, %0 2 =i
Destination Port 8080 Sourcs Port 36080
Destination IP 10.115.17.3
— (*) The new source port is selected by the Fluidity Destination Port 12000
Mobile unit, port value retrieved from NAPT port
range
Source IP 192.168.0. xx% Source IP 192.168.0.500¢
Source Port 30000 Source Port 8080
Destination IP 192.168.0. XXX Destination IP 192.168.0. 3%
Destination Port Destination Port 30000

AGV O NAPT =R L =/R— FBESDEIY ET

NAPTIZE - T, AGV DI EIF Y —ERIZRREZR—FMEEREDETOoNET, I
IZEY ., ARy T — 7 B DISENRAGVDIE LW —ERZEEENA LI 3,

NAPT SR ERIZFHEHDHNER— FES

70 ka/R—+ES Service bES

TCP ¥ X O UDP — 1~ 1023 OFR— hEFESE,
TCP ”’'u h=2/L & UDP 7' |
VO G THEHATE 8
}Vo

UDP/1812 ~ 1813 RADIUS —

UDP/6600 FEEMVA YL AE=4— |42 7L IADUDP & ping

UDP/6610
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Fy kD=9 7RLRZH |
B 2r o narT 18]

70 kaLR— hES Service x

UDP/<7 L A h U7R— k> FEERATIAVYLATLARY CEEHUA YL AT LA
U D7 a ha)LHIZ
T, SFEIERR—FE
R IE INET,

e 7T LA MU HICRES U
TW5T 7 4V ME
30000 T,

AP @ NAPT xR &/

NAPTHHNZ LY, WEHR R FOREDR— MIT —# 7u =Rk E S ET, —MKAI72 NAPT
%E,alui\ <Protocol, Global Destination Port, Translated Local Destination IP, Translated
Local Destination Port> & W IR TY, 7' & ka2 /L{ZIZ UDP F 721X TCP DWW $ iz {#H
TEET,

AGVD SNAT ZERA L7 Y TR M)—LT—5 70—

ToTARN)—=LEE, WERy NT—TDOHE Ry N =T ~DT—2D7a—%fELE
T, AP, Ry hU—27 LANEBR Yy NU—7 OO — o= A & LTHEELE T, AP
DN E Y U= DB EFR Yy T =218 FEEET D & X2, SNAT I2 L - TRIE
Nry FOFEBITLIP T RLVAEERBILER— IR T Y v I DIP EFR—hEe—HKTDHLHIE
HanET,
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CLI Z{& A L 7= NAPT ®

AT w71 configureip nat enable =~ > K& LT, AP TNAT HHIZ A2 LET,

ATvT2

ATvT3

Y hT—9 7 RLREH

6:SNATZ2FERALE7 Y TR M)—L T—42 J0—0OH :

AGV 1 Device

192.168.0.§3

Fluidity
Mobile
10.775.71
[182.768.0§3

Control Center

10.115.11.,

AP T NAPT HfE %

ITLET,

FIE

Upstream

Data Flow
Source IP 182.166.0 ¥
Source Port 7000
Destination IP ‘IDJ‘IE,ﬂ,ﬁ
Destination Port 5000

MNAT Outbound Mapping Table

| 192.185.0 > ro00

10.115.11 ** 20000

¥
This port is replaced by the Fluidity Mobile unit, port

value retrieved from SNAT port range

Source IP

1011511, xx

Source Port

20000

Destination 1P

10.116.11. %%

Destination Port

5000

Source IP

1011511, xx

Source Port

20000

Destination IP

10.115.11. 2

Destination Port

5000

Device#configure ip nat enable

GE)

=L =
X B
RELTHF TV AR) =L T —X 70—2HMTT D205, ROIEEEHE

\J

AGV 1 Device

192.166.0.83

Fluidity
Mobile

10.115.71

[192.768.0,

Control Center

10.116.11. 888

CLl Z{EF L = NAPT @

zz I}

Downstream
Data Flow
Source IP 1D.115,11.ﬁ
Source Port 5000
Destination IP 192,1BE.D.l
Destination Port 7000

NAT Inbound Mapping Table

| 10.115.11.20:20000

192.166.0 x 7000

Source IP 10.115.11. xx
Source Port 5000
Destination IP 10.115.11. xx
Destination Port 20000

SourcelP 10.115.11. 0%
Source Port 5000
Destination IP

10.115.11. 0%

Destination Port

20000

AP T NAT % /E % 01295 121%, configureip nat disable =~ > K& H L £,

configureip nat insideipv4 ipv4-address netmask =~ > K& LT, NAT ONE IPvd 7 KL A %

B

Device#configure ip nat inside ipv4 192.168.70.2 255.255.255.0

cisea Confidential

RIE L%

configureip nat inside port range left-limit-port-number right-limit-port-number ==~ > K&l L T, NAT ®
WEBAN— MHIPHZ R E L £ T,

Device#configure ip nat inside port range 32000 33000
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Fy kD=9 7RLRZH |
B vweromsEn

NI — ~ OB ZNEPHIL 30000 ~ 35000 T, Z O#PHIZ., SNAT#iPHE BEE LWL ST ALEND
D \i‘a_(]

AT w74 configureip nat entry add proto{ TCP | UDP} outside port outside-port-number inside ipv4 inside-ipv4-address
port inside-port-number =< > RZEHA LT, NAT D71 k=)L, SR — ME, NESIPvA 7 KL A, B
FOWEAR— MaEZRELET,

Device#configure ip nat entry add proto TCP outside port 38080 inside ipv4 192.168.0.2 port
8080

ATvT5 writeBXWredoad =~ FEFEH LT, BAEOREZRGFLET,

Device#write

Device#reload

NAPT D% E

Device#configure ip nat enable

Device#configure ip nat inside ipv4 192.168.0.1 255.255.255.0

Device#configure ip nat inside port range 32000 33000

Device#configure ip nat entry add proto TCP outside port 38080 inside ipv4 192.168.0.2 port
8080

Device#write

Device#reload

CLl Z{E A L 1= SNAT D& E

AP TSNATHEREARE L CT v 7 A MY — A F—% 7ua—% G T 5121, kROEELE

FIE

AT w71 configureip nat enable =~ > RZ{EF LT, AP TNAT HHIZ A LET,

Device#configure ip nat enable

(6=3))
AP T NAT %/ % #5029 5 121%. configure ip nat disable =~ > F&fiH L £,

AT w72 configureip nat insideipv4 ipv4-addressnetmask =~ > K% L C, NAT ONHEIPv4 7 KL A ZRE L F
—é‘o

Device#configure ip nat inside ipv4 192.168.70.2 255.255.255.0

AT w73 configureip nat outside port range left-limit-port-number right-limit-port-number =1~ > K% L T, NAT O
SR AR — MEIPHZ R E L £ T

Device#configure ip nat outside port range 22000 23000

. Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide, Release 17.16.x



| ®ybro—9 7RLRZH
snaT ozl [

SRR — N O NEFIL 20000 ~ 25000 T4, Z O&iPHIL, NAPT i & EHE LWL 92T 50808 H
D i‘a_c

ATv T4 writeBXWrdoad =2~ FEFEH LT, BAEOREZRIGFLET,

Device#write

Device#reload

SNAT D&% 7€ 15l

Device#configure ip nat enable

Device#configure ip nat inside ipv4 192.168.0.1 255.255.255.0
Device#configure ip nat outside port range 22000 23000
Device#write

Device#reload

CLI Z{#F L 7= NAT }RAI D IR

AP THRFE D NAT HHIZHIBR9 521X, configureip nat entrydel =~ > K& L £,

Device#configure ip nat entry del 0

CLI Z{E L 7= X T NAT 58| D&l fx

AP TT T NAT HHI ZHIFd 5121%. configureipnatentrydel all =~ > RZH L £,

Device#configure ip nat entry del all

CLI Z{£ A L 7= NAT &% DR

NAT BRED AT —H A% FanxT 5HI21%, showip nat config =2~ > RaEMHLET,

device#show ip nat config
NAT: enabled

IP: 192.168.1.144

Netmask: 255.255.255.0

NAPT port range: 30000-35000
SNAT port range: 22000-23000
TCP timeout: 300

UDP timeout: 300

NAT max rules: 100

CLI Z {58 L /= NAT Z£#: DR

TXT O NAT BHan #2775 I2i1E, showip nat trandations =2~ > R&EHH L £,
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Device#show ip nat translations
NAT: enabled

Port NAT Translations

TCP Translations
(192.168.50.4, 4000, 192.168.50.1, 34200) => (10.115.11.157, 4443, 10.115.11.250, 51010)
(10.115.11.250, 51010, 10.115.11.157, 4443) => (192.168.50.1, 34200, 192.168.50.4, 4000)

UDP Translations
None

Source NAT Translations

TCP Translations
(192.168.50.4, 51178, 10.115.11.250, 4000) => (10.115.11.157, 20292, 10.115.11.250, 4000)
(10.115.11.250, 4000, 10.115.11.157, 20292) => (10.115.11.250, 4000, 192.168.50.4, 51178)
UDP Translations

(10.115.11.250, 3000, 10.115.11.157, 22068) => (10.115.11.250, 3000, 192.168.50.4, 38318)
(192.168.50.4, 38318, 10.115.11.250, 3000) => (10.115.11.157, 22068, 10.115.11.250, 3000)
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