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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15
of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If the equipment causes interference to radio or television reception, which can be determined by turning the equipment off and on, users are
encouraged to try to correct the interference by using one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
 Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

« Consult the dealer or an experienced radio/TV technician for help.

Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2025 Cisco Systems, Inc. All rights reserved.
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ETOUNENRDY £7,

s [Date & Time] 1X, A7 v a > TRry XU A =a—5 [NTP Time] IZ3XE L £7,

FRIEMNIE LW AL, [Basic Settings] 27 V v 7 LE,
[Basic Settings] ¥V « > R U NFRINET,
cIP7 FLRZANLEY, (ZO7 44— REISHATT) .
«SSH : AEMbRy 7 A% 27 U v LET,
o (TRTORMHET 4 —/ FIZxHLT HI21E, ARORAT a— A "—%2FH L TFIZ
n—L L)
[Switch Wide Settings] #2 U v 7 L7,

[Switch Wide Settings] 7 « > RUBERRINET (ZORX—VIZIFMHET 4 —/V b £8
/L/) o

[Summary] 27 U v 7 LET,
[Summary] 7 ¢ > RUBRFRINET,

ERNCRRSNDHERPIEL N & 28 L, HH2STE 725 [Submit] 227 Y v 7 LET,

TT=NRAELGEIF, ROFIEEZIATLET,

TR DOERS -
ea~wr K77 MEBE, ping192.168.1.254 & A3 5 &, T XRTCOISENZE S
AT TY,

s AL v FIE PCABDRNTL IS0

e LT —MNIRAELFEE. FRITIE AL v FEEET 7 4L MIETHS

cIEAA v F & THHFERFOT 7 40 MIRTIE, N—="=2 U v 7 (723 FR%O
% D) % Express Setup O < 1E I 15 ~ 20 FHHHA L E 7, Express Setup LED % fife
AL, REEFRAICZRAICER LI N— =2 U v 7 Z @ L ET,
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IS BRICN—N=T Vo TS L IBAAS v TFREB ) n— FLET,
s FHEBEI%, I[E XA v FIITHHEREOT 7 40 M2 4, £ 120 BfFH £,
* Express Setup LED 23 fk a2 5 L 7= &, Express Setup FNEZ B L 7,

N

GE)  EBxpressSetup #EfMLT5& (RF¥ L ZISPHEHT L, AT
WYty bE, THHMREOT 7 4V MEREMEH SLET) |
7T aBLON A—RT AT 4T (SD I—FK) MhoEE
(nvram_config 3 & W vlan.dat) 2HIBRE I ET, SD I— Kb
T ANVEHRLIEZLS WG, U A—R"TINRAT 4 T HEY
sLET,

« Ut v FFIE
« B DML & [Power] ~X— T D4

*PCZUMTL, &5 —EDET

RDERY
WebUl F721 X CLIZHEH L TAAL v F#EBTE L9100 F LT,

WebUI O #Z &}

K DFENET WebUI ZFm LET,

FIE

ATFYT1 PCERITT v by arBa—FTWeb 7T v FEEELET,
ATV T2 Web 77 UV TAL v TFDIPT RLA, a2—H—4 BIUOUIATU—F (FIE 8 THV M T
BHPH) BASIL, Enter 2L F9, WebUl X—UNFERINFET,

WebUI _X— U NFRR IR WEGE

e Xy T — VI L TWA AL v F BR— FDAR— k LED BFEAIZ R > TN D T & i
BLET,

c AA TF DT IV RHAEHLTHND PCHRE Y NI = IZHEHR SN TWAI LR, Xy
O — 27 NORBEFD Web — NG L TR L9, v PU—ZIZEH L T
BAIE. PCTRYy NU—TRRED N T TN a—T 4 T HFITLTLIESN,

e T TP TANLIEAAL v TFDIPT RLABRELWZ L 2FER L £,

ALy TFDIPT RLALFEUST Xy NNDEEIP 7 KL A% PCICHELET,
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PCRT v by T arta—XIlHER SN TWD AL v FR— kD LED B0 HE
X, Web 77 UHFICAAL v FDIPT RLAZHAT L, WebUl ZFERLET,
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CLIty Fr7 w7 O SLIZEBRA Y
FDEXTE

s MR ETHFHRONS (29 X—)
¢« VAT ADEX2 VT 4ikE (303—2)

DR EFRD AN

IPLE/NATJ—

TDETIE, AAvTF0avwr RIA A —TxA A (CLI) XR—ADt v N7 v 7FIA
WIHOWTHBA L7,

A2 o FHRET DI, By T o7 P al I hEwTdA0ERLYVET, By v T v
T A, AL v FOERNA NI D EHBRICEITSISNE T, AL v FRn—hL
=B B =%y FEWETHDICHERIP T RLARZEDOMOBREFREZE Y Y TSH
VERH Y 4, ZOFERIL. WebUIZHEHA L TAA v FEAREBLIOEHTIHAICHNE
‘/C:“j‘o

CiscolOSXE17.17.1 LTI, 22— —D /AU — K KR FL—rTFF XA N TREINZ2WE S
IZ. WAV —= KRBV ERETHIENTEES, 7= AN T v T 77 A NVDERIC
DNWTIE, #FE T DNS L 2% E L £,

A FH BRI T 2N, 5] 22 L CERCETIEEFHELMRAL T
AN

AA v FDaLy ) —)LR— NMIPCEEEHRTHITIL, 2 Y=L R— F~DPC F=TWERD
B (15°3—2) BB L T &N,

FDERTE
Yy NT YT IO T AEETTAICE. Ry T — 2 EEE DD ROESE AT L THL A
HERH Y £9,

s BE b L L b~ A X —@E (Cisco I0S XE 17.17.1 LAK)

cAATFDIPT FLA

Cisco Catalyst IE3100H Heavy Duty & ') —X XA v F n— Koz 7HEA /A K ]



CLty h7v 7 FOTSLIZERRA v FOHEE |
B x7r0txav7 3

e H TRy b7 PRy h~vA7)
e F T g F— T (b—4)

s A F—=T N =T Ly b NXRAT—F
e A Z—T N NAT—

e SSH XA U — R

DRATLDEX) T AHRE

X2 U T 4 2T DITiE, NAT— RREDEEFREN LT 20ERH Y £9, RE
AT 7ZiE, NAT— REBAL L~V Z§%E T & 5 [System Security Configuration Dialog]
DEENTWET, BEELL-VLIZIE, AT 6BLOZ A 7T DR SR EENET, W
DEATERINCT D LEBEIDLET,

« XA T 61, /XAT— ROW;E{bIZ Advanced Encryption Standard (AES) ZffiH L £,
AT 6 /AT — ROWEL L EMRHIEL. ANTLHvAZ—gLEAEINET, v A
Z—8X Y A ANY TERWD, BB LTEBLERHY £,

o v AL —fT, AESHFE S 2 L CAL v FEENDOMOT X COHRERBLT D7
DIHEHENDNAT — REETT, v AZ —§ITAA v FHEIIIRFINT, A1 v
TR LT LTH ED LI RAETHLR A BIGL TEEHA, REINDE, v A
2 —@EEHEH LT, AL v FRENOBEFE 7213080 LWV#ERK b S hvE 9, password
encryption aes =~ > R&ZE(TT 5 £ T, IR SLINEEA,

e A ATFTIRAT—RiL, TDOT VL —rTFAMRAT— RE#FIL LD TY, 2
T4 Y a2 XN FIZEDSNTEY | RENDOEBEDNZAT — RRFHENCA LN DEHE
7,
ey NI TAEERALT, FILWAAL v TF EBREBFHLDAAL v F Ol fFT/AT —
REEBAL LSV ERETEET, HILOVAAL v TFIZONTIE, PIHERE- %1 7 6k5a1b (30
N—=) FRFVIRE -2 A 7T TH S B4X—) 2ZRLTIEIN, #iiEy b
Ty PRI TV AT X2 VT A REEZRET DI, AT — REFB{E L~ L D%
E (37 _—) ZZRBLTIEEN,

S P e oz
NHRTE - 714 T 6 S
ZAT 6Ly T v T T T T AL T, AA v FOHBIRE 21T 5 FMITRD
LB T,

FIE

2TFvT1 woOFor 7T TYesE AN LET,
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ATvT2

ATvT3

ATy T4

ATvTh

ATvT6

ngsE-217emst

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

Tur 7 BT MHAT 52T = FiF kL2 AT LET

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

GE)

CiscoIOS XE 17.17.1 TliX, # A4 7 6 L XA 7 7 DOW G OB 5L [0] ZFRTH L, 22—V —4
DHNEA T 6 ICHBNCER SN, A F—T NIRRT — R EE#R vty SAT— RiZZ A 7 6
T XA T TICHBICEB S ET,

AL FOMOT X TOHROKTALICH AT D2~ A F —@Z AT LET,

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,
B, 0 1 KRKKKKKKKKKK

’

AL e b ) AN L THE L £,

Confirm the master key: ***kxkkkkkkkx
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption
!

|

end

6=
ZDTNA AW DG BEI R 5720, v AZ —FHIMRGE L TBRERDH Y £,

Tuar SN T2EANLT, AT AEX 2T A REEZHRGTFLET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[CK]
Use the enabled mode 'configure' command to modify this configuration.

Trur 7 hTyes EAN LT, EABHBREZHRELET,
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B ossx-51Jemet

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

AL v FDRAMEATLET,

Enter host name [Switch]: Switchl23

AF—TN P —27 Ly b XRATU—REZANLET,

The enable secret is a password used to protect
access to privileged EXEC and configuration modes.
This password, after entered, becomes encrypted in
the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and
should not contain [cisco]

Enter enable secret: ***xkkkkkkx

A X —=TN =Ly b RNRATU—F&H 5 —FEANLTHEELET,

Confirm enable secret: **kkkkkkkx

S 3= T NRAT— K% AS LET,

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: **x**xkix

RAIE R DO A T — RE AT LET,

ZONRAT—=RE 1 ~25 LFOHEBFTRHRETE T, RXFLPLFRXpIsnES, =
N=AbMHRFETH, KEHOAR—RTEHINET,
The virtual terminal password is used to protect

access to the router over a network interface.
Enter virtual terminal password: ****xkxxx%

IRy N — 78T AL v A —T 2 ADA v E—T = A% (B A o X —7 =
A AFE 721X VLAN (B LAN) D4Rl # AN LET, ZOVIV—ATiE, {1 ¥—T=A
20T vlianl 2 FEA L E T,

G¥)

AA v FIE, vlanlA v H—7 = A A L TCDHCPHH A v —V%2EELET, CLIO#H®E v
N7 77 e ARBBESNDENCAL v TFBFy N =T IZEHR SN TV DEAE, (v
B—=T 2 A AIHAT IV IPT RUAREID L THLNTWDA[EEMERH D 97, vianl 1
Z—TxA AP T FLARERIN TV THIES Y FHA, ZO7 oA TIE, )
FIZEID Y THNIZIP T RL A% EEEZTHAEHEHAOHMNIP 7 NLAEZRETEET,
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Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 10.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [10.16.1.120]:
Subnet mask for this interface [255.0.0.0]
Class A network is 10.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkS$SCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

!

interface Vlanl

no shutdown

ip address 10.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|

interface GigabitEthernetl/3
|

interface GigabitEthernetl/4

ATV T3 BREERGFTHITE. 2 EAHLET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[OK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!
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CLty h7v 7 FOTSLIZERRA v FOHEE |

B ossx-5171mE0

RDBERY

Cy hT v TaTTEARETTHE, A v FIRMER ST 740 MEELEITTEE
T OWNTNNDOFEEZHANT, ZOREDETSMOEEN AT 2 FITTEET,

e v RIA L A HZ—T A A (CLI)
«Web 21— A % —7 A A (WebUI)
CLIZEHET A0, Wik Ial—Yarrul I8 HLTCary Y —LR— b, F

721 Telnet # A LTy hU—27 5, Switch> a7 Moavwr REANLET, HE
HRIZOWNTIR, kEZRLTIEZIW

WebUI 2T 51213, WebUL DA > T4 2 ~NVTHEBRBLUTLFE X0,

MEETE - 214 T1EES1E

FIE

ATy T

ATy T2

ATvT3

AT IEFACOH Ly NT v T T0 77 RefA LT, A4 v FOPWIRBEELT 5 FIRIX
RO LFY TT,

48 HHEIIZ

a2 Y —)b R— b~OPC EiTmADOHE R (15—) OFBIHE-TCLIICT Z7EAL
S

wH7a 7 N TYesE AT LET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

Tar SR TLEANLT, AT T/RAU— R EALO 2% E@A L3,

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: 1

TarF RN T2H2ANLT, VAT AEXa T AR ARELET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
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Enter your selection [2]: 2

Building configuration...

[OK]

Use the enabled mode 'configure' command to modify this configuration.

ATYvTA TurF L Tyes EANLT, HAEHRELZHELET,

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

AFYvTE AL VFORANEANLET,

Enter host name [Switch]: Switchl23

ATYT6 AX—TN =Ly s XRAT—REANLET,

The enable secret is a password used to protect
access to privileged EXEC and configuration modes.
This password, after entered, becomes encrypted in
the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and
should not contain [cisco]

Enter enable secret: **kkkkkxkk%

ATFYT1] AFx—TN—I Ly hRXRTU—FE2H 9 —FEANLTHELET,

Confirm enable secret: ***kxkkkkkx

ATFYT8 AX—TNNRARU—FKEANLET,

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: **k*xkkxk*x

ATvT9 KON ZT—RE AN LET,
TONRAT—RE 1 ~25 LFOFEPFTHETETET, KIFLE/NILFENRXBIENET, A
N—=ZA b F TN, BEHOAR— R TER I N E T,

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ****xkxxx%

ATV T By NT— 2 Z8TA A v B —T oA ADA  Z—T = A4 (WA X —T7 =
A AFETZIX VLAN (IRFELAN) O£Ri) AN LET, 2OV IV —Z2ATIE, A v F—7=A
ALNZIFH T vianl ZFEA L ET,
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ATvIN

GE)

AA v FIiE, vlanlAf o Z—7 = A A ETDHCPHH A v —V 2 %E LET, CLIOWH® »
7o 77 a ANRBESNDRNCAAL v F N Fy NI =7 IR SN TWAEAIE, 1~
=T A RIHEATI VI IPT RUAREID L THNTWDA[EEMERH Y £97, vianl 1
B =Tz A AZIPT FUAREKRRIN TR THMELY THA, ZO7avATIE, &)
ANZEI DY TOENTIP T RL A% EEESTHEHRHOHFNIP 7 NLAZRETEET,

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 10.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [10.16.1.1207]:
Subnet mask for this interface [255.0.0.0]
Class A network is 10.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

1

interface Vlanl

no shutdown

ip address 10.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|
interface GigabitEthernetl/4

RERFT DI, 2 AN LET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...
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[CK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

RDEZRY

Yy NT o Tl T ARETTHE. AL v TFIIMEREINTZT 74V VREEZFEITTE FE
T, WONWTNOOFIEEHNT, ZOREOERCMOEISY A7 #FITTEET,

cavw L RIAL v A H—T x4 A (CLD
e Web 2—H A L Z—T x4 % (WebUl)
CLIZHEAT AT, MRz Ial—Ya a0 HLCary Yy —AR— b,

721X Telnet Z#fEH L Ty hU—2n6, Shitch> Yo F Maa~vwy R A LET, RE
BHIZOWTIE, WESRL T 7ZS0.

WebUI 2+ 51213, WebUL DALY T A 2 ~IVTEBBLTLEE N,

INAT— KBS IELRILDETE

FIE

ATy T

ZOFMEHEST, Ay M7 vy F2ETETICU AT oeF 2V T 4RE (X147 66K
OFA 7T L) ZRELET,

wo7ar7 FTNox AN LFET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Autoinstall trying DHCPv6 on Vlanl

Would you like to enter the initial configuration dialog? [yes/no]: no

ATFYyT2 TurF R TCARX—T N —7 by hEASHLET,

The enable secret is a password used to protect

access to privileged EXEC and configuration modes.

This password, after entered, becomes encrypted in

the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: ***kxkkkkkx

Confirm enable secret: ***kxkkkxkkx
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The following configuration command script was created:
enable secret 9 $9$YMkVvPLbxKn4bESOAOX/akBBsukkRV1L.Tk7p2KaMOBXLQI.HbyGbXB8/g
|

end

ATFYT3 22 AL THREEZHEFEL, VAT X2V T 4 RECBHLET,

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[OK]

Use the enabled mode 'configure' command to modify this configuration.

ATy T4 FurF T, EWMATAENRAT— R~ A LET,

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

RTYTE AL v FOMOT X TORORE SALITEN T2~ 27— A LET,

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,
#’ . ! : kkkkkkkkkkkk

’

ATYT6 vAX—fE L) —FEANLTHELET,

Confirm the master key: ***kkkkkkkkk
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption

énd
Gx)
ZDOTNA AT HHEEITMEII R D700, v AX—FHIMRTF L TBLERH Y £7,

RTYTT TRy TR TC22ANLT, VAT LEFa ) T A REERFLET,
[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
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Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

Switch>

CL v k7w TDH

IR E DB

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: yes

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,

#, ,-' H KAXKKKKKKK KKK

Confirm the master key: ***xkxxksrix
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption
!

I

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...
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[CK]
Use the enabled mode 'configure' command to modify this configuration.

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Switch]: Switchl23

The enable secret is a password used to protect

access to privileged EXEC and configuration modes.

This password, after entered, becomes encrypted in

the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: **xxixkkdxx

Confirm enable secret: ***xxxkxxix

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ****xk&xx

The virtual terminal password is used to protect
access to the router over a network interface.

Enter virtual terminal password: ******xx%

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 12.16.1.120 YES DHCP up up
GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [12.16.1.120]:
Subnet mask for this interface [255.0.0.0] :
Class A network is 12.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:
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hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

!

interface Vlanl

no shutdown

ip address 12.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|

interface GigabitEthernetl/4

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!
VAT hEFX 2 VT 4 HEOH

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Autoinstall trying DHCPv6 on Vlanl yes

Cisco recommends that for enchanced security users should encrypt sensitive info

The configuration dialog will allow you to set encryption level

It is recommended that both type-6 & type-7 encryption should be enabled by user

For type-6 user will need to create and remember Master key as it cannot be recovered

[0] for both type-6 & type-7 encryption to be applied on the box
[1] for only type-7 encryption to be applied on the box
[2] for no encryption to be applied on the box

Enter your encryption selection [2]: O

Enter the Master key min 8 chars & max 127 chars, Master key should not begin with '!,

#, ,.Y H KAKKKKKKK KK KK
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Confirm the master key: ***xksxksxix
The following configuration command script was created:

key config-key password-encrypt
Testkeyl2345
|

password encryption aes
service password-encryption
!

|

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

Building configuration...

[CK]

Use the enabled mode 'configure' command to modify this configuration.

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Switch]: Switchl23

The enable secret is a password used to protect

access to privileged EXEC and configuration modes.

This password, after entered, becomes encrypted in

the configuration.

secret should be of minimum 10 characters and maximum 32 characters with
at least 1 upper case, 1 lower case, 1 digit and

should not contain [cisco]

Enter enable secret: **xxixkkdxx

Confirm enable secret: ***xxxkxxix

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ****k&xx

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: *****x*xx%

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl 12.16.1.120 YES DHCP up up
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GigabitEthernetl/1 unassigned YES unset up up
GigabitEthernetl/2 unassigned YES unset down down
GigabitEthernetl/3 unassigned YES unset up up
GigabitEthernetl/4 unassigned YES unset down down
GigabitEthernetl/5 unassigned YES unset down down
GigabitEthernetl/6 unassigned YES unset down down
GigabitEthernetl/7 unassigned YES unset up up
GigabitEthernetl/8 unassigned YES unset up up
GigabitEthernetl/9 unassigned YES unset down down
GigabitEthernetl/10 unassigned YES unset down down
AppGigabitEthernetl/1 unassigned YES unset up up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
IP address for this interface [12.16.1.120]:
Subnet mask for this interface [255.0.0.0] :
Class A network is 12.0.0.0, 8 subnet bits; mask is /8

The following configuration command script was created:

hostname Switchl23

enable secret 9 $9$4kYFyV4Hh9JVOkSCwi3/tNTc7uHy7CBsBfOWo6ulg/Sg07in3NJ5e7Yy0U
enable password 0 password
service password-encryption

line vty 0 15

password 0 password

no snmp-server

|

!

interface Vlanl

no shutdown

ip address 12.16.1.120 255.0.0.0
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface GigabitEthernetl/3
|

interface GigabitEthernetl/4

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[CK]
Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!
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XA TT—R2TA4 TDRT

CX 2T T =HUATEAMNT DI, ROBITTRT L 512, F#HEEXECE— N Tfactory-reset
al secure =~ > F& A LET,

Switch#factory-reset ?
all All factory reset operations
keep-licensing-info Keep license usage info
Switch#factory-reset all ?
secure Securely reset all
Switch#factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure?
[confirm]Y

factory-reset =~ KA 7 a v
s factory-resetall : 77 v > a b T _RTEHIBRLE T,

- factory-reset keep-licensing-info : T HMERREE~D Y ¥ v MY T A & o AR A IREF
L, T _XTE7 T v anbilfRLET,

. factory-resetallsecure : 77 v v a b T _RTEHIFRL, ~ U7 MEERL T—T 4 v =
CVEY=HZA XL ThbY U MLELET, ZHUTED, ZNHDNR—T 43D
T A EREETERNVE I LET,

| &

EE factory-reset all secure fR{EICIZRFM B0 255N H D £7, BFREZANEIRNTLEE
AN

Ay FRavwr REFTLERICe V2/RT 51213, IOSXEXZEE L, RO show 2+
RKEANDLET,

Switch#show platform software factory-reset secure log
Factory reset log:

#CISCO DATA SANITIZATION REPORT:# IE3100h

Purge ACT2 chip at 12-08-2024, 15:17:28

ACT2 chip Purge done at 12-08-2024, 15:17:29
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mtd and backup flash wipe done at 12-08-2024, 15:17:29.
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