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RDESIZ, AAAY—/NAREENhTVWB ZEANDLYET,

Servers Server Groups
Name Y Address Y Auth Port Y AcctPort Y
ISE 192.0.2.30 1812 1813
ISE2 192.0.2.31 1812 1813
1 ' 10 » 1 - 2 of 2 items

AT ¥ 7" 3 : Configuration > Security > AAA > Server/Groups > Server GroupsD JEICEE L .
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Servers Server Groups

Name Y Semver Server 2

ISE_RADIUS_1 ISE ISE2

1 10

CLI :

aaa new-model

!

radius server ISE

address ipv4 192.0.2.30 auth-port 1812 acct-port 1813
key keystring

!

radius server ISE2

address ipv4 192.0.2.31 auth-port 1812 acct-port 1813
key keystring

!

aaa server radius dynamic-author

client 192.0.2.30 server-key keystring

client 192.0.2.31 server-key keystring

!

aaa group server radius ISE_RADIUS_1

server name ISE

server name ISE2

deadtime 5

Server 3

NA
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APZ#IRL T. General > TagsDJEIZEIRL ., Site TagZ ARBIICEREL X TICEELET,
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Update & Apply to Devicez 7)Y I L& T,
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CLI :

wireless profile flex Flex

ip http client proxy 0.0.0.0 0
local-auth radius-server-group ISE_RADIUS_1
vlan-name client

vlan-id 76

vlan-name VLAN1414

vlan-id 1414

vlan-name VLAN1432

vlan-id 1432

vlan-name management-interface
vlan-id 39

pmk propagate

|

wireless tag site Flex-site
ap-profile default-ap-profile
no local-site

flex-profile Flex

|

ap h.h.h (AP Radio MAC address)
policy-tag default-policy-tag
site-tag Flex-site

rf-tag default-rf-tag

NERADIUSH—/NZFERL =O—HI)LEFREEIC & $802.1x WLANDERE
AFY 1 RBAFRIANEERLET,

AAA Method List > Authentication® 7 ., Configuration > Security > AAADJEIZIBIRL £9,
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| Name s equal to”™ FlexAAA = | | Type “Is equal to™ dot1x  x ?

Name Y Type Y Group Type Y Groupl Y Group2 Y Group3
FlexAfd dot1x group ISE_RADIUS_1 NfA NJA
1 10 «

ATV 2: WLAN Z¥ERRL £7,

Configuration > Tags & Profiles > WLANsD JEICBE L, +AddZEIRL £,

General2J T, 7O77A4)ILE. SSID, BLVAZ—TINAT—2AOEZRZ2ERLET,

Parsfiler Mame® Flomthy, Radlio Policy (L
| Tl
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AT Y 7 3: Security > Layer 22 7 ICBE L, WPA+WPA2 (Wi-Fi Protected Access), Fast
Transition as Enabled, Auth Key Mgmt 802.1X and FT+802.1XMJEIZI#IRL £ 9,

WA Paramaters

WPAT Eneiyplios
AF WP AP 5

Auzth Ky Mg (AKM)
Proteciod Manasgomant Frams I o 1

AT Y 7 4 : Security > AAAR 7 ICBE L, Authentication List ROAY AU XZ1—7T, ®HilZ
ERLEVARNZEBRLET,

S

Update & Apply to Devicez 7)Y I L& T,

ERENEWLANARRENET,



Configuration* » Tags & Profiles~ » WLANS

+ Add

Selected WLANs : 0

Status ¥ Name T ID T SsiD T 2.4/5 GHz Security
) i [WRAZ[802.1x][FT + 802 1x]AES]IFT
o i » 2 Flex Enabled]

ATV 5:RUS—7O7 74N EERLET,
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BLET,
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F|E 7 : Advanced® 7 ICBEIL . Allow AAA OverrideZ 4 X—7)ILICLE T,

Add Policy Prohie

¢ | Advanced |
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e
W -]
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Usar Db [Privain] Motk
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o =
¥ £ ] .
AAR Policy || 3
I_-_ P — WLAM Flan Policy
o

Update & Apply to Devicez 2 Y L X,

RI=7A7F7AUHFIVARNCRRENET,

Configuration » Tags & Profiles~ > Policy
= Add

Selected Rows : 0

Acimin Associated Policy

T s i) T Policy Profile Mame

] FlesAAA,
ATV T8 RUI—BITZERLET,
Configuration > Tags & Profiles > TagsD JEICEBE L £,

Policy’® 7 T, +Add%Z&EIRL £, Policy Tagi- BRI ZEFITE T,



Add Policy Tag

Mame* flex-policy-tag

Description Enter Description

TIZRA20O—J)LL T, WLAN-POLICY Maps® T T+AddZi#R L £ 9, WLAN ProfileT, ROV
THIAZ1—NSHEIZER L EWLANZZEIRL £9, Policy Profile T, BIIZYERL L 7=Policy
Proflez ROY 7RI AZ1—HSBRLET, FIVIRERZIUYIL., RIZApply to
DeviceZV )Y L&Y,

WLAN Proiio T Folcy Pros T
P rcnn drvailise
|
Miag WLAN and Policy
WLAN Profie” FlenAhh = Gl || (ST ® =

RLAN-POLICY Maps : 0

o Carcr

RIS—=BITHFVARNIRRENET,



Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

Selected Rows : 0
Policy Tag Name

flex-policy-tag

ATY T 9 APRTICRIS—RTZEN)ETET,
Configuration > Wireless > Access PointsDBICBEILE T, XT2ZETDHAPEZRBIRLET,

Configuration® » Wireless= » Access Points Edit AP "

General Interfaces High Availability Inventery Geolocation Cap Advanced Support Bundle
W All Access Points
General Tags
Totad AP5:2 T
AP Name® CWIG41-ROW- LAB2 a
Location® wefault location
Admin
P Marme I AP Modol toSkls  © Status Up Tirma
Base Radic MAG
. Odays 1L Sl M-policy-tag
CWE G4l- ROW-LAEZ ol CWE6A1-ROW 3 L] - Palicy r-policy-tag + 8
Ms1658  Eihemet MAC
AP2E021-E-LAB dlM  AR-APZEON-E-KY 2 ] 0 ',".'_'";,.1 | Site Fllse-siter v B
s TS5 admin Status enanen [l
1 10 w RF chlimalt-ri-1ag > B
AP Mode Flox
Wirite Tag Config to AP
6 GHz Radios
Version
Fabric Statu
5 GHz Radios Cleanhir NSL Key an
LED Settings NiA
2.4 GHz Radios
LED State envnoen [l
Pred 1 MiA
: Srightness Lew 8
Dual-Band Radios EitfhmnessCow] v Next Retry Time M
Flazh Settings
Boot Version
Country Flash State e
15 Version
LSEC Provision ¥ Apply Mini 105 Version 0.0.00
) _ - e IP Confi
AP Certificate Policy Time Statistics g
5 Ca

fate & Apply 1o Device

Update & Apply to Devicez 7)Y I L& T,

APEFILWRU S —RTToEieh, BESENET,

APHMALIS, TUOEARAVMOUANERBL., APAFlexE—RTHD & ZMEL T,



BTZEN)HTRENTEFT,

V¥ All Access Points

Misconfigured APS
Tag iry : FaBhack : -1
Total APs = 2 [ag Country Code : LSC Falback URWE
Musltiple APs can be configured at once from
Power Derate i Operation ! Configuration : CountryCode @ LSCFallback @ URWE H
Capable Status Status Misconfigured Misconfigured Misconfigured Policy Tag i Sile Tag i |RF Tag i Location
No LR
Yes Registered Healthy MNo Mo “' - pelicy - 12 Fles-site Safault-rf-1ag detault location

aaa authentication dotlx FlexAAA group ISE_RADIUS_1
I

wlan Fl1exAAA 4 FlexAAA

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa akm ft dotlx

security dotlx authentication-list FlexAAA
no shutdown

I

wireless profile policy FlexAAA
aaa-override

no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

I

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA

I

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag

site-tag Flex-site

rf-tag default-rf-tag

iE

Mg

ISE ®

R, 94T NFFO—-NILFR

EII_I;
B
)

AL CEDRDICISEZRETDHEN HVY T,

AT Y 7"1:Administration > Network Resources > Network DevicesD JEICKEIL £F, +Add%iE
RLET,

Clsco

MNetwork Devices

[



ATY7 2:9800 WLCEEMLET, BRIZHEEL. TOIPF RLAZEML T, RADIUSERAE
BREEAMICL, HEMBF—EEBMLET, COF—IE. 9800 WLCTAAAY—/NZ/ERL 1=
EEICHRELEENDERLUF—THBIXENHYET,

Bl

ATDSavez V)Y O LET,

ATY T 3: UE—RHANTWAND I KDNEZE (BLTAPHA AR R7OVE—RIC
BITLEEBE ) CAAAT—tE T AT—2/720—FELTHETESDKSIC. APZNetwork
Devices' ) ANICEEMTBDHAEN HYET,

9800 WLC GUITConfiguration > Wireless > Access PointsD JEICEBEI L. FAPDIP7 KL A% X
ELZET,

S

X BFlex APDIPT RLAZAZRT A4V JICRELE T, APA HIMTE 1 TI800 WLCA
DEieBRTSE. APRKDHCPA SHINDIP7 RLAZFEALTRE2TLK%1z®, ISEL
DBEFRDODNDAEEN BV ET,

AZT 1Y JUIP(IPv4/IPv6)Z BRIICLE T, Update & Apply to DeviceZ 2 )Y U LE T,
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ATY 7 4 :ISEICEREY). Administration > Network Resources > Network DevicesD)JEIZFZEI L E
T, +tAddZBIRL £ T,

9800 WLCERIURRE T, APZEXRY RD—OFNAAELTEMLET,

Ny Mgrapmei [y g

Ratwork Dasices

WS RO LAR
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ATDOSavez V)Y O LET,

2B DAPDIES -

Blotwork Dricos

APIEEN-E-LAR

1REL.FA1

RADRIS UDPF Seftingn

ATDOSavez V)Y O LET,

FYRNIDT=OFNAADRD) AR RFIENET,

Network Devices

—+ Add L Import Ty Export ]
O Name IP/Mask Profile Name Location Type
] 9800-WLC 192.0.2.20/32 &% Cisco (i) All Locations All Device Types
) CW91641-ROW-LAB 192.0.2.40/32 &% Cisco (7) All Locations All Device Types
O] AP28021-E-LAB 192.0.2.41/32 &% Gisco (§) All Locations All Device Types

APHEHRLULIPOEBHERNICHZEERF. NRAUVMEZFERAL T, APOIIIL—T24 (IXTT
BHEWES ) ICREREFEEZERIDE—DIN)ZRETEE T, ISENAPZEIC1DDXRY b



D—IOFNAAZERETHIHERIHEBA, EEL. DI RA—RENAVEFEHRTD &
T. FEBFNAANFISEAD T #D—RELTEHETHARMABRDICEITTELTLSEZTL,

AT Y7 5: Users®7 T, Administration > Identity Management > Identities D IEICEE L .
802 IXRRREAND 1 —HZEK L FT, +AddZBIRLE T,

Groups External ldentity Sources Identity Souwrce Sequences
. _— Network Access Users

L]

I—HYRBENAD—REZERL (NADT—ROBAATEAUNAT—RZAALET )., User
Groups ROY 7A I XA Z1—HSALL_ACCOUNTS ( F7 2N ) BBIRLET,

AT OSubmitz 7)Y L&Y,

Network Access Users!) AN TI1—H'%2HEETEE T,



Network Access Users

=

—— Add ON Change Status ol Import T Export (] Delete

Status Username -~ Description First ... Last... Email Ad... User Identity Groups

O Enabled 2 adminuser ALL_ACCOUNTS (default)

O

Enabled ¢ helpdeskus... ALL_ACCOUNTS (default)

) @ Enabled ¢ test

ALL_ACCOUNTS (default)

F )i 6 : Policy > Policy Elements > ResultsDJBIC¥E B L £ 9, Authorization > Authorization
Profiles® 7 T, +AddZEIRL £7,

= Cisoo IS
Conditions

Standard Authorization Profiles

(=]

O—ALRBREIZAT Y MAEVETSNTVWBVLANORAZ7O7 7 AL EERLE T,




ATOSubmitzo2 Y O LET,
EERZSFUATISENWLC/APICIEE T 2EHOFEMNIRTIENETET,
FI)iE 7 : Policy > Policy SetsDJEICEBEBHL T, LW RV —tY NEERLET,

+ic5Z UV OLET,
— Cisco ISE

Policy Sets

Status Policy Set Name

Q



R —tY NMCEBIZTET, Conditions¥]| T, ORIL—JLZEML . Network AccessT 1 ¥
2aF)EBMLUET, XIZ. Attribute Device IP Address& & £ ICEqualsZiEIRL £ 9,

9800 WLCEAPDIPT7 RL AZEML X,

ATDOUsez2JUY O LET,

AT Y 7 8 : Allowed Protocols%l T, Default Network AccessZiBIR L £ T, HE(CSaveZz T 1)
vyOLET,



= Cisco ISE

Policy Sets
(¥} Status Policy Set Name

gl

&

(] Mew Policy Set 1

Policy - Policy Sets

Allowed Protocols | Server Sequence

Description

Reset Policyset Hitcounts

Reset

Hits Actions View

Default Natwork Access  F]

Conditions
B Network Access-Device IP Address EQUALS 192.0.2.20
oR = Network Access Device IP Addvess EQUALS 192.0.2.40
=) Netwark Access Device IP Addiess EQUALS 192.0.2.4%

Defaul policy set

e Default

ATY 7 9: BlViewT,

Allowed Protocols [ Server Segquence

Default Metwork Access

REDEES(

Hits Actions View

Default Metwork Access (& -~ - 0 {'é’l. ¥

Reset

AT Y 7 10 : Authentication PolicyZ BB L. WLAN®E £802.1XFEEMN2ONHFH L VR —%Z4E

BLEXT,

Policy Sets—+ New Paolicy Set 1

Status  Policy Set Name

©  NewPalicy Set 1

s Authentication Palicy (5)

Status  Rule Name

(] Authentication Rule 2

] Authentication Rule 1

Description Conditlons
Netwoik Access Device IP Address EQUALS 102.0.2.20
oRr Metwork Access-Device P Address EQUALS 152.0.2.40
Network Access Device P Address EQUALS 192.0.2.41
Conditions

B RediusCalled-Station-IB ENDS_WITH FlexAAA
[E] wired_soz.1x

oR
[E] wireless_soz.1x

Reset Reset Policyset Hitcounts

Allowed Protocols | Server Saquence  Hits

% w4+ a0

Default Network Access

Hits  Actions

Internal Users

&

> Options

| Internal Endpoints ]

&

> Options



WLANZ MOF 4. Radius& WD F 4 2> 37 1) &Called-Station-ID & L\ S [& 1% % 3 D Condition &
ER L E T, Ends WithZEIRL ., WLANBEZAHZLET,

Editor

With .- FlexAAM

Select attribute for condition

Dictionary Attribute {[#] Info

ATDOUsez Y OLET, CORUT—NDFHE. Usedl Tinternal UsersZiBIRL £7,

ATY 7 11:8021XKR) > —0FE. ISETHERAAREE Wired_802.1X8 & U'Wireless_802.1XZ
A4 7S %FEAL TConditionZER L ETT. ChSNEEZRSYITFRROYILT, &4
BIBIRTDD, FERROBELZTSENTEET,

ETDUsezV)YOLET, ORI —DIFE, Use¥d Tlinternal EndpointsZiBIRL £9,

ATY 712 AuthorizationPoIicyi'CX'?El WEoLT, ILWRDD —ZERLET, T
NICBBZMFT, BEERV D —TWLANBICHERLEEOERAURHZERLET,

ProfilesBIT, ROY 77X I X_Z1—H57'"07 7 4 )LPermitAccessVIan1432% 38R L £ 7,



ATDSavexz V)Y O LET,

O—AJLERGE & EA L 7=PSK WLAND R E

ATFYT1:BHIC, "TUE—RNY A NTOFlexConnectE— RMDEBE, EI>3I OHRBAICH
T. APZFlexE—RTERELE T,

ATFY 7 2: WLAN Z¥EKRL E T,

Configuration > Tags & Profiles > WLANsD JEICBE L, +AddZiBIRL £,

GeneralZ4 T, 7O774)L&. SSID, BLVPAMZ—TILATF—ZADBZuZERL T,

rwanic [l ©
I AT . .
raie [l
P I T .
A L
- B Computbliey 1

Wi-FI 7 ompaiiblity

AT Y7 3 : Security > Layer 2D JEIZFE L. WPA+WPA2, Fast Transition as Enabled. Auth
Key Mgmt PSK and FT+PSK%&®IR L ., HEEPSK Format&PSK TypeZiEIRL T, 9547~
NTERATZENHEF—ZAHDLET,



Auth Key Mgmt [AKM)

Update & Apply to Devicez 7)Y I L& T,

ERE N EWLANARRENET,

Configuration™ > Tags & Profiles~ » WLANs

= Add

Selectad WLANs : 0

Status ¥ Name T ID

(4] FlexPSK L

ATV 4:RIU—7OT77ANEERLET,

T 55D Y 2.4/5 GHz Security

FlexPSK [WPAZIIPSKIFT « PSKIIAES]IFT Enabled)

[RXZE ( Configuration ) ]>[&27&7°'O7 7 4 )L ( Tags & Profiles ) 1> [/R1) < — ( Policy ) ] IC#

BLEY,

+AddZiBIR L, GeneralZ 7T, RU—7O77AI)NICBBIZF T, AT—XAZERIZL,
RRAALYFY, PREF, BLVOPRDHCPEEMIZLET,

v



Ganeral Apess Pobdied 005 e AT Mfcsbsdr b
Ir.. T lend ™K ] WILAN Swiiching Polcy
Dawcikotion S — oral Suiching e
|--- FMARLED il Contral atfonication D
Prarssuigrs W oo Ceniral [HCP B =
B WAL flarsting wamin [ Wi PART /AT B
T A | B

A 5 WLAN ACL

WTTP TIN € a a
P L { A o
WLAM Local Profling URL Filers 1
2280 ol D i P A L

. T Pt A » &

VLAN

I.'.'L'."'.'l.'l.\l. K = 1

izt WL

Update & Apply to Devicez 7)Y I L& T,

RI=7A7F7ALHFIVARNCRREIET,

Configuration~™ > Tags & Profiles - » Policy

Selected Rows : 0

Adimin Associated Policy

Status 1 Tags @ Y Policy Profile Name

[ FlexPSK



FIE6 : HL WPolicyZ T ZERTE D, BEEDPolicy XTI ZimETEEXT,

Configuration > Tags & Profiles > TagsDJEICBEL . BFORV S —XTZ2HmELET. wRET
PRTZERLET,

WLAN-POLICY Maps® T T+Add%Zi#IRL £9, WLAN ProfileT, ROY7HA I X_1—H5
BICYER L EWLANZZIRL £, Policy ProfileT, BIICYER L #=Policy Profilez RO Y &>
XZ1—NSBRULET, FIVIRRZIUY UL, RICApply to DeviceZZ Y VL ET

o

RV —RITNFTTICAPICEIN TSN TVWRHEER. OBRERBESLYEEA.

ES5THRVEBERE, APRU TR —2TZEV) B TET, Configuration > Wireless > Access
PointsDIEIZEIRLE T, RV —RTZ2ZETBHAPZREIRL. "Update & Apply to Devices %
)Y OLET,

APRFLWRUS —2TZFEALTHBL. BELTRYUET,

APHMALEES, TORBARAZNDODIVANE#IEL, APHFlexE—RTHY ., ELWEITHE
WETSNTVB I EZRATEET,

CLI :

wlan Fl1exPSK 5 FlexPSK

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa psk set-key ascii 0 Passwordl23
no security wpa akm dotlx

security wpa akm ft psk

security wpa akm psk



no shutdown

wireless profile policy FlexPSK
no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA
wlan FT1exPSK policy FlexPSK

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag
site-tag Flex-site

rf-tag default-rf-tag

=3
=1

802.1x WLAND £ 4

&  Wi-Fi
f":"'\ FlexAAA
Secured

Enter your user name and password

Password

Cancel



& Wi-Fi [ @

’ : * FlexAAA
Secured

Continue connecting?
If you expect to find FlexAAA in this location,

go ahead and connect. Otherwise, it may be a
different network with the same name.
Show certificate details

Connect Cancel

General

Clients

Client Propernties

Selected 0 out of 1 Glients

Chient MAC
Address IPvd Address  © IPvG Addrness
h.h.h 192.0.2.10
1 0 .
k

CO800-1#show wireless client mac-address h.h.h detail

h.h.h
ient MaC Type : Llrn-:erf.al'l-. administered Address
ient DUID: MA

st IPvd Address :192.0.2.10

Twﬁnm

rhﬂlh41 -ROW-LAB2
HE |
@ i associated
Policy Profile Flexans
Flex Profile * Flex
] d: 4

Y (55ID): FlexAAd

Connected For : 134 seconds
Protocol : 802.1lac
Channel : 48
ent IIF-ID : Oxald000001
1ation Id : 33




Qo5 Map Capahle :
FlexConnect Data Switching : Local
FlexConnect Dhcp Status @ Local

FlexConnect Aauthentication : Local
client Statistics:

APCLIT, ROONY RZETLET,

(O1641-RowW-LaBFkow dotll clients

§5_wob_wi
HHHH-HH HH-HH HH

ns - RADILUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devicos RADIUS Drops Clent Stopped Responding

Time Status Details Repeat ..  ldentity Endpoint ID Endpoi... Authentication Palicy Authorization Policy Authorization Pr.. IP Address  Network Device
] o
IP Address Network Device Device Port Identity Group Posture ... Server
IP Addre: v Network Device Device Port Identity Group Posture Sta Server

ISE1

11641-ROW-LAB User Identity Groups:ALL_ACCOUNTS (default), Unknown ISE1

Time Status Details




Cisco ISE

Owarview

Evian

WUsarmame

Endipaint Id

Endipoint Profile
Amhonticaton Policy
faphorization Policy

Authorization Resull

Authanticabion hlanbty
Stora

idantity Groug
Authendicabion Mathod
Authentication Prolocdl
Service Type

Metwork Device
Davice Type

Location

MAS IPvd Addross
NAS Port id

MNAS Port Typa
Autharization Profila

Rosponsa Tima

5200 Authentication succeeded

1881

HHAHHHH-HH:HAHA

Unkncavm

K Policy 561 1 == fnhenticaion Rule 2
Haw Policy Sat 1 == Authorization Ruke 1

PermitAccessVian 1432

Intinal Usors

User kdantity GroupscAlL_ACCOUNTS (datault), Uinknowm
dotix

FEAR ([EAP-MSCHAPYE)
Framed

CWO NGl - ROW-LAE

All Dewice Tyoes

Al Loscations
192.0.2.40

Raadio: 1Wkan: 1

Wireloss - [EEE 802,11
ParmithccossWianiaiz

Gd mallisaconds

PSK WLAND £ 4 :

< Wi-Fi

= FlexPSK
’éh Secured

Enter the network security key

MNext Cancel



Clients e 9

General
Cliants

Client Properties

Selected 0 out of 1 Clents

IPvd Addross I IPvB Address

hhh 192.0.2.10

CLI :

C9800-1#show wireless client mac-address h.bh

Client MAC Addr : h.hh
Client C Type : Umiversally Administered Address
Client DUID: NA
client IPvd Addre
Clhent IPvh Addr
Client Usernam
4P MAC address :
4P Name: CWOl64I-ROW-LAEZ
Tot : 1
State : Assnciated
ProTile : FlexPsK
: Fl
1d:
WLAN Profile Hame: FlexPsK
wWir Hetwork Name (SS5ID}: FlexPsk
S

Client IIF-ID :
Association Id

t Data hitching
onnect Dhop Status

1
lot I0 WiLaN IE f i _wgb_wirad 15_s14d
i U

Hai

NZTNaA—FT142T
F#IL =254 7> NMACT KL ATAPF/NY Y B & URANL —REARICLE T,

APT, ROFNY T =#AZ—TIIZLET,



FlexConnectA X2 kDT /Ny J

FlexConnect PMK® 7/\ ¥ &/

debug flexconnect dot11r

debug dot11 client management information ( 724 7> NEBEBOT/NY J')
debug dot11 client management critical ( 2478 )

debug dot11 client management errors ( 724 F7 2 RNEBIZ—OF/NNV T )
debug dot11 client management events ( 724 7> REBAXRY NOFTNY T )

802.1x WLANDIEE

AP, FRIEA LA ZTFNY T LET,

APIF802.11AT—RY IV EO—NILF—EBZRNELET,
APRTYITI—2a>zBL, VAT NOFBAEZERLET,

[*06/19/2026 06:49:00.1836] CLSM[HH:HH:HH:HH:HH:HH]: client moved from UNASSOC to AUTH

[*06/19/2026 06:49:00.1890] wcp/flex_roam_st :: Flexconnect 1llr enabled for client HH:HH:HH:HH:HH:HH
[*06/19/2026 06:49:00.1908] CLSM[HH:HH:HH:HH:HH:HH]: cTlient moved from AUTH to ASSOC

[*06/19/2026 06:49:00.1909] Sending ADD MOBILE to client SM for local auth client mac HH:HH:HH:HH:HH:HH
[*06/19/2026 06:49:00.1931] CLSM[HH:HH:HH:HH:HH:HH]: cTient moved from ASSOC to 8021X

APREFTELEL, VIANA—/N\—5 4 REBALT, 9514 FY REFWD (74D —F 1%
) REICBITLERT,

*06/19/2026 06:49:20.3601] received WCP_EVENT_CLIENT_AUTHORIZE (non) roaming case clearing roam flags
*06/19/2026 06:49:20.3601] CLSM[HH:HH:HH:HH:HH:HH]: WCP_EVENT_CLIENT_AUTHORIZE : Plumbing key info to
*06/19/2026 06:49:20.3612] wcp/flex_roam_st :: Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
*06/19/2026 06:49:20.3625] CLSM[HH:HH:HH:HH:HH:HH]: client moved from 8021X to IPLEARN_PENDING
*06/19/2026 06:49:20.3627] wcp/flex_roam_st :: Flexconnect Sending HREAP_APAUTH_CLIENT_ADD

*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Retrieved key for FT+FT_DOT1X algono: 8, vlanId: 1
*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Local auth (Add) on radio 1 Vap 0 reported to WLC
*06/19/2026 06:49:20.3701] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
*06/19/2026 06:49:20.4313] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprlv0
*06/19/2026 06:49:20.4317] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 1 Vap 0 IP 192.0.2.10 updatere
*06/19/2026 06:49:20.4318] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

L S e T s T s Y s Y s N s Y s N s I s B |

UL ZRAEORANL—AOY :

RANL—R, Y2 3a>OWLCOFA—TARNL—23a>2a207ICBELET, WLCH IS A
TVRDIDERD S —%=BRIALET,
WLCAHFlexConnect7 Y I —>3a > &#RBEBLE T,



2026/06/19 06:49:
2026/06/19 06:49:
2026/06/19 06:49:
2026/06/19 06:49:
2026/06/19 06:49:
2026/06/19 06:49:

20
20
20
20
20
20

.934325580
.936543415
.936579730
.936600851
.936654791
.936769433

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

WLCH RIS —ZAPICT Y21 LET,

[client-orch-sm] [18318]:
[dotlx] [18318]: (info):

(note): MAC: hhhh.hhhh.hhhh H
[hhhh.hhhh.hhhh: capwap_9040000
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040
[ewlc-infra-evq] [18318]: (note): Authentication Succes
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040

2026/06/19 06:49:20.937447786 {wncd_x_RO-13}{1}: [svm] [18318]: (info): [hhhh.hhhh.hhhh] Applied User Pr
2026/06/19 06:49:20.937451734 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: c
2026/06/19 06:49:20.937452534 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: t
2026/06/19 06:49:20.937455590 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: v
2026/06/19 06:49:20.937456177 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: m
2026/06/19 06:49:20.937458436 {wncd_x_R0O-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: u
2026/06/19 06:49:20.937462127 {wncd_x_R0O-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile:tu
2026/06/19 06:49:20.937462755 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: t
2026/06/19 06:49:20.937463426 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: t
2026/06/19 06:49:20.937464035 {wncd_x_RO-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User Profile: t
ST O R

2026/06/19 06:49:
2026/06/19 06:49:

20.

20

937594042
.937597878

9SATY RS X—4,
2026/06/19 06:49:20.939394217 {wncd_x_R0-1}{1}: [dot11] [18318]: ( 3% ) : MAC:

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[auth-mgr] [18318]: (info):
[auth-mgr] [18318]: (info):

[hhhh.hhhh.hhhh:capwap_9040
[hhhh.hhhh.hhhh:capwap_9040

hhhh.hhhh.hhhh Client datapath entry params - ssid:FlexAAA,slot_id:1 bssid ifid: 0x0, radio_ifid:
0x90400008, wlan_ifid: 0xf0400004

WLCIEO—AJLDHCP/ARPZN L TIPZEEBL XY,
2026/06/19 06:49:21.001000218 {wncd_x_R0-1}{1}: [client-iplearn] [18318]: ( i* ) : MAC:
hhhh.hhhh.hhhh D Z A 72 NIPT—Z2 AR BLEL Iz, AR IPAX—E>JI1P:192.0.2.10

D5AT7 2 NEREEICERENATVET,

2026/06/19 06:49:21.002363496 {wncd_x_R0-1}1}: [errmsg] [18318]: (info):
%CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: R0/1:wned : I—H&I> MU
( 7AK ) A, MAC: hhhh.hhhhh.hhhh on channel (48)D 7 /N4 AMssid ( FIexAAATHS )
2026/06/19 06:49:21.002795009 {wncd_x_R0-1}{1}: [client-orch-state] [18318]: ( 7% ) : MAC:
hhhh.hhhh.hhhh Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN



AZRF7AY>FUF

APEWLCOERNI KON THSEERITZETOEE,

APAWLCICIMALE T, 97472 MMEEFEIC802.1XFAZEITL, APRIZA T h%Z
FWD ( &% ) REICBITLE T,

ISERADIUSZ A4 7052, 94T vy a s NfRRENET,

[*07/06/2026 20:26:05.8590] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprovo0
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 0 Vap 0 IP 192.0.2.10 updatere
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients: 1
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -40 M7 No No

APIEWLCICEETEZ Y, BEEHIRNZHEVREL, AZRTZOVE—RICPYYEDYET
o BFEOUVZATNEO—HAINICESEENEERICRYET,

*07/06/2026 20:28:47.0840] Re-Tx Count=1l, Max Re-Tx Value=5, SendSegNum=33, NumofPendingMsgs=4
*07/06/2026 20:28:50.0860] Re-Tx Count=2, Max Re-Tx Value=5, SendSeqNum=34, NumofPendingMsgs=5
*07/06/2026 20:28:53.0870] Re-Tx Count=3, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:28:56.0990] Re-Tx Count=4, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:28:59.1000] Re-Tx Count=5, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:29:02.1010] Max retransmission count exceeded, going back to DISCOVER mode.
*07/06/2026 20:29:02.1020] Flexconnect Switching to Standalone Mode!

*07/06/2026 20:29:02.2170] CAPWAP State: DTLS Teardown

L I s T s TN s T s I s s By |

EEL, 94T MEEIEHREERENTVET,

CW91641-ROW-LAB2#show dot11 clients

dot1 195 AT > RNDEF : 1
954 F7> NMACAOY NID WLAN ID AID WLAN#&RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 FlexAAA -40 M7\ W\ 2
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APENY OTF

APRWLCADEZZEELXT. APRERT—RIZEY,

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

34:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

44

15

15

15

15

25

.7240]
15.
.2670]
.26801]
15.
15.

2670]

2680]
2680]

.2770]
15.
15.

2780]
2780]

.2780]
15.
25.

2880]
0830]

.08301]

HEWLCERHBLET,

94T >

CLSM[HH:HH:HH:HH:HH:HH]:

. RADIUSH—/NNICEETE

'7'3“
NOEAE /J‘HSU) HEN, APH SHIBRE

Session timeout

hostapd:aprOv0: CTRL-EVENT-EAP-RETRANSMIT hh:hh:hh:hh:hh:hh
hostapd:aprOv0: CTRL-EVENT-EAP-TIMEOUT-FAILURE hh:hh:hh:hh:hh:hh

wcp/flex_roam_st ::
wcp/f1ex_roam_st -

CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:

TISE/—ROBETEBITLET,

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

Y 7RADIUSH—NICOZAT

Flexconnect hapdev: Received UNAUTHORIZE for hh:hh:hh:h

Flexconnect hapdev:
:HH] :
:HH] :
:HH] :
:HH] :
:HH] :
:HH] :
:HH] :
:HH] :

recv'd UNAUTH with DISCONNECT REQUE
Client delete initiated with timeout of 10 seconds
Remove success from ClientIPTable on aprOvO

Not sending DELETE to cont, reason CLIENT_DEL_EAP
Deauthorize succeeded to radio intf aprOv0

client moved from FWD to DELETE_PENDING

Send Deauth with reason 2 force 1 - Radio 0 Vap 0
Delete timeout

Delete client reassoc 0 succeeded to radio intf ap

htEvIaEEELEY,

~

O—ALIOZA4ThEYSaVE

NEvZaziE, APERAT—RALCETIVT, 77ZAXVISE/—RENYIT

APt'??*fT‘/ NEWLCLETERZFAERTEN, APEWLCEDERNI XV LERIZOTA

NI 72y 7Z2BBLELEATLIL,

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients:

Upon roaming

L B e T e Y s Y s I s N sy I e O s Y s Y s B sy |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

back,

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

the client undergoes local authentication.

49.
49.

49

49

49

49

2830]
2840]

.2850]
49.
49.

2850]
2920]

.29301]
49.
49.

2940]
2940]

.2940]
49.
49.

2940]
2940]

.2940]

CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
Flexconnect local_auth 1
CLSM[HH:HH:HH:HH:HH:HH] :
CLSM[HH:HH:HH:HH:HH:HH] :
Adding RM Capable IE - Len =

HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:

HH

HH:
HH:

HH

HH:

HH] :
HH] :
:HH] :
HH] :
HH] :
:HH] :
HH] :

The AP processes the association and move

US Auth(b0) seq 2653 IF 23 slot 0 vap 0 len 30 sta
DS Auth len 30 sTot 0 vap 0

Driver send mgmt frame success Radio 0 Vap 0
client moved from UNASSOC to AUTH

US Reassoc Req(20) seq 2654 IF 23 slot 0 vap 0 len
AUTH TYPE RSNIE DOT1X

Populate client capability: cap_from_click=true, m
Tocal_assoc 1 frame subtype 32

radio id: 0, vap id: 0, max clients for this wlan:
radio state: 1, client state: 1, max_client_per_ra
5, RRM[0] = 73, RRM[1] =

DS [re]Assoc 1 req_len=201 resp_len=146 11lr_len=0 cckm 0 gos_flag 1 status !
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*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.

2940]
2950]
2950]
2950]
2960]
2960]
2960]
2960]
2960]
2970]
2970]
29801]
6360]
6360]
6370]
6370]
6370]
6370]
6370]
6380]
6380]
6380]
63901]
6900]
6910]

CW9164I-ROW-LAB2#show dotll

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -39 M7 No No

CLSM[HH:HH:HH:HH:HH:HH] :
CLSM[HH:HH:HH:HH:HH:HH] :
CLSM[HH:HH:HH:HH:HH:HH] :

Driver
client

Sending ADD MOBILE to client SM
wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:

wcp/flex_roam_st

HH:
HH:
HH:
HH:
HH:

HH:

HH

HH:

:HH] :
HH:
HH:

Flexconnect
Flexconnect
HH] :
Driver
HH] :
HH] :
HH]:
Flexconnect

client

DS Reassoc Resp(30) IF 0 slot O vap O state AUTH,

send mgmt frame success Radio 0 Vap 0

moved from AUTH to ASSOC

for Tocal auth client mac HH:HH:HH:HH:HH:HH
Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
encode_and_send_add_mobiTle_to_dottll_client

ADD_MOBILE AID 1

Add CTient success AID 1 Radio 0 Vap 0 Enc

Added to ClientIPTable on aproOvO

moved from ASSOC to 8021X

Added to WCP client table AID 1 Radio 0 Vap 0 Enc

hapdev: client WCP_EVENT_CLIENT_ASSOC/REASS

received WCP_ EVENT CLIENT_AUTHORIZE (non) roaming case clearing roam flags
wcp/flex_roam_st ::
wcp/f]ex_roam_st HH
wcp/flex_roam_st ::
wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

HH:

HH

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

clients

HH

:HH] :
HH:
HH:

:HH] :
HH:

Flexconnect
Flexconnect
Flexconnect
Flexconnect
Flexconnect
HH] :

HH]: Client
HH]: client
Flexconnect

HH]: client

(AUTHORIZE) received PTK thru wcp_event

HH:HH:HH:HH:HH:HH cTlient ACL , Qos Profile:
AAA Override Vlan with WLAN mapping: 1432 f
Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
encode_and_send_add_mobiTle_to_dottll_client

ADD_MOBILE AID 1
check vlan override vlan 1432

ADD Encrypt Key success AID 1 Radio 0 Enc 4
moved from 8021X to IPLEARN_PENDING
Sending HREAP_APAUTH_CLIENT_ADD

Authorize succeeded to radio intf aprOv0

moved from IPLEARN_PENDING to FWD

*07/06/2026 20:59:57.7690] Discovery Response from 192.0.2.20

L T s T s TN s Y s Y s N sy Y TN s Y s T s N s Y s Y s B ey B |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:

21

:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:

08.
08.
09.
09.
09.
09.
.5510]
12.
12.

12

12

0080]
4820]
3740]
3780]
4040]
5020]

6480]
6490]

.6520]
12.
12.
14.
14.
14.
14.

6520]
6520]
8270]
8270]
82801]
82801]

CAPWAP State:
CAPWAP State:

DTLS Setup
Join

Sending Join request to 192.0.2.20 through port 5253, packet size 1376
Join Response from 192.0.2.20, packet size 1397

CAPWAP State:
CAPWAP State:
CAPWAP State:

Image Data
Configure
Run

AP has joined controller (C9800-1

Flexconnect Switching to Connected Mode!

CLSM[HH:HH:HH:HH:HH:HH] :

AP_REAP_CLIENT_INFO_PAYLOAD Client MAC HH:HH:HH:HH

AssocTimeAtAP 1783371169 clientBitmap=0x13

CLSM[00:
chatter:
chatter:
chatter:
chatter:

CW9164I-ROW-LAB2# show dotll clients

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -40 M7 No No

00:00:00:00:00]:
pmk_tracker ::
bssid BB:BB:BB:BB:BB:BB,
pmk_tracker ::
bssid BB:BB:BB:BB:BB:BB,

PMKTracker:

Numbers of Local Switching clients to report : 1
PMKTracker:

add dotllr entry for client HH:HH:HH:HH
Tife_time 1783371774, created_at 17833716
add dotllr entry for client HH:HH:HH:HH
Tife_time 1783371774, created_at 17833716
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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