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show capwap client timer

CAPWAP TIMERS Running Current / Max (seconds)
PATHMTU_TIMER : 23 / 30

MSG_CLIENT_STAT : 124 / 180
DATA_CHANNEL_KEEP_ALIVE_TIMER : 24 / 30

ECHO | NTERVAL_TI MER : 23 / 30



PERI ODI C_ECHO TI MER : 233 / 300

PRIMARY_DISCOVERY_TIMER : 50 / 120
CAPWAP_WDG_UPDATE_TIMER : 4 / 5
FLASH_WRITE_INTERVAL_TIMER : 21 / 60
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+ debug wireless mac <APE#EMAC>
« show logging profile wireless filter mac <ap-radio-mac> to-file bootflash:<7 7 1 JL>
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s F=RFX—TTSATEREBTEELATL L, BA : CAPWAPEY 2 3 U RITIRESE
R BEUREET AR

« EBMBRF—TTSATXYE—, capwap7OY UL

« Invalid keepalive X ¥ 2—<, no WTP MAC

s F—TTSATORBIZKBLEL ., CAPWAPEY A ARDIAUEHA,

s TF=BOF—TTTATHFHER—M<port>BUADEBBR—NTEEETND

« EBBAP <mac>TT—RF—TTSATNEEEND

« UE—KRKARNIp>OWTPEY 230 T—7IIOF—RETIIEHREEFTEELEATL
oo

« CAPWAPT—X N RLIV KN ZEHTERLEATLL

F—8TL—YOF—TF 17 e
BRE

o <SIC>A S<ASHCTF—RDF—TTSAT2ZE

« <enc/plain>T—RF¥—T T4 TIHEEEE

c PASFEF—TTSATNTY NEROYFLTVET : <ip>, FHEEY> I

« IP<ip>AS8F—TTFSA7NTY hEROYILTVET, F—RXDODTLSAT—RA%EE
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+ Loadbalancing data keep-alive X ¥ £— A"RBALE L 1=
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« seqnum <N>WBEF 1 —RICH DN ELackZ2BBL TV EWES, BEFELET,

+ Retransmitting message: <msg-name> retransmit attempt: <M> ( Bi XY £— : <msg-
name> retransmit attempt: <M> )

« =T UABE<N>OIVNUN<SSBEFI—ICA>TVWET, BEELEL

« CAPWAPEYZ 3 AT L, <msg>DHRABIEEHENINEL ...
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« AP CAPWAPtEY>a> &K TLTVET,

« CAPWAPDTLStEY>3a>zZ@ELUET,

 capwap-diis#ElfitEYy > a2 nikT

« capwap-dtls7F—Xtv> 3> 0KT

s REBEOFIE/NT Y RA<SSHEIICZEEnEL L,

s BEOT—3F—TTSATNTY MH<SSHHIICZEENEL .
« APICX L TCAPWAP DTLStEY>a AU shEL . BHE :

ik

IEEEESFUF
APTINY T OREE

ZDAP debugd XY REFEAT D E. APEWLCHRBOCAPWAPHIHE LB F—RF—TT 54
TBEREHRTEET,

#debug capwap client event

ROFTNY JO7k, EEBECAPWAPEBES — T2 AZRLTVWET,

13:11:441Z, APZCAPWAPI I—ER%#UDPR— R52468 2 TWLCICEEL XL, AL A
X—=/NILOBIZ, APIECAPWAPTF—RF—TT 547N 7Y N%ZUDPR— RN5247 2B THEEL
FLE, OJF. WLCAHEAOERICEEICKRELEZEEZRLTVET,

BALARVTIE, BEODCAPWAPBEY A VI ZERLET,

« 13:11:44.0917 - TO—EBRNFREEFEchEL I,

« 13:11:44.0018 : F—RF—TTFTIATHFEBEhEL I
+ 13:11:44.0926 - WLCHA S ZEL ET—EF—T T4 7
« 13:11:44.0940 - WLCA' 5 ZEL T O— %,

CchSNDBRALAZT &, CAPWAPHIHIF ¥ X EF—RXF v X)L OEANHAEE) (CHEE
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*07/19/2026 13:11:14.0817]
*07/19/2026 13:11:44.0917]
*07/19/2026 13:11:44.0917]
*07/19/2026 13:11:44.0918]
*07/19/2026 13:11:44.0918]
*07/19/2026 13:11:44.0918]
*07/19/2026 13:11:44.0926]
*07/19/2026 13:11:44.0927]
*07/19/2026 13:11:44.0927]
*07/19/2026 13:11:44.0927]
*07/19/2026 13:11:44.0927]
*07/19/2026 13:11:44.0940]
*07/19/2026 13:11:44.0004]
*07/19/2026 13:12:14.0004]
*07/19/2026 13:12:14.0005]
*07/19/2026 13:12:14.0005]

L T s T s TN s Y s Y s N sy Y TN s Y s T s N s Y s Y s B ey B |

ZOVRNIYTEBENBIBETEIRETHD L EZRABLET,

[RX]JKEEPALIVE: RoundTripTime=0.001 sec
Echo Request: Send count 22

[TX]Echo Request: Sent to 10.105.60.132
[TXJKEEPALIVE: Send to 10.105.60.132-5247

[TXIKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port:

chatter: [RXJKEEPALIVE: Count 164
Sending KEEPALIVE to WTP SM
Capwap data keep-alive Msg.

5272 => ip: 10.105.60.13

[RX]JKEEPALIVE: Session ID 3221108139, Next scheduled for TX in 30 sec

[RX]JKEEPALIVE: RoundTripTime=0.001 sec
[RX]JEcho Response from 10.105.60.132

[RX]JEcho Response from 10.105.60.132 RttCount 1

[TXJKEEPALIVE: Send to 10.105.60.132-5247

[TXIKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port:

CAPWAP#I4/N4 v N D#&EE ( UDPR— 5246 )

NTY RFYTF v o8

NTYRFYTFrICKY,
LECENHERETEET,

WLCENT Y hZ2EREICREL, ERZNEL, TSI
CAPWAPHIHF ¥ )L (EDTLSES

AP#"UDPR—

—2aVF—RELTNTY RNEYTFYICRTENET,

N ip.addr == 192.168.100.122 && capwap

S{tefEAL TRET B LD, BERE

HFDL ica t ion Data
CAPWAP-Control = Echo Regquest

5272 => ip: 10.105.60.13

N5246#FH T13:11:44(CCAPWAPT O —ERZ 45

—EEREICERLEL I,
SlbENLTTUT

N, __ | Time __ Source Destination Protocol |ID|Pr Differen Idh Ci TotalLength AL i Imn o
933? 2026-07- 19 13 ‘11 4d 93?939 192,168, 10& ‘123 18, ‘105 ae 132 DTLSvVe. Bxch o 93
I 9338 2026-07-19 13:11:44.937939 192.168.104.123 3
9339 2026-87-19 13:11:44.937939 10.185.608.132 192.155.1&5.123 DTLSv.. Bxcd BB
9340 2026-87-19 13:11:44.037930 10.185.6@8.132 192.168.180.123 DTLSv. - Bxcd - 188
9755 2826-87-19 13 11:58.174978 10.84.63.223 255,255,255.255 CAPWA. . - Bxce. - 426,348
ATES MAME AT 1A 13.19.EA TTAATE 1A Ba B3 443 aEe aee aee aee Faras Auna ane sam FARLILA Fansond

AAYFINTY NOBEE

AAYFINTY NFYTF ¥ &,

Apcui éﬂtc.t&lj‘baf?o

N ip.addr == 192168100123 &8 capwap

Source:
—E/-1d L3TLLIA0.004/ /0 10, A03.00. 132

Destination
LY&. A0D. 100 LES VILIVe -

Pretecel 1D Pr| Differen Idi Ci Total Length A id Inte
CEI 140y APPLICATION Uata

Application Data

Application Data
Application Data
CAPWAP-Control — Discovery Request[Malformed Packet]

Fdrcmimes Bamned Y facmad Benbad]

E5{LE NIECAPWAPHITH/NT Y RAWLCA S EEICZFEE

]

87-19 13:11:46.605395 192.168.190.123

18.105.60.132

=-87-19 13:11:46.685419 192.168.180.123 18.105.60.132 DTLSw.. Bxcl . 93 Application Data
=07-19 13:11:46.605965 10.105.60.132 192.168.108.123 DTLSv.. . Bxcd . 1ea Application Data
-B7-19 13:11:46.605994 108.105.60.132 102.168.108.123 DTLSv. - Bxcd . 108 Application Data



CAPWAPF—XF—7"F S5 4 7JHIE (UDPR— K5247)

AP EHRI ICUDPR— K5247% 5t U TCAPWAPTF— XX —T7TSA 7T IN\NT Y N&EZEEL.,
CAPWAPF—Z2 R X DRELMZERELE T,

13:11:44I2, APASWLCIZA W TF—RF—T T34 TNT Y RFEFEENEL 1z WLCIK/N
TYREERBICZEL, MEIB2F—T T4 TRBZNEICERLEL =,

CHOEERBRBICKY), CAPWAPTF—R/NANG|EHEEERRETHY) . APEWLCOBONG
BEENEEICHEL TVWB I ENERENET

N capwap.keep_alive %]

ne Source Destination Protocol |ID Pr Differen Id C: Total Langth Auid InfD

EUTH AT dde AU TAITS AT AV AUT hES AL AT AUV AT i . VALY o uArmece MOAG METETHALAYG UG NG CELREL )
26=-07=19 13:10:44.915937 10.105.608.132 192.168.180.123 CAPWA. Bxc® - 86 (ﬁWaP-Data Keep=Alive[Malformed Packet]
26-87-19 13:18:44,915937 19.105.608.132 192.168.189.123 CAPWA.. - Bxce - 86 CAPWAP-Data Keep-Alive[Malformed Packet]
26-07-19 13:11:14.925946 192.168.108.123 18.105.608.132 CAPWA. - Bxcd® 86 CAPWAP-Data Keep-Alive[Malformed Packet]
26-87-19 13:11:14,925946 192.168.109.123 10.1085.608,132 CAPWAL.. Bxcl® . 85 CAPWAP-Data Keep-Alive[Halformed Packet]
26=-07-19 13:11:14.926938 10.1085.60.132 192.168.180.123 CAPWA. Bxc® 86 CAPWAP=Data Keep=Alive(Malformed Packet]
26-87-19 13:11:14.926938 10.1085.60.132 192.168.108.123 CAPWA. - Bxce - B6 CAPWAP-Data Keep-Alive[Malformed Packet]
26-87-19 13:11:44.936948 192.168.108.123 10.105.608.132 CAPWAL. o Bxcl o 86 CAPWAP-Data Keep-Alive(Malformed Packet]
26-87-19 13:11:44.930948 192.168.109.123 10.1085.608.132 CAPWAL. Bxcd - 86 CAPWAP-Data Keep-Alive[Halformed Packet]
26=-07-19 13:11:44.936948 10.1085.60.132 192.168.1@0.123 CAPWA. Bxc® - 86 CAPWAP-Data Keep=Alive[Malformed Packet]
26-87-19 13:11:44.936948 10.185.60.132 192.168.180.123 CAPWA. - Bxce - 86 CAPWAP-Data I(eep -Alive [Halformed Packet]

A AT AR AM_AM.S4 AATAAA ARR 4SR AAR ARR am aAr A amn v Aon e PATIAN Rk Waae AT o WY Ea o Mool

AAYFINTY NOBEE

AAYFNTY NF ¥ TF ¥ Tlk. CAPNAPF—RF—TT7SATNNTY NAAPEWLCOHRET
A ERICEXENECEEZESICRIELET,

BEBENLENTYRT7O-ICRY, ROZENEFEEIET,

« F=BRFX—TTSATNNTY NAWLCICEEICEELEL £,
« WLCHHIBE B F—T T4 T BZERLEL I,

« AMYFRISEZAPICEIELEL

« BENATNT Y FNBRREELEFBATL L,

i capwap.keep_alive

Timea Source Dastination Protocol 1D Pr Differen| Id: C: Total Langth A ld Info

2026-87-19 12:11:16,593732 192.168.1080.123 10.1085.60.132 CAPWA.. Bxc® . 86 CAPWAP-Data Keep-Alive[Malformed Packet]
2026-87-19 13:11:16.593752 192.168.100.123 18.105.60.132 CAPWA. Bxcd - 86 CAPWAP-Data Keep-Alive[Malformed Packet]
2026=-87=19 13:11:16.5%43082 10.105.68.132 192.168.108.123 CAPWA.. Bxc® . 86 CAPWAP=Data Keep=-Alive[Malformed Packet]
2026-87-19 13:11:16.594321 10.105.68.132 192.168.108.123 CAPWA.. . Bxc® . BB CAPWAP-Data Keep-Alive [Malformed Packet]
2026-87-19 13:11:46,604354 102.168.100.123 18.105,60,132 CAPWA., Bxcd . &6 CAPWAP-Data Keep-Alive[Halformed Packet]
2026=-87=19 13:11:46.684372 192.168.100.123 18.185.60.132 CAPWA_. Bxcd . 86 CAPWAP=Data Keep=-Alive[Malformed Packet]
20826-87-19 13:11:46.604802 10.105.68.132 192.168.108.123 CAPWA.. . Bxecd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
2026-87-19 13:11:46.604822 10.105.68.132 102, 168,108,123 CAPWA.. _ Bxc® . 86 CAPWAP-Data Keep-Alive [Malformed Packet]

/N Y N(UDP 5246) AP Y U O R4 Y FTROYTEn?

CDTARNTIE, APPY U ORA Y FTCAPWAPOY RO—JL7R— KN(UDP 5246)A" RO Y
73“7‘&%@AP®E1’EEﬁEwu\b¥?O

FA



BRIk, WLCHEROUEEISZICKIILEICEA A H ST, CAPWAPHIE/NT Y KAAPICZ|
ETERVEBEEDAP, WLC, BLUVRY ND—V0EEZKRIETHETT,

COTFTIATRRODELSICEP>TVERT,

« APIEWLCIZXL TCAPWAPI—ERDEEEHTLET,

s WLCIE, EI—EXXRZEEICZELTRELET,

e WLCIF., W92 I —REE2ERKLEFT,

c APTY TV ORAY FRISEEZELETHN., APICEELEFH A

« APRIO—RZEZZELEVLEY, RKHNICRABAERHZEXZ, CAPWAPAT—RY
DUoEBEBHLET,

APTINY J 5 #t

12:11:55.4568 D EF 2T, APIECAPWAPI I—EXR ZUDPR— N52468 2 TWLCIZIEEL TV
£7,

TO—EXR: EZEHV KO

BEOEHESFVFAERELRY), TI1—REBRZEECNELATLE, TOER, APETF7 #
JLNDOCAPWAPZ A X —ICE> TBEEZHRBLET,

BREERRODEALAZYTTIIOhELL,

[Time] [Event]

12:12:00.2587|BixE V> h=1

12:12:03.2599|BixfEhV > k=2

ol

12:12:06.2610|BIXfEH V> h=3

jilll

12:12:09.2624|BIXEHh V> h=4

12:12:12.2637/BIXfEHDV > k=5

SEIEMBIEENDLKHMNE., APIKCAPWAPHIfEY > 3> 2REFELEELEL L,



12:12:15.2647TDRER T, AP ZHRELEL 1=,

BEABIEEHEBAEL =, DISCOVERE—RICRYWET,

TOERIC., APKCAPWAPAT—RKNY > ZBREEBLT, ILLWF1AAND 7O RAZHEA
LEL L,

L S e I e T s Y s Y s B sy Y s N s I s B |

WLCRARL—RIZ&V, O NO—ZTLEOEBEARKEL BN 22N

*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

11:
11:
11:
11:
12:
12:
12:
12:
12:
12:
12:

54

54

55

06

15

.2577]
.2577]
55.

4568]

.4568]
00.
03.

2587]
2599]

.2610]
09.
12.

2624]
2637]

.2647]
15.

2647]

[RXTJKEEPALIVE: Session ID 4068929293, Next scheduled for TX in 30 sec
[RX]JKEEPALIVE: RoundTripTime=0.001 sec

Echo Request: Send count
[TX]Echo Request: Sent 1

Re-Tx
Re-Tx
Re-Tx
Re-Tx
Re-Tx

Count=1, Max
Count=2, Max
Count=3, Max
Count=4, Max
Count=5, Max

Max retransmission
Failed to reach capwap down with retransmission 3 times

Re-Tx
Re-Tx
Re-Tx
Re-Tx
Re-Tx
count

0

Lost 269
Value=5,
Value=5,
Value=5,

NumofPendingMsgs=3
NumofPendingMsgs=3
NumofPendingMsgs=3
NumofPendingMsgs=3
NumofPendingMsgs=3
DISCOVER mode.

SendSeqNum=63,
SendSeqNum=63,
SendSeqNum=63,
Value=5, SendSegNum=63,
Value=5, SendSegNum=63,
exceeded, going back to

mENERT,

12:11:58.731835712MBF R T, WLCIKAPIZ K 2 TEFBENIZCAPWAPIO—ERZERICZE
chsoOdE, WLCHAERZEEICAEL, BYBSEEERLEZZEEZRLT

LTVWERT,

WET, TN&E. 12:12:19.802183814 TWLCAH'APA SDTLS Close NotifyZ ZELEL 1z, O

RNO—ZASEBENEII—REEZZELEN 2D, APRYIichEL I,

TOHER.

WLCIEDTLStEY 23> &K TL, APODT Y I—> 3 #HRERRLEL I,

<#froot>

2026/07/17 12:

2026/07/17 12:
2026/07/17 12:
2026/07/17 12:
2026/07/17 12:

AP di sconnect initiated

Renot e Host :

<{froot>

VK- W.C#show wi rel ess stats ap

12:19.802274790 {wncd_x_R0-1}{2}:

[ewlc-dtls-sess] [16522]:

(info):

192.168. 100. 120[ 5256] MAC. 889c. ad26. ea00 dtls session cl osed

12:19.802279648

12:19.802321202
12:19.802376588

Name

hi story

{wncd_x_R0-1}{2}:
12:19.802317470 {wncd_x_R0O-1}{2}:
{wncd_x_R0-1}{2}:
{wncd_x_R0-1}{2}:

AP12

[ewlc-infra-capwap-dgram] [16522]: (debug): dgram handl

[ew]lc-capwapmsg-sess] [16522]:
[capwapac-smgr-srvr] [16522]:

(debug) : Encrypted DTLS
(debug) : Mac: 889c.ad26.e

[ap-join-info-db] [16522]: (note): MAC: 889c.ad26.eal0

AP12, Ethernet nmac :

ed4e. 2d2c. 3d0c, Reason: DTLS close alert from peer,



AP12 889c.ad26.ea00 Joined 07/17/26 12:24:18 NA

AP12 889c.ad26.ea00 Disjoined 07/17/26 12:12:19 NA
AP12 889c.ad26.ea00 Joined 07/17/26 12:09:25 NA
AP12 889c. ad26. ea00 Disjoined 07/17/26 12:08:33 NA Heart

Monitoring = > Wireless~ » AP Statistics

General Join Statistics AFC Statistics URWE

Total APs : 4
Base Radio e Last Reboot Reason Y Last Disconnect T
AP Name Y APModel ¥ Status Y IPAddress Y MAC Ethermnet MAC YT  (Reported by AP) Reason
CWa1641- . .
APEB49.9259.0800 ROW (4] 10.105.60.227 10a8.29cfe540 & 6849.9259.08d0 / No reboot reason Heart beat timer expiry
Training -AP CO9105AX-D Q 10.105.60.91 6cd6.e32d.f640 # 6cd6.e336.138 & No reboot reason AP Auth Failure
AP12 CO130AXI-D (4] 192.168.100.86  8B9c.ad26.eall F edde2d2c.3d0c & Noreboot reason Heart beat timer expiry
M P

APSCS8.814F.04E0 CW178I © 192.168.100.87  ecf4.0cc7.1600 © 8cB8.814f04e0 F No reboot reason ey Retransmissionite

1 100 Lok A ¢

WLC EPCRRXD & Z2HRBLET,

« BURALARRT T, CAPWAPTI—ERIEFWLCICEEICEELEL =,

« WLCIHEEB{tE N /=CAPWAPTI—5&%®4ERKLEL 1=,

« CAPWAPHIIRS 7 14 v U IEDTLSEES{LIC K > THREETh TV 8, BZlkApplication
Datat R REhFE T,

LEAST, EPCRIOVNO—ZHARBBEERBCEBLECEZRIELET, ChiZRY,
WLCABEEDRATHLS KN KXY,

48748 2026-87-17 12:11:58.738949 192.168.108.128 18.185.68.132 DTLSv. - Bxcd . LE] Application Data
48741 2026-07-17 12:11:58.730949 192.168.100.120 19.105.60.132 CAPWA.. fxcd . 52 CAPHAP-Control - Echo Request
48742 2026-87-17 12:11:58.731956 10.185.608.132 192.168. 109. 128 DTLSv- Bxcd . B8 Application Data
48743 2026-87-17 12:11:58.731956 18.105.60.132 192,168.100.120 DTLSv. - Bxcd . 1lea Application Data

N | _ws.colinfo == "CAPWAP-Control - Echo Request”

Packet details B Regular Expression B | #cha Fi
Options: Case sensitive Backwards Multiple occurrences.
Mo. Timea Source Destination Pratocel | ID | Pr/ Differen Idi C: Total Length Auld Info
11212 2826-87-17 12:00:47.679957 192, 19.105.6@,132 CAPWA.. Bxcd . 32 CAPWAP-Control - Echo Request
CAPWA_ Bxcd - 52 CAPWAP-Control - Echo Request

22007 2026-87-17

.731956 192.

[ | 97-17 E 1 ¢ Echo Re
49881 2026-87-17 81.732948 192.168.108.120 10.105.60.132 CAPWA. Bxcl - 52 CAPWAP-Control - Echo Request
49292 2026-87-17 12:12:04.733955 192.168.1088.120 16.105.68.132 CAPWA_ Bxch 52 CAPWAP=Control Echo Request
49485 2026-87-17 12:12:87.734947 192.168.108.1208 16.1085.608.132 CAPWA Bxch

52 CAPWAP-Control = Echo Request
- Echo Request

49695 2026-07-17 12:12:18.735954 192.168.1080.128 10.1085.608.132 CAPWA.. Bxcd o 52 CAPWAP-Control
= Echo Request

49972 2026-07-17 12:12:13.736961 19Z.168.180.128 16.1085.60.132 CAPWA... Bxcd 52 CAPWAP=Control

be



APT YTV DALY FTREENLNTY MFYTF v, BROBZIARERYET,

FYTFYRRRIOZEERLTVET,

c AA4YFIE, WLCICK 2 THEBENEBStenAEAI - ZEEICZELEL

s BERTTVT—23>F—RELTRRENET, chid, DTLSESILAERTHREL
x99,

s BERAPICEEEENEBATLE,

ZOERFRRAODEHVYTT,

APIECAPWAPTI I—i&x2ZELERATLE,
APEIO—EROBEEFEEZEHRITLEL I

BREBHIVEN, BROICEREEhEELEWVEEZBAEL &,
APIECAPWAPAT—RIYI U 2HBREEBLEL I,

NTYRFYTF v &, CAPWAPHITH NS 7 14 v ONFiEchiERA NELTAAS Y FRBRE
CHEBELET

N ipaddr == 192.168.100.120 && capwap <
Time Source Destination Protecol |ID Pr Differen Id C: Total Length AL ld Infa ; B

5895 2026-87-17 12:11:50.B65681 19.197.34,153 255.255.255.255 CAPWA., . . OX0. - 37e, 292 CAPWAP-Control - Discovery Request[Malformed Packet]
5899 2026-07-17 12:11:50.B65752 14.197.34.153 255.255.255.255 CAPWA. = o Bxch. - 378,292 CAPWAP-Control = Discovery Request[Malformed Packet]
6568 2026-87-17 12:11:58.119587 192.168.108.120 18.1085.68.132 DTLSw.. Bxch 1469 Application Data
6569 2026-87-17 12:11:58.119553 192.168.190.120 10.105.60,132 DTLSV... 0ncl . 1469 Application Data
6572 2026-07-17 12:11:58.120206 14.105.60.132 192.168.180.128 DTLSv. = xcd - 1469 Application Data
6663 2026-87-17 12:11:58.401499 10.84.63.223 255.255.255.255 CAPWA. - . BxcB. _ 426,348 CAPWAP-Control — Discovery Reguest[Malformed Packet]

APFT Y 729 AL Y FTCAPWAPF— A KR— K(UDP 5247)/ RO Y 7'& h %

CHOTARNTIE., CAPWAPOY RO—JL7R— K(UDP 5246) ' % E L TWBIRET, APTY 1)
2O ARAY FTCAPWAPTF—RR— N(UDP 5247)A" RO Y 7E N IZBE DAPOEMEZRILIL &
ERS

BN FUFERERY), APIZUDPR— N5246i8H TCAPWAPTI I—X Y £—T 2 EEICKER
I5ET, WLCEDCAPWAPHIfHEGZ#HIELEKEITE T, =L, CAPWAPTF—ZF—77
SATNTYNEZORRNI)YTHZETTERVED, APIEREKNIZCAPWAPT—R /N A%
FiEFTBELEES L. CAPWAPOBREHZHRBLE T,

APF/Sy Y04 (&, CAPWAPHIEF + 2L AFARNEBUTERCBHEL TV S L 2ER
£7.

FyY7F Y OREBEIC, UDPAR—RK5246% 1 L TIEEET N A=CAPWAPTI—EXRIEWLCHA 5D
BMEIO-ISE0ZEZ#EL. O MO—-IIL7TL—2BEN N PHchBEVWC EZERELEL
o



=1L, 14:30:15084 . APTIRCAPWAPTF—RF—TT7 547N 7Y N%ZUDPR— N52474%F
HTEELTVWET, WRITB2T—ERF—TTSATRBENZEEhEL 2D, APRER
TAAZALZBHBLELE, BEERE. ROZALAZ T THRIAETEXT,

RA LAR> T |[Event]

14:30:15 BUIDT—RF—TTS54TDIEE
14:30:19 BT

14:30:25 BE1T2

14:30:37 BHET3

14:30:49 HE1T4

14:31:01 B&E1T5

14:31:13 BRENEBERT

COE. CAPWAPTIO—RERZEEMKEHERL LN, APRT—EF—TTSA4TNTY NC
WTEIREEZEFELERATLE, BETOHETEHZBIBT S &, APA SUnencrypted Data
Keepalive TimeoutF #|&E &, CAPWAPOBEBAFRBENEL 1z, £14:31:116(2. APIKEETF
DCAPWAPtY>a>a#&TL, F4AANUZ7ORAICRY EL &,

AP12#[*07/19/2026 14:30:15.9995] [TX]JKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:15.9995] [TX]KEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
*07/19/2026 14:30:15.9996] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:30:19.0002] [TX]KEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:19.0002] [TX]KEEPALIVE: Schedule for Retransmit in 6 sec sec_drop_count=0
*07/19/2026 14:30:19.0003] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:30:25.0023] [TX]KEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:25.0024] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:25.0024] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:30:37.0066] [TX]KEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:37.0066] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:37.0067] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:30:49.0109] [TX]KEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:49.0109] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:49.0109] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:31:01.0151] [TX]KEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:31:01.0151] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:31:01.0152] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
*07/19/2026 14:31:13.0195] [TX]KEEPALIVE: Send to 10.105.60.132-5247

[ T s T s Y s Y s Y s N sy Y s N s Y s N s Y s Y s B s I s B sy B s B |



[*07/19/2026 14:31:13.0195] [TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
[*07/19/2026 14:31:13.0196] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
[*07/19/2026 14:31:16.0207] Warning, unencrypted data keepalive failed

[*07/19/2026 14:31:16.0207] Going to restart CAPWAP (reason : data keepalive not received)...

CAPWAPF—ZF ¥ I DBE, NL—AK, AV MNO—SHFFHPENDTF—2FX—TT7547
NTYREZELBD 2 EDDEESSHERLET, BRIWIC, AP TF—RF—TTSATE
EA2EELE%E, WLCEDTLSEY >3 DR T EAPOYIMAR R ER&LEL A, RARNL
—ATHRBEND S —TVRAILKY, F=BF =TT SATRA LTI RETAPH BRI IC
BEBBREhdET, OO MNO—JREBELEFECENBRENET,

AP ethernet macZfE L =RANL — 2R :

<tfroot>

2026/07/19 14:31:16.842212773 {fman_rp_R0-0}{2}:

2026/07/19 14:31:16.842250177 {wncd_x_R0-2}{2}:
2026/07/19 14:31:16.842251233 {wncd_x_R0-2}{2}:

[source] [20448]: (debug): ipc(mgipc/wncd_2/wncd-fmrp)
[errmsg] [16638]: (note): %CAPWAPAC_SMGR_TRACE_MESSAGE-
[capwapac-smgr-sess-fsm] [16638]: (note): Mac: 889c.ad2

Last Data Keep Alive Packet received 90 seconds ago.

2026/07/19 14:31:16.843318439 {wncmgrd_R0O-0}{2}:

2026/07/19 14:31:16.843318599 {wncd_x_R0-2}{2}:
2026/07/19 14:31:16.843320409 {wncd_x_R0-2}{2}:

DISJON - AP Mac: 889c. ad26. ea00 ,

Radio MACZfEH L ==RANL—X :

<ttroot>

2026/07/19 14
2026/07/19 14
2026/07/19 14
2026/07/19 14
2026/07/19 14

AP di sconnect

2026/07/19 14

:31:16.737070835
:31:16.737072831
:31:16.737076419
:31:16.737078137
:31:16.841870791

initiated. Nane :

:31:16.841890831

{wncd_x_R0-2}{2}:
{wncd_x_R0-2}{2}:
{wncd_x_R0-2}{2}:
{wncd_x_R0-2}{2}:
{wncd_x_R0-2}{2}:

{wncd_x_R0-2}{2}:

[Toadbalance-algo] [16262]: (note): Algo counter decrel
[wsa-core] [16638]: (debug): WSA AP EVT Create Populate
[wsa-core] [16638]: (debug): WSA AP EVT Create Populate

new ap di sconnect reason 'DTLS close alert from peer' (26)

[capwapac-smgr-sess] [16638]: (debug): Mac: 889c.ad26.e
[capwapac-smgr-srvr] [16638]: (debug): Mac: 889c.ad26.e
[msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw.
[msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw.
[ap-join-info-db] [16638]: (note): MAC: 889c.ad26.eal0

AP12, Ethernet nac : e44e.2d2c. 3d0c, Reason: DTLS close alert from peer

[capwapac-smgr-srvr] [16638]: (debug): MAC: 889c.ad26.e

WLCLETWEENEEPCIC& 2T, O O—ZAIONT Y NuEBARIEEENET, FYTFv
. CAPWAPHIHENT Y RATARNEAKZBUTCEECLRBENZEGT LN, WLCTTF—2F—7



TZ2ATNTY NIEE

EhBEL 2122 Z2RLTVET,

COBEHERIE. APOFT/NNY IO

JE—FHL, AV ROA-LAFYRIFTITATOEETHBICEL LD
FATRANZALFRBLIECEZRLTVET,

_,‘

5.

—82F—=T77F

N ip.addr == 192.168.100.123 && capwap |3
» Time Saurce Destination Proteced ID Pr Differen Id Ci Total Length Al ld Info
11827 20826-87-19 14:38:13.475973 10.185.68.132 192.168.108.123 DTLSw. - xcd - 85 Application Data
11828 20826-87-19 14: 192, 168.100.123 19.105.608.132 DTLSw- - xcd - 117 Application Data
11820 20826-87-19 14:38: 192. 168,100,123 18.105.60.132 CAPWA_ Bxed - 76 CAPWAP-Contral — WIP Event Request
11838 2026-87-19 14:39:13.476365 10.185,69,132 192.168.1088.123 DTLSv.. Bxcd . 65 Application Data
11831 2826-87-19 14:39:13.476965 18.185,68,132 192.168.108.123 DTLSV = Bxel . &5 Application Data
11928 2826-87-19 14:38:16.714959 192.168.1080.123 19.105.60.132 OTLSv. - Bxcd . 1469 Application Data
11929 2826-87-19 14:39:16.714959 192.168.1088.123 18.105.60.132 CAPWA_ Bxcd . 1428 CAPWAP=Control = WIP Event Request[Malformed Packet]
11938 2826-87-19 14:39:16.715951 10.185.68.132 192.168.108.123 DTLSw.- Bxcd 1449 Application Data
11931 2026-87-19 14:38:16.715951 10.105.68.132 192.168.100.123 DTLSve o Bxcd . 1468 Application Data
11998 2026-07-19 14:30:18.0824992 192.168.100.123 10.195.60.132 DTLSv- = xcd - 437 Application Data
11991 2826-87-19 14:39:18.0249092 192.168.180.123 16.1905.60.132 CAPWA_ Bxcd o 396 CAPWAP-Control = WTP Event Request
11992 20826-87-19 14:39:18.025984 10.1085.68.132 192.168.1008.123 DTLSw— @xcd - 65 Application Data
11993 20826-87-19 14:30:18.025984 10.185.68.132 192.168.108.123 DTLSv- - @xcd - 85 Application Data
11994 2026-@7-19 14:30:18.0828399 192.168.109.123 18.105.60.132 DTLSV. - fxcd 437 Application Data
11995 2026-a7-19 14:30:18.8283950 192, 168.100.123 18.185.608.132 CAPWA fxch . 396 CAPWAP-Control - WTP Event Request
11996 2026-87-19 14:30:18.028390 10.185.68.132 192.168.1008.123 DTLSV- dxcld . 65 Application Data
11997 2826-87-19 14:38:18.028998 10.185.68.132 192.168.108.123 DTLSv. - dxcd . 85 Application Data
12834 2026-87-19 14:39:18.236987 10.132.179.233 255.255.255.255 CAPWA. . .. Bxcl. - 378,308 CAPWAP-Control - Discovery Request[Malformed Packet]
12036 2826-87-19 14:39:18.236987 10.132.179.233 255.255.255.255 CAPWA. - .. Bxcl. - 378,300 CAPWAP-Control - Discovery Request[Malformed Packet]

24V F

AP

OO, BUEOHIWLCICER]

N capwap keep_alive a

o Tirme Source Destination Protocol 1D Pr Differen Idi| Ci Total Length AL ld Info
JIUY LUSUSUITLY A%iL0.90.IIEE00 AFE. A0 LUU.LLD FURFUR T i ALY o LAFRAFTVELE RECHTALLVE LG LIV IS FELAEL]
3303 2026-87-19 14:28:48.332827 10.105.60.132 192, 168. 188,123 CAPWA. - [: Pl - B6 CAPWAP-Data Keep-Alive[Malformed Packet]
3384 2826-87-19 8.332844 18.185.60.132 192.168.109.1323 CAPWA. . Axch . BB CAPWAP-Data Keep-Alive[Malformed Packet]
5336 2026-87-19 14:29:18.342564 192.168.109.123 108.1085.60.132 CAPWA. Med . BB CAPWAP-Data Keep-Alive[Malformed Packet]
5337 2026-87-19 14:29:18.342506 192.168.100.123 10.105.60,132 CAPWA. 112 - BE CAPWAP-Data Keep-Alive[Malformed Packet]
5348 2826-87-19 1@.105.60.132 192.168.100.123 CAPWA- - e o &6 CAPWAP-Data Keep-Alive[Malformed Packet]
5341 2826-87-19 16.185.60.132 192.168.109.123 CAPWA. . Bxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B573 2826-@7-19 192.168.1088.123 108.1085.60.132 CAPWA. Mxed . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B574 2026-87-19 192.168.100,123 10.105.60,132 CAPWA.. Wicl . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B577 2026-07-19 14:29:48.353998 10.105.60.132 192.168.100.123 CAPWA- = [ I B6 CAPWAP-Data Keep-Alivel[Malformed Packet]
B578 2026-87-19 14:29:48.354918 190.105.608.132 192.168.199.123 CAPWA. - fxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
18376 2826-87-19 192.168.180.123 10.105.60.132 CAPWA Bxcd - B6 CAPWAP-Data Keep-Alive[Malformed Packet]
18534 2926 @7 1.9 192. 168,100,123 10.105.60, 132 CAPWA.. Wich . BB CAPWAP-Data Keep-Alive[Malformed Packet]

192, 168. 1
192.168.189.

3

CAPWAP-Data
CAPWAP-Data

Live [Malformed
Keep-&l ive[Malformed

YT ODRAALYFTREETNENTYRNFYTFYE, NTYRFARAYFICERETSE
EEhBHL>2ECEEZRLET

Pac! ket]

12141 2026-87-19 192.168.100.123 10.105. Sﬂ 132 CAPWA - BB CAPWAP-Data Keep-Alive[Malformed Packet]
12959 2026-87-19 192, 168.100.123 10.105.608.132 CAPWA. - BB CAPWAP-Data Keep-Alive[Malformed Packet]
13620 2026-07-19 192, 168,100,123 18.185.60.132 CAPWA.. - &6 CAPWAP-Data Keep-Alive[Malformed Packet]
15834 2026-07-19 192.168.100.123 10.105.60.132 CAPWA. - 86 CAPWAP-Data Keep=Alive[Malformed Packet]
16474 2026-87-19 192.168.100.123 10.105.60.132 CAPWA. - B6 CAPWAP-Data Keep=Alive[Malformed Packet]
16886 2026-07-19 14:31:52.003518 192.168.100.123 10.105.60.132 CAPWA - BB CAPWAP-Data Keep-Alive[Malformed Packet]
17889 2026-87-19 14:32:04.0087609 192.168.100,123 18.185.60.132 CAPWA- = B6 CAPWAP-Data Keep-Alive[Malformed Packet]

: 192 16E 100 123 101085 60132 LAPWA B6. LAPWARSD LA ki aliveldalfocmed Packet]

CAPWAP7T

C DHEEEIX . Cisco Bug ID CSCvs66015

—RF =TT S4AT OEML

eSO FIAORNT TN 1 —F 4 TICRIABET,

1.APOYIBIO NS TN 21 —FT 4> : CAPWAPTF—RX—T7 T 547 BE&MICL &,
APA CAPWAPHIIF — 7T Z A 7 LKL EEITTWR A ES A ZHBL., APF—T7
ZATUHORAERERETEET,

2. CAPWAPT—ZF*—7F7ZA7OROY7TORREZHBETHETOEREERE L T,
CAPWAPTF—RF*—7 TS A7 L& B{lizRITTIZE L,

—

2



3.7SFOTLY OV AERBICB TR A7 7APKE., BAIL—TY ROWANU > 9ZAALT
EfiEnE T, APDIDERAZT7E—RIZRELTOTANT Y RF+ TF v 2INET S5
B, FYTFYENEIXNTONT Y ME, capwapT—RAKR—RNEFEHAL T, WANU S
BHTWLCICEEENE T, TOEHEES, WANUVIZBREERNIAIY)., TS FL244E
_HEERELET,

4. A_T7 7E— RTAPDcapwapT—RXF¥F—TTSA T &2E ML, 75 F TACLEERL
T. EEWHZAPH S DcapwapT—Z/NT Y & ROY 79384, capwapHlf A EY] T
HBDEHAPEERENLEETRICEY, NTYRFYTFYTWANU O RFEIBT D LR
<APARA Y FR—RNHASOTAZRETEET,

9800 WLCA*' S MCOS-APF—RF—TTS5ATDAZ—TINIF1t—TIENIH-LET,
F7AILRNTRE, WLCCEAPOREDTF—RF—T T SATHFAZ—TIIZBE2TVET,

WLCONY > R :

NXZ%| "Unencrypted Data Keep Alive; TAT—RAERRLET,

show ap config general

2)APEBIZLBDTF—BF—TTI3A4T DA Z—TINIF14E—T)

ap name AP-NAME keepalive
ap name AP-NAME no keepalive

AP B 5 COS-AP data keepalive enable/disableZ N Hi—L & T, 7 ) KT, APOF
—RF—TTIATRBBCBE>TVET,

APIN> R :

)X F% "Unencrypted Data Keep Alives TAT—RZAZRRLET,

show capwap client config

2)APTOF—=RF=TTZ47DAX=7NIF1E—=T)

capwap ap unencrypted_data_keepalive enable



capwap ap unencrypted_data_keepalive disable

Bl -

APLARILTHF—TTSATFIVIREMILEESE :

AP12#capwap ap unencrypted_data_keepalive disable

<tfroot>

AP12#show capwap client configuration

AdminState

: ADMIN_ENABLED(1)

Name : AP12

Location : default location
Primary controller name : VK-WLC

Primary controller IP : 10.105.60.132
Secondary controller name : 9800-demo

Secondary controller IP
Tertiary controller name

: 10.106.39.156

: Enabled

ssh status

ApMode : Local
ApSubMode : Not Configured
Link-Encryption : Disabled
Unencrypted Data Keep Alive Di sabl ed
OfficeExtend AP : Disabled
Discovery Timer : 10

AP OFINY T -

APOFNY T TR, APEWLCOBTTF—RX—TTSA7TNT Y NXEARELTVAEWNS
Fhhv)EST, HEH/)\NTY NXBETHFERTEETT,

AP12#debug capwap client keepalive ( 75 AT NE—=TTFZA4T DTNV T )

AP12#[*07/19/2026 15:24:33.4087] Echo Request: Send count 0

[*07/19/2026 15:24:33.4087] [TX]JEcho Request: Sent to 10.105.60.132
[*07/19/2026 15:24:33.4112] [RX]Echo Response from 10.105.60.132
[*07/19/2026 15:24:34.0006] [RX]JEcho Response from 10.105.60.132 RttCount 1
[*07/19/2026 15:25:34.0032] Echo Request: Send count 1



*07/19/2026 15:25:34.0032] [TXJEcho Request: Sent 2 Lost 2

*07/19/2026 15:25:34.0056] [RXJEcho Response from 10.105.60.132

*07/19/2026 15:25:34.0006] [RXJEcho Response from 10.105.60.132 RttCount 2

*07/19/2026 15:27:34.0327] Echo Request: Send count 2

*07/19/2026 15:27:34.0327] [TX]JEcho Request: Sent 3 Lost 2

*07/19/2026 15:27:34.0347] [RX]JEcho Response from 10.105.60.132

*07/19/2026 15:27:34.0004] [RX]JEcho Response from 10.105.60.132 RttCount 1

*07/19/2026 15:28:34.0025] Echo Request: Send count 3

*07/19/2026 15:28:34.0025] [TXJEcho Request: Sent 4 Lost 2

*07/19/2026 15:28:34.0050] [RXJEcho Response from 10.105.60.132

*07/19/2026 15:28:34.0022] [RX]JEcho Response from 10.105.60.132 RttCount 2

AP12#[*07/19/2026 15:29:43.5772] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
[*07/19/2026 15:30:04.0140] Echo Request: Send count 4

[*07/19/2026 15:30:04.0140] [TXJEcho Request: Sent 5 Lost 2

[*07/19/2026 15:30:04.0164] [RX]Echo Response from 10.105.60.132

[*07/19/2026 15:30:04.0011] [RX]Echo Response from 10.105.60.132 RttCount 1

[*07/19/2026 15:30:27.7695] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13

L T s TN s T s T s N sy N TN s N s I s B |

F—REX—TTSATNTY RN ROV TENRTVTE, F—EF—TTS5A4TF TV IOREM
CLTWBEH, APRF—TT7SA7NTY RO ROV I OEER#Z TR ERBR<KWLCETRE
LTLVWET,

Monitoring = > Wireless - » AP Statistics

General Join Statistics AFC Statistics URWB
Misconfigured APs License Non-Compliance @
—
Tag: Country Code : LSC Fallback : URWE ] liant APs .
Total APs : 1 ag untry on Compliant APs L]
Multiple APs can be configured at once from Bulk AP P, ] feature
WLC

Admin  : Association Operation

AP Name : AP Model : Status Up Time {  Uptime IP Address ¢ AP Radio MAC i  Ethemet MAC :  Staws
AP12 4 €8 C9130AXI-D ®© Odays3hrs58  0daysOhrs12  192.168.10012  gaq. 4no6ea00 ~ edde.2d2c3d0c S~ Registered

mins 7 secs mins 25 secs 3
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