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WLC GUI

RIZRTF KD, Configurations > Layer2 > VLAN > Click + Add > VLAN ID "Custom VLAN ID" >
Name "Custom Name" > State ACTIVATED > ARP Broadcast ENABLED D JEIZZEL £9,
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WLC#



WLC#config t
WLC(config)#vlan [VLAN ID]
WLC(config-vlan)#name [WORD]
WLC(config-vlan)#exit

WLC(config)#vlan configuration [VLAN ID]
WLC(config-vlan-config)#arp broadcast
WLC(config-vlan-config)#end

WLC#
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WLC GUI

RICRF KSIZ, Configurations > Tags & Profile > Policy > Click + Add > General > WLAN
Switching Policy > Central Switching ENABLED > Central Authentication ENABLED > Central
DHCP ENABLED®D JEICHBEL £ T,
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WLC#

WLC#config t

WLC(config)#wireless profile policy [WORD]
WLC(config-wireless-policy)#shutdown
WLC(config-wireless-policy)#passive-client
WLC(config-wireless-policy)#no ip mac-binding
WLC(config-wireless-policy)#central switching
WLC(config-wireless-policy)#central dchp
WLC(config-wireless-policy)#central authentication
WLC(config-wireless-policy)#vlan [WORD | VLAN ID]
WLC(config-wireless-policy)#no shutdown
WLC(config-wireless-policy)#end

WLC#
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KIZRTF KSIC, Configurations > Tags & Profile > WLAN > Click + Add > General > Profile
Name "Custom Name" > SSID "Custom Name" > WLAN ID* "Custom Name" > Status ENABLED
> Apply to DeviceDJEICBEL £7,



Add WLAN

WLAND & E

KIZRT KSIZ, Security > Layer2 > PSK "check box" > PSK Format ASCII > PSK Type
Unencrypted > Pre-Shared Key* "Custom Key" > Update & Apply to Device D JEIZiEIRL £,
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WLC#

WLC#config t

WLC(config)#wlan [WORD] [WLAN Identifier]
WLC(config-wlan)#shutdown

WLC(config-wlan)#security wpa akm psk
WLC(config-wlan)#no security wpa akm dotlx
WLC(config-wlan)#security wpa psk set-key ascii [WORD]



WLC(config-wlan)#no shutdown
WLC(config-wlan)#end
WLC#
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RICRTF KD, Configurations > Tags & Profile > TAG > Click + Add > Name “Custom Name” >
WLAN-POLICY Maps: > Click + Add > WLAN Profile* “Select Custom WLAN” > Policy Profile*
“Select Custom Policy” > “EW\WF T Y J7RY U A" > Apply to DeviceDIEIZV U Y I LET,



RIS =BT ORE

WLC®OCLI

WLC#

WLC#config t

WLC(config)#wireless tag policy [WORD]
WLC(config-policy-tag)#wlan [WORD] policy [WORD]
WLC(config-policy-tag)#end

WLC#
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RIZRT KSIC, Setting > Network > Attached to: Select Bridged Adapter > Name: "Select
Laptop Physical WiFi Adapter" > Promiscuous Mode: Allow Al JEIZ#IRL £9,
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ew Help
admin@timpadilLubunku: ~ >

bdmin@timpadilLubuntu:~5 ifconfig
np@s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet [192.168.166.111 netmask 255.255.255.0 broadcast 192.168.1
H6.255
ineté feB0::a00:27ff:febd:cb3c prefixlen 64 scopeid 0x20<link>
ether 08:00:27:bd:cb:3c| txqueuelen 1000 (Ethernet)
RX packets 7880 bytes 573918 (573.9 KB)
RX errors @ dropped @ overruns O frame @
TX packets 398 bytes 32329 (32.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions ©

o: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 166 bytes 15376 (15.3 KB)
RX errors © dropped @ overruns @ frame @
TX packets 166 bytes 15376 (15.3 KB)
TX errors @ dropped O overruns © carrier @ collisions ©

RIZ, VMO Y RSA (4> Z—7 T4 ACL)TpingERITLT. F—RI T A DOEETHE
HEBRILET,

admin@timpadilLubuntu: ~
File Actions Edit View Help
admin@timpadilLubuntu: ~

admin@timpadilLubuntu:~S [ping 192.168.166.1

.168.166.1 (192.168.166.1) 56(84) bytes of data.

from 192.168.166.1: icmp_seq=1 ttl=64 time=175 ms
from 192.168.166.1: icmp seg=2 ttl=64 time=3.32 ms
from 192.168.166.1: icmp_seq=3 ttl=64 time=28.6 ms
from 192.168.166.1: icmp_seq=4 ttl=64 time=29.8 ms
from 192.168.166.1: icmp_seq=5 ttl=64 time=67.7 ms
from 192.168.166.1: icmp_seq=6 ttl=64 time=21.3 ms
from 192.168.166.1: icmp_seq=7 ttl=64 time=17.3 ms
from 192.168.166.1: icmp_seq=8 ttl=64 time=4.52
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RANVMZ YT RY TDIPT RLAEMACT RL AZRRBLET,

RARNVMZ Y 7Ry ZCLICBE L, OY 2 Rifconfig /allZE1TLE T,

BEED IS @oan by & aE|H
%% Command Prompt * +

Description . . . . . . . . . . . : Realtek RTLS8851BE WiFi & 882.1lax PCIe Adapter #5
Physical Addre : D2-UB-A1-52-A6-5F

DHCP Enabled

Autoconfiguration Enabled

lireless LAN adapter Wi-Fi:

Connection- specific DNS Suffix . : Wlab.com
f : Realtek RTL8851BE WiFi 6 882.1lax PCle F.k\lapter
Physical Address. . . . . . . . . : DL UB~-A1-52-A6-5F
DHCP Enabled =
Autoconfiguration Enabled e
Link-local IPv6 Address . . . . . : fe8@ f:b9cc:b8Ua%l(Preferred)
IPvll Addre: - 19 1 8(Preferred)

81-2F-AB-61-81-88-EB-UC-68-2U-22

171.76.168.18
NetBIOS over Tcpip : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected

Connection-specific DNS

Description : Bluetooth Device (Personal Area Network)
Physical Add : DC-UB-A1-52-A6-68

DHCP Enable

WLC D HEER

WLCOCLI

WLC#

WLC#show wireless profile policy detailed [WORD]
WLC#show wireless tag policy detailed [WORD]
WLC#show wlan name [WORD]

WLC#show vlan

WLC#show platform software arp broadcast

WLC#
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WLCOZA T REZRIDYT
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KIZ7RF & SIZ. Monitoring > Wireless > ClientsDJEIZIBIRLE T, CORIFE, RARNVMS YT
KRy Z°DIP7 RLAEMACT RL AA Cisco 9800 WLCHGUIICEAREICR RE D ZEERL TV
£9,

bl Cisco Catalyst 9800-CL Wiredess Controller wcorar | 4 ® A B 8 W@ D Q) | (@reasa) 2 @
O Client MAC Address Y IPva Address T
O | dcdb.al152.265f A 192.168.166.108 I
M
L
1 10 »

T & Adcress APMame T SoiDO T 530 0T WLAND T CletType T S T FProtocol T Uswhome T DeiceType T FMoe T SECapable T

WLCO AT RNEZZIYT
WLCNT Y RE¥ T F ¥
ZOBITIE. 9800 WLCTONT Y RF ¥ 7F v DBREERLTVET,

KIZRTF KSIC, Troubleshooting > Packet Capture > Click + Add > Capture Name* "Create
Custom Name" > Filter* "any" > Buffer Size* "100" > Available "Select Interface" > Apply to
DeviceDEICBE L £9,

WLCNT Y RF+¥ 7 F ¥ DRE
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WLC#

WLC#monitor capture [WORD] interface [Interface] [Interface Number] both
WLC#monitor capture [WORD] buffer size 100

WLC#monitor capture [WORD] match any

WLC#mon1itor capture [WORD] start

WLC#monitor capture [WORD] stop

WLC#monitor capture [WORD] export flash:[Name.pcap]

WLC#no monitor capture [WORD]

WLC# copy flash:<Name.pcap> tftp://<IP ADD>/<Name.pcap>

WLC#

Wireshark/NT Y R+ + 7 F +

Wireshark/N\7 Y ¥ ¥ 7F ¥ Tk, VMOIPT KL X192.168.166. 111 A ICMPERDXFE T T K
LAELTRENTVET, £z, ICMPRERTEET RLAEFUIPT RLAZEALET,

+ Receiver addressldAPOMACT RL A
BERXT RLAR, RARVMS Y 7Ry 7OMACT RLATY

« BETRLAG, =TI AMACT RLATT
« XERXT RLAR, RANMT YT RY TOMACT RLATT

RORE, T—RIIAIPF7 RLA(192.168.166.1)ICXxt F B VM ICMPER @ Wireshark/N7T ¥ b
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a

dm:8 AL Qe S Dagan

0 Jieme ]
Ho. Time Source Addreds Destimation Address Protecol Soruce Port  Dest Port (Resol Length MACSRL MACDST 8021+ o B02.11 TXRate  Metwork ML Signal !

Echo (ping) request
Echo (ping) reply  dddubde
1o® Time “Source Address  Destination Address ity

192.168.166.111  192.168.166.1 (e

85 PIIS/162
% DIIE/162
97 HIH/162
105 DES/162
339 pIR16
137 HOS/162

128 F28/162 o e mr e

149 D2S/162 109 5248 sM7 176 1= 1 Echo (ping) request ddsduid. 192,168, 166.1

156 DRIS/163 1o 247 s248 16 i strosirh SEeab Echo (ping) reply  ddedebh 193,168, 186114

191 2381162 10 548 57 1% 1. Vare_Brtezce fcho (ping) request ddededd. 102, 16816461

193 2035/162 109 a7 5248 14 se Wistroshesth_STra6e Echo (ping) reply  dd=dbl 192. 168166111

06 20316 1o 5248 5247 176 stredioe N‘ i Vieare_BiSece Hcha (ping) request  deduid. 192. 164 164.1

7 BHIS/162 10 s347 348 i85 Vheare Biterce Wiz trosheseh_S3ab Echa (ping) reply  dddhebd 182,168 166.1

2N M25/162 2 10w 5248 sH7 176 iatrontieers S3:a6:- Whare_B:Seice Eche (ping) request dedebd 192,168,164,

232 DN 1o 5247 5348 165 Vare BiSeice wistroatiesh_527ak. Kcha (ping) reply  ddedwid. 192,164,166,

345 DEIS/162 10 a0 5347 176 ielstraniiees S3ia: Vere BSetce Echo (ping) request  ddedebh 193,168, 166

246 238/162 1 5247 5348 165 \are_B4:Seice Mistronhieweh 52 ab. Echo (ping) reply  dedwid. 102. 1641, 166.1

261 2025/162 109 268 s7 176 WistronMewed 521861 Vware_S4:Seice Echo (ping) request  ddededd. 192,168 166.1

263 DOII/AE: 1o 5247 5248 168 Vheare_biileice [ Echo (ping) reply  ddedebd 192,164 164110

7% NIS/162 1c 5348 5347 17 istronbieses 521361 Vare BdrSerce Kcho (ping) request ddsduid. 102, 168.166.1

6 2351162 10w saa7 su8 168 Ve B4:Seice Wistrostemrh_ST:wbe Echo (ping) reply =il 192.168.166.111

296 2EH16E 1 10w 5248 5347 176 Wistronboees S1isi. Wiesre BiSeice Hche (ping) request ddedeid. 192, 168, 1641 doiabanlasiintass

7 HISED Hr 192,168, 166. 1 -§68.165. 141 10 s, faud 2SR Biana BT shimeh B3k B ininnl sl idaiebb. 192168 066.110  B0:50:5ExdrSezce
Receiver address: Cisco Ga 11: 89 ('FG :IB a5: Ga 11:8@) BE 4T 19 ce 98 2 85 0O 45 B0 0 E

» Frase 68z 176 bytes on wire um umJ. m bytes captured (1408 bits)
> Ethernet II, Src Cisce_c 2 Btcersbifi), Dati Clsco
» Interset Protecel Version 4,

eff (pieed: | | Transmitter address: WistronNeweb_52:86:5f (dc:ab:al:52:a6:5f) ;;; ;s ;; .: :: :: I: ; ;: . WO ow o

User Datagran Protocol, Sec Purt: S248, Dit Port: S247 Destination address: VMware_B4:5e:ce (@@:50:56:84:5s:ce) : :: : : : : : : :: :.: i s
» Comtrel And Provisiening of Mireless Access Polsts « Dats Source oddrcss. Nistranlrewcb 52:06:5F (dc:4b:al:52:06:5F) 45 60 06 60 00 &6 45 B0 8 54 Tt
~ I $92.11 Go% Rats, Flags YT - I A e S TE cO a8 w6 6f b B 86 01 of §Px -0
Type/Sebitype: QoS Data ( 05 00 45 15 08 0 B 01 49 Je Sa G5 00 00 B0 L L]
frame Comtrol Pield: m-u-u»m; <8 74 05 00 02 00 B3 01 10 11 12 13 14 13 16 17 -}

BB 3 da 3k lc 18 de 3f 20 21 22 20 34 25 26 37 eepER
2829 2a b 2c 24 e X B0 ONL B2 DD M ONE BE N ()%w,e.f GLIMSET

- Frageent musters @

Sequence susbers 16
[weam Flage:
Qo3 Costral: Exdbed

» uoglcal-sink Control

3 Intermet Pratorol Versios 4, Srer 192.168.166.111, Dst1 192.168.366.1

) Internet Centrol Mestage Protocol

Wireshark/N\ Y N v 7 F +
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