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LULTRA RELIABLE
WIRELESS BACKHALIL

Cisco URWB IEC-6400-URWB Configurator
5.69.163.198 - MESH END MODE

Sun 22 Jun 2025 11:53:05 AM HET

IOTOD W [ Offiine GENERAL MODE
IW MONITOR General Mode
QUADRO “Mesh Passphrase”® is an alphanumeric string or special characters excluding '[apex] "[double apex] "[kacktick]

£[dollar]) =[equal] [backslash] <[left angle brackel] =[right angle bracket] #[hash] S%[percent] ([left bracket] J[right
bracket] &]amparsand] and whitespacs (e.g. "mysecuracamnet™) that indantifies your network. It MUST be the
GENERAL SETTINGS sarne for all the Cisco URWE units belonging bo the same network

- general mode

Em—— Mesh Passphrase: ssssssses
NETWORK CONTROL

- advanced tools Show passphrase: [

ADVANCED SETTINGS
LAN Paramaters

= gtatic routes
- allowlist | blocklist

—_— Local IP: 192.168.20.2
- multicast
B —_— Local Netmask: 255.255.255.0
- radius
- ntp S Default Gateway: 192.168.20.1
- ethernet filter
- [2tp configuration Local Dng 1:
- vlan settings

Local Dns 2:

- Fluidity

- misc settings

- smart license (
Reset Save
MAMAGEMENT SETTINGS

- remote access

- status
- conflguration settings
- local certificate

- reset factory default
- reboot
= logout

2024 Clsco andlor its affillates. All rights resorved.

2. ADVANCED SETTINGS > 12tp configuration:

L2TPRRENR—I T, F'—RIIALREUSTZY NHOL2ZTP WAN IP7 RL AZ&) HT, C
DHTZRYNDT—RIIAELTWANTS—RIIAZIEELET. O—HILUDPR— K&
S57T01ELTRETILENHYEXT,
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WIRELESS BACKHALL

Cisco URWB |IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun Z2 Jun 2025 12:15:25 PM HET

10TOD IW Configuration contains changes. Apply these changes? Discard | Review Apply & Reboot
IW MONITOR  Disabled |

QUADRO L2TP Configuration

Local Unit Configuration

GENERAL SETTINGS
WAN IP Addrass 18 local WAN IP address used for extermnally commnunicating with the remole tunnel peers, This
- ge neral mode addriss must b reachable from the extemal hosts, ¢.g. using port forwarding on the LAN gateway, WAN
NETWORK CONTROL gateway is the local gateway used by the local unit b communicate with the outside world. Local UDP Port is the
port used by remote peers to communicate with the local unit {0 means IP encapsulation).

—_—— L2TP
WAN IP Address WAMN Netmask WAN Gateway Local UDP Port

—_—  192.168.20.12 255.255.255.0 192.168.20.1 5701

- advanced tools
ADVANCED SETTINGS
- static routes

- allowlist | blocklist
= Siificast Max number of L2TP tunnels: 10
- snmp

- radius

- ethernet filter

- 12tp configuration

- wlan settings

LZTP Tunnels
- Fluidity
- misc settings L2TP Tunnets currantly installed.
- smart license Remote IP Address Remote UDP Port Status
MANAGEMENT SETTINGS
ressinacisss 192.168.200.210 5701 IDLE
- status
- configuration settings Add a New L2TP Tunnel
- local certificate Remote WAN 1P address commesponds to the WAN 1P address of the REMOTE unit. Remole UDP port |s the port
resat [acturg,l dﬂfau“ nAumiber af the REMOTE wnl [ﬂl msans 1P l'!l‘ll:'."l._[}-‘ﬁuh’“lﬂl"l}
Rermaote WAN IP Address Remote UDP Port
= reboot Add

—_—

- logout

102024 Clsco andior its affillates. All rights reserved.
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WIRELESS BACKHALUL

Cisco URWB IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun 22 Jun 2025 12:46:51 PM HST

I0TOD IW [ Offline FLUIDITY
IW MONITOR Fluidity Settings
QUADRO The wnil Gan operald in 3 modes: Infrastruciure, Infrastruciung (wirgless relay), Viehicle,

The unil must be 561 as Infrastructure when it acts as the entry point of the infrastructune for the mobile vehicles
and It ls connected to a wired netwaork (backbone) which possibly includes other Infrastructure nodes. The unit
miust bi 361 a6 Infrasbructure (wirgless relay) ONLY wihan il is used as a wirebess ralay agent 1o othar

GENERAL SETTINGS i Y
Infrastructne units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as

- general mode it will usa the wiraless connection to relay the data coming form the mobile units.
Thie wnil must be sel as Vehicle when il is mobile. Vehicle 1D must be sat ONLY when the unit is configured as
HETWORK CONTROL Vehicle. Specifically, Vahicle ID must be a wnique among all the mobile units installed on the same vehicle, Unit
installed on different vehicles must use diffarent Viehicle IDs.
- advanced tools The Metwork Type filed must be sel according to the general network architecture. Choose Flat if the mesh and
the infrastruciure nitworks belong o a single layer-2 broadcast domain. Uise Mulliple Subnets if they are
AIAARGED SETTINGS organized as different layer-3 routing domains.
- static routes
. . —_— Fluidity B Enable
- allowlist | blocklist
- multicast Unit Role:  Infrastructure W
- snmp
—_— Network Type: Mulliple subnets »
- radius P
- ntp e Enable Global Gateway:

- athernet filter

- [2tp configuration ’

= vlan settings Reset J “
- Fluidity k
- misc settings

- smart license
MANAGEMENT SETTINGS

- remate access

- status

= configuration settings
- local certificate

- reset factory default

- reboot

= logout

© 2024 Cleco andlor its affilates, All rights ressrved,
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CISCO

ULTRA RELIABLE
WIRELESS BACKHALL

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 192:03:41 EDT 2025

IW Service GENERAL MODE
IW Monitor Enabled General Mode
QUADRO Salect MESH END mode if you are instaling this Cisco Catatyst IWS167E Heavy Duty Access Point at the head

end and connacling this wunil 10 8 wired network (e, LAN),

GENERAL SETTINGS () mesh point
- ga.r‘ll}rnl rm:.ud.a Mode: @) mesh end
- wireless radio 'D gateway
- antenna alignment and stats
NETWORK CONTROL
Radio-off: [ ]
- advanced tools
ADVANCED SETTINGS LAN Parameters
- advanced radio settings
- static routes Local IP:  192.168.200.10
- allowlist I blocklist
- miulticast Local Natmask: 255.255.255.0
= gnmp
- radius Default Gateway: 192.168.200.1
e Local Dns 1:
- etharmet filter oiemal:
= 12tp configuration Local Dns 2:
-vlan settings
- Fluidity Enable IPvE: ]

- misc settings

- smart licensa
MANAGEMENT SETTINGS Reset J

- remote access

- firmware upgrade

- status

- configuration setlings
- reset factory default

- raboot

- logout

22035 Cleco andior s affiliates. All rights resenved,
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WIRELESS BACKHALIL

IW Service m

QUADRO

GEMERAL SETTINGS
- general mode

= wireless radio

- antenna alignment and stats
HETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist | blocklist

- multicast

- SNMp

- radius

- ntp

- athernat filter

- [2tp configuration

- vlan settings

- Fluidity

= misc settings

- amart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

= logout

Cisco URWB IWS8167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 19:04:48 EDT 2025

WIRELESS RADIO
Wireless Settings

“Shared Passphrase” is an alphanumeric string or special characters excluding Tapex] “[double apex] " [backtick]
S{dollar] =[equal] \[backslash] and whiltespace (e.g. “mysecurecamnet”) that indentifies your nebwork. it MUST be
the same for all the Clsco URWE units belonging 1o the samea network.

Shared Passphrase: eesssssss

Show passphrase: [ |

In order lo eslablish a wirsless connection batween Gisco URWE units, they need io be operating on the sama
frequency.

Radio 1 Settings
Role:  Fluidity A
Frequency (MHz): 5180 e
Channel Width (MHz): 20 W
Radio 2 Settings
Role: Disabled W
[ Reset I Save

D 2025 Cisco and/or s affillates, All rights reserved.

3. ADVANCED SETTINGS > 12tp configuration:

L2TPERER—Z T, F'—RIJIAERLYT XY NHOL2TP WAN IP7 RL AZE|V) H T,
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1AL Cisco URWB IW9167EH Configurator

cisco 5.246.2.0 - MESH END MODE
LLTRA RELIABLE

WIRELESS BACKHAUL
Sun Jun 22 19:10:25 EOT 2025

IW Service Configuration contains changes. Apply these changes? Discard Review Apply
W Meniter

QUADRO
L2ZTP Configuration
GEMNERAL SETTINGS Local Unit Configuration
- [ neral moda WAN IP Address is local WAN IP address used for exdermally commnunicating with the remole tunned peers, This
irel di address must be reachable from the external hosts, e.g. using por forwarding on the LAN gabeway, WAN
- wireless radio gateway is the local gateway used by the local unit to communicate with the outside world. Local UDP Port is the

- antenna alignment and stats port used by remoda peers to commienkcate with the local unit (0 means IP encapsulation).

NETWORK contTROL ~————> HL2TP

- advanced tools WAN IP Addrass WAN MNetmask WAN Gateway Local UDP Port
ADVANCED SETTINGS —— 8% 182.168.200.210 255.255.2565.0 192.168.200.1 a7

- advanced radio settings

- static routes Max number of LZTP tunnels: &

- allowlist | blocklist

= multicast
Gono
- SNMp

- radius

= tp

- athernet filter L2TP Tunnels
- I2tp configuration L2TP Tunnels currently installed.

- wlan settings
- Fluidity

- misc settings 192.168.20.12 571 IDLE del

- smart license

MAMAGEMENT SETTINGS 192.168.20.13 S7T01 IDLE | del

- remote access

Remote IP Address Remote UDP Port Status

- firmware upgrade Add a New L2TP Tunnel

=SS Remota WAN IP address cormesponds to the WAN IP address of the REMOTE unit. Remote UDP port is the port
- configuration settings number of the REMOTE unit (0 means IP encapsulation).

- reset factory default Remote WAN IP Address Remaote UDP Port

el —i Add

- logout

B P05 Clace andior Ha affiliates. All fights reserved.
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Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sum Jun 22 19:26:26 EDT 2025

IW Service Configuration contains changes. Apply these changes? Discard [ Review Apply
IW Maonitor

QUADRO
FLUIDITY
GENERAL SETTINGS Fluidity Settings
- genaral mode The: unil can operale in 3 modes: Infrastruclure, Infrastructune (wirgless relay), Vehicle

Ther wnil must be $¢ as Infrastructure when it aclts as the entry point of the infrastructune for the mobile vahicles

- wireless radio and it is connecied to a wined network (backbone) which possibly includes other Infrastructure nodes. The unit

- antenna alignment and stats mizst be ot as Infrastructure (wirsless relay) ONLY when it is used as a wireless relay agent to other
Infrastrectura units. In this operating mode, the unit MUST MOT be connected to the wired network backbone as
HETWORK CONTROL it will usa the wiraless connaction to relay the data coming form the maobile units.
The unit must be set as Viehicle whan it I3 mobile. Vahicla 1D must ba sel ONLY whan the unit is configured as
- advanced tools ‘iehicle. Specilically, Vehicle 1D must be a unique among all the mobile units installed on the same vehicle, Linit

inslalled on different wehicles must use different Viehicle IDs.

The Network Type filed must be sel according 1o the general network architechure, Choose Flal il the mesh and
thax infrastructurg networks belong to a single layer-2 broadeast domain, Use Mulliple Subnets if they ane
organized as different laydr-3 routing domaing

ADVANCED SETTINGS
- advanced radio settings

- static routes

. : —_  » ni ¢ Infrastructure £
- allowlist | blocklist Unit Role
- multicast .
—_  0» Network Type: Multiple subnets ~
-snmp
= The following advanced settings allow bo fine-tune the performance of the system depending on the specific
- radius environment. Please do not aller this settings unless you have read the manual first and you know what you ane
doing.

ntp The Handoff Logic controts the algorithm used by a mobile radic 1o select the best infrastructure point to connect

- athernet filter to. In Mormial made, the point providing the stronges! signal ts selected. In Load Balancing mode, the mobde

radio prErﬂri the poand which r.'ll'l‘.'l\liUES- the besl balance betwaan Srgl'l."ll shenglh and amounl of raffic camiad.
= [2tp configuration
- vlan settings Handoff Logic: andard oy

= Fluidity
- misc settings J

Reset Save

= smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
= reset factory default

- reboot

= logout

Bl 0D fEAR D FR TE
1. —MREXE>—RE— R -

R, EROEBRORENVETT., NZYIT A RERBEROTTRY MIERENFZ N
HY)., BULHTZRY NOTOEBRNIVIAREHEELET, £V FARICE. CURWBERODY
TXYRNDAARAVRNBREEIRAVNELTHEETIERAOA YD IR TRIZEEDH DX
BENFSNERT, NMMTRATEVUTAHAFBEAESHIZEU T, 12FELEBF2O0OX Y 1T
VREBRETEERT, Y7RXRYNHOBRYDORTY UVH A RERE, XVZI1RANELTE
ETRIHBENHYVET,
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il
CISCO

LULTR& RELIABLE
WIRELESS BACKHALUL

IW Service

IW Monitor

GEMNERAL SETTINGS

- general mode

- wiraless radio

- antenna alignment and stats
HETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- SMMpP
- radius

= nitp

- gthernet filter

GENERAL MODE

Cisco URWB W8
5.66.194.36 - ME

Sumn Jun 22 20

165E Configurator
SH POINT MODE

1110 EDT 2025

General Mode

Select MESH POINT mode il you are abllaching an 1P adge device {Le. network camera, encoder, ate.) 1o this

MBEICHU

Cizco 10T IWS1E5E Series Access Poind or il you are using this unil as a relay point in the mesh netwaork,

—_— :

D mesh point

Mode: () mesh end
D galeway
Radio-off: [
LAM Parameaters

NN Local IP: 10.42.0.2
—_— Local Netmagk: 255 255255248

- I2tp configuration

- vlan settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS
= Femote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- raboot
- lagout

2. — %

Wireless RadioR—< Tld, 1O I XTD
\|IRA 32—
#EEﬁVTWD@ﬁﬁ[@ﬁ@ﬁﬁ4/9—7l41Eﬁﬁféiiﬂ\
h, BE2FEICE>TVET,

DT REET

RE>DA VL AER

BRIETAREE

Defaut Gateway: [10.42.0.1 |
Local Dns 1:
Local Dns 2:
Enable IPvE: [

Reset

D 2024 Cisco andior e affiliates. AN rights reserved.
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Cisco URWB IW3165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jum 22 20:01:16 EDT 2025

IW Service m WIRELESS RADIO

IW Monitor m Wireless Settings

"Shared Passphrase” i an alphanumens sting of special charactars axcluding Japex] "[double apex] "[backlick)
GEMERAL SETTINGS S[dollar) =[equal] [backslash] and whitespace (6.9, "mysecursecamng™) thal mdantifies your nabwork, I MUST b
thar sama Tor all the Cisce LURWE unils belonging 19 the same nabwork
- general mode

= Wireless radio - Shared Passphrase: essssssss

- antenna alignment and stats

NETWORK CONTROL Show passphrase: [

- advanced tools In order to establish a wireless connection between Cisco URWE units, they need o be operating on the same
frequency.

ADVANCED SETTINGS
Radio 1 Settings

- advanced radio settings

- static routes —_— Role: Fluidity w
- allowlist | blocklist
- sAmMp _—— Frequency (MHz): 5180 W
- radius
- Channel Width (MHz): 20 W
= ntp
- ethernet filter Radio 2 Settings

- I2tp configuration
Role: Disabled W

= wlan settings
= Fluidity
- misc settings

MAMNAGEMENT SETTINGS

Reset

e

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

-« reboot

- logout

© 2024 Cieco andler ite affiliates. AN rights resarved.

3. ADVANCED SETTINGS >AZT A4 Y U )L—h :
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Cisco URWB IW9165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jun 22 20:09:49 EDT 2025

IW Service  Offline | STATIC ROUTES

IW Monitor m Static routes

GENERAL SETTINGS Add any remote subnet that dees not belong 1o local netwarks

- general mode Active static routes

- wiraless radio Subnet Melmask Gateway

- antenna alignment and stats i
HETWORK CONTROL 172.30.128.0 255.255.255.248 10.42.0.1 I del
= advanced tools

AUDVANCED SETTINGS Add new stalic route
- advanced radio settings Subnet Netmask Galeway
- static routes
_—
- allowlist | blacklist
= snm
) P Route added. Note: unable to install static route live, please double check current network
- radius configuration.
= ntp

- ethernet filter

= 12tp configuration

- vilan settings

- Fluidity

= misc settings
MANAGEMENT SETTINGS
- remote access

= firmware upgrade

- status

= configuration settings
- reset factory default
- raboot

- logout

© 204 Cisco and/or its affiliates. All rights reserned.
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TUE Cisco URWB IW9165E Configurator

5.66.194.36 - MESH POINT MODE
ULTRA RELIABLE
NI ACKH
MEELECSIERCEIUL Sun Jun 22 20:18:0% EDT 2025
IW Service FLUIDITY
IW Monitor Enabled Fluidity Settings
Thve unil can operate in % modes: Infrasiructure, Infrastruciure (wirslass relay), Vehicle.
GENERAL SETTINGS Thee unil must be el as Infrastruciure when it acts as the endry point of the infrastruciure for the mobile vehicles
and # is connecled to a wired nedwork [backbone) which possibly includes other Infrasiructune nodes, The unit
- general mode must be sof as Infrastructure (wirgless relay) ONLY when il is used as a wireless relay agent to olther
Infrastrecture units. In this operating mode, the unit MUST NOT be connected o the wired network backbone as
- wireless radio it will use the wireless connection to relay the data coming form the mobile units.

The unit must be et as Vehicle when it is mabile. Vehicla ID must ba set ONLY when the unit is configured as

- antenna alignment and stats ‘iehicle. Specifically, Vehicle |0 musi be a unigue among all the mobile units installed on the same vehicle. Unit

HETWORK CONTROL installed on different vehicles must use diffarant Vahicla IDs.
The Metwork Type filed must be sel aceording to the genaral network archilecture. Choose Flat if the mesh and
- advanced tools the infrastructung networks belong to a singbe layer-2 bropdeast domain. Use Multiple Subnals if thay ara

arganized as different [ayer-3 routing domains,
ADVANCED SETTINGS

- advanced radio settings ———P Unit Role:  Vehicle b
- stati te : :
Sem SR P Automatic Vehicle ID: [_] Enable
= allowlist f blocklist
J— —_— Vehicle 1D:|
- radius —_—— Network Type: + Flat
- ni o
d The following advanced settings Multiple subnets e of the system depending on the specific
= athernet filter environment, Please do not aler e - oo __ .a8d the manual first and you know what you are
daing.
- lztp cunﬂgumtlnn Thex Handalf Logic controls the algonthm uséd by & moblle rds 1o sebect the best infrastruciurs point 1o conmect

o, In Nommal made, the point providing the stronges! signal is selected, In Load Balancing mode, the moabile

- vlan settings s : :
g radio prafiers the point which provides the best balance betwean signal strength and amount of fraffic carmed.,

= Fluidity

i . Handoff Logic:  Standard W
- misc settings
MANAGEMENT SETTINGS
- remote access )
Reset
- firmware upgrade ]
- status

- configuration settings
- reset factory default

= raboot

- logout

D 2024 Cisco andlor its afliliates. AN rights reserved,
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1. Generalz 22 3 > Tld, Mode%Z Global Gateway& U TiEIRL ., Shared Passphrase.
Local IP address, Local Netmask, & &U'Default GatewayZi&ET D HENF HVET,

Edit Device Configuration

=
Search

| General
Multicast
SHNMP
LLCP
Radius
NTP
LZTP
Vian
Fluidity
Fluidity Advanced
Fluidity MPO
Misc
Spanning Tree
Etharnet Filter
QoS

MPLS

IWO1BXEMRZT — RV IAELTRETIRICE., BREATVFEBNICENCEY T, BRT

General

Mode

Global Gateway W

Shared passphrase

URWE

Local IP Address

192.168.20.2

Local Netmask

255.255.255.0

Default Gateway

192.168.20.1

7E—REFREBMEETE-—RTHILENF HBYUET,

Edit Device Configuration

I General
Wirsless Radic
Advanced Radio Settings
Key Control
FluldMAX
Multicast
SHMP
Radius
NTP

L2TP

Fluldity

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequancy Scan

Fluidity MPO

2.L2TPt&92 32T, WANIP, WANEY RY AT, WANT—KhJIA, R—NEERETS
BEABYNET, BFIC, L2ZTPRN R ZEMTIHBENHY)ET,

General

Mode

Gateway w

Radio off

On

Radio off mode

Fluidity

Local |P Address

192.168,20.2

Local Netmask

255,255, 266.0

Default Gateway



Edit Device Configuration

Q. Search " Enable L2TP
General on w
Multicast
ik L2TP Interface
LLOP Ethernet! w
Radius
NTP WAN |P Address
L2TP 192.168.20.12
Vian
e Fluldity WAN Netmask
Fluidity Advanced 255.255.255.0
Fluidity MPO
Misc WAN Gateway
Spanning Tree 192.168.20.1

Ethernet Filter
QoS I:ocal UDP Port

MPLS 5701

Edit Device Configuration

( Search 5701
Genaral
Layer-3 MTU for the WAN
Multicast interface
NMP :
§ 1480
LLDP
Radius L2TP Tunnels Number
NTP )
]
» L2TP
Vian L2TP Tunnels
& Fluidity

Fluidity Advanced N o
Remote WAN P Address Remate LDP Paort L

Fluidity MPQ
162.168.200.210 L& 5701
Mise

Spanning Tree
Etharnat Filter
Qo5

MPLS

3. EEBIC, ABMEEEMICL, AZTYRNA—NEZAVTSARNTIOFYICTRIHEN HYET
o —H. XRYKND—UBATIERDOYTZRY NCTHHRENHVYET,



Edit Device Configuration

S B Fluidity
Genaral
Multicast Unit Role
SNMP Infrastiuctung W
LLOP
Radius Metwork Type
Ll Multiple subnet w
La2Te
Wian Enable Primary Pseudowire
Enforcement
I Fluidity .
Fluidity Advanced Disable w
Fluidity MPO
Misc

Spanning Tree
Ethernet Filter
QoS

MPLS

E

K3

RZY U84 RERD

1. Generalz V2 32 Tl&, ModeZzMesh end& U TiEIRL . Shared Passphrase. Local IP
address, Local Netmask, & &k U'Default GatewayZiRET D HENF HV) FT,

FEREL, XYZARAVRNDORTY OH A RERDBE, T—REXYZIRAMIREY)
XY

Edit Device Configuration

) Search

Mode
I Ganaral Mesh End y
Wireless Radio
Advanced Radlo Settings Radio off
Key Control ot >
FluidMAX
Multicast Radio off mode
SNMP
Radius
NTP Local IP Address
LaTe 10.122.136.50
Vlan
Fluidity Local Netmask
Fluidity Advanced 256 208 LR 192
Fluldity Pole Proximity
Fluidity Frequency Scan Default Gateway
Fluidity MPO 10.122.136.1

2.4 VLAEREI 3>, NATL—X, ERAVEZ—TI( A (EREDBEICHER
). BRE. NATL—XZRETIHBENHVET



o

Edit Device Configuration

(O Search

General

Wireless Radio
Advanced Radio Sattings
Key Control

FlubdMAX

Multicast

SNMP

Radius

NTP

L2TP

Vian

Fluidiny

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

3.L2TPE9> 3> T

Wireless Radio

Passphrase

URWEB

® Radio 1 enabled

on

Radio 1 role

Fluidity

Radio 1 Freguency (MHz)

5180 MHz

Radio 1 Channel width

20

Radio 2 enabled
Off o
Radio 2 role

Radio 2 Frequency (MHz)

Radio 2 Channel width

. WANIP, WANZY RXYRAT, WANT'—KRTJI A, R—hK%

BENFHVERT, BREIC, L2ZTPR O RILZENTILENBYXT,

Edit Device Configuration

) Seaech

General

Wireless Radio
Advanced Radio Seitings
Key Control

Fluldhax

Multicast

SNMP

Radus

NTP

LITP

Wlan

Fluidity

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

* Enable L2TP

an

® L2TP Interface

Ethernetl

¥ WaN IP Address

192.168,200.210

WAN Netmask

266,255.265.0

¥ WAN Gateway

192.168.200.1

Local UDP Port

5701



Edit Device Configuration

Q) Search L2TP Tunnels Number

General &

Wireless Radio

Advanced Redlo Settings L2TP Tunnels

Eey Contral

FluidMax PR S TR A
Multicast 192.166.20.12 5701
SHMP
Radius

NTP

I L2TP - e
E 1 Remate WAN IP Addross Remate UDPF Pon
Wiam
192.168.20.13 5701
Fluidity
Flukdity Advancead
Fluidity Pole Proximity

Fluidity Frequency Scan

4. BRBIC, REBMEZAMIL, AZYPOREZAVTZFARNTIFYICTRIHENHY), X
YRD—VDEBEZEBOYTRY NMITRRBENHYET

Edit Device Configuration

=
) Search

Fluidity
Genera
Wiraless Radio Unit Role
Advanced Radio Settings Infrastructure "
Koy Control
FluidMa Automatic Vehicle ID
Multicast
SNMP
Radius Wehicle ID
NTP
L2TP
Wian MNetwaork Type
I Fluldity Multiple subneat
. Fluidity Advancad .
Fluldity Pole Proximity Handoff Logic

Fluidity Fraguency Scan
Fluidity MPO

Enable Primary Pseudowire

B O EAR DEE

1. Generalz9 > 3> Tld, ModeZMesh end& U TiEIRL ., Shared Passphrase, Local IP
address, Local Netmask, & & U'Default GatewayZiRETHDHEN HV)ET,



Edit Device Configuration

’:.‘ Search
Made
General
Mesh Point i
Wireless Radio
Advanced Radio Settings Radio off
& Key Control
off =
FluidMAX
v Multicast Radio off mode
SHMP
Radius
NTP Local IP Addrass
L2TP
10.42.0.2
Wlan

Fhulcity Local Netmask
Fluidity Advanced '

255,255,255, 248
® Fluidity Pole Proximity

Fluidity Frequency Scan Default Gateway

& Fluidity MPO
10.42.0.1

2.4 VL ABREI 3>, NATL—RX, BRAVE—TIAA(MZYIHARADE
BICER). AR, NATL—RXZRETIHEN HYVET
Edit Device Configuration

] Search

Wireless Radio

General

Wireless Radio Passphrase

Advanced Radio Settings ClscolURWE

Key Control

FluldMAX Radio 1 enabled Radic 2 enabled

Multicast an v off .
SNMP

Radlus Radio 1 role Radio 2 role

NTP Fluldity w

L2TP

ign Radio 1 Frequency (MHz) Radio 2 Frequency (MHz)
Fluidity 5180 MHz w

# Fluidity Advanced

Fluidity Pole Proximity Radioc 1 Channel width Radio 2 Channel width
Fluidity Frequency Scan 0 v
Fluidity MPO

3. &Z#&IZ. FluidityZAB%1IZ L., Unit role%Z VehiclelZ L, Vehicle ID%Z F B Ti#RL . Network
typeZEHOH T XY NCTB2HXENHYET



Edit Device Configuration

Fluidity
Wireless Radio Unit Role
Advanced Radio Senings Vehicle
Kay Conirol
Fluldhiax Automatic Vehicle 1D
tica:
SNMP
13 Vehicle ID
HTP 1
L2TF
Vian Netwark Type
I Flaidity Multiple subnet
Fluidity Fole Proximity Handoff Logic
Fluigity Freguency Scan Siandard
Fluidity MPO

4 BHEORY NT—DIAVR—RFNARAELEET—NAOEROHTRY NIEEND5H
By AZTAYVIIN—REFVR—REETHREIIHZLEN YN ET, CORETR., #F>
R—RBTZRYRNERY NYRVEEBETIHZENHY ., F'— NI IARAVR—RIL—2
DRBTDA U R—TIAACKEETNET,

Edit Device Configuration
"_‘_ - Static Routes
Spanning Tree
MPLE
Ethernet Fiiter B, °
Arp 172.30.128.0 ';55 :5'55 255.248
QoS
Wi-Fi Multimedia Queues N
Armpdu 10.42.0.1
TFTP
Ethernet Settings
GNSS
SRCR RSSI Metric
MAT Settings
Telametry
I Static Routes
Allowlist/Blockhist

VLAN Subnets

CLICKDL A VIDRBEDKE

cOtEUa>TR, COXNEORAMICRLERNROZICEIVWT, CURWBTF /A ADCLIFRE
OBEZRBRALET, FastFailtRENIO—NILT—KRID I, RSFYIHALARXYZITUR
 BERUVEHICEEENATVR L EZRBELTVET, FastFail TREO BN EREFIEIC D
WTE, BIRNREESBLTLKEETV, STk, BEBRTNTOER TFastFailN T TICEKRE
TRATVBRCEZARELT, LAVIOREBHEICEEOVIPOBZIC OVWTOKAFRBALET,
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iotod-iw configure offline
### BASIC CONFIG ###

modeconfig passphrase URWB

ip addr 192.168.20.2 netmask 255.255.255.0 gateway 192.168.20.1
modeconfig layer 3 mode gateway

12tp wan 192.168.20.12 255.255.255.0 192.168.20.1 port 5701
12tp add 192.168.200.210 5701

### APPLY CONFIG ###

write
reboot

APEIRZET—RIJIAELTHRELET,

configure iotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.20.2 255.255.255.0 192.168.20.1

configure modeconfig mode gateway

configure modeconfig mode meshend radio-off fluidity

configure wireless passphrase URWB

configure fluidity id infrastructure

configure 12tp wan 192.168.20.12 255.255.255.0 192.168.20.1

configure 12tp port 5701

configure 12tp add 192.168.200.210 5701

mpls fastfail primary 192.169.20.4 // Set the virtual IP address of the redundant device group in

### APPLY CONFIG ###

write
Reload

NZYOH A RERDRE

configure iotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.200.10 255.255.255.0 192.168.200.1



configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

modeconfig mode meshend //Applicable for only Mesh End Trackside Radio
modeconfig mode meshpoint //Applicable for only Mesh point Trackside Radio
wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

dotllRadio 1 antenna gain 10

dotllRadio 1 txpower-level AUTO

dotllRadio 1 mode fluidity

dotllRadio 2 disable

mpls fastfail primary 192.168.200.13 // Set the virtual IP address of the redundant device group in Lay
configure modeconfig mode meshend mpls Tayer 3 //Applicable for only Mesh End Trackside Radio
configure modeconfig mode meshpoint mpls Tayer 3 //Applicable for only Mesh point Trackside Radio

configure

fluidity id infrastructure

## L2TP CONFIG ## //Applicable only to the mesh end Trackside radios

configure
configure
configure
configure

### APPLY

write
ReTload

12tp wan 192.168.200.210 255.255.255.0 192.168.200.1
12tp port 5701

12tp add 192.168.20.12 5701

12tp add 192.168.20.13 5701

CONFIG ###

Bl 0 ERORE

configure
### BASIC

configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

mpls fastfail primary 10.42.0.6 // Set the virtual IP address of the redundant device group in Layer-3

### APPLY

write
ReTload

iotod-iw offline
CONFIG ###

ap address 1ipv4 static 10.42.0.2 255.255.255.248 10.42.0.1
modeconfig mode meshpoint

wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

dotllRadio 1 antenna gain 10

dotllRadio 1 txpower-level AUTO

dotllRadio 1 mode fluidity

dotllRadio 2 disable

modeconfig mode meshpoint mpls layer 3

fluidity id vehicle-id 1

ip route add 172.30.128.0 255.255.255.248 10.42.0.1

CONFIG ###



ALY FII—FEHE :

AT I —Z2E&E -

configure terminal
ip route 172.30.128.0 255.255.255.248 192.168.20.4
ip route 10.42.0.1 255.255.255.248 192.168.20.4

exit
write

FUR—=RIL—ZFHE :

configure terminal
ip route 0.0.0.0 0.0.0.0 10.42.0.6

exit

write

AR —RZRY NTD—DUHDOCURWB L3NNI —>3 2

FUIR—RIZ=I RL2AAM Y FHKITIL—RBL

« ZORETRE., FTUIVENEVLANYBEBEMICEETD/NAT7UY RLAV3ZY KD

—OBREBIZODVWTHALET,

o AVR—RIN—FEZEHBLTVWEVERIZY M EeXRRELTVWET,
c COERIE., ROKSICEYRNTYTENTVET,
« VLANE, EB0BEBICHRETHIXENHYET,

VLANBEREX, TSXTOA VT SARNZOFYyIZy hEeTJO-NIWT =TT A4 TEMIC
TRIRENHYET,

e COT7O0—F, O—HIHYT7TZYRNEDATRY ND)—ORBOEEGZ#IZTIDICHRILS

x9,

c SECOTTUT—2 3> TR, EENEFdityL 4 Y3RROD TVLANEIL—F 4 >4

ZREBITOLAVITNA AN AV R— RERICBEEB|DI LR HUREA

FVR—RIL—2EFEALBEVLAVIORBEDLOOZY RNT—J R AROZONVI—->3>



Routes:
{ Static Route; 172.30.128.0/29 > 192.168.204 |
Static Route; 10.42.0.1 -> 192.168.20.4
Static Route: 10.10.10.0 -> 192.168.20.4
Static Route: 10.10.20.0 -> 192.168.20.4

Static Route: 10.10.320.0 -> 192.168.20.4 -~ -

172.20.128.1 192.168.20.1
e — IECE&400 Primary
IP: 192.168.20.2/24

DG: 182.168.20.1
Core Router
Server \ L2TP: 182.168.20.12
Core Server

IP: 172.20.128.2/29 192.168 200.1 192.168.201.1
DG: 172.20.128.1 URWB Gateway
\core Network
IW9167 Mesh End IW39167 Mesh End
IP: 192.168.200.10/24 IP: 192.168.201.10/24
DG: 192.168.200.1 DG: 192.168.201.1
L2TP: 192.168.200.210 LZTP: 192.168.201.210

Wayside Subnet A Wayside Subnet B

w9167 IW9167

1P: 10.42.0.2/29 IP: 10.42.0.3/29
DG: 10.42.0.1 L helallall®”  D4G: 10.42.0.1
Static Route: Static Route:
172.30.128.0/29 VIP: 172.30.128.0/29
DG: 10.42.0.1 ! 10.42.0.6 1 DG: 10.42.0.1

. T —_ =

IT TEAM Sales TEAM Camera
IP 10.10.10.50/24 IP 10.10.20.50/24 xl ™ IF 10.10.30 5024
GW 1010101 &5 GW 10.10.20.1 GW 10.10.30.1
<2 <
Vehicle

FUR—RALYFD

kg
it



Switch#show vlan brief

VLAN Name Status Ports
1 default active Gil/o/3, Gil1/o0/6, Gil/0/7
Gi1/o/8, Gil1/0/9, Gil/0/10
Gil/0/13, Gil1/0/22
10 IT active Gil/0/16
20 SALES active Gil/0/17
30 CAMERA active Gil/0/18
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
Switch #show interfaces trunk
Port Mode Encapsulation Status Native vlan
Gil/0/23 on 802.1q trunking 100
Gil/0/24 on 802.1q trunking 100
Port Vlans allowed on trunk
Gil/0/23 1-4094
Gil/0/24 1-4094
Port Vlans allowed and active in management domain
Gil/0/23 1,10,20,30,60,100
Gil/0/24 1,10,20,30,60,100
Port Vlans 1in spanning tree forwarding state and not pruned
Gil/0/23 1,10,20,30,60,100
Gil/0/24 1,10,20,30,60,100

72 R— RERDRTE

« VLANIZ. BRI —20BEVEFHI-Y NTCOKEMCTRIUREN HYET,

configure vlan status enabled
configure vlan management 60

configure vlan native 60

« ERIZY MAO—HAINYT7ZY b2 O-NLTF—RIIACT RNZLAXTEDRSIC
ARTAVYIIN—RNEEBMIBENEETT, HTRXRYMNOT—RIIAR. 200
FUVR—RERIIEAETIZREIPTT, E—0ERDOFZEE. TOBROIPTRLAZT
—hNIIAELTERATILEN BN ET,



configure ip route add 10.10.10.0 255.255.255.0 10.42.0.6
configure ip route add 10.10.20.0 255.255.255.0 10.42.0.6
configure ip route add 10.10.30.0 255.255.255.0 10.42.0.6

A7 I —ZDHRE

configure terminal

ip route 10.10.10.0 255.255.255.0 192.168.20.
ip route 10.10.20.0 255.255.255. 192.168.20.
ip route 10.10.30.0 255.255.255.0 192.168.20.4
exit

write

N

o
N

CURWBL A V3ZXY ND—ODOKSTIN>a—F14>20T:

KBMLIZY RT—I0SFUATE, L2TPR Y XL OREEERTE R EERRED12
T, R, IDLEXRLBWAITRENDIZ AR, FLBEVNICRETNTVWEVWIZAZICEAD
SL2TP R RV, EWABENISARERE L& CEAL/VY K-V BOBEED
FET,

RORILDAT—RAZHETHEELGFERG. CLIT Tshow 12tpy ZEITTHH. GUIN S AT
_QXEEEE;S\@-%):&.T“H-O

L2TP k2 R )L D #&EE

« L2TPR—T DI, BEDOL2TPR Y RILEFTOATF—XA(CONN, WAIT, IDLE)A&ERE
nEI,

c WHEDOXY I RABBLTRTHOBE, TS5AIUXYTITY RTRL2TPAT
—RAFAT—RACONNICHEY), EARIAXYS 1T RTRL2ZTPRAT—RAGAT
— X AIDLEICRZY ET, REZAXYENGBEICKYY M RIIAICEROBBEN BEL
Eal., FELTVLERT

s CChS, BEODAT—RAZHERL., BEICISUTITICA VAR =ILehTWVWS
L2TPM > RILZHIBRTE X T,

« WANIP7 RLAWRK, FEF/NA1ADOL2TPEREICEETHY), N1 AODEEBIPT RLAER
ERDMBENHBYET,

L2TPAT —R AKEH

« BJO-NILT—RTIAR, BUE—RMXYZATVREDL2ZTPR VR ZRILET
s BOZAZXY ATV RIE, JO-NLT—RIDIAEDL2ZTPR O RIILZHIULET

SATLANEEBRE (I XTOTFNA AN BELTHEELTWD ) 0FE, JO-NILT—hK
TVIAEZL3FluidityNT Y VBRIV ZAZETRRORS B FTIANEBEENET,



s 754X VIA—NILT—RIIAETTARIXY D IHOBDOL2TP A>3 JL — CONN

e 754XV IA—NINT—RIIAEEARFIXY D IBOL2ZTPR  RILOERT - T A
RJL

e EAUAVITO-NIT—RNIDIAETTARIXY D AHOBOL2ZTPR XL : P4 R
L

« EAATO-NIT—RIIAEEAVEIXY D ABOL2TPR O RILOKRT - T A
RIL

—REV B RENEBE L BT I NEEIH

s BUTFNAADEBDA > Z—TTAAT, AUIP, WANIP, XL REIPEZERT S,

« UE—=RNIP7RLAAELLKREENTVEREA, TNAANFSRLTVBIPT RL AN,
JDE—RTFNAADELWWANIP7 RLATRE®HVEE A,

« BEELIEWANIP, AUV ZAZRD2DODOXY > 1T RFEUWAN IPTEREENE T,

« XY RNV EREATVEVS—YRY NR—NEHATHRILTDILS ICRES NN
=

« UDPR—KA—BLERA. O—HILFNAREVE—RETH, NZFT1YI0OHT L
MMLICRBZDUDPR— R Z2EAL TVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



