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CISCO

ULTRA RELIABLE
WIRELESS BACKHALL

10TOD IW m
IW-MONITOR m

FM-QUADRO

GEMERAL SETTINGS

= genaral mode

- wireless radio

- antenna alignment and stats
HETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

= advanced radio setlings
- static routes

- allowlist [ blocklist

= multicast

= SAMp

- radius

- ntp

- athernet filter

- 12tp configuration
-wlan settings

= Fluidity

= misc settings

- amart license
MANAGEMENT SETTINGS
- remote access

= firmware upgrade

= latus

- configuration settings
- reset factory default

- reboot

- legout

2. ~MERE>TVAVLAER . IXTORNTY VRECEROE/RZE., BUHBNATL—X,

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

GEMERAL MODE
General Mode

Sedoct MESH END mode i you are installing this Ciseo Catalyst IWI1ETE Heawy Duly Access Peinl af the head

and and connasling thes wnit o 8 wired network (Lo, LAN)

() mesh point
Mode: ) mesh end

D gateway

Radio-off; [_]

LAMN Parameters.

Local IP: 10.122.136.20
Local Metmask: 255.255.255.192
Default Gateway: 101221361
Local Dns 1:

Local Dns 2:

Enable IPve: ||

Reset ] Save

D024 Clsco andlor its affillates. Al rights resered.
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CISCO Cisco URWB IW9167EH Configurator

LILTRA RELLABLE §5.246.2.0 - MESH EMD MODE
WIRELESS BACKHALL

I0TOD IW [ Offiine | WIRELESS RADIO
IW-MONITOR Enabled Wireless Settings
FM-QUADRO “Shared Passphrase” i an alphanumaric sting or spocial characters sxcluding Tapaex] “[double apex] "[backtick)

§[dollar] w[equal] {backsiash] and whitespace (8.9, "mysecurecamnet™) that indenlifies your netwark. 1L MUST be
the sama for all the Cisco URWE units belonging to the same nebwork

GENERAL SETTINGS
- general mode Shared Passphrase; fluidmesh

-wireless radio
Show passphrase;

= anténna alignment and stats
In order to establish a winsless connection betwesan Cisco URWE unils, they necd 1o be oparating on the same
HETWORK CONTROL frequancy

- advanced tools Radie 1 Settings
ADVANCED SETTINGS

- advanced radic settings Role: Fluidity A

- static routes

: W
- allowlist ! blocklist Prausiey (M) | g

- multicast Channel Width (MHz): 20 bl
- SNMp

- radius Radio 2 Seitings
- itp
- ethernet filter

Role: Disabled W

= |2tp configuration

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
=remotla access

- firmware upgrade

- status

= configuration sattings
- reset factory default

- reboot

- logout

© 034 Cisco andlor its affiliates. Al rights reserved.

3. Advanced Settings > Fluidity: BEEICANL Y D ZRMITB T Y VAIRERRER. 12077
ARTZIOFYELTRETIXENBYVET, E5—F0OAITRE. EHOF/RZEHEL T
BRETDIHENHBYVET,



]
CISCO

ULTRA RELIABLE
WIRELESS BACKHALIL

IOTOD W m
IW-MOMITOR w

FM-QUADRO

GENERAL SETTINGS

= general mode

- wireless radio

- antenna alignment and slats
HETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radlo settings
- stalic routes

- allewlist | blocklist

= muilticast

- SNmMp

- radius

- ntp

= athernet filter

- [2tp configuration
-vlan settings

= Fluldity

= misc sattings

- amart license
MANAGEMENT SETTINGS
- remote access

= firmware upgrade

= status

- configuration settings
- reset factory default

- reboot

- lagout

Cisco URWB IW3167EH Configurator
5.246.2.0 - MESH END MODE

FLUIDITY

Fluldity Settings

The unit can operate in 3 modes: Infrastruchure. Infrastructure (wirsdess relay), Vehicle.

The unit must be 2ot as Infrastructure when il acls as the antry point of the infrastructure for the mobile vehicles
and it Is connected 1o 8 wired nebwork (backbena) which possibly Includes other Infrastructure nodes. The unit
rrust b sal s Infrastructune (wireless relay) ONLY when itis used as a wireless relay agent o other
Infrastructure units. In this operating mode. the unit MUST NOT be connecled to the wired network backbone as
owill i the wirelass connection o malay the data coming form the mobillie units.

T wnit must bo sot a3 Vehicle whisn i is mobile, Vishichs 10 must b gt ONLY when the unil is configured as
Vehice. Specifically, Vehicle |3 mus! ba a uniqué among all e mebile units installed on the same vehicle. Lt
nstallod on different vehiclos must use differant Viehicle 1Ds,

The Mehwork Type filed must be sel sccording to the genesal nebwvork archibechure. Choose Flal if tha mesh and
tha infrastructure nebworks balong o a single layer-2 broadcas! domain, Use Multiple Subnats if thay are
organized as diferent layer-3 rouling domains.

Unit Robe:  Infrastructure W

Metwork Type:  Flat W

Thee fedbowing advanced setlings allow 1o fine-tuns the performancs of the Sysbam depending on the spacic
erviroamenl. Plsase do nol aller this setlings unkess you hinsg noad the manuil firs! and you know whal you arg

doing.
The Hando!f Logic controls the algorithm used by a mabile radio 10 select this best Infrastructurs point to connect
10, In Mommal moda, the point providing ta strongest signal is selectad. In Load Batancing mode, the mobile
raddio prefers the point which provides the best balance bebween signal strength and ameurl of rafs carmied.

Handoff Logic:  Standard W

=

D 3024 Clsco andlor its affillates. All rights reserved.
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CISCO

ULTRA RELIABLE
WIRELESS BACKHALIL

IOTOD IW [ Offine
IW-MONITOR @

GEMERAL SETTINGS

- general modea

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

= advancad radio settings
- static routes

= allowlist / blocklist

- snmp

- radius

- ntp

= ethernet filter

- I2tp cenfiguration

= vlan settings

= Fluidity

- misc settings
MANAGEMENT SETTINGS

- ramote access

- firmware upgrade

= stabus

- configuration settings
- reset factory default

- reboot

- logout

Cisco URWB IW9165E Configurator
9.86.194.36 - MESH POINT MODE

FLUIDITY
Fluidity Settings

The wnil Can oparabd in 3 modes: nfrasirectiong, Infrasirectisng (winslads nelay), Viahicla,

Thi unit must be set as Infrastinectune whon it acts as the ontry peint of the infrastructure for tha mobile vehicles
and i is connaslad 1o 8 wired network (backbona] whech possibly includes olhar Infrastruciund nooos. The wnit
maust be set as Infrastructune (wirsless rolay) ONLY when it is used as o wirchess relay agoent fo other
Infrasiructung unks. kn this operating moda, tha unit MUST NOT be connecied i the wired network backbone as
it will usa the wirsless connection to relay the data coming form the mobile units,

The unit must be sel as Viahscle when it is mobile. Vehicle 1D must be set ONLY whan the unil s configured as
ohicle, Specifically, Viehicle ID must be a unique among all the mobile wnits installed on the same vehicle. Unit
installed on different wehickes must use diffenent Vehicle IDs

The Metwork Type filed must be sef acconding 1o the general network architecture, Choose Flad if the mesh and
tha infrastructure networks balong o 8 single layer-2 broadcast domain, Use Multiple Subnels i they are
onganiped ot dffensnt layer-3 rouling domains,

Unit Role; Vehicla e
Automatic Vehicle 1D: % Enabile

Metwork Type: Flat W

The following advanced satfings allow to fine-tune the pedarmance of the syatem depending on the specific
envionment, Ploase do nod aller this seltings unless you have read the manual first and you know whal you o

doing.
The Hando# Logic controls tha algosithm used by a mobile radio to selec! the best infrastrsctune point b connect

0. In Momal mede, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prafers th point which provides the best balancs betwoen signal sirength and amouwnt of trafic canmied

Handoff Logic:  Standard v

=l

© 2024 Cisco andior its affiiisles. AN rights neserved.

4. Advanced Settings > Advanced Radio Settings:2x2 MIMO%ZFER 32 BAKk. 7T+ ES
& L Tab-antenna%Zi#RL £ 9,

¢ IWI1B7TlE, 1R —T7 IAA1T22MIMOZFERATZEE. 7oTFHR—KR3BLT4IC
BHRELET, AVF—TIAR2KEENTVERHEERIEF. 7oTFR—I58&LT6%FEH

LET,

« IW9165DDFE., AV E—TIA RN T T FHFIERIAETNATVWET, ART>TF %
BRI 58,. /13— I A/4A R2%EHALET,



T
CISCO

ULTRA RELIABLE

WIRELESS BACKHALUL

IOTOD IW m
IW-MONITOR m

FM-QUADRO

GEMERAL SETTINGS
- general mode
- wireless radie

- antenna alignment and stats

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist [ blacklist

- multicast

= snmp

= radius

= ntp

= gthernet filter

- I2tp configuration
-vlan settings

= Fluidity

- misc settings

= smart licanse
MANAGEMENT SETTINGS
= ramote access

= firmware upgrade

- Status

- configuration settings
- reset factory default
- reboot

= legout

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

ADVANCED RADIO SETTINGS

Radiao 1

FluidMAX Management

Force the FluldMAX operating mode of this unit. If the operating mode i PrimanSecondary a FlusdMAK Clusier
1D can be sot. If the FluldMAX Asloscan is enabled, the Secondary units will scan the frequencies 1o associate
with the Primary with the same Cluster 1D, In this case, the frequancy seléction on the Secondanys will ba
digabiled.

Radio Mode: OFF

Max TX Power

Select tha max power bewel that the radio shall use 10 ansmil (power bvel 1 sets the highest transmit power),
The Cisco URWE TRC [Trﬁl‘lﬁl'r'l“ Pevass ‘Dﬁ!’l[rl'.'ﬂ:l will aumn'ahc.all:.- Sialact the opiffum ransmisdion el iy
according to the channel condition while not excesding the MAX TX Fower parameder. Node: in Europs TPG
automatically enabiled

Select TX Max Power: 1 d

Antenna Configuration

Select radés 1 antenna gain and antenna numbae,

Select Antenna Gain: UNSELECTED

Antenna number: ab-antenna W

Data Packet Encryption

Enabla AES to cypher sl wireless traffic. This setting must be the same on all the Cisco URMWE units.
Enable AES: Disabled W

Maximum link length

Izt the Ienglh of the l'ﬂl"lﬂE'S-‘l limk in tha ned, or bal the gyatem salect an oplemal value.
Distance: 3
Unit: @ km () Miles

£ 2024 Cleco andior Its affiliates. All rights resorved.
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ME_TRK_IW9167EH MP_TRK_AC
ME - 10.122.136.20 10.122.136.48

[+ 5200 R2 4 MP_Vehicle_N p
10.122.136.46

MP_Vehicle_AC p
10.122.136.7
Aggr, Thioughput 0,03 Mbps Frequency 5200 MHz X 26
i
MP_Vakicle_Primary o MP_TRE_AC W - A
(R1} 10,12213832 7 10.122.136.48 - MP_Vehicle_Primary p
10.122.136.13
& UPLINKE —
Throughpat ~ LER PER.  RSSI MCS | Rt . -
D.0TMEps  O% 0% -59dBm 772 LGI @20 MHz | 130 Mbps = 5200 R2
B DOWNLINE — 2
Throughpat LE.R PER. RESI KICS | Rate g.
0.02 Mbps 0% 0% =53 dBm 040 = @20 MHz | 0 Mbps E
o
L 4l i mhe [} Fre '-i--_;
L]

] MP_TRK_AC FM3500 Configurator
CISCO 5.1.88.75 - MESH POINT MODE

DL Sun Feb 23 15:02:10 EST 2025
WIRELESS BALCKHALIL
e (G
wonror~  CEIETT ANTENNA ALIGNMENT AND STATS
Detected Links
GEMERAL SETTINGS Remate Linit Siﬂl‘lﬁl 5 i

= ganaral mode

- wireless radio 5.1.80.170 m Alig

- antenna alignment and stats

NETWORK CONTROL 5.0.191.222 | -45dBm (100%)
- plrig softdog ——

- advanced toals

BAA!

ADVANCED SETTINGS
= advanced radio sattings

CLICKBLA V20O FREHEDIRE ;

Ry VRIDRE :

ME_TRK_IW9167EH#configure modeconfig mode meshend



Note: Tracksides other than mesh end needs to be configured as “meshpoint”

ME_TRK_IW9167EH#configure ap address ipv4 static IP NETMASK GATEWAY DNS1 DNS2
ME_TRK_IW9167EH#configure dotllRadio 1 frequency 5180
ME_TRK_IW9167EH#configure dotllRadio 1 bandwidth 20

ME_TRK_IW9167EH#configure wireless passphrase URWB

ME_TRK_IW9167EH#configure dotllRadio 1 mode fluidity
ME_TRK_IW9167EH#configure fluidity id infrastructure

ME_TRK_IW9167EH#write

ME_TRK_IW9167EH#reload

BElROEK :

MP_V_IW9165E#configure modeconfig mode meshpoint

MP_V _IW9165E#configure ap address ipv4 static IP NETMASK GATEWAY DNS1 DNS2
MP_V _IW9165E#configure dotllRadio 1 frequency 5180

MP_V _IW9165E#configure dotllRadio 1 bandwidth 20

MP_V _IW9165E#configure wireless passphrase URWB

MP_V _IW9165E#configure dotllRadio 1 mode fluidity

MP_V _IW9165E#configure fluidity id vehicle-auto

MP_V _IW9165E#write

MP_V _IW9165E#reload
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