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FHRENLA—YRATERRIC, I—FR>BEDA—HRAT, LAV24—HRA4T, H LT
A—HRYBN-INTYNEHAAITRDAT AV 2FERATEXRT. NTYRTAILNEID TR,
MPLSRRILDAHNRA 2 RTRITENET,

HARAZMFRBICRY RD—TDOXY 2 1RETHY . ANKRAVNEEEATZARNT Y
FYREDAYZIRAV NI RBMRENDEMERTT,

Z<DEERTNAAB RO AT L. Modbus, DNP3, IZEOSIEFILOL A VY2TEHET
PHEO7ORINBEDOLAS—7ORINEH/KFLTVET, LA V22XV 10FEBMIC
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CLI TOERE
A —HRA4TOBEEED

Profinet/\ Y N0x8892MEtherX 4 7" & QNet 0x8204 D EtherX A4 7'l&. F7 # I N THRAENT
WEd,

1. BREENIEA—HRATOVANE, ROOXV RTRRTEEXRT,

MP#show mpls ether-filter

Ether-type Direction Description
0x6002 INGRESS -—-

0x86DD INGRESS IPv6

0x8035 INGRESS RARP

2. B E NIcEtherR A TR FIXNTOFEATEEZEtherZ A4 7'k, KON RTEMTE
x99,

MP#config mpls ether-filter allow-1list add 0x86DD
MP#write

MP#reload

MP#config mpls ether-filter allow-T1ist add all
MP#write

MP#reload

. EBMENIA—YRATORER., RITIA714F1L—>3VHSHIETEET,

MP#show run

Ethernet Filter allow-list: @x8035 Ox86dd 0x8899, ethernet-I block

4. 45 EDEtherX A4 7 Zallow-listh SHIBRT B EETEET,



MP#config mpls ether-filter allow-1ist delete 0x86DD
MP#write

MP#reload

5. MENIA—YRAT &, ROOAIXVRTIVTIREELTEET,

MP#config mpls ether-filter table clear

IME_Primary#config mpls ether-filter table clear
IME_Primary#
IME_Primary#

IME_Primary#show mpls ether-filter
Ether-type Direction Description
0x86DD INGRESS IPvé6

GUI TOERE

FAUREET I EARSLY ROGUIAS (CURWBE—RT ) F5CEATEET, GUIDY A
R/NZILIC & B Advanced Settings® T IC & B Ethernet filter7 1 — )L RICBBILE T,

INTDEtherZBATDF IV IRY JRAZAVIZLT, TORATZFHALERT,
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Cisco Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.246.226.200 - MESH END MODE
WIRELESS BACKHAUL

IOTOD IW Ethernet Filter

IW-MONITOR Detected ethernet types

FM-QUADRO To add a detected ethertype to the allowlist click on Add.

GENERAL SETTHGS Ethertype Description Direction Action
* Rl Mods 0x86DD IPv6 INGRESS

- wireless radio

- antenna alignment and stats

NETWORK CONTROL
[ Clear detected
- advanced tools
ADVANCED SETTINGS
- advanced radio settings Allow all ethernet types

- stati t
shatic routes Allow Ethernet 1 protocols [ |

- allowlist / blocklist

- multicast
- radius
- ntp

- ethernet filter

- I2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

- logout

BEDA—YRATEFTEZHATS

Allow all ethernet typesF 7> a>OF TV IN—U &AL, BELHA—HZXY ML TEEML
£9, Saveand ApplyZz o) v oL T, BEZRITLET,
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CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW m
IW-MONITOR

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

- ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

Cisco URWB IW9167EH Configurator
5.246.226.200 - MESH END MODE

Ethernet Filter
Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 = INGRESS | Add |
0x86DD IPv6 INGRESS Add

Clear detected W

Allow all ethernet types [ |

Allow Ethernet 1 protocols [_|

Allowed ethernet types
To add a specific ethertype to the allowlist, insert it in the text field and click on Add.

Ethertype Description Action

(ox86DD| ) Add

{ Clear allowed ‘

Save
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CISCO Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.246.226.200 - MESH END MODE
WIRELESS BACKHAUL

I0TOD IW Ethernet Filter

IW-MONITOR Detected ethernet types

FM-QUADRO To add a detected ethertype to the allowlist click on Add.

GENERAL SETTINGS Ethertype Description Direction Action

- general mode 0x6002 = INGRESS Add
- wireless radio

- antenna alignment and stats 0x86DD IPV6 INGRESS Add

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

Clear detected ‘

- advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types [ |
“{MMRIcRsy Allow Ethernet 1 protocols [_|

-snmp

- radius

- ntp Allowed ethernet types

- ethernet filter To add a specific ethertype to the allowlist, insert it in the text field and click on Add.
- 12tp configuration
- vlan settings

- misc settings

Ethertype Description Action

- smart license Add
MANAGEMENT SETTINGS
- remote access

- firmware upgrade { Clear allowed I
- status

- configuration settings

- reset factory default
o Save
- reboot

GUITClear detected#A 7'~ 3>z oy LT, BEhhiEA—H3 24720 )F7LET




Ethernet Filter
Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 - INGRESS Add
0x86DD IPv6 INGRESS

[ Clear detected }

FHOBRIRA—TEAT

BEDEtherZ A4 T EFHENTHY ., VANIEBMLEYUARNYSHIBRLEY T3
ctFETEFEEAS

Ether-type (range) Forwardable Notes
0x0000 — 0x0SFF User-configurable | Ethernet-I frames. STP and CDP are subject to other
configuration options
0x0800 Yes IPv4
0x0806 Yes ARP (IPv4)
0x0900 — 0x09FF No Cisco URWB signaling protocols
0x8100 Yes IEEE 802.1Q VLAN encapsulation
0x8847 — 0x8848 No MPLS
OxFFFF No IANA reserved

ChefFRALLSETRE, ROXSBIT—HIHELKXT,

IME_Primary#conf mpls ether-filter allow-list add ©x8847

error: ether-type 0x8847 is reserved
ME_Primary#

A=Yy MZ7OKRIL

Ethernet 1770 R )L, CLIEAERGUIASTOY VEERFATHIEELTEERT,

MP#config mpls ether-filter ethernet-I block
MP#write

MP#show run



Ethernet Filter allow-list: Ox86dd, ethernet-I block

MP#config mpls ether-filter ethernet-I forward
MP#write

MP#show run

Ethernet Filter allow-list: Ox86dd, ethernet-I forward

| OGUIN S, Allow Ethernet 1 protocolsF I Y VRY DRAICFI Y IX—D%EANT,
Ethernet 17L—A%Z7OY VU TEDLSICLEY, FIVIR—DZALEYTEERT, BFE
BRIk, Saveand ApplyE VY UV LET,
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CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

I0TOD IW
IW-MONITOR
FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

=snmp

- radius

- ntp

- ethernet filter

- I2tp configuration

= vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Configuration contains changes. Apply these changes?

Ethernet Filter

Cisco URWB IW9167EH Configurator
5.246.226.200 - MESH END MODE

Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 — INGRESS Add
0x86DD IPvE INGRESS
[ Clear detected J
Allow all ethernet types ||
Allow Ethernet 1 protocols
Allowed ethernet types
To add a specific ethertype to the allowlist, insert it in the text field and click on Add.
Ethertype Description Action
o500 e
{ Clear allowed 1

Save
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