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Kubernetes Namespace Architecture Modulor | Scolabe

Cisco CNDP - Example: Kubernetes (System), CEE and SMF Application Elouiste
. Kubernetes Cluster (Cisco CNDP)

Mamespaces, key components and their roles

Namespace: kube-system Namespace: cee-hgb-cee Namespace: smf-hqbsmf01
Kubernetes System Compaonents CEE Platform Components SMF CNF Application Components
Component

{Observability, Monitoring and Operations) (5G Core - Session Management)

Component Category  Key Componants (Examples) Purpos G ategory Key Comper Purpase Category Key Components (Examples) Purpose
x . <alk-nods, il kubi-conirolers,  Pod networking and ‘ Resting & slertmanager, alert-logger, Alerting, notification = Cache cache-pod Caching for SNF application
Natwerk g . " alert- ment
ln-proy TUEREK pasc (o) HoSaton oo Sl i gAY - o cdi-ep-session, od-ndex-session, OO data and session
prometheus, nodi-exporter, " = ook seasicr) managernent
E DNS ooredng Cluster DNS resolution ﬂl Moritoring & Metrics  blackbox-exponter, l::-;:.‘:::.:?r b St SN oot o
lube-state-metrics o Core Application  controllér, saif-senice sgs0n handing
oted, kubi-agiserver, ; fuend, fiuent-worker, Log collection
Q Control Plane  kubi-controbér-mansge, DRy E Logging fluent-prosy, logs-retriever  and processing Data Plane Jpc-p, Gtpp-ep, i-ep, Sl L)
e ack okl contiol plane seniges < wdp-prosy processing
D Visualization grafana, grafana-dashiboard E:iy?:;‘?«“m - Deestribwtid kesy-vaiue
. o Cartificate management e = Databise L store for SMF
gt aind rerwawal Database pastgres, pgpood e o agement
E 9 for CEE platform EZ Event& Messaging  eventmgr, kafka :“_;rl,:;:ﬂ,g
= i dc-adant = Node kg and system thanos, pv-manager, Long-tenm metrics storage = -
S5 MNodeSendces  joums B, s oS g Storage pv-provisoner pathpeoiscnes and vokame management || [—] 1 oam-pod, georeplication, Operations, replication
ations nodemar, rt-ageri and node management
| Movikoring / User and clister security | fe ik =l LoD e T ey El T s - i S :
il user-password-monitor ol oo show-tac-manager restart-hubelet.  and maintenance fil  Monitoring g;:'fh:’:‘m" Monitiing 2nd dashiboards
Hardware / Infra bime-kg-exporter, cimc-alerts-  Infrastructune and B =
o G Additional system Monitoring exporter, node-problem-detector  hardware monitaring O Security | Access  radius-ep, rest-ep, dns-proxy ;‘:dwo‘;lr;ﬂm BT
companents bralic-stats, core-retrsver, Additional platform
eee Others smp-brappes, service components SBrVices ses  Others edr-monitor, protocol components  Additional SMF services
. fuberne'oe:rc:t:;rgl Flane (n "”""‘53'”“‘ panespace) | Provides core Kubemetes chuster management and orchestration services.
Ll e b
Worker Nodes (Application workloads) L " ]
L tion workloads across namespaces with clear tion,
- Run pods from all namespaces: kube-system, cee-hgb-cee, smi-hgbsmf01 | e geroad il
E Key Points ¢ Legend ‘“ Benefits
« ANl naMespaces run in the same Kubermates chuster (Cisce CHDP). = Logical isolation of workloads by namespace.
+ Each namespace provides specific functionality with clear separation. 9 Namespace: kube-system  Belter ressuree management and aperational visibisty,
: :;:i-lsysm hosts core Kubemetes cluster senvices, g G Mamespace: cee-hgh-cee « Improved security and access control
-hab-cie provides obsenvability, monitoring, logging and platform operations. = Easier monitoring and troubleshooting.
+ smi-hqbsmfl1 hosts SMF CNF application companents. G Mamespace; smi-hgbsmi0l » Supports multi-application deployments (Kubermetes, CEE, SMF).
= Component list based on fve cluster output (kubect get pods) - names may vary per chster, = Flexible and reusable architecture across different clusters.
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alert-logger

alert-router

alertmanager

blackbox-exporter

bulk-stats

cime-alerts-exporter
core-retriever
documentation

fluentbit

fluentbit-listener

grafana

kube-state-metrics
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Stores and maintaing historical alerts that are received from the Alert
manager. These alerts are avaiable to user through the CEE ops-center,

Provides routing support for the alert manager to pass alerts to its
TECRIVErs.

Process alerts from Prometheus and route them to its receivers through

alert-router. It also provides a list of active alerts in CEE ops-center
and Grafana,

Enables Prometheuws blackbox probing of endpoints aver HTTP, TCP,
and ICMP,

Provides summary of statistics that are collected by Prometheus service
and create periodic snapshots of statistics on each node in the form

of CSV files.

CEE Product documentation page provides an overview of CEE functions.
Scrapes and exports CIMC alerts to be viewabile in Grafana.

Assists in retrieving the core dumps.

Caontains the documentation (metrics and usage).

Collects the logs from jowrnalD or systemd and forwards to the external
applications like Splunk or anather remote fluent instance.

Assists in collating Grafana metrics on the dashboard,

Collects the logs from remote fluent instances and forward these logs
to external collectors ke Splunk,

Provides visualization tool and host-level dashboards to examine metrics
and alerts.

Supports the internal file server for Grafana dashboards.

Assists in generating metrics about the state of Kubernetes objects:
node status, node capacity (CPU and memory), and s0 on.
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postgres

prometheus-hi-res

prometheus-rules

Ppv-manager

™ e
restart-kubelet

show-tac-manager

smart-agent-cee-giobal-ops-center

thanos-query-hi-res
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Provides support to visualize the logs that are provided by the locally
installed fluentBit pods.

Assists in retreving Kemel, Kubelet, and Container level logs through
output to the JournalD driver,

Support pods logs forwarding to extemal server through Fleent-bit.

Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
on KVM nodes.

Exports the node metrics to Prometheus and to be viewable on the Grafana
dashiboard in Host details and summary dashboards.

Supports user management, authentication, configuration, and show
commands for CEE features, which run on pods inside the chuster.
Provisions the local storage volume along with py-provisioner.

Manage the Postgres resource podl for connection, replication, load balance,
and 0 on. Pgpool is a middlewane that works between PostgreSQL servers
and a PostgreSGL database.

Supports SQL database with redundancy to store alerts and Graana dashboards.

Enabiles monitoring and alerting for the Kubemetes cluster, both local and remote.
It scrapes alerts, metrics, kubemetes resources exported by pods and nodes
information.

Contains the default alerting nules and recording rules for Prometheus.
Synchronizes the Prometheus scrape configuration.
Monitors the state of nodes and manages persistent volume and associated pods.

Enabiles the application pods to automatically provision the persistent volurnes.

Monitors the pod ready status and resets the kubelet if the state is not-ready
even though pod is neady.

Supports the Tac-Debug feature to collect coredurnp, s, metrics, statistics,
and ops-center configuration. It atso mantains and provides HTTPS acoess
to fles storage in the intemal Apache server.

Manages and enforces the Cisco Smart licensing feature per agreement.
The CEE ops-center provides the configuration facility.

Runs the Thanos applcation to support the Prometheus query, data storags,
and remote cluster monitoring.
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@' Objective P Prerequisites
: i i = + SMI Cluster Manager deployed and accessible via Ingress URL
Deploy CEE via SMI Cluster Manager for centralized lifecycle management. v VR e Traiant Sl e S aca ot rapaeilor, (e s avilaiia

I\D Access SMI Cluster Manager -.;3:) Link Cluster (Ops Center) @ Set Initial Boot Parameters _5) Synchronize & Verify

Use SMI Cluster Manager CLI §  Offtine Installation Bind CEE to the desired cluster Configure intial boot IDEM""”‘ CEE S oniky
via the provided =, provide software package URL 69 by cefining application and parameters for deployment. progress.
F— S » Configure credentiats iSLANce naMmes. Deploy
-5 » Provide SHAZS6 hash —» —+ - 5
s = § clusters <name» actions sync run
o g ployment F KeyF
% cli login <ingress-url> * [Registry sacrets »  uss-volime-claims Check Status
$ cli configure terminal Online Installation * Namespace = auto-deploy $ clusters <names actions syne status
« Configure repository details +  Network (Metconf/S5H) = single-node
« Provide credentials o Ingress - and other required settings sw Loy
* Enable image verification $ clusters <names actions sync logs
Key CLI Configuration Examples Deployment CLI Flow (Example) Key Configuration Parameters
Define CNF package Set initial boot parameters Login to SMI Cluster Manager Parameter Purpose
software cnf <name> initial-boot-paraneters #'cld loginicingress-url> P Defines the Cloud Native software package
package-url <url> use-volume-claims true o Canfigure CNF / repository [URL, credentials, SHAZ56).
credential <names auto-deploy true software cnf ... o repository ... repositary Specifies the CNF sounce far image retrieval
sha256 <hash> single-node true (online maode).
e Configure cluster and parameters initial-boot-paramaters  Sontrols volume claims, deplayment automation
P N Link CEE to cluster cluster <nam> ... and node deployment mode.
Configure repositary (onling) e o Trigger deployment application-name Name of the CEE application in Ops Center.
cluster <name>
repository <name» application-name <cee-app> % clusters <namex actions sync mun instance-name Instance name for the CEE deployment.
"Fld“E:i:lﬂ'-“fl’ instance-name <cee-instance> o Mandtor stbas nAMmEspace Kubemetes namespace for CEE.
credential <name>» NAMESPACE <NABESPACE? 0 ing i i
e L G T R AT 3 clusters <nase> actions sync status registry-secret Secret for pulling images. from registry.
ingress <ingress-host> o Check logs network (MetconfS5H) Network configuration for chuster access.
$ clusters <name> actions sync logs ingress Ingress configuration for accessing CEE

@ Note: Commands and parameters may vary based on the software release. Use the latest documentation for exact syntax and supported options,

SMI Cluster Manager CEEQ A VAR —ILB LY I NI I TFRBT—FTI0F+
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« FT7FA4A42VAN—=ILTE., 77 4 JLURLE Secure Hash Algorithm(SHA)256E" Y ~
(SHA-256)\v 2 1Z2FEALT, O—ANVIRNIDITNY T2 %23 RTEET,

s VT7AREH &, CEE/SMFERZBEHND I ZAZE LV Ops Centerf > AR AIZBHESR
TET,

CEEVI7 RIJIFPF7—T477VMDESR

SMI Cluster Manager® & E T, O—AINCEEV 7RI I TNV T—2 L FMSHA-256/\Y > 1%
BELET,

software cnf cee
url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit
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clusters <cluster-name>
ops-centers smf <smf-ops-center-name>

app-name-override cn
repository-local smf-2026.04.m0.i50
sync-default-repository true
netconf-ip <NETCONF-IP>
netconf-port 2029
ssh-ip <SSH-IP>
ssh-port 2028
initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false

exit
exit
NFTA—=7Z RIEHITOEK
?Z:Zinters smf <smi-ops-center- 92 AR %ZSMF Ops Centerf > AR AICBHEMRITERT,
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o

sync-default-repository &

netconfZAR— K2029 NETCONFER#EHERA—RNEZRBELEF T,
ssh7R— 2028 ¥ 172 IT)L(SSH)EBERR—NZRBELEXT,

KRN BEARNL—JEHICAR) I -—LABEREZEHATERT

use-volume-claims ' &

=0 EEERZEMCLT, AHERIAZHATWICHBLET
auto-deployMz& ")
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clusters <cluster-name> actions sync run

BHAT—RALOTZR/NET,

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync Tlogs
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ARL—=23 0t 2—EEEBESL—ICEBLTVWET, Prometheus, Alertmanager, Fluent
Bit/fluent-proxy, HEC. syslog, & &kU'OpenTelemetryld, EZZU2ITERTFFTLXRNJ/NAI
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EETTE. 2D DCEE-to-Splunk/YNAZRERLET, EE55ESPIUNKICARY NEBETERETH
EROZAORNILNERYIARA > EZ—T I AZFEALET,

CEE
|-- Togging splunk --> HEC / TCP 8088 --> Splunk HEC input

I
+-- logging syslog --> RFC 5424 / UDP 5140 --> Splunk syslog input

ENATEEENDARIRNEZAT I, CEEOREERETNEEENATSAVICEL>TER
WET, 2DNREBHRAVE—TIAAE, ThERIHEICHEMENEARY AT Z2461E
THELERILERA

NAZBRIZSML—ALET, HECOEESICHKIIL TEsyslogDELME IFHERRE 119, syslogD it
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Cisco SMI CEE - Log Forwarding to Splunk using HTTP Event Collector (HEC) Cisco SMI CEE - Syslog Forwarding to Splunk
{TCP B0&B) (UDP 5140)

Cisco SMI CEE Splunk Cisco SMI CEE Splunk
(Clowd Execution Environment) (Cloud Execution Envirenment)
rreeTes splunk> splunk >
' {Sphunk HEC) HITP Event Colleetor (HEC) RFC 5424 Sehirk: ks g
CEE C & e Rpceives JSON events from CEE CEE Componants a Rectives syskog avents from CEE
fe.g., flsent-prooy) TCP 8088 via HTTRIHTTPS. le.g., Fluent-proxy) UDP 5140 n LD port 5140
Evetts arw collected from CEE (JSON Events) E Sysiog messages ane generated (Syslog Messages)
- ik Index Splunk Index
E companents m:mdedw mwmmhm& L"':_:S;‘m'; s Parses s ysiog events
Collctor (HEC) in JSOM format I o i ircie: stancard syskog format (G 5424 ased on configueed fekd mappings.

o Verification & Troubleshaating

o Purpose & Use Case o Configuration (CEE CLI) o Verification & Troublesheoting

G o CeEers o S o I spluri hast <SP P Packet Capture fon Auert-prany node) Fervarel CEE syslog massgns 'a- e Q Packat Capture (on flent:-proxy node)
using HTTF Event Collector Iogging splunk port 8088 + Capture th HTTPHTTPS affe o S rode 12 Sqdrk crver UDP, e » Captur the sysiog (UDPS1A0) trafic or the
[HEEC), logging splurk scken <HEC_TOREN> e thes fusrt=prosy posd is deploved Tigpitns syslem syslog_Feemat Ffesans nade where the fluent-prowy pod is deployed
1 splurie cigsbln-als tra 5., <NODE_MAME>), = logglag systo sysiog macvize Jbeeetd (.9, <NODE_NAME>)
3 eggng _ » Uses standard syslog format logging wrslog wylog-hoatnane fory _MOSTRAME
= Enables near real-time wuwkm-tmmmtw sudo topdump -l any port SESE v w0 (RFC S424) Liguglivh Sy bog Syebig-sesiage-key MESLME sk Topdump -nd any port SL4B v oW
ingestion with structuned eadl R bars Lol el gy oy Ptz S A
JEON ivenits. « Brovides 3 reliable mechanism ogglng syslog syslog-snedid-bey Fi3 =
Ky Parsmaters [Example) logging worker fluab-dnteral 8
= 0 send platiorm and appication F
- tutcmped || @ i e )| g it el Pl T et
@ s,
logging (2.9, system, audit, L4 aoe » Flber by http or -~ o Used for infrastructusn, Port 10 » Filter by udp,poet == 5140,
alarrn, application/senvice AthToken  <HEG_TOKEM: DT Talot e epratioral and diagrostic kegs Mada o * Vesily RFC 5424 syslog mtssages and
Ings, parformance metrics) - = Inspect the JSOM payloads. ganaratid by CEE companints Format rfcsaze el Prappings (hoSSname, ApHNAT,
depending on configuration. Disabsle TLS o idepending on configuration) Max fie BCCNC iy, Fessage, procad, 6]
HTTP = no encryption) o m' e e - Hestrams Ky ’:2;&"! Mot = Syilog i st over LEP fro suthetication
* Provides centralized DissbleTLs s Jdata s st i cleartestcver HTTPY. Ll T e L T o o BT et povs 140
chservability and faster Verification Merificaton skpped) + o production, arubl TLS ind cortficans and corational viskiity. e B o — [tk bolady
troubleshooting. werification. Fassh g # Walidute Fll mappings in Spluk for
it pariing and indédieg
Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC. Standard syslog (RFC 5424) forwarding from Cisco SMI CEE to Splunk for operational visibility and monitoring.
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Splunk HTTPA X NL U Z D ixix

Splunk HECIEHTTPA X2 |\0)1_1=.Eﬂwkﬂ HECWL.\I:IIE |\_7>E{§Fﬁ LET, CEEEF, C®
NAZCHUTT7AIR—ADHBEZERIDZIRDYIC, REFHDHECH —ERAICA R K%
EEEELERT,

Mo Time Source Destination Length Protocol info
» 109 25.20770@ CEE Splunk 2487 HTTP POST /services/collector/event HTTP/1.1
125 25.008062 Splunk CEE 346 HTTP/JSON HTTP/1.1 20Q OK , JSON (application/json)
162 25.812389 CEE Splunk GB2E HTTP POST /services/collector/event HTTP/1.1
173 25.812698 Splunk CEE 346 HTTP/JSON HTTP/1.1 200 OK , JSON (application/json)
Frame 10@9: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (1989 bits) 2258 3a 20 32 3-1 31 35 @8d @a 55 73 65 72 2d 41 67 65 ¢ 2415-- User-Age

wb&l Be 74 3a 20 46 6c 75 65 6e 74 2d 42 69 74 @d 2a nt: Flue nt-Bit--
41 75 74 68 6f 72 69 T7a 61 74 69 6f Ge 32 20 53 Authoriz ation: S
! 70 6c 75 Ge Bb 20 33 34 30 38 34 62 62 38 2d 66 plunk 34 @EADDO-T

Linux cooked capture v2
Internet Protocol Version 4, Src: CEE (18.32.8.22), Dst: Splunk (18.32.66.258)

Transmission Control Protocol, Src Port: 20821, Dst Port: BOBE, Seq: 199, Ack: 1, Len: 2415 " 64 62 38 2d 34 62 34 34 2d 62 62 36 38 2d 64 31 db8=4bd4 =bbB8=-d1
[4 Reassembled TCP Segments {2613 bytes): #182(198), #109(2415), #110(2415), #111(2415)] 20a0 39 61 31 38 63 64 31 39 66 37 0d P& 43 6T Ge Ge @al8cdls f7--Conn
Hypertext Transfer Protocol 2008 65 63 T4 69 67 Ge 3a 20 6b 65 65 78 2d 61 6c 69 ection: keep-ali
T rarvice/calectosete AT\ e ERERNADE ARESRENY mal
Horts 19.32.€5.299: DEEEAF\ pAch 22 65 76 65 Ge 74 22 3a b 22 ST 42 4f 4f 54 5T “event": {"_BOOT_
Content=Length: 2415\rin PATO 49 44 22 3a 22 32 62 64 39 35 32 38 61 31 64 39  ID":"2bd 9528a1de
User-Agent: Fluent-Bit\r\n 0100 38 34 64 30 61 61 32 61 63 38 64 66 63 36 30 36  B4deaaza c8dfcHeE
AULHOrIZATION: SPIUNK o] P118 61 63 30 32 64 22 2c 22 5f 4d 41 43 48 49 de 45  acO2d"," _MACHINE
Connection: keep-alivenrin p128 5f 49 44 22 3a 22 30 65 65 66 64 33 62 33 64 36 _ID":"Be efd3b3dé
AR 0130 64 62 34 37 36 33 62 64 37 62 61 39 35 35 63 61  db4763bd Tbad8Sca
. 0148 62 61 37 37 66 36 22 2c¢ 22 51 48 41 53 54 4e 41 ba¥TE", “_HOSTMA
IResponse in frame: 125] 0158 4d 45 22 3a 22 68 71 62 2d 77 6f 72 6b 65 72 30 ME":"hgb —workerd®
[Full request URI: http://10.32 66.250:B088/services/eallector/avant) B1E8 32 2d 65 30 34 75 31 34 22 2¢ 22 Sf 52 55 de 54 2-ebduld V"
File Data: 2415 bytes 0178 49 4d 45 5f 53 43 4f 50 45 22 3a 22 73 79 73 74 IME_SCOP
NS AT 0100 5 47 49 44 32 32 33 % 32 26 23 5¢ 54 53 41 4e *E'{D" "o ", T
-t a 7 4 4 a24tarsasta Do - = =
pata | ) 7h227469606522323137383833343031373723835363934312c226576656e74223a70225 42404154504 | 0 Lo o0 L0 o0 D3 50 33 22 £a 6f 75 72 6 61 6e 22 ]wmal
[Length: 2415] 0108 2c 22 50 52 49 4f 52 49 54 50 22 3a 22 3322 2c mmnr TW":

TCPR— 8088 TMCEEA SSPIUNKANDHTTPA AR NAL VR DEET —F T U F +

HECE K ET)

TDOTROBIZE, CEE SplunkI> RRA MDROBEAEEATVET, CORRICEFY —
ADBENRBRENTEY, HEESHIZEEBBATESY T A

A

AR EFEROBITE, TLSEAEOMA DRIANBMICE>TVET, ChiZkY,
TLXRNVEHECUL TV YN ZRY RDO—VLORITZRICLBEENET. ZEE
RIETR,. YR—REATVWBCEEV ) —ADREICH 2T, TLSEAIAZORIAZAR
IZL., HECRRREN—V > ZREL T T,

logging splunk
<CEE-specific HEC endpoint and authentication parameters>
disable-tls true
disable-tls-verification true

V—AT—FFOF ¥ Tlk. CEEOQT/IA R NERTH . BEET BFluentfziZ A R—F > K&
ANUTHECRHEEICEIELE T,



CEE Tog or event source

\Y
CEE forwarding service / fluent-proxy

I
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint

Y
Splunk ingestion tier

v
Splunk indexing tier

HECRZ 74 v ODF Yy T7FvEeRNTTINa—F42Y

fluent-proxy"HEC KN Z 7 1 ¥ U Z{riA T %35 & (C. CEERHIZE R Tfluent-proxy’RY REEF D
Kubernetes 7 —H—_/— RZHELET,

kubectl get pods -n <cee-namespace> -o wide | grep fluent-proxy

HECKRZ 7 14 v U %&4{5% T SKubernetes/ — RT, HECAR—RODNTY R ZF Y T7FYLET,

tcpdump -ni any port 8088 -vv -w splunk_hec.pcap

TLSABMBELREDOBES. NTYRFYTFVICR2>TRNT 2V AR—NOREIL & 38 5% O A
SHICBYETH, BERHTTPRAO—RELFEENERA. TLSHEYBIZEE, 1RV NORK
BRERANTITILEF Y TFYICRRTEERT,

A\
AR NTYRFYTFHIOCOVICRE, BEOTLANIBSRTFILFT VD v
BENDBENBYUET. FAETNEYR—NI—OT7O-\NORELEXZFIRL .,
FYTFYI7AINERELET,

UDP 51407T 0 Syslog#ziX

22 B DO SplunkiE&/VAlE., RFC 54243 £ UDPR— K5140% A L TsysloglL J— R&Z#REL
F9., V—ABR TR, 71— RIVEVY, BAXYE—IHA X, BROPDT—H—TFY
J1BERBEERENET,



Togging syslog host <SPLUNK-IP>

logging syslog port 5140

Togging syslog mode udp

logging syslog syslog_format rfc5424

Togging syslog syslog_maxsize 1000000

Togging syslog syslog-hostname-key _HOSTNAME
Togging syslog syslog-message-key MESSAGE

Togging syslog syslog-appname-key SYSLOG_IDENTIFIER
Togging syslog syslog-procid-key _PID

Togging worker flush-interval 60

RFC 54247 41 —)LRXY v E>Y

CEEV—RA71—JLR Syslog7 1 =)L REZIFBEHW

RARNB(H) A E NzsyslogL I—RTHRETRANZRZRBILE T,
Xvt—2 A XY tE— AKX ZEELET,
SYSLOG_IDENTIFIER|syslog7 7 U4 —> 3> @ 705 S AOBB FEEH/LET,
PID(_P) HEXTOLADEEELET,

UDPRSVAR—KRBELTENTY NEF¥YTF+

UDPIREOZXRVIVLARMT, NSUAR—NEERISELBEAEERHBELEFRA. NS
A—TFT4ITR, NTYRNEBXK, N—TFT1207, RREEIZY MMTU), 75T X0 7—
2ay, TEAOTRASEUTA, BREF1—/L—NOBEEEZBITIHBENf HVYWET,

sysloghZ 71V UV ZEETBD AR —T T4 AKIEKubernetes/— R T, ROIN> REX
TLET,

tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap

fluent-proxyA'syslogh 57 1 Y UV ZEix I 2FE, TOAVR—XVNZEZRARMLTWD /—R
FEYBNTY RFYTFIYRANIBYET, NTY N ZRETDEICEENAZEELE
9,

N
SERFC 5424 TlE, BRRENERS Y AR—KERFIRIL TsyslogX ¥ t—Z OERAE
BENTVET, REXSFTVUATIRUDP 51402 AL £9, TLSR—ANDsyslogizix
k., ERMMOHIEEAUEZEAOREEZXELTRRIOAFT> 3> T,



N ious = T2,060.104.185 B8 in.dst 1= 192168104185
Length

LS Time Saurne Cestration
3% v.wmpace Lot ap L,
49 0.000468  CEC Splunk
42 B.BB0493 CEE Splunk
43 0.000409 CEE Splunk
44 0.000508 CEE Splunk
45 b.bBOGAE CEE Splunic
47 0.90060% CEE Splunk
43 0.000618 CEE Splunic
58 0.000633 CEE Splunk
51 0.800634 CEE Splunk
52 0.0B0636 CEE Splunic
54 0.000058 CEC Splunk
55 0.000659 CEE Splunk
SE& 0.8B0EER CEE Splunk
58 0.000708 CEE Splunk
5% 0.000709 CEE Splunk
88 a.0d07ie CEE Splunk
62 0.000733 CEE Splunk
63 0.000734 CEE Splunk
&4 0.00073%  CEC Splunk
£6 B.BBOASY CEE Splunk
&7 0.2m0851 CEE Splunk
68 0.000853 CEE Splunk
78 b.0BOETE CEE Splunic
71 0.000874  CEE Splunk
72 0.000874 CEE Spluni
74 0.00089% CEE Splunk

ceE Splunk

Linax coaked capture v2

033
33
721
m
721
917
a7
a7
276
278
278
721
721
m
853
853
#3%
278
276
e
214
14
14
a53
33
853
68
268

Preacel
Ays Loy

Syzlog
Syslog
Sysleg
Syslog
ysleg
Syslog
syslog
Syslog
tyslog
Sysleg
Syslog
syslog
Syslag
Syslog
Syslog
$yslog
Syslog
Syslog
Syzlog
Syslog
Syslog
Syslog
ysleg
Syslog
syslog
syslog
Syslog

N
i1
1
H |

5
H

HHHBHHE

EfggocpoapEgEgEoagRgEgRAgEE
EEEREREERE R EEEE IR

ABLO=OY=EL IEWIULZ L1053 BORE
2026-09-927T09: 01318, 3770832
026-49-82T83: 81:19. 5765772
T026-00-02TR9:01:10. 5769772
2026-09-82T89101119, 5765772
TO26-H0-B3TeD: 812105773652
TAZ6-09-22TR9: 912195770087
2026-09-82T091 01119, 5773882
TO26-09-02TRP: 01220, 5003147
2026-09-827T85: 81220, 5083147
2026-00-82T09: 81220, 5803147
TOIG-09-RITRF: 01311, 57 TBLT
2026-09-22T09:01221, 5770862
2026-00-827T09: 81:21, 5770862
2026-09-02T85: 013245772312
2026-09-02T09: 0122457172312
FoR6-00-2ITeS: 01:24.577 0012
2026-09-82T091 011255772672
FOI6-009-82TRD: 012255772671
2026-09-92T09: 01325, 3772672
026-40-82T83: 81225 . 5788982
O6-00-22TR9: 91225, 578057
2026-09-82T09101125 5780902
O26-h0-8ITeD: 81228, 5770862
2026-09-827T05: 01220, 5770862
2026-09-82T091 01128, 5771867
T026-09-02TRP: 01220, 5TAQBNT

Packet, 276 bytes on wire (2208 bits), 276 bytes captured (2288 bits)

Internet Frotocal Version 4, Srci CEE (19.32.8.22), Dst: Splunk (18.32.66.258)

Uier Datagras Frovecol, Sre Port: 47128, Dst Port: 5148

I-] Syslog sessage: USER, INFO: 1 M26-95-02T09:01:30. 3881402 hob-workerdZ-e@duid #3¥S0Zedaled J00HT
USER - random user-level sessages (1)

+ emse o110 ® Level: INFO - inforsational (6)

. .00 BBM 1... = Facility:

Yersdon:

1
Tisestasp: Sep 2, 2036 14:31:30.388148860 15T

Hostnase: hogb-workerdl-edduld
App Mame: #3ISZedaled
Procass 16: ThOAT

Message 103 —

Structured Data: =

BOF; Bl BhbT

TG R B L
hgb—wo rker@z-ciduld

WIDIIEITULRY SRR =
9301 FII0bI0e 29587 -
0387

e

WaFEFF DA DE-09-02

hgb-worker
hgb-wo rierd2-sdauld
hgb-workerdz-edduld

A5LAIS0bI0e 1NGET -
9501350020 20587 -

NUFEFFDO26-09-02
NUFEFF2O26-09-02

higbo
hab-wo rkerd2-etduld
hgb-workerdZ-eB4uld
hab-workere2-eiduld
hgb-workerd2-ebduld
hgbes rierdZ-ebduld
hgb-worker@Z-ciduld

2T
93593550020 10547 -
95b1T350b20e 105ET -
#93502e3nled INGET -
050502edaled 19587 -
0935ETe3aled 10ET =
3T FS0bite 58T -

8043
SUFEFF 260902
\UFEFFIOT6~09-02
NUFEFFIO26/09/02
WuFEFFBO26/ 09,02
NUFEFFIO26/ 09,02
NUFEFFDe-09-02

hgb-worker
higb-we rkar 82 -£00u14
hgb-wo rker@z-edduld

w387
O5EAERSEL20e 209AT -
930fXs0bI0e NSAT -

SuFEFFIO26-00-02
UFEFFDO26-09-02

hgb-worker
hgb-wo rkerdZ-cdduid
hb-wo rkerd2-e04ula
hgb-workere2-ciduld
hab-wg rkerdZ—ciduld
hgb-workerdZ-ebduld
hgb-workerd2-eoduld
hob-workerZ-c04ula

w387 -
SpdFistbite 5T -
09358e3aled 10587 -
BIISeTe3aled 20PET -
933502e3aled 98T -
1317c5h37374 10347 -
FIITeSH2TITA 20587 -
1317c5027374 10587 -

2
SuFEFF DO -09-02
NUFEFFIO26/09,02
NUFEFFIO26/09,/02
WaFEFF D26/ 09702
\uFE 9-02
NUFEFFDA26-09-02
NUFEFF2026-09-02

P

hgbews
hab-wo rker$2-c0duld
hgb-wo rerdz-edduld
- rker8z-eo4uld
hgb—wo rkerd-edduld

22

TRUErEREE
FEFENEIREEES
H
H

FEERNEYNRESYRRESE
-

Hessage: BH36/89/02 03:81:30,339 nodengr—0 [ERRDR) [Grilient.go:258] [infra.gr_client.core] GR Poc

2
i
H
2
i

L
54 78 47 52 20 38
&3 &

2eET -
9354 3550b20e 20547 -
95813350h0e 10587 -
A56IX500I0e 2GET -

387

3
“
o
@
REISRENERYEIHErEs
7
£
&

4
H
8
HRDEFFNIEERESEELY
g
w
H
H

Suf PP E-09-02
\UFEFFIA16=09-02
NUFEFFIOT6-09-02
ol 26

UDP7R— ~51408 K T'RFC 54247 4 — )L R 2 fEf L #=Splunk\ ® CEE syslog#zi®

LILTEI

2

4 4
S14E1 70 26-09-02

VOO LERFUILIO) 18 UL 1L_DaLAPRnTag S0ei:
[IRFO1ITA] felix/int_dataplanc.ge 2041
[THFO][78] felix/int_dataplame.go 2041
[INFOIITA] felixfint_dataplame.gs 2041:
[INFO]I78] felixfint_dataplane.go 28411
[INFO] (78] felix/int_dataplame.gs 2041:
[IRFOII7H] felix/int_datsplane.ge 2041: Received wproto.HostMe_
[INFO] (78] felix/int_dataplame.ge 20411 Received sproto.HostMe_
nedtagr—i [ERRCR] [Grelient,ge:2#B]l [infra.gr_client.corel GA .
nodesgr—0 [ERROR] [GrClient.go:238] [infra.gr_client.core] G —
nodesgr=8 [ERROR] [GrClient. go:2RB] [infra.gr_client.core] GR _
[INralI7e] felixsint_datoplant.ge 2041 Received =prote.HastMe.
[Inro]i78] felixsint_dataplant.ge 2041 Received sproto.HostMe-
[INFOTITE] falic/int_dataplase.gs 2041: Received prots.HastMe_
[IRFO1I78] felix/int_dataplane.go 2041: Received wproto.HostMe_
[INFO] (78] felix/int_dataplanc.ge 2041 Received =prota.HostMe—
[INFE1ITH] feli/int_dataplane.ge 2041: Received =proto. HostHe
nodesgr-8 [ERROR] [Grolient.gor238] [infra.gr_client.core] GR -
nodesgr=t [ERROR] [GrClient.go:THE] [infra.gr_client.corel G _
nesdemgr—0 [ERRGR] [GrClient.gosz98] [infra.gr_client.core] 6R =
INFO reot: no gw found for with label nodeshgb-workerd2-edsuld
INFO root: no pv found for with label nodeshgb-workerdd-edéuld
INFO root: no pv found for with label nodeshqb-workerdZ-cdéuld
[INFO] (78] felin/iny_dataplame.ge 2041: Received wprote.Hostbe_
[IRFO1I7H] felix/int_datsplane.ge 2041: Received wproto.HostHe—
[INFO] (78] felix/int_dataplame.ge 2041 Received sproto.HostMe_
[INFOTITE] Telix/sussary.ge 3 Sussarising 33 dataglase reco.
I ix/summary.go Sumsarising 33 dataplame reco—

RELELNED W 0L PR
Received =prote.HostHe.
Received sproto.HostHe_
Received »prote. Hosthe_
Received sproto.HostHe=
Feceived sprote. Hasthe_

11
ooyt oW
H

T89:01:3 9.580140
Z hob-we rkerdi-e
uu;l &5 Jiazedal

2026/09/ 42 B9181

139,339

rodeng

8 [ERRZR | [Grild
ent.ge:2 58] [inf

ra.gr_cl
el GR
connext
ot manit
cation f
lags

T7Z—hK. SNMP, & KUCIMCOEtR AT &E

ient.cor

Pe 4 is et

4, cann
or repli
ailure f

CEE7 Z— K&, Prometheus& AlertmanagerZ £ L &£ F ., Prometheusld, XKUY O ETZ
—RNIL—ILZFMEL £, Alertmanagerld, BMDIIL—FT 1 > T HR— NZIRMHT Dalert-
router2EAL T, P7—MNRVNEZEEBICIL—TFT12TJLET, CEEZ7Z—MOH—E.
CEE Ops Centerz BU THUISTEZBET7>— ML I—REZRBHLF T,



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications g using PromQL based rules.
SME 9 PromdL SNMP Traps ‘_I-i « Prometheus collects metrics, Alertmanager
Metrics Alert Rules " Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— Eﬂ e » 1 b
Lz : P praler o Displays active alerts, External NMS » Active alerts can be viewed and managed
Other CNFs/VNFs Collects metrics Evaluates alart rules provides management e Zabbix, HP NNM, in CEE ops center.
from cluster and and generates alerts and visualization SolarWinds, ete.)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . g ) alerts to an external NMS using SNMP v2c.
Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PromQL) Configured in CEE (CLI) Configuration Details
( Rule Group: Disconnect_Reasons ) [hab/hab-cee] ceed show running-config snep-trapper SNMP Trapper Enabled
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SNMP v2e
1 snep-trapper vic-target 10.32.66.259 Target IP 10.32.66.250
Rule Name PromiQL Expression (Simplified) Duration  Severity  Alarm T) port 162
i community $8$0vVaZozIMifpMNbgKhttoAwtiduimrUlgrS0s9Ce0scs Port 162
surm by inamespace,gr_nstance id) exit Community (Encrypted)
GTPC [ratefsmi_disconnect_stats[reason=~ Pl
_path_ ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Erzﬁ"ﬁ
L) _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
>= 10 Running in cee-hgb-cee namespace
St By (RamESpacE gf_nstance_id) $ kubectl get pods -n cee-hqb-cee -o wide | grep snmp
UPF path_  (rate{smf disconnect_statsfreason=- 15m majer Processing snmp - trapper-68d6d5bdcS-tz9%t  1/1  Ruaning @ 20d 192.168.184.133  hqb-masterd3-ed4uld
fadure “disc_upf_init_path_falurejdise_pdurel_upf Error Alarm
init_path_faiure'j{Sm{T) >= 10 Pod Name: Status Pod IP Node Namespace
st by (rriespaac e nstanca.id) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_statsfreasona~
m_exchange_ ‘disc_pdusetup_rm_exchg_failune] r Processing E
failure disc_putra_pnsetup_resource mygr_exchg_ 13 R0 Ermor Alarm ‘ M'Fe Alerts (Example)
falledldisc_wian_pdnsetup_resource_magr_ - View in CEE Opg Center

exchg_faiedj5m])) >= 10

RAME
Prom0QL i used to define alert conditions based on metrics collectad by Prometheus.
©  when the condition ismet, an alertis generated and displayed in CEE ops center, and

also sent via SNMP trap (if configured). -

CEE Prometheus® & U*Alertmanager® 7 5 —

CIMCT Z—hRhD|&EICKY),
cimc-alerts-exporterld, CIMC7 Z—
EOICARFELET,

Brmd MFIDE,SL:I:- Bbaf1T592d!
Bond_Interface_state_ FS19eaebfals major

NE5ik & SNMP 7 —

[hab/hab-cee] ceed show alerts active summary

uID

= ~e34086  rardct18 of hob-master@l-eiduls in Cot-hob-oee has beon down.
BH-25T10:50:11  hgb-werker@l-e84ul2  enoS of ob-worioerel-e02ul2 in con-ha-coe has been down for.,,

backfadtds minor  £3-25T11:42:34 Systes This is an alert meant 1o ensure that theentire alerting pi...

FTIOFY

BIETAA 7T TANTIOFYEZRY D INANBHRENET,
NESHRZUEL . GrafanaTEZ XV I B L VAIHRILT S

® CEE monitors the hardware health and
reachability of UCS/CIMC servers in the
CNDP cluster.

® CIMC alerts help detect hardware faults,
power/thermal issues, and server
unreachability.

® These alerts provide early indication of
infrastructure issues that may impact
node functionality and application pods
running on the cluster.

[hgb/hgb-cee] ceed show running-config cime

cimc cluster hgb
default username admin
default password sswsssws
server <MASTER-1-IP>

name hgb-masterl-smf # Configure all UCS/CIMC servers
exit inth .
server <MASTER-2-IP> DI

name hgb-master-smf ® Use the default CIMC username
exit (admin) and the canfigured password

server <MASTER-3-1P>
name hgb-master3-smf (encrypted).
i ® Provide the CIMC management IP
address and a descriptive name
for each server.

exit
server <WORKER-1-IP»
name hgb-worker1-smf

exit
server <WORKER-2-1P»
name hgb-worker2-smf
exit
exit

Alert Workflow Alert Examples and Response

:— N » BN 9 6)
[
CEE CEE Alerts /
(Hardm health LB LT : t_ [Visible i Q:s:‘ent
; : cime_ server. _No in er
and reachabiiiy) | (cime-slerts-exporter reachable_alert and Grafana)
Metric Meaning

» cimc_server_not_reachable_alert = 1 = CIMC is unreachable
& cimc_server_not_reachable_alert = @ or metric cleared - CIMC is reachable / recovered

Reference: Cisco SMI CEE documentation — UICS Server Status Alerts

Alert Name

Inclicates a UCS server hardware fault (e.q. power, thermal,
server-aert fan, memory, PSU, etc.).
server-not-reachable-alert Indicates that the CIMC of the server is unreachable,

Recommended Response
o Validate the alert in CEE Ops Center (show alerts f Grafana),
Check the affected server's CIMC directly for detailed hardware status,
o Imvestigate the impact on the node and running workloads.
o Take corrective action (e.g. hardware replacement, RMA) if required.



CEECIMCTS—RNRIVAR—BEEZRYIRAYI AR—ROEKEE

SNMP#E& ., P2—MNBRUVEBA 2 RX—T I A ATHY), Splunk HECE /= I&syslog¥zix & R
BIBERFTEELA. ZORIANEARNEENAREBZ > EEEXTT,

R45E 9 % Management Information Base ( MIB ; EEBEHARX—A ) DSRICIE, CISCO-CNEE-
MIB.my & CISCO-SMI.myAEENE T,

AR

CEE bulk-statstt—E Al&, PrometheusZiBU TUREE N i-HEHEHROH > N X4V E(CSV) A
Fyv7ay NeEEBNICERLET, chsk, 77U5—2a>O0JL1—ROARNI—A
TBEL, BFRFTYT2av NTT,

Architecture / Flow Configuration (CEE CLI)

Bulk Stats collects key metrics from b/hgh- ing-config bulk-stat
key e [hgby/hab-cee] cesd# show running-config stats
Prometheus at regular intervals using Precefined
predefined PromQL queries. PromQL queries fat configured bulk-stats enable true
mmﬁguea intesnval)
The collectad B . CSV il Stored on CHDP bulk-stats user splunk
° : o edt msrgj;;e written :.; iles Prometheus —b- Bulk Stats ——  Master Nodes bulk-stats external-ip 19.32.8.19
and stored on t master nodes (Metrics) (Callects metrics /datalbulk) bulk-stats external-port 2222
(local storage). : and generates Files retained a5 per
Matrics collected from CSV files) prne interval bulk-stats interval-minutes 5
® These files can be pulled by an external system CEE and Kubemnetes i bulk-stats prune-interval-days 2
(e.q. Splun!ﬁ] for long-term storage, reporting bulk-stats wnf-name hgbsafal
and analysis. Pulled by Extemal System bulk-stats global-default-value @
® Supports trend analysis, capacity planning (e-g. Sphunk) using SFTP bulk-stats global-default-namespace [ smf-hgbsmfel ]
and offline reporting. For long-term storage and analysis
Example Metric Sample Bulk Stats File (CSV) File Retrieval (SFTP)
Bulk Stats Query (from CEE CLI) File: bulk_stats_YYYYMMDD_HHMMSS.csv (excerpt) Bulk stat files can be pulled from any CNDP master node.
bulk-stats query 56_POU_Est_Failures_n7_policy_create_response timeout fimestamp vl name  namespace matric_name walug
expression “sum{saf_service_stats{procedure_types'pdu_sess_create’, 26.08-15 (75000 — o= = = - . . - sftp -P <PORT> <USER>@<MASTER_IP>:/data/bulk
statuse ' failures’,reasan="n7_policy_create_response_tisecut’, zabz. : :F: = mt w"m.ﬁ: m'm'z"'::“'ﬂ -pocy.criste.Pupaniatimac :25‘
Fat_types"NR"11} by (nasespace]” gl £ o] -hebrsit | | st Sucgess
exit 026-09-15075000  hobemi0l  smi-hglemfi] 56 Session Release Faiures 7 o
- HIB--15075000  hobusill  smi-hgbusiYl  GTPC_Path_Failre 1 Password e
Explanation 0260515075500 hobemidl | smi-hgbemil  5G_POULEst Faiures,n7_policy_create_response timeout 0 Port wawn
Metric Nm 56, P'W_E.st_F:\llures_n]' policy_create_response_timeout M026-09- 15075500 habimfdl  smd-hqbesfl 56 POU Est Success 130 Master Node IF b brika
Source Metric smf_service_stats 0260515075500  hobemfd]l  smi-hgtemfll 56 Session_Rulease_ Failunes 5 —
Filters. »  procedure_type = pdu_sess_create M-05-150T5500  hobemidl  smi-hgbumfl  GTPC_Path Failure -] Directory fdatafbulk
»  status = failures —
= reason = n7_palicy_create_response_timeout o # Use the configured usemame, password, port
= rat_type = NR (5G) # Each row represents the metric value at the configured interval, and resterpodal: -
i . - ; = ; > « Files are generated at the configured interval
Aggregation Sum of failures per namespace ® The file contains multiple metrics for the configured namespace(s). [e.g. every 5 minutes),
Collection Interval A5 configured (e.9, every 5§ minutes) ® Filas are retained as per the prune-interval-days satting (e.g. 2 days).

#  Please verify the pull from the Splunk side.

Key Points

Bulk Stats uses predefined Prom@QL queries to collect metrics from Prometheus.

C5V files are generated at configurable intervats and stored on CHDP master nodes.

Files can be pulled by external systems (.9, Splunk) using SFTIP.

Supports long-term reporting, trend analysis and capacity planning.

Retention is controlled by the prune-interval-days.

Global default namespace can be configured, with the optien to define namespace-specific queries.
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CEE OpenTelemetry System Gateway
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+--> Local metrics backend
+--> Local Togging backend
+--> Remote exporters

|

+--> OTLP / OTLPHTTP

+--> Splunk HEC

+--> Other supported destinations
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otel-collector gateway enabled
otel-collector gateway system local-backends metrics-enabled true
otel-collector gateway system Tocal-backends logs-enabled true
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otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local
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