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Virtual DNN — Network Function Interaction Behavior
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= Virtual DNN identity sent
= Base DNN identity sent
= = = = = DNN received from AMF
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SMF Base DNN - Virtual DNN Resolution Flow

AMF

Base DNN = base-apn.operator.com

W

policy subscriber polsub
Match: SUPI + Charging Char + GRInstance

[ Operator Policy: oppol_enterprise ]

NF DNN Identity
UDM > always Base DNN
(apn.operator.com)

CHF / UPF / RADIUS >
Virtual DNN (enterprise-
iot.cc) on virtual path

Match: CC=DE [ Operator Policy: oppol_base }

[ Policy DNN: poldnn_enterprise ] [ Policy DNN: poldnn_base ]

DNN Profile: dnnprof-enterprise-iot.cc DNN Profile: dnnprof-base-apn.operator.com
dnn = enterprise-iot.cc (VIRTUAL DNN) dnn = base-apn.operator.com (BASE DNN)
NF List: [ chf, radius, upf ] NF List: [ chf, udm, upf ]
PCF: disabled

| E,| Shared RGR Tag: base-apn.operator.com_N I e
dnn rmagr (links profile to resources)

|
A J K J

[IPP EEE: P N] [ UPE Green = Virtual DNN Path
S gecliBesepn opersioncom. dnn-list [ base-apn.operator.com_N Blue = Base DNN Path
VRF: vif_base-apn@B2B [ bl e Black = Shared resources
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config
policy subscriber polsub
precedence 1

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 1
instance-stop-range 1

operator-policy oppol_<VDNN>_instl
exit
precedence 2
supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 2
instance-stop-range 2
operator-policy oppol_<VDNN>_inst2
exit
exit
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config

policy operator oppol_<VDNN>_instl
policy dnn poldnn_<VDNN>_instl

exit

policy operator oppol_<VDNN>_inst2
policy dnn poldnn_<VDNN>_inst2

exit
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config

policy dnn poldnn_<VDNN>_instl

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_instl
exit

policy dnn poldnn_<VDNN>_inst2

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_inst2
exit
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config

profile dnn dnnprof-<VDNN>_instl

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-list [ chf radius upf ]
dnn rmgr <RMGR-TAG>_1

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false
dcnr true
pcf-interaction false

userplane-inactivity-timer <INACTIVITY-TIMER>



only-nr-capable-ue false

eventmgmt-policy <EVENT-POLICY>

exit

profile dnn dnnprof-<VDNN>_inst2

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-list [ chf radius upf ]
dnn rmgr <RMGR-TAG>_2

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>
wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>
authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

apn <VIRTUAL-DNN-NAME>

gtpp group gtpp_group
active-charging rulebase rulebase-mobility
exit

J7#£2:NSO MoP B Ei1t,

RIET 7 A )L : virtual_dnn_new_optionA.cfg

JNA : Ivar/opt/ncs/mops

(774 LORBRCLIERAL )

NSORA/ O—R (#EBRICL7VT—K-BEOH AN ):

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_new_optionA.cfg",
"order": 1,



"target-devices-Tist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
}
1,

"operation-type": "dry-run"

.,

= &AIC Toperation-type: dry-runy ZR1TL T, FILIREZKRIAIL T, KR
TUL7%5, Toperation-type: commity ICZEL TEALET,

N4y

di

SMFOOX Y N&DMREE

SMFTH L WREDNNZO7 7)) 203Xy bL I :

show system status

show running-status info | nomore

show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>
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WADY A NTREDNNICH —ERAZRHTZ T NTOUPFT, {RAADNN APNEREZEML £
ED

IPV4D & :

config
context <UPF-CONTEXT>

apn <VIRTUAL-DNN-NAME>
pdp-type 1ipv4
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> 1in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>

exit



exit
end

IPV6 D & :

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ipv6 access-group <IPV6-ACL-NAME> 1in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

IPVAVE ( F1TILARY V) DFE :

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv4 ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> 1in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
ipv6 access-group <IPV6-ACL-NAME> in
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

NSO MoP B E{t.(UPF):

BRET 7 4 : virtual_dnn_upf_new.cfg

JNA : Ivar/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{

"mop-automation": {



"mop-file-name": [

{
"file-name": "virtual_dnn_upf_new.cfg",
"order": 1,
"target-devices-Tist": [
{ "target-device-name": "<UPF-NODE-SITE-A-1>" },
{ "target-device-name": "<UPF-NODE-SITE-A-2>" },
{ "target-device-name": "<UPF-NODE-SITE-A-3>" },
{ "target-device-name": "<UPF-NODE-SITE-A-4>" },
{ "target-device-name": "<UPF-NODE-SITE-B-1>" },
{ "target-device-name": "<UPF-NODE-SITE-B-2>" },
{ "target-device-name": "<UPF-NODE-SITE-B-3>" },
{ "target-device-name": "<UPF-NODE-SITE-B-4>" }
1
}
1,
"operation-type": "dry-run"

}
}

UPFOX Y MNEDREE

show configuration context <UPF-CONTEXT> apn <VIRTUAL-DNN-NAME>
show system status
show session summary

UPFERE D RF

IRXTOUPFTRENRIILIES, REZRFEL TV T —FRERFBLET. BUPFTEITLE
ERD

show boot

show dir /flash

show dir /sftp

cp /flash/<PRODUCTION-CONFIG>.cfg /sftp/<PRODUCTION-CONFIG>_Backup-<DATE>.cfg
save configuration /flash/<PRODUCTION-CONFIG>.cfg -noconfirm
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TNXNTDOR—TY NSMFTET :

config

profil

e dnn <VIRTUAL-DNN-PROFILE-INST1>

mode offline

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
mode offline

exit

show config diff | nomore

commit

7= 2.NSO MoPB &1t

FRET 7 A : virtual_dnn_offline.cfg

INA

POST:

{

/var/opt/ncs/mops

http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

"mop-automation": {
"mop-file-name": [

{
"file-name": "virtual_dnn_offline.cfg",
"order": 1,
"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },



{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
}
1,
"operation-type": "dry-run"
}
}

VAN

EE BRI BICE. HZWIC Toperation-type: dry-runy ZERITLET, TOHER, T
operation-type: commity ICZEEL THEALET,

AT Y TEDOWKEE :

show system status
show running-status info | nomore

SATLAARAT—BAR10%DEEXTHILBEN BV ET. BGPERIZIECDLARY RIFBEEEh
T, BFEOO-IINICEFELEEA,

ATY 7 2{REDNN7O77AIINDOBEEEF T A4 1L

FI)A1INFUARNDNSUDMZHIBRL, PCFA 250232 #EEMIZTS

B® : CHF, UPF, & &T'RADIUSICD HEEE NP {REDNN, UDMIFR—ADNNZERALET
o PCFA"EXITY,

X4 L% KNCLI:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

show config diff | nomore

commit



NSO MoP B &1t :

RET 7 4 ) : virtual_dnn_modify_no_udm_no_pcf.cfg

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_modify_no_udm_no_pcf.cfg",
"order": 1,
"target-devices-1ist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
]
}
1,
"operation-type": "dry-run"
}
}
EERICHERERE :

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
dns primary ipv4 <PRIMARY-DNS-IP>
dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
dnn rmgr <BASE-DNN-RMGR-INST1>
timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>
wps-profile <WPS-PROFILE>
ssc-mode 1 allowed [ 2 ]
session type <SESSION-TYPE>
upf apn <VIRTUAL-DNN-NAME>
gos-profile <QOS-PROFILE>
authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1
always-on false
dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>

exit



LFEROKRIE

show system status

show running-status info | nomore

show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>
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SMF CLITmonitor subscriberz2E L £,

monitor subscriber supi imsi-<TEST-IMSI>

NL—ATFHEhDEME

FIYVIRAU B FREIhDER

DNN = <Base-DNN-NAME>ZAMF A 5 %

5

PDUEY > 3 I ER

UDMIZEfE & 11 DNN =AX—ADNN ( dnn

UDMA > 25 2 3 > (Nudm_SDM) rmgrig e )

CHF A > &< %% 3> (Nchf_ConvergedCharging) |CHFIZIA{E & 115 DNN = <{RZ3EDNNH>

UPF (PFCPt Y S 3> MR ) APN = <{RZ8DNN%>
RADIUS Access-Request ( 1 Z—7 LD HE Called-Station-Id = <{RZ2DNN% >

PCFA > 2> %< 3> (Npcf_SMPolicyControl) ( H%1|DNN = <{RZEDNNH&>




FIVvIRAUN FRENDER
BIEE)
PCFi&fE ( B DHE ) RL—RIpcf XY =B EHA
PDUt Y S 3 > HEM DA Y I VN ERICEIEhELLE
IP7 RLADOEIVHT ELOWT—IASEYHTSNEBHEIP

ERBEFRI YO TILEL (F—T71—)LR):

--- PDU Session Establishment Request ---
DNN: <VIRTUAL-DNN-NAME>
S-NSSAI: SST=1, SD=<SD-VALUE>
PDU Session Type: <SESSION-TYPE>

--- Nudm_SDM (Subscription Data) ---
DNN: <BASE-DNN-NAME> <-- Base DNN used for UDM Tookup

--- Nchf_ConvergedCharging_Create ---
DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to CHF

--- PFCP Session Establishment Request (to UPF) ---
APN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to UPF

--- RADIUS Access-Request (if applicable) ---
Called-Station-Id: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to RADIUS

--- Npcf_SMPolicyControl_Create (if applicable) ---
DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to PCF

--- PDU Session Establishment Accept ---

PDU Address: <ALLOCATED-IP>
DNN: <VIRTUAL-DNN-NAME>

UPFTOtY 3> iR :

show subscribers imsi <TEST-IMSI>
show subscribers user-plane-only full callid <callid>
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<{RZEDNN#&>

{RZEDNNzH 5B+

TI>R2—724 Riot.cc

<VIRTUAL-DNN-PROFILE-INST1>

DNNZ7O77ANE. 41VA
2 A1

dnprof-enterprise-
iot.cc_inst1

<VIRTUAL-DNN-PROFILE-INST2>

DNNZOZ77AINE. 412 A
R A2

dnprof-enterprise-
iot.cc_inst2

<BASE-DNN-RMGR-INST1>
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