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show card table

2EAZEDBEH— RO Y —ADIREEZEEE Usessmgr/ipseemgr T, FH— R0ty 2 a>BICKNZ T4y 2 70—-0EEREN
B—UNFRENBHNESH, HBVIEIhs 07O AN warn/overiRBEsessmgr/ipsecmgr IZA2 TWA A ES A ERBLET,
LEAF, COEDTRE, ROKS(Cipseemgr HMoverlRETHBD N DAY ET,

[Tocal]abc# show task resources | grep -v good Thursday January 19 19:41:15 UTC 2023 task cputime memor
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[Tocal]lxyx# show task resources max | grep -i sess Monday February 17 21:52:38 UTC 2023 task cputime mei
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show crypto managers detail ~ ----------------- this command shows statistics per ipsec so we can check if any drops
show crypto statistics ikev2 — ----------------- this command shows overall ikev2 statistics for EPDGs for different msg flows




ECBEOH— ROIPSec/sessmgr A" 1—H LYy a2V /NS T4 v O RZETEY., SIROFKTERTIPScLRILTD
BEENARICERTEDI[EN, D—RLARILTRETIEENIHD 1), EHFIVIREETT,

VEEOS

BEELVBYNICRSTIANS1—FA2TITBLEOORIU N

e MBESfRELCHDS (MENfrRELCERSZBRZSR)

e XYND—UFELRBRBRECEEZMAELED.

+  ePDGOASRICEAE B HR

o HEEZIBZH—UI)IAICPDGH VLK D2HY), TOHIZIE, IXTDePDGELIFI1DDEHENEPDTRE S nBEEN

HYKRT

IREFTHOTZRICRLET,

- BENRBITZE,. BENArRELTVIE, KFLCBBEAIRELLE (BESArRELESE2LBE) I, /—RA
S5HR—NOFM(SSD)ERRLET,

- FIEORER (LB ) ERER (BEFr RELTVEWES ) O1BBOsysog.

+  Simple Network Management Protocol(SNMP) N v 7 Z BIZERER ( bBA ) CBBERER (BBEARELAE<BZ2 L
BE)DIEBICODE>TRI YL, BMERERIEBBERERICHQLET,

- BEOCIBEONILIAT—2A (LEHRE ). BERERZYEHERER (AEIrBREL TVWEWVES ) EHRE
LTWETY,

+  Monsubld, ROFT> 32> TIREEIET,

monitor subscriber with options S, X, A, Y, 19, 33, 34, 35, 26, 37, 40, 50, 88, 89. Collect traces at verbosity 5 for problematic and non-problematic numbe
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show configuration

show configuration verbose
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logging filter active facility sessmgr Tevel <critical/error> logging filter active facility ipsec Teve

c RNZTMNZ21—-FAVJICRAIDORNVROES :

show epdg-service all counters
-> View ePDG service information and statistics

show epdg-service statistics
-> View ePDG service statistics

show epdg-service session all
-> View ePDG service session infornation

show egtpc statistics interface edpg-egress debug-info
-> View egtpc statistics for ePD egress

show session [ disconnect-reasons | duration | progress | setuptine | subsystem]
-> jew addi tional session statistics.

show crypto statistics ikev2
-> View | KEv2 statistics

show di aneter aaa-statistics all
->View Di aneter AAA server statistics.

show subscribers epdg-only [ [ all J | [ callid call_id]]
-> View a |list of ePDG subscribers currently accessing the system

show subscri bers epdg-service service_nane [ [ all ] | [ callid call_id]]
->View a |list of ePDG subscribers currently accessing the system per ePDG servi ce.

show crypt o nanagers summary ipsec-sa-stats
---Need to collect with sonme iterations to check ipsec associations stats
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Initial Attach Sessions Success Rate ==((totsetupsuccess / totsetupattempt )*100)
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epdg totsetup-attempt- Total number of epdg session setup attempts. Increments upon receiving IKE_AUTH

epdg totsetup-success Total number of epdg session setup success. Increments upon successful IPv4/IPv6/
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Wik show resources *¥¥%¥%%%% Wednesday December 07 16:58:25 IST 2022 EPDG Service: In Use : 1118147 |

show epdg-service statistics AN > RO HA S, ML TWIEERREZRRBTEET,
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show epdg-service statistics #**%% Session Disconnect reason: Remote disconnect: 580994781 A
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Solution : In such cases mostly need to check why SPGW is not sending any response towards EPDG because EPDG maintains this setup timer within whi
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EGTP_CAUSE_USER_AUTHENTICATION_FAILED.

Solution : Here the issue can be either at HSS or EPDG itself need to check the authentication parameters being exchanged between EPDG/HSS/AAA

HRDIRTOT—AEZRAETZICE. KYFHAEINOEHICTFNYIOT XY TF Y IRIMBENHYET, ChsoOdik
3GPPEZEICE > TREET I, TOFRICESTVWTEBYAT I I VTS UPEAREERETEET, 7U>3a>00—Ak, &
EDIFIAFICE > TEBDAERN BDEICFELTLIEEZY,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



