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CPI 3™ Party Collector

_ " Lancope
10.100.1.49 10.100.1.82 [0.100.1.83
UDP Port 9991 UDP Port 2055

5760-GA-| 5760-GA-2

1099.2.242 -

MCIMA MC/MA j f MC/IMA,
10.101.1.109 : © 101014109 ; ©101017.109

BRE
R—A LAY 23 DFRE

- VLAN Trunk Protocol ( VTP ) €E— K : EBH
RIZ, VIP E—ROEREHZRLET,

vtp domain ‘' nane'
vt p node transparent

. ANZ>% Y1) —: Rapid-Per VLAN Spanning tree ( PVST )
ROBIE, Rapid-PVST ZBEEZRLTVET,

spanni ng-tree node rapi d- pvst

spanni ng-tree portfast default

spanni ng-tree portfast bpduguard default
spanni ng-tree portfast bpdufilter default
spanni ng-tree extend systemid



. BH{+#E VLAN Q¥R
ZOFITIE, VLAN 2 ERK T2 HEERLET,

vl an 151
name Voi ce_VLAN
!
vl an 152
name Vi deo_VLAN
|
vl an 155
nanme WV _VLAN
!
vl an 158
name 8021X W Fi _VLAN

- T7FILNT—hOT A DERE
COPITRE., TFTFILNT—RIIADREERLET,

ip default-gateway <ip address>
ip route vrf Mgnmt-vrf 0.0.0.0 0.0.0.0 172.26.150.1

. & Virtual Routing and Forwarding ( VRF ) D 5&%E
COBITIE, BE VRF DREEZRLET,

interface G gabitEthernet0/0

description Connected to FlashNet - DO NOT ROUTE
vrf forwarding Mynt-vrf

i p address 172.26.150. 202 255. 255. 255.0

no ip redirects

no i p proxy-arp

| oad-interval 30

carrier-delay nmsec 0

negoti ati on auto

no cdp enabl e

vrf definition Mgnmt-vrf
- IPDHCP AX—E>J ORRRE
COPITE. IXTOTA VLA IFA4F>2 M VLAN AIC DHCP AX—EV I NFBREENET

o

ip dhcp snooping vlan 151-154, 156- 165

no i p dhcp snooping information option

i p dhcp snooping wirel ess boot p- broadcast enabl e
i p dhcp snoopi ng

E:TVTIVD R—=KR—=KN FrRILOBIZRTESIC, FYTID R—RINEER
HhEN—DEhBDBEN HYET,

. Address Resolution Protocol ( ARP ) BMENDRE



COPITE, IXTODAVYLAIZA4T> N VLAN BIC ARP RENMREENET,

ip arp inspection vlan 151-154, 156- 165
ip arp inspection validate src-nmac dst-mac ip allow zeros

ETYTVD R=NR=KNFYRILOBICRT IS, TYTV U R—NFEEE
HREX—DENDRBENBHYNET,

TFYT VU R—BNR—N F¥ X)L (XEB VLAN Z7F )
COBITRE, TYTUDD R=KNR—KN FrRIFREENET,

interface Port-channel 1

description Connected Dist-1

switchport trunk native vlan 4002
swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk

ip arp inspection trust

| oad-interval 30

carrier-delay nmsec 0

i p dhcp snooping trust

interface G gabitEthernet1/1/1

description Connected Dist-1

swi tchport trunk native vlan 4002

swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk

ip arp inspection trust

| oad-interval 30

channel - prot ocol pagp

channel -group 1 node desirable

ip dhcp snooping trust

interface G gabitEthernetl/1/2
description Connected Dist-1
swi tchport trunk native vlan 4002
swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk
ip arp inspection trust
| oad-interval 30
channel - prot ocol pagp
channel -group 1 node desirable
i p dhcp snooping trust

EEUT A

DLV AEBAR—TIA(A
COBITIR, DA VLAMEFBBICEh, 5760 AN PHA—WLC AEEUT 1 ETEL
TREETNET,

interface vlan 105
description Wrel ess Managenent |Interface



i p address 10.101.1.109 255. 255. 255. 240
| oad-interval 30
| oggi ng event |ink-status
no shut down

wi rel ess managenent interface vlan 105

wi reless mobility group nane 3850_Branch_1
wireless nmobility group menber ip 10.99.2.242 public-ip 10.99.2.242 group GA-Donai n-1
wireless nmobility group menber ip 10.99.2.243 public-ip 10.99.2.243 group GA-Donai n-2

X TANT2H— 2 MA—F &L T Cisco 5508 WLC F 1z (& 8510 AireOS ZEATE
=S

tF¥1VT4

- 70-N)L NTZX—&
CofTRE, JO-NIL NFX—2OREHZERLET,

aaa new nodel
aaa authentication |login PRI ME_RADI US AUTH GRP group PRI ME_RADI US_SERVER CRP
aaa aut hentication dotilx PRI ME_RADI US AUTH GRP group PRI ME_RADI US_SERVER CRP
aaa aut hori zation network PRI ME_RADI US_AUTHO GRP group PRI ME_RADI US_SERVER GRP
aaa aut horization network PRI ME_CWA MAC FILTER group PRI ME_RADI US_SERVER CRP
aaa accounting ldentity PRI ME_RADI US ACCT_GRP start-stop group PRI ME_RADI US_SERVER GRP

aaa server radius dynam c-aut hor

client 10.100.1.49 server-key 7 02050D480809

aut h-type any

|

!

radi us server PRI ME_RADI US_SERVER 1

address ipv4 10.100.1.49 auth-port 1812 acct-port 1813
tineout 1

key 7 121A00041104
1

radi us-server attribute 6 on-for-1login-auth

radi us-server attribute 31 send nas-port-detail
|

aaa group server radius PRI ME_RADI US _SERVER GRP
server nanme PRI ME_RADI US_SERVER 1

WLAN

- 802.1X WLAN
COFITIE, 802.1X WLAN DEREZRLE T,

w an ABCCor p- 8021X 1 ABCCor p- 8021X



band- sel ect

aaa-override

nac

wi fidirect policy deny

client vlan 8021X WFi _VLAN

ip flow nonitor wirel ess-avc-basic input
ip flow nmonitor wirel ess-avc-basic out put
accounting-1ist PRI ME_RADI US_ACCT_GRP
security dot1lx authentication-list PR ME_RADI US_AUTH GRP
session-tineout 21600

whm r equi re

no shut down

- BRI E+— WLAN
COHITIE, BHIEEF— WLAN OREEZRLET,

w an ABCCor p_PSK 2 ABCCor p_PSK

band- sel ect

client vlan PSK W Fi _VLAN

ip flow nonitor wirel ess-avc-basic input

ip flow nmonitor wirel ess-avc-basic out put

no security wpa akm dot 1x

security wpa akm psk set-key ascii 8 AAPAAQeRgFGCE_dLbECcNPP[ AAAAAAME LKMPcATeShl hbW\ HeaSXF_AAB
servi ce-policy output ABCCorp_PSK- PARENT- POLI CY
session-tineout 7200

wi fidirect policy deny

wnm requi re

no shut down

- Open WLAN
Z DTk, Open WLAN DFREZRLET,

wl an ABCCor p_OPEN 3 ABCCor p_OPEN
band- sel ect

client vlan Open_WFi _VLAN

ip flow nmonitor wreless-avc-basic input
ip flow nmonitor wrel ess-avc-basic out put
no security wpano security wpa akm dot 1x
no security wpa wpa2

no security wpa wpa2 ci phers aes

servi ce-policy output ABCCor p_OPEN PARENT- POLI CY
session-tineout 1800

wi fidirect policy deny

whm require

no shut down

JFANYD1—=23Y

. CWA 5 AN WLAN
CDHITIE, CWADT AN WLAN B8EZRLET,

w an ABCCor p- Guest 15 ABCCor p- Guest
aaa-override

accounting-1ist PRI ME_RADI US_ACCT_GRP
client vlan GUEST VLAN

ip flow nonitor wirel ess-avc-basic input
ip flow nmonitor wirel ess-avc-basic out put



| oad- bal ance

security dot1lx authentication-list PR ME_RADI US_AUTH GR
Pmac-filtering PRI ME_CWA_MAC FI LTER
nmobi l ity anchor 10.99. 2. 242
nmobi l ity anchor 10.99. 2. 243

nac

no security wpa

no security wpa am dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes
session-tinmeout 3600

whm r equi re

no shut down

- 5760 AN P A—1TOEEUT A H LTS A WLAN OREE
COBITIE, 5760 YAN T AH—1 TEEVTAHBKITT AN WLAN ARREENE T,

wirel ess nmobility group name GA- Donmin-1
wireless nmobility group nmenber ip 10.101.1.109 public-ip 10.101.1.109 group 3850_Branch_1

w an ABCCor p- Guest 15 ABCCor p- Quest
aaa-override

accounting-1list PRI ME_RADI US_ACCT_GRP
client vlan GUEST_W Fi _VLAN

ip fl ow nonitor wirel ess-avc-basi c i nput
ip flow nonitor wirel ess-avc-basi ¢ out put
| oad- bal ance

security dot1x authentication-list PRI ME_RAD US AUTH GRP
mac-filtering PRIME_CM_MAC FI LTER
nobi | ity anchor 10.99. 2. 242

nac

no security wpa

no security wpa am dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes

sessi on-ti meout 3600

whm r equi re

no shut down

- CWA ( F5 Web B2RE ) O ACLOUA AL U b
CC_Tlk, CWAROACLUAAL O NDOREREFZRLET,

Extended | P access |ist PRI ME- CWA- REDI RECT- ACL
10 deny icnp any any

20 deny udp any eq boot ps any

30 deny udp any any eq boot pc

40 deny udp any eq boot pc any

50 deny udp any any eq donmin

60 deny tcp any any eq donmin

70 deny ip any host 10.100.1.49

80 pernit tcp any any eq www

BEZI0S D4V LA Y—ERA

- Application Visibility and Control ( AVC ) B
COPITE. AVC DREDHIZRLET,

fl ow exporter PRI ME_FNF_COLLECTCR 1
description FLEXI BLE NETFLOW COLLECTOR



destination 10.100.1. 82

dscp 46

transport udp 9991

1

!

flow nonitor wirel ess-avc-basic
exporter PRI ME_FNF_COLLECTOR 1
record wirel ess avc basic

- WLAN B2
COBITIE. WLAN OREDHIZRLET,

w an ABCCor p- 8021X 1 ABCCor p- 8021X
ip flow nonitor wirel ess-avc-basic input
ip flow nmonitor wirel ess-avc-basic out put

- WLAN TOHLFEE> -2 T
COBITE, WLAN TOHIFEES I-E2TOREZRLET,

pol i cy- map ABCCr op- 8021X- PARENT- PCLI CY

descri pti on PRI ME- ABCCor p- 8021X EGRESS PARENT PCLI CY
cl ass cl ass-defaul t

shape average percent 40

queue-buffers ratio O

pol i cy- map ABCCor p- PSK- PARENT- Pol i cy

descri pti on PRI ME- ABCCor p- PSK EGRESS PARENT PQOLI CY
cl ass cl ass-default

shape average percent 30

queue-buffers ratio O

. WLAN & &
COPITIE, WLAN OEREDOHIZRLET,

w an ABCCor p- 8021X 1 ABCCor p- 8021X
servi ce-policy output ABCCor p- 8021X- PARENT- POLI CY

RANTZO0T14 R
DTAVLABREDRAN 77T 0T 1 RARRODEBY) TY,
. wireless client fast-ssid-change 1Y > RZFEAL TEE SSID EEZREL T,

- passwd encryption on & & U passwd key obfuscate 11X > RZfHAL T/NAD— REBEIL
LET,
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