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Network Mobility Services Protocol(NMSP) D #1&: & 5%
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CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

« Catalyst 98007 4 ¥ L A hO—F< 1) —X(Catalyst 9800-CL), Cisco IOS® XE
Cuppertino 17.9.4

« ARCTVMI A YL AIY ROA—53 U—X (AireOSZSI K ). /\—328.10.196

« CMX, /N\—>32/10.6.3
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SNMP N—232 2
WLC GUI :

KIZTT K5I, Management > SNMP > Communities > NewD JEICEE L £ 7,

MMANDS ~ HELP

Management SNMP v1 [ vZc Community
SIIIIII'I'IBP'II
— m Community Hame 1P Address{Ipvd/Ipve) TP Mask/Prefix Length  Access Mode  Status

General
A

“g IPSec Parameters

rap ] 1PSec
Trap Controls
Trap Logs

HTTP-HTTPS

SNMP/N—2 3 22D E

SNMPOF#iE ANLET,

ration  Ping  Logout Befresh

MONITOR  WLANS OLLER ¥ MANAGEMENT 5
Management SNMP v1 | v2c Community > New -
Summary Community Name CMEXCOmmunity
- SNMP
iy IP Address(Ipvd/Ipve) | 192.168.166.70
SNMP V3 Users 1P Mask/Prefix Length 255,255.255.255
Communities .
e e Access Mode Read/Write ~
Trap Controls Status Enable ~
Trap Logs
HTTR-HTTPS

SNMP/N—2 3 22D ERTE DA



E:SNMP7 7t AE— RiERead/Write& U TERET D HLEN H V) £9, SNMP Status%
EnablelCERET I HEN HVYE T,

WLC CLI:

(Cisco Controller) >config snmp community create CMXcOmmunity

(Cisco Controller) >config snmp community ipaddr 192.168.166.70 255.255.255.255 CMXcOmmunity
(Cisco Controller) >config snmp community accessmode rw CMXcOmmunity

(Cisco Controller) >config snmp community mode enable CMXcOmmunity

SNMP /N\—>32/ 3
WLC GUI :

KIZR¥ &SIZ, Management > SNMP > SNMP V3 Users > NewD JEICEEL £9,



anfiguration | Ping

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User: roob{R:
Management SNMP V3 Users pply
Summary
SNMPv3 User
i SNMP User Lockout Enable a
SHMP V3 Users)
TS
Trap Receivers SHMP User Lockout atbermpls 13
Trap Controls
Trap Logs SNMP User Lockout time B minutes
HTTP-HTTPS
IPSEC SNMP User password lifetime o days

SNMP/N—2 3 2 3MERE

SNMPOFFMZA DL E T,

Management SNMP V3 Users > New
&l i User Profile Mame bulkvthree
N sr.mp Access Mode Read Wiite v
General
SHMP V3 Users Authentication Protocol HMALC-SHA v
Communities
Trap Receivers. [T | emremessesananas
Trap Controls Auth Password Confirm Auth Password
Trap Logs
HITP-HTTPS Privacy Protacol CFB-AES-128 w
IPSEC T [T ——
Telnet-SSH Priv Password Confirm Priv Password

SNMP/N—2 32305




JESNMP7 U AE— RiERead/Write& U TERET D LEN HY) E T, SNMPREEZ'O
NOJLIESHAR Z2IEMD5T Y, SNMP7 24 /N> —7ONJILIFAESE 2IFDEST T,

WLC CLI:

(Cisco Controller) >config snmp v3user create bulkvthree rw hmacsha aescfb128 makEsnmpwOrkbulk version3i

9800 WLC EMSSH7 7 £ AFKE

CMXAWLCADT 7 AICERATED I —FEED

Xa
Fit

WLC GUI :

IZRT KRDIZ. Administration > User Administration > AddD JEIZZEL £,



CISCO

SLLLIY Qi__s;a Catalyst 9800-CL Wireless Controller

Ia'l'-.-:':'l"uil‘:fril":aiic:"! = » User Administration

[ + Add ]
Mame
0 root
O admin
1 10

WLCI—HERE

JI—HnEFM%E AL, Update & Apply to Devicex 7 U Y I LE T,

PEETIP PRSP k1 Liser Adminisiraton
&
Fore LR

1 Update & Appiy 1o Device

WLCI—H1EHRDRE

WLC CLI:

#conf t
(config)#username root privilege 15 password 0 RtpW2121!
(config)#end



CMXHF TV EAICEATERNATD—RZHEAL T, WLCADRKET VEAZRELET, 0
RERE, ROXSICCLIZNLTOHRITTEERT,

#conf t

(config)#enable password O Rtpw2121!
(config)#end

A EBEONAD—ROEFIVFTALARNILEZRELET,

TXTIZF 1 ZTWLCIEBRZADLET

CSV7 7 A )LIkExcel> — R TEEERTERIN, BEALDRY ND—UEEERF XTIk
++RERFTFARITFAZTREICERTERT, CORFIXDITR, RDICXERH+T
WLCI> MU DERSFThN, ERENERFIXD NECSVI7AILELTREENTT,



THEARNIFARIZEBNTHERIE. WLCODRATICLK2TERYET, RICHZERLET,

AireOS:

« WLC, WLCIP7 RL A, WLC/N—> 3>, SNMP/N—> 32, SNMPIEHR
SNMP O/N—2 3 2:

« SNMP N\—>32 2

- WLC., WLCIP7 RL A, WLC/N\—2 3>, SNMPN—>2 3>, 21”545
« SNMP /N\—>3> 3

- WLC, WLCIP7 RL A, WLC/X—23 2, SNMP/N\—> 32, SNMP1—#%,

SNMPwnIE7|:I|\:I)L SNMPFEEE/N AT — R, SNMP7 24 /NN>—7"O0K3JL,
SNMPZ7'Z A4 N —NNAD—R

9800 WLC:

- Catalyst(I0S XE)WLC, WLC IP7 KL A, WLC/N\—< 3>, SSHI—HH, SSH/NAT—
K, £ Z—FILINAT—K

ARDEMICETE, CORFIXYNTRIAEOWLCZFEAL T, AireOS SNMP/N—2 3>
2, SNMP/N\—2 323, $&V9800 WLCHOREZHFIRL, COTOELATAREZEITNTORE
ZWRELTVET, CORFIXVNTHEAITAIWLCORERFRDERTY,

AireOS:

« SNMP N\—>32 2

- WLC, 192.168.166.33, 8.10.196.0, v2c, CMXcOmmunity
« SNMP N\—>32> 3

- WLC, 192.168.166.34, 8.10.196.0, v3. bulkvthree, hmacsha,
makEsnmpwOrkbulk, aescfb128, version3workinG



I HR—RNENBBEEER A 7' ldhmacmd5E = ldhmacshaTd ., HIR—RhEhd 754

R—RNBZ AT lddesE = lFaescb128TT, CNEND/NTA—RTRANFEPNENKX
AlEhEd,

9800 WLC:

- Catalyst(I0S XE)WLC, 192.168.166.65. 17.09.04. root. RtpW2121!, Rtpw2121!

CSVIZ NUDEBHIIDHITI, CMX(#WLC'}T A 7 HAireOSH 9800 WLCH ZRETE X T, FA
DFIICWLCERRENTVBRIHE, CMXL&"%(DWLC/J‘AlreOS'C HBDEEBEBLETY, &Y
M 5(ZCatalyst(lOS XE) £ RIRE N TV BIFE. CMXIFZDWLCA 9800 WLCTH D Z & ZF0#

LET,
X EWR++DERTE :

| Wireless LAN Controllers. txt E3

WLC,192.168.166.33,8.10.196.0,v2c, CMXcOmmunity
WLC,192.168.166.34,8. 'H.l“i.W,v‘.:v" . a nmpwlrkbulk, asscfbl28, version3workinG
*~tc‘}"— (IOS-XE) WLC 2.168.166.65, 04

1, aﬁt,ktpw:;zil,} N:‘zil




T4 ¥LALAN O hO—5
774N &ECSVEXTRE

77 ANDHIRFHN csvTHD L ZBELET, C5FBET, 774 Eixte LTREFE
ng, CMXHFHR—RTBELVLRFHFFHSNET,

ﬂ' Save As
L I . » Desktop » CMXTZ b i Search CMX TL 2
Organize = New fiolder = 9
3 s Onelvive - Perst M Date modified Type e

il Desktop »
4 Downloads #
& Documents #
PN Pictures >

ﬂ Music *

File: na Wireless LAN Controllers.csv

Save a5 type: Al types (*.°)

~ Hide Folders B Append extension Save Cancel
774 &CSVEL TRE

77AILECSV77AIILNELTREENRTVWEDZRLET,

J > Desktop > CMXTZ

Wireless LAN
Controllers.csv

CSVERXTRIFENLET7TAILDORT



77ALAFRVTVWRHEERE, BUSBERIRRENET,

@ Autosave (@ o SR IWireless LAM 'CGI'IIFD“E[S.ES'JFS ~ ju
File Home Insert Page Layout Formulas Data Review View Automate Developer Help
"—'D A Cut Aptos Narmow Y oA A E == 25 Wrap Text General i
ern LB COPY _
Paste B I U~H~ & A = == = 3= | [E Merge & Center ~ $ - % 9 % 8 .
- § Farmat Painter Fon
Clipboard u Font ] Alignment Fu Mumber N
R20 v I Sfx
A B C D E F G H
1 WLC 192.168.166.33 8.10.196.0 vic CMXcOmmunity
2 WLC 192.168.166.34 8.10.196.0 v3 bulkvthree hmacsha makEsnmpwOrkbulk aescfbl28 version3workinG
3 Catalyst{I0OS-XE)WLC 192.168.166.65 17.09.04 root RtpW2121! RtpW2121!

CSV7 7 A LEBI< £, WLCOBEA ERRE hET
CSVZ 7 AIDCMXAD A 2 R— K

BEDOH—NASCMXICT7 7L\ 28T SI(CIEk. Secure File Transfer Protocol(SFTP)E iz l&
Secure Copy Protocol(SCP)%& ENEIEFRNA YU ET T, MobaXterm®PWinSCPEENTOT S A
. 774\ 2BRICBEBITRDLOORIYITRROVIATO AV 2RETEERT,
Wireless LAN Controllers.csv7 7 € LA'SFTPERT T2V —/NICH BB E. SFTPEHTCMXA
SH-NANDOEHNFRTEN, ROXSIZTT7AINFEEENET,

<#root>
[cmxadmin@cmx1063 ~1$

sftp tac@92. 168. 166. 91

tac@192.168.166.91's

passwor d:

Connected to 192.168.166.91.
sftp>

cd Desktop/ CMX TZ

sftp>

dir

Wireless LAN Controllers.csv
sftp>

get "Wreless LAN Controllers.csv"

Fetching /cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv to Wireless LAN Controllers.csv
/cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv 100% 224 2.3KB/s 00:00
sftp>



exit

[cmxadmin@cmx1063 ~1$

Is -1h

total 28K

dr-xr-xr-x. 2 cmxadmin cmxadmin 4.0K Aug 29 2022 bin

-rw-r--r--. 1 cmxadmin cmxadmin 224 Jan 22 14:29 Wireless LAN Controllers.csv

[cmxadmin@cmx1063 ~1$

ETTANBLAR—ANEENTVRIHEER. SIAFEEALTSFIPTY 7ML %
WMYHLTLSEZV, 5IAFZERATRE, SFTPTRAR—RAZBL I 7AILEND
DXFHIERBENKT,

CMXTOD77AIDORERT



CMXAMDSSHIEmZMIL, XOONY REEITLET,

<#root>
[cmxadmin@cmx1063 ~]1$

cmxctl config controllers inport

Please specify import type [PI/FILE] [FILE]:

FI LE

Please enter CSV file path:

/ home/ cnxadm n/ Wrel ess LAN Controllers. csv

Controller Added 192.168.166.33
Controller Added 192.168.166.34
Controller Added 192.168.166.65
[cmxadmin@cmx1063 ~]$



E 7 T7AIINAREIC/home/cmxadmin/ THREY £,

CMXA 5 DR

CMXGUIS LT'CLIANS, BMLEWLCZFIYILT, ELKEELTVWAHZ L ZHIABTER
ERD

CMX GUI:

SYSTEMIZBEL., FICAVJO—ILLTWLCZRDWTET. RICRIKLSIC, IP7 RLANKRE
TRRENTVRIHBENHYNET., TOMOBE, BEN D EZBERLET,



Controllers

P Address. Varsion Dytms b
0.1 236 Dyt

17.0004 358 Byse

0,196 218 Dy

CMX®DOGUI

CMX CLI:

<#root>
[cmxadmin@cmx1063 ~]$

cmxctl config controllers show

Fmmmmm - Fommmmmmmmmmmm e Fo—mmmmmmmm - e F-——m———- +
| IP Address | Type | Version | SHA2 | Status |
Fmmmmm - Fommmmmmmmmmmm e Fo—mmmmmmmm - e F-——m———- +
| 192.168.166.65 | Catalyst (IOS XE) WLC | 17.09.04 | Yes |
ACTI VE

|

Fmmmmm - Fommmmmmmmmmmm e Fo—mmmmmmmm - e F-——m———- +
| 192.168.166.33 | Aire0S WLC | 8.10.196.0 | Yes |
ACTI VE

|
Fmmmmm - Fommmmmmmmmmmm e Fo—mmmmmmmm - e F-——m———- +
| 192.168.166.34 | Aire0S WLC | 8.10.196.0 | Yes |
ACTI VE

|
Fmmmmm - Fommmmmmmmmmmm e Fo—mmmmmmmm - e F-——m———- +

[cmxadmin@cmx1063 ~]$

WLCH 5 DR

WLCHA 5 CMXA\ D E#HZGUIH L UCLITHRTEET,

AireOSDOGUI:

IZRF & SIZ. Monitor > Cloud Services > CMX®DJEIZZEIRL £,



nllhllln

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Monitor
CMX Server

Summary
CMX Server IP Services Sub-Services AP Monitor Service Configuration Group Subscriptions

. . RSSI Mobile Station A
b Cisco CleanAir Tags

b Statistics 192.168.166.70 Info Mabile Station boas

b Access Points

PRCDE Statistics Mobile Station v

» Rogues
Clients
Sleeping Clients
Multicast

» Applications

Local Profiling

w| Cloud Services
CIMX

» Telemetry
Network Assurance
Webhook

AireOSIZ & B CMX#Z#: O R

AireOS WLC CLI:

<#root>
(Cisco Controller) >

show nmsp status

Number of Nmsp TLS Connections supported......... 5
Number of Nmsp HTTPS Connections supported....... 1
CMX Server Echo Resp Echo Req Tx Data Rx Data

192.168.166.70 847 847 861 17
(Cisco Controller) >

9800 WLCOGUI:

RIZRT &SIC, Monitor > Wireless > NMSP > DNA Spaces InformationD JEICEEL £ 9,

€3 .l Cisco Catalyst 9800-CL Wireless Controler  Wecomeroot & % A 5 & M @ & Q | (Wreedack S
17.04
IMonitoring = > Wireless - > NmsP|
Cloud Services | DNA Spaces Information | Statistics Controller Settings
DMA Spaces T Tx Echo Y FRxEcho YV TxDaa Y RxData T Unsupported T
Status T P Transport T Response Request Frame Frame Ci jions T D i T
[+] 192.168.166.70 TLS 883 883 B 17 3 2 0
1 10 »

9800 WLC GUIA 5 OCMXF T v U

9800 WLCOCLI:



<tfroot>
#

show nnsp status

NMSP Status

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Req Tx Data Rx Data Transport

192.168.166.70 Active 877 877 6 17 TLS

NZ7ILZ1—hk

CMXEWLCA SEBICRZ TN 1—FT 14200275288 LET, SNMPENMSPREE
OZ7ORINENAFEOEEZ7ORNINERBZENA, MADFNAANSKNZ TN 1 —-F1>
JEI>TEEEZEBMLET, NSNS a—FT12002KMEESI21E. SNMPENMSP® X
AT —aUNEETT,

AireOSWLCO RS IINa—F14>29

SNMPFNY Tk, ROKSIZAZ—TIICTEET,

(Cisco Controller) >debug snmp all enable

NMSPFN\Y JERD LS ICEMICTEET,

(Cisco Controller) >debug nmsp all enable

FNY T ZENZTBICIE, DN RZROELSICABLET,

(Cisco Controller) >debug disable-all

9800 WLCOHO RS TN a—F4>Y

NMSPFN\NY Jlk, XOKSICAZ—TINICTEET,

#set platform software trace nmspd chassis active RO all-modules verbose



INTYRFYTFY TR, KDEKSICCMXIPPRLAT7AIILRITLET,

#config t

(config)#ip access-Tist extended NMSP

(config-ext-nacl)#permit ip host <CMX IP Address> any

(config-ext-nacl)#permit ip any host <CMX IP Address>

#monitor capture NMSP interface <Interface - port> both access-Tist NMSP buffer size 100
#monitor capture NMSP start

TFNYTZRELTEZIRTRICK. AOONVREZFYTFYLET,

#request platform software trace archive last 1 days target bootflash:NMSPArchive
#monitor capture NMSP stop
#monitor capture NMSP export bootflash:NMSP.pcap

TNV TENTY RFXTTF 2B HICITZICRE. ROFIEZRTLET,

#no monitor capture NMSP
#set platform software trace nmspd chassis active RO all-modules notice

CMXO RS TINZa—FT142T

RDESIZCMXOT ZIREL E T,

[cmxadmin@cmx1063 ~]$ cmxos techsupport dump
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