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17 B7:41:47.427848 B.892187 10.201.166.185 19.201.234.34 CAPHAP-Cont— 264 Set CAPWAP-Contrel - Discovery Request[Malformed Packet]
BE B87:42:45.435367 58.0075_ 19.201.166.185 18.281.234.34 DTLSv1.@ 117 Set Client Hello

92 87 :42:45.437784 8.892417 10.201.166.185 18.281.234.34 DTLSv1.@ 137 Set Client Hello

98 87:42:45.667215 9.229431 18.201.166.185 18.281.234.34 DTLSv1.@ 59@ Set Certificate (Fragment)

99 87 :42:45.667268 B.808845 10.2081.166.185 18.281.234.34 DTLSv1.@ 59@ Set Certificate (Fragment)

1@ 87:42:45.667293 9.000033 10.201.166.185 19.201.234.34 DTLSv1.® 178 Set Certificate (Reassembled)

181 B87:42:45.667316 9.808623 10.201.166.185 18.281.234.34 DTLSv1.@ 329 Set Client Key Exchange

182 87:42:45.667347 9.000031 18.201.166.135 18.201.234.34 DTLSv1.@ 329 Set Certificate Verify

183 87:42:45.667372 9.898635 10.281.166.185 18.281.234.34 DTLSv1.@ 6@ Set Change Cipher Spec

igd 87:42:45.667394 9.800022 10.201.166.185 18.201.234.34 DTLSv1.@ 123 Set Encrypted Handshake Message

8 10.201.166.185 10.2 4 DTLSvL.@ 1499 Set Application Data
9. 10.201.166.161 18.3 85 ICHP 70 Mot set,Set Destination unrea (Fragmentation needed)
4 10.201,166.185 10, 4 DTLSvL.@ 411 Set Application Data

114 87:42:58.718532 8.847513 19.201.166.185 18.201.234.34 DTLSv1.@ 539 Set Application Data
115 87:42:50.718571 9.800939 19.201.166.185 19.201.234.34 DTLSv1.@ 539 Set Application Data

ST BAPLARILDOF/NY J( Tdebug capwap client path-mtuy )ik, APA1485/N4 N THRHIC
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ICRENTVBELSIC, APEWLCICIMAZ R 120 OF:/MEICEIEL E T,

*Jul 11 18:27:15.000: CAPWAP_PATHMTU: CAPWAP_DTLS_SETUP: MTU = 1485

*Jul 11 18:27:15.000: CAPWAP_PATHMTU: Setting default MTU: MTU discovery can start with 576

*Jul 11 18:27:15.235: %CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip: 10.201.234.34
*Jul 11 18:27:15.235: CAPWAP_PATHMTU: Sending Join Request Path MTU payload, Length 1376, MTU 576

*Jul 11 18:27:15.235: %CAPWAP-5-SENDJOIN: sending Join Request to 10.201.234.34

*Jul 11 18:27:20.235: %CAPWAP-5-SENDJOIN: sending Join Request to 10.201.234.34
*Jul 11 18:27:21.479: %CAPWAP-5-JOINEDCONTROLLER: AP has joined controller c9800-CL

Z O B L TH#show capwap client rcbZ2 E1T9 2 &, 576/N1 N DCAPWAP AP MTUAN R RE hE
CP



3702-AP#show capwap client rcb
AdminState : ADMIN_ENABLED
Primary SwVer : 17.9.3.50

MwarName : c9800-CL
MwarApMgrIp : 10.201.234.34
OperationState : JOIN
CAPWAP Path MTU : 576
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266 88:36:86.777257 21.8865.. 18.201.166.185 19.201.234.34 DTLSv1.8 123 Set Application Data
267 88:36:86.778067 0.000810 10.201.234.34 19.2081.166.185 DTL5v1.8 139 Set Application Data
268 88:36:12.689324 5.911257 10.201.166.185 19.201.234.34 DTLSv1.@ 1819 Set Application Data
269 @8:36:12.690257 6.080933 10.201.234.34 10.201.166.185 DTLSv1.@ 987 Set Application Data
270 88:36:12.700439 0.010182 10.201.166.185 10.201.234.34 DTLSv1.@ 155 Set Application Data
mn AR:3R:12.781442 A.aA16a3 18.201.234.34 18.281.16A.185 NTI Svl.8 139 Set Annlication Data

C T, ®METBAPLARILDOF/NY T (debug capwap client pmtu)lZ & ¥) . APA"1005/N1 k@
PMTUZEEICZISI—RNL., APPMTUEZEFH L BN RENET,

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: PMTU Timer Expired: Trying to send higher MTU packet 576
*Jul 11 18:28:39.911: CAPWAP_PATHMTU: PMTU Timer:Sending Path MTU packet of size 1005

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: MTU = 1005 for current MTU path discovery

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1005 sent 888

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Stopping the message timeout timer

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Setting MTU to : 1005, it was 576

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Updating MTU to DPAA

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: Sending MTU update to WLC

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: MTU = 1005 for current MTU path discovery

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1005 sent 21

T, COEKXT(#show capwap client recb)Z 5179 % &, 1005/Y1 s ®CAPWAP AP MTUA %
RENET, showDHHZRIZRLET,

3702-AP#show capwap client rcb
AdminState : ADMIN_ENABLED



Primary SwVer : 17.9.3.50
Name : 3702-AP

MwarName : c9800-CL
MwarApMgrIp : 10.201.234.34
OperationState : UP

CAPWAP Path MTU : 1005
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*Jul 11 18:29:45.911: CAPWAP_PATHMTU: PMTU Timer:Sending Path MTU packet of size 1485

*Jul 11 18:29:45.911: CAPWAP_PATHMTU: MTU = 1485 for current MTU path discovery

*Jul 11 18:29:45.911: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1485 sent 1368

*Jul 11 18:29:45.911: CAPWAP_PATHMTU: Received ICMP Dst unreachable

*Jul 11 18:29:45.911: CAPWAP_PATHMTU: Src port:5246 Dst Port:60542, SrcAddr:10.201.166.185 Dst Addr:10.
*Jul 11 18:29:45.911: CAPWAP_PATHMTU: Calculated MTU 1293, Tast_icmp_mtu 1300

*Jul 11 18:29:48.911: CAPWAP_PATHMTU: Path MTU message could not reach WLC, Removing it from the Reliab
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288

BE:36:42.691876
HET S aR- 260

23.9733.. 18.201.166.185
200 a 201 .166.16

18.291.234.34 DTLSw1. 8 1499 Set Application Data
a % 6.161 8. 3¢ ] ) e 1

18.2¢ -185 I

a8 20 z) 28 66.161 B! set,Set on unre ble (Fragn tatio
282 BE:36:45. 695098 3.002898 10.201.166.185 18.201.234.34 CAPWAP-Data 92 Set CAPHAP-Data Keep-Alive[Malformed Packet]
283 BB:36:45.695533 9.808435 18.201.166.185 19.201.234.34 DTLSwv1.8 139 Set Application Data

284 86: 36:45.695785 0.000252 10.201.234.34 19.201.166.185 CAPWAP-Data 92 Set CAPHAP-Data Keep-Alive[Malformed Packet]
285 BE:36:45.695931 2.988145 18.201.234.34 18.291.166.185 DTLSw1.B8 123 Set Application Data

286 B8:36:45.696416 9.000485 10.201.166.185 19.281.234. 34 DTLSv1.8 155 Set Application Data

287 BB:36:45.696981 9.888565 18.201.234.34 18.2091.166.185 DTLSwv1.B8 139 Set #Application Data

288 BB:36:48. 695568 2.998587 10.201.166.185 19.201.234.34 DTLSv1. 8 1387 Set Application Data

289 BE: 36:48. 696456 0.008888 19.201.234.34 19.201.166.185 DTLSw1.8 1275 Set #Application Data

290 BB:36:48. 706641 9.21e185 18.201.166.185 19.201.234.34 DTLSv1. 8 155 Set Application Data

291 BE:36:48. 787636 0.888295 18.1201.234 .34 18.291.166.185 DTLSv1.8 139 Set #Application Data

COS APDO E)E

AP-COS APOBRIEXAZXAIZIREVH B ET, AP joinh SBBLET,

APIIA7 T—X

MIABFIC, APRBAEZREL EMABERZEFEL., SHEFHLET,

ISENF WSS, BETULTESICRBEEFEHLET,

TNRTERENBZWVEEE. 10051 M TRIOSMERZEEFELET,. ChAKNTS E,

PMTUAE#HEh (A X=X D O—RBE ), fBFHEITEIAET, 1005/81 NODFY’
O—7A32 R O—-FICEETERVEEEF., 57681 RRBETETL., BRETEhE T,



APL X)L TMdebug capwap client pmtuZ X ICRL E T,

Jul 11 19:06:10 kernel: [*07/11/2023 19:06:10.7065] AP_PATH_MTU_PAYLOAD_msg_enc_cb: request pmtu 1485,
Jul 11 19:06:10 kernel: [*07/11/2023 19:06:10.7066] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:10 kernel: [*07/11/2023 19:06:10.7066] Sending Join Request Path MTU payload, Length 1376

Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] AP_PATH_MTU_PAYLOAD_msg_enc_cb: request pmtu 1485,
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] Sending Join Request Path MTU payload, Length 1376
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3245] chatter: chkcapwapicmpneedfrag :: CheckCapwapICMPNe

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] AP_PATH_MTU_PAYLOAD_msg_enc_cb: request pmtu 1005,
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] Sending Join Request Path MTU payload, Length 896
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0831] Join Response from 10.201.234.34, packet size 917
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0832] AC accepted previous sent request with result code:
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0832] Received wlcType 0, timer 30

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5280] WLC confirms PMTU 1005, updating MTU now.

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5702] PMTU: Set capwap_init_mtu to TRUE and dcb's mtu to
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5816] CAPWAP State: Image Data

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5822] AP image version 17.9.3.50 backup 17.6.5.22, Contro

NTY R YA ZXH1483NA R THBZEITEFBELTLKEEV, Thid, AP-COSTHIZEE NS4/ —HZRY AAYE—O
BUOpmtufETE, N7 Y RES1168ICRDKDICKRRENE T,

1135 B89:13:33, 358475 .00876E 18.201.166.187 18.281.234.34 CAPWAP-Control 29E Set CAPWAP-Control = Discovery Request[Malformed Packet]

1135 89:13:33, 359044 0.0800569 10.201.234.34 18.281.166.187 CAPWAP-Control 143 Set CAPWAP-Control - Discovery Response

1151 89:13:36,172586 4,813542 Cisco_93:84:60 Cisco_93:84:60 WLCCP 299 Set U, func=UI; SHAP, OUL @xB@4896 (Cisco Systems, Inc), PID Ex8008
1153 89:13:42. 985529 4.7332943 18.291.166.187 19.291.234.34 DTLSw1.2 271 Set Client Hello

1154 089:13:42, 906500 2.881371 198.201.234.34 10.281.166.187 DTLSv1. 2 94 Set Hello Verify Request

1155 89:13:42. 997727 ©.080827 10.201.166.187 18.201.234.34 DTLSw1.2 297 Set Client Hello

1156 09:13:42. 989938 0.002203 19.201.234.34 18.201.166.187 DTLSw1.2 558 Set Server Hello, Certificate[Reassembly error, protocol DTLS: New £
1157 89:13:42, 98363 0.000833 10.201.234.34 18.281.166.187 DTLSwv1. 2 558 Set Certificate[Reassembly error, protocol DTLS: Hew fragment overla)
1158 89:13:42. 98H598 0.800827 19.201.234.34 18.201.166.187 DTLSw1.2 558 Set Certificate[Reassembly error, protocol DTLS: Hew fragment overla)
1159 99:13:42,918032 0.000842 10.201.234.34 18.201.166.187 DTLSw1. 2 558 Set Certificate[Reassembly error, protocol DTLS: Hew fragment overla
1168 B9:13:42. 910060 0.D20828 10.201.234.34 18.201.166.187 DTLSw1. 2 558 Set Certificate[Reassembly error, protocol DTLS: Hew fragment overla
1161 89:13:42. 918087 0.200827 10.291.234.34 18.201.166.187 DTLSw1. 2 11 Set Certificate Request[Reassembly error, protocol DTLS: New fragment
1162 89:13:42. 928659 0.818572 10.201.166.187 16.281.234.34 DTLSw1. 2 558 Set Certificate[Reassembly error, protocol DTLS: Mew fragment owverla)
1163 B9:13:42. 942614 8.213955 18.201.166.187 18.201.234.34 DTLSw1. 2 598 Set Certificate[Reasseably error, protocol DTLS: New fragment overla)
1164 89:13:43. 552554 0.689948 10.201.166.187 16.291.234.34 DTLSw1. 2 459 Set Client Key Exchange[Reassembly error, protocol DTLS: Mew fragmen
11565 89:13:43. 554847 0.2814%3 19.201.234.34 16.201.166.187 DTLSw1.2 121 Set Change Cipher Spec, Encrypted Handshake Message

4.662918 18.291.166.187 16.291.234_34
& ) 16.261.166.161 18. 26 187

DTLSw1. 2 1483 Set Application Data
4.755492 18.291.166.187 18.291.234.34

ii 217294
1173 ©89:13:52. 972786

DTLSw1. 2 1883 Set ] Application Data

1174 ©9:13:52.975783 8.002997 10.291.234_34 18.291.166.187 DTLSw1. 2 1808 Set Application Data
1179 89:13:53. 939451 8.963668 18.281.166.187 18.281.234.34 DTLSwl.2 953 Set Application Data
1188 89:13:53, 939497 2.988e46 18.291.166.187 18.281.234.34 DTLSwW1.2 955 Set Application Data
1181 ©9:13:53,939526 ©.000829 10, 291.166.187 18.291.234,34 DTLSv1. 2 955 Set Application Data
1182 89:13:53, 939555 8.988e29 18.291.166.187 18.281.234.34 DTLSw1.2 527 Set Application Data
1183 B89:13:53.941676 2.802121 18.291.234_ 34 18.281.166.187 DTLSw1.2 378 Set Application Data

RUNJREET7 T —X
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APL X)L D7 /N Y F (debug capwap client pmtu)ZRICRLUE T

Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] wtpEncodePathMTUPayload: Total Packet Size:
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] wtpEncodePathMTUPayload: Capwap Size is 137
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] [ENCJAP_PATH_MTU_PAYLOAD: pmtu 1485, Ten 13
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] capwap_build_and_send_pmtu_packet: packet 1



Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1343] Ap Path MTU payload sent, Tength 1368

Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1343] WTP Event Request: AP Path MTU payload sent
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] pmtu icmp pkt(ICMP_NEED_FRAG) from click re
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] chatter: chkcapwapicmpneedfrag :: CheckCapw
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] PMTU data: dcb->mtu 1005, pmtu_overhead:118

Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] PMTU: Last try for next hop MTU failed

Jul 11 19:08:17 kernel: [*07/11/2023 19:08:17.9850] wtpCleanupPMTUPacket: PMTU: Found matching

Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6435] wtpEncodePathMTUPayload: Total Packet Size:
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6435] wtpEncodePathMTUPayload: Capwap Size is 137
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6436] [ENC]JAP_PATH_MTU_PAYLOAD: pmtu 1485, Tlen 13
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6436] capwap_build-and-send_pmtu_packet: packet T

Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6437] Ap Path MTU payload sent, Tength 1368

Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6438] WTP Event Request: AP Path MTU payload sent
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6446] pmtu icmp pkt(ICMP_NEED_FRAG) from click re
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6446] chatter: chkcapwapicmpneedfrag :: CheckCapw
Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6446] PMTU data: dcb->mtu 1005, pmtu_overhead:118.

Jul 11 19:08:43 kernel: [*07/11/2023 19:08:43.6447] PMTU: Last try for next hop MTU failed

Jul 11 19:08:46 kernel: [*07/11/2023 19:08:46.4945] wtpCleanupPMTUPacket: PMTU: Found matching

XIS TBDAPF Y T F Y ERICRLET. NT Y NBEF1427E 1448 %R L TS &,

1424 ©9:15:13.511489  ©.800057 Cisco_93:84:60 Cisco_93:84:60 WLcee 671 Set U, func=UI; SNAP, OUI 8x@P80eR (Officially Xer

1425 ﬂg 15;19. 355669 6.294171 10.201.166.187 18.201.234.34 DTLSv1. 2 1483 Set .ﬁlppllca‘tlon Data

1428 ﬂg 15:19. 355515 9.000411 10.201.234.34 18.2081.166.187 CAPWAP-Data 188 Set C.QPI.'.I&P Data Keep .ﬁllue[HalFar‘mEd Packet]

1433 ©9:15:21.462377 1.655862 Cisco 93:84:60 Cisco 93:84:60 WLCCP 122 Set U, fune=UI; SNAP, OUI 8x00000@ (Officially Xer
1434 89:15:21.462413 ©.888836 Cisco_93:84:60 Cisco_93:84:60 WLCCP 122 Set U, func=UI; SNAP, OUI 9x0@89@e (Officially Xer
1435 89:15:21.858913 ©.388500 Cisco_93:84:60 Cisco_93:84:68 WLECP 122 Set U, func=UI; SNAP, OUI ©xB86088 (Officially Xer
1438 89:15:32.161352 18.3184.. 18.281.166.187 18.281.234.34 DTLSw1.2 187 Set Application Data

1439 #9:15:32.162837 0.088685 16.201.234.34 18.281.166.187 DTLSv1. 2 114 Set Application Data

1448 89:15:33. 665648 1.583611 10.201.166.187 18.201.234.34 DTLSv1. 2 571 Set Applicatien Data

1441 89:15:33. 666353 9.088785 18.201.234.34 18.2081.166.187 DTLSwv1. 2 99 Set Application Data

1443 99:15:37.533517 3.867164 Cisco_93:84:60 Cisco_93:84:60 WLCCP 122 Set U, func=UI; SNAP, OUI 9x088098@ (Officially Xer
1444 89:15:38.122776 ©.589259 Cisco 93:84:60 Cisco 93:84:60@ WLCCP 122 Set U, func=UI; SNAP, OUI ©x@@000@ (Officially Xer
1445 99:15:38.171399 ©.848623 (isco_93:84:60 Cisco_93:84:60 WLCCP 298 Set U, func=UI; SHAF, OUI @xBe4896 (Cisco Systems,
1447 @9:15: 48, 684943 2.513544 Cisco_93:84:60 Cisco_93:84:680 WLECCP 122 Set U, func=UI; SNAP, OUI ©xB06088 (Officially Xer
1448 89:15:48. 314752 7.629809 18._201.166.187 18.281.234.34 DTLSw1.2 1483 Set Applicatiorl Data

1451 ﬂg 15:48. 315397 9 E’E@339‘ '.I.E 231 234 34 18.201.166.187 CAPWAP-Data 188 Set CAPI.'.I»QP Data Keep AllUE[HalFar‘mEd Pa:cket]

1452 89:15:48. 563890 ©.248493 Cisco_93:84:60 Cisco_93:84:60 WLCCP 266 Set U, fune=UI; SNAP, OUI @x00000@ (Officially Xer
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