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VK-WLC#show aaa cache group VK-SRV-GRP all

IOSD AAA Auth Cache entries:

Entries in Profile dB VK-SRV-GRP for exact match:
No entries found in Profile dB

SMD AAA Auth Cache Entries:

Total number of Cache entries is 0

WNCD AAA Auth Cache entries:

MAC ADDR: C4E9.0A00.B1BO
Profile Name: VK-CACHE

User Name: vk@wireless.com
Timeout: 28800

Created Timestamp : 09/18/25 15:28:54 UTC
Server IP Address: 10.106.37.159
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GUIAR DB A : Configuration > Security > AAADJBIZBE L, H—/NZEBMLET,
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Name* VE-ISE |  Supportfor CoA @ [ ]
Senvir Address oh Server Key Type
N Ky i Server Key (D
Servers  Server Groups Auth Port 1812 Confirm Co Server Ky
Mame Acct Port 1813 VRF
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CLI 7 =K:

radius server VK-ISE
address ipv4 10.106.37.159 auth-port 1812 acct-port 1813
key Ciscol23
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aaa cache profile VK-CACHE all
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aaa group server radius VK-SRV-GRP
server name VK-ISE
cache expiry 8
cache authorization profile VK-CACHE
cache authentication profile VK-CACHE
deadtime 5
radius-server dead-criteria time 5 tries 5
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aaa authentication dotlx default group VK-SRV-GRP cache VK-SRV-GRP
aaa authorization network default group VK-SRV-GRP cache VK-SRV-GRP
aaa local authentication default

authorization default

aaa authorization credential-download default cache VK-SRV-GRP
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aaa authentication dotlx default cache VK-SRV-GRP group VK-SRV-GRP
aaa authorization network default cache VK-SRV-GRP group VK-SRV-GRP
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« Certificates > Certificate Management > Certificate Signing Requests® JE(Z#IR L T, FEHH
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SR Dutats CSR Contents

Submit a Certificate Request or Renewal Request
To submit a saved request to the CA, paste a base-64-encoded CMC or PRCS #10 cerificate request or PKCS #7 renewal request generated by an exiemal source (such as a Web server) in the Saved Request box,

Saved

T T T T =
d20ki 1FgFOs FTXGBBU2MAGENyHCt rukNC fuysB/a:
cortificatn request \PASZAUMGLYAT Y0 iHAZronAmed GyohT pagva.

(CMG o 4ruH) 24/ IMKGGSGCdWol Lo FYLB =] OBFTEDKED
PKCS#10or  ——END CERTIFICATE REQUEST——— l
PKCS #7

. A
Centificate Tomplate:

|User v
Additional Atiributes:

Aerion: P
Submit > |

Microsoft Active Directory Certificate Services -- wireless-WIN-A2PCO7SFQQM-CA

Certificate Issued

The certificate you requested was issued to you.
() DER encoded or @® Base 64 encoded

Download certificate
Download certificate chain
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Overview
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Internal CA Settings

Certificate Templates

Extornal GA Settings
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Administration - System

Certificates Logging Maintenance Upgrade Health Checks Backup & Restare Admin Aceess Settings
Certificate Signing Requests
Generate Certificate Signing Requests (CSR)
‘ by xtrnal uborty.Cick “eport S — o 1o 0 signsd .
Temovad fom
Q View (t Export @ Delete Bind Certificate
Friendly Name Certificate Subject Key Length Portal gro... Timestamp ~  Host
[ Y OsClsc.. 4096 Wed, 17 Sep 2025 ENSOL-wireless

Administration - System

Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings

Bind CA Signed Certificate

Browse... |certnew(13).cer
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Usage
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Self Signed
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Certificates

CA Certificate Device Certificate

CA Certificate
Status: Available
Certificate Serial MNumber (hex): G1BD24E3B4B63B9FA2EFECTEO377C9BE
Certificate Usage: Signature
Issuer:
cn=wireless-WIN-A2PCO7SFQOM-CA
de=wireless
de=com
Subject:
cn=wireless-WIN-A2PCOTSFQQM-CA
de=wireless
dc=com
Validity Date:
start date: ©6:56:44 IST Sep 12 2825
end date: @7:@6:44 IST Sep 12 2038
Associated Trustpoints: newcert
H v B
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eap profile VK-EAP
method tls
pki-trustpoint newcert

CNIOX > RIF, EAP-TLSZFEAL TVK-EAPE WS ERIOEAPZO77A4 I ZERKL., RTA
RARA > N%&EnewcertE WS BRIDIRAEICIYETILET,

GUIFR M54 : Configuration > Security > Local EAPQJEICBE L, EAPZO7 7 AL ZERL
79,

[« [ Cisca Catalyst 9800-40 Wireless Controller Welcome: i

Configuration = » Security = > Local EAP

Local AP Profiles  EAP-FAST Parameters IPiE: e e
LEAP
EAP-FAST
Solocted Rows : 0 EAPTLS

Prafls Name T e T EAP-FAST T EAPTLS PEAP e

VE-EAP Disabyled Disabled Enabiled
Trustpaint Nama et ® v

rrosaeap Disabied Disabied Enabied
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Ep—— Edit WLAN
LI onebled w . .

wlan vk802.1x 2 vk802.1x
Tocal-auth VK-EAP
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
security dotlx authentication-1list default
no shutdown
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VK-EAPZ7'O7 ZAINICKBDO—HIRAEZEMCLET
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> 'Tﬁ Consolel - [Consele Root\Certificates - Current User]

ﬁ File Action View Favorites Window Help
s zHo/le= HE

v L) Certificates - Current Usi A
» 1 Personal
7| Trusted Root Certifici
» | Enterprise Trust
| Intermediate Certific
| Active Directory User
7 Trusted Publishers
+ | Untrusted Certificate
~| Third-Party Root Cer
| Trusted People
| Client Authenticatior
| Local NonRemaovablh
» | Certificate Enrollmer
| Smart Card Trusted R v
>

Logical Store Name

i
C Truste Find Certificates...

: J Enterp All Tasks > Find Certificates...
| Interry

7] Active New Window from Here Request New Certificate...
_ Truste ﬁ

_l Untru

| Third- Help

Refresh Impofi..

Advanced Operations

I Trusted Pecple

| Client Authentication lssuers

" Local MonRemovable Certificates
| Certificate Enrellment Requests
| Smart Card Trusted Roots

Request a new certificate from a certification authority (CA) in your domain

| 'Tﬁ Consolel - [Conscle Root\Certificates - Current User]

’a File Action View Favorites Window Help
e AR [l = ANCRERN Mo

Actions
Certificates - Current User
More Actions

Personal

More Actions

v L) Certificates - Current Usi &
> | Personal
> | Trusted Root Certifici
» | Enterprise Trust
| Intermediate Certific
| Active Directory User
| Trusted Publishers
+ | Untrusted Certificate
~| Third-Party Root Cer
| Trusted People
| Client Authenticatior
| Local NenRemovabl
» | Certificate Enrollmer
| Smart Card Trusted R v
>

Logical Store Name

o
" Truste Find Certificates...

: J Enterp All Tasks > Find Certificates...
lnterr

7 Active New Window from Here Request New Certificate...
| Truste g

| Untru

" Third- Help

Refresh Impoti..

Advanced Operations

| Trusted People

| Client Authentication lssuers

| Local NonRemovable Certificates
.| Certificate Enroliment Requests
_| Smart Card Trusted Roots

Request a new certificate from a certification autherity (CA) in your domain

Actions
Certificates - Current User
More Actions

Personal

More Actions

CLIONY REMAL T, 9800 WLCEDAAF v v 1TV RN ARETE£T, Catalyst 9800
WLCHIZE., Fv¥ v 1T MNUJIE "SMD AAA Auth Cache entriess Tk <., TWNCD AAA
Auth Cache entries; DT ICERRENET,

show aaa cache group <Server Group> all

COOXVRE, WLCIZRTFENTVAREDAAAF Y Y IT M) ZRRLET, HHH

WNCD AAA Auth Cache entries

Client MAC: 00:11:22:33:44:55
SSID: vk802.1x
User: user@domain.com



Cache Expiry: 8h
Auth Method: EAP-TLS

AAAY—NNHERTEBRVWEEIL, JTATURYBEETE, AAAT T Y 1%L TRRELE
NBEZ®ALET,

¥ : PEAPSRSE (EAPAERA L EAPEER ) 04, BENHRTE. RADIUSH—/
CRBDRAFICEI-—HFOI—HYREILFTFUIYILIN\NY S 21%2EECisco AVRT &R
TRHRENHYET,

cisco-av-pair = AS-Username=testuser
cisco-av-pair = AS-Credential-Hash=F2E787D376CBF6D6DD3600132E9C215D
IANXTNDI—HE, RADIUSTAVRTEBMZRETDIHENHVY FT,

IN AT — RE = IXAS-Credential-Hashlk. NT/\vY 2 1 R (https://codebeautify.org/ntim-



https://codebeautify.org/ntlm-hash-generator

hash-generator) TH B LEANH VI E T,

NZ7LZ1—hk

AAAF YYD AR LURIAOEAEDO RS TN 1—FT 12T, ROFIENFEELET,

ATFYT1TAAAF Y Y IT N OFESR

show aaa cache group <Server Group> all

FRENBDIZATURIVNINFF YYD A FRETDEZ2HAELET,

ATYT2:

TRED A AR—ILE RS ARRA Y N ORI

show crypto pki trustpoints
show crypto pki certificates

AAENELKAVAR—ILE N, EAP-TLSFEEIDBEYI A NTARNRA U NI YEYTENT
WBZE&zMELET,

ATYT3:

show running-config | include aaa authentication
show running-config | include aaa authorization

moRl A I 1) A N DRERE

AYY RURRFELWH— NI =T EF 19217077 A LESRL TS Z L ZRIEL

x9,

AT Y 75RANEB N L —ADTERR

<tfroot>

2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18

13:
13:
13:
13:
13:
13:
13:

02:
02:
02:
02:
02:
02:
02:

37.
37.
37.
37.
37.
37.
37.

069850424
069850966
069853220
069853836
069855784
069856826
069860954

{wncd_x_RO-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_RO-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_RO-0}{2}:

[radius] [16292]: (ERR): RADIUS/DECODE: No response froi
[radius] [16292]: (ERR): RADIUS/DECODE: Case error(no r
[aaa-sg-ref] [16292]: (debug): AAA/SG: Server group wra
[aaa-sg-ref] [16292]: (debug): AAA/SG: Server group ref
[aaa-sg-cache] [16292]: (debug): AAA/AUTHEN/CACHE: Don'
[aaa-svr] [16292]: (debug): AAA SRV(00000000): protocol
[aaa-authen] [16292]: (debug): MAC address in AAA reque


https://codebeautify.org/ntlm-hash-generator

2025/ 09/ 18

2025/09/18
2025/09/18
2025/09/18

2025/ 09/ 18
2025/ 09/ 18

13:

13:
13:
13:

13:
13:

this indiates

2025/09/18
2025/09/18

2025/ 09/ 18

2025/09/18

Z>Hg-

? PAN N

13
13

13

13

02:

02:
02:
02:

02:
02:

37

37.069868198 {wncd_x_R0O-0}{2}:
37.069875634 {wncd_x_R0O-0}{2}:
37.069876688 {wncd_x_R0O-0}{2}:

37
37

. 069864992 {wncd_x_RO-0}{2}:

. 069887794 {wncd_x_RO-0}{2}:
. 069955264 {wncd_x_RO-0}{2}:

[aaa-svr] [16292]: (debug): AAA SRV(00000000): Authen ne

[ewlc-infra-evmgr] [16292]: (debug): Add message event
[ewlc-infra-evmgr] [16292]: (debug): Evmgr message even
[wncd_0] [16292]: (debug): Sanet eventQ: AAA_CACHE_EVEN

[aaa-prof] [16292]: (debug): AAA/ PROFILE/ DB: Find - Four
[ aaa- sg-cache] [16292]: (debug): AAA/ AUTHEN CACHE( 00000C

that cache/local auth 1is being used

:02:37.070019998 {wncd_x_R0-0}{2}:
:02:37.070022944 {wncd_x_R0-0}{2}:

:02: 37. 070025886 {wncd_x_RO- 0}{ 2}

:02:37.070028162 {wncd_x_R0O-0}{2}:

1718V 7 RV I F&EHA R

[wncd_0] [16292]: (debug): AAA Local EAP(1419) Sending
[ewlc-infra-evmgr] [16292]: (debug): Add message event

[ aaa- sg-cache] [16292]: (debug): AAA/ AUTHEN CACHE( 00000C

[ewlc-infra-evmgr] [16292]: (debug): Evmgr message even


mailto:vk@wireless.com:C4E90A00B1B0:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html
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